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JaCarta PKI u IBM Notes PYyKOBOACTBO NO HaCTpOIKe 1.0

AHHOTAaUMA

HacToAawwmii SOKYMEHT COAEPKUT CBEAEHNA O HAaCTPOiKe AByxdaKkTopHOM ayTeHTUdMKaumm B IBM Lotus
Notes ¢ ucnosib3oBaHNEM 3/1EKTPOHHbIX Katodel JaCarta PKI u BcnomorateibHOro nporpammHoro
obecneyeHus EguHbii KnueHT JaCarta.

HacToAwmii LOKYMEHT, BKAtOYasA NoA6OP 1 PACMoIOKeHWe UANOCTPALMIA U MaTepUanos B HEM, ABNAETCA O6bEKTOM aBTOPCKMX MPaB 1 OXpaHAeTca

B COOTBETCTBUM C 3aKOHOAATeNbCTBOM Poccuiickoit depepaumn. O6nasatenem UCKIUUTENbHbIX aBTOPCKMX M UMYLLECTBEHHbIX NPaB ABAAETCA

3A0 "AnagauH P.[.". Mcnonb3oBaHWe 3TUX MaTepuanos Ntobbim cnoco6om 6e3 ncbMeHHOro paspelleHns npaBoobaaaaTens 3anpeLleHo n MOKeT NoB/eYb
OTBETCTBEHHOCTb, NPEAYCMOTPEHHYIO 3aKOHOAATeNbCTBOM PO,

MHbopmauma, npuBeaéHHan B AaHHOM JOKYMEHTE, NpeAHa3HauYeHa UCKNIOUUTENbHO ANA 03HAKOMAEHUA U He ABNAETCA UcyeprblBatoLeit. CocTas NpoayKTos,
KOMMOHEHT, UX GYHKLMU, XapaKTEPUCTUKM, BEPCUM, SOCTYNHOCTb U NP. MOTYT 6bITb U3MeHeHbl Komnanuei "Anagaui P.." 6e3 npeasapuTensHoro
yBesomaeHun. Bce yKasaHHble JaHHble 0 XapaKTepPUCTUKaX NPOAYKTOB OCHOBaHbI Ha MeXAYyHapPOAHbBIX AU POCCUIACKUX CTaHAAPTaX U pesysibTatax
TECTUPOBAHWA, NONYYEHHbIX B HE3ABUCUMbIX TECTOBBIX UM CEPTUGUKALMOHHBIX 1a6OPaTOPHAX, MO HA MPUHATBLIX B KOMNAHUW MeToAMKax. B AaHHOM
[OKymeHTe KomnaHus "AnagauH P.[." He NpefocTaBasieT HUKAKMX HU ABHBIX, HW NOAPa3yMeBaeMblX rapaHTUi.

Bnagenbuem ToBapHbix 3Hakos AnagauH, Aladdin, JaCarta, norotunos v npasoo6iagaTenem UCKNIOUUTENbHBIX NPAB Ha UX AW3aiH U UCNONb30BaHME,
NaTeHTOB Ha COOTBETCTBYIoLME NPoAyKTbl anaetca 3A0 "Anagaud P.A4.".

BnagenbLem TOBapHOro 3Haka v ap. — Kopnopauus Microsoft (Microsoft Corporation). HazBaHus Npoumx TEXHONOTWIA, NPOAYKTOB, KOMMAHWIA,
YNOMMWHAIOLNXCA B JaHHOM AOKYMEHTE, MOTYT ABNATLCA TOBAPHbIMM 3HAKaMU CBOMUX 3aKOHHbIX BNaJe/bLEB.

CBefeHus, NpuBeAEHHbIE B AaHHOM LJOKYMEHTE, aKTyasbHbl Ha AaTy ero nybavkaumu.

Mpu nepeneyaTke U UCMOb30BAHUM AAHHbIX MaTepuanos Mbo Ntoboit ux yactu cebinkun Ha 3A0 "AnagavH P.[." obasaTtenbHbl.

© 3A0 "AnagauH P.[1.", 1995-2017. Bce npaBa 3aLLMLLEHbI.
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JaCarta PKI u IBM Notes PyKkoBOZACTBO MO HacTpoiike

OrnasneHune

O nnaTtdopme IBM Lotus Notes
Hactponka IBM Lotus Notes

MpenBapuTenbHble TpeboBaHMA
3aTparMBaemMble KOMMOHEHTHI
BKNtoYeHWe pexmma Bxoga no CMapT-KapTe
lMpoBepKa Bxoaa

HOHTaKTbl, TeXHNYECK3A NOAAEPHKKA

Pernctpauus namMeHeHuin
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JaCarta PKI n IBM Notes

PyKkoBOZACTBO MO HacTpoiike 1.0

O nnatdopme IBM Lotus Notes

IBM Lotus Notes (Tak:ke IBM Domino) — nporpaMmmHbIi NpoayKT, naatdopma 418 aBTOMaTU3aLmm
COBMECTHOM aeaTtenbHocTM pabounx rpynn (Groupware), cogepkawuii B cebe cpeacTBa 31€KTPOHHOM
MoYTbl, MEPCOHA/bHBIX U FPYMNNOBbLIX 3/IEKTPOHHbIX KaneHAapen, cayK6bl MTHOBEHHbIX COOBLLEHUI U cpeay
WCMONHEHMWA NPUIOXKEHUI AEN10BOr0 B3aMMOAENCTBUSA.

OcHoBHble pyHKUUMN

OcHoBHble dyHKUMK, BXoAAwMe B 6a30Byto noctasky IBM Lotus Notes/Domino (npu ncnonbsosaHum IBM
Lotus Notes Client Tna Standard):

cpeaa UCNONHEHUA NPUIOKEHUIA aBTOMATU3aLMM FPYNMNOBON AeATENbHOCTM (NPOrPamMHbIN Koz
WCMONHAETCA Ha KNneHTe, cepeepe 1 B Web-6paysepe);

KpUNTO3awmTa (LndpoBaHMe U 31EKTPOHHAA NOANUCH);
K/IMEHT 3/1eKTPOHHOM NOYThI;

NOYTOBbIV cepBep;

nepcoHasibHbIV U rPyNNoBoOW KaneHaapu, N1aHUPOBLUMK 3a4aY;

Habop oduCHbIX NpunoxkeHuit IBM Lotus Symphony (TeKcToBbIli peAakTop, 3N1eKTPOHHbIE
TabAnubl, NOArOTOBKa Npe3eHTaLuii — ToNbKo B Bepcuax 8.0 n 8.5);

KNMEHT cpeabl obmeHa MrHOBeHHbIMM coobuieHuamm (Instant Messenger) IBM Sametime (cepsep
IBM Sametime ABAseTcA CaMoCTOATEIbHbIM NPOAYKTOM);

BCTpoeHHbIt Web-cepsep;

BCTpOeHHbIM Web-6paysep (He nogaepunsaeT coBpemeHHble CTaHAaPTbl, A1a npocmoTpa Web-
CTPaHUL, PEKOMEHAYETCA UCMO/Ib30BaTb BHELUHME MPUIONKEHUSA);

cepsep KaTanoros LDAP;

cepsep npunoxeHuit IBM Lotus Notes;

penanKauua — CUHXPOHM3ALLMA MEKAY OUCTAHLMOHHO YAANEHHBIMM 3K3eMNAApaMm 6a3 AaHHbIX;
cnyk6bl UHTerpaumnmn aaHHbix DECS (Domino Enterprise Connection Services);

CPeACTBO XpaHEeHWA BNOXKEHHbIX Gpalinos BHe 6a3 AaHHbix DAOS (Domino Attachment and Object
Services);

cpeacTBa agMUHUCTPUMPOBAHNA U MOHMTOPUHIA cepeepos IBM Domino;

noaAepsKKa yaanéHHoW o0T1aAKn cepBepHbIX NpuaoXKeHui IBM Domino.

© 3A0 "AnagauH P.A.", 2017 Crp. 4
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JaCarta PKI u IBM Notes PYyKOBOACTBO NO HaCTpOIKe 1.0

HacTtpounka IBM Lotus Notes

NpeaBapuTenbHbie TpeboBaHNA

MNoapasymesaetca ncnosb3osaHue OC cemeitctea MS Windows, COBMECTUMbIX C NPOrpPaMMHbIM
obecneuyeHmem IBM Lotus Notes, a Takke c MK "EguHblii KnueHT JaCarta".

IBM Lotus Notes foixKeH ObITb YCTaHOB/IEH M HACTPOEH B COOTBETCTBUM C Tpebyemol KoHdurypaLumei.

3aTparmBaeMbie KOMMOHEHTbI

[aHHbIVi pasaen onucbiBaeT KOHOUIYpPaLMIO, NPU KOTOPOI NPOUCXOAMT HAaCTPOMKa BXOAa N0 CMapT-KapTe u
npusaAska User ID K cepTudmKaTy nosb3oBaTens Ha CMapT-KapTe.

BKNtoYeHue perknuma Bxoaa No CMapT-KapTte

1. Ortkpolite npunoxeHue IBM Lotus Notes.

it

Lotus Motes
8.5

2. B okHe IBM Lotus Notes Bbi6epuTe File -> Security -> User Security.
b Getting Started - IBM Lotus Notes

File | View Tools Window Help
New ECUC IR A Home x
Open »
Close Esc
Locations 3
Preferences...
Security » | & | User Security...
Sametime » |ER |Lock MotesID  Ctrl+F5
Close Al Switch ID...
Exit ’7 ll,rg‘ B | Q;J

© 3A0 "AnagauH P.A.", 2017 Ctp.5



JaCarta PKI u IBM Notes PyKkoBOZACTBO MO HacTpoiike 1.0

3. B okHe User Security BbibepuTe Your Identity -> Your Smartcard ->Configuration Details.
User Security |E| E

Using your smartcard with Notes:
2= Security Basics
Usze of @ smartcard or cryptographic toleen with Notes adds protection for your Notes 1D. A smartcard-enabled
€ = Your ldentity MNotes 1D requires you to provide your smartcard at login time and when using Notes. When you login, you would
enter your smartcard or cryptographic token's PIN rather than a Notes password.
Your Names:

Your Cerli'ﬁc:alms/ 1 Enable Smartcard Login...

If you are using a smartcard, then you should camy it with you. Your personal possession of the smartcard

@ + Identity of Others dec:r:as:js the possibility of misuse and theft for your Notes identity and the private information stored on the
smartcard.

¥8 ¥ What Others Do
@+ Notes Data

2 Mail

Your smartcard configuration

Motes cannot find a smartcard software driver.

2\

Configuration Details... |

OK Close |

4. B okHe Smartcard Configuration Heobxoanmo ykasaTb NyTb K 6ubanoteke PKCS 11:
C:\Windows\System32\asepkcs.dlIl.

Smartcard Configuration |E| E

Smartcards and other cryptographic tokens add security to your Motes environment. To make use of smartcard security
features, you need a supported smartcard, and a smartcard reader attached to your system.

A smartcard software driver enables Motes to communicate with the smartcard reader. You must provide the file name of
the smartcard driver provided by your smartcard manufacturer.

Smartcard driver file |C:"-.‘."a'indnws"'-.S)'Stern32"-asepkcs il | g

¥ you dant know where the smartcard driver is, you should investigate these possibilities: /
<ActivClient 5.4 cwinnt\system32hacpkes211 dil / ~
<A-Trust a-sign Client v1.2 2.1 cwinnthsystem 32\asignp 11.dll

<Belgian elD> o winntsystem 32\Belgium Identity Card PRICS11.dI w
< m >

Continue... Cancel |

© 3A0 "AnagauH P.A.", 2017 Ctp. 6



JaCarta PKI u IBM Notes PyKkoBOZACTBO MO HacTpoiike 1.0

5. Yb6eaunTtecb B TOM, 4TO BKnaaka Your Smartcard Bbirnsamut nogobHbim obpasom:
User Security |E| E

Using your smartcard with Notes
= Security Basics
Use of a smartcard or cryptographic token with Notes adds protection for your Motes 1D, A smartcard-enabled
€ = Your ldentity Notes 1D requires you to provide your smartcard &t login time and when using Notes. When you login, you would
enter your smartcard or cryptographic token’s PIN rather than a Motes password.

Your Names

Your Certificates Enable Smartcard Login...

Your If you are using a smartcard, then you should camy it with you. Your personal possession of the smartcard
@ + Identity of Others decreases the possibility of misuse and theft for your Notes identity and the private information stored on the

smartcard.
¥& = What Others Do

& [ Notes Data

Your smartcard configuration
2 Mail Smartcard Manufacturer Aladdin R.D.
Smartcard Serial Number 4C54000213595146

[ Corfiguration Details. ..

OK | Close |

6. Haxmute Ha kKHonKy Configuration Details 1 ybeguTecb B TOM, YTO CMapT-KapTa NpaBW/IbHO OMNO3HaHa,
HaxkmuTte OK.
Smartcard Configuration Detalls |E| E
MNotes has detected the following information about the configuration of your smartcard or cryptographic token.
Cryptographic Token

Manufacturer Aladdin R.D. Madel JaCarta Laser
Serial number 4C540002135595146 Hardware version 1.00

Label JaCarta PKI Fimware version 1.00

Login label

Token Reader

Manufacturer ARD Hardware version 1.00
Associated slot i} Firmware version 1.00
Description ARDS JaCarta 0

Software Driver

Path to driver file C\Windows\System 32\aseplcs dll | g
Manufacturer Aladdin R.D Version 301
Number of slots 1 PKCS 11 version 220
Description ARDS JaCarta PKCS#11

QK Cancel

© 3A0 "AnagauH P.A.", 2017 Crp.7



JaCarta PKI u IBM Notes PYyKOBOACTBO NO HaCTpOIKe 1.0

7. Bbibepute nyHKT Your Identity -> Your Certificates. B Bbinagatowiem cnucke Bbibepute Your Internet
Certificates. HaxxmuTe Ha kKHonKy Get Certificates -> Import Internet Certificate from a Smartcard.
! User Security E E

Certificates in your 1D file

| Security Basi
&= Y = Your céfficates provide a secure way to identify you to MNotegand other programs. Your ID may contain
€ = Your Identity 7«:: s used to secure Notes communications as well as ceftficates used with the Intemet.

::.:Cmmﬂ Al Intemet Centfficates v aﬁ#:ﬁetise:‘:ﬁ;tl?szgz ;::Itiflcc::;ﬁsc.:tgg.cenmcates forthe certificate
Your Smartcard
8 [ Identity of Others | Type | Issued To © Issued By & T
1 g What Others Do Import (Merge) Motes Certificates...
| @ Notes Data Request New Notes Flat Certificate...
B Mail Import Internet Certificates...
] Request New Internet Certificate...
I Selected item Import Internet Certificate from a Smartcard...
lssued to
lssued by 3
Activated Type
Expires
| OK | | Close

8. B cnyuae ycnewHoro umnopta ceptudumKaTa nosnyyunte coobuieHue:
IBM Lotus Notes -

o Successful import!

9. BbibepuTte cepTndukart, Haxxkmute Other Actions -> Lock ID File with Key on Smartcard.
User Security E E

Certificates in your 1D file

o= o = Your certificates provide a secure way to identify you to Notes and other programs. Your ID may contain

€ © Your Identity certificates used to secure Notes communications as well as certificates used with the Intemet.
Your N;
Your Certifi Your Intemet Certfficates W | May be used to exchange secure mail with users outside of Notes. to access
jour icates secure web pages with the Notes browser, orto secure connections to
ol — Intemet services {using S5L).
{8 = Identity of Others Type | lssued To & lssued By & Get Cetficates..
'& What Others Do g Jonnie B. Smith -==BLABLACA==-

<& ® Notes Data /

@ Mail 1 I Cther Actions... ~

Export Certificate...

Selected tem Respond to Cross Certificate Request...
lssuedto  Jonnie B. Smith Publish Certificate...
lssuedby  -==BLABLACA==- Create New Public Keys...
Activated | 03/24/2017 Type : Show New Public Key Status...
Expires 03/24/2018 Fingerprint {

Request Name Changes...

Maove Private Key to Smartcard...
Delete from ID File...

2 ———* Lock ID File with Key on Smartcard

QK | | Close

© 3A0 "AnagauH P.A.", 2017 Crp. 8



JaCarta PKI n IBM Notes PykoBOACTBO NO HacTpoiike

10. BbicBeTATCA co0bleHns, Haxkmute OK.

WARMIMG: After your smartcard is enabled, your ID file will always
require the smartcard for logging into Motes, Check with your
administrator to ensure that there is a backup of your 1D file. Continue?

o Smartcard login requires setting preference 'Don't let administrator set

your Domino web/Internet password to match your Notes password',
Your preference setting has been changed.

o Smartcard login has been enabled!

1.0

11. Mepengute Ha BKNaaKy Your ldentity -> Your Smartcard v 3agaliTe MeTKy cmapT-KapTbl Smartcard

Login Label.

——— Using your smartcard with Notes
= Security Basics

€ [ Your Identity Motes login password, see your administrator.
Your Names
Your Certificates
Your Smartcard

¥8 = What Others Do
& = Notes Data

Your smartcard configuration
B Mail Smartcard Manufacturer Aladdin R.D.
Smartcard Serial Number 4C54000213595146

Currently your Notes 1D nequires a smartcard or cryptographic token to login. K you wish to reinstate use of a

If you are using a smartcard. then you should camy it with you. Your personal possession of the smartcard
@ Identity of Others decreases the possibility of misuse and theft for your MNotes identity and the private information stored on the

Your login |abel is displayed when you login using your smartcard. This label is intended to help you identify
which smartcard is required for login. You may supply any text whichi is meaningful to you.

Smartcard Login Label |Jonnie Smith Smartcard|

| Configuration Details...

12. BeeguTte PIN-KoA:

Smartcard:  Jonnie Smith Smartcard

Enter PIN: |XXXXXXXXXXXXXXXXXXXXXXXX)Q

© 3A0 "Anapaun P.A.", 2017
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JaCarta PKI n IBM Notes PykoBOACTBO NO HacTpoiike

13. B cnyyae ycnexa nosiBUTCA coobLEHME:

Your smartcard login label has been set to: Jonnie Smith Smartcard

14. 3akpovite IBM Lotus Notes.

[poBepKa BxoAa

1. BcraBbTe cmapT-KapTy 1 3anyctute IBM Lotus Notes.

1.0

2. B nossuBwemcsa okHe popmbl BXOAA BbibepUTe CMapT-KapTy C HyXHOM meTKow, BBeaute PIN-Kkog m

HaXXmuTe KHonky Log In.

Smartcard: |Jonnie Smith Smartcard

Program. By using the Program, you agree to thess terms.

Ertter your PIN: |X)00(X)00(X)0(X)00(X)0q

At location: |Dnline v |

Forgot your password ?
Licensed Ma . Motes and
Symphony ar ities are
based an Cp) I Log In I | Exit I ademarks
of Oracle an licrosoft
and Windows—sreT RO T TS O O T SO T T T e O e AT S, O e T O TE S, O OO ST PO eT ST SeToe Names

might be trademarks of IBM aor other companies. This Program is licensed under the terms of the license agreement accompanying the
Program. This license agreement may be either located in a Program directory folder or library identified as "License™ or
"Mon_IBM_License", if applicable, or provided as a printed license agreement. Please read this agreement carefully before using the

-....E)
BUILT ON —3
@ooe Java,

© 3A0 "Anapaun P.A.", 2017
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JaCarta PKI u IBM Notes PyKkoBOZACTBO MO HacTpoiike 1.0

KOHTaKTbl, TEXHMYECKaA noaaepHKa

Odwuc (obLme Bonpochbl)
Appec: 129226, MockBa, ya. JOKyKuHa, 4. 16, ctp. 1, Komnauua "AnagamH P.4."
TenedoHbl: +7 (495) 223-00-01 (MHOroKaHanbHbINM), +7 (495) 988-46-40
®dakc: +7 (495) 646-08-82
E-mail: aladdin@aladdin-rd.ru (o6wmit)
Web: www.aladdin-rd.ru

Bpemsa paboTbl: exxeaHesHo ¢ 10:00 go 19:00, Kpome BbIXOAHbIX M NPa3AHUYHbIX AHEN.

Texnogaeprka
Cnyxba Texnoanep kv NPUHMMaET 3anpochkl TONIbKO B NMCbMEHHOM Buae yepes Web-cant:
www.aladdin-rd.ru/support/index.php

[na onepaTnBHOro peleHna Baweit Npobiembl yKaxKuTe CNoab3yemblii Bamu npoaykT, ero
BEPCMIO, NOAPOBHO OMULLUTE YCI0BUA U CLLEHAPUMN MPUMEHEHUSA, MO BO3MOXKHOCTH, CHabauTe
CoO0bLLeHME CHUMKAMM 3KpaHa, NPUMepPamMm MCXOLHOrOo Koaa.

© 3A0 "AnagauH P.A.", 2017 Crp. 11



JaCarta PKI n IBM Notes

PYKOBOACTBO NO HACTPOiiKe

Perncrtpauna nameHeHunm

1.0

Bepcua

U3meHeHusA

1.0

McxoaHan Bepcua SOKYMeEHTa
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JnueHsmm ®Cb Poccmmn Ne 12632 H ot 20.12.12, Ne 24530 ot 25.02.14
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