AnagagvH

Secret Disk gona Linux

Release Notes. KommeHTapumn K Bepcumn 1.2



AHHOTaUUA

Secret Disk gna Linux — nporpaMMHoe cpefCcTBO NpeaoTBPaLLEeHNA yTeYeK

KOHGWAeHUManbHoWM NHbopMaumnm ¢ NOMOLLbIO LWMbPOBaHWA, NpeaHa3HavYeHHoe AnA

onepaunoHHbIX CUCTEM cemMencTea Linux. B AOKRYMEeHTE ONnCblBaOTCA OCHOBHbIE OTANYUA

Bepcumn 1.2 oT NpeablayLLnX BbIMYCKOB, a TaKHke 0COBEHHOCTU e€ NCNONb30BaHNA.

YT0 HOBOro B Bepcun 1.2

1. MNoaneprkKa onepaunmoHHom cuctembl Astra Linux 1.7.0, 1.7.1, 1.7.2, 1.7.3 (Agpo

5.4.0-54 generic/hardened) n Astra Linux 1.6 o6HoBneHue 6 (Aapo 4.15.3-2

generic)

2. MoaaepHKka onepauyunoHHom cnctembl PEQ OC Bepcuun 7.3 (Agpo 5.10.29) n Bepcumn
7.2 (Agpo 4.19.204)

3. YcoBepuweHCTBOBaHHbIN rpaduyeckin HTeppenc afMUHUCTPATOPa

4. YnpaBneHune NNLEH3UPOBAHNEM Yepe3 UHTepdENC agMUHUCTPATOPa

5. 3KCnepuMeHTanbHaA GYHKUMA 3aLUMTbI Pa3aenoB ANCKOB (PEHMUM

NONHOANCKOBOro WN$poBaHNA)

OCHOBHbIE BO3MOXHOCTU

N o 0 b

MexaHun3M 33aLnTbl GaI-KOHTENHEPAE, KOTOPbIA MOHTUPYETCA K NarKe Noib30BaTeNnA
KaK BUPTYasbHbIA AUCK.

MHOrononNb30BaTeNbCKUN PeHMM — Ha OAHOM paboyein CTaHUMKN Karablil Nofb3oBaTe b
noJ CBOEWN YY4ETHON 3annUCbio MOXET C034aTb cebe 3aLnLeHHbIN BUPTYaIbHbIN OUCK.
Konn4yectso nonb3oBaTtenet Ha ogHoM APM He orpaHudeHo. 3aLlULLeHHbIR
BUPTYanbHbIA ANCK HEQOCTYNeH ANA APYrMX NONb30BaTeNeun.

MoHononbHoe ynpasneHue JOCTyNoM K pecypcy - AeNCTBUA C BUPTYa/IbHbIM OUCKOM
pa3spelleHbl TO/IbKO NOb30BaTeN0-BNaAeNbUy.

Pa3rpaHunyeHvne ponen Ha agMUHNCTPATOPAa M Nonb3osaTtena Secret Disk gna Linux.
[Ba nHtepodeiica ynpaBneHuA — rpaPpuHecKknin n KNACCMYeCKana KOMaHAHaA CTPOKa.
HacTpavBaeMbiin A3bIK UHTEphENnca — pyCCKUM NN aHMUACKUIA.

0O6nA3aTenbHanA ABYXPAKTOPHAaA ayTeHTUdPUKaLMA NoNb3oBaTenen u 3AMMHUCTPATOPOB
C NCMONb30BaHWEM K/IIOHEBOro KOHTeNHepa (BUPTYasibHOro ayTeHTUPUKATOPA).
CeptndmumposaHHbin ®CHE Poccnm CK3W "Secret Disk Crypto Engine”, BCTpOEHHbIN B
cocTtas 0.

BO3MOMHOCTb YCTAHOBKM NOAMNMCaHHBLIX NaKeToB AnA Astra Linux n3 ceteBoro

peno3nTopus.
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10. Mpu ucnonb3sosaHuu Secret Disk ana Linux goctyneH npobHbin nepuog 6e3
npuvobpeTteHna nnuueH3uun. NpoayKT B 3TOT NEPUOL HE OrpaHuyeH B GyHKLUMOHANE.

MNepexog Ha pabouyio NMUEH3Uo He TpebyeT NepeyCcTaHOBKM.

Secret Disk gna Linux. Kak paboTtaeTt npogykT

Secret Disk gna Linux No3BONAET 3aMLLATh TaK Ha3blBaeMble BUPTYabHble gUCKK. Bcé
cofepHnMoe BUPTYaNbHOMO ANCKAE XPAHUTCA B O4HOM $ans-KoHTelrHepe B 3andpoOBaHHOM
Buae. NoaKAYeHHbIN BUPTYaNbHbIN ANCK ONEPALMNOHHAA CUCTEMA BOCMPUHMMAET KaK

06bI4HbIV ANCK. Daiin NOAKNYEHHOro BUPTYaNbHOMro AUCKA 3aLUMLLEH OT yaaneHuA.

[aHHble, XpaHALLMecA Ha 338WNPPOBAHHBLIX BUPTYaNbHbIX ANCKAX AOCTYMHbI TO/IbKO
agMunHucTpaTopy Secret Disk anAa Linux n Noib30BaTenAMm, BNageiowmnM KnyesbiM
KOHTENHEPOM NO/1b30BaTENA U 3aperncTpmpoBaHHbiM B Secret Disk gna Linux. OcTanbHble
NosIb30BaTeNN, BKAOYAA CUCTEMHOMO 3AMUHNCTPATOPA3, HE MOryT NOIYYUTb AOCTYN K

33WNPPOBAHHBIM AaHHbBIM.

Mpu 3aNnCK AaHHbBIX H3 AUCK NPOMCXOAUT MX 3anbpoBaHme, NpU YTeHUN — pacliMbpoBaHue.

HaxogAwwmeca Ha 38LIJM(I)DOBE]HHOM AVWCKe gaHHble BCerga 3aLIJM¢pOBaHbI.

3aWNLLEHHbIN BUPTYabHbIA ANCK MOXHO MNOAKAYATL N OTKAKYATb. OTKNIOYEHHbIN
33WNPPOBAHHBIN BUPTYAbHbBIV ANCK BbIFAQUT Kak HehOpPMaTUPOBaHHbIN. [NA TOro 4Tobbl
NOAKNYNTD 3aWINGPOBAHHBIA ANCK, NOb30BATENb A0/MKEH UMETb KIOYEBON KOHTENHEP

Nnonb30BaTeNs, 3HaTb ero Napo/b U UMEeTb NPaBO AO0CTYNa K AHHOMY AMUCKY.

© 2022, AO “Anapgavn P.O." Ctp. 3



