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AHHOTaUWA

B HacToALLleM NpOrpaMMHOM AOKYMEHTE NpuBefeHO PYKOBOACTBO aAMUHNCTPATOPa N0 HACTPOMKe
N MCNOMb30BaHMI0 «CUCTEMBI 33LLNThI MHPOPMALMN HA pabounx CTaHUMAX 1 cepepax Secret Disky
npeaHa3Ha4YeHHoOW ANA XPaHEHWA KOHOMAEeHUManbHOM WHPOPMauMM B 33LUMLLEHHOM pasgene
BUPTYa/IbHOr0 HOCUTENA Ha KOMMbIOTEpeE.
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ABTOPCKME NpaBa 1 TOProBble 3HaKM

©AO "AnapauH P.L.". Bce npaBa 3awuueHsl.

Ha3eaHus npoayktos u norotunsl Secret Disk, CekpeT lnck, JaCarta 9Bna10TCS 3aperncTpupoBaHHbIMU
TOBapHbIMM 3Hakamu AO "AnapauH P.I."

Bce npyrvie ToBapHble 3HaKM, 0603HAYEHMS U HA3BaHMS U3LENUIA, UCMO/b3YEMbIE B LOKYMEHTE,
ABNAKOTCS MM MOTYT BbITb TOBAPHbLIMM 3HAaKaMM COOTBETCTBYHOLLMX BNALENbLEB.

[loKyMeHT 1 cofiepXalasncs B HEM MHdOpMaLms 9BN0TCS COBCTBEHHOCTbIO KoMnaHuu AO "AnapauH

P.O"

Bce npaBa Ha MHTeNneKTyanbHYH COBCTBEHHOCTL (BKIOYas, 6€3 orpaHMYeHui, aBTopCKMe npasa,
KOMMepYecKyto TaiHy, TOBapHbIe 3HAKW, 3HAaKM 0OCNYXMBaHMS U T.4.), CBA3AHHbIE UK UMEIOLLUE
OTHOLUEHME K HACTOSLLEMY AOKYMEHTY M NPUNOXKEHUAM, BCE COAEPXKALLMECS B HUX AaHHbIE, SBNSIOTCS
cobcTBeHHOCTbI0 KoMnanun AO "AnapgauH P.L."

Bce npaga Ha onucbiBaeMblit MpoayKT SBASOTCS M ByayT SBASATLCA COOCTBEHHOCTbIO UCK/IOYNUTENBHO
komnaHum AO "Anapoun P.O."

AO "AnapauH P.[." He nepenaét BaM nNpaBa HM HAa 3TO ONMCaHMe, HU Ha MHDOPMALMIO, COOEPXKALLYHCA
B HEM 1K B onucbiBaemoM lpoaykTe, a NUlLb NpefoCTaBASET OrpaHMYEHHOE NPaBO Ha ero
MCNONb30BaHWE B CTPOrOM COOTBETCTBMM C ONMUCAHUEM.

Jto6oe HecaHKLMOHMPOBAHHOE UCMO/b30BaHWE, Pa3rnalleHne UM BOCNPOU3BeAEeHME ABASETCS
HapyLeHMEM MpPaB UHTENNEKTYyabHOM COBCTBEHHOCTU U/munu npae cobctBeHHocTn AO "AnapgauH P.L.",
¥ B NOJIHOW Mepe npecsiefyeTcs no 3aKoHy.
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CNnCOK TEPMUHOB 1 onpeaeneHui

no MNporpamMMHoe obecneyeHue.
ocC OnepaumoHHas cuctema.
KK KnioueBol KOHTEMHEp nonb3oBaTens

BupTyanbHblA ANCK  3awmndpoBaHHbIi daitn-KoHTenHep
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1. Obwme cBeaeHuUA

CucremMa 3awmThbl MHGOPMaUKMKM Ha pabounx cTaHumA 1 cepsepax Secret Disk (nanee - Secret Disk)
NO3BO/IAET C03[aBaTb 33LUMLLEHHbIE BUPTYanbHble AWCKW, NPeAH33H3YeHHble ANA XPaHeHuA
KOHMAEeHUMANbHOM MHGOPMALMM NONb30BaTENEN.

BupTyanbHbIn ANCK NpeacTaBnAeT cobon 3aWndpoBaHHbIN Gann-KOHTENHEP, KOTOPbIA MOMKET
NOAKIOYNTL TOMbKO OAWH NOMb30BaTENb - BA3Aenel AMCK3, Y KOTOPOro eCTb CneunanbHbIn
KTIOYEBOW KOHTeHep nonb3osatena (KKM).

[pyrne nonb3oBaTenn U agMUHUCTPAToOp Secret Disk He MOryT nNogkMlouUTb Gana-KOHTENHep r
NoayYUTb AOCTYN K ero cogepHumMomy. ®ann nogKIIYEHHOr0 BUPTYANbHOMO ANCK3 33LUMLLEH OT
yOaneHus.
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2. XapaKkTepucTtukm Secret Disk

2.1 [TapamMeTpbl NpUIOHKEHUA

Tabnuya 1 - Xapakmepucmuku npo2paMmmMHo20 obecneyeHus

MNapameTp 3HaueHue

e OnepaumoHHasa cuctema cemencrea Linux
e AnnapaTHag unu BUpTyanbHas nnatdopma ¢ apxutekTypoi Intel
x86/x64

Cpena GyHKLMOHMPOBAHUS

e  BuptyanbHbit auck o6bemom ot 100 MB go 1 Tb (He 6onee 80%

Tun v pasmep
ot obwero obbema pasgena)

3dumilaeMblx pecypcoB

e EXT4
e FAT, FAT32, NTFS, EXFAT (3aBucuT oT popMaTos,
NoALEepPXXMBAEMbIX ONEPALMOHHON CMCTEMON)

Tun dainoBom cucTemsl

e [IByxdakTopHas ayTeHTUdMKaLmMs C KKYEeBbIM KOHTEMHEPOM
NoNib30BaTeNs - annapaTtHble 3/1eKTPOHHbIE KUK (TOKEHbI) He
TpebyoTcs

Tun ayTeHTUdMKALMM

OCHOBHblE e [OCT 34.12-2018, TOCT 34.13-2018 (wundpoBaHMe AAHHbIX)
kpunTorpaduyeckmne e [OCT 34.10-2018, NOCT 34.11-2018 (ayTeHTudUKaLMS K
anropuTMbl npoBepKa LenoCTHOCTH)

e  Pycckui

MopnepxmBaeMble S3bIKK S
e AHrnuickmn

2.2 TpeboBaHuA K cpege GYHKLMOHUPOBAHUA

e Astralinux1.7.0,1.7.1,1.7.2,1.7.3
(ampo 5.4.0-54 generic/hardened)
e Astra Linux 1.6 obHoBneHue 6 (aopo 4.15.3-2 generic)
e PENOC7.3(appo 5.10.29)
e PEOOC7.2 (anpo 4.19.204)

e He MeHee 1 GB

OI'IepaLI,MOHHbIe CUCTEMDI

O6bem onepaTMBHOM MaMsATH

O6beM cBOGOAHOMO MecTa o Hewmenee 1GB

Ha Ancke
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2.3 HoMmaHgbl gnAa ynpasneHua Secret Disk

YnpaBneHne Secret Disk ocyulectBnAeTcA AByMA CnNocobamu: 4vepe3 KOMaHAHYK CTPORY U
rpaduyecknin nHtepdpenc. KomaHabl 1 napameTpbl 4nA paboTbl Secret Disk yepe3 KOMaHOHYO
CTPOKRY NpuBeaeHbl B Tabnunue 2.

Tabnuya 2- KomaHowl Secret Disk

KomaHpa OnucaHue

MHuumanmsaums n NnoarotToBka K pa60Te nocne yCtaHOBKU (Bbll'lOﬂHQETCﬂ OoAuH pa3)

lapamempei
= MHuumanmnsmposaTtb Cpeactso
= -f, [--force] MoBTOpHas MHMLMANU3aLMS CpeacTBa co cOpocom Bcex
[aHHbIX NpeablayLen
= -3, [--admin] MyTb K KOHTEMHEpPY ANa perncTpaumm AoMmHuctpatopa SD
sdinit = -u, [--user ] Mms yyetHoi 3anncn AgMuHuctpatopa SD
= -p, [--password] Maponb AoMuHucTpatopa SD
= -r, [--random Metog reHepauuu cnyvamnHoro ymcna (0 - BACY, 1 - Jatumk
0[1] 00Q)
= --deinit CHbpocUuTb UHMLMANM3ALMIO
= -5, [--status] Mudbopmaums o coctoaHumn Cpeacrsea
= -y, [--version] NHdbopmMaums o Bepcuun
= -h, [--help] BbiBOA cnpaBku
leHepaumsa darna-3anpoca Ha CO34aHUE NULLEH3UM
lMapamempel
sdactr = -h, --help BbiBOA cnpaBku
= -f, --filepath TlyTb Ans coxpaHeHus dana
= -p, --pretty (MopmaTtnpoBaTb 3anpoc Ang nevyatu
= -v,--version [loka3aTb HOMep BepcuM
AKTVBaLMS AULLEH3NM
lapamempei
sdacta = -h, [--help] BbiBOA CnpaBKu
= -, [--license] [yTb Ang coxpaHeHMs NULEH3UOHHOrO danna
= -p, [--pin] Kopa aktuBaumu
= -v, [--version] [lokasatb HOMep BepCUU
OtkpbiTne ceccum Secret Disk (Bxon nonb3oBaTens)
lapamempeoi
= -p, [--password] Maponb AoMuHucTpatopa SD
sdopen
= -y, [--user] Nms nonb3osaTens
= -y, [--version] NHdbopmMaums o Bepcuun
= -h, [--help] BbiBOA cnpaBku
= -w, [--web] 3anycTuTb Be6-npunoxexHune
Co3paHue KNYEeBOro KOHTeMHepa Noib3oBaTens
lNapamempeoi
k
sdkey = -p, [--pass] Maponb nonb3oBatens SD
= -f, [--file] MyTb ang coxpaHeHus danna
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KomaHaa OnucaHue

= -h, [--help] BbiBOA cnpaBKu
CozpaHume nonb3oBatens Secret Disk
lapamemp
sdmkuser = -u, [--user] Nmsa nonb3osaTens
= -f, [--file] Mdarn KNKYeBOro KOHTeHepa
= -y, [--version] Moka3zatb HOMep Bepcumn
= -h, [--help] BbiBoA cnpaBku
Co3paHue BUPTyaNnbHOro AMcKa
lapamempei
= -n, [--disk - MM BUpPTYyanbHOro gucka
name]
sdmkvd = -5, [--size] Pa3mep BupTyanbHOro gmcka
= -t, [--fs-type] Tun dannoBoi cuctemsl
= -y, [--user] Bnanenew BupTyanbHOro amncka
= -y, [--version] lNokasatb HOMep Bepcum
= -h, [--help] BbiBOA cnpaBku
MOHTMpPOBaHWe BUPTYanbHOrO AMCKa
lMapamempei
sdmount = -y, [--unmount] Pa3MoOHTMpPOBaTb BUPTYyanbHbI ONCK
= -f YckopeHHoe pa3MOHTMPOBaHME BUPTYaNlbHOroO AMCKA
= -y, [--version] MHdopmauma o Bepcum
= -h, [--help] BbiBOA cnpaBku
3anyck SDTray - rpadpuyeckon ytunuTbl ynpasneHus Secret Disk
sdtray = -v, [--version] MHdopMaLms o Bepcum
= -h, [--help] BbiBOA cnpaBku
Ypanexnus nonb3oBaTens
lNapamempei
sdrmuser = -y, [user] UMs ynansemoro nosb3osarens
= -y, [yes] Ypnanutb 6€3 noaTBEPXAEHUS
= -v, [--version] NHdbopMaums o Bepcuun
= -h, [--help] BbiBOA cnpaBku
3akpbiTue ceccuto Secret Disk (Bbixop nonb3oBatens)
sdclose lapamempei
= -v, [--version] MHdopmauma o Bepcum
= -h, [--help] BbiBog, cripaBku
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3. YcTaHoBKa 1 yaaneHue Secret Disk

3.1 YcTaHoBKa/yaaneHue nporpammbl gna PEL OC 7.3

YcTaHoBKa Secret Disk npov3BOANTCA U3 KOMMNIEKTE MHCTANIAUMOHHBIX $annos sdlinux-X.X.X.XX.rpm,
cobpaHHbIX 41Aa onpegeneHHon sepcun PEQ OC.

[nA yCTaHOBKMW BbINOMHUTE CeayloLLme AencTBuA:

1. B cocTaB yCTaHOBOYHOr0 NaKeTa, BXOAAT Ciedyiowme dbannbi:
— sdlinux-crypto-X.x.x-xxx.x86_64.rpm
— sdlinux-module-x.x.x-xxx.x86_64.rpm
— sdlinux-X.X.X-Xxx.x86_64.rpm
—  SAUI_X.X.X-XXX.X86_64.rpm

2. BbInonHUTE YCTaHOBKY MakeToB KoMaHaon sudo yum install <nyme K ¢alny, uma ¢aina>,
YKa3aHHbIX BblLLE B C/leAyloLLen NocneAoBaTelbHOCTL:

sudo yum install /home/sdadmin/sdlinux-crypto-x.x.x-xxx.x86_64.rpm
sudo yum install /home/sdadmin/sdlinux-module-x.x.x-xxx.x86_64.rpm
sudo yum install /home/sdadmin/sdlinux-x.x.x-xxXx.x86_64.rpm

sudo yum install /home/sdadmin/ sdui_x.x.x-Xxx.x86_64.rpm

Ona yganeHna Secret Disk BbiInoiHUTE KOMaHAY:

sudo yum autoremove sdlinux
sudo yum autoremove sdui

3.2 YcTaHoBKa v yganeHue B OC Astra Linux

YCTaHOBKA M3 /TOKANbHOMO peno3nTopuA
1. [nAHa4ana yCTaHOBKM [0H3aBbTe YCTAHOBOYHbIE NakeTbl CpeacTBa, HACTPOUTE NOKANbHBIA MK
CeTeBOW Peno3nTopuin COrnacHoO MHCTPyKUmn K OC Astra Linux.
2. 06HoBUTE MHGOPMALMIO O COAEPHMMOM B PEMO3UTOPUN, KOMAHLOM:
sudo apt update
3. YcraHosuTe Secret Disk KomaHgamu:

sudo apt install sdlinux
sudo apt install sdui

Mocne yCTaHOBKM NOABUTCA COOBLLIEHNE O HACTPOMKe Secret Disk.
Mepe3arpy3ute OC.

YcTaHoBKa Secret Disk npon3BoanTCA U3 MHCTAaNAAUNMOHHBIX pannos: sdlinux-x.x.x.xx.deb.
[ns yCTaHOBKM BBLINOMHWUTE CrieayoLmne 4encTBusA:
1 B cOCTaB yCTAHOBOYHOIrO N3KETa, BXOAAT creaytolime Gansbi:
— sdlinux-crypto_x.x.x-xxx.x86_64.deb
— sdlinux-modules_x.x.x-xxx.x86_64.deb
— sdlinux-module-generic_x.x.x-xxx.x86_64.deb
— sdlinux-module-hardened_x.x.x-xxx.x86_64.deb
— sdlinux_x.x.x-xxx.x86_64.deb

— sdui_x.X.X-xxx.x86_64.deb
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2 BblnonHMTe YCTAHOBKY NakeToB KomaHaow sudo yum install <nymb K ¢adny, umAa
¢alna>, yka3aHHbIX BbiLLe B C/1eAyloLLen Nocne0BaTeIbHOCTL:

sudo dpkg -i /home/sdadmin/sdl1inux-module-generic_x.x.x-

XXX .Xx86_64.deb
sudo dpkg -i /home/sdadmin/sd1inux-module-hardened_x.x.x-

XXX .Xx86_64.deb
sudo dpkg -i /home/sdadmin/sd1inux-modules_x.x.x-xxx.x86_64.deb
sudo dpkg -i /home/sdadmin/sdlinux-crypto_x.x.x-xxx.x86_64.deb
sudo dpkg -1 /home/sdadmin/sdlinux_x.x.x-xxx.x86_64.deb
sudo dpkg -i /home/sdadmin/ sdui_x.x.x-xxx.x86_64.deb

3 YpganeHue nporpammbl

Ona yganeHna Secret Disk BbInOHUTE KOMaHAY

sudo apt remove sdlinux
sudo apt remove sdui
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4. YnpaBneHvne KoMaHaamm

4.1 VHnymanmsauyua

1. 3anonHnUTEe HeobxoanMble NonA

[sdadmin@localhost ~]$ sudo sdinit -i
INa MHUUMANM3auuMn redHepaTopa Cay4yawHbiX YMcen BBOAUTE CUMBOJIbI, KOTOpble

NnoABNAKNTCA HaA 3KpaHe:
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UM yyeTHOW 3anucm AaMuHMcTpaTopa SD: sdadmin

Nnaponb AaMUHMCTpaTopa SD:

NoaTBepXAeHMe Napons:

WHUUMANM3auma BbiMOJIHEHA YCMEWHOo

UTobbl NposoNXUTb paboTy c Secret Disk, Bam HeobxoaMmo nepe3arpy3unTb

cucrtemy
Wmsa yyemHol 3anucu AdmuHucmpamopa Secret Disk donxHo cosnadame ¢ umeHeM yyemHol 3anucu
aomuHucmpamopa Cucmemei.
llocne uHuyuanusayuu skaYaemcs npobHeoil nepuod — 30 dHeldl. [anee Heobxo0umo npuobpecmu u
YCMHA08UMb UUEH3UI. YCMAH08KA ULEH3UU 0NUCaHa 8 n.6 0aHH020 00KyMeHMQ.

2. lNepe3arpy3nte KoMnbloTep.

I Lna nepeuHuyuanuzayuu ssinosHume komaroy: sdinit — deinit.

4.2 OTKpbITUE ceccumn

Mocne ycneLwHom MHALMANM3aLUmMm, OTKPOMTE CeCCMio AOMUHUCTPATOPA, CrieayIoLLIe KOMaHOOM:

[sdadmin@localhost ~]$ sdopen
Nnaposb:
ycneuHo

4.3 Co3gaHue K4eBoro KOHTeHep Nonb3oBaTenA

[nAa paboTbl C NPOrpaMmor HeObX0AMMO CO34aTb KKYEBOM KOHTENHep No/b30BaTensa (ganee -
KKM), KoTopbin bygeT ncnonb3oBaTbCA ANa NGEHTUOUKALUMN N QYTEHTUPUKALMM NOMb30BATENA B
Ka4yeCcTBe 33perncTpUpoBaHHOro nosb3osaTens Secret Disk. B KomaHae yKa3biBaeTcA nyTb Ana

co3anasaemoro KKM: sdkey -f <nanka ona coxpaHeHusa ¢alna KoHmelHepa>.

Bce komaHObI noddepiusarom 8bl1800 KpamKOU Cnpasku o no00epiKusaeMsix napamempax, Habpas
napamemp —h nocse 0CHOBHOU KOMAHOWbI.

[sdadmin@localhost ~]$ sdkey -f /home/sdadmin/sduserl.key
naposnsb:

NoATBepxXAeHMe Naposs:

ycneuHo

KnwyeBOW KOHTeWHep coxpaHeH B ¢ann /home/sdadmin/sduserl.key

4.4 Co3paHuve nonb3oBaTenA

Pernctpauuwa nonb3osatena no ero KKM: sdmkuser —u <umA y4yemHoU 3anucu nosb3osamensa> -f
<[ymb ¢alna>. ECM NONb30BaTE b Ve 33PErnCTPUPOBAH — KOM3HA3 33BEPLUMTCA C OLUMBKON.

[sdadmin@localhost ~]$ sdmkuser -u sduserl -f
/home/sdadmin/sduserl.key
ycnewHo
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4.5 Co3gaHve BUPTYanbHOro gnCcKa
[nA co3aaHva BUPTYanbHOrO AMCKA MCNOMb3ynTe KoMaHay: sdmkvd <umA BUPMYAsibHO20 OUCKA,
pasmep, UMA NO/b30BAMeNsa>.

MakcumaneHsili pazmep gaiina supmyansHo20 0uUCKa He dosmxeH npegbiuams 80 % om obuiezo
obvema oucka (pasdena).
[sdadmin@localhost ~]$ sdmkvd -n sduserl.vd -s 128M -u sduserl

He yka3aH Tun (GanioBOW CUCTEMbl BUPTYasIbHOrO AMUCKA.
Co3paH auck c GamnoBon cuctemonm ext4d? [a|H]:.n

ycneuwHo

4.6 YnaneHue nonb3oBaTensa
YoaneHve nonb3osBatenAa U3 CMUCKE 33perucTpUpOBaHHbIX nonb3osatenen Secret Disk
C 33perncTpMpOBaHHbBIMU Pecypcamu.

[sdadmin@localhost ~]$: sdrmuser
UMa yapansemoro nosnb3oBaTtens: sduserl
ypanuTb nonb3oBaTena sduserl?[a|H]: A4

ycnewHo
I lpu ydaneHue none3osamens, 3auiUUEHHbIU 8UPMYaAbHbIG OUCK He YOansemcs.

4.7 Cratyc
[na BbiBOAa MHGOPMALIMM O COCTOAHME MOMb30BAaTENEN U NX 33LLUMLLEHHBIX Pecypcax BbIMOAHUTE
KOMaHay sdstatus.

sdadmin@astra:~$ sdstatus

TN NULEH3UN: aKTUBUPOBAHO
Hauano peunctBua : 2022-04-26 00:00:00
OKOHYaHue AencTBuA 2022-07-25 00:00:00

| UmMa nonb3oBaTensa | JaTa co3AaHuA KoHTenHepa |
| Pa3smep amcka | CocTosHMe amcka |

PacnonoxeHue aucka

| 13:32:36 04.26.2022 MSK | /var/sdvd/sdnew.vd

| sduserl
| 100.00 M6 | HoBbIN |

| sduser? | 17:57:10 04.28.2022 MSK |
/var/sdvd/vdsduser2.vd | 100.00 M6 | HoBbIN |

4.8 3aKpbITne ceccum

[nA 3aKpbITUA ceccun BbinoNHUTE KoMaHAay sdclose.

[sdadmin@localhost ~]$ sdclose
ycnewHo
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5. PaboTa ¢ web-npunoxeHmnem

Lns pabomel ¢ epaguyeckum UHMpP@elcoM CHa4yana HyxHo ycmaHosums npo2pammy 4epes
KOMAHOHYH CMpPOKY.
1. [nAToro, 4tobbl 3anyCcTnTb web-npunoxenne Secret Disk oTkponTe ceccuio AOMUHUCTPATOPA
€ napameTpomM sdopen -w.

[sdadmin@localhost ~]$ sdopen -w
Maponsb:
ycneuHo

2. [Mocne npoxoraeHnsa Npoueaypbl aBTOPU3aLNN OTKPOETCA rN3BHAaA CTPaHMLA
web-uHTepderica Secret Disk.

3. [Jdaw6bopabl 060pya0BaHbI NpeayCcTaHOBNEHHBIMU GUNBTPAMM, H3HAB Ha COOTBETCTBYIOLLIVIO
OTOUNBTPOBAHHYIO 06/1aCTb MOMHO CPa3y NEPENTU Ha HYMHbI pazaen. YTobbl CKpbITb

A3aweéopabl B BbI6GPaHHOM pa3gesnie HasMUTE Ha MeperoyaTenb e .

SECRET DISK Frasian crpanis & e G

08  rnasHan crpanviya Monbsosatenn BupTyanbHble AUCKA

4  BupTyancHuie aucku

B xypna 2 ,I
® ®
©® “udopmayua

Ow K/iio4esbie KoHTelHep oV Trantinaas an 4 BupTyansHbie ANCKU

4. BepHyYTbCA K rMaBHON CTPaHULIE MOXHO ABYMA CMOCOHAMU: HAMATb H3 COOTBETCTBYIOLLIMI
pa3aen B N1eBON KOMTOHKE MM H3 CTPOKY HaBuraumm (06,13CTW BblgeneHHble H3 PUCYHKe 2).
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| SECRET DISK l | Fhasan crpanuua l D e 4 @ [
B8  rnaemas cTpannua Monb3oBarenu BupTyanbHble AnCKN
o ::f;:;:;“ C AvcKoM 1 HoBbiit
Be3 Ancka 1 MOHTHpOBaH 0
&% Monb3osatenu e
PasMoOHTMpOBaH 0
4  BuptyansHeie gucku
B XypHan
yp . 2 ‘ 1
© vnbopmayus
Ow Kniouesbie KOHTeAHeps! &% Monb3osarenu D Buptyanshsie gncku
) ot
PucyHok 2 - TnaeHas cmparuua Secret Disk
5.1 Kno4yeBow KOHTeNHep N0Ab30BaTeNA
1. [OnA co343HMA KKYEeBOro KOHTerHepa nonb3osaTesna nepeﬁnMTe B pa3gen Hiaiyesble
KoHmeUHepbl. [Janee HaXKMNTE Ha COOTBETCTBYIOLLIYIO KHOMKY B MPaBOM BEPXHEM Yrly.
SECRET DISK [naBHas CTPaHMUa | KNio4eBLIe KOHTeHepk! SD sdaomin @ B @

& IKCNOPT + CO3JATb KOHTEAHEP
08  rnaenas cTpanuya

Knioueskie
KOHTeAHepbI

a» Monszosatenun

9  BupTyansHbe AVCKH

Haumenosarie Aata cosnanus

B xypuan cepts 18.04.2022

o WHdopmaymua cepid 18.04.2022
ccp13 18.04.2022

1-3133

NuueHsKoHHOE
Andngu
corfaieHme

PucyHok 3 - Pazden KKI1

2. 3anonHuTe nonsa gnsa AaHHbix. NMoaTeepante/oTMeHuTe co3ganme KK,
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Co3paHune KoHTeliHepa

HaumeHosaHne

Mapons (o}

PucyHok 4 - @opma 3anonHeHus 0aHHbix 011 co3danusa KKIT

5.2 Monb3oBartenun

1. [Onsa nobasneHna nonb3osatena Secret Disk HarMUTE Ha KHOMKY B BEPXHEM NPaBOM yrily.

Ymober 8blepy3ums daHHble ¢ mabauybl, Haxmume Ha Ikcnopm danee Ckayams e gpopmame CSV.

Qunsmpayus daHHBIX NPOUCX00UM HAXamueM Ha coomaemcsywull Guasmp, Komopsili Haxooumcs

€8epXy 0CHOBHOU mabsuuybl.

]

“©

SECRET DISK

rnaBHan cTpaHuLa

Knioueskie
KOHTeRAHepb!

Nonesosarenn

BUpTYankHele ANCKN

XypHan

UHpopmauus

NwuexsnoHHoe
cornaweHue

Fnaewas cTpaniua / None3osateni

& IKCNOPT

Bce C Auckom

Nonb3osarens
sduser2

sduser1

Bes avcka

Aata coafjaHvR Cratyc

SD sdagmn @ & [

+ AOBABWMTb NOJIL30BATENA

| I

Aeiictane

1-2p22

PucyHok 5 - Pa3soden lMonv3oeamenu

2. MoartBepauTe/oTMeHUTE [06aBMEHME NOMb30BaTeNA.
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3.

HOBOrO no.

Wms nonbaosatens

Buibepure kouTedinep

OTMEHWTH + AOBABUTH

PucyHok 6 - [lobaenexue nonb3oeamens

[nAa yaoaneHna nonb30BaTenA, HakmuTe B CTonbue [encTBne Ha UKOHKY o 1 Bblbepute

Yoanume.

YaaneHue nonb3osatens

sduser2

Ormena Yaanuts

PucyHok 7 - YoaneHue nonvb3oeamens

4. TMopatsepante/oTMEHUTE yaaneHne BbIBPaHHOrO Nosb30BaTesN .
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5.3 BupTyanbHble AUCKK

1. [AnA co3aaHnAa BUPTYa/IbHOMrO ANCKE H3MMUTE HA KHOMKY, PACMOMOMEHHYIO B NMPABOM
BEPXHEM Yry.

Jng ackonpma Haxxwume Ha KHonky 3kcnopm danee Ckayams 8 popmame CSV.

(Dunbmpauu,q O0aHHbIX npoucxodum Haxamuem Ha COOanEITKByiOLHUlj Gunsmp, Komopebili Haxodumcs
ceepxy 0CHO8HOU mabauysl.

Makcumanerbil pazmep ¢ating supmyansHo20 Aucka He 0omieH npessiiames 80 % om obwezo
0bvema Oucka (pasdena).

SECRET DISK 2BHAR CTPAHALA | BUDTYZLHME ANCK

S
»
e

et + CO3JATb AWCK
B8 rnamHan cTpaHWua _
CKavatb B dhopmare CSV

Kntouessie
KoHTeRHepb

Bce Hosui MoHTMpoBaH Pa3mMoHTApoBar <%
- MNonksosatenn

@  BupTyankHbie Ancku Nons3osarent = qnc Pasuep fata cosnanvs CocronHme

B  Xypwan sduser2

er2 Nvarisdvdivd2.ve 100 MB 19.12.2022

WHpopmauma sduseri arisdvd/sdi2.vd 00 MB

16.12.2022

LN N
Anangu
Z

cornaweHue

2. 3anonHuTe NonA ANA AaHHbIX B NpeacTaBieHHoM popme. MNoateepanTe/oTMeHNUTe co3aaHue
BMPTYaNbHOro ANCKa.
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Co3panne BUPTyanbHOro gucka

Monbaosarens

HaumeHoBakHue avcka

OTmeHa Cozpats

PucyHok 9 - Co30aHue 3auiugppo8aHHo20 supmyaneHo20 OUCKa

3. Co34aHHbIN ANCK NOABUTCA B Tabnuue C BUPTYabHbIMU UCKAMN.

5.4 lMapameTpbl

Ha Brnaake MapameTpbl HaxognTcA MHbOopMaLMA 0 KoHbUrypauun Secret Disk.

SECRET DISK nagHas cTpaHnua / UHGopmMauns SD  sdadmin !. fe]

Linux

SECRET DISK LINUX

oa
08  rnaeHan cTpanuya v 1 2 0 2 KoH¢urypauma
Ow (STarEe container_path ~/.containers
KOHTeMHepLI
launch_in_hardened yes
MPOBHAA NULEH3KUA o E
20 cTanock 359 AHeR
- Nonesosarenn —ﬂ' sdface_connection_timeout 30
&  BupryansHsie avckn sdface_ip 127.0.0.1
AKTHBNDOBaHS: 00:00 sdface port aans
B Xypran AaTa oKoH4YaHuA: 00:00
service_path Mvarfsecretdisk
@ Vrpopmayus + CO30ATE OARS A virtual_disk_path Mvarfsdvd
webserver_port 8080
webserver_root_path Ivarfwww/sdlinux
default
version  1.2,0-2

NwuexsnoHHoe
Anaggu
cornaweHue

PucyHok 10 - lMapamempei Secret Disk
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5.5 JINUEH3NOHHOEe cornalweHua

O3HaKOMbTECb C TEKCTOM /IMLEH3MOHHOM0 COraLleHus:

SECRET DISK
B8  rnasHas cTpaHALa

Knwouyessie
KOHTefiHepkI

Nonesogatenw

BUPTYansHuie AMCKM

XKypran

VHpopMauma

NVUeH3NoHHoe
cornaweHune

rnasHan cTpaHmua / NlyeH3noHHoe cornalenne SD  sdadmin .. b o} F\

JNUUEH3WOHHOE COrNALUEHME

BAXHO:

NOXANYWCTA, BHUMATE/IEHO NPOYWTANTE JAHHOE IMUEH3WOHHOE COTJIALIEHWE, MPEXAE YEM OTKPBITh MAKET C NPOrPAMMHBIM OBECNEYEHWMEM W/UA
WCNONL30BATE EFr0 COAEPXUMOE W/WNKW NPEXAE, HEM SATPYXATE MNW YCTAHABNIMBATE NPOMPAMMHOE OBECNEYEHME.

BCE YKA3AHWA NO MCNONb30BAHWHO HACTOSALWErO MPOrPAMMHOIO OBECMEYEHWA (BKAO4YaA 6e3 OrpaHUYeHWA BUBNNOTEKW, YTUANTEI, Gainel ANA CKAYMBAHHA C
Web-caiita, CD-ROM, PyKOBOACTBa, ONWCAHUA U AP. AOKYMEHTauwio), ganee «M0», «MpogykT»), MPEAOCTABNAEMBIE KOMNAHWEN AO «AnaganH P.A.» (MAW Nl06LIM
AOMEPHAM NPEANPUATHEM - KaXAOE W3 HWX YNOMMHaeMoe Kak «KOMMAHWA») NOAYMHAKOTCA W BYAYT NOAYMHATECA YCNOBWAM, OTOBOPEHHBIM B JAHHOM
COTNIALIEHWIA.

OTKPbIBAA MAKET, COAEPXALLINA NPOAYKT U/WNN 3ATPYXAA AAHHOE NPOTPAMMHOE OBECMEYEHME kak onpejeneqo ganee no Tekcry) M/MNK YCTAHABNMBAR
AAHHOE NPOTPAMMHOE OBECMEYEHWE HA BALI KOMMBIOTEP W/WNW WCNONL3YA AAHHBIA MPOAYKT, Bbl MPWUHWMAETE AAHHOE COrNALIEHME W
COTNAWAETECE C EFO ¥CNOBUAMM.

ECAN Bbl HE COMNMACHBI € JAHHBIM COTNALIEHWEM, HE OTKPBIBAIATE 3TOT MAKET M/UNM HE SATPYXANTE W/WNW HE YCTAHABNMBAWTE AAHHOE NPOrPAMMHOE
OBECNEYEHWE W HESAMEANWTENBHO (He nosgHee 7 gHeid ¢ agaTel nonyyewws 3Toro naketa) BEPHWTE 3TOT NPOAYKT B ANAAAWH P.4., COTPUTE AAHHOE
NPOrPAMMHOE OBECMNEYEHWE W BCE EFO YACTW B CBOEM KOMNLIOTEPE M HE MCNONB3YATE EFO HUKOWUM OBPA3OM.

JNMueH3MOHHOE cornalleHne Ha UCNoNbL30BaHWe nporpaMMmHoro obecneyeHus.

HacToswee NMUEHIMOHHOE COrNalieHme (danee "COrNAWEHWe”) ABNRETCA AOTOBOPOM, 3AKMOYEHHBIM MEXAY Bamu (GUINHECKUM WUNU HOPUAMMECKMM AMLOM) -
KOHEYHLIM MONb3OBaTeneM (ganee “Monk3oBaTens’) W koMmnaved AO «AnagawH P.J.» (4anee «KoMNawwa AnaganH P.l.», «(paBooBNajatents) OTHOCMTENLHO
NPeAOCTEENEHUA HEUCKNIOUMTENLHOTD NPaBa Ha MCMONBL30BaHME HACTOALYErD MPOTPAMMHOrO OBECMEYEHWS - KOMMBKCA NPOrpaMM Ans 3BM, W AOKYMEHTaLmW

(MEYaTHLIE MAaTEPNank, HOCUTENN 1 Galiabl C MHGOPMaLMEN), ABNRIOLLMXCA HEOTLEMNEMOM YacTLI0 MO, BKNI0YaR BCE AaNLHEALWE YCOBEPWEHCTEOBaHU

NVLEHIMOHHBIA JOTOBOP CHMTABTCS 3aKAKMEHHBIM C MOMEHTa Ha4ana MCNONb30BaHWA Bamn NO NoBLIM CNOCOBOM WK € MOMEHTA, KOTAa Bhl NPUMETE BCe YCNOBMA
HACTOAWEro JIMUEHSUOHHOTO AOrOBOPA B MPOLECCe YCTaHOBKM MO. JIMUEHSWOHHIA AOFOBOP COXPaHAET CBOK CWAY B TEUEHWE BCEro Cpoka AedcTBus

WCKNIOYUTENBHOMO NpaBa Ha MO. eCAKM TONBKO WHOE He OroBODEHO B /IMUEH3IMOHHOM AOrOBODE MW B OTAENLHOM NUCBMEHHOM ACTOBODE Mexav Bamu 1 komnaHuei

PucyHok 11 - JluyeH3uoHHoe coznauieHue

5.6 HypHan cobbiTuin

XXypHan cobbiTuit 0To6paxaeT BpeMs U TeKCT cobbiTUs. B nHTepdelice ocyluecTBAEH NOUCK HYXXHOIO
cobbIT1A NO faTe U TEKCTY.

[na o ysegomnenna AIMUHMCTpaTopa O NOSBUBLLMMCS COObITUE B CTPOKE HABUTaLMK eCThb

o f )
npeaHa3Ha4Y€HHbIU 3HAYO0K R
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SECRET DISK FnaeHas cTpannua f KypHan

08  rnamHan cTpaMuya

Knwouesbie
O
KOHTeRHepL!
A% Monesosatenn
flata TeKeT 3anueu
&  BupryansHsie avckn
08.04.2001 3anyck ciyx6el
B  XypHan
08.04.2001 OCTaH0B CilyKBsl
©® Vugopmauma
08.04.2001 Sanyck cyxBel
18.04.2001 3anyck chyx6el
19.04.2001 QCTaHOB CAY K66
19.04.2001 3anycx cnyxbel
19.04.2001 OcTaHoB cayxGel

NwuexsnoHHoe
Anaggu
cornaweHue

SD  sdadmin g. .

1-7 w3 63 >

PucyHok 12 - XypHan cobbimuii

5.7 Hactpoikn nntepdeica

1. [nA nepexoaa K HACTPoriKaM nHTepdenca web-npunormenna Secret Disk HaMUTE H3 UKOHKY

Nnosb30BaTeNA B NPaBOM BEPXHEM Yr/y.

SECRET DISK TnagHan cTpaHuua
Linux
88  rnaeHas cTpanuya Monb3oBatenw
o Kmouc:amc C auckom 1
KoHTeiiHeps! e ——

Bes gucka 1

&% Mons3osateni

4 BupryansHsie guckn
B  Xypuan 2

© vnpopmauma

Ow Knwuesble KOHTEHepsb! = MonbzoBatenn

CoapAHIe KNKOUERNIX KOHTEAHEPOR NON30BATENE VIHOPUALIMA © 3APETHCTPUPOBARHEX NONbI0BATENNX

NMUeH3MOHHOR
Anaaamm)
cornawexHue

SD sdadmin ‘. & [

x

HACTPOWKM

Tema
Hoswlit LEISTY 1
MoHTupol - 0
Pa3MOHTUpusan 0

4 BuptyansHbie guckn

JUMUEHHDE XPIHANKILE AIHHRX
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TaKHe MOHHO MeHATb OdopmneHne nHTepdenca, Bblbpas COOTBETCTBYIOLLMN A3bIK MU TEMY:

OdopmneHue LencrBua

HACTPOWKM
Tema

[nA BbI6Opa TeMbl HTepdenca oTkporTe HacTponkm ( o ).

o 1.
0;
. 2. Bblb6epute TeMHYIO UK CBET/YIO TEMY.
3bIK
N
X
HACTPOMKM
Tema
- “ 1. [Ons Bblbopa A3bIKa MHTEpdENnca OTKponTe HacTponkn (Q ).

2. BblbepuTe HyHbIN 93bIK.

A3bIK

En =

5
2. O6HoBneHue cogepHnMmMoro CTpaHuubl OCyLLIeCTBNAETCA NO KHOMKe , ROTOPaA HaxoAuTCA
B CTPOKe HaBuraunn.

SD sdadmin
3. [AnAaToro, 4Tobbl 33BEPLUNTL CECCUMI0 AOMUHMUCTPATOPA, HAMMUTE HA NKOHKY

BeIATK

fanee , Nocne nogTeepanTe/oTMeHUTe aencTeme.

I OmkKpbime ceccuro AOMUHUCMPAmMopa MOXHO MoJbKO 8 KOMAHOHOU cmpoke!
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6. YnpaBneHve nuueHsven
Mocne ycTtaHoBKM Secret Disk gencteyeT NpobHanA NULUEH3MA AAUTeNbHOCTLIO B 30 AHeN, aanee
Heob6x04MMO 3aNPOCUTb M MOSYYNTb NOCTOAHHYIO NINLIEH3MIO N AKTUBNPOBATD €€,

Ecnm NpobHbIV Nepnoag NN CPOK AENCTBUA NULEH3UN 3aKOHUMANUC, TO Secret Disk npogonaer
paboTaTb, HO BO3MOMHOCTU NPUIOHEHNA OrPaHNYMBAIOTCA CeayoLLmM 06pa3oMm:

lons308amenu Mocym nooKMOYamMb 8UPMYAbHbIE OUCKU 8 pexuMe "MoJibKo YmeHue" — mo ecmeo He
Mo2ym U3MeHSIMb COXPaHEeHHbIe palinsl uau co30asams Hosble.

AOMUHUCMpPAmMopsl He Mo2ym €030asame HOBbIX NoJIb30sameneli U Ho8ble 8UPMYATbHbIE QUCKU.

JluyeH3uoHHbIl ¢alin MoOXHO 3azpy3ume mossko 8 moli cucmeme, 20e ycmaHosneH Secret Disk,
Komopwlili czeHepuposan 3anpoc.

Mocne NonyYeHns N aKTUBALIMN HOBOW JIMLIEH3MM YKA3aHHbIE BbllLe OrpaHnyeHuA B paboTe Secret
Disk cHumatoTCA.

EcTb ABa CNOCO63 ANA NOMYYEHWA Y AKTUBAUUM NNLEH3WW: B rpaduyeckoM nHTepdeice 1 ¢
MOMOLLIbIO KOMaH.

1. YnpasneHue nuueH3naMn B rpadunyeckom nHrepodence:
3. Nepengurte B pasgen MHpopmauus.
b. [danee HawmuTe Ha KHOMKY Co3damsb ¢alin 3anpoca.

SECRET DISK nasHas cTpaHmLa | UMGOpMALMA sdadmin R

S
..
e

SECRET DISK LINUX
88  rnamwHas cTpamvua v .] 2 0_2 Konpurypauus

Kniouesbie
O cc

cantainer_pat /.containers
KOHTEeRHepb:

aunch_in_hardened yes
NPOBHAA NULEEH3UA

2 Ocra , 350 i
2%  TMonk3oBaTenn Ocrano 59 AHeR

sdface_connection timeout 30

? BupTyansHele ANCKN sdface_ip -
AKTMBMPOBaHa: 00:00
aTa OKOHYaHV 00:00

B Xypuan [laTa okOH4aHuA

webserver_port

webserver_root_path varfwww/sdlinux

default

q N ueH3nOHHOS
Andnpu 4
N

cornaweHue

C. Bblbepute MecTo ana coxpaHeHus $aitna C 3aNpoCoM M COXPaHUTE ero.

d. OtnpasbTe dann 3anNpoca NOCTABLUMKY MPOrPaMMHOr0 obecneyeHnA No 31EKTPOHHON
noYTe NN MHbIM CNOCOH0M.

e. MocTaBLMK Nnepenact Gann AMUEH3UM N Ko4 aKTUBaLMN.

f. [anee B pazgene UH¢opmauusa Haxxmute Ha KHonKy Akmusuposame — Belibpame ¢aiin
JIUYeH3uuU, 3arpy3uTe NoayYeHHbIn darn ¢ nuueHsunen n eeeagute KO, nonyyeHHbI BMecTe €
NMUEH3MeEN.
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AKTMBALUA NALEH3UK

CepuiHui Homep ®

BEIEPATE @A NALIEH3WK NPOAOTXNTH

PucyHok 15 - Akmueayus nuyensuu

2. YnpaBneHue IMLUEH3UAMM C MOMOLLbIO KOMaHA:
a. 3anpoc co3fgaeTtca KomaHgow sdactr -f /nyTb/<umsa danna>:

[sdadmin@localhost ~]$ sdactr -f /home/sdadmin/reqlicense.json
3anpoc coxpaHéH B tamne: "/home/sdadmin/reqlicense.json"

b. OTnpaebTe ¢$ann 3aNpoca MOCTABLUMKY NPOrPaMMHOro obecneyeHnA Mo 3NeKTPOHHOM
MoYTe UM MHBbIM CNOCO60M.

C. [puMeHeHue NonyyYeHHOM NNLEH3UN BbINOSHAETCA KOMaHOOM:
sdacta -1 /nymb/<®ANJ nuyeH3uu> -p <KO/] akmusayuu>
B NApPaMeTPax HYyXHO YKa3aTb MMA MNosydeHHoro Garna ¢ nuuensnen n KOL aktmsaumm
ONA Heé.

[sdadmin@localhost ~]$ sdacta -1 /home/sdadmin/Desktop/T1icResp.txt
_p FHAAHEREES
JINLLeH3nA ycrnewHa akTUBUPOBaHa
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7. ABTOpCKMe NpaBa, TOBAPHbIE 3HAKW, OrPaHNYEHNA

[laHHbI LOKYMEHT, BKOYas Noabop U pacnonoXxeHne MANKOCTPaLIMii U
MaTepuanoB B HEM, SIBNSETCS 06bEKTOM aBTOPCKMX MPaB M OXpaHAeTcs B
COOTBETCTBMM C 3aKoHoAaTenbcTBOM Poccuiickoit Denepauun.
Ob6napatenem UCKNOYMTENbHBIX aBTOPCKMX M UMYLLLECTBEHHbIX NPaB
asnsetcs AO "Anapaunn P.O.".

Mcnonb3oBaHue 3TUX MaTepuanos tobbiM cnocobom 6e3 MMCbMEHHOro
paspelueHns npaBoobnasaTens 3anpeLieHo 1 MOXET NoBneYb
OTBETCTBEHHOCTb, NPeayCMOTPEHHYI0 3aKkoHoaaTenscteom PO. Mpu
nepeneyaTke ¥ UCMONb30BaHMM JAHHbIX MaTepuanos nMbo nboi nx Yactn
ccbinku Ha AO "Anapamnt P.L." obsazaTtenbHbl.

Bnapenbuem 3aperncTpupoBaHHbIX TOBApHbIX 3HAKOB "Anaaamn”, Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "Kpunto BAl", norotunos n
npaBoo6nafaTeneM UCKIHYUTENbHbIX NPaB Ha UX AM3aiH U
MCNoNb30BaHWeE, MATEHTOB HA COOTBETCTBYIOLWME NpoayKThbl iBnsetcs AO
"Anapaovn P.O.".

HasBaHMs Npo4nx TeXHONOTUiA, NPOAYKTOB, KOMMNAHWI, YNOMUHAIOLWMXCS B
[LlaHHOM JOKYMEHTE, MOTYT SBASTHCS TOBAPHbIMU 3HAKaMM CBOMX 3aKOHHbIX
BafenbLes.

OrpaHuquue OTBETCTBEHHOCTU

MHbopMauus, npuBeAéHHas B AAHHOM [OKYMEeHTe, NpeaHa3HaueHa
UCK/TIOUUTENBHO /151 03HAKOM/IEHUS U HE IBNISIETCS MCYEPMbIBAKOLLEN.
CocTaB NPOAYKTOB, KOMMOHEHT, UX GYHKLIMK, XapaKTEPUCTUKHM, BEPCUM,
[OCTYNHOCTb M Np. MOTyT 6bITb M3MeHeHbl AO "AnapaunH P.J." 6e3
npeABapuTeNbHOMO yBEAOMIEHNS.

AO "AnapaouH P.[." He rapaHTUpyeT HM OTCYTCTBMSA OWKNOOK B AAHHOM
[LOKYMEHTE, HM TOr0, YTO OMMCcaHHoe nporpaMMHoe obecnevyenue (M0) He
conepxuT pedekTos, 6yaeT paboTtaTb B NPOM3BOJLHO BbIOPAHHBIX
YCNIOBWMSIX U NPY 3TOM Y/0BNIETBOPSTL BCEM TPeBOBaHMSIM, KOTOpble MOryT
6bITb K HEMY NpeAbsABEHbI.

AO "AnapauH P.[." He rapaHTupyeT paboTocnocob6HOCTb HeneranbHo
Nosy4eHHOro NporpaMMHoro obecneyeHus. HeneranbHoe UCnonb3oBaHue
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nporpaMMHOro o6ecneyeHns U AOKYMEHTaLMK Ha Hero NpecieayeTcs no
3aKOHY.

Bce ykasaHHble AaHHbIE O XapaKTePUCTUKAX NMPOLYKTOB OCHOBAHbI Ha
MEXAYHAPOLHBIX UM POCCUICKMX CTaHAAPTaX M pesynbTaTax
TECTUPOBAHMUSI, MONYYEHHbBIX B HE3ABUCUMbIX TECTOBbIX MU
cepTUOMKALMOHHbIX 1a6opaTopusX, TGO HA MPUHSTBIX B KOMMAHUK
MeToaukax. B naHHoM pokymeHTte AO "AnapavH P.." He npepnocTasnser
HUKAKMX HU SBHBIX, HX NOAPA3YyMEBAEMbIX FapaHTHA.

AO "Anaaaut P.O." HE HECET OTBETCTBEHHOCTM (KAK B CMNY
[IOrOBOPA, TPAXXAAHCKOTO MPABOHAPYLLEHMSA, BKNIHOYAA
XANIATHOCTb, TAK M B /10601 MHOM ®OPME) MEPEL, BAMU U/IN
JIIOBOM TPETbEV CTOPOHOW 3A JIIOBbIE MOTEPU U YBbITKK
(BK/TIOYAS KOCBEHHbIE, ®AKTUYECKME MM MOBOYHbIE YBbITKN),
BKJTHOYAS BE3 OFPAHUYEHWM NIOBbIE MOTEPY MU YBbITKM
MPUBbIIBHOCTM BM3HECA, MOTEPKO JIOXOAHOCTU MU PEMYTALMN,
YTPAYEHHYIO MM UCKAXEHHYIO MH®OPMALIMIO MN
NOKYMEHTALIMIO BCJIEACTBUE MCMNOJIb30BAHMA MPOTPAMMHOIO
OBECMNEYEHUA W/WUNTN TIOBOTO KOMIMOHEHTA OMUCAHHOIO
MPOAYKTA, OAXE EC/TN AO "Anagand P.A." BbINIO MMCbMEHHO
YBEAOMJIEHO O BO3MOXHOCTM NOAOBHbIX YBbITKOB.

FocyaapcTBeHHOE perynMpoBaHue U 3KCMOPTHbI KOHTPOb

OnucbiBaeMblil B JaHHOM JOKYMEHTe MpoayKT (MM NPOAYKTbl) MOXET
ABNATLCA MK COAEPXaTb B cebe cpeacTBO KpunNTorpauyeckon 3alumTbl
nupopmaumnm (CK3M), asnatoweecs npeaMeTom 3KCMOPTHOTO KOHTPOAS.
Bbl cornalaeTech ¢ TeM, YTO NPOAYKT He ByAeT NOCTaBAATLCS,
nepefaBaTbCst UM IKCNOPTUPOBATLCS B KaKy0-nnbo CTpaHy, a Takxe
MCMONb30BaTbCA KakKMM-NMBO NpOTUBOPEYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTupyeTe, uto 6yaeTe coba0AaTh HAKNAAbIBAEMbIE HA 3KCMOPT U
pe3KcnopT NPoAyKTa OrpaHUYEHHSI.

CBepeHus, NpuBeAEHHbIE B AAHHOM [OKYMEHTe, akTyaslbHbl Ha AaTy ero
ny6aukaumm.
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7.1 JIMUuEeH3noHHOoe cornawenue

Moxanyicta, BHUMaTeNbHO NMPOYUTaiTe AaHHOE NIMLEH3UOHHOE
COralleHne Npexae, Yem UCMo/b30BaTb COLEPXKMMOE LAHHOMO KOMI/IEKTa
U/Mnu nNpesxae, YeM 3arpyxatb UAKM YCTaHABAUBATb MPOrPaMMHOE
obecneueHue.

Bce ykasaHus no Mcnonb3oBaHWIO NPOrpaMMHoOro obecrneyeHus,
npeaocTaBaseMble 3aKpbiTbiM aKUMOHEPHbIM 0bwectBoM "AnagauH P. [1."
(Mnn No6bIM ero LOYEPHUM MPEANPUATUEM — KAXKA0E U3 HUX
YyNOMUHaeMoe Kak "KOMNaHus"), NOAYMHAKTCS U BYAYyT NOAUUHATLCS
YCNOBUSIM, OTOBOPEHHBIM B AAHHOM COralleHnu. 3arpyxas AaHHoe
nporpaMMHoe obecneyeHue (kak onpeaeneHo Aanee no TekcTy) u/munm
yCTaHaB/MBas AaHHOe nNporpaMMHoe obecneyeHne Ha Baw komnbroTep
1/Mnu ncnonb3ys AaHHoe NporpamMMHoe obecneyeHne MHbIM CNoCo6oM, Bbl
npvHMMaeTe AAHHOE COrNalleHne U COrnaLiaeTech C ero yCIOBUSIMU.

Ecnu Bbl He cornacHbl € AaHHbIM COMNALLEHUEM, He 3arpyxaiTe u/unu He
yCTaHaB/MBaliTe faHHOe NporpaMMHoe obecneyeHne n HezameINTeNbHO
(He no3pHee 7 (cemu) AHeN C AaTbl O3HAKOMAEHUS C HACTOSALLMUM TEKCTOM)
BepHuTe 3T0T NpoaykT B AO "Anapnavu P.L.", ynanute naHHoe
nporpaMMHoe obecneyeHne 1 BCe ero 4acTi CO CBOEro Komrmbtotepa 1 He
MCNonb3yiTe ero HUKOMM obpasom.

HacTtoswee nuueH3snoHHoe cornawenune (nanee "Cornawenue”) asnsercs
[IOrOBOPOM, 3aK/IIOYEHHbIM Mexay Bamu (pr3nyecknm unm opuanyeckum
JIMLOM) — KOHeYHbIM nonb3osatenem (ganee "TMonb3osatens’) — n AO
"AnapovH P.L." (nanee "KomnaHusa") oTHOCUTENbHO Nnepeaayu
HEUCK/IIUMTENbHOTO NpaBa Ha UCMO/b30BaHWE HACTOSALLEro NPOrpaMMHOro
obecneyeHns, SIBNAIOLLETOCH MHTENNEKTYaIbHOM COBCTBEHHOCTLIO
KoMmnaHuu.

MpaBa U co6cTBEHHOCTD

NAHHOE COMNALLEHME HE ABNAETCA COTTALLEHMEM O NPOOAXE.
MporpammHoe obecneyeHwe, BkIOUas Bce nepepaboTku, MCnpaBneHus,
MoAMdUKaLMK, AONONHEHUS, OBHOBNEHUS U/UN YCOBEPLIEHCTBOBAHMUS K
HeMy (aanee no Bcemy TeKCTy 1 NtobOI ero 4acTn onpenensieMoe Kak
MporpammHoe obecneyenne unu M0O), u cBA3aHHAA C HUM [OKYMEHTaLMS
npeaHasHavaetca HE 019 MPOOAXU v sensetcsa u ocTaércs
MCKIOUUTENbHOI COBCTBEHHOCTbIO KoMnaHuu.

Bce npaBa Ha MHTennekTyanbHy COBCTBEHHOCTb (BKIOYas, be3
orpaHuyeHuit, aBTOpCKkMe NpaBa, KOMMepYecKyto TaliHy, TOBapHble 3HaKu, 1
T.0.), NOATBEPXAEHHBIE NN BKIOYEHHbIE B
FIpMJ'IO)KeHHbIe/B3aMMOCBﬂ3aHHbIe/MMEIOLLlMe OTHOLWEHME K AaHHOMY
PYKOBOACTBY, AaHHble, coAepalumecs B HEM, a Takxe Bce npasa Ha 10
ABNAIOTCA U ByAYyT ABNATbCS COBCTBEHHOCTBIO UCKNOYNTENBHO KOMNaHUK.
[laHHoe cornaweHnue He nepenaét Bam npasa Ha [porpaMmHoe
obecneyeHune, a N1LWb NPeAOCTaBASET OrpaHMYEHHOe NPaBo Ha
MCNoNb30BaHKUe, KOTOPOE MOANEXUT OTMEHE COMNACHO YC0BUSM AQHHOTO
Cornawenus. Huuto B aaHHoM CornaweHnn He NOATBEPXKAAET OTKa3
KoMnaHuu oT npaB Ha MHTeNNeKTyanbHyto COBCTBEHHOCTb NO KakoMy 6bl TO
HU 6bIN0 3aKOHOAATENLCTBY.

JIvueHsua

KomnaHus HacToswmm npepoctaenset Bam, a Bbl nonyyaete
MHOMBKUAYaNbHOE, HEUCKIIOUYUTENBHOE U OT3bIBAaEMOE OrpaHMyYeHHOe NpaBo
Ha ucnonb3osaHue aaHHoro MO Tonbko B HhOpMe UCMOAHAEMOro KOAa, Kak
onuncaHo B npunaraemoii k MO TexHMYecKon/aKcnnyaTalMoHHON
[OKYMEeHTaLWK, U TONbKO B COOTBETCTBMUM C YCNOBUAMM JAHHOTO
Cornawenus:

Bbl MoxeTe ycTaHoBuTb M0 M MCMOAb30BaTh €70 Ha KOMMbOTEpaXx,
pacnonoxeHHbIX B Npeaenax Bawero npeanpuatus, kak onMcaHo B
COOTBETCTBYIOLWEN TEXHUYECKOM/3KCMNYaTaLMOHHOM AoKyMeHTaumu M0 1 B
HaCTOSILLLEM COrALIEHUU.

Bbl MoxeTe no6aBuTh/NMprcoeanHuTb MNporpaMmHoe obecneyerne K
nporpaMmMam Ans MoBUbHbIX YCTPOWCTB C €AMHCTBEHHOW LIeNbio,
onucaHHoi B aaHHoM CornaweHuu. NMpUHUMas YCIOBUS HACTOALLETO
cornalenus, Bol cornawaetecs:

- He UCMONb30BaTh, HE MOAUPULMPOBATL U He BblAABATb CYBAMULLEH3UM Ha
naHHoe lMporpammHoe obecneyeHne u noboe apyroe MO Komnanuu, 3a
MCK/TIOYEHMEM IBHbIX paspelleHnii B AaHHOM CornaleHuu;

- He MOAMbMLMPOBATh, HE IEMOHTUPOBATb, HE eKOMMUIUPOBATh, He
PEKOHCTPYUPOBATb, HE BULOU3MEHATb M HE PACLUMPSATbL AAHHOE
MporpaMMHoe 06ecneyeHne 1 He NbiTaTbCs PacKPbITb (MONYYUTD)
MCXOLHblE KOAbl AaHHOTO MporpaMMHoro obecrneyeHus;
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- He nmomeLaTh JaHHoe lporpaMMHoe obecneyeHne Ha cepsep C
BO3MOXHOCTbIO AOCTYNa K HEMY TPETBUX /UL, Yepe3 OTKPbITYIO CeTb;

- He UCNONb30BaTbh Kakue 6bl TO HY BbiN0 pe3epBHbIE UM apXMBHbIE KOMWUK
naHHoro MNporpaMMHoro obecneyerns (MM No3BoASTb KOMY-NM60o eLé
MCNoNb30BaTb TakMe KONuM) € Nto6OI MHOM Lienblo, KpOMe 3aMeHbl ero
OPUrMHANBLHOIO 3K3eMNspa B CIy4ae ero paspyLeHns amM Hanuyms
nedekToB.

Tpe6oBaHMA K UCNONb30BAHUIO

MporpamMMHoe obecriedeHne AOMKHO UCMOMb30BaTbCA M 0BCIYXMBATLCA
CTPOTO B COOTBETCTBUM C OMMUCAHUAMM U MHCTPYKLMAMK KoMnaHmu,
npuBeaéHHbIMK B JIAHHOM U ApYrux AokyMeHTax KoMnaHuuu, B TOM yucne
Ha nopTane OHNaiH AOKYMEHTaUMu ans pazpabotunkos KomMnaHum
(http://developer.aladdin-rd.ru/).

Ucnonbsosanue MO

Monb3oBaTens Bnpase:

- Bocnpon3soauTb MO nyTéM 3anucu ero B NaMsaTb 31EKTPOHHO-
BbIYMC/IUTENbHBIX MallnH Monb3oBaTens, orpaHMYeHHOe NpaBoM
MHCTanA[LMm, KONMpoBaHMsa 1 3anycka nporpamm ans 3BM;

- BcTpamnsartb 10 nobbiM cnocob6om B NpoayKThl U pelieHus Monb3oBatens;

- pacnpoctpaHsaTb MO ntobbiM cNocoboM UCKNIOYUTENBHO B COCTaBe
npoayKTOB U pelueHuit Monb3osaTens.

Mpu ucnonb3oBaHuu u pacnpoctpaHernu MO Monb3oBaTens 06s3aH
PYKOBOACTBOBATHLCA AEACTBYIOLWMM 3aKOHOAATENbCTBOM Poccuiickom
CDe,u,epaumm M MeXAyHapOo4HbIM 3aKOHOAATE/IbCTBOM, yUYMUTbIBas
OrpaHMYeHns 1 LONONHUTENbHbIE TpebOBaHKS, KOTOPbIE MOTYT BO3HMKATb B
CBSA3M C 3KCMOPTOM LIMPPOBaANbHbIX (KpUNTOrpapuyeckmx) CpeacTs c
Tepputopun Poccuiickoit Denepaumnm 1 UMNOPTOM TakUX CPEACTB B Apyrue
CTpaHbl. B YaCTHOCTHU, OrPaHNYEHNA U LOMONHUTENbHbIE TpeﬁOBaHMﬂ moryTt
BO3HMKaTb Npu pacnpocTpaHeHnn MO Yepes MarasnHbl NPUNOXEHNH,
cofepallpe pasnnyHble MPUNOKEHUS ANS MOBUbHbBIX YCTPOICTB.
YcnoBus NCNONb30BaHMS, U3NOXKEHHbIE B HACTOSLLEM COTNALLEHNH,
[EeVCTBYIOT B OTHOLIEHUM BCero coaepxumoro M0, B 4acTHOCTH B
OTHOLUEHUU:

- AM3aiiHa (rpadukK, pacrnonoxeHns 3nemMeHToB 0QOPMAEHNS U T.M.);
- BCeX MHbIX 3N1EMEHTOB, B TOM umnc/e n3obpaxeHni, GoHOrpaMMm, TEKCTOB.

MonyyaeMsie Monb3oBaTeNeM HEUCKIOUUTENbHbIE UMYLLECTBEHHbIE MPaBa
He BK/IIOYAIOT NMpaBa Ha nepeaavy TPeTbUM NMLAM Kakux-nMbo npas Ha
BCTpauBaHue, BOCNPOU3BELEHUE, PACTIPOCTPAHEHUE U UCMONb30BaHKUE
nporpamm ans 3BM He B cocTaBe NpoAyKToOB W peluexnii Monb3osaTtens.
KoMmnaHus coxpaHset 3a coboit Bce uckaoumTenbHble npasa Ha M0 u
BXOASILLME B HETO KOMMOHEHTbI, BK/ItOYAs NpaBa Ha NpefocTaBieHne
HEUCKNKYUTENBHBIX U UCKNOYUTENIbHbLIX MPaB TPETbUM JINLAM.
Monb3oBaTenb BNpaBe oCyLWecTBnaTb ucnonbzosanne MO B npesenax,
npenycMOTPeHHbIX HacTosAwmMM CornalleHneM, UCKIIUUTENBHO Ha
TeppuTopumn Poccuiickoit Mepepaumu.

06cnyxvBaHue 1 NOAAEPKKA

KoMnaHus He Hec&T 0693aTebCTB N0 NPesoCTaBNEHUIO MOALEPXKKM,
06CnyXuBaHusl, MOAMGDUKALMM UK BbIXOAY HOBbIX penu3os MO.

OrpaHquHHaﬂ rapaHTusa

KoMnaHus rapaHTupyerT, 4to NnporpaMMHoe obecneyeHne C MOMeHTa
npuobpeTtenus ero Bamu B Teuenne 12 (oBeHaauaTi) Mecsiues 6yner
(YHKLMOHMPOBATb B NOSIHOM COOTBETCTBUM C €ro
TEeXHUYECKOM1/3KCNNYaTaLMOHHOM AOKYMeHTaumMel, npu ycnosuu, yto MO
6yneT Mcnonb3oBaTbCA Ha KOMMbIOTEPHOM annapaTHOM obecneyeHnm v ¢
onepauuoHHOI CUCTEMOM, AN KOTOPOI OHO BblN0 paspaboTaHo.

OTKas oT rapaHTuu

KoMnaHus He rapaHTMpyeT, 4To nporpaMMHoe obecreyexune byanet
COOTBETCTBOBATb BalnM xenaHusam u TpeboBaHMAM, UK 4To ero paboTa
6ynet 6ecnepeboiiHoit unu 6e3owmnboyHoi. B 06bEMeE, NpesycMOTpEHHOM
3aKOHOAATENbCTBOM Pd, KOMMNaHKUS OTKPBITO OTKA3bIBAETCS OT BCEX
rapaHTUii, He OrOBOPEHHbIX 3[1eCb, OT BCEX MHbIX NOAPa3yMeBaEMbIX
rapaHT1it. H1 oauH 13 aunepos, AMCTPMGLIOTOPOB, NPOAABLIOB, areHTOB
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Mnu COTpyaHMKOB KOMMNAHWU HE YNONHOMOYEH NPOM3BOAUTL
MO,ElMd)MKaLlMM, pacwmpeHna nnm 4ONONHEHUA K [aHHOMN rapaHTuun.

Ecnu Bbl npoussenu kakue-nnb6o moandukaumm MO unm noboit U3 ero
yacTeit Bo BpeMs rapaHTuiiHoro nepuoaa, MO noaBepraoch NoBpeXAeHuIo,
HEOCTOPOXHOMY UK HENpaBuUIbHOMY 06paLLeHmto, ecin Bbl Hapywmnam
noboe u3 ycnoswit Hactoswero CornaweHus, To rapaHTus, ynomMsaHyTas
Bbllle B pasaene 5, 6yAeT HEMEeANEHHO NpeKpaLleHa.

lapaHTUs HepelicTBUTENbHA, ecim MO MCNonb3yeTcs B COYETAHUM C UHBIM
annapaTHbIM U/MAKU NporpaMMHbIM obecneyeHnem, OTIUYHbIM OT
OMMUCaHHbIX B TEXHUYECKOM/3KCNNYaTaLMOHHOM AOKYMEHTaLMK, Uan
MCMNO/b3YeTCs Ha KOMMboTEPE C NH06bIM YCTAHOBNEHHBIM HENULLEH3UOHHbIM
nporpaMMHbiM obecneyeHnem.

OrpaHquHMe BO3MeLleHus

B cnyyae HapyLlueHus rapaHT1mu, OroBOpeHHOM Bbile, KOMMNaHUs MOXET no
COBCTBEHHOMY YCMOTPEHMUIO:

- 3aMeHuTb [10, ecin 3T0 He NPOTUBOPEUUT BbILLIEYNOMAHYTOMY
OrpaHMYeHuIo rapaHTum;

- BO3MECTUTb CTOMMOCTb, BbinnayeHHyo Bamu 3a M0.

[apaHTUitHble Tpe6OBaHUS [OMKHbI ObITb BbICTABNEHbI B MMCbMEHHOM BUAE
B TEYEeHWe rapaHTUIHOTO nepuoaa, HO He nosaHee 7 (ceMu) LHe C
MOMeHTa 0bHapyxeHus aedekTa, 1 cofepaTb B cebe NOATBEPXKAEHMS,
yooenetsopstowme Komnanuio. Beé MO (Bce ak3emnnsapebl, uMetowmecs y
Bac) ponxHo 6biTb BO3BpaLLeHO KoMnaHuu 1 0TnpasBneHo BO3BpaLLaoLLeit
CTOPOHOW C ONNaYeHHOM CTOMMOCTbIO NepeBO3KM U, NPU He06X0AMMOCTH,
cTpaxoBku. Jk3emnnspbl MO AoMKHbI 6bITb OTNPaBAEHbI C KONUen
NNATEXHBIX AOKYMEHTOB M HaKNAAHbIX.

MckntoueHne KOCBEHHBIX YObITKOB

CTOpOHbI Npu3HatoT, YTo MporpaMMHoe obecneyeHne He MOXET BbiTb
NOAHOCTbIO NLWEHO OWMBOK. KoMNaHus He HeCET OTBETCTBEHHOCTM (KaK B
CUNy [OroBOPa, rPaXAaHCKOro NPaBOHAPYLLEHMS, BKOYASA XanaTHOCTb, TaK
1 B ntoboii nHoit dopme) nepen Bamu nnum ntoboit TpeTbeit CTOpoHoW 3a
nobble noTepy Unmn yobITKM (BKIKOYas KOCBEHHbIE, dhakTuyeckue, No6oyHble
MAK NOTEHUMaNbHble YObITKM), BKIOYas, 6e3 orpaHMyeHnid, niobblie notepu
UK YBbITKM NPUBBINBHOCTH BU3HECA, MOTEPH0 AOXOAHOCTU UAK penyTaLuu,
YTPAUEHHYI0 MU UCKaXEHHYIO MHDOPMALIMIO UK [OKYMEHTaLMIO
BC/IEACTBME KAKOro-N1bo MCnonb3oBaHUS AaHHOTO NPOrpaMMHOIO
obecneyeHns u/mnu noboi KOMNOHEHTbI 4AHHOTO MO, AAXe ecnn
KOMMaHMs MUCbMEHHO yBeOM/IEHa O BO3MOXHOCTM NOAOBHbIX YBbITKOB.

OrpaHuquue OTBETCTBEHHOCTU

B cnyyae ecnu, HECMOTPS HA YCNOBMS AAHHOTO COrNALLEHUs), KOMMAHMUS
npu3HaHa OTBETCTBEHHOM 3@ YBbITKM HAa OCHOBAHWUM Kakux-1nbo aedekTos
WU HECOOTBETCTBUS NPOrPaMMHOro obecneyeHns Bawmm oxuoaHusMm,
MO/Has OTBETCTBEHHOCTb 33 KaXAbl 3K3eMNsAp AedeKTHOro
nporpaMMHoro obecrneyeHns He GyAeT NpeBbIaTh CYMMb, BbINIaYeHHOM
Bamu AO "Anapauu P.L." 3a 370 MO.
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MpekpalueHme AeicTBUA COornalleHns

B cnyyae HeBbinonHeHns Bamu ycnosuii aaHHoro Cornawenus aeicrsune
Bawei nuueHsum n Hactoswero CornaweHns 6yaeT npekpalyeHo.
Mocne npekpalieHns AeidcTBUS AaHHOTO JIMLEH3UOHHOTO COrNnaLleHuns:

- NMLeH3Ms, npegocTaBneHHas Bam paHHbiM Cornalwennem, npekpaliaer
CBOE peicTeue, 1 Bbl nocne eé npekpalyeHns He CMOXeTe NPOAOIXKaTb
[anbHelwee UCNonb3oBaHKe faHHoro MporpaMMHoro obecneyeHus n
[ApYr1X MLEH3MOHHbIX [1poayKTOB;

- Bbl HE3aMeanuTeNbHO BepHETe B KoMnaHuto Bce ak3emnnsapsl M0 u Bce
KOMWM TaKOBOTO M/unu coTpéte/ynanute nobyto MHbopMaLmio,
COAEPXaLLYOCS B 3NEKTPOHHOM BUAE.

anMEHMMOE 3aKoHOAaTeNbCTBO

[anHoe CornaweHne A0MKHO BbiTb MCTONKOBAHO M ONpeaeneHo B
COOTBETCTBMM C 3aKOHOAATeNbCTBOM Poccuiickoi Menepaumn (3a
UCK/IOYEHUEM KOHMIMKTA NPUMEHEHUS NMPABOBbIX HOPM), U TObKO
POCCUICKMIA CYA, YNONHOMOYEH OCYLLECTBAATb NPaBoCyane B N06bIX
KOH®AMKTaX M crnopax, BbiTekatowmx u3 agaHHoro Cornawexus.
HeBo3MOXHOCTb Anst Nt060OI U3 CTOPOH BOCMONB30BATLCA 0OBLIM U3 NpaB,
NpeAoCTaBNEHHbIX el No AaHHOMY COrnalleHuto, Unu NPUHITL Mepbl
NpOTMB APYroi CTOPOHbI B Clyyae Nto60oro HapyLweHWs cBoMx 06a3aTenbCcTB
no CornaleHunto He JOMKHO PacCMaTPMBATLCA KaK OTKA3 3TOW CTOPOHbI OT
nocnenyoLero NMoHyXaeH!s K MPU3HaHMI0 CBOMX NpaB MM COBEPLUEHMIO
nocneayowWwmx AeicTeuin B Cyyae AanbHENWNX HapyLWEHNA.
F'ocyaapcTBeHHOE peryninMpoBaHue 1 3KCMOPTHbIA KOHTPONb

Bbl cornawaetecsk ¢ TeMm, yto M0 He 6yaeT Bamu noctaBnsTbes,
nepeaaBaTbCs UM 3KCNOPTUPOBATLCA B KaKyH-1MBO CTpaHy, a Takxe
MCNoNb30BaTbCs KaKUM-NMB0 NPOTUBOPEYALLMUM 3aKOHY M YCIOBUAM
HacTosLero cornawenus obpasom. MO saBnseTcs npeaMeToM
[OMNONHATENBHOTO SKCMOPTHOMO KOHTPOS, OTHOCsWerocs K Bam unu Bawen
topucAnKLMK. Bbl rapaHTupyeTe, yto ByaeTe cobnoaaTb HaknaabiBaeMble
orpaHuYeHus Ha akcnopT u peakcnopr MO.

PasHoe

Hactosiwee CornaweHune npeacraBnset coboi nonHoe cornalleHue,
OTHOCALLEEeCs K JaHHOM MLEH3UU, U MOXET ObITb U3MEHEHO TONIbKO
nocpeACTBOM NUCbMEHHOTO COrNalleHus, NoANUCcaHHoro obenmu
cTopoHamMu. Ecnu BbinonHeHne Kakoro-nnMbo ycnoBus HacTosLero
CornalueHuns nNpeacTaBnseTcs HeBO3MOXHbBIM, Takoe ycnosue byaet
CKOPpeKTUPOBAHO TOMbKO B Npeaenax, obecneynBaioLux BO3MOXHOCTb
BbIMO/IHEHUS AAHHOTO YCNOBUS.

A NMPOYMUTAN M NOHAN HACTOSALLEEE TMUEH3MOHHOE COMMALLEHME U
COIMMACEH BbINONMHATD BCE EF0 YC/10BUS. 4 MPUHUMAKD JAHHOE
JIMUEH3MOHHOE COMMALUEHME LIETUKOM. EC/ZTU 94 HE MPUHUMAKD
3TO IMUEH3MOHHOE COMMALLEHME MIN XOTA bbl OAMH U3 ETO
MYHKTOB, TO AAHHOE NMLUEH3MOHHOE COMMALLEHME HE BCTYMNAET B
cnny, 1 9 0bA3YHCb HE YCTAHABIMBATbL U HE UCTMOJIb30OBATb
IOAHHOE MPOrPAMMHOE OBECMNEYEHUE.
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8. KOHTaKTbI
8.1 Odwc (obLme BonpoChl)

Apnpec: 129226, Mocksa, yn. lokykuKHa, 4. 16, ctp. 1, 7 3Tax, komnanma "Anagamd P.O."
TenedoHbl: +7 (495) 223-00-01 (MHOrokaHanbHbIM), +7 (495) 988-46-40

Makc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (06wui)

Web: https://www.aladdin-rd.ru

Bpems pabotbl: exxegHeBHO ¢ 10:00 go 19:00, kpoMe BbIXOAHbIX M NPa3aAHUYHBIX AHEN.
8.2 TexnoggepKa

Cnyx6a TexnopnepXku NpUHUMAET 3anpochl TONIbKO B MMCbMEHHOM BUAEe Yepes Be6-CalT:
www.aladdin-rd.ru/support/index.php.
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Secret Disk

HOpOTKO 0 KOMMNAHUK

Komnanus "Anapant P.I." ocHoBaHa B anpene 1995 roaa u sgnsetcs

POCCUIACKMM pa3paboTiMKOM (BEHAOPOM) CPeACTB 3aluThbl

MHbOpPMaLMK.

KoMnaHwus aBnseTcs npusHaHHbIM 3KCNEPTOM M IMAEPOM POCCUMIACKOTO
pbliHKa CpeacTB ABYX(aKTOPHOM ayTeHTUdMKaLMM Nonb3oBaTenen,
3NeKTPOHHOM NOAMMCH M 3aLMTbI AAHHbIX.

JluueHsum

— KOMMaHus umeet Bce Heobxoammble nuueHsnn OCTIK Poccuu,
®CB Poccumn n MunHuctepctea o6opoHbl Poccun ans
NpoeKTMpPOBaHMSA, Npon3BOACTBa M noanepxku C3U n CK3U,
BK/O4as paboTy € rocTaliHOM U MPOMU3BOACTBO NPOAYKLUM B

1.0

OCHOBHblE HanpaBneHus

ObecneyeHne He3onacHoro focTyna K MHPOPMaLUOHHbIM
pecypcaM npeanpuaTus, seb-nopranam n 06nayHbIM cepucam
(cTporas aByx- u TpéxdakTopHas ayTeHTUGUKaLms).
dnekTpoHHas noanuck (31 ¢ HensBneKaeMbiM 3aKpbITbIM
KntoyoM, Gopmupyemas B 3almLEHHOM ynne), PKI.

3alMTa NepCcoHabHbIX JaHHbIX, JAHHbIX Ha AMCKaxX
KOMIbloTepoB, cepBepoB, 633 AaHHbIX.

Bce ocHOBHble NPOAYKTbI UMEOT HeobXxoanUMble CepTUDUKATDI
DCTIK, DCb 1 MuHucTepcTBa 060poHbI (BKKOYas paboTy €
roctaiiHoi fo ypoBHs cekpeTtHocTtu CC).

paMkax rocobopoH3akasa.

CucteMa MeHeAXXMeHTa KayecTBa NpoayKuum B Komnauuu ¢ 2012
r. cootBetcTByeT cTaHgapTy FOCT 1SO 9001-2011 u umeet
COOTBETCTBYIOLWME CepTUDUKATDI.

CuctemMa NpoekTMpoBaHuUS, pa3paboTku, NPOU3BOACTBA U
noaAepk1 NpoayKLMKU COOTBETCTBYET TPe6OBaHUAM
poccuitckoro BoeHHoro ctangapta FOCT PB 15.002-2012,
Heobx0AMMOro ANs y4acTUs B peannsaLuu rocobopoHsakasa.

Nuuensun OCTIK Pocecun N2 0037 u N2 0054 ot 18.02.03, N2 3442 ot 10.11.2017
Nvuensun OCB Poccum N2 12632 H ot 20.12.12, N2 30419 ot 16.08.17
AnaAA“H PA" nuuewsus Munuctepcrea o60opoHbl PO N2 1384 ot 22.08.16
CucreMa MeHeoKMeHTa KavyecTBa KOMNaHuM cooTeeTcTByeT TpebosaHuam 1ISO/MCO 9001-2011
Ceptudmkar CMK TOCT P MCO 9001-2011 N2 POCC RU.MC72.K00082 ot 10.07.15

© AO "Anapaun P.L.", 1995—-2022. Bce npaBa 3awwmiLeHbl
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin-rd.ru Web: www.aladdin-
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