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Secret Disk Enterprise 2.7 2.0

AHHOTaUWA

Secret Disk Enterprise (Bepcus 2.7.0), nanee no tekcty "SDE" npefcrasnsiet cob6oi KopnopatneHyto
CUCTEMY 3aLUUTbI KOHOUAEHLMANBHOM MHDOPMALIMM C LLEHTPAIM30BAHHBIM YNPaBIEHUEM 3aLUMLLEHHbIX
pecypcos.

HacToawuin LoKyMeHT npeacTaBnseT coboM pykoBoACTBO aaMuHMcTpaTtopa SDE 1 npegHasHaveH ans
AAMWHUCTPATOPOB KOMMbIOTEPOB, HA KOTOPbIX YCTAaHOB/IEHO npunoxeHne SDE. B nokyMeHTe
CoAEepXKaTtcsa CBefeHUs, HeoOX0AMMble aAMUHUCTPATOPY ANS YCTAHOBKMU NPUNOXKEHUS U
LOMONHUTENbHbBIX KOMIMOHEHTOB, CBeAEHMS AN paboTbl C MPUNOXKEHUEM, a TAKXKE NPUBOLUTCS NOPSAOK
paboTbl 3AMUHUCTPATOPA C KOMMOHEHTAMU CUCTEMbI 3aLUUTBI.
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1. ABTOpPCKMe NpaBa 1 TOProBble 3HaKM

©3A0 "AnapavH P.[. ". Bce npaBa 3alWMLLEeHbI.

HazeaHus npoayktoB 1 norotunel Secret Disk, Cekpet Ouck, JaCarta 9Bng10TCa 3apermcTpMpoBaHHbIMU
TOoBapHbIMM 3Hakamu 3A0 "AnapamH P.L.".

Bce Apyrme ToBapHbl€ 3HAKW, 0003HAYEHMS M HA3BaHUS U3OENN, MCNONb3yEMbI€ B LOKYMEHTE,
ABNAOTCA UNKN MOTYT 6bITb TOBAapHbIMU 3HaKaMM COOTBETCTBYHOLWMUX BNaAENbLEB.

[LOKyMeHT 1 copepxawascs B HEM MHbOpMaLMs ABASIOTCA COBCTBEHHOCTbIO KoMnaHuu 3A0 "AnapanH

P.A."

Bce npaBa Ha UHTennekTyanbHy0 COBCTBEHHOCTb (BKKOYas, 6e3 orpaHUYeHunit, aBTOPCKME NpaBga,
KOMMepUecKyto TalHy, TOBapHble 3HAKW, 3HAaKM 0OCNYXKMBAHMS U T.4.), CBA3aHHbIE UK UMEIOLLME
OTHOLUEHME K HACTOSILLEMY AOKYMEHTY U NPUNIOXKEHMSIM, BCE COAEPXKALLMECS B HUX AAHHbIE, BASIOTCA
cobcTBeHHOCTbIO KoMnaHuu 3A0 "Anapamy P.L.".

Bce npaga Ha onucbiBaeMblit MpoayKT SBASOTCS M ByAyT ABASTLCS COBCTBEHHOCTbIO MCKIOYUTENBHO
komnaHmun 3A0 "AnappgmH P.A.".

3A0 "AnapauH P.[1." He nepenaéT BaM npaBa HM HA 3TO OMMCAHME, HU Ha MHbOPMaLMIO,
coaepxallytocs B HEM unu B onucbiBaeMoM poaykTe, a Mlb NpefoCTaBNsSeT BaM OrpaHUYEHHOE
MpaBoO Ha ero UCnonb30BaHWe B CTPOrOM COOTBETCTBUM C OMMUCAHUEM.

Jllo6oe HeCaHKLIMOHMPOBAHHOE UCMONb30BaHWE, PasrialleHne UanM BOCNpOU3BeLeHNe ABNSETCS
HapyLeHWeM NpaB UHTENNEKTyaNlbHOM COBCTBEHHOCTH M/munu npaB cobctBeHHocTn 3A0 "AnapamH P.1.",
“ B MONHOW Mepe ByaeT npecnefoBaTbCs N0 3aKOHY.

3A0 "Anappuu P.A.", 1995—-2019 . PykoBopacTBO agMuHKUCTpaTopa My6nanyHbIn Crp.6/96
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3A0 "Anapaunn P.O.", 1995-2019 .

MporpamMmmHoe obecneveHne
OnepaunoHHas cucteMa
[epcoHanbHbIM KOMMbOTEP

Habop nornyeckmx npasun (MateMaTMyeckux npeobpazoBaHuii), onpesensoLmx
cnocob npeobpasoBaHns MHPOPMALMK U3 OTKPLITOTO COCTOSHUS B 3alMdpOBaHHOE
(npouecc 3awndposaHus) u, HAOOOPOT, U3 3aWNPPOBAHHOIO COCTOSIHUE B OTKPbITOE
(npouecc pacwmndpoBaHus).

Mcnonb3yemble B SDE Mapku TOKEHOB.

MpuceoeHne cybbekTam 1 06bEKTAM [OCTYMNA IMYHOTO MAEHTUDUKATOPA U CPaBHEHUE
€ro C 33aHHbIM NepeYyHEM Ha3bIBAETCSH UAEHTUDUKALMEN.

AyTeHTnduMKaLumel (yCTaHOBNEHMEM NOAJMHHOCTM) Ha3bIBAETCS NPOBEPKA
NPUHAANEXHOCTU CyObeKTy A0CTYNa NpeabaBAEHHOMO UM MAEHTUDUKATOPa U
noATBEPXAEHME ero NOAAMHHOCTU. pyrnMu coBamu, ayTeHTUOMKALMSA 3aK/TH0YaETCS B
NpoBepKe: ABNSAETCS M NOAKNOHAIOLMIACS CyObEKT TeM, 33 KOro OH cebs BbIAAET.

[ByxdakTopHas ayteHTUdMKaums (2FA) — paclwumpeHHas ayTeHTUGUKaLMS, MeTO,
KOHTPOASA LOCTYyNa K KOMMbIOTEPY MM MHGDOPMALMOHHOM CUCTEME, B KOTOPOM
Nofb30BaTesto ANs NONyYeHUs AOCTyna K MHGOPMaLMu HeobxoamMMo npeabsasuTb 6onee
0[HOro "[0Ka3aTeNbCTBa MeXaHM3Ma ayTeHTUdMKaumn". K kaTeropmam Takmx
[10Ka3aTeNnbCTB OTHOCAT:

3HaHue — nHdopMaLus, KOTopyko 3HaeT cybbekT. B ciyuae ¢ TokeHamu - 310 PINKoa,

Bnadenue — Bewp, koTOpol obnagaet cybbekT. B cnyyae SD5 peub MAET 0 TokeHe.

Jlornyeckoe ycTporcTBo, BOCNPUHUMAEMOE OMEPALMOHHOM CUCTEMOI KaK OBbIYHbIM
LMCK, HO OT/IMYAIOLLEECS TEM, YTO BCE €r0 AaHHbIE XPaHATCA B Baifie Ha 04HOM U3
LOCTYMHbIX GU3MYECKMX AMUCKOB.

Jlornyeckuit TOM UAK BUPTYanbHbIA AMCK, NpeaHa3HavyeHHbIM ang 6es3onacHoro
XPpaHEHUS KOHPUAEHUMANbHON nHbOpMaLMK B 3alLMPPOBAIHHOM BUIE.

Cryptographic Service Provider, KpuntonpoBaiaep UM NocTaBLLMK Kpuntorpadum —
NpOrpamMMHbIA MOAYNb, PEANU3YIOLWMIA OAMH MU HECKONbKO aNropuTMOB LWKdPOBaHUS
yepes3 CMCTEMHYIO WWHY onepaLyMoHHol cucteMbl CryptoAPI.

MakeT paclwmpeHus, KOTOpbI NO3BONSET MCMOMb30BaTb aNropuT™M Wwndposanus FTOCT
28147-89 (TOCT 34.12-2015), npenocraBnsemblit CTOPOHHUMU KPUNTONPOBanaepamu.

Mporpamma Ang npenocTaBneHns CUMMETPUYHBIX M aCCUMETPUYHbBIX aNrOpUTMOB
wuposaHus no NOCT. MoctasnseTcs komnaHuen KpuntollPO.

MporpamMma ang npenocTaBneHns CUMMETPUYHBIX U ACCUMETPUYHBIX aITOPUTMOB
wudposanug no NOCT. MocTaensgetcs komnaHuen MHdoTeKC.

Mporpamma ans obecneyenuns pabotol USB-kntoueit n cmapT-kKapT eToken Ha
onepaumoHHbIX cucTemax cemencrtsa Windows He ctaplue Bepcun 7. lNocTasnsercs
KoMnanuen "Anapoud P.O.".

Mporpamma ans obecneyenuns pabotbl USB-kntoueit n cmapT-KapT eToken Ha
onepaLmMoHHbIX cucTemax cemenctea Windows c Bepcun 7 1 ctaplue. lNocTtasnsercs
KomnaHueii SafeNet.

PykoBopacTBO agMuHKUCTpaTopa My6nanyHbIn Crp.7/96



Secret Disk Enterprise 2.7

JaCarta Unified
Client

Ceptudukar
OTKPBITOrO K/Iloua

Kpuntokonua

Kpunto-xpaHunuwe

Pabouas craHumsa
SDE

MnaH o6cnyxuBaHus

AD
IS

Secret Disk Agent

Secret Disk
Enterprise (SDE)

Secret Disk
Management Server
(SDMS)

UEFI

Be6-nopTtan

basa aaHHbIX Secret
Disk Enterprise

(64)

JNnueHsus

Macrep-kntou 6asbl
AaHHbIX

3A0 "Anapaunn P.O.", 1995-2019 .

2.0

MporpaMMHbIii KOMMNEKC, MpeAHa3HaYeHHbIN A4S HACTPOMKKU U paboTbl CO BCEMU
mozensmu USB-TokeHOB M cMapT-kapT cemeicTtea JaCarta. MNoctaBnseTcs komMnaHuen
"Anapgaud P.O."

JNEKTPOHHbBIN [,OKYMEHT, NOATBEPXKAAIOLWMI NPUHAASIEXKHOCTb OTKPLITOrO K/toYa U
onpeaeneHHbIX aTpubyToB KOHKPETHOMY NOJb30BATENHO.

3awndpoBaHHOE 3HaYeHMe napameTpa.

®ann unu darnbl C HACTPOMKAMM NPUNOXKEHUS, COLEepXKaLLMe YYETHbIE 3anucu
nonb3oBaTtesiei, CNUCKK 3alMLLaeMbIX PeCypcoB, MapaMeTpbl LOCTYNA K pecypcam,
KPUMTOKONWUM KNtoYel LOCTyna U T.4.

KoMnbtoTep, Ha KOTOPOM YCTaHOBNEHO K/IMEHTCKOE NMporpaMMHoe obecneyeHune Secret
Disk Agent. SDA ocyuiecTBnsSeT onepaumm € 3aLWMLLEHHBIMU PecypcaMm 1
NpeaocTaBseT AOCTYN K HUM MO 33aHUsM, MOJTyYEHHbIM OT CepBepa ynpaBieHus
SDMS. SDA xpaHuT B 10KanbHOM XpaHunuie paboyeit CTaHUMU CBeAEHUS O
3aLMLLEHHDBIX pecypcax M coobaeT 3Ty MHPopMaumto cepeepy SDMS.

SDA coobuaeT CepBepy YnpaBneHus faHHbIe NOAb30BATENS, YCNELWHO
AyTEHTUDMLMPOBABLLIErOCS HA paboyert CTaHLMMN.

SDA 1 SDMS coBMeCTHO NoaaepXmMBatoT akTyasibHYH MHOOPMALMIO O HAXOXAEHUMU
3aLUMLLEHHBIX PECYPCOB HA paboumx CTaHUMIX U NONb30BaTENX.

Habop neicTeuii 1 NpoBepoK, NpefHa3HAYEHHbIX A5 BbiSBEHWUS 0COObIX CUTYaLMN,
BO3HMKAIOLLMX MpW 3KCnayaTaummn cucteMbl SDE 1 npenynpexaneHus o Hux.

Active Directory
Microsoft Internet Information Server

KnueHtckas yactb cuctembl Secret Disk Enterprise: npunoxeHnue, nossonsiowias
NoNb30BaTeNSM NONYYaTh AOCTYN K 3aLUMLLEHHBIM pecypcaM, HaXoaAWMMCS Ha UX
pabouel CTaHLMMN.

KopnopaTuBHasi cucteMa 3alimTbl KOHPUAEHUMANBHON MHDOPMALMK NYTEM
WWPPOBAHMSA C LEHTPANU30BAHHbBIM YNPABNEHWUEM 3aLMLLEHHBIMU Pecypcamu.

CepBepHas yactb cuctembl Secret Disk Enterprise, 06benmHsaowWwas GyHKUMM
aAMUHUCTPUPOBAHMS 3aLUMLLAEMbIX PECYPCOB, HA3HA4YEHUS NPaB AOCTyNa
nofb30BaTeNsaM, ynpasieHus KnYamu LWMPPOBAHUS peCYpPCOB U cepTUdUKaTaMu
noNb30BaTeNel, a Takyke MOHUTOPUHTA, ayAUTa, XpPaHEHUS U BOCCTAHOBNEHUS HACTPOEK
CUCTEMBI.

BcTpoeHHOe nporpaMMHoe o6ecneveHue, npeaHasHaYeHHOE AN MHULMANU3aLMK
KOMMNblOTEpa 1 3anycka 3arpy3unka onepaumoHHon cuctemsl. UEFI npuwno Ha 3ameHy
npenblaywen cuctemsl MHMLManm3aumm — BIOS - u otamnuaetcs 6onblwimMM KoanyecTsoM
[OMNOMHUTENbHbIX BO3MOXHOCTEN, HanpMMep, BOSMOXXHOCTb MPOBEPKY 3IEKTPOHHOM
NOANUCK 3arpy3ymka.

Toxe camoe, 4yTo Beb-noptan SDMS 1 AGMUHUCTPaTUBHLIN BEG-NopTan: Be6-
NpUIOXEHWE, NOCPELCTBOM KOTOPOrO aflMUHUCTPATOPbI U Apyrue ocobble
nonb3oBatenu Secret Disk Enterprise ynpaensioT paboTolt cUCTEMBI.

O6bekT, npeactaBngowmii 6asy agaHHbix MS SQOL. Mcnonb3yeTtcs Kak XxpaHunuiue
HacTpoek, YYETHbIX 3anuceii u kntoder cuctemsl Secret Disk Enterprise.

@aiin ¢ AaHHBIMM O NepefaBaeMbIX NOJIb30BATENO NPaBaX U BO3MOXHOCTSIX
ncnonb3oBaHus Secret Disk Enterprise.

Kntou wndpoBaHus, UCnonb3yemblii A1 CO34aHNUS KPUNTOKOMNUIMA KKoYen
lWndpoBaBaHMs pecypcoB asig 6e30nacHoro xpaHeHus ux B 6ase gaHHbix SDE.

PykoBopacTBO agMuHKUCTpaTopa My6nanyHbIn Crp.8/96
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2.0

Kntou cMMeTpuuHOro WwudpoBaHus, UCNoNb3yeMblid ANS 3alUMPPOBaHUS U
paclmMbpoBaHUs LaHHbIX 3aLWMILEHHOTO Pecypca, Ky WKAPOBAHUS YHUKaNeH ons
KaXgoro pecypca.

OpHa u3 poneit B Secret Disk Enterprise. OnepaTtop noaknto4yaeT U oTKNo4aeT
KPUNTOXpaHUAWLLE, BbINONHSET pe3epBHOE KOMMPOBAHME U IKCMOPT MacTep-K/ioya
6a3bl JaHHbIX M NPOCMATPMUBAET HACTPOWKM M XypHanbl cobbiTnit Secret Disk Enterprise.
OnepaTtop LomKeH 06/1a8aTh 31EKTPOHHBIM K/TKOYOM C CepPTUDUKATOM.

Bbirpyska 13 namatu cepsepa 61M3HeC-nornku Mactep-kio4a 6a3bl AaHHbIX C
610KMpPOBaHMEM A0CTYNA K KNHOYaM LWKPpoBaHua pecypcoB. Onepawms BbiMONHAETCS
onepatopamu SDE yepes npunoxeHne AreHt Secret Disk Management Server.

[eiicTBue, B pe3ynbTaTe KOTOPOro CTAHOBATCS AOCTYMHbIMM AaHHbIE Ha
3aWndpPOBaHHOM JUCKe, 3 TakxkKe ero GopMaTUpOBaHME M NPOBEPKA HAa Hannume
owmnbok. BeinonHsetca npunoxernnem Secret Disk Agent no komaHze nonb3oBaTens Uan
aBTOMaTUYECKMU.

3arpyska B NaMsTb cepBepa GU3HeC-NOrMKM MacTep-koya 6asbl AaHHbIX ANs
MONyYeHMs JOCTYNA K KNt0oYaM WUMPPOBAHMSA 3aLLMLLEHHBIX PECYPCOB.

OpnHa u3 poneit B Secret Disk Enterprise: nnuo, nmetowiee npaea Aoctyna K
3alMLLEHHBIM pecypcaM paboumx cTaHumid. Monb3oBaTtenb AomkeH 061afaTh
3/1eKTPOHHBIM K/IH0UYOM C BbINUCAHHBIM €My CEpPTUPUKATOM.

KoMnoHeHT SDMS, obecneunBatowmin nposeseHne paboT ¢ 3awmndpoBaHHbIMU
AncKamu, ceptudurkaTamu nonb3oBaTtesie, ynpasaeHue y4ETHbIMU 3aMUCIMU
NoNb30BaTeNeN, IMLEH3USIMU, KOMMbIOTEPAMMU, BbIMOIHEHWE CEPBUCHBIX QYHKLIMIA, U
Apyrue onepaumu.

YpocToBepsioLwmid LLeHTp, Toxe camoe yto Cnyx6a CepTudukaumm

Be6-npuioxeHue, oTBeYaloLLee 3a ayTeHTUhUKaLMIO M 06paboTKy 3anpocoB ¢ paboumnx
CTaHUMI1 NMOJIb30BaTENEN, @ TAKKE NMEpeHanpas/eHne 3anpocos Ha cepeep HusHec-
NOTUKM.
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3.

3.1

3.2

Obwme cBeaeHus

Ha3Ha4veHune

Mpopykt SDE npeaHasHayeH ang 3awmTbl KOHOUAEHUMANBHOW MHPOPMALIMM B KOPNOPATUBHOWM
cucteme komnanuu, SDE pabotaet noa ynpasnenmem OC cemerictea Windows € LeHTpanvM30BaHHbIM
ynpaBieHUeM 3aLnLLEHHbIMU pECYpPCaMM.

CeoncrtBa

1. 3awwmra MHPOpPMALMU OT HECAHKLLMOHMPOBAHHOIO AOCTYNa OCYLLECTBASETCS NYyTEM WKUPPOBAHUS
OAHHbIX Ha:
—  JIOTUYECKMX OMUCKAX;
—  BWPTYaNbHbIX AMCKAX;
—  cbeMHbix USB-HakonuTensx;
—  OTAENbHbIX Nankax.

B03MOXHOCTb CO3AaHUs WMGPOBAHHBIX Pal-KOHTEHEPOB ANst NEPECbUTKM KOHDUAEHUMANBbHOM
nHdOpMaLMM NO He3aLWMLLEHHbIM KaHanam CBA3U.

MHbopMaLmMs Ha 3alMLLEHHBIX pecypcax HaxoauTca B 3awmdpoBaHHOM Buae. Pacwumndposarue
NPOMCXOAMT "Ha NeTy" Npu AOCTyne K HUM 3aperMcTpupoBaHHbIX NOJIb30BaTeNeN, NpoLweaLwmnx
npouenypy ABYX(aKkTOpHOM ayTeHTUPUKALMK.

SDE 3awuuaet cuctemHble (3arpy304Hble) AUCKM KOMMbIOTEPOB. 3allMTa NPUBOAUT K HEBO3MOXHOCTH
3anycka OC 6e3 3neKTpOHHOro Knya U ceptudumkaTta. lpm 3TOM 3aLMLLAOTCSA HE TONbKO AaHHbIE
nonb3oBaTens, HO u Bce aaHHble OC, BktoUyas BpeMeHHble dainbl, hannbl noakavyku u gann obpasa
CUCTEMDI B "CNALLEM pexuMme”.

Bo3moxHocme 3auumesl cucmemMH020 OUCKA He 2apaHmupyemcs U mpebyem nposepku
€08MeECMUMOCMU HA KOHKPEeMHOM 060py008aHUU.
2. 3awuTa pecypcos, ynpaB/ieHWe Nosib30BaTENSIMM M NpaBaMu A0CTyna ocywecTtenseTcs B SDE

LLEHTPaNM30BaHO aAMUHUCTPATOPaMKU MH(HOPMALIMOHHOM 6E30MACHOCTU CUCTEMBI.
3. PaspelweHune/3anpeT ceTeBOro JOCTyNa K 3alLMLUIEHHBIM pecypcaM B KOPMOPATUBHOM CETU.
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4.

4.1

4,2

4.3

4.4

4.5

3auiuLlaemMble pecypchbl

Norndeckuin pasgen

Paspen BHyTpeHHero )EcTKoro gucka, He ucrnonb3yembli ans 3arpyskn OC. TakoMy AMCKY JOMKeH ObITb
MPUCBOEH MOCTOSIHHbIN ByKBeHHbIN naeHTuduKaTop ("6yksa amcka”).

CncTtemHbln pazgen

Paspen BHyTpeHHero XECTkoro Aucka, Ha KOTopoM Haxopstcs dannbl OC, Heobxoanmble ang eé
3anycka. [1ng 3anycka cucteMbl € 3aWMLLEHHOIO CUCTEMHOIO pa3Aena UCNonb3yeTcs CreumanbHblii
3arpy34mK, KOTOPbIM SBNSETCS YAaCTbHO KIMEHTCKOro nporpamMmHoro obecnevenus Secret Disk Agent.

BupTyanbHbIil AUCK

Iwnck (c Touku 3peHuns OC), y KOTOpOro AaHHbie XpaHAaTcs B darne. bykBeHHbIM naeHTUdUKaTop
NPUCBaMBAETCS BUPTYaSbHOMY AWUCKY AMHAMUYECKM, MPU €r0 NOAKNOYEHUN. BUpTyanbHble AMCKH,
co3paHHble cpeacteamu SDE, Bcerpa 3awmiueHsl v MX AaHHble 3aWwWndpoBaHbl.

I Henob3s co30ame supmyanbHeili OUCK HA 3AULULLEHHOM JI02UYEeCKOM OUCKe.

CbéMHble HocuTenu

AnnapaTHble 3aMOMMHAOLWME YCTPOICTBA, KOTOPbIE MOTYT ObiTb MOAK/IIOYEHbI K KOMMbIOTEPY U
OTK/IOUYEHbI OT Hero Bo BpeMs paboTbl OC, 63 e€ 0CTaHOBKM MU U3MEHEHUS HACTPOEK.

Ecnu B cucteme SDE paspelueHa 3almTa CbEMHbIX HOCUTENEW, TO NPY MOAKIOYEHMMN TAKOrO HOCUTENS
MPOUCXOLMUT CepytoLLee:

SDE 3anpeliaet u3MeHeHue HainioB, YKe UMEILLMXCS Ha HOCUTENE, HO He 3alUMLLAET UX U pa3peluaeT
UX YTEHME;

BHOBb CO34aHHbIE Nankn u ¢aﬁﬂbl 3alMLLA0TCA LIJl/ICprBaHl/IEM;
Nnonb30BaTeNb, 3aNUCaBLUMIA HOBbIE AaHHbIE, nony4vyaeT paspeweHne Ha 0oCTyn K HUM;

[OCTYN APYrUX Nonb3oBaTenen K 3aWMILEHHBIM JaHHBIM HA CbEMHOM HOCUTENE O0MKEH BbiTb
paspewéH AogpMuHmuctpatopom Mb.

Mpu NoaKNOYEHMM CbEMHOMO HOCUTENS C 3aLUMLLEHHBIMM OAHHBIMM K He3apernctpupoaHHomy B SDE
KOMMbOTEpPY, Ha HEM ByayT AOCTYMHbI BCE MMEBLLUMECS paHee 0OblYHble Galbl U Nanku. 3aLMLLEHHbIE
[LaHHble ByayT BbIrNgAeTb Kak HOBble ainibl M MNANKM C 6€CCMbICNEHHBIMU UMEHAMU U
Hepacno3HaBaeMbIMU AAHHbIMK (MPKU 3TOM UX MOXHO ByaeT CKONUMpPOBaTh, HANpUMep, ANg CO34aHus
pe3epBHOM KOMUU 3aLUMLILEHHBIX AAHHbIX).

CHamMb 3awumy co CbEMHO20 HOCUMesIS Heslb3s N0 CO0bpaxceHuaM 6e3onacHocmu, 3auiUdposarHsie
OaHHbIE MOXHO MOJIbKO yOaaume.

[Manku nonb3oBaTena

A,IJ,MVIHVICTpaTOp CUCTEMDI YyNpaBnqaeT yCTaHOBKOl7I N CHATUEM 3allUTbl NOTMYECKMNX pa3a€enoB,
CUCTEMHbIX pa3genos U BUPTYalbHbIX ANCKOB.

Monb3oBaTeNb He MOXET BK/IOUYMTb 3aLLMTY Pa3feNioB UK CO3AaTb BUPTYasbHbIM auck. Mpu
HeobX0AMMOCTHM CO34aHUS 3aALLMLLEHHOMO pecypca, Nob30BaTelb MOXET YCTAaHOBUTb 3aLUMTY AN
nanku U XpaHWTb TaM CBOM KOHbUAEHLMANbHbIE faHHbIE.

[octyn apyrmx nonb3oBaTenei K COAEPXXMMOMY 3aLWMILEHHON NanKu MOXeT ObiTb pa3peLéH
AnmuHuctpatopom Ub. Mpu obpalieHnm K 3alwmwéHHoM nanke 6e3 paspeLueHus Ha AoCTyn,
COAepXMMoe nanku byneTt npeacTaBNeHO B HEPACNO3HAaBaEMOM BUAE.
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4.6  33WMUWEHHbIN KOHTENHep

3awmEHHBIN KOHTEMHep NpefiHa3HaveH afig obMeHa KoHPUAeHLManbHOW MHdOopMaLmm ¢
nonyyatenamu BHe cuctembl SDE no He3aWwMWEHHBIM KaHanaM CBsi3u (Mo4Ta, MecceHaxepbl U Npoyee).
3allUMLLEHHDBIV KOHTEMHEep NpeacTaBaseT cob0M 3alMILEHHDBIA BUPTYabHbIA AUCK, KOTOPbIA MOXHO
OTKPbITb Kak B cucteMe SDE, Tak 1 Ha ApyroM KOMMbloTepe.

TunoBoM CLueHapuii MCNONb30BaHUS KOHTENHEpPA:

e nonb3oBatens SDE, co30aéT KOHTeMHEp M paBoTaeT C HUM Kak C BUPTYasibHbIM AMCKOM, Kyaa
noMeLlaeTcs nepeaasaemas nHbopmaums;

e nepep oTnpaBkoi KoHTelHepa SDE reHepupyeT naponb, 6€3 KOTOPOro nonayvaresib He CMOXeT
OTKPbITb KOHTENHED;

e  KOHTEMHep M Napofb K HEMY OTNPABASAIOTCS NOAyYaTeNto NO pa3HbIM KaHanam aocrasku. Hanpumep,
KOHTEMHep OTNPaBASETCS MO 31EKTPOHHOM NOYTe, @ NApo/b CO0bLWAeTcs No TenedoHy;

e  oflyyaTesb OTKPbIBAET KOHTEMHEP C NOMOLLBIO CMeunanbHOro NporpaMMHoro obecneyeHmss — Secret
Disk Reader (cka4aTb AMCTpMOYTUB MOXHO C odumLmManbHOro cavrta Annagud P. [1.;

e  nonyyaTesib MOXeT U3MEeHUTb MHDOPMaLMIO B KOHTEHEPE M OTNPaBUTb ero 06paTHo;
e nonb3oBatesnb SDE, nonyumBLUMiA U3MEHEHHBIN KOHTEMHEepP, OTKpbIBaeT ero 6e3 BBoAa Napons;
e  Mpuv NOBTOPHOM MOATOTOBKE KOHTEMHEPA K OTMpaBKe reHepupyeTcs HOBbIM Napob A8 noay4yaTens.

PaboTa C 3aWMWEHHBIM KOHTEMHEPOM MOX0Xa HAa 06MeH AaHHbIMM C UCMONb30BaHMS HaiNNoBOro
ApXMBa, 33LWMILEHHbIM NApO/IeM, HO UMEET cneayoLme NpenMyLLecTBa:

e nonb3oBatesb SDE paboTtaeT ¢ KOHTeMHepom 6e3 BBOAA Napons;
e  SDE c038aéT CnoXHble Naposu, KOTOpble MEHSIIOTCA MPU KaXXA0M NOArOTOBKE KOHTEMHepa K OTMpPaBKe;

e [N 3alUMTbl UCMONb3YETCS CTOMKMI anroput™ wudposauus (AES ¢ aamHon knoua 256 6ur).
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5. Ponn nonb3oBaTeneun

B SDE ucnonb3yeTcs poneBas MOAENb YNPaBAEHWUs NMOTHOMOUYMSIMUM NOJSb30BATENEN : MPaBa A0CTyNa B
CUCTEME HA3HAYAKOTCS MPUCBOEHMEM KaXKL,0M YYETHOM 3aNMCU OAHOM MM HECKOSIbKMX PO,
obnagatowmx onpenenéHHbiM HabopoM npae.

B SDE umeromcs ceMb 8cmpoeHHbix posel, Habop npas Komopbix He Mo}em 6bimb U3MEHEH.
ZonosHumenbHo K HUM MOXHO €030amb HOBbIEe POJIU C NPOL380/bHbLIM HABOPOM Npas.

BctpoeHHbie ponu SDE:

Anomunuctpatop MB.

Onepartop.

Monb3oBarens.

AyauTop.

AreHT BOCCTaHOBNEHMS.

3anyck nnaHa obcnyxuBaHums.
AreHT ynpaBneHus kpuntorpaduen.

NouvhunNne

lpaBoM Ha3HauyeHus ponei obnafaoT Nonb3oBaTeNu C ponbio AOMuHucmpamop Ub.

MepsbiM nosb308amenem ¢ 3mMoli posiblo CMAHOBUMCS NOJb308aMesb, 0CyW,ecmauswull YcmaHosky
npozpammHoz20 obecneyeHus cepsepa ynpasnerHus SDMS.
Takxe, Tpu ponu SDE MoryT npucBamnBaTbCs NOAb30BATENAM, BXOAALLMM B BbiOpaHHbIE FPyNMbl 4OMEHa
Active Directory. K rpynnam Active Directory MmoxHO npuBs3atb cnegytowme ponn SDE:

1. AaomuHuctpatop UB.
2. Ayputop.
3. 3anyck nnaHa 06cnyXmnBaHus.
CssizvisaHue epynn Active Directory ¢ ponsmu SDE 0enaemcs Macmepom nep8oHa4anbHol
KOoH@uypauuu npu ycmaHoske SDMS, 8 dansHeliwiem 3my HacmpoliKy U3MEHUMb HeJlb3s.
Hoctyn Kk AdMuHucmpamusHomy Beb-lTopmany npepoctasnsetcs BceM ponsam SDE, kpome poneii
lons3o08amens, 3anyck nnaHa obcaymusanus u AeeHm ynpasneHus Kpunmozpaguetl.

MonHas nHdopmMaums o Habopax npas, CBA3aHHbIX C KAXKA0M ponbio, COAEPXMUTCS HA BKAaaKe
be3zonacHocmes Beb-noptana.

I O0uH nonb3oeamens Moxem uMems HECK0bKO poneli SDMS.

Tabnuya 1 - Onucarue poneli SDMS

Ponb OnucaHune
AnomuHuctpatop UMb BbinonHseT Bce AeNCTBUS, CBA3aHHbIE C CO34aHMEM 3aLUMLLEHHBIX PECYpPCOB U
npefoCcTaBNeHWEM MpaB LOCTYNA K HUM.

YnpasnsieT HacTpoiikamu camon cuctembl SDE, e€ nonutmukamum n ponsmu
nonb3oBaTenemn.

[HericTeus, ocylwectsnsemole Yepes Beb6-noprtan:

e ynpasnexue nonb3osatensamu SDE: nobasneHue, ynaneHue, bnokMposaHue,
Ha3HayeHWe ponei;

e perucTpauus v yaaneHue ceptudUKaToB YYETHbIX 3aMUCe C ponsiMu
Monb3oBatens u Onepatop;

® ynpaBneHue pa6OHVIMl/I CTaHUUAMMU]

e [eMCTBMS C 3aWMILAEMbIMU pecypcamu: 3alumbpoBaHue, paclumnbpoBaHue,
NpuUCcoeaMHEHWE, OTCOEAUHEHME U T.4.;

e y3MeHeHue nonutuk SDE.
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HencTteusg, ocywectenseMble yepes Arenta Secret Disk Management Server
® M3MEHEeHue HacTpoek ynpaenstwuiero cepsepa SDMS;
® 3aMycK M OCTaHOBKa Cyx6bl SDMS;

e orfepauuu c MacTep-k/t4YoM 6asbl AaHHbIX (KOMMPOBAHME, BOCCTAHOBNEHUE,
OT3bIB, CMEHA KJH0Ya);

e M3MEHEHWE HACTPOEK NOCTaBIUMKOB KpUNTOrpadumu.

OnepaTtop? BkntouaeT unu oTkNIOYAET JOCTYN KO BCEM 3aLUMILEHHBIM pecypcam,
Haxoaswmmcs nop ynpasnenvem SDE. 3T onepauuu BbINOMHSAOTCS Yepes
npunoxenue AreHt SDMS 1 HasbiBalTCa MoHMuUposaHuem KpunmoxpaHuauwa u
JlemMoHmMUposaHueM KpunmoxpaHuauwd COOTBETCTBEHHO.

Kpome onepaumit ¢ kpuntoxpauunuiLem, Onepatop MoxeT AenaTb pesepBHoe
KONMpOBaHWe 1 BOCCTaHOBNeHWe MacTtep-kntoya bl. Onepauum cMeHbl 1
oT3blBa MacTtep-kntoya b, onepaTtopy HeLOCTYMHbI.

Y Onepatopa HeT npaB Ha M3MEHEHME HACTPOEeK Nosb3oBaTesnei u paboumx
CTaHumMi Yepe3 Beb-nopTan 1 Ha AeiCTBUSA C 3aLUMLLEHHBIMU PECYPCAMU, HO OH
MOXET NPOCMATPUBATh HACTPOWMKM CUCTEMBI U XXYPHasbl onepaumit. Takxke
OnepaTop MOXeET 3anyCcTUTb NAaH 0BCYXUBaAHMS.

Monb3oBaTtenb? EAMHCTBEHHAs posb, MO3BONSAOWAS MOMYYUTb JOCTYN K AAHHbIM, 3aLUMLLEHHBIMU
cpeancteamu SDE. [Ing storo ucnonb3yetcs npunoxeHue Secret Disk Agent
(SDA), ycTaHoBNEHHOe Ha paboueii CTaHUMM NoNb30BaTENS.

C nomowwbio Secret Disk Agent nonb3oBaTenb MOXeT CO34aBaTb 3aWMLILEHHbIE
Nanku 1 KOHTeMHEepbI, €CIM 3TO pa3peLleHO Nob30BaTENbCKON UK rNobanbHOM
NMOJIUTUKOM.

YuéTHble 3anmcK ¢ ponbto MNMonb3oBaTeNib He UMEKT focTyna Kk Be6-noptany.
Aynoutop He aBnseTcs akTMBHbIM nonb3oBaTtenem SDE, MMeowmm BO3MOXHOCTb BHOCUTb
M3MEHEHMS UMM UCNOMb30BaTb 3aLUMLLEHHbIE pecypcbl. Bo3MOXHO

MpoCcMaTpMBaTh HACTPOWKM, BbINONHEHHble AnMUHUCTpaTopoM UMb 1
NPpOCMaTPUBATb XXYPHasbl COBbITUI B CUCTEME.

[octynHas uHdopmaums:

e KOHbUrypauums cepeepa (HaCTPOIKK, XPaHSLLMECS B peecTpe cepBepa
6U3HeC-N0rnku);

e CMUCKKM KOMMNbKOTEPOB, ANUCKOB, pOﬂel;l, nosib3oBartenien u nux CepTl/IqJVIKaTOB,
BXOoAAWMX B nnaH OGCI’Iy)KMBaHMﬂ npoueanyp;

e MHbOPMALMA O NULEH3UAX;
e uvHpopMauus o MacTep-katoue bJ;
® XypHan cobbITuiA.

AreHT BOCCTaHOBNEHUS MpenoctaBneHne AocTyna K 3alWMILEHHBIM pecypcaM B 0COBbIX CUTyaLMsX,
Koraa 3T0 HeBO3MOXHO cenaTb 0bbl4HbIM 06pa3oM. Hanpumep, TokeH

1 179 MOHTMPOBaHMS KPUNTOXPAHUIMILA K YNIPaBAsSIoOLLEMY CEpPBEPY MOAKMIOHAETCS TOKEH € cepTudukaTom Onepatopa v
onepaTtop BBOAMT CBOW Maponb K Hemy. CepBep GU3HEC-NOMUKM YMTAET U3 Hasbl AaHHbIX 3aMGBPOBaHHbIM MacTep-ktoy 1
pacwmdpoBbIBAET €ro € NOMOLLBI0 3NEKTPOHHOIO KNto4a oneparopa. PacwmdpoBaHHbIi MacTep-kntoy noMellaeTcs B NaMaTb
cepBepa 6U3HeC-N10rMKu, Noc/e Yero cepeep BU3HEC-NOMMKM MOXET NOYYaTh KNOUM K 3aLUMLLEHHBIM PecypcaM U OTNpaBnsTb UX
B 33IMPPOBAHHOM BUAE Ha paboune CTaHLUMK AN [OCTyna K pecypcam.

Mp1 AEMOHTUPOBAHUM KPUNTOXPAHUIULLA, MacTep-KIoY U BCe 3arpyXXeHHble KNoum WindpoBaHaHUs CTUPAOTCS U3 NaMsTH
cepBepa 6W3HeC-NOrMKK U NpefocTaBieHne KToYel KMeHTaM pabounx CTaHLMiA NpekpaLaeTcs.

2 Nns [0CTyNa K 3aWMILEHHbIM pecypcam Monb3oBartenb NOAKIYAET K KOMNbIOTEPY CBOM TOKEH U BBOAWT naponsb. MNpu
ycnewHow asTopusaumm SDA obpaliaercs K ynpaBnsiLeMy cepeepy M NoayyvaeT OT Hero KNHUM LWUPPOBaHMS ANS 3aWMLLEHHbIX
pecypcos. (Kntoun wmdbpoBaHug pecypcos nepechinaloTcs 3amndpoBaHHbIMU TaK, YTO paclumndpoBaTbh MX MOXET TOIbKO
KOHKPEeTHbIM No/b30BaTeNb, KOTOPOMY OHWM OTMpaBneHbl). locne nonyyenuns u pacwmdbpoBanus kntodeir, SDA npucoegmHser
3aLUMLLEHHbIE pecypcbl CBoel pabouyeit cTaHuuu, 1 MNonb3oBaTenb NoAyYaeT K HAM AOCTYM.
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3anyck nnaHa
06CcnyXMBaHuMs

AreHT ynpaeneHus
Kpuntorpaduei
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2.0

He#ocTyneH (yTepsiH, nospexaeH). Mnu TpebyeTcs oTKPbITb 3aLLMLLEHHDIN
pecypc B YC/I0BUSIX, KOTAA KOMMbKOTEP MOJIb30BATENS HE MOXET COEAMHUTLCSA C
CeTbio NpeanpuaTUs 1 NOAKNHUYMTLCS K cucteme SDE.

Monb3oBaTento MOXET BbITb NepeaaH KoY 3aWMUIWLEHHOTO pecypca HanpsMyo
A2eHmMoM 80CCMAHOB/IEHUS, AN YETO OH A0MKEH BbiTb 3KCMOPTUPOBAH U3
KpUNTOXpaHMAuLLa.

Cnncok aencTeuii:

e 3KCMOPT K/oYel WKdPOBaHUSA NS NOTMYECKMX, BUPTYaNbHbIX U CUCTEMHbIX
[INCKOB;

e BbINOJHEHME NaHa 0BCNYXMBAHUS;
e npocmoTp HacTpoek SDE;
e MPOCMOTP XypHana ayauTa.

llocne BoccmaHosneHUss HOPMAbHO20 QYHKUUOHUPOBAHUS paboyeli cmaHyuu,
pecypc, K4 Komopozo Obl1 3KCNOpmMuUpo8saH, 001xeH 6bimb nepewugposaH.
Ucnonb308aHue 3kCNoOpmupo8aHHo20 Kaw4a 018 docmyna npugooum K €20
KoMnpomemayuu.

Ponb Ha3HauaeTCs YYETHBIM 3aMMUCAM, OT MMEHM KOTOPbIX MPOM3BOAUTCA
BbinosHeHue naHa 06CyX1BaHMS, OCYLLECTBISEMOE C MOMOLLbIO
MnaHupoBLWMKa 3aaay. Bce npoune onepauuu, BKIOYas JocTyn K Be6-noprany,
L9 3TOM PONN HELOCTYMHbI.

Ponb AaéT NpaBo U3MEHSITb HACTPOMKM NMAapaMeTPOB aNropuTMOB WKdPOBaHUS
AN19 3aLWMLLEHHBIX PECYPCOB, KOTOPblE AOCTYMHbI B MPUA0XKeHUU SDMS.
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6. CucteMHble TpeboBaHUA

6.1 TpeboBaHUA K NPOrPaMMHOMY 0becneYveHno
Iins 3arpy3ku OC knueHTa LOMKEH MCNONb30BATbCS CTaHAAPTHbIN 3arpy3unk Windows, ycTaHOBNIEHHbIN
Ha CMCTEMHbIV AMCK B npouecce nHctannsuumn OC. PazbueHne AMCKOBBIX HAaKonUTeNen [OIKHO ObITb
caenaHo cpeacteamu yctaHasnamaemon OC. Tun pazMeTKM CUCTEMHOIO AMCKA AOMIKEH
COOTBETCTBOBATb BbIOPaHHOMY pexxuMy paboTbl BCTPOEHHOro 3arpy3umka (Pasmetka MBR ang pexuma
LEGACY BIOS v Tun GPT ans pexxuma UEFI BIOS).
Mporpammioe Cepeep SDMS Cepeep CYB/, Pa6ouas cTraHuus MpumeyaHue
obecneueHue
Windows Server  Windows Server
2008 SP2 2008 SP2
Windows Server ~ Windows Server
2008 R2 2008 R2 Windows 7
OnepaumoHHas ) ) .
cncTema Windows Server  Windows Server Windows 8 39-61Hbie U 64-GuTHIE
2012 2012 Windows 8.1
Windows Server ~ Windows Server Windows 10

Microsoft NET
Framework

Microsoft IS

SQL Server

[pavisepbl n
npunoxeHve ans
kntoyen eToken

[pavisepbl n
npunoXeHue ans
kntouei JaCarta

3A0 "AnapaunH P.O.",

2012 R2

Windows Server
2016

Microsoft .NET
Framework 4.5.x

IIS 6 v Bblwe

eToken PKI Client
5.1 SP1

nnn

SafeNet
Authentication
Client 8.3 SP2 u
Bbille

JaCarta Unified
Client 2.12

1995-2019 .

2012 R2

Windows Server
2016

MS SQL Server 2008

SP1 v Bbiwe

MS SQL Server 2008

R2

MS SQL Server 2012

Windows Server
2016

eToken PKI Client 5.1 SP1
nunu

SafeNet Authentication
Client 8.3 SP2 u Bbiwe

JaCarta Unified Client 2.12

PYyKOBOACTBO agMMHUCTpaTOpPa

B HacTpoiikax Microsoft
I1S ponmxeH 6bITb
BK/IIOYEH pexum |IS 6
Management
Compatibility

MNepepn ycTaHOBKOM
JaCarta Unified Client
HeobxoAMMO YCTaHOBUTb
eToken PKI Client 5.1
SP1
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MporpammHoe
oBecneueHne CepBep SDMS Cepeep CYBA, Pa6ouas cTaHuus MpumeuaHue
Heobxogum pns
noaAepPXKKM
Maker [LOMOTHUTENBHbIX
NMOAAEPXKKM Crypto Extension Crypto Extension Pack ANropuTMOB LWNPPOBAHUA
pononHutenbHon Pack 4.13.7 4.13.7 M CTOPOHHMX
Kpuntorpadpum KpunTorpaduyeckmx
pewenunit CryptoPro CSP
u Infotecs Vipnet CSP
MocTaBLwmk CryptoPro C5P 4.0 CryptoPro CSP 4.0 R3, R4
R3, R4 unu Infotecs
LWMppoBaHua - unu Infotecs VIPNet CSP 4.2
VIPNet CSP 4.2 n
roct U Bbllle

Bbille

Lnsa obpauieHus kK Beb-nopmany Heobxodumo ucnons3oeams bpaysep Internet Explorer 8.0 unu 6onee
no3dxeli sepcuu. lMpu ucnons3zogaruu cepgepHoli OC Heobx0dUMO OMKHYUMb KOMNOHEHM
KoHgueypayus ycunenHol 6e3onacHocmu Internet Explorer (IE CSP).

loddepxcka mokeHos, nocmaswiuk wugposarus FTOCT u nakem noddepxku 00N0AHUMENbHOU
Kpunmozpaguu 00/xHbI 6biMb YCMAHO8AeHbl Ha KoMnblomepe ¢ poasto Cnywba cepmugukayuu.

6.2 TpeboBaHWA K aNNapaTHOMYy obecneyeHuto

6.2.1. [ncKoBOe NpoCTPaHCTBO
SDMS SDA
He meHee 250 Mb He meHee 15 Mb
6.2.2. OnepaTtmBHaA NamATb
SDMS SDA
He meHee 2 b He meHee 512 Mb
6.2.3. TlopTbl U CYNTBLIBATENN
[nsa paboTbl c TOkeHOM B popM-pakTope USB-kntoua Tpebyetcs oguH n 6onee ceobogHbix noptos USB
2.0 (3.0).
[ins paboTbl ¢ TOKEHOM B popM-(aKkTope cMapT-KapTbl TpebyeTcs cuuTbiBaTENb A1 CMapT-KapT,
Hanpumep, Athena ASEDrive llle.
Ha pabouyux cmaryusx pekomeHdyemcs npumeHsime USB-cyumeieamenu.
COM-cqumebisamenu He UCnosL3yrOMCA Ha paboyux CMaHyusx, mak Kak 3azpysquk Secret Disk Agent ux
He noddepxwusaem, ymo denaem HeAOCMyNHbIM QYHKUUK 3aWUMbI CUCMeEMHO20 pasdenda.
6.2.4. lNopopeprnsaemble mogenn JaCarta

e JaCarta PKI B popM-paktope USB-kntoya unm cMapT-KapThl;

e JaCarta PKI c obpaTtHOl COBMECTUMOCTbIO C NpoAyKTamMu komnaHnuu Aladdin B popm-daktope USB-
K/I0Ya MM CMapT-KapTbl.
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6.2.5. MNogaeprmBaemMble Mogenu eToken

e eToken PRO 32K/64K — anekTpoHHbI# kntou eToken PRO ¢ o6bémoM namsatu 32 Kb/64 Kb B dhopm-
dakTope USB-kntoua;

e eToken PRO Smartcard — anekTpoHHbIM ko4 eToken PRO ¢ o6bémom namsatn 32 Kb/64 Kb B dopm-
(dakTope cMapT-KapThl;

e eToken PRO (Java) - anekTpoHHbii kntou eToken PRO ¢ 06béMomM namsatn 72 Kb ¢ BO3MOXHOCTbHO
pacwmpeHuns GyHKLMOHANA 3a CYET 3arpy3Ku JONOAHUTENbHbIX NPUIoXKeHUn (Java-annnetos) B hopM-
dakTope USB-knto4a unu cMapT-KapTbl.

6.2.6. KpunTonposangepbl anroputMos WwndposaHua MOCT

SDE MoxeT Mcnonb30BaTb BHELHME KPUNTONPOBAMAEPDI, Peanu3yioLLne anroputMbl WMGpPOBaHUS,
onpegneneHHble ctaHaaptamu FOCT P 34.10-2012, TOCT P 34.11-94 n TOCT P 34.11-2012, FOCT
28147-89.
C 1 gHeaps 2019 200a 3anpeuweHo popmupo8aHue 31eKmpoHHoU nodnucu ¢ nomouibro Kawdel [OCT
34.10-2001.

Mpu npumerHeHun B SDE wndposanusa MOCT, y nonb3osatenent SDE gonxHbl BbITb KAOUM U
ceptudukatsol B popmate OCT, BbinyweHHbIe C MOMOLLLI YCTAHOBIEHHOrO BHELLHEro
KpunTonpoBanaepa.
Anzopummsl wugposanus FTOCT moaym 6bIme UCN06308aHbI MOJILKO nocie 3az2py3ku s0pa OC u
HenpuMeHUMsbl 0715 3awUmel CUCMEMHO20 QUCKA.

Tabauya 2 - Cosmecmumoe 10

Mpoussoaurenn HasBanue MO PekomeHpyeMas Bepcus
000 "KPUNTO-MPO" KpuntolPO CSP 4.0 R3, R4
OAO "MHpoTeKC" VIPNet CSP 4.2
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7. YctaHoBKa Secret Disk Enterprise

Mepepn ycTaHOBKOM nporpaMMHoro komnnekca SDE Heob6xoaMMo NoAroToBUTL CleayoLme Cnyxobl:

1. YcTaHOBMTb NOAAEPXKKY TOKEHOB M CAYXKO KpunTorpaduu.

2. Bbinyctutb cepTudmKaThbl N0Ab30BATENEN HA TOKEHAX.

3. Co3patb nonb3oBatenen u rpynnbl Active Directory ang HazHavyeHus poneri SDE.
4. HactpouTb cnyx6bi:

- CYBI MSSOL Server;
—  DNS Service;

—  Windows Firewall;

- Web Server lIS.

Mocne noarotoBkM MHMPACTPYKTYpbI, pa3BEpTbiBaHMe Secret Disk Enterprise nponcxoamt cneayowmnm
obpazom:

1. YcraHoBka ynpasngtwouiero cepsepa SDMS.
2. [lepBoHavanbHag HacTporika cepeepa SDMS:

- fobaeneHne nonb3oBaTenen;

—  perucrpaums ceptudmKaToB;

- COXpPaHEeHME HACTPOEK N PE3EPBHOE KONWPOBAHKE.

3. YcTaHOBKa KAMEHTCKOro nporpammHoro obecnevenmsa Secret Disk Agent Ha paboyme CTaHUUM.
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8.

8.1

8.2

8.3

MoaroToBKa NHGPACTPYKTYPLI

B paspene npuBoasTcs TpeboBaHUS U peKOMEHAALMU N0 HACTPOMKE OBLLECUCTEMHbBIX KOMMOHEHT U
Cnyx06, KoTopble HE0BX0AMMO BbINOAHWUTL AJ1S YCMELWHOM YyCTaHOBKM M paboTbl SDE.

[N HaCTPOMKM peKoMeHAYETCS NoAb30BaTbCs 4OKYMEHTALMEN NPOM3BOAUTENS NMPOrPAMMHOr0
obecneyeHus 1 pasnenamm NPUNOXKEHWA HaCTOALLErO AOKYMEHTa.

MNpenBapuTesibHble YC10BMA

1.

BbluncnutenbHas MHOPaCTpyKTypa opraHu3aumu paboTaeT nog ynpasneHuem ciyxbbl Active
Directory Domain Service.

YctaHosneH cepsep CYB/[, Microsoft SQL Server.

MN3BeCTHbI peKBU3UTLI YY4ETHOM 3anmcK, obnagarowenn agMMHUCTPATUBHBIMU MOJTHOMOYUSMU ONS
focTyna kK 6ase faHHbIX.

Ha koMnbloTep, NnpeaHa3HauYeHHbIM 419 YCTaHOBKM cepBepa ynpasneHus SDMS, ycraHosneHa OC
cemeinctea Windows Server, u oH siBnsieTcst YneHom gomeHa Active Directory.

Pabouune cTaHuMM HaxooaTcs noa ynpaeneHueM knmeHTckux OC cemerictea Windows, 1 oHM
ABNATCA YuneHaMu gomeHa Active Directory.

YcranosneHa Cnyx6bl cepTuduKkaummn (LOMEHHAs MM CTOPOHHSS), CNOCOBHas BbINycKaTb
cepTM@UKaTbl NONb30BaTeNEN C HEOOXOAUMbBIMU CBOMCTBAMM.

MoaaeprKa TOKEHOB U CNYH6 KpunTorpadun

1.

TpeboBaHus.

—  TOKEHbl JOMKHbI MOAKYATLCA K ynpaBnsiolemy cepeepy SDMS 1 pabounm CTaHUMSM, NO3TOMY
Ha 3TUX KOMIbIOTEPAX LOMKHO BbITb YCTAHOBNEHO NPOrpaMMHoe obecrneyeHus 4ns paboTsl
HUMMU;

—  NpY UCNOSIb30BaHUMU CTOPOHHMX nocTaslwmkos kpuntorpadpum FOCT (CryptoPRO CSP, ViPNet
CSP), cooTBeTCTBYIOLLEE NPOrpaMMHOe obecrneyeHne fOMKHO ObITb YCTAHOBNEHO Ha paboumnx
cTaHuumsax, ynpaensiowem cepsepe SDMS u Ha cepsepe ¢ ponbto Certificate Authority Domain
Service, ecnu oH uMeeTcs B MHbpacTpykType Active Directory.

—  NpM MCNonb30BaHMK nocTaswumka kpuntorpacdumn NOCT HeobxoanMa yctaHoBka Aladdin Crypto
Extension Pack.

PekomeHpaunu.
- yCTaHOBUTE no ANa UMEKLWKNXCA TOKEHOB, NPOBEPbTE UX pa60TOCI‘IOCO6HOCTb;

—  yctaHoBuTe N0 cTopoHHUX nocTaBwmkos kpuntorpadum MOCT.

I Ycmanasnusalime moasko 00H020 donoHUmMensHo20 nocmaswuka kpunmozpaguu FOCT.

CepTndrKaTbl NONb30BaTENEN HA TOKEHAxX

1.

2.

TpeboBaHus.
- CepTMq)MKaTbI M 3aKpbITble KNKOYN OO0/DKHbI HAXOANTbCA Ha TOKEHAX;
— none Key Usage cepTudunKaToB AOMKHO COAepXaTb 3HaYeHue Key Encipherment;
— B none Public Key ceptndmkatos aimHa kntoda He meHee 1024 6ut ana RSA-ceptudmkatos;

—  cepTMdUKaT yLOCTOBEPSIOLLErO LEHTPA AO0MKEH GbITb UMNOPTUPOBAH B XpaHUNULLE
ceptudukatos Local Computer/Trusted Root Certification cepsepa SDMS 1 koHTponnepa AoMeHa
Active Directory.

PekomeHpaunu.

—  pasBepHuTe cnyxby Active Directory Certification Service, Bxoaawyto B coctas OC Windows
Server;
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Ecnu 8 uHgppacmpykmype npednpusmus Hem ycmaHogneHHol Cyw6bi
cepmugukayuu.

—  ucnonb3yiTe wabnoH "Smart Card User" wnu "Smart Card Logon™ nng Bbinycka cepTuduKaToB
cnyxboit Active Directory Certification Service.

—  paspewwute nybaukaumo ceptudumkatos B Active. Ecnm ceptudumkatsl He 6yayT ony6i1MKOBaHbI,
LNs pernctpauumn notpebyotcs darnbl C 3KCNOPTUPOBAHHLIMU CepTUdMKATAMM NOAb30BaTENEN.

8.4 Co3gaHve nonb3osaTtenen un rpynn Active Directory anAa ponein SDE

1. TpeboBaHus.

—  HeobxoAMMO NOArOTOBWUTb YuémHsbie 3anucu AN rpynn v nonb3oBatenen, Kotopble noTpebytoTcs
B X0[€e HayanbHoM HacTpovikn SDE. Cnncok cospaBaembix 3anucei npueenéH B Tabnumua 3
(MMeHa rpynn faHbl Ang npuMepa U MoryT BbiTb NH0OLIMK):

Tabnuya 3 - Cnucok co3dasaemsix 3anuceli 8 Active Directory

Uma Tun MpumeyaHue
SDE_Admins Group [ns HasHayveHns ponu AdmuHucmpamop UMb
SDE_Audit Group [ns HasHauveHnus ponu Ayoum
SDE_Maintenance Group [lns Ha3HaueHUs ponu 3anyck naaHa o6CayHuUsaHus
SDE-op User Monb3osatens ¢ SDE-ponbio Onepamop

2. PekoMeHpaumu.

— rpynnbl Active Directory, cOoTBeTCTBYtOLLME BCTPOEHHbIM ponsm SDE, npu pa3eépTbiBaHMM
CUCTEMBI MOTYT BbITb MYCTBIMU, TO CTb HE COAEPXKATb YYETHbIX 3anuCeil;

- B KayecTBe Y4ETHOM 3anucu ana ponu Onepamop MoXxeT ObITb MCMOb30BaHa Ntobas YYETHas
3anuchb.

8.5 Tloarotoska CYBA MSSQL

1. TpeboBaHus.

—  npepocTasutb cepeepy SDMS poctyn k 6a3e aaHHbix Microsoft SQL Server c nogkntoueHneM no

npotokony TCP/IP 1 aBTopm3auuei no y4€THOM 3anncK SOMEHA UK MO YYETHOM 3anucuK cepeepa
MSSQL;

—  Y4éTHag 3anucb ans cepsepa SDMS ponxHa 06nafate NpaBoM CO34aHMUS U AAMUHUCTPUPOBAHMUS
6a3bl AaHHbIX MSSQL.

2. PekoMeHpauuu.
—  nng pabotel SDMS pekomeHnayetcs SOL Database Engine pepakuuu Standard unu Enterprise;

- Mcnonb3oBaHUe peaakunun Express A0nyCcTuMO, HO HE peKOMeHAYeTCA U3-3a OrpaHNUYEHHbIX

BO3MOXHOCTEN 0becnevyeHns BbICOKOM AOCTYNHOCTM U MPOU3BOAMTENBHOCTHU, HEOBX0ANMOM ANg
SDE;

Co30atime yuémHyto 3anucs Ha cepsepe MSSQL ¢ npasom co30aHus 6a3el 0aHHbIX, Unu dalime Nnpaso Ha
co30aHue Hosoli 6azwbl 0aHHbIX y4émHoli 3anucu AD, komopas 6ydem Ucnos6308amscs 041 yCMAaHos8Ku
ynpasnsouwe20 cepeepd.

—  MacTep Hactporiku SDMS uncnonb3yet cepsuc SQL Service Browser pns 06HapyXeHWs LOCTYMHbIX
cepsepoB MSSQL, Hannume 3TOro Ccepeuca ynpowaeT KoHdurypuposaHue SDMS.
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8.6 Hacrtpownra DNS Service

1. PekomeHpauumu.

—  pekomeHayetcs umeTb B DNS Service 3anuncb Tna SRV gna cepsuca sdms. 310 N03BOUT
npunoxeHusam Secret Disk Agent obpawatbcs k cepBepy SDMS 6e3 sBHOro ykasaHus MMeHu
cepBepa;

—  3anucb 0 CepBuCe JOMKHA pasMewaTbes B BeTke Forward Lookup Zones/_tcp n umetb
cnepylowme 3HaveHus nonen (BHUMaHWe: JOMEHHOE UMS JOMKHO 3aKaHYMBaTbCS TOUKOM!):

=  Service: _sdms;

=  Protocol: _tep;

= Port Number: 8888;

= Host offering this service: <nonHoe noMeHHoe uMs cepBepa SDMS ¢ ToukoM Ha KOHLEe>.
Ecnu cepsucHyro 3anucs co30ams HEB03MOXHO, Mo UMs cepeepa SDMS HyxwHo 6ydem 3adams 3aNUCbIO
8 peecmpe npu Hacmpolike Secret Disk Agent Ha kax0oli paboyeli cmaHyuu.

8.7 Hactporka Windows Firewall

1. PekomeHpaumu.

—  Ha cepepe SDMS pa3spelunte BCe BXOASALWME COEANHEHMUS CO CTOPOHbI KOMMbIOTEPOB, BXOASLLMX
B AOMEH. [10 yMONMYaHUIO OHM 3anpeLleHbl U NOAKAYEeHNe pabounx ctaHuuin kK SDMS byaet
HEBO3MOXHO;

—  Co3jaiiTe NpaBuna, paspeLlaoLime BXOAsLLME NOAKNIOUYEHUS K MOPTY KIMEHTCKOro Wwito3a SDMS
- nopt 8888/TCP no ymonyanuio;

—  Ha cepepe CYB[, MSSQL pa3spelwunTe BXxoaawme coeanHEHNs CO CTOPOHbI AOMEHA K NopTaM
1433/TCP n 1434/UDP (ecnu ucnonb3ayetcs cnyxba SQL Server Browser), nubo paspelunte Bce
BXOASLLME COeNUHEHUS.

8.8 Hactporika cnyxbbl Web Server 1S

1. TpeboBaHua.

—  Ha cepsepe SDMS ponxeH 6biTb ycTaHoBneH nakeT Microsoft .NET Framework Bepcumn He Huxe
4.5;

—  Ha cepBepe SDMS aktusupyite ponb Web Server (IIS) u yctaHoBuTe cnepyrowme
DOMONHUTENbHbIE KOMMOHEHTbI ANs Heé:

= Application Development — ASP.NET;

=  Application Development — ASP;

= Security — Windows Authentication;

=  Management Tools — 1IS 6 Management Compatibility;

—  cnyxba Web Server |IS ponxkHa 6biTb HacTpoeHa Ha paboty ¢ 6ubnmotekammu .NET Framework
YCTaHOBNIEHHOW BEPCUM, BMECTO UCMOMb3YeMbIX MO YyMonYaHuio. [ns 3toro Hactpoiku ISAPI and
CGI Restriction B npunoxenuu IS Manager omkHbI BbIFISAETL TaK, Kak MOKa3aHO Ha pUCYHKe:

Active Server Pages Allowed sowindir So\system32inetsry\asp.dil

ASP.MET v2.0.50727 Mot Allowed Sowindir 3 \Microsoft. MET \Framework v 2.0, 50727 \aspnet_isapi.dil
{ASPLNET v2.0.50727 Mot Allowed 2owindir 3 \Microsoft, NET \Frameworké4yw 2.0, 5072 P\aspnet_isapi.dil
ASP.MET v4.0 Allowed C:\Windows\Microsoft. NET\Frameworky4.0. 30319 aspnet_isapi.dil
ASP.MET v4.0 Allowed C:\windows\Microsoft. NET\Frameworke4\w4.0. 30319 aspnet _isapi.dl

llepsbie mpu 3anucu npucymcmsytom 8 mabauye nocae ycmaHosku 11S, yemgepmyto u namyro 3anucu
Heobxodumo dobasums 8py4HyH.

—  Ha cepepe SDMS oTkntounte KoHdUrypaumio ycuneHHol 6esonacHoctn bpaysepa Internet
Explorer (IE ESC). 3To npengrctByet pabote ¢ Be6-IMoptanom SDMS Ha komnbloTepe.

2. PekomeHpaumu.
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— ana oTtkntodenuns |E ESC otkporte Server Manager Ha cepeepe SDMS v BbInONHUTL cnepyioLLee:
®  Ha rnaBHOW cTpaHuue Server Manager nepeiaute no ccoinke Configure IE ESC;
= yctaHoBuTe Administrators: Off;
= ycraHosuTe Users: Off;

= Haxmute OK.
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S. VYcraHoBKa Secret Disk Management Server

lleped Hayanom ycmarosku cepsepa SDMS nposepbme 20mosHOCMb UHPPACMPYKMypbl U 8bINOJHEHUE
mpebogaHuli u pekomeHoayul pazdena 8.
lod2omosbme mokeHbl ¢ cepmugukamamu 045 y4émHsix 3anuceli ¢ ponsmu AdmuHucmpamop UMb,

Onepamop u lMons308amens.

9.1 [locnegoBaTtenibHOCTb YCTAHOBKN cepBepa SDMS

YctaHoBka SDMS npoxoaut nog ynpasneHueM [Ipozpammsl ycmaHosku SDMS.
YuémHas 3anucs, om umeHu komopol bbl1a 3anyUieHa yCmaHoeKd, CmaHem nepesimM
3apeaucmpuposarHHsiM nosis3oeamenem SDE u npuobpemém poau AdmuHucmpamopa Ub u
Onepamopa.

J7a e y4€THas 3anucb ByneT Mcnonb3oBaHa ans AocTyna K 6ase aaHHbix MSSQL, ecnu npu HacTpoike

He ByneT ykasaHa y4éTHasa 3anucb cepeepa MSSQL.

I Yb6edumecs, ymo 3anyck [1po2pammel ycmaHosKku npoucxooum om HyxHol y4émHol 3anucu.

1. 3anyctute mactep yctaHoBKkM U3 daina sdMS-2.7.x.xx-ru-x86.msi (a1 32-6UTHbIX pefaKumii

Windows) nnm sdMS-2.7.x.xx-ru-x64.msi (ang 64-6uTHbIX pegakuuit), roe xx — Homep cbopku. Ha
JKpaHe MosIBUTCS OKHO NPUBETCTBMSA MacTepa ycTaHoBkM SDMS. [Ins npopomkeHus danee.

1 Mporpamma yctanoskw Aladdin Secret Disk Management Sewer_-

Bac NnpMBeTCTBYET NporpaMmMa
yctaHoBkM Aladdin Secret Disk
Management Server 2.7.0.30.

MporpaMMa ycTaHoskK yoTaHoewT Aladdin Secret Disk
Management Server 2.7.0.30 Ha 4aHHEIA KOMNBIOTED.
Yrofbl NpoACmHMTE, HEHKMUTE KHoMKY "Aanee” 1w
HEHMHTE KHoMky "OTMEHa™ ANA 33BEPILEHUA YCTEHOBKM,

Hazaa lanee | | OTmeHa
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2. O3HaKoMbTECb C IMLLEH3UOHHBIM cornaweHuneMm. Boibepute J npuHumMaro ycaosus AUyeH3UOHHO20
coenawerus u Haxmume Lanee.

BAFHOC: A~
MORLITYHCTA, EHIMATETRHO TMPCUNTANTE IAHHOE D
JHMOEHSHMOHHCE COTANEHWE OPEXIOE YEM OTKPFHTIE I[IAKET C
MNPCTPAMMHEM OEECOEYEHMEM HW/WMIHM  HCOONB3ICEATE ETC
COOEPEIMOE W/ NIPEXIE, UEM SATPYEATE T
YCTAHARIMBATE NMPOTPAMMHOE OEECHIEUEHUE.

BCE VHEASAHMA O MCOCIL3CBAHMH Secret Disk Enterprise
(BrmoUas Ges OrpaHMYeHIHA EubmmMoTern, VITMMTH,
OMCKETH, CcD ROM, PyROBOOCTER, ONMCaHMA M Op.
MOEWMEHT AT [mames T . wTnamerms) . L °

@ A MpPMHUMEKD YENOBKMA NMUSHIHOHHOND COrNaLleHUA

o A HE NPUHKUMED YCNOBWMA AMUEHIMOHHOMD COrNaLEHWA

3. BbibepuTte HYXHbIN BMA YCTAHOBKKU U HaxkmuTe anee.

I PexomeHdyemcs [lonHas ycmaroska.

0beuHan

YcTaHaenneaeT Haubonee oblLME KOMNOHEHTEI MPUACHEHKA,
PexoMeHAyeTcA AnA BoNbWMHCTES NoNb30BaTENEN.

Buibopounan

Mo3BonAeT BelBpaTh, KaKME KOMNOHEHTE! NPOrpamMMeEl ByayT
YCTEHOBNEHEI, M YKa3aTh NaNKY YCTAHOBKM. PACCUMTEHO Ha
OMBITHEIX NONB30BaTENEHA,

Nonnan

BYAYT YCTEHOBNEHb! BCE KOMMNOHEHTHI,

4. Tpu He0BXOAMMOCTU U3MEHUTE MYTb YCTAHOBKM Mporpammsl. Haxkmute Janee.
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5. Haxmute YcmaHosumes.

HasmuTe kHonky “YoTaHoeMTe ™, YTobbl HEYETE YCTAHoBKY, HTo0s! NPOCMOTPETE MK
M3MEHWTE MAPAMETPEI YCTAHOBKM, HEMMWTE KHoMKY Hazan "™, HammuTe kHonky
"OTHEHE" ANA BLIX0AE W3 NPOrPaMMsl.

6. [Hoxantecb yBeaomieHus 06 ycrnewHom yCTaHOBKE M HaxkmuTe [omoso.

MNopowanTte, noxa byaeT sagepwera ycTaHoska Aladdin Secret Disk Management
Server 2.7.0.30. 3To MOXKET 3aHATH HECKONLKO MUHYT.

CocToaHKe:
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1% Mporpamma ycranosku Aladdin Secret Disk Management Server...| *

: :-.u YcraHoBKa Aladdin Secret Disk
A
e Management Server 2.7.0.30

YCNewHo 3aBepuweHa.

HamuTe KHonky ToToso"™ ANA BhIX0Aa M3 NPOrpaMMsl,

Mocne 3aBepWEHUA YCTaHoBKK ByaeT sanywex AreHT
Secret Disk Management Server 8 pesiMe NEPEOHEYANEHON
HACTROMAKM,

| Hazan || loToso | | OTMeHa |

I Mocne ycmaHosku SDMS Ha komneromep 3anycmumcs Macmep nepsoHa4ansbHoli Hacmpoliku SDMS.
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10. MacTep nepBOHa4aibHOM HACTpOWKK SDMS

HacTporika SDMS c nomolubto Macmepa nepsoHayansHol Hacmpoliku SDMS npoucxogmut 2 cnocobamu:

1. [lpu co3paHun HoBow 6a3a gaHHbix SDE.
2. [pu ncnonb3oBaHUK yKe cyllecTBYoULen 6a3bl AaHHbIX.

10.1 Co3gaHuve HoBow basbl gaHHbIX

3aKaHUMBAETCS YCTaHOBKA NapaMeTpoB A/ CO34aHMA HOBOW 6a3bl AaHHbIX HacTpoek SDMS u Mactep
NePexoAmnT K YCTaHOBKE COEAMHEHUs C CepBepOM 6asbl AaHHbIX.

1. Bbibepute pexxum pabotbl Mactepa HacTporiku — Co3daHue Hosoll 6a3el daHHbIX. HaxxmuTe Lanee.

YiaxuTe pexam pafotel MacTeps - cozaaHme HoB0M G235 AAHHED MW HECTROMKE
NOOKNIOYEHWA K CYWECTEYIOWER G338 0aHHbD.

% (® CospaHve Hoso 8356l BAHHEN

MacTep cofepeT HEoBX0AMMYID MHBOPMALIMID, COSAACT HOBYD Basy ASHHGLOE,
NPOMHALMENW3SMPYET 82 W HACTDOWT NPOOYKT HA &2 MCNONB30EaHWE .

g (0 Mokniouerue k cywecTeyiow i Base AaHHL

MacTep NoSEONMT HECTPOWTE NPOGYKT HE MCNONES0EEHWE CYWECTEYIOWER
Gas3bl DaHHBIX.

| < Hasan || Danee > | | OmaeHa

2. Boibepute nomen Active Directory, koTopbivi 6yaeT 06cnyKnMBaTb YCTaHaBAMBAEMDbI CepBep.
Haxmute Lanee.

LDAP://SDE.DEMO

BE 50 DEVO|

| < Hasan || Danee > | | OmaeHa |

3. YKaxuTe rpynmbl, N0Nb30BaTeNM KOTOPbIX NPUOBpPETYT NpaBa Tpex BCTPOeHHbIX ponei SDE:

—  ayAuTOop;
- aamuHuctpatop Ub;

—  3anyck naaHa 06cnyXMBaHUS.
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Aypntop |SDEDEMO"sd_audt

AgpaurvcTpatop VB [SDEDEMO'sd_admins

i [SDEDEMO\sd_maintenance

< Hazag || Danee > | | Omaena

I Ecnu epynn Hem unu npugsa3ka He mpebyemcs — ocmassme NnoJs nNycmoiMu.

Haxmute Lanee.
4. [1ns BbIBOpa NMULEH3UM HaxMUTe Bbibpame. Boibepute daiin, nofyyYeHHbI Npu npuobpeTeHnn
npoayKTa.

5. Haxmute [asnee.

MWueHSKA ANA PEMMCTRALAN:

MHdopmayma o knneHTe

KomMnaHua-3aKasu ik Aladdin R.D. OMNLY FOR TEST

MasHTMMKaToOp KNWeHTa 0d561bb4-b2a5-4b04-8a86-Tc96b5. ..
WHdropmayma o nuLeHsnmn

Bepcua 250

MagHTMDMKETOR NMUEHSMI 06bd46710580-4095-522c-af 38a7 ...

Thn nUUEHSK MonHan

Cratyc DeicTBuTENEHaR

[aTa reHepauy MUUEHSMA 10.03.2015

[ata Havana AsACTEMA NMLEHSMK 10.03.2015 >

< Haszan || Hanee > | | Omena |
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6. BbibepuTe nocTaBLUMKOB KpunTorpadmmn u Haxxmute Lasree.

locmasuwuk Microsoft Enhanced CSP mpebyemcs 0415 3auUmesl CUCMeMHbIX pa3desnos.
Ycmanasnusaemcs npu He06x00UMOCMU 3aWUMbI CUCMEMHbIX pazdesnos.

JocTynHbIE NOCTABLLMKA KPUMTOrDEMiN:

3| Microsoft Enhanced CSP

| < Hazan || Danee > | | Ommena |

7. YKaxuTe anroputM M CPOK AENCTBUS Ktouel Ans WwudpoBaHua 6asbl gaHHbIX. Haxmute Lanee.

MNectaswme kpunTorpagss Anropuma wwgposanma  [musa kmova Cpok peficteun

Microsaft Enhanced CSP | AES v| 2566ur 3% 5] wmec.

Kpunolpo CSP | Kpunorlpo CSP TOCT 20 v | 2566at % [

< Hazan || Hanee > | | Omena
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8. YKaxuTe anropuT™M U CpoK AeNCTBUS KNKOYel ANns pasfenoB (GMCKOB) AaHHbIX. HaxxmuTe Lanee.

MNectaswme kpunTorpagss Anropuma wwgposanma  [musa kmova Cpok peficteun

Microsoft Enhanced CSP | AES v| 2566ur 36 [5] mec.

Kpunolpo CSP | Kpnorlpo CSP TOCT 20 v | 2566at ® &

| < Hasan || Danee > | | Dmaena |

9. VYKaxuTe anroputM u CpoK AENCTBUS KOYEN AN9 WNMEDPOBAHUS CUCTEMHbIX pa3aenos. Haxmure
Hanee.
10. 3aperncTpupyite cepTMduKaT onepaTopa ¥ COXpaHUTe KOMUIO MacTep-KIoya:

NOAKMKYNTE TOKEH NONb30BATENA, KOTOPOMY 6yJJ.ET Ha3HayeHa poJib Onepamop;

—  HaxkmuTe Boibpame cepmucukam. Beibepute cepTudumkart, CO34aHHbIM paHee NSt yH4eTHOW 3anmcu
¢ ponbto Onepamopa.

@ CepTudmrKaThbl Ha 3NEKTPOHHOM Krlo4e
BriGepure ceptudiicar:

Komy BbiaaH Ken BbigaH Cpox aeACTBMA MoCTABLLMK KPANTOrpaditn
KGranatova SDE-AC 21.11.2019 Microsoft Enhanced C5P
SDE-DEMO-CA | 01.11.2020 Microscft Enhanced CSP

Ovee
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3arpyXeHHbl cepTUdUKAT NOSIBUTCSA B OKHe Hacmpoliku napamempos Kpunmozpaguu.

CepmigukaT onepatopa
KomMy BelgaH: sd-userd
Kem BbinaH: SDE-DEMO-CA

Cpok neficTens: 01.11.2020 11:51:42

MocTaswmk kpunTorpaga:  Microsoft Enhanced CSP

Brifipame cepmbukat
PesepsHoe KonuposaHue mMacTep+niova B

Cratye:  BemonHeHo
FPaiin:  C\Program Files“Secret Disk Management Server\.ServerLicenses'keay emk

BEINONHMTE pesepEHOS KONWDOSaHKE

| < Hasan || Danee > | | OmaeHa |

11. BbinonHuWTe pesepBHOE KOMMpPOBaHWe MacTep-ktoya bll. Haxmute BoinosHume pesepgHoe

KonuposaHue.
12. B okHe npuBeTcTBMS Macmepa pe3epsHo20 KonuposaHus Macmep-kaw4a b/ Haxmvute Janee.

Anagaun)™ Bac npueeTtcTBYyeT MacTtep
pe3epBHOI0 KONMMPOBaHWA

mactep-kmoya b[l

MacTep pesepEHOro KONWPOBaHWMA MECTED-KIKYE
MOMOraeT COXPEHWTE PESEPBHYI0 KOMWID MacTEpHNoua
Ga3b! DaHHBX CEpBEpa.

na npogomxernA HakmuTe Oanee.

| < Haszan || Danee > | | OmaeHa |

13. Bbibepute dain ans coxpaHeHus mactep-kntoda b, Haxmute 0630p M yKakute pacronoxeHue u
numa darina ong coxpaHeHus Konuu mactep-knoda b. Haxmure Lanee.

PezepsHble konuu macmep-katoyel Heobxo0uMsbl 01151 80CCMAHOBAEHUS 00CcMyna K 3aUUULEHHbIM
pecypcam.

lpu nomepe unu He COXpaHeHUU pe3epeHOl Konuu Macmep-Kan4a 3auULéHHo20 pecypca — docmyn K
3momy pecypcy bydem He803MOMEH.

PekomeHdyemcs coxpaHame Konuu macmep-karwdell 8 galine u pacneyamsi8ams Ha NpuHmMepe.

lpu pacneyamel8aHUU Ha NpUHMeEpPe Heobxo0UMO XPaHUMb K04 8 3aWULLEHHOM Mecme, Hanpumep 8
celige.
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Paiin:
C:%Program Files"Secret Disk Management Senrer\Senrer\lJcenses\key.em| | Ofzop

| < Hazag || Danee > | | Omaena

14. BeeouTe naponb pe3epBHOM KonuKu MacTep-kntoda. Haxmute danee.

BeeouTe v NOATEEPAMTE NEPONE.

Mapone:

[NoaTEEepXaeHE Napona:

< Hazag
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15. I'IpOBepre NpaBUIbHOCTb BBEAEHHbBIX NapaMeTpPOB. Haxxmute Lanee.

MacTepom cofipaHa BCA Heo B0 AMMERA MHEPOPMELWMA ANA PESENEHOMD KOMWPOB3HUA
MacTep knwya. Haxnute "[danee™ ana sanycka npouecca wnk "Hasan" AnA Bo3BpaTa K
HacTpoHKaM.

MapameTpel pe3epsHOro KoNMPoBaHWA

Popmart: ‘Paiin, SaWKULLEHHEIR Maponem

Fain: C:\Program FilesSecret Disk Management
Server\ServerLlicenses key.emk

< Hasan || Danee > | | OmaeHa

16. Beegute PIN-kopg TokeHa. Haxmure OK.

Beeawre FIN:

17. Haxmute 3asepwiume.

AnaaguH)” Pabora MacTtepa ycnewHo
3aBeplueHa

MacTep yenewHo coxpaHun pesepBHYo Konuio
MECTEp-#N0Ya Ga5kl 08HHED CEPEEnE.

Hakmute 3asepwnTs, yTobel sakpeite MacTep.

< Hazan ||3aaepu.MTh| | OmaeHa |

Ha 3ToM 3Tane yctaHoBKa napaMeTpoB AJig CO34aHUS HOBOM 6a3bl AaHHbIX HacTpoek SDMS
3aKkaH4YMBaeTcs. MacTtep nepexoauT K yCTAaHOBKE COEAMHEHMUS C cepBepoM 6a3bl AAHHbIX.
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10.2 MogknioyeHue K cepBepy Ba3bl AaHHbIX

1. Bseaute umg cepeepa MS SQL Server.
2. OtMmetbTe nyHKT SQL Server Security ons BBoAa peKBU3UTOB y4eTHOM 3anncu cepsepa MSSQL.

Hactpoiiki aamaHue TpaTieHoro noaknioserA MacTepa k BL
YicaxuTe cepeep BO SERVER v

[] Wenonssosam S5L

YikawuTe cnocof NPoBEpKK NOANMHHOCTA ANA 3AMUHWCTEETWEHOM O COSAMHEHWMA:
®) Windows NT Security Marwx:

() 5QL Server Security |

Mapons:

|

| < Hazag || Danee > | | Omaena |

lyHkm Windows NT Security Heob6xodumo 8bibpams npu UcnonsL308aHuU 00MeHHOU yyemHol 3anucu u3
nod komopoli npoucxodum ycma+Hoska SDMS.

3. Haxmute Tecm coeduHeHus pNis NPOBEPKM [OCTYNa K cepeepy. [pu HeyaayHOM TecTe npoBepbTe
UMs cepBepa, YYETHYI0 3anucb M Npaea AocTyna.

4. Haxmute fAanee.

5. BegawuTe ba3sbl 4aHHbIX MM OCTaBbTE NpeasiaraemMoe no ymonyanuo ums SOMSDB.

6. OtMmetbTe NyHKT SQL Server Security pns BBOLA PEKBU3WUTOB YYETHOM 3anmncu cepeBepa Uam
C03[aHWs HOBOM YY4ETHOWM 3anMcK ans Bnagensbua 6assl SDE.

7. Haxmute Lanee.

HacTpofiy nogknioverun cepeepa k B
Viaxute uma BLO |SD"SDB—3
[] Wcnonesosate SSL

YiaxuTe cnocod NpOBEPKW NOATMHHOCTA Morn:
® Windows NT Security |somsDa

() 5QL Server Security Mapors:

Coznath HoBLIA NOMMH |

MNoaTeepxasHWe Napona:

| < Hasan || Danee > | | OmaeHa |
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8. [MpoBepbTe NpaBUIbHOCTL BBEAEHHBIX NapameTpoB. Haxmute Janee.

Mactepom cofipaHa BcA Heofxo MMan MHGOPMELWA ANA HCTPORKK B335 AaHHED.
HaxruTe "[anee” ans sanycka npouscca wnv "Hasan" ans B0sBpaTta K HAcTpofKam.

MNapameTpel coegMHEHNA K Ba3e QaHHB
Cospanme Hosoi B,
MS SQL Server
SERVER
SDMSDE_3

NT Security

| < Hasan || Danee > | | OmaeHa

9. TMocne yCnewHoro cosgaHua ba3bl AaHHbIX HaCTpOEK HaXMute Lanee.

BeINONHAETCA COSABHME W HECTPOIKE G3361 A8HHEX CEpEEpa.
Cospanue B ()
CoszgaHve nonbsosaTens @
Cozganme cxems B E
38MONHEHWE CNPEE0YHIKOE
CozaaHue npousnyp
WMrnwanusawa B

PervcTpawma nuueHsm9

3A0 "Anapann P.A.", 1995-2019 r.
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10. Mocne ycnewHoro ctapta cepeepa Haxmute Janee.

Cratyc cnyxbe:: 3anywera

&
ﬁﬁ Cratyc cepeepa: CcTtaHosneH

Cepeep HEX0AMTCA B OCTAHOBNEHHOM COCTORHIAA.
AgravrcTpamvene Web-noptan gocTyneH. 3anpockl KIMEHTOE HE
oBCTy*WBAIOTCA.

3anycKkaeTcA cepeep YNpaENeHWA

| < Hasan || Nanee > | | OmaeHa

3anyck ynpasnstouiero cepsepa SDMS.

11. MacTep nepBOHa4YaNbHOW HACTPOMKM NPEAJSIOXKUT MPOU3BECTM NMOAK/IOUYEHUE KPUNTOXPAHUIULLA.
Ecnu uHcmannayus npoussodunace 8 yyemHoli 3anucu noss3oeamers, 0/ KOmopoi 6bin
3apeaucmpuposaH cepmugukam onepamopa, Haxmume Lanee.

12. lMpn HeEOBXOAMMOCTM CMEHUTL NONb30BaTENS, BbibepuTe [Iponycmums 3mom wide U HaxXMuTe

Lanee.

13. MoOHTUpOBaHME KPUNTOXPAHUAMLILA MOXHO CAENaTh NO3Xe C noMoLlbio Azenma ynpaeneHusi SDMS.

[n#a $yHKUMOHWDOBEHMA NPoLYKTa HeofXoQMMO NPMBECTH B0 KPMNTOr padMYeckyo
nogcwcTemMy B paboyse COCTOAHWE . 3Ta ONEPaLMA HESEIEIETCA MOHTUDOBAHWEM
KPWNTOXpaHANMWE . BeinonHerwe 3Toi onepawmw AoOCTYNHO ONepaTopamM npu
NpeLbAENEHAM CBOETD CEPTURMKATE.

MNocne Haxama kHomkk " anes” GyoeT BLINONHEHD MOHTUPOBEHWE KPWNTOXPEHUIMLLE

[w] Mponycmams aToT war

14. HaxmuTte 3asepuiume.

llpu akmusHom @naze 3anycmume admuHucmpamusHelli Web-nopman omkpoemcs 6pay3sep Internet
Explorer nocne 3asepuwieHus ycmaHosKu.
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I AomuHucmpamusHeili Web-nopman pabomaem mosbko 8 6pay3epe Internet Explorer.

MacTtep nepeoHaYanbHOW HACTPOWKK

Cnacubo!
Bbl YCMSWHD Z3EEpWMNM ECe HeOﬁmﬂHMblE warwn

MacTepa.

3anycTMTe agMuHMCTpaeHsld WebnopTtan

Haxrmme Jasepumte, yTobel sakpeite MacTep.

10.3 3aseplueHue yctaHoBkM Secret Disk Management Server

Mocne ycTtaHoBKM ynpasnstoLero cepeepa SDMS ABMUHUCTPATOp MOXKET NPUCTYNUTb K A06aBNEHNIO
nosib3oBaTeniei, paboymx CTaHUMI U 3aLuMLLIaeMblX PECYPCOB, UCMONb3ys AGDMUHUCTPATUBHbIN BED-

nopTan.

PekoMeHnayeTca caenatb cneayoliMe AeicTBrs U NPOBepKu:

1.

Ha3Hauutb fononHUTeNbHbIX NoNb30BaTenen Ha pons Onepamop v 3aperucTpupoBaTh UX
cepTuduKaThbl.

MpoBepwuTb, UTo Onepamops! MOTYT BbINONHATL onepaumu B AreHte Secret Disk Management
Server (3anyckaTb M oCcTaHaBAMBaTb cepBuc SDMS, noaknouaTe KpUNTOXPAHUAULLE U T.4.).
Mocne ycnewHor NpoBepKM, NONb30BaATENb-AOMUHUCMPAMOP, MOXET CHATb C cebs ponb
Onepamopa, KoTOpyto OH NPUOBPEN B NpoLecce UHCTANNSLUN CUCTEMBI.

HactpouTb pesepBHoe konupoBaHue 6a3bl aaHHbix SDE cpeacteamu MS SQL Server unum ¢
NMOMOLLbIO ApYrUX CpencTs.
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10.4 TlogknoveHue K cywectsyowen base AaHHbIX

Mopsnok fAencTBMi NpU NOAKNKYEHMM YNPABASIOLWLErO CepBepa K cylecTsytolen 6ase gaHHblie SDE:

MacTep nepeoHauanbHOW HACTPORKK

YiakmTe pesxin patoTsl MacTepa - cozaaHie HoBOM Baskl ARHHED MMM HECTRORKE
NOOKIIOYEHWA K CYWECTEYIOWER G336 AaHHBX.

& (O Cospanne HoBoi GaSk1 JAHHED

MacTep cofiepeT Heofixo MMMYIo MHPOPMALIID, COSOACT HOBYID Gasy NaHHGL,
NPOWHALMENWZWPYET &8 M HACTPOWT NPOAYKT HA &8 WCNONE30EaHWE .

Q. ® MNogxnouyeHre K cyecTEVWER 6338 QaHHEX

MacTep NosE0AMT HACTPOMTE NPOAYKT HE WCNONES0BEHWE CYLLECTEYIOWLEN
a3kl DaHHBD.

| < Hazag || Oanee = | | OmasHa |

1. VYkaxwute cepsep bJl, nog ynpaeBneHMeM KOTOPOro HaxoamuTca cyuiectayrowas b/,

MacTtep nepBoHaYanbHOW HAaCTPOWKK

HacTpoliki agMUHMCTpaTMBHOr0 Noakniovenna MacTtepa k B0
VicamnTe cepeep B SERVER v

[] Wcnonszosams SSL

YikaxnTe cnocof NpoBEepkM NOAMMHHOCTV ANA 3AMUMHUCTPETMEHOr0 COBMMHEHWA:
® Windows NT Security Morux:

() 5QL Server Security

Mapone:

TecT coegmHeHUA

| < Hasan || Danee > | | OmaeHa |

B cnucke cepsepos mocym omobpaxamscs He 8ce umeroujuecs 3k3emnaspsl Microsoft SOL Server, m.k.
onpedeneHue cepgepos b/l 8 cemu He s815emcs 2apaHmMuUpPo8aHHsIM. Eciu HyxHbIl 3k3emniasp SOL
Server He omobpaxaemcs 8 cnucke, cedyem 88ecmu e20 NOJHOEe UMS 8PYYHYIO.

N

Ecnu Bbl XOTWUTE UCMOML30BaTh COEAMHEHUE MO NPOTOKONY SSL, oTMeTbTe NyHKT Mcnosb3osams SSL.
3. YkaxuTe cnocob npoBepku NOAAMHHOCTU 419 aAMUHUCTPATUBHOIO COEAMHEHUS:

—  Windows NT Security: ncnonb3yeTcs TeKyLlas AOMEHHas YYETHAs 3anucb;

—  SQL Server Security: pns asTopm3saumu B nonax Jloeud v flaposs He06Xo0AMMO yKasaTb UMS U
naponb Y4ETHOM 3anucu nonbosatens Microsoft SOL Server.

4. [lns npoBepku coenmHeHus ¢ cepsepoM B[l HaxkmuTe kHonKy Tecm coeduHeHus. Mpu ycnewHoM
CoeauHeHUM NoSIBUTCS OKHO € cooblueHneM CoeduHeHue ¢ cep8epoMm yCnewHo YyCmaHo8neHo.
5. Haxmute Lanee.

6. Bsenowute nMg 6a3bl jaHHbIX B none Ykaxume ums b/ v Bbibepute cnocob noruHa:
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—  Windows NT Security: ncnonb3yeTcs y4€THas 3anuce nonb3osatens Windows;

—  SOL Server Security: 30eCb MOXHO yKa3aTb CyLLEeCTBYIOLLYIO YYETHYIO 3anucb (none JloeuH) unm

€034aTb HOBYH, OTMETUB NYHKT C030amb HOBbIN 102UH U YKa3aB HOBbIM Naponb B nonsx laposs u

loomesepxderue naposs (Naponb OOMKEH UMETb A/IMHY HE MeHee 8 CMMBOJIOB M BK/OYATb
CUMBOJIbI CEAYHOLWMX TUNOB: LMUPbI, CNELCUMBOIbI U BYKBbI B BEPXHEM U HUXHEM PEruUcTpe).

7. Haxmute [anee.

Macrep nepeoHaYanbHOW HAaCTPOKKK
HacTpoii nogknioverun cepeepa 1 BIL
Yicaxute uma BI SDMSDB v
[] Wenonesosate SSL
YiaxnTe cnocol NpoBepKK NDAMMHHOCTA Morn:
® Windows NT Security
() 5QL Server Security Napome:
MNoateepxaeHue napona:
| < Hasan || Hanee > | | Omena |

8. Ecnu Ha aTane nogkntoueHMs K cywecTBylowen 6ase gaHHbIx Byaet obHapyXeHo, UTo eé Bepcus
HUXE MMHUMAbHO MOLAEPXKMBAEMON CEPBEPOM, TO BYAET NpeasiokeHO BbINONHUTL 06HOBNEHME
BA. LloxanTech 3aBepLueHMs onepaumm 06HOBEeHMS 6a3bl LaHHbIX. ITOT NMPOLLECC MOXET 3aHSTb
HECKO/IbKO MUHYT — B 3aBUCMMOCTU OT 06bEMA AaHHbIX.

lleped Hayanom o0bHo8EHUS 6A3bl OAHHbLIX HACMOSMENbHO PEeKOMEHAYemcs 8bIN0JIHUMb pe3epeHoe
KonuposaHue cywecmsytouieli gepcuu 6a3bi daHHbIX. Kpome mozo, no 803MoxHoCcmu, ciedyem

3aeepwiumes 8ce paHee Ha4amole onepayuu ¢ dUCKamu.

9. TMocne 3aBepLuieHNUs OBHOBNEHWS MACTEP YKAXET akKTyaslbHYl0 Bepcuio 6a3bl AaHHbIX. Haxmute

Lanee.

OeiicTeme:

Mma B

Morwn B

Mposaiiaep:

Cepsep BIL:

Macrep nepeoHaYanbHOW HAaCTPOKKK

Mactepom cofipaHa BcA Heofxo MMan MHGOPMELWA ANA HCTPORKK B335 AaHHED.
Haxmure "[anee” ana sanycka npouscca unv "Hasan" ana sosepata K HacTpofkKam.

MNapamMeTpel CoeaMHEHWA K Ba3e 0aHHEX

Moaxnioderrs K coecTemowed B0
MS SQL Server

SERVER

SDMSDB

NT Security

| < Hasan || Hanee > | | Omena
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10. Mocne nogknoveHus K 6ase AaHHbIX MacTep NeEpexoauT K 3anycky cepsepa SDMS.

ﬁﬁ Cratyc cnyx6e: 3anywera
ﬁ Cratyc cepeepa: PafotaeT
Cepeep HaxXoAMTCA B paboTatowem COCTOAHMK. AQMUHMCTPETUEHEIA

Web-iopTan gocTyneH. 3anpock! KNWEHTOE 0GCNYKMESIOTCA B
SEABMCHMOCTA OT COCTOAHWA KPWNTOXDEHUNALE

< Hazan || Danee > | | OmaeHa

JInA @yHKLWMOHWPOBEHWA NPOAYKTa HEOGX0AMMO NPMBECTH EM0 KDMNTOr PAPUYECKYHD
nogcwcTemMy B paboyse COCTORHME. 373 ONEPaLMA HESEIEETCA MOHTMROBAHEM
KPWNTOXpaHANMIWLE . BeinonHenwe SToit onepawm AocTyNHO oNepaTtopam npu
NpeAbAENEHAW CBOSTD CEPTURMKETS.

Mocne HaxamA kHonkk " Janee” ByQeT BbINONHEHD MOHTUPOBEHWE KPUMTOXDEHWINLLE

[wl Mponycmums atoT war

3A0 "Anapann P.A.", 1995-2019 r.

< Haszan || Danee > | | Ommena

AnaaguH)” Pabora MacTtepa ycnewHo
3aBeplueHa

MacTep yenewHo coxpaHun pesepBHYo Konuio
MECTEp-#N0Ya Ga5kl 08HHED CEPEEnE.

Hakmute 3asepwnTs, yTobel sakpeite MacTep.

< Hazan ||EaaepuMTh | | OmaeHa

PykoBopncTBo agMuHucTpaTopa My6aunyHbIi
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11. Haxmute 3asepuiume.
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20

11. YctaHoBKa, HacTponKa un yaaneHune Secret Disk Agent

11.1 YcrtaHoBKa Secret Disk Agent Bpy4Hyto

I Lns yemarnoska SDA Ha paboyyo cmaruuto Heobxo0uMbl Npasa 0KaabLHo20 AOMUHUCMPAamopa.

1.

W

5.

3anyctute daiin sdA-2.7 . x.xx-ru-x32.msi (unun sdA-2.7.x.xx-ru-x64.msi gnsa 64-6utHoi
nnatdopmsl), rae Xxx — HoMep COOpKM.

BbibepuTe nanky yCTaHOBKM NPOrpamMmbl, HaXaB M3MeHuUMe....

O3HaKOMbTECH C JINLLEH3MOHHBIM COTNALIEHNEM U NPUMUTE €ro YCI0BUS.

Haxmute YcmaHosume.

[58 Secret Disk Agent MR N =

Secret Secret Disk Agent

-
D,5k MapameTpbl YCTaHOBKH:
¥YecTaHoeka Secret Disk Agent B:
-j C:'¥Program Files\Secret Disk\Agent),
JIHLEH3HOHHOE COrNaleHne:
T HSMOHHOS COoTJalleHMe Ha -
MCHNOMEI0OEaHME NOpOrpaMMHODO |:|

Bac NnpHBETCTBYET NPOrpaMMa YCTaHOBKH

ofecneuenma Secret Disk.

HacToAmee MMUSHSMOHHOS CODaNeHMe
{Danee «CormamesMex) HAEIASTCH

ACTOBEODOM. 3SarRMOYeHHEM MERDV BaMM i

A NPUHWMMEKD YCNOBMA MUUEH3MOHHOMD COrNalleHHa

| YCTEHOBHTE | ’ OTHEHA

[loxanTecb OKOHYaHMsi YCTaHOBKM nporpammbl. Haxkmute Janee.

-
1) Secret Disk Agent —— ==

[oMANTECH OKOHYaHKS YcTaHoBrkM Secret Disk Agent. 3To MOXET 38HATE
HECKONEKD MMHYT.

CoCToAHKE:

o>

6. Haxmute [omoso. MNepe3arpy3unte KoMMbOTEP.
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11.2

11.3

11.3.1.

(880 secret Disk Agent M. - |

MporpaMMa yCTaHOBKH ZaBeplieHa

Secret
Disk

MporpamMa Secret Disk Agent yonewHo yoTaHoBneEHa,
HaMMTE KHOMKY «M0ToB0% ANA BIX0AE M3 NPOrpPaMHEl.

loToso OTmMeHa

Ana Toro yTobel msmeHeHnA Secret Disk Agent
BCTYMMIK B CUNY, HEOOX0AMMO NEPEZErpYSHTE
KOMMBKOTEp. HapkmuTe «[flax, yTofbl coenaTh 3To
ceftyac, nnn <HeT:, yTolbl BEINONHWUTE NEPE3ArpY3KY
NOZHE BPYHHYIO.

YcTaHoBKa Secret Disk Agent ¢ NOMOLLbIO rpynnNoOBbIX NOIUTUK

Secret Disk Agent nonaep>Xx1MBaeT yCTAaHOBKY C MOMOLLbI 0O6bEKTOB rpynnoBbiX NONUTUK. [1ns 3TOro
ncnonb3yoTca nonutukn komnbtotepoB (Computer Configuration), a He nonb3oBatenein (User
Configuration).

[lns nonyyeHus noapobHoOM MHGOPMaLIMM O MpoLLecce YCTaHOBKM NMPOrpaMMHOro obecrneyeHns yepes
rpynnoBble NOJUTUKM 06paTUTECH K 0dULMaNbHOM AoKyMeHTauumn Microsoft no OC, ucnonbayemMoit Ha
KOHTpOisiepe fOMeHa.

HacTtporika SDA

Hactponka SDA Ha paboyein cTaHumm

bonbwasa yactb HaCTpoeK n onepau,mﬁ C 33LLIMCprBaHHbIMVI JANCKaMU Ha NO/1b30BaTe/IbCKNX
KOMMbKTEPAX BbINONMHAETCA aAMUHUCTPATOPOM Ha CTOPOHE CepBeEpa ynpaBieHus.

MNonb3oBaTtenb MOXET TONbKO NPOCMOTPETb YaCTb MOSIb30BATENBLCKMX HACTPOEK, OTHOCALIMXCA K CEaHCy.
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MHdbopMaumsa 0 HaCcTpoMKax HaxXoaMTCs Ha BKknaake llapamempesi ceaHca.

-4 Manens Secret Disk A

| Dcian I TManiw I SAEUHILEHHBIE KOHTERHEDS! | BeicTpeid soisos | [TapameTpel ceatca

MNapameTpel NoQKNIOYEHUA K CepBepy yIpaBneHna;

[
Y=

DNS wmA cepeepa; _sdms

Anpec cepeepa; | Serversde demo:2383

JononHuTensHsle NapaMeTpbl CE3HCE NoONb30EaTENR!

1. OTHPRIESTE CEEHC MPW NOGKMIDYEHMA TOKEHS

2. JaKpuiBaTs CEEHET MPW OTKMKYEHMWM TOKEHE

3. MNpenynpexnaTs Npy OTKIHOYMEHAN SEHATHI QMCKOE
4 OrtofpakaTs 3HaYOK Ha NaHENM Sagay

|[ Qmmena ] MpurmeHnTe

HacTpoiika knaeuww GbICTPOrO PearnpoBaHmUs HaXoAMTCA HA BKIAAKE bbIcmpbili 861308.

-4 Manens Secret Disk A

| cku I Mankia I JBUMILLEHHBIE KOHTERHEPE! | BEICTRBIA BEIZ08 | [TapameTpel ceaHca

Knasuwu BeicTporo BbIZ0Ba

{w
A MaHens Secret Disk
=

JaKpeITe ceaHo

11.4 HacTpoiKka GUKCMPOBAHHOMo NogkayYeHnA K SDMS

B Secret Disk Agent npenycMoTpeHa BO3MOXHOCTb HAaCTPOMKM afpeca M NopTa LWt3a KAMEHTOB. Eciu
3TU HACTPOWKM BbIMOAHEHbI, MOAK/IIOYEHME MO 3TUM NApaMeTpaM UMEIOT NMPUOPUTET NO CPABHEHUIO C
MOMCKOM CepBepa ynpaB/ieHusi Mo UMEHU cepBuca _sdms.

YT06bl HACTPOUTL PUKCUPOBAHHbIE MApaMeTpbl NOAKIKYEHUS K LLMKO3Y KIMEHTOB, Ha paboyei CTaHumK
B pasnene peectpa \HKEY LOCAL_MACHINE\SOFTWARE\Aladdin\Secret Disk NG 3apaite napameTpbl,

YKa3aHHbl€ B cne,u,yrou.l.eﬁ Tabnuue:

Umsa napametpa Tun gaHHbIX OnucaHue

SDMSServiceHostName STRING IP-agpec nnn uma cepsepa
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WUma napametpa Tun AaHHbIX OnwucaHue

MopT cepBepa (3HauYeHue AONKHO BbiTb NPeACcTaBAeHo B

SDMSServicePort DWORD
aecatmyHom popmarte)

11.5 YpaneHue Secret Disk Agent
11.5.1. YoaneHue Secret Disk Agent Bpy4Hyto

Insa ynanenuns Secret Disk Agent Ha pabouei cTaHUMK, HEO6XOAMMO BbIMONHUTL CleaytoLlimMe AeNCTBUS
C NpaBaMu aiMMHUCTpaATOpa:

1. B [laHenu ynpasneHus OTKPOMTE CMMUCOK YCTAHOBAEHHbIX MPOrpaMM.

2. Bbibepute B cnucke Secret Disk Agent.

3. Haxmute Ydanume, B OKHE NOATBEPXKAEHUS HAXXMUTE KHOMKY /d.

4. TlloaTBepauTe UK OTKNOHMTE yaaneHue N0KanbHOro XpaHunuia Hactpoek Secret Disk Agent.

Ecnu Ha koMnelomepe He 0cmanocs 3awu@pPo8aHHbIX Pecypcos Uau 015 HUX UMEemcs Kawoyu 8 6ase
0aHHbix SDE, Haxxume kHonky a 015 yoaneHus 10KaAbHO20 XpAHUAUWA Ha paboyeli cmaHyuu.

Ecnu Secret Disk Agent Ha KkoMnelomepe Moxem Obimb YCMAHOB/IEH 8HO8b U 3aWILGPPOBAHHbIE PECYPCbI
mpebyemcs coxpaHume, Haxmume Hem, umobsi coxpaHume xpanunuuje Secret Disk Agent Ha 3mom
KoMnslomepe.

Ynanenwe xpanuamwa Secret Disk Agent

Kpanwnnwe Secret Disk Agent cogepnt nHdopmauuo o
NONE30EATENAX, 3 TAKCKE 33LUNGPOBAHHEIE NO/B30EATENBCKME KOMUK
MacTep-KIroYEld salndpoeanHex guckee. [epeg ero yaanennem
yBEINTECE B TOM, YT Y BAc ANEC HE 0CTANOCE HU BAHOMD

33U pOEIHHOrD JUCKa, AMGO UMEHITCA PEIEPEHEIE KOMNM
MacTep-KAHYE BCEX OCTAFOLLWKCA 3N POBAHHER JMCKDE. ¥ A3NTE
xpaHunue Secret Disk Agent?

5. Mepe3sarpy3sute KoMnbtoTEPp.
11.5.2. YganeHwue Secret Disk Agent yepe3 rpynnoBble NOAUTUKM

Secret Disk Agent, yCTaHOBNEHHBIM C MOMOLLbIO FPYMNMOBOM MOMUTUKU, MOXKHO YAANUTb C €€ Xe
nomoubto. 1ng nonyyeHns noapobHoin nHdopmauumn 06 ynaneHuu nporpaMMHOro obecneyeHus,
YCTaHOBNEHHOr0 C MOMOLLbIO FPYMNOBbLIX NOAUTUK, 0BpaTUTECh K ODULIMANBHON AOKYMEHTALMM
Microsoft gna OC, ncnonb3yemoi Ha KOHTpOiepe AOMEHa.
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12. Paborta c Beb-noptaniom SDMS

UT06bI BOWTH HA aAMUHUCTPATUBHBIM Beb-nopTtan Secret Disk Enterprise, oTkpoiite B 6pay3epe
Internet Explorer cneayoluyto ccoinky: http://<uma cepeepa
SDMS>:8888/AdminWebClient/Default.aspx/.

Omkpeime Beb-nopman MoxHo 4epe3 cmapmosoe MeHto cucmemei: Start > All Programs > Aladdin >

AomuHucmpamueHeili Be6-nopman. Ccoiika 0ns obpaweHus K Be6-nopmany cozdaémes npu
ycmaroske SDMS.

Ha PucyHok 1 npeacraBneHa rnagHas ctpaHuua Be6-noptana. OcHOBHYt0 06nacTb OKHa 3aHMMalT
CCbUTIKM Ha pasfenbl, B KOTOPbIX CrpynnupoBaHbl kntodesble GyHkumm Secret Disk Management Server.

Secret Disk® Management Server . SDEDEMO\Administrator A Npenynpexaerun (37)

| [nasxaa Monb3osatenn Paboune craHyum Nucka IMOHWUTOPUHT b Al

e
% MNonb3oBaTenu @ PabGouue cTaHyuu E:/’ Aunckn

£ Ynpasnerne nonb3osaTenamm I, v Dat04MIMK CTAHLNAMK 55 Ynpasnetue avckamu
Ha3sHaueHne pnﬂél"l Nonb30BaTene, HBCTDDFWH JocTyna K BrinonHeHue ﬂﬂEDﬂLLM:’ C pabounmi CTAHUMAMK H JNCKAMK CNUCOK UCKOB N0 BCEM PabounM CTAHLMAM Eh\ETﬂhll‘( AOCTYTN K OCHOBHLIM ONepaLWam

BUDTYankHLIM UCKaN. ENOKWDOBKA NONb30BaTENEH 3alMPOBaHIE, PACLIMDPOBHIE, NEPELIMDPOBaHHE, OTKIIOUBHHE W

MepemMeLeHIe JMCKOB.

2. NobaeneHue nonb3oeatened |, NoGasneHue pabo4Mx CTaHUMA

[lo6aBneHue HOBLIX NoNk3osaTenei uz Active Directory [0GaBNeHHe HOBLIX PaGOUX CTAHUMIA
5

@l MoHUTORKHT ?”) BesonacHocTs Eﬁal AQMWHUCTPHUPOBaHWE
L:.

[ XypHan ayauTa & YnpaeneHue ponamm [zl MnaHbl 00CNyKHEAHUA
WH(opMaLIA 050 BC2X aMUHHCTPATUBHED: SHCTBHAX TpocuMoTp, pelakTHpOBaHKe, NoGaBneHue poneii HacTpoiika W 3anyck NNaka oBCIyKUBaHHA

nons3oBaTenei

[ AypHan npenynpexaeHni &, HacTpoiikn kpunTorpadum =1 [apameTphbl cepeepa ynpasnexns

WHDOPMALIAA O BOHKLLIMY COOLITUAX, TPEGYIOLMX MpocMoTp, peakTHpoBaHKe, [oGaBneHue HacTpoex AnA MNPOCMOTP TeKyLLMX NapaMeTpos: BEPCUA CEpBapa, BepcHA B[1, NapamMeTph! NPHBAIKY,
BMELIATeNLCTEA CreUuanicTa KPUITOMPAdHUSCKIX orep;um YCTAHOBNEHHLIE MOAYH NOCTABLMKOE KPUMTOTPAUM

3‘_1 HypHan KNUMEHTCKONA AKTMBHOCTH 42 Mactep-knioum B [z Hactpoiiku Secret Disk Agent

Wudopmalma o pabote nonk3osaTensi, ceaxcax MNpocMoTp cniucka MSE'&D'K’}CHGﬂ B[l NpepocTaBneqne Ha:Tpnf’ka napameTpos paGoTel Secret Disk Agent, NpUMEHABMLIEX ANA BCEX.
N0Mk30BaTENel, MCN0NE30BaHNN [JMCKOB. oneparopam npas JOCTyNa Kk Mactep-imodam BJl nons3oBatene.

[ 2ypHan nnanos oBGCNy:KMBaHIA 5 Muuensua

WHGOPMALIA 0 PACCHHXPOHIALIMYN Baskl AaHHEX SDMS 1 MPOCMOTP MHGOPMALIY 06 YCTAHORNEHHOI MALIeHIUM

Active Directory, npoBnemas ¢ KI4aMH W CEPTHRMKATAMA

Copyright @ 3A0 "Ananoud PIL" 1998-2018 BepcwuA 2.7.0.30 Ocucreme  [lomows  YCNOBUA MCMIONL30BAHHA

PucyHok 1 - nasHas cmpaHuya adMuHucmpamugHo20 Beb-nopmana
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13. YnpaBneHue pabodnmm ctaHumamMmuy SDE

[ins ynpaBneHus pabounmm ctaHumamu, Yyepes Beb-nopTtan nopaepKuBaoTcs cnepylolwme onepanmm 1
HaCTPOMKM:

[LobaneHue paboymx CTaHLMN.

[MpocmoTp cNMCKOB paboumnx CTaHUMN, X KOHPUIYpaLMM M NePEYHS 3aLUMLLEHHbBIX PECYDPCOB.
3anpoc KOH@Urypaummn paboymx CTaHUMM.

bnokunpoBaHue nocTyna K 3alliMiEHHbIM pecypcaM Ha paboymx CTaHLMAX.

BktoueHMe Mnun OTKIOYEHME KELWMPOBAHMS KNHOYEN Ha paboumnx CTaHUMSX.

YnaneHve paboumnx cTaHUMM.

A

Bce dyHKUMM, CBA3aHHbIE C yNpaBieHMeM pabounMmn CTaHLUMUSIMK, NPeaCcTaB/ieHbl B OTAENbHOM pa3aene
Pabo4ue cmaHyuu Beb-noptana SDMS.

!-1\3 Pafouyne cTaHuum

=, YnpaeneHue pabo4umMK CTaHLIMAMM

BrinonHexHue DI'IBDElLI,HE C pabourmMK CTAHLMAMK 1 JNCKaMA.

I# [obaeneHue padoyux CTAHLWA

NoGasneHne HOBLIX PabouMy CTaHLMA.

13.1 [obasneHwe paboumx CTaHUUIA

Mepeitoute K cnucky pabounx ctaHumi no ceoinke JobasneHue paboyux cmaHuud.

Komneromepel, yxe 3ape2ucmpuposaHHsie Kak pabodue cmaHyuu SDE 6ydym nomMeyeHsl cepbiM ¢pnazom
u HedocmynHsl 0151 8b160pa. Pnaz He3ape2ucmpupoBaHHbIX KOMNbOMepos bydem 6esnbiM.

Secret Disk'wm anagement Server . SDEDEMO\Administrator A Opeaynpexaesun (37)

masHan Monb3osaTend Paboume craHyun uckn M b A

C% YnpaeneHue paboumMu CTaHLMAMA 1 [o6aBnexne paGounx cTaHLi

SDE.DEMO Q, rowex

D S [ S

y "

T INWIN Computers

KNioYan NoAoTAENs!
A0TA ¥ SERVER Domain Controllers

WS1 Computers

Computers

Computers

WS3 Computers

Domain Controllers
Computers
ForeignSecurityPrincipals
Managed Service Accounts
Users

v
W
v
v

1. OtMmeTbTe KOMMbIOTEPbI, KOTOPblE HEOOXOAMMO 3aperncTpupoBaTh Kak paboumne ctaHumu SDE, n
HaXMUTE 3apeaucmpuposamse ebl6paHHsble.

2. Otkpoertcsa Bknagka Obwee B pasaene YnpasaeHue paboyumu cmaHyusgmu. BHoBb pobasneHHbie
paboune cTaHuMM ByayT CONPOBOXAATLCA NpeaynpexaeHeM "KnMeHTckas KoHQUrypaums He
nosyyeHa", KOTopoe McyesHeT nocae Toro, kak SDA Ha paboyei cTaHUMM COOOLLMT eé
KOH(Urypauuio cepeepy ynpaBneHus, Ha 4TO MOXeT NoTpeboBaTbCs HECKOMIbKO MUHYT.

YeegoMneHue

3anpoc Ha Nony4YeHne KINMeHTCKoR
KOHUIYpauun NocTasned B o4epeb
Ha BrINONHeHWE W GyoeT obpaboTaH B
TEYEHWE HECKOMBKUX MUHYT.

[ OK |
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13.2 CnuCoK 33perncTpupoBaHHbIX paboumnx cTaHumnin

[locTyn K CNMCKY 3aperncTpupoBaHHbiX paboumx CTaHLMIA BbINMOAHAETCS B pa3aene YnpasieHue
paboyuMu CMAHUUSMU Ha TNaBHOM CTpaHULe.

Secret Disk: Management Server £ SDEDEMO\Administrator A Opeaynpesgeruts (37)

naeHas MNons3osatenu Paboune craHyun Jucki IMOHUTOPHHT BesoenacHoCTb AIMWHWCTPUPOBaHHME

Cd Ynpaenehne paboquMn CTaHLMAMK [1 [obasnexne paBo4ux cTaHUMi
SDE.DEMO | Q. Mowcx |
HenasHo fobagnenHsle i b -
. Ynpasnenne Pasgensl, WMdpoBaHHbLIE AUCKA <4
y Orcopruposaso a
BKIOYaA NOOTAENL!
u BupTyaneHbix wndposadHLx auckos: 0 "
Domain Controllers ) Kanewrckan kondrrypaumn ne nonyewa,
Domain Controllers U Serverasde.demo (@ pasaence: 0 a
Computers
2, BupTvansHex windposarten auccs: 1
ForeignSecurity Principals O Computers
WS1@sde.demo (5 Paznenos: 2
Managed Service Accounts
Users |4 BupTvaneHeix windposakHen: auckos: 0
O Computers A KnnenTckas konduryaLIR He nonyeHa.
WS2@sde.demo (% Paznenos: 0
u BupTyaneHbix wndposadHLx auckos: 0
Computers
O ws3@sde.demo v (% Paznenos: 2
lNokasbiBaTh
d1 ) @ :
Copyright @ 3A0 "Anannud PJL" 1996-2018 Bepcna 2.7.0.30

Ocucremie  [Tomolle  YCN0BHA MCTIONE30BANHIA

Ecnu konuvecmeo 3anuceli 8b1x00Um 3a pamku 00HOU CMpaHuuyel, c1edyem 80CN0/1b308amecsi CMPOKOL
Hagu2ayuu 8 HUXHel Yyacmu CmpaHuybl.

[ins orpaHuyYeHus AMHbI BbIBOAMMOTO CMUCKA BblbepUTE OpraHn3aLMOHHOE NOAPA3AEEHNE HYXXHON
paboueii CTaHLMKU B CIMCKe CNieBa.

[ng nepexofa K KOHKPETHOM 3anuCcK NOMb3yMTECH CTPOKOM NOMCKA CNpaBa Hag, CMMCKOM paboumx
CTaHUMN.

13.3 WHbopmauma o paboyen CTaHUUN 1 AENCTBUA C HER

MHdbopMaumio o paboyer CTaHUMKM MOXHO NONYYMTb, NEPERaa No CCbiKe C €€ UMEHEM B l0OOM MecTe

nopTana.
Pabouan cTaHyma *
WS1
&
Bpema nocnegHero obpawenus K cepsepy  HeT faHHbIX
€Ha cepBepom 11/28/2018 4:1%:23 PM
OnepauynoHHan cuctemMa Windows 7 Enterprise
CN SDE.DEMO/Computers/\WS1
DnsName WS1.SDE.DEMO
NetBIOSName W31
BepcuA KnuenTa 26.1.1
SID {8-1-5-21-57670244-3977164145-2369127347-1603}

Hmetowmec:
Beezo 2 (0

AKTHBHbI: T T
He HaiaeHbl- HeT quckoB

AnbHbIE IMCKH AKTHBHBI &
agomke, 0 - cod) He HafgeHs HeT AMCKoB
He coanaHsl: HeT anckos

[ 3arperms |
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B MeHI0 npepacTaBneHbl CCbTKM HAa ANCKK, KOTOPbIE PACMONoXKeHbl HA BbiIBpaHHOM paboyer CTaHumu.
[locTynHbl NoApo6Hble LaHHble MO COOTBETCTBYIOLLEMY ANCKY (TE e AaHHble LOCTYMHbI HA CTPaHuLe
Paboyue cmaHyuu, Ha BKNagKe YnpasneHue).

[HerictBua ¢ pabouyer ctaHumen:

1. 3abnokupoBaTb.
bnokmpoBaHue pabouer CTaHUMM LeNlaeT HEBO3MOXHbIM [4Ji1F BCeX MO/b30BaTeNiel Ha Her
noaktYeHme 3almndpoBaHHbIX AUCKOB. [ocie BI0KMPOBAHUA 3Ta CCbINKA MEHSIETCS Ha CCbIKY

Pasz6nokuposams.
2. OTKNOYUTD K3LL.

MNpwu oTKNOYEHHOM K3Le paboTa C AMCKaMKU B aBTOHOMHOM pexunMme (6e3 goctyna k cepsepy SDMS)
6nokumpyetcs. [Tocne OTKNIOYEHMS K3LWA CCbITKA CMEHSETCS Ha CCbITKY BKAYUMb KIU.

I K3w Henb3s omkawoyume yBGWUWéHHbIX cucmeMHblXx OUCKO8, Y KOomopbiX OH 8ce20a BKJ/IHOYEH.

3. 3anpoc KoHbuUrypaumm.
Onepauus npegHasHayeHa ans NpUHYAMTENbHOM aKTyannsauumn ceeaeHuin o paboyer ctaHumm
nonb3oBatens. O6HOBNEHME AAHHbIX MOXET 3aHATb HECKOJIbKO MUHYT. YT0BbI yBUAETD
06HOBNEHHbIE AAHHbIE HAXMWUTE B MPAaBOM BEPXHEM Yy Ha ccbinke O6HO8UME.

4. Tlouck BUPTYaNbHbIX OUCKOB.
Onepaums npefHa3zHavyeHa Ans MOMCKA BUPTYasbHbIX AMCKOB BbIOpaHHOM paboyen cTaHumm
nonb3oBaTens.

13.4 BnokMpoBaHue u pa3bnoknposaHue paboyen CTaHUMK

BnokupoBaHue pabouyeit cTaHUMK NO3BONSET AOMUHUCTPATOPY OTKAKOUYUTL UCMONIb30BAHUE HA HEX
N0BbIX 3aWMILEHHBIX pECYPCOB ANA BCEX MONb30BaTENEN.

[nsg 6noknpoBaHus paboyein CTaHUMKU BbIMONHUTE Cneaylowme AencTBUS:

1. TepevipuTe No ccoinke YnpasneHue pabo4uMu cmaHyusMu Ha rnaBHom ctpaHuue Beb-noptana unm
B pa3gene Pabouue cTaHumm.

2. [epevipute Ha BKNAAKy YnpaeneHue.

3. Bbibepute HyXXHYyt0 pabouyto CTaHUMIO, HaXXMUTe 3abs10Kuposame.

Oduee Pazaenbl, WMdpoBaHHbIE AHCKM &
OTCOpTMPOEEHO:
. (&) 3abnoknpoeaTe
[ — DNpocmoTp cofbimuii .
U SERVER@sde.demo = # Yoanure
. 326N0KUPOBaTL
(RS |54, NpocMoTp cobbimwit ot

€ Yoanume

4. TlopTBepamTe LeNCTBUE, HAXKMUTE 3d6/10KUPOBAMS.

MNMogTeep#aeHue b4

Bbl AEACTBUTENLHO KenaeTe
3abNoKMpoBaTh PaboYyH CTAHLMID
"WS1"?

3abnokMpoeaTs OTmeHa

5. MHdopMaums o 3a610KMPOBaHHOM CTaHLMM 0TOBPA3UTCS Kak YKa3aHO Ha PUCYHKE HUXKE:

‘i@ Pazbnokmposats

rr: -
| e MpocmoTp cobemui P—
o W52@sde.demo &4, Doooromn coBlimit € Yoanums

Lnsa pasbnokuposarus paboyeli cmaHyuu nosib308amesis 8biN0JHUME me e Oelicmaus, Haxas KHONKy
Pazbnokuposame.
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13.5 YpaneHwe paboumx CTaHUMI NOb30BaTENA

YoaneHue paboyeli cmayuu U3 CNUCKA 3ape2ucmpupo8aHHbIX He NpUBooUm K YHUYMOXEHUK
3aWUUEHHbBIX pecypcos, HaX00aWUXCS HAa Hell, Ho 6oKupyem K HUM docmyn.

lpu 80306H0BMEHUU pe2ucmpayuu ynpasieHue pecypcamu 6ydem 80cCcmaHosaeHo, eciu UHGopMayus
0 HUX COXpaHumcs 8 10KaAbHOM xparunuwe Secret Disk Agent.

Ona yoaneHua pa6oqe171 CTaHUMK BbINOHUTE cnegyrwumne OencTBum:

1. Ha rnaBHOM cTpaHuUe nepenamTe No CCblIKe YnpasaeHue paboyuMu cmaHuusgmMu = BKnagka
Ynpasnerue.
2. Bbibepute pabouyto cTaHLMIO, KOTOPYO HEOBXOAMMO YAANUTb, HAXMUTE YOaaume.

p o .
s _ Pazbnokuposate

Oy - |5, Mpoomoto cobermmit bt

WS2@sde.demo §& Yoanute

3. B 3anpoce Ha noaTBEpXLEHUE HAXMUTE YOdiaums.

MoaTeepKAEHHE X

Bbl YBEDEHSI, 4TC XOTHTE YAANHTL
paGouyto CTaHUMK "WS2"?

YOanuTs OmmeHa
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14. YnpaBneHve nosib3oBaTenamMu

14.1 YnpasneHwve nonb3losartenamm SDMS

lleped ucnons3osaHuem 3aujuuieHHbIX pecypcos nod ynpasneHuem SDE u npuobpemeHuem dpyaux
ponell - Heobx00uMO 3ape2ucmpuposams yyemmeie 3anucu nose3osamesneti SDE. Cnucok umerowuxcs

ydemHslx 3anuceli cepgep ynpasneHusi noaydaem u3 Active Directory.

[ng y4éTHbIX 3anucert ¢ ponamu fllons3oeamens u Onepamop [OMKHbI 6blTb 3aperncTpMpoBaHbl
cepTudUKaTbl, KOTopble BYAYT UCMONb30BaTbCS 4S ayTEHTUPUKALMM STUX NOSb30BaTENEN.

I Pezucmpauyus yuémHsix 3anuceli u cepmugukamos — @yHkuus onepamopog SDE.

Bo3MOxHble AencTBUMS AGMUHUCTPATOpa B OTHOLWEHMM nonb3oBateneit SDE:

1. [obGaBneHue y4éTHOM 3anucu nonb3osatens B SDE.

Perncrpaums ceptudukarta ang ponu flonszosamens wnv ona ponv Onepamop.

[lpucBoeHne poner 1 ynpaBaeHue ponsmu.

HacTpolika nonb30oBaTeNbCKUX MOAUTUK.

bnokunpoBaHue 1 pa3baoknpoBaHme YY4ETHOM 3aMnCH.

Ynanenue y4yétHon 3anmncu 13 SDE.

[1pocMOTp XXypHasia CobbITUI, CBA3aHHOIO C Nnonb3oBatenamu (AdmuHucmpamopsi Ub, Onepamopsi
n Aydumopei).

No vk wN

14.2 [dobasneHue nonb3osatenen B8 SDMS

1. Ortkpo¥ite agMUHUCTPaTUBHbIN Beb-nopTtan - [Moas3oeamenu - LobasneHue nons3osamenetl.
2. OtmMeTbTe Tex nonb3oBatenei Active Directory, KOTopbiXx He06X0AMMO A06ABUTL B KavecTse
nonb3osatenei SDE.

Secret Disk’wm anagement Server . SDEDEMO\Administrator A Opeaynpexaesun (37)

masHas Monb3cBarenu Pabo4me cTaHyuu Nuckn M HE Be: b A

& YNpaBNeHue Nonb30BATENAMM 2 [lobaBnerue nonb3oBatened

SDE.DEMO Q nowcx

COD I L

Administrator Users
BKnio4an noAoTAenL! Administrator -
. sd-admin
Domain Controllers i Users
Computers sd-user1
ForeignSecurityPrincipals sdusert

Managed Service Accounts [l sd-userlo

sd-user10

Users
Users

Users sd-user2

Users
sd-user2

sd-user3

- Users
sd-user3

3. Haxmute [obasums 8bibpaHHsIX.

B cnucke scex nons3osameneli, Komopsix Heobxo00umMo 006asumsb, Moxem He 6bimb nosb3osamesneli
AD, co30aHHbIX 0mHocUmMenbHo HedasHo. Ymobsl 3acmasume cepsep SDMS 0b6Ho8UMb CNUCOK
nons3osameneli AD, e2o cnedyem nepesanycmume.

1. Omkpolime naHens Cepsep ynpasneHus Secret Disk Enterprise 2 Cmamyc.

2. Akmusupytime Oeticmgue [lepezanycmume.

3. Tlocne nepesanycka cepgepa SDMS obHosume cnucok nosns3osameneli 8 Beb6-nopmane ¢ noMoujbto
ceoinku ObHoBUMb.

14.3 Peructpauyua ceptndunkaTos nonb3osatenen SDE

1. OTkpo#Te agMUHUCTPATUBHDBIN Beb-nopTtan = lloss3osamenu = Bknagka Posu, cepmuguxkamoi.
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2.0

B cmpoke kaxdol yuémHod 3anucu SDE 6y0ym npucymcmeosams CCblIKU, N0380A5II0U4UE

3ape2ucmpuposames cepmu@ukam noas308amens uau cepmuguxkam onepamopa 048 3moii yyémHodii

3anucu, ubo NpocMompems paHee 3apezucmpuposanHblii cepmugukam.

Secret Disk’ Management Server

£, SDEDEMO\Administrator £ Npeaynpexaenua (37)

CnasHan Monb3oBaTenu Paboume cTaHLun Nuck MOHUTOPUHT Be3onacHocTb AOMUHACTPUPOBAHME

Ay YNpaBNeHUe Nonb3oBaTensam1 4 [obasneHue nonbioBatenei
SDE.DEMO Q TMowck
HepnaeHo noGaernettbie i ) A
Obuwee Ynpaenevue I; 4 LnchpoBaHHbIe ANCKH &
y OTCOPTUPOBAHO! -
BKnKYan nooTAENkI Ponu: Monsaosatens, Onepatop, AyauTtop,
AgmunncTpatop VB, 3anyck nnaxa CepTidukar onepatopa R0 1/25/201%
Domain Controllers Administrator 00  AreHT BOCC AredT  33perWCTDMPOBATE CEDTUDMKAT NONLE0BATENS
YNPaBnexA KpUnTorpacdmeit
Computers Ponu: Monkaosatens, OnepaTop,
EoreignSecurityPrincipals sd-admin ARMUHKCTPETOP VB, 3anyck nnama CepTubukat nonszoparens £0 8/5/2020
sd-admin 06U , AresT BocC AreHT  3apervcTpMpoBaTL CepTUDMKAT ONepatopa
Managed Service Accounts ynpasnerus kpunTorpadieii
Users
sd-userl CepTuchukaT nonkzoBaTens o 1/25/201%

sd-userl

Ponu: Monbaoearens
3aper1CTpMpOBATE CEPTUDIKAT ONEPATODa

2. Haxmute ccbiky 3apezucmpupogames cepmu@ukam nosab3osamesns UNn 3apeaucmpuposamse
cepmucgukam onepamopa B 3aBUCUMOCTM OT TOFO, KaKasi posib OyAeT NPUCBOEHA YYETHOM 3anucy B

JanbHenLWweM.

3. [lanee nocnenoBaTeNbHOCTb AEMCTBUI OyAeT 3aBUCETb OT PACMONOXKEHUS cepTUdUKaATa, KOTOPbIN
MOXeT ObITb 3KCMOPTUPOBAH M COXpaHeH B daiine, nmbo onybnukosaH B Active Directory:

Peructpauus ceptudukara us
daiina:

Boibepute U3 daitna, ecnu ceptudumkat
comepxutcs B panne.

Haxxmute kHonKy 0630p 1 Bbibepute dain
cepTudukara. Mocne Boibopa darina oH
OyneT NpoynTaH M CBeAEHUS O HEM ByayT
npencTaBneHbl Ha 3KpaHe.

HaxmuTe kHoONKy 3dapesucmpuposams

CeQnggUKam.
Secret Disk’ Management Server

Peructpauus ceptudukara us Active
Directory:

Bbibepute U3 Active Directory, ecnu ceptudukat
onybnukoBaH B Active Directory. CBeneHus o
cepTuduKaTax, UMeKLWMXCs y Y4ETHOM 3anncK B
Active Directory, 6yoyT npeactaBfieHbl Ha
3KpaHe.

BbibepuTe HYXKHbIM CEPTUPUMKAT U HAXKMUTE
KHOMKY 3apeaucmpuposamse cepmuguxam.

. SDEDEMO\Administrator A [penynpexaesua (37)

naeHaa Monb3oBarenn Paboyne CTaHUMK LACKH IMOHHTOPHHT BesonacHoCTL AIMUHHCTPUPOBAHHE

& YNpaBleHue Mnonb3osarensamMm & [oGasneHue nonssosarenek

sd-admin — peructpauua cepTudukaTa oneparopa

W3 thaiina
. 9
y KoMy Bblaan sd-admin
sd-admin (8/5/2020) Kem BblgaH SDE-DEMO-CA
NeAcTBUTENEH C 8/6/2018
NeAcTBUTENEH NO 8/5/2020

HaaHauetue

LuchpoBaHue Knovei

Uncppoean nognuce

ANropUTM NOANMCH shalRSA

MyGnUYHBIA KoY RSA-PKCS1-KeyEx (1024 6uT)

CepHitHbii Homep 34000000331A4291F0AE0731FC000100000033
Bepcua 3

posu Onepamopa.

Y 00H020 nonv3osamena mo2ym 6bims 00HOBpeMeHHO 08e poJu — nosis3osamens SDA u onepamop
SDMS. [ins cosmelyeHus poneli e2o cepmu@ukam HyXHO 3ape2ucmpuposams U Kak cepmuguxkam
nosie3o08amens U Kak cepmugukam onepamopad. Pecucmpayus cepmugukama onepamopa 015
yuémHoli 3anucu SD5 NET He npusodum Kk asmomMamuyeckomMy npucgoeHuto amoli y4émroli 3anucu

Ponb onepamopa dosmxHa bbime I8HO Ha3HavYeHa y4émHol 3anucu AOMuHucmpamopom Mb.
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14.4 HacTpoiKa AencTBUTeNbHOCTU cepTUbMKaToB

HacTpolika npoBepku AeNCTBUTENIbHOCTM CEPTUPMKATOB NPOBOAUTCS Ha PabOYMX CTaHLMSAX
nonb3oBaTeNen.

[ng npoBepkn pencrTenTenbHOCTH ceptudumkaTos B Secret Disk ncnonb3yoTcsa cnepytowme pasaenbl u
napameTpbl peecTpa:

—  AN19 NONb30BaTeNbCKUX MpUoXeHuii — napameTp "ValidateCertEnableFlags” (REG_DWORD)
BeTkn HKLM\SOFTWARE\Aladdin\Secret Disk NG\Admin;

—  ona cepsucoB — napametp "ValidateCertEnableFlags" (REG_DWORD) Betku
HKLM\SOFTWARE\Aladdin\Secret Disk NG\Admin.

I Ecnu napamemp "ValidateCertEnableFlags” (REG_DWORD) omcymcmayem, e2o cnedyem co30ame.
Bo3morKHble 3HauYeHun napametpa ValidateCertEnableFlags:
e 0 — npoBepka cepTUPUKATOB NONHOCTBIO OTKIIOYEHA;
e 1 — npoBepseTcs AENCTBUTENBHOCTL BPEMEHM HaYana W KOHLA AEMCTBUS CEPTUDMKATA;
e 2 — npoBepseTcs TONbKO AENCTBUTENBHOCTb LLEMOYKM CEPTUPUKATOB;
e 3 — OCYWECTBAAETCS MONHAs NPOBEpKa.

ﬂpoeepKa delicmgumesnibHocmu CEmed)UKama 8 coomeemcmeuu ¢ HaCMpoeHHbIMU napamMempamu
ocywecmessisemcsa npu Kawoom OMKpbImMuu ceaHca nosib3o08ameris.

14.5 T[IpuceoeHue ponein 1 ynpasneHne ponamMm

MNpu nobasneHnn nonb3osatens B SDE yuéTHas 3anucb No ymMonyaHuio npuobpeTtaeTt ponb
lNons3oeamens SDE.

MpucBOEHWE ApYr1x ponei MOXHO OCYyLLECTBUTb ABYMS CMOCOBAMM:

1-11 cnocob. HasHayeHue ponu(-ei) KOHKPETHOMY MOJIb30BaTENHO.

1. Ortkponre [lonszosamenu > Posau, cepmugukamei.
2. Haxmwute Poau.
3. OTtMmeTbTe ponu, KOTOpble HEOHXO0AMMO Ha3HAYUTL YHETHOWM 3anunCK.

Secret Disk: Management Server . SDEDEMO\Administrator A Opeaynpexaenus (37)

MaeHan MonbacBaTenu Pabo4me CTaHUMH Auckd IMOHWTOPMHT BesonacHoCTL AIMHHWUCTPHPOBaHKE

& YNpaBNEHUE Nonb30BaTenamn 4. [obagneqne nonb3oBarenei

sd-user1 — ynpaeneHwe ponsmu

Mons3oBaTens

[Clonepatop

Claynurop

[ AnmunHuctpatop M6

[[I3anyck nnaxa oGcnyxusanua

] Arent Boccranoenetmna

] ArenT ynpaenenna kpuntorpadueit

4. Haxmute CoxpaHumes U3MEHEHUS.

2-1 cnocob. YnpaBneHue CNMCKOM NOSb30BaTENEN A1 KOHKPETHOM ponu.

1. Ortkpo#nTe pasgen bezonacHocms v BbibepuTe CneBa HYXHYH pob.

3A0 "Anappuu P.A.", 1995—-2019 . PykoBopacTBO agMuHKUCTpaTopa My6nanyHbIn Crp. 54 /96



Secret Disk Enterprise 2.7 2.0

Secret Disk’wm anagement Server . SDEDEMO\Administrator A Opeaynpexaesun (37)

be3onacHocTs

& YNpasneHue ponsamu = HacTpoiikn KpunTorpadmm A Mactep-knioun Bf

VnpagneHue Monb3oeatend

f Penakiuposarh I:h Konuposate 3§ Yoanute

BCTPOCHHLIE PO MoMb30BATENb, MOKET MOHTUPOBATH AUCKM
Mone3oBatenk Monezoeatenn n
TOp C Ponm Npouee
MpouwTaTe (aMcoK) CepTwdHKaTe MPOYMTATE (CIMCOK) o OTkpems ceanc
Cosgame nonk3osaTenii:: Coapars
HUBAHNA (33perucTpHpoBaTs) MIpOLHTATL (CrivcoK) —
[P— Ceprincares
R - R o nonb3oBareneii: MamMeHmTE
AreHT ynpaBneHus KpunTorpacgmer [T e—— [ I

CepTrdmKkaTel nonk20BaTENI0

2. B npaBoit naHenun neperigmTe Ha BKIaaKy [lone3oeamesnu. B okHe GyneT BbiBeAEH CMMCOK
nonb3oBaTeNen, MMeLWUX BbIDPaHHYO posb.

.
Secret Disk’ Management Server £ SDEDEMO\Administrator 4 Opeqvnpergenua (37)
& YNpaeneHwe ponamu = HaCTOmM KPUNTOrpAMHK p MacTep-knioyn b
[ rore
O YOpaTL U3 3Toi ponu [06aBNTE NoNb30BaTeNeil. .

BerpoeHHsie ponu

=== B
Monb3oBatens

[[)sd-admin sd-admin
[sd-user1 sd-usert
[[sd-user2 sd-user2
[Csd-user3 sd-user3

MoxasbiBatb
3. Haxmure ccoinky Jobasume nosib3osamenel = OTMETbTE NONb30BaTeNEN, KOTOPbIM HE06X0AUMO
Ha3HauuTb ponb > Lobasumes 8bI6PAHHBIX.
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I [oGaeneHke nonbL3oBaTenen b4

| Q Mowck |

H Hmr OTtaen AonwHOCTE MoapaspeneHue
Administrator Users
sd-admin Users
sd-useri Users
sd-user2 Users
sd-user3 Users

lMokasbiBaTh

41 P =@

)

( NoGaeuTe BLIDpaHHLIK I ( OmMena )

lNons3o0eameneli MOXHO y0w7umb u3 posu, ommMmemus Ux 8 CnUCKe U Haxas Ccbl/iky y6QClmb u3 amoti
posau.

14.6 HacTponKa Nnonb3oBaTeNbCKUX NOANTUK

14.6.1. iameHeHne rnobanbHbIX (0OLMX) NOANTUK ANA BCEX NOMb30BaTeNen

OcHoBHble HacTporiku Secret Disk Agent penatTtcs ueHTpanu3oBaHo B Beb-noptane SDMS nyTtém
M3MeHeHus obLLel NOAUTUKM NS BCEX MOSb30BATENEN M U3MEHEHUS HACTPOEK A/15 KOHKPETHOrO
nonb3oBaTens.

1. Ha rnaBHoli cTpaHuue Be6-noptana aktueupyite ccobinky Hacmpodku Secret Disk Agent wnu
nepenanTe No ccoinke AOMUHUCmpuposarue / Hacmpolku kaueHmos.

A |

% Pabouune cTtaHuyum Evg’ ; ucku

., Ynpasnewue paboummn CTAHUMAMK

| Inaran  [Monbsoeatenu  PaGoune ctabuymn e |

& Mone3osatenn

£ Ynpaeneuue nonb3oBaTenaMm

i

55 Ynpasnenme auckamu

Hasriaverie poneil nonssosaTenes, FaCTpoiita AOCTYNa &
Ul AncCEam. i

-

[IoBaENEHHE HOSED: NONBI0SATENER M3 Active Directory.

ul MoHUTOpUHT

) ZKypHan ayauta

060 Bcex

AeifeTBMRX.

- 2KypHan npenynpexnexui

HHBODMAUNA 0 BOSHHILLIX COBLITUAX, TPEGYIOLIK
EBMelATENSCTES CRELMANIETA.

£ HypHan KNUeHTCKOA aKTMEHOCTH
Wrpopuaiya o paboTe nons3osaTene, ceaHeax
ONBSOBATENEH, WCMONB30EAMMN AHCHOS.

L 2KypHan nnavoe obcnyxieanna

MHGIODMALNA 0 PACCHIPOHSALMN G35kt AaHHEX SDMS 1
Active Directory, poBramaX c KII04awst M CopTBHKATAMM

BHnOnHEnne onepauyi ¢ PADI-HMN CTAHLMAMY W AUCKAM

=

[L0GAEIEHHE HOBEDX PABOYHX CTAHLI.

@ BesonacHocTe

B Ynpaenewue ponama

MpocaoTp, peparmposanine, f0Gasnenue ponei
nonksoBarencit

/e, Hacporikn kpuntorpadim

MpocmoTp, peaarTHpoBaHne, A0GaENEHHE HACTPOEK ANA
KpunTorpabecr onepap

MpocaoTp enucsa macTep-iowedi Bf). MpegocTasnene
onepaTopam Npas AocTyNa K MacTep-kKcam B[l

CAMGOR ANCKOB N0 BCeM PaGoMA CTanumAM. BICTPEI AOGTYN K OGHOBHSIM OrEpaLA

€ puCKaI pact

NEpEMEILIEHIE HCKDE.

EI AnMUHUCTPUpPOBaHNE

|- [naHk o BAHMA

HacTpoiixa u 3anycK nawa oBCyAHBaHuA.

[y [apameTpel cepeepa ynpaenexus

OTRAIGHEHME N

TpOCMOTP TekyLUHX NAPAMETPOS: BEPCHA CEPBEDa, BEPCHA BIl, NapaMeTpLl NPUBASKY,

JCTRHOBNGHHI MOAYTTH NOCTABLAROS FPATTOPachHML

™ = Di

HacTpodixa napameTpos padoTe Secret Disk Agent, NpuueHICMEDX 5 BCEX

nonssosatenes

& Muyensna

MIPOCHMOTP WHBOPMILINA 05 YCTAHOENEHHON NMLiEHSHH.

2. YcTaHOBMTE HEOOXOAMMbIE HaCTpOﬁKM rnoBanbHbIX NONUTUK, NPpUMEHAEMBIX N9 BCeX

3A0 "Anapamu P.A.", 1995—-2019 r.

PYyKOBOACTBO agMMHUCTpaTOpPa

nosnb3oBaTenen, ans KOTOPbIX HE YyCTaHOBNEHbI MHOMBKUAYAIbHbIE HaCTPOIZKM.

My6aunyHbIi
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decret VISK Management Server
[maexan

& Mnanut obcnysmBanua

Nonsaosatenu Paboune cranym | [ucin

MoHuTopuHr

% [apameTtphl cepeepa

2.0

2 SDEDEMO\Administrator i Mpegyn) eHrA (21

FEELOETC o AMUHHCTPHPOBaHHE

T Hactpolikm knuenToE = [lnyessua

anaanem‘le rnoGanbHbiMWU NONUTUKaMW Nonb3cBaTenen

MapameTpel 3aWMLLEHHEIX PECYPCOB

PaspelunTh k31U Koueil 2aLLMILIEHHLIX PecypCoB

CoafaHue 3alMILIEHHLIX KOHTEHEpPOoB:

[ocTyn no cemn k JALMLEHHBIM CMOHTHPOBAHHLIM QUCKaM.

3aumra nanok:

MapameTprl oToGpakeHHA

OTobpaxate 3HaYoK B Tpee:

Mpeaynpexaats b OTKMO4EHM 3aHATHLI UCKOS:

I'IpaBMna paﬁo‘rbl CO CHEMHBIMA HOCUTENMAMK

3anMCcLIEATE B CHCTEMHEIN I'CI'CZ\-O":‘L‘EH-IH 0 AeHCTEMAX CO
CHEMHEIMW HOCUTENAMM:

Mpaeuna 3anucu AAHHLIX HA ChEMHLIE HOCUTENN

Mpaenna paGoTe! ¢ 3NEKTPOHHEIM KIKYOM

c:‘TFp:IB.{Tb CeaHC Nonk30BaTenA NpyU NOAKMIOYEHHH 3NeKTPOHHOro
KIioya

Ona
(® HeT
(@ Pazpewnts

) 3anpeTuTe

@ Pazpewmrs

() 3anpeTMTe

®na
() HeT
®na
O et

(® 3anuceiBaTh AHCTBUMA B CUCTEMHLINA Nor

() He sanncuiBaTs AEACTBHA B CUCTEMHBIA NOT
(O 3anpeTuTs 3anuch

(®) 3auMuaTs 3anucsIEaemble AaHHbIe

() He ycTaHoENEHE!

®na

I HeT

3. Bce HacTpoitKM MOXKHO BEPHYTb K MCXOAHbIM 3HAUEHUSM, HAXXaB KHOMKY YcmaHosums no

YMONYAHUIO.
4. Haxmute CoxpaHumes U3MEHeHUS.

14.6.2. A3MeHeHMe NONNUTUK A4NA KOHKPETHOro rnoJb30BaTenA

1. Ha rnaBHoM cTpaHuue Beb-nopTtana akTUBMPYITE CCbIKY YnpasieHue noas6308amenamu Unm
nepewTu B pa3aen [losb3os8amenu U3 OCHOBHOIO MeHt Beb-noptana - Ynpasnenue > Hacmpoliika

noaumuk.

2. Bbibepute ucnonbsoBaHuMe 06LWen NOAUTUKM, HAXKAB MCNo/1b308ame N0/16308AMENLCKYIO NONUMUKY,
€Cn A9 3TOro NoNb30BaTeNst UHAMBUAYANbHbIE HACTPOMKM eLLE He MPUMEHSUCD.
3. CaMoCTOSTENbHO BbIMOAHUTE HACTPOWMKY NMOMUTUKK U HaxkMuTe COXpaHumMe U3MeHeHUs.

I M3meHuswiuecs HaCMpOUKU 8cmynsm 8 Cusly nocie omkpsimus Ho8020 ceaHca Secret Disk Agent.

14.7 BnoKMpoBaHWE 1 pa3bNOKNPOBAHME YHETHOM 3aNnCK

bnoknpoBaHue pabouyei cTaHUMKM No3BONSET AODMUHUCTPATOPY OTKIOUYUTL MCMONb30BaHME HA HeN
N06bIX 3aLUMILEHHBIX PECYPCOB A5 BCEX MOSIb30BaTENEN.

YT106bI 33610KMPOBaATL paboyyH CTaHLMIO BbINOHUTE Ceayowme AenCTBUS:

1. T[lepeiipgute No ccobinke YnpasaeHue paboyuMu cmaHuusmMu Ha rnaBHOM cTpaHuue Beb-noptana nnm
B pasgene Pabo4ue cmaHyuu.
2. [lepeiauTe Ha BKNaAKy YnpasneHue > 3ab/iokuposame.

sd-admin . . . (&) 3abnokuposars
. p p s DACTDOWKS NONWTHK
<d-adimin [, MpocmoTp cofibmuii [\ Hacrporika nommmik poST—
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3. TloaTBepamTte LeNCTBUE, HAXKaB 3d6/10KUPOBAMS.

MoaTeepAaeHue b4

Bl 4eACTBMTENBHO KenaeTe
3a0N0oKMpOoBaTE NONkL30BaTend "sd-
admin"?

JabnokMpoeats OTtmeHa

Lns pazbnokuposku yyemHol 3anucu Heobxo0uMo 8bINOSHUMb MY e NOC1e008amesbHOCMb
Oelicmsull, Haxas cculnKy Pazbnokuposame.

14.8 YpaneHue y4eTHoM 3anucun u3 SDE

Mpu yoaneHnn y4€THOM 3aNMCK NONb30BATENS NPOUCXOAUT CTUPAHUE 3aperncTPUpOBaHHbIX
CEpTUPUKATOB U yaaneHne y4ETHOM 3anNnCKu 13 CNUCKOB POJiei. 3alUMLLEHHbIE pecypCbl pabounx
CTaHUMIA, CBA3@HHbIE C YYETHOM 3aNMUCblo, HE yaanaTCs. ALMUHUCTPATOP MOXET NPefoCTaBuTb AOCTYM
K HUM LpYrMM Nosb30BaTENsIM.

[ng ynaneHus y4€THOM 3anMcu Heobxoammo:

1. OTkpbITb BKNAAKy Ynpasnerue B pa3nene [lons30eamenu.
2. HaiTtn B cnincke HYXXKHYI YYETHYIO 3aMMCb M HAXaTb CCbUIKY Ydanume.
3. [loaTBEpAMTb AN OTMEHUTb yaaNneHue YYETHOM 3anucu.

MNoATEEpHAEHHE x

Bbl YBEEPEHbI, YTO XOTUTE YOANUThL
none3osarensd "sd-admin"?

YOanuTs OmmeHa
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15. YnpaBneHue 3alnLLeHHbIMUN pecypcamMm

15.1 [obasneHune 3aWmLLEeHHOro pecypca nonb3oBaTento

[ins nob6aBneHuns 3alWMLLEHHOrO pecypca KOHKPETHOMY NOb30BATENIO BbIMONHUTE CeaytoLime
nencTeus:

=

MepenonTe BO BKNAAKy YnpasneHue duckamu.

2. BbibepuTe HYXHbIM AUCK U HAXKMUTE Ha HEro.

3. B okHe YnpasneHus pasdenamu, duckamu 3anfmTe BO BKNAAKy [lons308amenu.
4. Haxmute Lobasums nonviosamened.

Secret Disk” Management Server . SDEDEMO\Administrator £\ Npenynpeskaenya (37)

rnasxas Monk3oBarenu Paboune cTaHum Aucka MOHUTOPUHT Be3onacHocTs AMWHUCTPHPOBAHNE

C& YnpagneHWe pabouWMn CTaHLMAMA 1 [lobanexne paGounx CTaHLIMA

WS1 — ynpaeneHue pasaenamu, UCKamMn

Ynpaenexue Onepauyn & OBHOBUTL

Pasgensi CRucoK oTCopTHD:

A A 0BaBUTL Nonb3oeatened.

wgime He yomanosneHs
sd-user3

@ 3anpetuts focTyn
Disk2 (F7) sd-user3
' Bawupposan

ChéMHLIe HoCHTenM
HeT ChEMHLIX HoCUTeNel
BupTyanbHeie WAHPOBAHHLIE AHCKH

(ByxBa He Ha3HaueHa)

@ Yywod (we 100 yrpasnenues cepsepa |

] (He nod ynpaenenuen cepsepsa |
3awmibposaHHbIe naru

Het nanok

< [100aB!Th HOBbIA BUPTYANbLHbIA AMCK
G BepHyThCA Hasag )

5. BbibepuTe U3 cnncka Nonb3oBaTenei, KOTopbiM HEOBXO0AMMO NPEAOCTaBUTbL LOCTYN K BbiIGpaHHOMY
ancky. Haxmute Jobasume 8bi6paHHbIX.

| WBJ’IEHH& nonkL3oBaTensn i |

|' Q, Mouck | [] nokasbiBaTb nonb3oBaTeneii TONLKO C 3Toi pado4eil
\ CTaHUMK
H HWmna Otgen JonxHOCTE Moapaspenedne
[0 Administrator Users
O sd-admin Users
O sd-usert Users
O sd-user2 Users
sd-user3 Users

MokassiBath
d1p EEJ ros0 o100

l\_ [obSaBuTE BRIGPaHHELX ;1 l\’_ OTmeHa /1
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15.2 CnuWCOK 33WMLLEHHBIX pecypcoB paboymnx CTaHuun

Cnuncok 3aWmLLEHHBIX PeCYPCOB BCEX TUMOB, HAXOAALLMXCS NOA, ynpasneHuem cucteMbl SDE,
npeacrtasneH B paspene Jucku Beb-MopTana.

- © R
Secret DISk Management Server . SDEDEMO\Administrator A\ Npenynpesknenua (37)
‘ naeHas Mone3sosateny Paboune cTaHymm P B Al |
J ) ) ) |

YnpaeneHve guckamu Q noncx &

[Bee Tune: v| [Bee cratycu V|

e R S R
Pasgen Ha CbeMHOM . DB i -

m} ocHTene ‘i He sawmgposat neiicTBUA
Pasjien Ha CbEMHOM - - i

] . & 3alWndpoBaH s0-User DEACTBUA v

O CUCTEMHBIA pasgen "l 3alMTa He yCTaHoBNeHa [EeACTBuS v

O TNMoruueckuit pazgen & He 3aww [EACTBUS v
BuUpTyanbHbIA AMHaMUHECKUil "

O MK neiicTeus v

0o EI\J\}:-\ ANbHBIA AMHAMAYECKUT elicTENA -

[m} CucTemHbIA pasaen OEACTEUS v

] TNoruueckuit pasgen NeACTBUA v

[m} 3awmdgiposadHas nanka [eAcTBus v

O 3awmdgpoBaHHan nanka [EACTEUS v

ynpasnexns)
d g V lMoka3skiBars R

Copyright © 3A0 "Anapu PIL" 1998-2018 Bepeun 2.7.0.30 O cwcredse) TCToWGRE | YCABHU ket ddars

Tabnuua npencTaBaseT Haubosee NOMHYI0 MHPOPMALMIO O 3aLUMLLAEMBIX PECYPCaX, X COCTOSIHUM,
MECTOHaXOXAEHUMN U UX MONb30BATENSIX.

Pecypcbl MOXXHO OTMNLTPOBATbL MO TUMY U CTATyCy, @ TakXKe CAenaTb TEKCTOBbIM MOUCK MO UMEHM
pabouyeit CTaHUMM M UMEHM AMCKa.

M3 cnucka ynpasnaeMbixX pecypCoB MOXXHO BbINMOJIHUTb cnegyrumne nepexonbl 1 nencreums:

1. [lepeiTn K KOHPUrypaLMKU U yNpaBNeHUIO paboyer CTaHLMeN, HaxaB Ha UMS paboyen CTaHLuuK B
KonoHke Paboyas cmaHuus.

2. [lepeWTn K KOHOUrypaLMmM U YyNPaBAEHUIO AUCKOBLIM Pa3fenoM UNu BUPTYanbHbIM AUCKOM, HAXaB
Ha uM$s pecypca B KonoHke Juck.

3. BbinonHuTb peiicTBMeE HaA BbIGpPAHHbIM PECYPCOM, HAaXaB Ha CMUCOK AEMCTBUIA B CTPOKE pecypca.
B MeHto nepeuncieHbl 4eNCTBUS, KOTOPbIE MOXHO BbINOAHWUTL B OTHOLEHUK pecypca (AOCTYMHble
[encTBua ByayT TaKMMU XKe, YTO M Ha CTpaHuLLEe YNpaBNeHUs pecypcom).

15.3 CnunCoK 3aWNLLEHHBIX pecypcoB Nob30BaTeNA

[nsg oTobpaxeHUs cnMcka pecypcoB, K KOTOPbIM MMeeT AOCTYN KOHKPETHbIM nonb3oBatenb SDE
BbIMONIHWUTE C/leayloLlee:

1. OrtkponTe Bknaaky Obwee B pasgene [losb3osamenu.
2. HaxmuTte Ha ccbinky Juckos: XX B CTpOKe Noib30BaTeNsl, NOC/IE YEro OTKPOETCS CMCOK PeCypCoB,
K KOTOpOMY MMeeT A0CTYN BbiIOPaHHbIM NOAb30BaTEb.

B pazdene moxHo 3anpemume 0ocmyn K OUcky. [ns 3mozo Haxmume 3anpemums docmyn u

nodmeepdume delicmsue, Haxas [a.
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Secret DiskE Management Server . SDEDEMO\Administrator £\ Npenynpeskaenya (37)
Cnasxan Monb3oBarenn Paboune cTaHyum Aucka IMOHUTOPUHT Be: Al
A YNpaBNEHWe NoNb30BATENAMN £ [obaBneHue nonk3osarenei

sd-user3 — ynpaeneHue pasgenamu, AUckamm

MeTka Paboyan cTaHUnA CocToRHMe
Paznens!
(% Disk2 (F)) — 1021 MB WS 3awmposaH @ 3anpeTuTs goctyn

( BepHyTLECA K CUcky |
o

15.4 CTpaHuua ynpaBneHuA 3alMLEHHbIM pecypcoM

Tak KaK Kaxabli 3aWMLWEHHDBIA pecypc pasMeLléH Ha pabounx CTaHuMaX, CTpaHMLA ynpaBneHus
3aLMLLEHHBIM peCypCOM 0TOBpaXKaeTCs Kak HaXoAsaLwancs B pasfaene pabounx cTaHUMiM.

B npaBon 4aCTU 3KpaHa BbIBOAUTCA CNUCOK OpYrnuxX pecypcos TOM Xe pa6oqe171 CTaHUUK, roe HaxoanTca
ynpaBnseMblin pecypc.
BKJ'Ia,lJ,Ka [lonb30eamenu No3BONSET BUAETb CMIMCOK I'IOJ1b3OBaTEﬂel7I, MMEeKLWKnX A0CTyn K BaU.I,I/IIJ.I,éHHOMy
pecypcy.

Secret Disk” Management Server . SDEDEMO\Administrator A Mpenynpesxaenns (37)

rnasHaa Monb3oBarenn Paboune CTaHLMM uckd IMOHWTOPHHT Be3onacHoCTL AIMHHACTPHPOBAHKE

T Ynpaenenwe pabouMMK CTAHLMAMM [l [oGaenetine paboumx CTaHUMA

WS1 — ynpaeneHve pasgenamu, guckamu

YnpaeneHue ONb30BATENN Onepaumu & ODHOBUTL

Paagensl CNUCOK O 05aBUTL NONbL30BATENSN.

R Jaupma ve yemanosnena ccusers P

3anpetuTs gocryn
) sd-user3
+ Bswudposan

ChéMHBIE HOCHTENH
HET Cb&MHbIX HOCHTeNel

BupTYanbHbie WK(POBAHHBIE MCKH

(Byxs.

& oxa (v eM cepeepa |

Luna (Z')

@ Yol (e 100 ynpaenesues cepeepe |
3awntpoBaHHbIe NankK

HeT nanok

< [00aBWThL HOBbIM BUPTYANLHBIA AMCK

C BepHyThea Ha3aa )
e

Bknagka OHEQGQUU COAEPXKUT UCTOPUIO onepau,mﬁ C Bbl6paHHbIM pecypcom. Te onepaunu, KoTopble
eLlE He HaYyaMCb UM HaXoaaTcs B npouecce NCNONHEHNA MOXXHO OTMEHMUTD.
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OmmeHUMb WuUGpPosaHue OUCKA 803MOXHO 8 C/Iy4ae, NOKA paboyas CmaHyus noib308amens He
NPUHAAA 3aNpoC HA WUPPOsaHue.

Secret Disk® Management Server 0, SDEDEMO\Administrator A\ Mpenynpesknesus (37)

rmasxan Mons3osarenu Paboune craHyumn Auckn MOHHTOPHHT BesonacHoCcTL ALMUMHACTPUPOBAHNE

L} YNpaBneHke pabouMMK CTAHUMAMH C1 [HobaeneHue pabo4ux CTaHLMIA

WS1 — ynpaBneHve pasgenamu, guckamm

PrITES
YnpasneHue Monb3oBaTeny e

& 3awwdposaHne Aucka

Pasnens
3asepwena 11/28/2018 42440 PM
i Sawwma He yemanosnera

END
2 y
ChLEMHLIE HOCHTENK

HeT CbEMHBIX HOCHTENEH!

BUpTYyankHeie WHQPOBAHHEIE AHCKH

3awudposanksie nanku

HeT nanok

< [10G2BUTb HOBLIA BUPTYaNbHbIR AUCK

BephyTbCA Hasan

Copyright © 3A0 "Ananauu P /1" 1998-2018 Bepcua 27.0.30 O cucteme | oMol YCNOBMA HCNONLI0BaHWA

Ccbinka Lobasume Hogeili 8UpmyaneHeix OUCK NpeAHa3HaYeHa ans Co34aHUs HOBOMO 3aLUMLLEHHOTO
pecypca — BUPTyanbHOro AMCKA, TaK Kak TOIbKO 3TOT TUM pecypca MOXET BbITb CO34aH
AOMMWHUCTPATOPOM HENOCPeACTBEHHO M3 Beb-nopTana.

[lns co3gaHns BUpPTyaNbHOMO AMCKA HA BbIOpaHHOW paboyeli CTaHUMK BbIMOIHUTE CeaytoLime
nencreus:

1. TMepevipute no ccoinke Jobasume HOBbIL 8UPMYANbHBIL QUCK.
2. 3anonHute GOpMY CO3A4aHMS BUPTYaNbHOrO AMCKA.

I He 3abydsme npedocmasumes docmyn K supmyanbHoMy GUCKY nosis3oeamensim!

3. Haxmute Co3dames s8upmyanbHbil QUCK.
4. [oxauTecb OKOHYaHUA CO34aHMUSA OUCKa.
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Secret DiSI( Management Server

CnasHan Mons3oBaTenu Pabouwne cTaHun

Aucka MOHUTOPHHT Be3onacHocTb ALMUHUCTPUPOBAHUE

C} YnpaBneHue pabo4MMi CTaHLMAMN Tl [oGaenetive pabouux cTaHLWi

WS1 — co3paHue 3awmbposaHHOro BUPTyanbHoro gucka

ANropuT™ WugposaHua \AES - 256 But - Microsoft Enhanced CSP v\

MyTs ‘$(AIIUsersDalaFo\der)\29'11—13 16-51-1.vd ‘ MoAcTaHOBKH

MeTka [

Bykea

® ABTOMATHYECKN HAZHAYAETCA KIIMEHTOM

(UVKasblBaeTCA ABHO E. v

®aiinosas cuctema NTFS v

Twn aucka

MHAMUYECKH PACLIMPRIOLYMACH A0
1

© ¢ PHKCMpOBaHHBIM pasMepoM

B v

MUHUMANEHEI pasMep co3aBasMoro Jucka - 100 M5
MaKCMANLHLI Pa3Mep CO3/IABABMAND IMCKa - 2097151 MB.

TpenocTasuTs A40CTYN

[] sd-admin (sd-admin)

[ sd-user3 (sd-user3)

Mons3oBaTENN

Co37aTh BUPTYanbHSIi gucic Otmena

Bepcwa 2.7.0.30

15.5 Onepauuu C NorM4yeckMMn pasaenamm

$(SystemDrive) — CHCTEMHEI ANCK
S$(AllusersDataFolder) — MNanka Bcex Nonb3oBaTenei
$(UserDataFolder) — Manka nonb3ogarens

£, SDEDEMO\Administrator

O cucreme’

2.0

s Mpenynpexaenna (37)

HeMdiw’V | YEADENA MCTIONEI0BEHHA

Pazpen 3anoMuHatowero ycTpoicTea, nepes HavyanoM MUCrosib30BaHMS ero B Ka4ecTBe 3aWMILEHHOM0
pecypca nog ynpasneHueM SDE, nonxeH 6b1Tb co3aaH M oTdhopmaTnpoBaH cpeacteamu OC.

Ecnu nornueckuin pasaen ewgé He 3awmbposaH Mau Bbin 3awMGpoBaH 1 pacluMdposaH cpeacTsamu
SDE, Tako# pa3gaen He ABNAeTCs 3alUMILEHHBIM M EAMHCTBEHHAA ONepaums, KOTopas MOXET 6bITb C HUM

coenaHa cpeacrtsamu SDE - 310 onepauumsa 3awmndpoBaHus.

C 33UJMquOBaHHbIMM Norn4yecknmMmn pasgenamMmu BO3MOXHbI cneayrouine nencTeums:

1. YnpasneHue npaBamu AOCTyNa Nonb3oBaTenen.

PacwundposaHue.
MNepewwndpoBaHue.

MNepemelieHue.
JKCNOoPpT KItoua.

oV AN

15.5.1. Onepauua wndbposaHnA

OTcoenouHeHue 1 NoacoeanHEHME.

1. Onepaums 3awndpoBaHMa ANCKOBOrO pasfena 3anycKaeTcs KoMaHaon 3awugposams U3 3KpaHa
yrnpaBieHus pecypcaMu paboyeit CTaHUMM UK U3 MeHI0 AeiCTBUIA pasgena Jucku.

3A0 "Anapaunn P.O.", 1995-2019 .
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2. Ha oTkpbiBWEMCS 3KpaHe 3almndpoBaHNg pasaena HeobxoaMmMo BbiOpaTh Nonb30BaTeNEN,
KOTOpbIM ByaeT npefocTaBneH AOCTYN K 3aWndpoBaHHOMY pecypcy.

WS1 — wndpposarne pasgena Disk2 (F:)

Pazgen (F:) GyoeT 3aluMpoBaH.

ANTOPUTM WM POBaHUA |AES - 256 BuT - Microsoft Enhanced C5P 4
WMHhopMaLma o pazaene pasMelleHne Ws1

MeTKa Disk2

ByKkBa F:

thainoBan cucTema NTFS

pasmep 1021 MG

MpepocrasuTs AoCTyN [ sd-admin (sd-admin)

sd-user3 (sd-user3)

[Monk3oBaTen. ..

3awwdpoeats pazgen OTMeHa

Mocne Havana 3awmndpoBaHus cepeep ynpaenenns SDMS co3pacT 3apavy 3awmdpoBaHus pasgena,
KoTopas 6yaeT BbiNofHEHA areHTOM SDA Ha pabouyel cTaHUMM BO BPEMS CECCUM, 3aMYLLEHHOW OAHUM
U3 Nonb3oBaTesnen, KOTOPOMY NpefoCcTaBNeH AOCTYN K pecypcy.

[lo 3Toro wudpyeMbiii pasaen 6ynet HaxoauTbes B ctatyce Oxwudaem 3auwu@posaHus U Ha BKIaOKe
Onepauuu bypeTt oTobpaxaTbcs CoobLLIeHUEe O HEAOCTYNHOCTU ANCKA.

Ynpasnenue MNone3oBaTenn &
El
i -
& 3awwdposanne grcka e 98 Ozt

15.5.2. Onepaumnn paclumdpoBaHua 1 nepelindpoBaHma

Onepaumnn pacwmndpoBaHus u nepewndpoBaHms (3aMeHa Kaoya WwndpoBaHUa) AMCKOBOMO pasaena
3anyckalTcs KoMaHaamu Pacwugposame v [lepewugposdms 13 3KpaHa ynpasneHus pecypcamm
paboueit CTaHLMKU UNKU U3 MeHIo AelCTBUI pasaena Jucku.

[lns ucnonHeHus aTMx onepaumii Ha paboyeit CTaHUMK, Foe HAXOAUTCS 3aLUMLLEHHBIN pecypc, AO0MKHa
ObITb aKTMBHA KNIMeHTCcKasa ceccna SDA, 3anyuieHHas nonb3oBaTenieM, MMEKLWNMM AOCTYN K pecypcy.

15.5.3. OTcoeanHeHne, nogcoeguHeHe 1 nepemMeLLeHre OUCKoB
Cucrema SDE nossonsiet ynpasnatb 3aWM@PpOBaHHbIMU AUCKAMU, MECTONONOXEHNE KOTOPbIX

OTHOCUTENBHO KIMEHTCKMX KOMNbKOTEPOB U3MEHUTOCD.

3anoMuHaloLLEEe YCTPOWMCTBO, COAEPIKALLEE 3aIMBPOBaHHbIN pa3aen, MOXHO OTCOEAMHUTL OT paboyei
CTaHUMW, OTMEHUB NPUBA3KY K HEW, NEPEHECTU HA APYroi KOMMbOTep, U NOACOEAUHUTL CHOBA,
BOCCTaHOBMB YNpaBNeHWE €ro 3almToi co ctopoHbl SDE.

lMonoxeHue kacaemcs MosibKO 102U4ECKUX OUCKO8 U He OMHOCUMCS K CbEMHbIM HOCUMENSM,
nodknr4aemsiM K uHmepgeticy USB.

Be3 BbINOSHEHMS NpoLeAypbl NEPeHOCa TOFMYECKMI AUCK HA APYTrOM KOMMbIOTEPE UCMONb30BaTh
HEsb34, TaK KaK KoY WWbpoBaHUs 41 Hero He ByaeT nepeaaH M3 KpUNTOXPaHMMLLA.
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Takoe nosedeHue N0380s15em npedomsepamums HeCaHKUUOHUPOBAHHbIG doCcmyn K 3auU@dPOBaAHHbIM
OGHHbLIM NPU XULWeHUU Pu3u4ecko20 OUCKa 8Mecme € 37eKMPOHHbIM KI0HYOM N0/1b308aMENS.

15.5.4, OTcoegnHeHne gnCKa

Onepau,vm OTCOeAUMHEHUA NPUBOOUT K OTMEHE CBA3U MeEXAy BaLIJVId)pOBaHHbIM pa3genoMm u pa6oqel7|
CTaHUMen, Ha KOTODOVI Anck Haxogutcsi. OTCOEAMHEHHDBINM AMUCK MOXHO nepeHecTn Ha ,El,perVI
KOMMNbKTEP U, NOAKNKOYNB CHOBA, Nepenatb ero nog ynpasneHue SDMS.

Mepen TeM KakK OTKNHOUYUTb DU3MUECKMIA ANCK, HEOBXOAMMO BbIMONHWUTL COOTBETCTBYIOLLYIO OMEPALMIO B
naHenu ynpaBieHus CEPBEPOM.

1. Ha ctpanuue Jucku otkporTe MmeHto Jelicmeus:

Administrator, usert OeilcTBUA »

useri NekcTena

PacwmdpoBate
NepelmbpoEaTs
OTCOBANHMTE

) NepeMecTHTE
Administrator, USer| 3xcnopTuposats
KN4

useri nelcTEUA

neilcTEUA

2. Bbibepute nyHkT OmcoeduHums.
Monsg [osnb3osamenu u Paboyas cmaHyus 3Toro AMcKa CTaHyT NyCTbiMM.

llocne 3mo2o AUCK MOXHO MOJILKO NOOK/II0YUMb 3aH080, yOA/IUMb UJU 3KCNOpMUpPO8AMb KoY
wugposaxus. Bce npodue delicmeaus, 8kao4as npedocmasieHue npas u Kpunmozpaguyeckue
onepayuu, 0715 OMKJ/OYEHHbIX OUCKO8 HEOOCMYNHbI.

15.5.5. NoacoeanHeHne ANCKa

Mocne ycTaHOBKM OTCOEAMHEHHOTO AMCKA, HEOOXOLMMO BbINOMHUTL ONEPALMIO ero NOACOeAMHEHMUS K
SDE, uto6bbl nepenaTtbh KOHTPONb Hag HUM cepsepy SDMS.

[na noacoeamMHeHUs AUCKA BbINMONHUTE CNeaytolMe 1elCTBUS:

1. Ha ctpanuue [ucku oTkpoiTe MeHto Jelicmeus ong 0TCOeAMHEHHOMO AMCKA U BbibepuTe NMyHKT
[lodcoeduHums.

2. OtMeTbTe pabouyto CTAHLMIO, K KOTOPOM Tenepb NOAK/OYEH ANCK U HAXKMUTE
[lepemecmums/nooka04UMe.

BuiGop patoHei CTaHuut X

Q Mowmcex

0 SERVER.SDE.DEMO
WS1 SDE DEMO
| \WS2.SDE DEMO
O WS3.SDE.DEMO

MokasbiBaTh

Ny o

[ TMepeMecTUTL/MOAKMIOUMTL | ( OTmeHa |

3. Tepe3sanyctute SDA Ha paboyel CTaHUMU, Ha KOTOPOM HaXOAMUTCS NOAKNHOYEHHBIM OUCK.
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locne omkayeHUs 3aWuUdpPoBaAHHO20 102U4ECK020 oucka I‘lpOUCXOOUfTI C6p0C ecex npas Oocmyna,
noamomy nocjie NOOK/0YeHUS 3mMo20 OUCKa Heobxo0UMO 3aH080 I‘IPGOOCmGBUleb nose3oeamessam

npasa docmyna.

15.5.6. NepemelLieHre ONCKa

MNepeMelueHne AUCKOB — 3TO OnepaLms No 0AHOBPEMEHHOMY OTCOEAUHEHUIO U NOACOEANHEHUIO
3aWM@PPOBAHHOIO NOrMYECKOro (He BUPTYaNbHOMO) AMCKA C COXPaHEHMEM MpPaB AOCTYNA K HEMY.

Ona nepemMelweHna oncka HeobX0AMMO BbINOSHUTE caiepywouwme nencTeums:

1. Ha CTpaHuue Lucku OTKpOﬁTe meHto Jelicmeus ans nepemMellaemMoro ancka m BblﬁepMTe MYHKT

[lepemecmume.

2. Bbibepute pabouyto CTaHUMIO, K KOTOPOK ByaeT NOAKMUEH UCK U HAXMUTE
[lepemecmumeb/nodKAYUMb.

BuiGop pabodei CTaHUu1

40P

MepemecTUTL/NOAKNIYHTE

Mokaseleath

Ommera

15.5.7. OKCNOPT K043 LWNGPOBAHNA TOrMYECKOro pasaena

JKCNopTUPOBaHHash Konus kitova WmdpoBaHUs AMCKa MOXET NoTpeboBaThCs 415 BOCCTAHOBNEHMS

[OCTyna B 0COBbIX CUTYaLMAX (MPU MOBPEXAEHUM SEKTPOHHOIO K04 MAM HEOOXOAMMOCTU NONYYUT

LOCTYN K 3aLUMLLEHHBIM JAHHbIM BHE MHPPACTPYKTypbl SDE).

IKCNOpMUPOBAHHBIL KIHOY WUGPOBAHUS pecypca cHumaemcs CKoMnpoMemupogaxHbIM U QosxHeH Bbimb

3aMEeHEH.

Mpoueaypa aKcnopTa KoYei WhbpoBaHMs BbIMOMHSETCS NOMb30BATENSMU C POSblo AeeHm

BoccmanosneHus.

MNocnepoBaTenbHOCTb AENCTBUI NpU 3KCNOpTE:

1. Ha cTpaHuue Jucku oTkpoiiTe MeHio Jelicmeug pnsi HY>KHOTO AMCKa U BbIOpaTb MyHKT

IKCNOpmMuUpPo8aAMs KJitoY.

2. YKaxkuTe NpuuMHy 3KCnopTa Ktoya (oHa ByaeT 3anMcaHa B XXypHane MOHWTOPWHIA) U BBeAUTE
naponb 48 Wu@PpoBaHMS KYa.
3. Haxmute kcnopmuposame.
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I @aiin muna .emk He0b6x00UMO COXPAHUMb.

| BKCTIOPT kN0 WingpposaKys x

JKCNOPT KMtoya WKhpoBaHUA AucKa B dalin

MpUYrHA KCNOPTA KNoYa

BeeauTe naponk AnA WHpPOBaHWA KNto4a

TMoBTOpHTE Naponk

[eneneecscd -]

BKCNOPTMPOEaThL

3aKpeITe

15.6 Onepaunu c BUPTYanbHLIMU ANCKAMU

BupmyanseHelili Ouck Ha paboyeli cmaHyuu co30aémcs AOMUHUCMpamopom yoanéHHo cpedcmeamu
Beb6-nopmana, 6e3 ucnons3osarus cucmemuelx ymuaum OC.

Onepayus PacwugposaHue He npumMeHUMa K 8UupmyanbHbiM OUCKaM, Mak Kak OGHHbIE 8UPMYA/TbHbIX
0ucKog ece2da 3auwu@dposaHsi.

15.6.1. Co3gaHune BMPTYasibHOro ANCKa

[lna co3gaHus BUPTYanbHOMO AMCKA BbINOMHUTE CleaytolMe AeiCTBUS:

1. OrtkpoWTe pa3nen YnpasneHue paboyuMu cmaHuusMu.
2. Ha Bknagke O6uiee HaxXMuTe no ccbinke Pazdenos: <koa-80 pazoenos> = [lobasumes HO8bIl
8UPMYAJIbHbIU OUCK.

Ccoinka Pazdenos: <ko-80 pa3denos> AaKMuUBHA NoC/ae Mo20 Noay4eHus OaHHbIX 0 KOHGuU2ypauuu

8bI6PAHHO20 KOMNbIOMEPA NOb308AMENS.

u BUDTYankHbIX WndpOEaHHED: AMcKoB: 4

Computers
WSl@sde.demo P 1% Pazpenos: 2

3. BeenwuTe HeoOX0aMMble faHHble B nons Gopmbl Co30aHue 3auupposaHHo20 8UPMYanbHO20 OUCKA,
pykoBoacTByacb Tabnuua 4.
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WS1 — cosganve 3amnpoBaHHOro BUPTYalkHOro gncka

ANTOPUTM LIM(DPOBAHUA
MyTb

MeTka
Bykea
®ainosan cucTema

Tvn gucka

MpeaocTaBKTL AOCTYN

C030aTk BMPTYANEHEI JUCK

|AES - 256 6uT - Microsoft Enhanced CSP v\

|$(AIIUsersDalaFo\der)‘-3l]-11—13 11-36-44 vd | MoACTaHOEKH
$(SystemDrive) — CHCTEMHbIA UCK
$({AllusersDataFolder) — lNanka Bcex Nonb3osaTenen

| $(UserDataFolder) — Manka nons3osatens

(®) ARTOMATM4ECKN HASHAYAETCA KTHEHTOM
O vkasplBaeTca 8BHO |E: v

AWMHAMWYECKW PacILMpAIoMIACA 10
1

O ¢ PMKCHPOBAHHEIM Pa3MepomM 6 v

MUHHMANEHEIA pa3mep coanasaemoro aucka - 100 MB
MakcuMansHLIR pasMep €o31aBaeMoro aucka - 2097151 ME

[] sd-admin (sd-admin)
sd-user3 (sd-user3d)

[lonb3oBaTeny..

OTmeHa

Tabnuua 4 - 3HayeHue noneli popmbl 019 CO30aHUS 3aWUPPOBAHHO20 BUPMYANLHO20 OUCKA

Mone 3HayeHue
Myt Manka, B KOTOPYH Ha KIMEHTCKOM KOMMbloTepe 6yaeT coxpaHeH aii BUPTyanbHOro
Aancka (pann-kKonterHep). [Ins NOACTaHOBKM MEepeMeHHbIX Ha MO3MLMI0 Kypcopa
NoNb3yWTech CCbIKaMM B NpaBow YacTu okHa. Co3paBaemslii hain no yMonyaHuio
bynet nmeTb pacwmnpenme *.vd.
B 3HaueHMM fonycKaeTcs UCNONb30BaHUE CNEeAYIOLMX NepeMEHHbIX:
e $(SystemDrive) - cMCTEMHBIN OMCK;
e  $(AllUsersDataFolder) - obwas nanka Ans BCex nonb3oBatesnen (Hanpumep,
c\Documents and Settings\All Users\);
e $(UserDataFolder) - nanka KOHKpeTHOro nons3oearens (Hanpumep, CA\Documents
and Settings\User\).
Mpumep: $(AllUsersDataFolder)\14-12-09 35-19-14.vd
MeTka MeTka gucka
byksa AsmomMamuyecku Ha3Ha4yaemcs KAueHmom: npyu Co3AaHMM 3alIMPpPOBaHHOr0 AUCKA
[MCKY NPUCBaMBaeTCs Cneaytowas AoCTynHas 6ykea Amcka.
Yka3zeigaemcs s8Ho: ByKBa MCKa ONpenensieTcs SBHO U3 NoAs CO CMUCKOM.
®daitnosas FAT, FAT32, NTFS.
cuctema
Tun gucka JAuHamuyecku pacwupsitowutics (Mo ymonyaxuio). B none co cnuckoM ykasbiBaetcs

MaKCMMasbHbIi 06beM aina BUPTYanbHOro AMCKa, KOTOPbI BapbupyeTcs B
3aBMCMMOCTM OT 06bEMa [LaHHbIX.

C pukcuposarHbiM pazmepom. O6beM aucka 3a43eTCA ABHO.

3A0 "Anapaunn P.O.", 1995-2019 .

PykoBopacTBO agMuHKUCTpaTopa My6nanyHbIn Crp. 68 /96



Secret Disk Enterprise 2.7 2.0

15.6.2.

15.6.3.

15.7

15.7.1.

Mone 3HauyeHune
MNpepocTaBuThb OTmeTbTe nonb3oBaTenen, KoTopble 6yayT MMeTb LOCTYN K CO343aBaEMOMY
poctyn BUPTYanbHOMY AMCKY. [10 yMONYaHUIO B CMMUCKE NepeyuncieHbl Noab30BaTeNu,

3apErncTpMpPOBaHHbIE HA KOMMbIOTEPE KIMEHTA.

Y0661 BbIGpaTL ApYrux nonb3oBaTesnen, nepeiaute Ha ccoblike [lons3oeamenu n
OTMeTbTe Nosb3oBaTesel B 06LEM crincke.

o ymon4aHuto 8 cnucke He ommeyeH HU 00UH NoJIb308amens. BawHo ycmaHosums
paspeuieHue Ha docmyn MUHUMYM 01 00H020 NoJsib3osamersi, uHaqe SDA He cMoxem
co30ame 8upmMyansHbil OUCK.

4. Haxmute Co30ame 8upmyanbHbili OUCK.

B okHe Ynpasnerue duckamu pns co3paHHoOro aucka byaer otobpaxarbcs cratyc: Omudaem co30aHuUS.
locne 3anycka Secret Disk Agent Ha knueHmMcKoM Komnsiomepe bydem co30aH 8UPMYyanbHbll

3aWU@pPOBAHHbIL OUCK.

B cmpoke uHgopmayuu supmyaneHsil OUCK uMeem cmamyc: 3awugposan.

YpaaneHve BUPTYasibHOMO ANCKA
Npu BbINONHEHWUM LeicTBUS Ydanums, MHGOPMALMS O BUPTYanbHOM AUCKE yAanseTcs U3 6asbl AaHHbIX
SDE u poctyn k Hemy yepe3 Secret Disk Agent He npepocTaBnsercs.

Kntoy wudposaHug coxpaHseTtcs B 6ase faHHbix SDE, a Takxe MOXeT 6bITb COXPaHEH B BUAE
pe3epBHOM KOMUMU.

Lng nonHoz0 yoaneHus 0aHHbIX 8UPMYAnbHO20 OUCKA, He0bXx00uMo ydanums galin e2o 06pasa c
paboyeli cmaHyuu noas3osamens.

IKCMOPT KMtoYa WMdPOBAHNA BUPTYASIbHOMO AMNCKA

DKCMOPT K/oYa WKdPOBaHMA BUPTYaNbHOIO AMCKA aHANOTMMUYeH SKCMOPTY K/toYa I0rMYeckoro pasaena.

YCTaHOBKa U CHATUE 3aWUTbl C CUCTEMHOM0 ANCKA

B Secret Disk Enterprise cywectByeT BO3MOXHOCTb YCTAHOBWTL 3aLLMTY HA CUCTEMHbIN pa3gen.
OrpaHMyYeHUs Ha 3aLUTy CUCTEMHOrO pasgaena:

1. Ecnv Ha paboyeli cTaHUMM NONMb30BaTENS MMEETCS HECKOMbKO XECTKMX AUCKOB, TO 3aLMLLEHHbIM
CUCTEMHbIV pa3aen AOMIKEH HAX0AMUTbCA Ha XXECTKOM ancke, kotopbii BIOS nnu UEFI onpepenset
KaK nepsbii.

2. Secret Disk Agent coBMeCTMM TONbKO CO CTaHAAPTHbIM 3arpy3umkom OC cemerictBa Windows.

I Jpyaue 3a2py3yuku He Mo2ym UCNo/b308aMbCs 8Mecme C 3auUUEHHBIM CUCMEMHbIM pa30esioM.

3. Tlocne ycTaHOBKM 3aLUWTbl CUCTEMHOrO pasfena Ha paboyelt CTaHUMKM He AOMKHbI 3aMyCKaTbCs
YTUAKUTBI, U3MeHsoLLMe [TaBHY0 3arpy304Hyto 3anuch aucka (Master Boot Record).

4. CuCTeMHbIR pa3gen, HaxXoaaWMINCS Ha AMHAMUYECKOM TOME, He MOXeT ObITb 3aLUMLLEH CpeacTBaMm
Secret Disk Enterprise.

llpu HeobXx00UMOCMU 80CCMAHOBAEHUS 3a2PY3KU 3AUWUWEHH020 CUCMeEMHO020 pa3dena, 80CNob3ylimecs
asaputiHelM 3a2py304HbiM duckom Secret Disk.

Buumarue! Ha komnetomepax ucnone3yroujux UEFI Heo6xodumo omkmoyums pexcum SECURE BOOT.

YCTaHOBKAa 3aLlLUnTDI

YT06bI YCTAaHOBUTDb 3aWLUTY Ha CMCTEMHbIN pa3aen BbiNONHUTE Cnenywwme LencTBus:
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1. B pasnene Jucku AoBMMHUCTpaTMBHOIO Beb-nopTana BbibepuTe HY>XHbIA CUCTEMHDBIN AUCK
nonb3oBaTens > YcmaHogums 3awiumy.

2. Bbibepute no KpaitHeit Mepe O4HOrO NONb30BaTeNs, KOTOPbIV 6yAeT MMEeTb AOCTYN K CUCTEMHOMY
LLUCKY.

3. Haxmurte 3awumume pasden.

I Mocne abinosHeHus 3a0ayu OUCK NoayYUm cmamyc 3auuma yCmaHogeHa.

15.7.2. CHATME 33LLNThI

UT06bI CHATb 3aLLMTY C CUCTEMHOIO Pa3aesna, BbiNONHUTE AeCTBUS, ONUCAHHbIE B MYHKTE YCmaHosKka
3aWUmel, HO HA BTOPOM LUare akTMBUpYWTe aenctene CHamMes 3auiumy.

3agava Ha paclwmbpoBaHme CUCTEMHOMO pasaena 6yaer nocTaeneHa B odepeap, M nocie eé
BbINONHEHWS AMCK NOMYUUT CTaTyC 3auiuma He YCmMAaHoseHa.

15.8 [pynnosble onepaumu ¢ pabovymmMm CTaHUMAMU U pecypcamm

B Be6-nopTane nMeeTcq BO3MOXXHOCTb BbIMOMHEHUA OAHOTUMHbIX onepau,wﬁ O4HOBPEMEHHO C
HECKOJIbKMMU pa6OHVIMVI CTaHUMAMU UK pa3genamun AnMCKoB.

LlocTynHble rpynnoBble onepauuvu nepeyuncieHsl B MeHto (Paboyue cmanuuu > Obujee > Onepauuu).

Ynpasnexue Pasnens!, WndposaHHbIE ANCKK (<2

OTCOPTHPOEAHD:

2} BUDTVanesbix wintposasHeY Aucion:
- Domain Controllers {) HnmewTckas KoHMIYPALIMA HE NOMyHEHE.
U SERVER@sde.demo (% Pazpenoce: 0 “

4 BUDTYVaNGHEIX WNDDOBAHHEK ANCKOB: 4
Computers
] WS1@sde.demao b (% Pazgenos: 2

I

| BupTYansHe wndpoBaHHEX aracos: 0
Computers (), MMEHTCKaR KOH(MIVPALIMA HE NOMy4EHa,
O WS2@sde.demo P (% Paznenos: 0 =
| BupTyaneHex windpoearHEX arakos: 0

Computers
P (% Pa3nenos: 2

[MoKa3blBaTh

NEw

MpenycMoTpeHbl Clefylolue rpynnoBble onepaumu:

1. [nsa cuctemHbix pa3genos: YcTaHoBUTb 3awwmnty, O6HOBUTb 3awmTy, CHATb 3aLLmMTY.

2. [nga nornyeckmx auckos: 3awmndposarts, Mepewmndpoats, PacwmdposaTs.

3. [lnsa BupTyanbHbix auckos: MNepewndposatb, YoanuTo.

4. [ns paboumx ctaHumi: 3anpoc KoHpurypaumm, CozgaHme BUpTYyaNnbHbIX AMCKOB, Bnokuposka
pabounx cTaHumii, BKNoUeHMS/0TKIOUEHUS K3LWaA, YAaNeHUe HECKONbKUX Paboumx CTaHLMA.
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15.9

3anpocuTh KOHMUIYpAUAKD

TMouck BupTyansHLIX Auckca
Cosaare BAPTYANLHBIIH AMCK

Tun gucka:
BupTyankHeii guck -

[eiictene:

MNepewwpposare -

Buinonnure

Craryc BnoknpoBkm:
Bea uameHenui x

Cratyc kew:

Bea uameHenui x

MpumennTs

Ypanutes pafioune cranunu

[ns BbINONHEHUS rpynnoaoﬁ onepaunmn BbINOJHUTE!

1. Tepevipute B paspen Paboyue cmaHyuu > YnpasneHue paboyumu cmanuuamu —> Obwee.

2. OTMeTbTe paboume CTaHUMK, C KOTOPbIMU TPeByeTCS BbINOSHUTD OAMHAKOBbIE ONEepaLmm U
aKTMBMPYWTe ccbinky Onepauuu NoA CNUCKOM paboumx CTaHLMN.

3. 3apanTe HeobxoAMMble HACTPOMKM M 3aNyCTUTE UX HA BbIMOSIHEHME, HAXKaB [IpumMeHume.

PaboTa ¢ 3aWnEHHBbIMN ANCKaMK 6e3 3N1EKTPOHHOr0 KIYa

SDE nopaepxvBaeT BO3MOXHOCTb NOAKNHOYEHMS 3aMdPOBAHHBIX AUCKOB (BK/THOYAS CUCTEMHbIE
pasfenbl AUCKOB) CHATLIX C APYrMX KOMMbIOTEPOB, B peXMME "TONbKO Ans YTeHus" 6e3 ToKkeHa
Nosib30BaTeNs NPU HAIMYUK PE3EPBHBIX KOMUM KOYEN LUMPPOBaHWUS AUCKOB.

Lns 3mozo ucnones3zyiime ymunumy koMaHOHoU cmpoku SDEmergencyMounter, no yMmon4aHuw
ycmarasnusaemas e nanky C:\Program Files\Secret Disk\Platform.
YTunuta no3BonseT BbINONHATL Cleayolme LencTBus:
BbIBOA, CMPaBOYHON MHDOPMaLum 06 MCNONb30BaHWUM YTUNUTBI;
NOAK/IYEHME 3ALUMLLEHHOTO AUCKaA;
OTK/TOYEHME BCeX 3aLUMILEHHbBIX JUCKOB.
3anycKk yTUAKUTbI BbIMOHAETCS M3 KOMAHAHOM CTPOKM CO CIeAYHLWMMIU BO3MOXHbBIMU NapaMeTpaMu:
-h (unu --help) — oTobpaxeHne MHbopmaLmm 06 MCNONb30BAHUN YTUAKTLI. Heob93aTenbHbIM
napamertp;
-f (unu --file) — nyTb k daiiny c kYoM wWndposarug (Tvna *.emk). O693aTenbHbIA NapaMeTp B cyyae
BOCCTAHOBNEHMS J0CTYNA K AUCKY No emk-darnny;

-p (nnun --password) — naponb K Knody wudposanus. Ob6s3aTeNnbHbIM NAapaMeTp B ciyyae
BOCCTaHOBNEHUS A0CTyNa K AUCKy no emk-dainny;

-k (Mnu --key) — Kk/1tou B BMEe NOCNEA0BATENBHOCTU CMMBONOB. O6s3aTeNbHbIN NapaMeTp B Clyyae
BOCCTAHOB/IEHMS AOCTYNA K AUCKY MO HamneyaTaHHOM KOMWM Knoua;

-v (unu --virtualdiskfile) — nyTb Kk danny BuptyansHoro gucka. O6s3aTenbHbI NapamMeTp B Cyyae
MOLK/OYEHUS BUPTYANbHOIO AMCKa, MHDOPMALMS O KOTOPOM OTCYTCTBYET B 6a3e faHHbix SDE;

-l (vnu --diskletter) — 6ykBa aucka. Heobs3atenbHblvi napameTp. B oTcyTcTBUe 3TOro napametpa bykea
MOXeT ObITb Ha3HauyeHa aBToOMaTU4ecku. Ecnm BbinonHAeTCA NoAKN0YEHUE ANCKA, MHPOPMALLMS O
KOTOpOM (BKJtouas 6ykBy Ancka) nmeetcs B 6ase gaHHbix SDE, To 3HaueHne napametpa byner
NPOUrHOPMPOBAHO;
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e -s (unu --systemdiskkey) — obs3aTenbHbIN NapamMeTp B c1yyae BOCCTAHOBAEHUS AOCTYNa K
3aLMLLEHHOMY CUCTEMHOMY pasaeny, NoAKNHUYEHHOMY KaK OBbIYHbIN AUCK AN BOCCTAHOBAEHUS
[0CTYyna;

e -u (um --unmountall) — oTknOYeHME BCex paHee NOAK/YEHHbIX/BPEMEHHO A06aBNEHHbIX ANCKOB.
3aBepLieHune paboTbl C yTUANUTON.

15.10 MOHUTOPWHI COBbITUIN CUCTEMBI

NHpopMaLMs CUCTEMHBIX KYPHANOB O COObITUAX M feMCTBUAX, MpoUCXoasalLmx B cucteme Secret Disk
Enterprise, opraHM3oBaHa B YeTbipe XXypHana pasgena MoHumopuHre.

m MOHUTOPUHF

] KypHan ayauta

WHbopmauwa 060 BCex aAMUHUCTPATUEHLD ASHCTENAX.

{5 2KypHan npegynpesxaesui

WHDOPMALNA 0 BOZHMKLIMY CODLITWAY, TPEOYIoLMX
EMELUATENLCTEA CTIeUManiCTa.

£ MKypHan KNWEHTCKOW BKTMBHOCTH

WHbopuauua o paboTe Nons30eaTeneH, ceancax
NoNL30BaTeneH, MCNOMB30EaHMH OHCKOE

[&% 2KypHan nnaxoe oGCayXUBAHNAA

WH(DOPMALIMA 0 pacCcUHXPOHM3aLINA B33kl AaHHEX SDMS 1
Active Directory, npobnemax ¢ KNiouam1 W cepTUgHKaTaMK.

15.10.1. HypHan ayauTa

XXypHan ayauTa COAEPXUT MHOOPMALMIO O BbINOMHEHHbIX alMUHUCTPATUBHbIX ONepaumsx, Nepexos B
HEro OCYLLECTBASETCS NO CCbiNKe XYpHan ayduma Ha rnaBHOW cTpaHuue Be6-nopTana unm Ha cTpaHuLe
pasnena MoHumopure.

. Bpemsa CobbiTne MonesoBarenes
12 aBrycta =
s yHHBaHuA' Jo0aBneHs! A i trater
@ 524 - = Administrato
[T RERE Mone3osaTens w8 AoGaened B ponu 'Onepatop’ Administrator
o GNOKMPOBKA NONb30BAaTENS WE Administrator
@ c07 1pOBKa NONb30BaTENA W8 Administrator
P rMcTPaLmMn Nons3osarens [
@ cos ,.:‘,.FENIH = Administrato
2ENG
@ cos PerucTpauuns nons3osatens IVWAN_WS Administrator
MoAKNHOYEHNE AUCKa
@558 Data\Aladdin\SDEWi Administrator
DoYeR CTaHLMK
OTKMIOYEHUE ancKa WY G\Z =l

MNpu BbIGOPE KOHKPETHOW 3aMMUCK B XXypHane, B HXHEN YacTun 3KpaHa oTobpaxkaeTcs noapobHas
MHbOpMaLms 0 COBbITUM.

15.10.1.1 OunbTpaumnA 3anmcen
OTobparkaeMble 3aMMCHU XKypHana MOXHO OThMABTPOBATL C MOMOLLbIO GMAbTPa B NPaBOi YacTH

CTPaHULUbI:

1. Bbibop KaneHaapHOro aManasoHa.

2. [pynnupoeka 3anucen no garte.

3. [pynnupoBka 3anucer No Nonb3oBaTento.

4. Bblbop kateropuu 3anucein: Bce, MHbopmaums, MNpeaynpexaenune, Ownbka, Kputnyeckas ownbka.
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15.10.2. HypHan npegynpexaeHun
XypHan npenynpexaeHuin COaePXUT MHPOPMALIMIO O COBBbITUSAX, KOTOPble TPEBYHOT BHUMaHMUS CO
CTOPOHbI ayAUTOPA, HO He SBASKOTCS OWKMBKaAMMU.

B MX unco BXOAAT TakMe CUTyaLMu, KaK aBToMaTHyeckoe 610KMpoBaHMe YYETHONM 3anucK
nonb3oBarens:

e  pW ANIMTENbHOW HEAKTUBHOCTMH;
e MpU UCTEUYEHUM CPOKA [EMCTBUA KIHOUEN U CEPTUPUKATOB;
e  pW 3aBEpLUEHUM UCMONHEHUS 3aAaHUIA U T.4.

YTt0o6bI OTKPbITb XXYpHan ﬂpe,ﬂ,yHDE)K,D,EHMﬁ, OTKpOVITe COOTBETCTBYHOLYH CCblIKY Ha rNaBHOM CTpaHMULE.

HAara Coob6uexnne ' Kareropua

TAHOBNEHUA 'AAMHUHNC

Aot
AreHT

MCKK

A 1209 5 [y MpumAats K paccmoTpexuio
27 nionsa
6 1540 .epeep
: [25 TIDUHATL K DICCMOTPEHMIO
26 viona
o cOpoce Kawa ana paboqent cTaHuuu Cepsep
o 1Q9 i

[y ClouwaTe K paccmoTpenio
Ins Kaxnoro cobbiTUs B XKypHase NpeaynpexmneHuii ykazaHo BpeMs, OnucaHue U Kateropus (T.e. K

4yeMy OTHOCUTCS CODbITHE).

Omau4umensHas 0c06eHHOCMb ypHaAna npedynpexdeHuli — Hanuyue delicmsus "lpuHsme K
paccmompeHur” 019 cobbimuli XypHana.

Axkmusayus 3moii CCblIKU noMeyaem 3anuch KAk paccMompeHHyto U ¢ NoMOoWbo Guasmpa 3mozo
HYPHAAA MOMHO CKPbIBAMb PACCMOMPEHHbIE NPedynpexoeHus.

15.10.1.2 OunnbTpaymnA 3anmcen

OTobpakaeMble 3an1cK XKypHana npeaynpexxaeHuin MoXHO oTdMILTPOBATb C MOMOLLBI0 GUALTPaA B
MpaBoit 4acTH CTPaHMLIbI.

Bo3moxHoCcTH punbTpa:

1. Bbibop KaneHzapHoOro auanasoHa.
2. CokpbITWEe 3anunceit, NOMeYEHHbIX Kak MPOCMOTPEHHbIE.
3. BblGop KaTEropuM 3aNnCK U3 CNEAYIOLLErO CMIMCKA:

—  nonb3oBaTenu;
—  pabouue cTaHuUmMMK;

—  [MCKM;

—  KM0UM WKdpOBaHUS OUCKOB;
—  MacTep-kntoum BJ;

—  ceptuduKaThl;

—  NIMUEH3uu;

—  NnaHbl 06CNYXMBaHUS;

—  cepsep;

- ponu;

—  onepauuu.
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15.10.3. HYpHan KANEeHTCKOM aKTUBHOCTYU
XKypHan KNMeHTCKOM aKTUBHOCTU COAEPXKUT MHMOPMALMIO O NMOAK/IYEHMM NONb30BATENEN K CUCTEME
yNpaBieHUs 1 onepaumax € 3alULLEHHBIMU pecypcamu.

I MHGopmauusa npedHazHayeHa 05 npocMompa.

YT06bl OTKPbITb XKYpPHaN KIMEHTCKOM aKTUBHOCTU, MPOMAMUTE MO COOTBETCTBYHOLLEN CChIIKE HA FMaBHOM
CTpaHuue.

Bpema CobbITHe Monb3oBaTtenks PaGo4an cTaHUMA

|»

OKTAGPA 02
13:10 KnmeHT WIN-I WIN-MPPI9

WIN-MPPI9

13:10 KnueHT WIN-Iv
13:10 KnueHT WIN-Iv
13:10 KnueHT WIN-
13:10 KnueHT W
KnueHt WIN-I
13:10 KnueHT WIN-Iv
13:10 KnueHT WIN-I
13:10 KnueHT WIN-IV

13:10 KnueHT W

[
o

13:10 KnmeHT WIN-I WIN-MPPI9

-

Ins Kaxnoro cobbiTUs B XKypHase KIMEHTCKOW aKTMBHOCTM YKa3aHbl 4aTa, ONMCaHKUe, Nob30BaTeb U
paboyas cTaHuus.

15.10.4. OuabTpaumA 3anncemn

3anucu XXypHana KIMEHTCKOM aKTMBHOCTU MOXHO OT(GUALTPOBATH MO CIEAYIOLMM KPUTEPHUSIM:

1. T[lo kaneHZapHOMY AMANA30HY.
2. [lo TNy aKTMBHOCTU:

—  aKTUBHOCTb Paboumx CTaHLWI;
—  aKTUBHOCTb NO/b30BaTesNel;

- Nno NCNONb30BaHUIO Bau.I,MLIJ,éHHbIX pecypcos.
15.10.5. HypHan nnaHoB 06CyHMBaHVA

>KypHan COOEPXUT pe3ynbTaT BbIMOJIHEHUA N1IAHOB O6Cﬂy)KMBaHVI$I CUCTEMBI.

YT06bl OTKPbITL KYpHa NAaHOB 06CY>KMBAHMS, HAXKMWUTE HA COOTBETCTBYIOLLEN CCbINIKE HA MMABHOW
CTpaHuLe.

Secret Disk’ Management Server 0. Deisdministrator A Mpenynpesa

InaBHan  Monb3oBaTend  Padoume cTaHuuv  Oucku | Uhipe s | Be3onacHotTs | ADMUHWCTPHPOBAHUE

B HypHan ayanta & 2KypHan npenynpexaeHui Jg JKypHADN KNWMEHTCKOR AKTMBHOCTH T JKypHan nnaHos 0DCNyKKB:

[ara 3anycka [Dara 3aseplenus PesynkTar OWMBKM & OoHo
OKTAGPA 03 DuneTp
@02102014 151331 03.10.2014 151415 L‘E‘TI:L”D";;;Tasz';JTi;T 0 MokasaTs ¢ [03.092014
[pocioTpeTs oTUET
ceHTAGPA 17 Mokasats no |03.10 2014

YCMeLWHo 3aBepLUeH

0 | MpumeHuts |
[5, Mpocuotpers oruer ———

© 17.09.2014 15:22:05 17.09.2014 15:22:07

3anucK xXypHana coaepxar cieayoLyo MHbopMaLmio:

[laTy v Bpems 3anycka nnaHa o6cnyKuBaHus.
[laTy v Bpems 3aBeplueHus nnaHa 0bCnyXMBaHuMS.
Pe3ynbTat: ycnewHo 3aBeplUéH UM OTMEHEH.
Ownbkm: owmnbku, TpebyroLiMe paccMOTPEHMS.

HuwN e

B ka#0oli 3anucu #ypHana umeemcs ccbiiika [lpocMompems omyém, no3goaswwas nepelimu Ha

cmpaduuy ¢ nOde6HbIM 0m4émom 8bINONIHEHUS NAAHA 06C/7y)f(UBGHUFI.
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15.10.6. OuabTpaumA 3anncemn

[ins >xypHana nnaHoB 06CyXMBaHWUS NPeayCcMOTPEH TONbKO GUALTP NO KaneHAapHOMY AMana3oHy
3anucen.
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16. Pabota c nnaHoM o06CnyHmnBaHuA

Mnan obcnyxMBaHMA 3anycKaeTcs nepMoamMyecku kak 3agava MnaHuposujuka OC (Task Scheduler).

MnaH obcnyxmBaHUa MOXeT BbiTb 3anyLeH Yepe3 Beb-Moptan SDMS.

I 3mo moeym cdename nosb3osamenu ¢ poasmu Onepamop unu 3anyck naaHa 06¢cayxusaHusl.

Mnan O6Cf|y)Kl/IBaHl/I$I MOXET BK/OYaTb B Ceb1 caienywuime 3anavn:
1.

® NV AW

BbisiBneHne pacCMHXPOHU3aLMKM YYETHBIX 3anncei B 6ase aaHHbix SDE 1 y4éTHbIX 3anuncent Active
Directory.

BbisiBneHne cepTMdMKATOB NOAb30BaATENEN M ONEPATOPOB, CPOK AENCTBUSA KOTOPLIX UCTEK UK
UCTEKaET.

BbisiBneHue kntoyei WndpoBaHU AMCKOB, CPOK AENCTBUS KOTOPbIX UCTEK MM UCTEKAET.
BbisBneHune ncteyeHms cpoka AencTemsa Mactep-katoda b/,

BbisiBneHne HeakTUBHbIX NONb30BaTeNEN.

BbisiBNneHne HeakTMBHbIX paboymx CTaHLMNA.

MpoBepka NMLEH3MOHHOIO COCTOSIHUSI CepBepa.

BbinonHeHue poTtaumm noros B 6ase AaHHbIX.

Cnucok 3apay nnaHa obcnyxMBaHUS MOXeT ObiTb OTpefakTMPOBAH B pasgerne
AdmuHucmpuposaHue/llnaHel obcnynusanus Be6-noptana SDMS/

[ns 3Toro HeobxoanMo:
1.

4.

Mepeiitn B paspen AdoMuHucmpuposarue/[lnansl 06cayxusaHus = Pedakmuposame (okHo CoctaB
nnaHa).

OTMeTuTL hnaromM HeobxoauMble 334a4M UK CHATL dnarK y Tex 3aady, KOTopble Heo6xoaMMO
UCKNTIOYUTDL M3 NNaHa.

B nongx ycnosuii yCTaHOBUTb CPOK (KONMYECTBO AHEW Uau Mecsues) Ans dopMMpoBaHus
COOTBETCTBYIOLLErO NpesynpexaeHus.

CoxpaHuTb U3MeHeHMs B NnaHe 06CnyXMBaHUS.

KHonka BoccmaHosumes Hacmpodlku no yMoi4dHuUi0 BOCCTaHAaBNMBAET nepBoHa4vanbHble HaCTpOl7|KM no
yMOn4yaHuio.

M3MeHEHHble HacTpoliku ByayT MCMONb30BaHbI NPU ClenyolweM 3anycke MnaHa o6cyxuMBaHus.

OcHoBHoii NnaH obcnyxMBaHUs — peaakTMpoBaHNe HacTpPoeK

BbiREnexne paccuHxpornsaunn B SDMS n AD.

BbiRBNexne npoo) TOB ! # 1 ONEeparopoB.

[@ 3anycka

o2

= 2

o2

[T Bein
BuifABNeHHe Knkoyed WndpoBaHNA OUCKOB, CPOK ASHICTBIA KOTODLIX MCTEKIMCTeKaeT.
# 3anycka au;

7 AgTO

BbiABNeHHe UCTeYeHWA CPOKa NeCTBHA MacTep-kmoya B[1.

P 3

A M3cTep-Knwoua 3a l_‘)‘m— [AHEN,
l3—

- 0 ] =

CoXpaHuTL OTMeHa BOCCTaHOBMTE HACTPOMKM N0 YMONYaHHI

16.1 HKoHdurypuposaHue Task Scheduler

[lns aBTOMaTM3MpPOBAHHOrO 3anycKa njaHa 0b6CyXXMBaHUS MO PAaCNMCaHUI0 HEOBXOAMMO HACTPOUTb
3agayvy B [Mnanuposlmke 3agay OC. Mpu 3TOM JOMKHbI BbINOMHATLCA Cnefyowme TpeboBaHus:

1.

CuctemHbIR cepBuC NaHnpoBLMKa (Schedule) nomkeH BbiTb BKIOYEH.
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16.2

2. KoHdurypupoBaHme nnaHMpOBLLMKA AOIKHO NPOM3BOAMUTLCS OT YY4ETHOM 3aMMCK C NpaBamu
ApgMuHucTpaTopa.

YT06b1 HACTPOUTL 33434y B NIAHUMPOBLUMKE B KOMAaHAHOW CTPOKE BBEAMUTE CNeflyloLyl0 KOMaHAY:

Aladdin.SDMS.TaskScheduleTest.exe -c

Mocne 3anycka cueHapus ByneT co3gaHa 3ajadva B CMCTeMHOM [TnaHMpoBLLMKe, ANs KOTOPOK cneayeT

YCTAHOBWTb pacnucaHue UcnonHeHus. Mpu 3ToM 3a4a4n NNAHUPOBLUMKA 3aNyCKAKTCS OT UMEHU
JIOKaNbHOM y4€THOWM 3anucu SYSTEM.

Mo ymonuaHuio BbI30B 3a4a4u no nnaHy obcnyxumeaHug Aladdin.SDMS.MaintenancePlanRunner.exe
npousBoauTcs exenHeBHo B 03:30.

Mpu py4HOM KOHOUIYpMpPOBaHUM 3amnycKa NiaHa 0b6Cny>KMBaHMUS B NAAHMPOBLUMKE 33434 BAXKHO, YTOODI
pabouunit npouecc 3anyckancsa ot uMmeHn SYSTEM, LOCAL SERVICE, NETWORK_SERVICE, nnbo y4éTtHoMn
3anucu oneparopa.

Ypanutb 33834y U3 NNaHUPOBLLMKA MOXHO KOMaHAOM:

Aladdin.SDMS.TaskScheduleTest.exe -d

KoHdurypuposaHune MaintenancePlanRunner

lNporpamma MaintenancePlanRunner ucnonb3syeTcs Ans ynpasneHus NpoLeccoM 3anycka nnaHa
obcnyxxmeaHus. MNMpepnonaraetcs, uto 3anyck Aladdin.SDMS.MaintenancePlanRunner.exe bynet
NPOMCXOAMTb NPW NOMOLLM 334aHMs NIAHMPOBLUMKA 3383y, CHOPMMPOBAHHOIO NPOrpaMMon
Aladdin.SDMS.TaskScheduleTest.exe.

OpHako, ons ynpaeieHus NIaHOM 0B6CNY>XMBAHUS MOXHO HENMoCpeaCcTBEHHO UCMOJb30BaTb
Aladdin.SDMS.MaintenancePlanRunner.exe B py4HOM pexume. 10 yMONYAHUIO OHA pacnonoXeHa no
nymi: C:\Program Files\Secret Disk Management Server\Server. 3anyCTuTb NporpamMmy MOXHO CO
cnepyLnMK napaMeTpamu:

- —-run - HeMeANeHHbIN 3anycK nnaHa 06Cﬂy)KVIBaHVIH;
- —cancel - OCTaHOBKa BbIMONHEHMA NJ1aHa O6Cﬂy)KVIBaHVI$I;

- —-state - noNly4eHMe TeKyLero CoCTosaHUA nnaHa O6CJ1y)KVIBaHl/Iﬂ.
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17. OYHKUMM areHTa BOCCTaHOB/IEHMA

B dJyHKLI,l/Il/I areHTa BOCCTaHOBNEHUA BXOOAMUT 3KCNOPT K4en LLIMCprBaHMﬂ BUPTYanbHbIX AUCKOB,
NIOrM4YeCKnX U CUCTEMHbIX pa3aenos, o4 BOCCTAHOBNEHUA O0CTyMNa K HUM B Cy4adax, Korga
BHEKTDOHHbIVI K/K0Y NoNb30BaTeNna HeaoCTyneH.

Ona 3KCNOopTa K/k4a LLIMCprBaHVIﬂ ,D,EI;'ICTBy}OT caieayruwme orpaHn4eHna:

1. 3KCnopT KK4Ya MOXET BbINOHATb TOMIbKO NO/b30BaTeNb C POJbI0 AreHT BOCCTaHOBMEHMSI.
2. Jlnck Ha KoMNbloTepe Nob30BaATENS MOXET HAXOAMUTLCS B NH0OOM COCTOSAHUM, KpOMe
"pacwmdposaH”.

MopsaaoK 3KCMopTa KoUei ONucaH B pasaenax, MoCBsILLEHHbIX paboTe C 1OrMYeCcKUMU U CUCTEMHbBIM
pasnenom.
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18. MacTep-Knio4n

18.1

NHpopMaums o Mactep-kntode bl u onepatopax, MMeKLMX K HEMY AOCTYM, YKa3aHa Ha CTpaHuLe
Macmep-kaw4u B/ v poctynHa Ans Bcex ponem, KpoMe ponu 3anyck naaHa 06CayHUBaHus.

Secret DiSk Management Server

FnasHan Mone3oBaTenu Pabouue cTaHLu1 Nucku MOHUTOPHMHT BesonacHocTs AOMUHUCTPUPOBAHME

Copyright @ 2A0 "Anagaus PLL" 19982018

Ha rnaBHol cTpaHuue B pasgene be3ondacHocms HaxXMuUTe Ha CCbinky Macmep-katoyu b/,

,Q, SDEDEMO\Administrator A [penynpexaenus (38)

& YNpaBneHue ponsmu = Hacrpoitkn kpunTorpadgmn y MacTep-knioumn 51

Monb30BaTeny, UMEIoLLMe AoCTyn

A Cospar 31142016
4 Cpok gefcTena Ao 3i14/2019
Cratyc AKTHBHBIA

MoCTaBLUMK KpUNTOTpachHH Microsoft Enhanced CSP
Anroputy LMbpoBaHua AES
Pazmep 2656 6UT

MocTaBLMK KpUNTOrpachum KpunTolpo CSP
ANroputy LWMpoBaHuA Kpuntofpo CSP (FOCT)
Pasmep 256 6UT

Hoaius/\ | HEnoEWE Menonb3osaHuA

Bepown 2.7.0.30

Bo Bknapke npeactasneHbl napametpbl Mactep-kntoya b/:
CPOK Aencreus;

NOCTaBLUMK KpUnTorpapuu;

anropuT™ WNQPOBaHUS;

OJIMHA KAoya.
I Bce daHHbIe npedHa3HayeHsl UCKIIYUMEnbLHO 018 CNPAasku U He N00aexam U3MeHeHUHo.
Monb3oBaTenu, MeloLmMe 4oCTyn K MacTep-Kady b

MpenctaBneHa Tabnuua, B KOTOPOW NepeuncieHbl BCe onepaTopsbl, 061aaatoLime AOCTYNoM K MacTep-
kntouy B v MMetoLLMe NONHOMOUMS ANS MOAKIOUEHMA U OTKNHOUYEHMSA KPUNTOXPaHUAULLIA.

AZLMUWHUCTPATOpP WUAW ApYrov nosb3oBaTtenb, obnagatolwmii npasoM Cepmugukamesl onepamopos MOXeT
yaanuTb N10boro M3 nepedyncneHHbIX Nonb3oBaTenen, akTMBMPOBaB CCbiNKy Yopams docmyn.

ATpHBYTEI

B OTCOPTUPOBAHD: a

Administrator & e
@ YOpate gocyn
Administrator

B cucmeme scez0a domueH ocmasamscs, no KpaliHeli Mepe, 00uH onepamop, o0baadarouuli 00cmynom K

macmep-katody. Takum 06pazom, ybpame docmyn Kk Macmep-kitody 018 edUHCMBeHH020 onepamopa

HEBO3MOMHO.

18.2 HacTtponku kpuntorpadum
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18.3

Ins poctyna K HeMy MCNonb3yiTe ccbinky Hacmpolku kpunmoepaguu Ha rNaBHOM CTPaHULLe.

> MoCTABLINK Microsoft Enhanced CSP
LUndpoBaHmne ANCKOB ANTOPHTM 3aILUTHI AES (CHCTEMHBINA)
Wndposadue b, OnuHa rmoda 256 BMT
Cpok aefcTemnA 36 mec.

B pasgene npencraeneHa cieayowasn MHGOpPMaLMI0 0 HaCTPOiMKaxX NOCTABLLMKOB KpunTorpadum,
MCMONb3YEMBIX OIS TPEX 3a[aY:

1. 3awmTa CUCTEMHBIX pa3fenos.
2. UWudposaHne guckos.
3. WwudposaHue b.

M3meHUmMs HaCMpOoUKU Kpunmozpaguu MoXHO 8 npunoxeHuu AeeHm Secret Management Server. [lns
3Mo20 Nob308amesns 00/eH 061a0ams posbio A2eHm ynpasieHus Kpunmozpagued.

Pe3epBHOE KONMMPOBaHUEe MacTep-KNio4da

PesepBHoe konmpoBaHue MacTep-kntoya bl npeanonaraet BO3MOXHOCTb €r0 XpaHEHUs U
nocneanytoLLero BOCCTaHOBAeHMS onepaTtopoM. [Mpu akcnopTe Mactep-knoya bl 3awmndposbiBaeTcs ¢
MCNonb30BaHWeM Mapons.

Cepmugukamel U 31eKMPOHHbLIE KKYU HE UCNONb3YyoMCs 018 Wu@posaHus pesepsHoli konuu
macmep-kaw4da b/l.
YT06bl 3KCMNOPTUPOBATbL MACTEP-K/HOY, HEO6XOAMMO BbINOMAHUTL Cleaylolwne feiCTBUS:

1. Ortkpownte Aeenm Secret Disk Management Server yepe3 CUCTEMHOE MEHIO MW ABOMHBIM LLENYKOM
MO MKOHKe NPUIOXKeHUs B 061acTu yBeAOMNEHUI 1 nepeianTe Ha BKNaaky Macmep-kawy b/.

# Cepeep Ynpaenexua Secret Disk Enterprise (SDEDEM... \;li-

Cratyc | MacTep+moy BIO |Kpun1-orpaq:un |J'qu,eH5v|ﬂ | Hactpoiika

PesepsHOE KONWDOBAHWE MACTED-KNKYE
Cosgate pesepeHyo KOMWKe MacTep-+noya 633kl AaHHED

BoccTaHoBuMTe macTep+nioy B

BoccTaHoeuTe MacTep-+noy BG83kl DaHHEL U3 pesepEHOA KoMK

OToseats MacTepwnioy BI

OTosEaTe TEKYWWA MacTep+nioy 633kl AaHHEX W AEMOHTUPOBATE

KPWNTOXDEHATIALE
ﬁ-‘l CmeHnTs MacTep-<nioy B
P
/"" S CMerTe MacTep-+ioy Bassl AaHHBD D 810 YCTaPEsaHAN MK
HOMMDOMETALAN
O nporparmme  Bepcwn 2.7.0.30 | OfHoBUTE | | ZaKpeITe

2. AktuBMpy#Te CCbinKy Pe3epgHoe konuposaHue Macmep-kaoya b/l.

Haxxmute Janee.

4. BsepnuTte nyTb M UMA aina ¢ pacwmpeHueM *.emk, B KOTOPOM ByaeT cOXxpaHeHa pe3epBHAg Konus
Mactep-kntoya b/,

W

I Ansa seibopa nymu Haxmume 0630p.
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5. Haxmwure Lasnee.

AnanauH)™ Bac npuBetcTBYeT MacTtep
pe3epBHOIO KONMpoBaHUA

macTtep-kmoya bl

MacTep pesepEHOro KOMWPOBEHWA MECTED-HIIDYE
NoMOraeT COXPaHNTE PESEPEHYI0 KOMWID MacTEp-Cnoya
Baskl AaHHLX CEPBEPA.

Ons npogomxeHna HaxmaTe Oanes.

| < Hazan || Oanee > | | OmmenHa

6. BeeauTe naponb, cneaya pekoMeHaaUMaM Ha 3KpaHe U HaxmuTe danee.

BeeavTe W NnoaTBEpAMTE Naponk.

Mapons:

[NoaTEepXaeHWe Napons:

| < Hazan || Hanee > | | OmaenHa |

7. HO,D,TBep,DMTe BBEAEHHbIE HA NpeablayLWeM LWare AaHHbIe U HAXMUTE Lanee.

8. Haxmure Lanee.
9. Haxmute 3agepwiume.
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AnagguH)™ Pabota MacTtepa ycnewHo
3aBeplleHa

MacTep ycnewHo coxpaHin pesepEHYo KoM
MacTep-+nioya a3kl AaHHLI CEpBEpa.

Haxraute 3asepumte, ytolsl sakpeiTe MacTep.

< Hazan ||3aaepu.MTh | | CmaeHa

18.4 BoccTaHoBMeHWe MacTep-Knoda b

B cnyyasx, koraa anekTpoHHbIA Koy Onepatopa HeAOCTYNEH, eCTb BO3MOXHOCTb BOCCTaHOBUTD
MacTep-K/Y U3 pe3epBHOI KOnuW. s 3Toro Heo6X0AMMO BbINONHUTL CAeayoLLne AeUCTBUS:

1. OrtkpoiTte Aeenm Secret Disk Management Server v nepeipute Ha Bknaaky Macmep-katoy b/1.
2. AxTuBMpy#iTe CCbinky BoccmaHosume macmep-kay b/. Haxmute Lanee.

Bac npueetctByeT MacTtep
BOCCTaHOBINEHUA MacTep-KIoya

(1

MacTep BoccTaHoBNEHWA MacTep-+nioya B nomoraet
BOCCTAHOBWMTE AOCTYN K Ba3e AaHHBX CEPEEPA C
NOMOLLED PESEPEHON KOMWK MacTEp+Moya.

[ns npoaomkeHna Haxkmiate Oanes.

| < Hasan || Hanee > | | OmaenHa
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3. YkaxwuTe nyTb K panny Tvna *.emk c pesepBHoOM Konuei MacTep-kntoya bl u Haxmute Lanee.

“Paiin:
C:sdeinstall’] .emlc

| < Hazan || Oanee > | | OmmenHa |

4. BseaMre naposib, 3a4aHHbIA Npu 3KcnopTe Kntoya. Haxmute Jasee. OTKPOETCS OKHO C 3anpocoM
ceptudmKaTta onepaTopa, KOTOPbI CMOXKET MCMO/b30BaTh BOCCTAHOB/IEHHbINA KO,

YKaxuTe CEpTURMKET ONepaTopa, KoTopeif GyLeT MCnons306aH ANA WWdpPOBEaHNA
BOCCTAHABNWMBAEMO KpUNToKoMAW MacTep-knioua B MonycTmo wcnonk3osaHue
TeKywero cepTMdvkaTta & B, nubo nepeperncTpauMa HOBOrD CEPTURMKETE MS
3NEKTPOHHOO K4S,

— O JEaperncTOMPOBaTE HOBLIA CEPTUMKAT M5 NEMATA SNEKTHOHHOrD KAKYa

- [nA sawmTs! KprnToKomMW MacTep-+niova Bl ByneT sapervcTpUpoBaH
HOBbIA CEPTMMMKAT M3 SNEKTPOHHOMD Knioya. MenonbsyiTe AaHHYIO oNWa &
CNY43E MCTEYSHMA CPOKE ABHCTEHA CEPTMEMKATE MK £r0 KOMNPOMETALIM.

—-_—
—_— l ® Mcnonszoeate cywecTevowni ceptipmkat 6 BT

InA s3aWmMTEl KpUAToKoMMW MacTep«ntoua Bl GyaeT MCNonb30BEH TEKYLLMIA
CEepTMMKET ONeEpaTopa.

3A0 "Anapann P.A.", 1995-2019 r.
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5. [Ina ucnonb3oBaHus cepTuduKaTa onepaTopa, KOTOPbIiA BbINOIHSET NpoLefypy BOCCTaHOBNEHMS,
BbibepeTe NyHKT Ucnons3oeams cywecmsyowul cepmugukam 6 b/l n naxmute Lanee.

MacTepom cofipaHa BCA HEOBX0MMMER MHPOPMALMA ANA EOCCTAHOBNEHMA MacTep-+noya B,
Haxrawte "Jancwe" ana sanycka npouecca unk "Hasan" ana Bosepata K HacTpofikKam.

MapaMeTpel BOCCTEHOENEHWA
‘PopraT: PN, 3EWWLLEHHBIR NEpoREM
Cepmigmkart: McnonssyeTcR TekyWWi cCepTURMKaT onepaTopa

“Paiin: Chedeinstall\1.emk

| < Hazan || Hanee > | | Omaera

6. [naBBoga HOBOro CepTI/IqJI/IKaTa onepartopa, HaxoadALWeroca Ha aNeKTPpOHHOM Knko4e, Bbl6epMTe
MYHKT 3apeaucmpupogams Ho8bIl cepmuukam U3 NaMsmu 31IEKMPOHHO20 KJIHYd.

B 3mom cny4dae nosgumcsi OKHO €O CnUCKOM 00CMYNHbIX Cepmu@ukamos Ha 31eKmMpOHHOM KJltode, 00UH
u3 Komopebix cnedyem 8blbpams U nodmeepoums 86160p Haxamuem kHonku OK.

ﬁ CepTuduKaTel Ha 3NEKTPOHHOM KIlo4e

BrifiepuTe cepmidnKaT:

Komy BploaH Cpok aefcTEnA MNocTaewmK KprnTorpadum
Administrator de-WIN ... |08.10.2015 Microsoft Enhanced C5P
Adminigtrator de-WIN-CQWCDE... [31.10.2015 Microsoft Enhanced CSP

de-WIN-CQVCDE... [31.10.2015 Microsoft Enhanced CSP

7. HO,D,TBep,EIMTe BblﬁpaHHblﬁ €nocob BOCCTaHOBMEHUS KtoUa U HaxMuTe Janee.
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8. Haxmute 3asepuwiume.

AnagauH)™ Pabora MacTtepa ycnewHo
3aBeplueHa

MacTep ycnewHo BoCCTaHOBMN MacTER-KN0Y Ba3e!
[EHHBD CEPBEPA M3 PE3ePBHOMN KOMMW.

Haxraute 3asepumte, ytolsl sakpeiTe MacTep.

< Hazan ||3mepu.MTh | | CmaeHa

18.5 OT3bIB MacTep-Kno4a B

OT3blB MacTep-kntoya bl ucnonbsyetcs B cnyyae ero KOMNpPOMETaLMM U HEBO3MOXHOCTU AaNbHENLIErO
MCNONb30BaHMS AN MOAKOUEHUS KpUNTOXPaHUAMLLA. s 0T3bIBa MacTep-K/toua Heo6xoaAnMo
BbIMONHWUTL CNeAyoLLIME AeHCTBUS:

1. Ortkponte Aeenm Secret Disk Management Server nepevigute Ha BKnaaky Macmep-kaw4 b/l
2. Haxmute Omo3zeams Macmep-katoy bA. HaxmuTe kHonky Janee.

AnSaau)” Bac npueeTtctRyeT Mactep
0T3biEa macTep-kniwoya bl

MacTep oTseiea MacTep-«nioua B NosSEONAET BRINONHWTE
BRoKWPOBKY TeKyLLEero MacTep«niova B & cnydae ero
KomnpomeTawm. DTosEaHHBIR MacTep+nioy B He
MOXET BEITh UCNONES0BEH ANA MOHTUPOBEHUA
KPMNTOXPEHMINLLE W PaBoTel C KMOYaMK WMDPOBaHWA
mckos. [ocne BEINONHEHWA OT3EIEE KPUNTOXDEHWWLLE
GyneT aETOMaTMHECH DeMoHTMposaHe. [na
BOCCTAHOBNEHWA PaGoThl KPUNTOXDEHUNMILE HEoGXo QMo
BBINONHWTE cMeHy MacTep+nioya B

Ona npogomxerna HaxmuTe Janee.

< Hazan || Hanee > | | OmaeHa
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3. YkaxkuTte npuuMHy 0T3biBa MacTep-katoya bA. Mo xenaHuio BBeanTe A0NOSHUTENbHbIN
KOMMEeHTapwi, KOTOPbIN NOSBUTCS B XXypHane. Haxmute kHonky Janee.

O13k1B MacTep-kntoda bf1

VicanmTe NPWYKHY OT3bIEa MacTep+HNoYa Gasbl AaHHBDX

| HMeTeueHue CPOKa JERCTEWA MacTEp-HIoYa Ba3bl AaHHBD W |

WeTeyenne cpoka OeCTEMA MacTEp-No4a Basel AaHHB
KomnpomeTaurs macTep-+nioya Gass! AaHHbN

WeTeyerne cpoKa OeRCTEMA CEpTHRMKET
YTepA QOCTYIE K CEpTHEMKE

WamereHWe cocTasa NOCTABIWMKOS KpUNTOrpadian

Opyran

< Hazan || Hanee > | | OmaeHa

4. Haxwmute [dazee.
5. Haxmute 3asepwiums.

Ecnu neped 3asepweHuem Macmepa 6bin 8bi6paH nyHkm 3anycmums Macmep cMeHbl Macmep-ki4a
b/l, mo nocne 3akpsimus okHa omkpoemcs Macmep cmeHbl Macmep-kato4a b/.

18.6 (CmeHa macTep-Hoya b

B cnyuae ytepu unam KoMnpoMeTaumum MacTep-knya, ero HeobxoanmMo cMeHuTb. MNpoueaypa cMeHbI
MacTep-KJloua BKIKOYAET B cebs 0T3bIB AEMCTBYIOLLETO MACTeP-K/OYa U CO3aHME HOBOTO Kikoua.
UT06bI CMEHMTb MacTep-kntod bJl, BbiNoAHWTE cnepyolme LencTBus:

1. Orkpownte Acenm Secret Disk Management Server v nepengute Ha Bknaaky Macmep-knawoy b/1.

2. Haxmute CMeHums macmep-kary b/l. Haxmute Lanee.

3. YKaxuTe NpUuYMHY CMeHbl MacTep-katoda bJl, BbiIbpaB COOTBETCTBYHOLMI MYHKT B MO CO CUCKOM.
Takke MOXHO L06aBUTb KOMMEHTAPUI, KOTOPbIV NOSBUTCA B XXypHane. Haxmute Janee.

4. Mactepy notpebyeTcs NpOBEPUTb INEKTPOHHbBIW K4 C AEUCTBYHOLWMM CepTUPUKATOM onepaTopa.
MopkntounTe KNOY U HaxmuTe Lanee.

5. YKkaxuTte HyXHbIX cepTudmKaT B OKHe Bbibopa cepTudmkaTa onepatopa. Haxmute Lanee.

6. [ng wudpoBaHus HOBOro Mactep-kto4da bl MOXHO ncnonb3oBaTb cepTUdMKAT onepaTopa,
KOTOPbII yXXe 3aperucTpupoBaH B 6ase AaHHbIX, 419 3TOro Bblbepute NyHKT Mcnons308ame
cywecmeyrowuli cepmucukam e b/l.

7. B kayecTBe HOBOro ceptTndukata onepaTopa MOXHO 3aperMcTpupoBaTb CepTUOUKAT, HAXOASALLMICS
Ha ToKeHe. [1ng 3Toro oTMeTbTe NYHKT 3dpe2ucmpuposdms HO8bIU cepmugukam u3 namMamu
2/IeKMPOHHO20 KAIKY.

8. Haxmwute Lanee.

9. Ecnu 6bin BbIBpaH NYHKT 3dpeaucmpuposams HOBbIU cepmudukam u3 namamu 31eKmpoHH020
K/ar4d, noABUTCA OKHO CO CMUCKOM AOOCTYMNHbIX CepTMCbl/IKaTOB Ha 31EKTPOHHOM KNnK4ve, OAuH U3
KOTOpbIX cneayeT BblbpaTh M NoATBEPAUTL BbiGOp, Haxas OK.

10. MopTBEpAMTE BLINONHEHUE Onepaunu, Haxas Lanee.

11. BeenuTe naponb TOKEHA M HaxMuTe KHonkKy OK.

12. JoxauTecb OKOHYaHWS MpoLecca CMeHbl MacTep-kntoya b/,

13. Mocne Toro B none CocmosgHue NosIBUTCA coobuieHne YcnewHo 3asepuwiéH, HaxmuTte Lanee.

14. CMOHTMpY#HITE KpUNTOXPAHWIULLE U BbIMONHUTE pe3epBHOE KONUPOBaHME HOBOMO MacTep-Kua
bL.

15. Haxmure 3asepuwume.
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19. JlnueHsnposaHue Secret Disk Enterprise

Jnuensunsa Ha ncnonb3oBaHue Secret Disk Enterprise pacnpoctpaHseTcs B Buae $anna, KoTopbli
3arpy)aeTcs B npouecce yCTaHOBKKU cucTeMbl. JIMLEH3us onpepenseT AOCTYNHbIe AN UCMO/Ib30BaHUA
dyHKUMOHanbHble BO3MOXHOCTH Secret Disk Enterprise:

KonnuectBo paboumnx mecr.

Bo3MOXHOCTb paboThbl B KNACTEPHOM KOHOUIypaLuu.
[locTyn No cetu K 3alMILEHHBIM ANCKAM.

3almTa CbEMHbBIX HOCUTENEN.

Co3paHue 3aWnWEHHbIX KOHTEMHEPOB.

lpu Heobxodumocmu gaiin nuyeH3uu Moxem 6bims 3ameH nocpedcmaom onepayuu CMeHUMs
JUUEH3UIO.

ARl N

# Cepeep Ynpaenenua Secret Disk Enterprise (SDEDEM... \;li-

| Cratyc I MacTep+nioy B | Kpuntorpagma | [MueHsua | Hactporika

YeoTaHOBNEHHEA MMLEHSMA

MHdopmauma o KnmeHTe -
KomnaHua-3arazymK Aladdin R.D. ONLY FOR TEST
WaeHMduKaTop KNveHTa 0d961bbd-b2ab-4b04-8a36-7cH6bb. ..

MH$opmauma o IMUEHIHKI =
Bepcun 250
WoeHTMMKATOP NLEHZWIA 06bd4671-b580-4095-922c-af 38a7 ..

Thn nuueHsMA MonHan

Cratyc B aHWe
[aTa reHepawn muueHzMI 10.03.2015
[ata Hayana oefcTEMA TMUEHZMKA 10.03.2015

[aTa oxkoHyaHUA DeACTEMA MHLEHSM 10.03.2025

CMEHWTE NHUEHIWD
= 2apervcTPWPOBATE HE CEPEERE YTIPSENSHWA HOBYI MMUEHIMIO WS Baifna

C nporpamme  Bepowus 2.7.0.30 |05HOEHTb || JaKpeITe |

MHbopMaumMs 0 NTMLEH3UM TaKXKe AOCTYMNHA Ha cTpaHuue Beb-Moptana SDMS
AdmMuHucmpuposarue/JluyeHsus.

I U3meHums nuyeH3uro yepes Beb-lNopman Hesb3s.

CraTyc nMueH3npoBaHus onpeaenset Habop onepaumii, KOTOpPble NO3BONSET OCYLLECTBASTL
ynpasnsitowmit cepsep SDMS. Cnuncok onepaumii ns pasnmnyHbiX CTaTyCOB NULEH3UPOBaHUS NPUBEAEH
B Crieaytolen Tabnumue:

Onepauuu
3anyck Peructpaums
Craryc R 3anyck Be6- pa ALMMHUCTPaTUBHbBIE Rocryn k
MUEH3NPOBANUA noprtana HOBOI4 paboueit one :u.uu 3aWMULLEHHBIM
SDMS u poctyn SDMS P pecypcam
K naHenu CIULi
Nvuensus paspeLleHo paspeLleHo paspeLleHo pa3peLieHo pa3peLieHo
LLefCTBUTENbHAS
Nuensus paspeLleHo 3anpelleHo 3anpeLleHo 3anpelleHo 3anpelleHo
OTCYTCTBYET WU
noBpexaeHa
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3aKoHuMncs paspelueHo paspeLleHo 3anpelLLeHo paspelleHo 3anpeLLeHo
nepuos AencTeus

LocturHyT numuTt paspeLleHo paspeLueHo 3anpeLleHo paspeLieHo paspeLieHo
KONn4yecTBa
pabounx CTaHuMi
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[TpnnoxeHne A

Cucrema Secret Disk Enterprise cocTOMT U3 HECKONBKMX B3aMMOAENCTBYIOLMX YacTen (PucyHok 2):
e ynpasngwolero cepsepa Secret Disk Management Server B cocTaBe:
—  cepBep BU3HEC-NOMUKY;
- LLU1HO3 KIMEHTOB;

—  aAMMHMUCTPaTMBHbLIN BeB-nopTan.

6a3a paHHbIx SDE nop ynpasnenvem CYB, MS SQL Server;

e paboume CTaHUMM NONb30OBaTENEN C KIMEHTCKMM NporpaMMHbIM obecneveHmem Secret Disk Agent;

paboune CcTaHUMM nonb3oBaTenen ¢ ponamu AgMuHucTpatTopos, Onepatopos, AyanTopos.

Takke npu pabote SDE ncnonbsyetcs ase obwme cnyxbbl MHOPACTPYKTYpPbl NPeanpUATHS, KOTOpPbIe
MOKa3aHbl Ha PUCYHKE:

cnyx6a Active Directory;

cnyxba Ceptudumkaumu.
Cnyxba CepTtudukaumm

Bt

<o Il

Secret Disk Agent SisoratDisk
AN
Knioun wudpposanus,
{j HACTPOMKK U 3afaHns Management Server
mOE @~
OT4eTbl O COCTOSAHNN MS SQL
PaGoyas craHums <ol Linto3 —
nonb3osarens WEyTEHTHDUKAUNA KnuextoB _— @
N PR AOMUHUCTPaTUBHLIV  [— o
Ynpasnexue Bes-nopmn C Basa ﬂaHHbIX
€pBep SDE

BuaHec Jlorunku

|
Qe e— _—>

Pa6ouas craHumusa
agMuHUCTpaTopa,
oneparopa,

ayauTopa MS Active Directory
N

Q |
gL 8

Monb3oBatenu, KOMMNbIOTEPbI,
ceptudukartst

PucyHok 2 - Cocmas cucmemsi Secret Disk Enterprise
CepBep 6bU3HEC-N0rMKN

Ha3HauyeHue ueHTpanbHOro komMnoHeHTa Cepeepa Ynpasnenus SDE:

obecneyeHne B3aMMOAENCTBMSA KOMMNOHEHTOB M npoueccos SDE;
e  yMpaB/ieHWe CO34aHMEM, XPAHEHUEM U UCMOMb30BAHMEM KIHOUEN WNMDPOBAHUS OAHHDBIX;
e OTNpasneHue Ha paboyne CTaHLMM KOMAH[ Ha CO3aHMe 3aWMILEHHBIX PECYPCOB U ONepaLmnu C HUMM;

e  XpaHeHwWe YYETHbIX 3anncen nonb3osaTtenen, pabounx CTaHUMIA M 3aLLMLAEMbIX PECYPCOB U CBA3SX
MeXay HUMU;

e npenoCTaB/ieHWe YNONHOMOYEHHOMY MOJIb30BATEN0 AOCTYN K 3aWMLLIEHHOMY pecypcy, NpeaocTaBnss
Knouy wudpoBaHus pecypca.

3A0 "Anappuu P.A.", 1995—-2019 . PykoBopacTBO agMuHKUCTpaTopa My6nanyHbIn Crp.89/96



Secret Disk Enterprise 2.7 2.0

Cepsep pabotaet kak cnyxba OC. MNpunoxeHne SDMS, no3sonseT 3anyckaTb M 0CTaHAaBAMBATL CNYXOYy,
MOHTMpOBaTb (MPUMBOAMTL B pabouee cocTosHME) KpnntoxpaHmauile, yCTaHaBAMBaTb MacTep-KJIoY
ba3bl JaHHbix SDE 1 HacTpanMBaTb OCHOBHbIE NAapaMeTpbl CUCTEMbI.

LWnwo3 KnneHToB

MonooepxnBaeT ceTeBoe NoaktoyeHMe AreHToB paboumnx CTaHUMM K cepBepy busHec-normkm m nx
B3aMMOAeNCcTBME B pamkax ceccuii. ObnafaeT BOSMOXHOCTbIO MaclTabMpoBaHMS 3a CYET
KnacTepmsaLmu.

KnueHTbl pabotatot no npotokony HTTP, Homep nopTta no ymonyanuto 8888 (npu Heob6xoanMMoCTu
MOXHO M3MeHUTb). [1OpT MCNONb3yeTCs COBMECTHO C AOMUHUCTPATMBHLIM Beb-nopTanoMm. [1ng pabotsl
wnto3a HeobxoamMm Beb-cepsep IS ¢ nogaepxkon npunoxenun ASP.NET.

ALMWHUCTPATUBHDIN Beb6-nopTan

Beb-npunoxeHune, npy NOMOLIM KOTOPOro Nosib3oBaTenu ¢ ponamu AgMuHuctpatop Wb, Onepatop u
AyauTtop ynpasnsatoT cuctemol Secret Disk Enterprise. [1pyrue nonb3oatenu SDE He nmeroT goctyna K
3TOMY NPUSIOXKEHMUIO.

I Lns pabomel npunoxeHus Heobxodum Beb-cepsep 1S ¢ noddepxkoii ASP.NET.

Ba3a naHHbIx SDE

XpaHuTca nofHas KoHpurypaums pabotatower cuctemsl SDE, xxypHanbl onepaumii u cobbiTnin B
cucTeMe, cepTudMKaTbl MONb30BaTENEN U KIOYM WU(DPOBAHMSA 3aLLMLLAEMbIX PECYPCOB,
3alWKndpoBaHHbIe C UCMONb30BaHMEM MacTep-kitoyda. Takxke B 6a3e JaHHbIX XPaHATCS KPUNTOKOMMUM
MacTep-kntoya, 3aWwndpoBaHHbIE OTKPLITbIMU KIOYaMKU CEPTUPUKATOB OMEepaTopoB.

Pabouyto koHpuUrypaumio SDE 1 focTyn K 3alUMWEHHBIM pecypcaM MOXKHO MOIHOCTbH BOCCTAaHOBUTD,
nmes 6a3y gaHHbix SDE (Mnu eé pesepBHYIO KONUID), a TakXKe KON MacTep-kntoda b/,

Ucnonezyemca CYBL MS SQL Server. Heobxo0umo 8b6In0IHSIMb pe2ynsapHoe pe3epsHoe KonuposaHue
6a3bl 0aHHbIX SDE u npuHsme mepsl no obecneyeHuro svicokoli docmynHocmu CYB/.

Secret Disk Agent

KnueHTckoe nporpaMMHoe obecneyeHue, ycTaHaBAMBaeMoe Ha Paboumx CTaHUMSAX NOb30BaTeNeN.
DyHKUMK:
e ocylecTBneHue ABYXPAKTOPHOWM ayTeHTUDUKALMM NONb30BaTENEN MO INEKTPOHHbBIM K/HOUaM;
e MoNyYyeHue OT YNpaB/SIoLLEro cepBepa Ktoyei WndpoBaHNUS 3aLLMLLEHHBIX PeCypCoB;
®  MOAK/OYEHME M OTKHOUEHME 3aLUMILEHHBIX PecypcoB U obecneyeHne AOCTYyNa NOAb30BATENS K HUM;
e UCNOSHEHWE KOMaHAbl yNpaBAsIoLLero cepeepa Ha AeiCTBMS C 3aLUMLLAEMbBIMU pECYpCaMMu;

e Mepefaya ynpaensoLEeMy cepeepy MHPOPMaLMK O KOHDUIypauun paboumnx CTaHUMM U OeNCcTBUM
nonb3oBarens;

. obecneyeHune pa6OTbI C 3aWMILEHHBIMM MANKAMU U KOHTEVIHepaMM;

e  BK/KOYaeT B cebs 3arpy304HbIv ApariBep 419 3aWMIWEHHOI0 CUCTEMHOIO AUCKaA.

Cny6a Active Directory

Mcnonb3yeTcs ynpaBnsoWwmM cepBepoM Ans noayvyeHns MHGOopMaLmMmu 0 Noib30BaTeNsX U
KomnbtoTepax gomeHa Active Directory kopnopaTMBHOM CeTU, KOTOpble MOTyT ObITb f06aBNEHbI B
KauyecTBe nosib3oBaTenen n paboumx ctaHumi cuctemol Secret Disk Enterprise.

Monyuaet n3 Active Directory cepTudumKaTbl HOBbIX NOMb30BATENEN AN9 3aHECEHUS UX B Ba3y AaHHBIX
SDE, ecnun oHKM TaM UMEIoTCS.
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Cucrema SDE He xpaHuUT cobcTBeHHbIX AaHHbIX B Active Directory u He moguduumpyeT nMetroLmecs
TaM faHHble. [Nocne pernctpaunm nonb3oBartenen n pabounx ctaHumii B SDE Bca Heobxoanmas
MHPopmMaums HaxoamTca B 6aze faHHbix SDE.

Cnyrb6a Ceptndumkaumm

MUcnonb3yeTca ans Boinycka ceptudukator ctaHaapta X.509 Ha 31eKTPOHHbIX K/4ax u
YOOCTOBEPEHMS BbINYLEHHbIX CEPTUPUKATOB NpM onepaumax ¢ HuMu. Bmecte ¢ SDE MmoxHo
MCnonb30BaTb pasnunyHble Cnyxbbl cepTudmMKaunm, ecnm obecneymBaeTcs BbIMOIHEHUE CNeAYHLMX
TpeboBaHuii:

e CepTudUKaTbl BbIMYCKAOTCS HA 3/1EKTPOHHBIX KpUNTOrpadrueckmx Kiovax;

e ceptudmKaTbl NpefHa3HayveHbl Ans wudposaHus kntoven (none Key Usage cepTudukaTta cooepxut
3HauveHune "Key Encipherment”);

e  [JIMHA OTKPbITOro Kitoya wudposaHus RSA ceptudukaTta He meHee 1024 6ut (none Public Key).

Cepmugukamesi nonszogamenell SDE Ha 31eKMPOHHbLIX KIKYAX MO2YM UCN0/16308aMbCs U 0151 Opyaux
ueneli, Hanpumep, 0418 dymeHmu@uKayuu nons3ogamesneli KOpNnopamusHol cemu, HO 3Mo He si8siemcs
0653amesibHbIM.
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20. ABTOpCKMe NpaBa, TOBAPHbIE 3HAKW, OrPaHNYEeHNSA

[laHHbI LOKYMEHT, BKOYas Noabop U pacnonoXxeHne MANKOCTPaLIMii U
MaTepuanoB B HEM, SIBNSETCS 06bEKTOM aBTOPCKMX MPaB M OXpaHAeTcs B
COOTBETCTBMM C 3aKoHoAaTenbcTBOM Poccuiickoit Denepauun.
O6napatenem UCKNOYMTENbHBIX aBTOPCKMX M UMYLLECTBEHHbIX NpaB
asnsercs 3A0 "AnapovH P.A.".

Mcnonb3oBaHue 3TUX MaTepuanos tobbiM cnocobom 6e3 MMCbMEHHOro
paspelueHns npaBoobnasaTens 3anpeLieHo 1 MOXET NoBneYb
OTBETCTBEHHOCTb, NPeayCMOTPEHHYI0 3aKkoHoaaTenscteom PO. Mpu
nepeneyaTke ¥ UCMONb30BaHMM JAHHbIX MaTepuanos nMbo nboi nx Yactn
ccbinku Ha 3A0 "AnapamH P.." o6a3aTenbHbl.

Bnapenbuem 3aperncTpupoBaHHbIX TOBApHbIX 3HAKOB "Anaaamn”, Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "Kpunto BAl", norotunos n
npaBoo6nafaTeneM UCKIHYUTENbHbIX NPaB Ha UX AM3aiH U
MCNob30BaHWeE, MATEHTOB HA COOTBETCTBYIOLLME NMPOAYKTHI fiBnsieTcs 3A0
"Anapaovn P.O.".

HasBaHMs Npo4nx TeXHONOTUiA, NPOAYKTOB, KOMMNAHWI, yNOMUHAIOLWMECS B
[LlaHHOM JOKYMEHTE, MOTYT SBASTHCS TOBAPHbIMU 3HAKaMM CBOMX 3aKOHHbIX
BafenbLes.

OrpaHuquue OTBETCTBEHHOCTU

MHbopMauus, npuBeAéHHas B AAHHOM [OKYMEeHTe, NpeaHa3HaueHa
UCK/TIOUUTENBHO /151 03HAKOM/IEHUS U HE IBNISIETCS MCYEPMbIBAKOLLEN.
CocTaB NPOAYKTOB, KOMMOHEHT, UX QYHKLIMU, XapaKTEPUCTUKH, BEPCUM,
[OCTYNHOCTb M Np. MOTyT 6bITb M3MeHeHbl 3A0 "AnapnanH P.L." 6e3
npeABapuTeNbHOMO yBEAOMIEHNS.

3A0 "AnapauH P.[." He rapaHTVpyeT HW OTCYTCTBMS OWKNOOK B AAHHOM
[LOKYMEHTE, HM TOr0, YTO OMMCaHHoe nporpaMMHoe obecnevyenue (M0) He
conepxuT pedekTos, 6yaeT paboTtaTb B NPOM3BOJLHO BbIOPAHHBIX
YCNIOBWMSIX U NPY 3TOM Y/0BNIETBOPSTL BCEM TPeBOBaHMSIM, KOTOpble MOryT
6bITb K HEMY NpeAbsABEHbI.

3A0 "AnapauH P.[." He rapaHTpyeT paboToCcnocobHOCTb HeneranbHo
Nosy4eHHOro NporpaMMHoro obecneyeHus. HeneranbHoe UCnonb3oBaHue
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nporpaMMHOro o6ecneyeHns U AOKYMEHTaLMK Ha Hero NpecieayeTcs no
3aKOHY.

Bce ykasaHHble AaHHbIE O XapaKTePUCTUKAX MPOAYKTOB OCHOBAHbI HA
MEXAYHAPOLHbIX UM POCCUIACKMX CTaHAAPTaX M pesynbTaTax
TECTUPOBAHMUSI, MONYYEHHbBIX B HE3ABUCUMbIX TECTOBbIX MU
cepTUOMKALMOHHbIX 1a6opaTopusX, TGO HA MPUHSTBIX B KOMMAHUK
MeToaukax. B naHHoM pokymenTe 3A0 "Anapaud P.J." He npenocTaBnsiet
HUKAKMX HU SBHBIX, HX NOAPA3yMEBAEMbIX rapaHTUA.

3A0 "Anapamt P.A." HE HECET OTBETCTBEHHOCTM (KAK B CUTY
[IOrOBOPA, TPAXXAAHCKOTO MPABOHAPYLLEHMSA, BKNIHOYAA
XANIATHOCTb, TAK M B /10601 MHOM ®OPME) NEPEL, BAMU UIU
JIIOBOM TPETbEV CTOPOHOW 3A JIHOBbIE MOTEPU WU YBbITKU
(BK/TIOYAS KOCBEHHbIE, ®AKTUYECKME MM MOBOYHbIE YBbITKN),
BKJTHOYAS BE3 OFPAHUYEHWM NIOBbIE MOTEPY MU YBbITKM
MPUBbIIBHOCTM BM3HECA, MOTEPKO JIOXOAHOCTU MU PEMYTALMN,
YTPAYEHHYIO MM UCKAXKEHHYIO MH®OPMALIMIO MK
NOKYMEHTALIMIO BCJIEACTBUE MCMNOJIb30BAHMA MPOTPAMMHOIO
OBECMNEYEHUA W/MNTN TIOBOTO KOMIMOHEHTA OMUCAHHOIO
MPOAYKTA, OAXE EC/TN 3A0 "Anagaunu P.A." BbIJ1IO MMCbMEHHO
YBEAOMJIEHO O BO3MOXHOCTM NOAOBHbIX YBbITKOB.

FocyaapcTBeHHOE perynMpoBaHue U 3KCMOPTHbI KOHTPOb

OnucbiBaeMblil B JaHHOM JOKYMeHTe MpoAyKT (MM NPOAYKTbI) MOXET
ABNATLCA MK COAEPXaTb B cebe cpeacTBO KpunNTorpauyeckon 3alumTbl
nupopmaumnm (CK3M), asnatoweecs npeaMeTom 3KCMOPTHOTO KOHTPOAS.
Bbl cornaluaeTech ¢ TeM, YTO NMPOAYKT He ByAeT NOCTaBASTLCS,
nepefaBaTbCst UM IKCNOPTUPOBATLCS B KaKy0-nnbo CTpaHy, a Takxe
MCMONb30BaTbCA KakKMM-NMBO NpOTUBOPEYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTupyeTe, yto byAeTe cobn0AaTb HaKNaabIBaEMbIE HA 3KCMOPT U
pe3KcnopT NPoAyKTa OrpaHUYEHHSI.

CBepeHus, NpuBeAEHHbIE B AAHHOM [OKYMEHTe, akTyasbHbl Ha AaTy ero
ny6aukaumm.
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20.1 JlnueH3noHHoe cornalleHne

Moxanyicta, BHUMaTeNbHO NMPOYUTaiTe AaHHOE NIMLEH3UOHHOE
COralleHne Npexae, Yem UCMo/b30BaTb COLEPXKMMOE LAHHOMO KOMI/IEKTa
U/Mnu npexae, YeM 3arpyxatb UM yCTaHABNMBATb NPOrpaMMHOe
obecneueHue.

Bce ykasaHus no Mcnonb3oBaHMIO NPOrpaMMHOro obecneyenus,
npesfocTaBnsiemMble 3aKpbiTbiM aKLMOHEPHbIM 06wwecTBOM "AnaaauH P. [."
(M1 No6bIM ero fLoUepHUM NPeanpUSITUEM — KAXKA0E U3 HUX
yNoMUHaeMoe Kak "KOMNaHus"), NOAYMHAIOTCA U BYAYyT NOAYNHATLCS
YCNI0BMSAIM, OTOBOPEHHbIM B JAHHOM COrnalleHnn. 3arpyxas JaHHoe
nporpaMMHoe obecneyeHue (Kak onpeseneHo Aanee no Tekcty) u/unm
yCTaHaBNMBas AaHHOe nporpamMMHoe obecrneyeHune Ha Baw koMnbloTep
1/Mnn cnonb3ys AaHHOE NporpamMMHoe obecrneyeHne MHbIM cnocoboM, Bl
NpUHMMaeTe AaHHOe COornalleHne 1 COrnalaeTech C ero YCI0BUAMM.

Ecnmn Bbl He cornacHbl C AaHHbBIM COMNaLLEHMEM, He 3arpyxaiTe u/unm He
yCTaHaBNMBaliTe fJaHHOe NporpaMMHoe obecneyeHne U He3aMeLNUTeNbHO
(He no3pHee 7 (ceMM) AHeN C AaTbl 03HAKOMAEHUS C HACTOSALLMUM TEKCTOM)
BepHuTe 310T NpoaykT B 3A0 "AnanavH P.A.", ynanute paHHoe
nporpaMMHoe obecneyeHne 1 BCe ero 4acTu CO CBOEro KOMMbloTepa U He
MCNONb3yMTE ero HUKOMM 0bpasom.

HacTtoswee nuueH3snoHHoe cornawenune (nanee "Cornawenune”) asnsercs
[I0rOBOPOM, 3aK/IIOYEHHbIM Mexay BaMu (pr3nyecknm unm opuanyeckum
NULOM) — KOHeYHbIM nonb3oBaTteneM (aanee 'Monb3osatens”) — u 3A0
"AnapavH P.L." (nanee "KomnaHusa") oTHOCUTENbHO nepeaayu
HEUCK/IIUMTENbHOTO NpaBa Ha UCMO/b30BAHWE HACTOSILLErO NPOrPaMMHOI0
obecneyeHns, SBAAIOLLETOCH MHTENNEKTYaIbHOM COBCTBEHHOCTLIO
KomnaHuu.

MpaBa U co6cTBEHHOCTD

OAHHOE COTNALLEHME HE ABNAETCSA COMNALIEHMEM O MPOOAXE.
MporpammHoe obecneyeHne, BKNtoYas Bce nepepaboTku, MCNPaBReHus,
MoanduKaumu, AONOAHEHUS, 0OHOBNEHMS U/UNK YCOBEPLIEHCTBOBAHMS K
HeMy (Zanee no Bcemy TEKCTY M NtobOK ero yactTu onpeaensemMoe Kak
MporpammHoe obecneyenne nnm M0O), u cBA3aHHAA C HUM AOKYMEHTaLMA
npesnHasHavaetcs HE A1 NMPOOAXM u saBnsietcs u octaércs
MCKNIOYUTENbHOW COBCTBEHHOCTbIO KoMnaHuu.

Bce npaBa Ha MHTennekTyanbHyt CO6CTBEHHOCTD (BKNtoYas, 6e3
orpaHuyeHuit, aBTOpCKMe NpaBa, KOMMepYecKyto TaliHy, TOBapHble 3HaKu, 1
T.4.), NOATBEPXKAEHHbIE MU BKIKOYEHHbIE B
NpUNOXEHHbIE/B3aUMOCBA3aHHbIE/MMELOLLME OTHOLIEHUE K JAHHOMY
PYKOBOACTBY, AaHHble, coaepxalumecs B HEM, a Takxe Bce npasa Ha M0
ABNAIOTCA U OyAYyT ABNSTbCS COBCTBEHHOCTBIO UCKNOUYNTENBHO KOMNaHKK.

[aHHoe cornaweHue He nepenaét Bam npaea Ha MporpamMmHoe
obecneyeHune, a N1LWb NPeAOCTaBASET OrPaHMYEHHOE NPaBo Ha
MCNOAb30BaHWE, KOTOPOE MOANEXUT OTMEHE COMNACHO YC0BUAM AAHHOMO
Cornawenus. Huuto B saHHoM CornaweHunn He NOATBEPXKAAET OTKa3
KoMnaHuu oT npaB Ha MHTeNNeKTyanbHyto COBCTBEHHOCTb NO KakoMy 6bl TO
HY BbIN0 3aKOHOAATENLCTBY.

JIvueHsua

KoMnaHus HacToswwmM npepocTtaBnseT Bam, a Bel nonyyaete
MHOMBUAYaANbHOE, HEUCKIOYNTENbHOE M OT3biBaEMOe OrpaHMyYeHHOe NpaBo
Ha ucnonb3osaHue aaHHoro MO Tonbko B hOpMe UCMOAHAEMOro KOAa, Kak
onuncaHo B npunaraemoii k MO TexHUYecKon/3KcnayaTaLUUOHHON
[LOKYMEHTaL MW, U TONbKO B COOTBETCTBUM C YCIIOBUSIMU AAHHOTO
CornaweHus:

Bbl MoxeTe ycTaHoBWTb M0 1 MCNONb30BaTb €0 HAa KOMMbIOTEPaX,
pacnonoXeHHbIX B Npefenax Bawero npeanpuatus, kak onucaHo B
COOTBETCTBYIOLLEN TEXHUYECKOM/3KCNNYaTalMOHHOM AoKyMeHTauun MO v B
HaCTOALLEM COMALLIEHUN.

Bbl MoxeTe fobaBuTb/NpucoeanHuTs MporpaMMHoe obecneyeHne K
nporpaMMam ans MOGUbHbIX YCTPOWCTB C eAMHCTBEHHOM LLENblo,
onucaHHoi B aaHHoM CornaweHuu. NMpUHUMas yCIOBUS HACTOALLETO
cornawenus, Bbl cornawaetecs:

- He UCMONb30BaTh, HE MOAUDULMPOBATL U He BblAABATb CYyBNMULLEH3UM Ha
naHHoe lMporpammHoe obecneyeHne u noboe apyroe MO Komnanuu, 3a
MCK/TIOYEHUEM IBHbIX PaspelleHnii B aaHHOM CornalieHuu;

- He MOAMbMLMPOBATh, HE IEMOHTUPOBATb, HE eKOMMUIUPOBATh, He
PEKOHCTPYUPOBATb, HE BULOU3MEHATb M HE PACLIMPSATL AAHHOE
MporpamMmHoe obecneyeHne 1 He NbITaTbC PAaCKpPbITb (MONYYNUTb)
MCXOAHblE KOAbl AaHHOTO MporpaMMHoro obecrneyeHus;
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- He noMeLaTb AaHHoe lMporpaMMHoe obecneyeHne Ha cepsep C
BO3MOXHOCTbIO AOCTYNA K HEMY TPETbUX JIUL, Yepe3 OTKPbITYO CETb;

- HE UCNONb30BaTh Kakue Bbl TO HY BbIN0 pe3epBHbIE MU AaPXUBHbIE KOMUK
faHHoro NporpaMmHoro obecneyenus (Mm No3BoASTb KOMY-NM60o ewwé
MCNonb3oBaTb TakMe KONum) € No6OI MHOM LieNblo, KpOMe 3aMeHbl ero
OPUrMHANBLHOIO 3K3eMNAspa B CNy4ae ero paspyLeHus Uam Hanuuus
nedekToB.

Tpe6osanuﬂ K UCNO/Ib30BaHUIO

lMporpaMmmHoe oBecrieyeHre AOMKHO UCMO/b30BaTbCs M 06CNYKMBATLCS
CTPOro B COOTBETCTBMM C OMMUCAHMUAMM U UHCTPYKLMSIMU KoMnaHuu,
Np1BEAEHHBIMU B AAHHOM U ApYrMX AOKYMeHTax KoMnauuu, B TOM Yucne
Ha nopTasne OHMaiH AOKYMeHTauMu Ans pa3pabortumkos KoMnaxum
(http://developer.aladdin-rd.ru/).

Ucnonbsosanue MO

Monb3oBaTens BMnpaBe:

- Bocnpon3soauTb MO nyTéM 3anucu ero B NaMsaTb 31EKTPOHHO-
BbIYMC/IUTENbHBIX MallnH [Monb3oBaTens, orpaHMYeHHOEe NpaBoM
MHCTannSumMmn, KONMPOBaHMA M 3anycka nporpamm ans 3BM;

- BcTpamartb 10 nobbiM cnocob6om B npoayKThl U pelweHus Monb3osatens;

- pacnpoctpaHsaTb M0 ntobbIM CNOCOBOM MCKNKOUMTENLHO B COCTaBe
NpoAyKTOB 1 pelueHuii MNonb3osaTens.

Mpu ucnonb3oBaHuu u pacnpoctpaHernn MO Monb3oBaTens 06s3aH
PYKOBOACTBOBATHLCA AEACTBYIOWMM 3aKOHOAATENLCTBOM Poccuiickoi
®Depepalnm 1 MeXAyHapOAHbIM 3aKOHOATENbCTBOM, YYUTbIBAS
OrpaHMYeHns 1 LONONHUTENbHbIE TpebOBaHUS, KOTOPbIE MOTYT BO3HMKATb B
CBAI3M C IKCMOPTOM WKNGPOBaNbHbLIX (KpMNTOrpaduyecknx) CpeacTs C
Tepputopun Poccuiickoit Denepaumnm 1 UMNOPTOM TakMX CPEACTB B Apyrue
CTpaHbl. B 4acTHOCTW, OrpaHMyeHns U JOMNONHUTENbHble TPe6OoBaHMS MOryT
BO3HMKaTb Npu pacnpocTpaHeHnn MO yepes MarasnHbl NPUNOXEHUH,
coaepxaime pasnmyHble NpUNOXeHUa onsa MOBUIbHbIX yCTpOﬁCTB,
YcnoBus NCNoNb30BaHMSA, U3N0XKEHHbIE B HACTOSALLEM COTNALLEHNN,
[LeVCTBYIOT B OTHOLIEHUM BCero coaepxumoro [0, B yacTHocTv B
OTHOLLEHUM:

- An3aiiHa (rpaduKK, pacrnonoxeHns snemMeHToB 0QOPMAEHNS U T.M.);
- BCEX MHbIX 3N1EMEHTOB, B TOM Ync/e n3obpaxeHni, GoHOrpaMMm, TEKCTOB.

Monyyaemble Monb3oBaTenem HEMCKNIOUMTENbHbIE MMYLLECTBEHHbIE NpaBa
He BK/IIOYAIOT NpaBa Ha nepeaavy TPeTbUM NULAM Kaknx-nMbo npas Ha
BCTPauBaHWe, BOCNpPOU3BEAEHNEe, pacnpoCTpaHeHUe U UCMONb30BaHKUE
nporpamm ans 3BM He B coctaBe NpoayKToB M pelueHui MNonbsosaTens.

KomnaHus coxpaHset 3a coboit Bce uckatoumTenbHble npasa Ha Mo u
BXOASILLME B HETO KOMMOHEHTbI, BK/ItOUAS NpaBa Ha NpefoCcTaBieHne
HEUCKIOUUTENbHBIX U UCKTIOYUTENBHBIX MPaB TPETbUM NIULAM.
Monb3oBaTenb BNpaBe oCyLWecTBnsTb ucnonbzosanue MO B npesenax,
npenycMOTPeHHbIX HacToswmMM CornalleHneM, UCKIIUUTENBHO Ha
Tepputopun Poccuiickoit Penepaumu.

06cnyxuBaHue 1 NoAAepKKa

KoMnaHus He Hec&T 06513aTenbCTB MO NPeAOCTaBAEHMUIO MOAAEPXKKM,
06CNyKMBaHMS, MOAUBUKALIMM UK BbIXOAY HOBbIX penun3os 0.

OrpaHquHHaﬂ rapaHTusa

KoMnaHus rapaHTupyerT, 4to nporpaMMHoe obecneyeHne c MOMeHTa
npuobpeTteHuns ero Bamu B Teuenne 12 (oBeHaauaTi) mecsues byaer
(YHKLMOHMPOBATL B MOJIHOM COOTBETCTBUM C €ro
TEXHUYECKOM1/3KCNNYaTaLMOHHOM AOKYMeEHTaLmMel, npu ycnosuu, yto MO
6yAeT Mcnonb3oBaTbCs Ha KOMMbIOTEPHOM annapaTHoM obecneyeHnu u c
onepauuoHHOI CUCTEMOM, AN KOTOPOW OHO 6blN0 paspaboTaHo.

OTka3 ot ra paHTUn

KoMmnaHus He rapaHTMpyeT, 4To nporpaMMHoe obecrnevyeHue Byaet
COOTBETCTBOBATb BallnM xenaHusam u TpeboBaHMAM, UNK 4To ero paboTa
6ynet 6ecnepeboiiHoi unu 6esowmnboyHoi. B 06bEMe, NpeaycMOTpEHHOM
3aKOHOAATENbCTBOM Pd, KOMMNaHKUS OTKPbITO OTKA3bIBAETCS OT BCEX
rapaHTUit, He OrOBOPEHHbIX 3[,€Cb, OT BCEX MHbIX MOAPA3YMEBAEMbIX
rapaHT1it. Hu oauH 13 aunepos, AMCTPUGBLIOTOPOB, NPOAABLIOB, areHTOB
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Mnn COTPYyaHWKOB KOMMNAHWK HE YNOJITHOMOYEH NPOM3BOAUTL
MOﬂM¢MKauMM, pacwmpeHna nnm 4ONONHEHUA K [aHHOMN rapaHTuun.

Ecnu Bbl npoussenu kakue-nnb6o moandukaumm MO unm ntoboit U3 ero
yacTeit Bo BpeMs rapaHTuiiHoro nepuoaa, MO noaBepraoch NoBpeXAeHuIo,
HEOCTOPOXHOMY MW HeNpaBuUIbHOMY 06paLLeHuto, eciu Bbl HapyLwmam
noboe u3 ycnoswit Hactoswero CornaweHus, To rapaHTus, ynomMsaHyTas
Bbllle B pazaene 5, 6yAeT HEMEANEHHO NpeKpalleHa.

lapaHTUs HepelicTBUTENbHA, ecim MO MCNonb3yeTcs B COYETAHUM C UHBIM
annapaTHbIM U/MAKU NporpaMMHbIM obecneyeHnem, OTIUYHbIM OT
OMMUCaHHbIX B TEXHUYECKOM/3KCNNYaTaLMOHHOM AOKYMEHTALMK, UAn
MCNO/b3YeTCs Ha KOMMbioTEPE C NH06bIM YCTAHOBNEHHBIM HENULLEH3UOHHbBIM
nporpaMMHbiM obecneyeHnem.

OrpaHquHMe BO3MeLleHus

B cnyyae HapyLlueHus rapaHT1mu, OroBOpeHHOM Bbile, KOMMNaHUs MOXET no
COBCTBEHHOMY YCMOTPEHMUIO:

- 3aMeHuTb [10, ecin 3T0 He NPOTUBOPEUUT BbILLIEYNOMAHYTOMY
OrpaHNYeHuIo rapaHTum;

- BO3MeCTUTb CTOMMOCTb, BbinnayeHHyo Bamu 3a 0.

[apaHTUitHble Tpe6OBaHUS [OMKHbI ObITb BbICTABNEHbI B MMCbMEHHOM BUAE
B TEYEeHWe rapaHTUIHOTO nepuoaa, HO He nosaHee 7 (ceMu) LHe C
MOMeHTa 0bHapyxeHus aedekTa, 1 cofepaTb B cebe NOATBEPXKAEHMS,
yooenetsopstowme Komnanuto. Bcé MO (Bce ak3emnnsapel, uMerowwmecs y
Bac) ponxHo 6biTb BO3BpaLLeHO KoMnaHuu 1 0TnpasBneHo BO3BpaLLaoLLeit
CTOPOHOW C ONNaYeHHOM CTOMMOCTbIO NepeBO3KM U, NPU He06X0AMMOCTH,
CTpaxoBKku. k3emnnspbl MO AOMKHbI 6bITb OTNPaBAEHbI C KONUen
NNATEXHBIX AOKYMEHTOB M HaKNAAHbIX.

MckntoueHne KOCBEHHBIX YObITKOB

CTOpOHbI Npu3HatoT, YTo MporpaMMHoe obecneyeHne He MOXET BbiTb
NOAHOCTbIO NLWEHO OWMBOK. KoMNaHus He HeCET OTBETCTBEHHOCTM (KaK B
CUNy [OroBOPa, rPaXA3aHCKOro NPaBOHAPYLLEHWS, BKIOYASA XanaTHOCTb, TaK
1 B ntoboii nHoi dopme) nepen Bamu nnum ntoboit TpeTbeit CTOpoHOM 3a
nobble noTepy Unmn yobITKM (BKIKOYas KOCBEHHbIE, dhakTuyeckue, No6oyHble
MAK NOTEHUMaNbHble YObITKM), BKIOYas, 6e3 orpaHMyeHnid, niobblie notepu
UK YBbITKM NPUBBLINBHOCTU BU3HECA, MOTEPI0 LOXOAHOCTU UK penyTaLuu,
YTPAUEHHYI0 MU UCKaXEHHYIO MHDOPMALIMIO MK [OKYMEHTaLUIo
BC/IEACTBME KAKOro-N1bo MCnonb3oBaHUS AaHHOTO NPOrpaMMHOIO
obecneyeHns u/mnu noboi KOMNOHEHTbI 4AHHOTO MO, AAXe ecnn
KOMMaHMs MUCbMEHHO yBeOM/IEeHa O BO3MOXHOCTM NOAOBHbBIX YObITKOB.

OrpaHuquue OTBETCTBEHHOCTU

B cnyyae ecnu, HECMOTPS HA YCNOBUS AAHHOTO COrNALLEHUs, KOMMaHUs
npu3HaHa OTBETCTBEHHOM 3@ YBbITKM HAa OCHOBAHWUM Kakux-1nbo aedekTos
WU HECOOTBETCTBUS NPOrPaMMHOro obecneyeHns Bawmm oxuoaHusMm,
MO/Has OTBETCTBEHHOCTb 33 KaXAbl 3K3eMNsAp AedeKTHOro
nporpaMMHoro obecrneyeHns He GyAeT NpeBbIaTh CYMMb, BbINIaYeHHOM
Bamu 3A0 "AnapamH P.[." 33 37o MNO.

3A0 "Anapaunn P.O.", 1995-2019 .
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MpekpalueHue AeNCcTBUA COrNaLLEHUS

B cnyyae HeBbinonHeHns Bamu ycnosuii aaHHoro Cornawenus aeicrsune
Bawei nuueHsum n Hactoswero CornaweHns 6yaeT npekpalyeHo.
Mocne npekpaluieHns AeidcTBUS AaHHOTO JIMLEH3MOHHOTO COrnalleHums:

- NMLeH3Ms, npegocTaBneHHas Bam paHHbiM Cornalwennem, npekpaliaer
CBOE peicTeue, 1 Bbl nocne eé npekpalyeHns He CMOXeTe NPOoAoIXKaTb
[anbHelwee UCNonb3oBaHKe faHHoro MporpaMMHoro obecneyeHus n
[ApYr1X MLEH3MOHHbIX [1poayKTOB;

- Bbl HE3aMeanuTeNnbHO BepHETe B KoMnaHuto Bce 3k3emnnspsl MO v Bce
KOMWM TaKoBOTO M/unu coTpéte/yaanute nobyto MHbopmaumio,
COAEPXaLLYOCS B 3NEKTPOHHOM BUAE.

anMEHMMOE 3aKoHOAaTeNbCTBO

[anHoe CornaweHne A0MKHO BbiTb MCTONKOBAHO M ONpeaeneHo B
COOTBETCTBMM C 3aKOHOAATeNbCTBOM Poccuiickoi Menepaumn (3a
UCK/IOYEHUEM KOHMIMKTA NPUMEHEHUS NMPABOBbIX HOPM), U TObKO
POCCUICKUIA CyA YNONHOMOYEH OCYLLECTBASTb NPaBOCYAME B NHOObIX
KOH®AMKTaX M crnopax, BbiTekatowmx u3 agaHHoro Cornawexus.
HeB0o3MOXHOCTb Ans Nt060i M3 CTOPOH BOCMONb30BATLCS N0OLIM U3 Mpas,
NpeAoCTaBNeHHbIX el No AaHHOMY COrnalleHuto, Unu NpUHSTL Mepbl
NpOTMB APYroi CTOPOHbI B Clyyae Ntoboro HapyLweHWs cBomx obs3aTenbcTs
no CornaleHunto He JOMKHO PacCMaTPMBATLCA KaK OTKA3 3TOW CTOPOHbI OT
nocneayoLero NoHYXaeHUs K MPU3HAHUI0 CBOMX MPaB WU COBEPLLEHUIO
nocneayLmnx AeNCTBUIA B CyYae AanbHeNLLMX HapyLIeHWH.
locynapcTBEHHOE PerynupoBaHUe U 3KCMOPTHbIM KOHTPO/b

Bbl cornawaetecsk ¢ TeMm, yto M0 He 6yaeT Bamu noctaBnsTbes,
nepeaaBaTbCs UM 3KCNOPTUPOBATLCA B KaKyH-1MBO CTpaHy, a Takxe
MCNoNb30BaTbCs KaKUM-NMB0 NPOTUBOPEYALLMUM 3aKOHY M YCIIOBUAM
HacTosLero cornawenus obpasom. MO saBnseTcs npeaMeToM
[LOMNONHUTENbHOTO SKCMOPTHOIO KOHTPOS, OTHOCsWerocs K Bam unu Bawen
topucankumm. Bel rapaHTupyerte, uto 6yaete cobn0aaTh HakNaAbIBAEMbIE
orpaHuYeHus Ha akcnopT u peakcnopr MO.

PasHoe

Hactosiwee CornaweHnue npeacrasnseT coboi NonHoe cornawenHue,
OTHOCALLEEeCs K JAHHOM MLEH3UU, U MOXKET ObITb U3MEHEHO TONIbKO
nocpeACTBOM NUCbMEHHOTO COrNalleHus, NoANUCcaHHoro obenmu
cTopoHamu. Ecnu BbinonHeHne Kakoro-nnbo ycnoBus HacTosLero
Cornalenuns nNpeacTaBnseTcs HeBO3MOXHbBIM, Takoe ycnosue byaet
CKOPpeKTUPOBaHO TO/MbKO B Npeaenax, obecneymBaioLLux BO3MOXKHOCTb
BbIMO/IHEHUS AAHHOTO YCNOBUS.

A NMPOYMUTAN M NOHAN HACTOSALLEEE TMUEH3MOHHOE COMMALLEHME U
COIMMACEH BbINONMHATD BCE EF0 YC/10BUS. 4 MPUHUMAKD JAHHOE
JIMUEH3MOHHOE COMMALUEHME LIEJTMKOM. EC/ZTU 9 HE MPUHUMAKD
3TO IMUEH3MOHHOE COMMALLEHME MNTN XOTA bbl OAMH U3 EFO
MYHKTOB, TO AAHHOE NMLUEH3MOHHOE COMMALLEHME HE BCTYMNAET B
cnny, 1 9 0bA3YHCb HE YCTAHABIMBATbL U HE UCTMOJIb30OBATb
LOAHHOE MPOrPAMMHOE OBECMNEYEHUE.

My6nanyHbIn Crp. 94 /96
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21. ROHTaKThbI

21.1 Odwuc (obme BONpoOCHI)

Apnpec: 129226, Mocksa, yn. okykuKHa, 4. 16, ctp. 1, 7 3Tax, komnanma "Anagamd P.O."
TenedoHbl: +7 (495) 223-00-01 (MHOrokaHanbHblIM), +7 (495) 988-46-40

@akc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (06wwi)

Web: https://www.aladdin-rd.ru

Bpems pabotbl: exxenHeBHo ¢ 10:00 go 19:00, kpoMe BbIXOAHBIX U MPa3aHUYHBIX LHEW.

21.2 Texnogneprka

Cnyx6a Texnoanaepxk1 npUHMMAET 3anpochl TOMbKO B NMMCbMEHHOM BUAE Yepes3 Be6-CcaiT:
www.aladdin-rd.ru/support/index.php.

3A0 "Anapauid P.A.", 1995—-2019 r. PykoBopacTBO agMuHMCTpaTopa My6nuyHbIN Crp.95/96


http://www.aladdin-rd.ru/support/index.php

Secret Disk Enterprise 2.7

Pernctpaumna naMeHeHui

Bepcus UsmeHeHus
1.0 MonHoe o6HOBNEHWE [OKYMEHTA.
2.0

HopoTKO 0 KOMNaHuu

Komnanwus "AnapauH P.." ocHoBaHa B anpene 1995 roaa u agnsetca
POCCUIACKMM pa3paboTuMKoM (BEHAOPOM) CPeACTB 3aMTbI
MHbOPMaLMUK.

KoMnaHwus 9BnSeTcs NpUsHaHHbIM 3KCNEPTOM U NIMAEPOM POCCUIACKOTO
pbIHKa cpeacTB ABYX(HaKTOPHOM ayTeHTUdUKaLMKM Nonb3oBaTenen,
3NEKTPOHHOM NOAMUCH M 3aALUMTbI AAHHBIX.

OcHOBHble HanpaBneHus

ObecneyeHne 6e30nacHOro AocTyna K MHPOPMaLMOHHBIM
pecypcam npennpusitus, Be6-noptanam u 061a4HbIM cepBucam
(cTporas aByx- 1 TpéxdakTopHasn ayTeHTUdUKaLuns).
JnekTpoHHas noanuck (3 ¢ HemsBaeKaeMbIM 3aKpPbITbIM
KntoyoM, Gopmupyemas B 3almLEHHOM unne), PKI.

3aluMTa NepcoHabHbIX AaHHBIX, JAHHBIX HA AMCKAX
KOMMbOTEPOB, CepBepPOB, 633 AaHHbIX.

Bce ocHOBHble NpOAYyKTbl UMEOT HeobX0aNUMble CEPTUPUMKATDI
@OCT3K, ®CB 1 MuHucTepcTBa 060POHBI (BK/TtOYas paboTy €
roctaiHow no yposHs cekpetHoctn CC).

2.0

JnueHsum

— KOMMaHus uMeeT Bce Heobxoammele nuueHsmn OCTIK Poccuu,

®OCBb Poccumn u Munmnctepctsa 060poHbl Poccuu ans
NpoeKTUpPOBaHMSA, NPon3BOACTBa M noanepxku C3U n CK3U,
BK/IKOYas paboTy C rocTaliHOM U NPOM3BOACTBO MPOAYKLUMU B
paMkax rocobopoH3akasa.

CucteMa MeHeAXXMeHTa KayecTBa NpoayKuuM B KoMnauum ¢ 2012
r. cootBetcTByeT cTaHaapTy FOCT 1SO 9001-2011 u umeet
COOTBETCTBYHOLLME CepTUDMKATBI.

CucteMa NpoekTMpoBaHws, pa3paboTku, MPOU3BOACTBA U
noaLepKKU NPOAYKLMM COOTBETCTBYET TPEGOBAHUAM
poccuitckoro BoeHHoro ctaHaapta MOCT PB 15.002-2012,
Heo6X0AMMOro ANs y4acTUs B peanusalumn rocobopoH3akasa.

Jinuensnn OGCTIK Poccum N2 0037 1 N2 0054 ot 18.02.03, N2 3442 ot 10.11.2017
Nnuensnm OCB Poccnn N2 12632 H o1 20.12.12, N2 30419 ot 16.08.17

AnagauH)™

JNnueHsns Munuctepcta obopoHbl PO N2 1384 ot 22.08.16
CucTeMa MeHeAXXMeHTa KayecTBa KOMNaHuM cooTBeTCTBYeT TpebosaHusam 1ISO/MCO 9001-2011

Ceptndumkar CMK FTOCT P MCO 9001-2011 N2 POCC RU.MC72.K00082 ot 10.07.15

© 3A0 "Anapavi P.A.", 1995—-2019. Bce npaBa 3awmileHbl
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin-rd.ru Web: www.aladdin-rd.ru
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