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AHHOTaUWA

HacToswmii sokyMeHT npeactasnseT coboi pyKoBOACTBO NOAb30BaTeNs no paboTe C NpunoXxeHnem
SDA Bepcuu 2.7, KOTOpOE SBASIETCS KIMEHTCKOM YacTbto cuctembl Secret Disk (SD). MNpunoxeHue
npefHa3HayeHo ANS 3aWmThl AaHHbIX HA 3aMNOMMUHAIOLWMX YCTPOMCTBAX KOMMNbIOTEPOB OT
HeCaHKLMOHMPOBAHHOrO JOCTyMa.
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1. ABTOpPCKMe NpaBa 1 TOProBble 3HaKM

©3A0 "AnapavuH P.[. ". Bce npaBa 3alMLLEHbI.

HazeaHus npoayktoB 1 norotunel Secret Disk, Cekpet Ouck, JaCarta 9Bng10TCa 3apermcTpMpoBaHHbIMU
TOoBapHbIMM 3Hakamu 3A0 "AnapamH P.L.".

Bce Apyrme ToBapHbl€ 3HAKW, 0003HAYEHMS M HA3BaHUS U3OENN, MCNOJSib3yEMbIE B LOKYMEHTE,
ABNAOTCA UNKN MOTYT 6bITb TOBAapHbIMU 3HaKaMM COOTBETCTBYHOLWMUX B1aAENbLEB.

[LOKyMeHT 1 copepxawascs B HEM MHbOpMaLMs ABASIOTCA COBCTBEHHOCTbIO KoMnaHuu 3A0 "AnapanH

P.A."

Bce npaBa Ha UHTeNneKTyanbHy0 COBCTBEHHOCTb (BKNKOYas, 6€3 orpaHMYeHuii, aBTOPCKMe NpaBa,
KOMMepYecKyto TaiHy, TOBapHble 3HAKW, 3HAaKM 0OCNYXKMBAHWS U T.4.), CBA3aHHbIE UK UMEIOLLME
OTHOLUEHME K HACTOSILLEMY AOKYMEHTY U NPUNIOXKEHMSIM, BCE COAEPXKALLMECS B HUX AAHHbIE, BASIOTCA
cobcTBeHHOCTbIO KoMnaHuu 3A0 "Anapamy P.L.".

Bce npaga Ha onucbiBaeMbli MpoayKT SBASOTCS M ByayT SBAATLCSA COOCTBEHHOCTbIO UCKJTOUUTENBHO
komnaHmun 3A0 "AnappgmH P.A.".

3A0 "AnapauH P.[1." He nepenaéT BaM npaBa HM HA 3TO OMMCAHME, HU Ha MHbOPMaLMIO,
coaepxallytocs B HEM unu B onucbiBaeMoM lpoaykTe, a b NPeLoCTaBSeT BaM OrpaHUYeHHoe
MpaBoO Ha ero UCnosib30BaHWeE B CTPOrOM COOTBETCTBUM C OMMUCAHUEM.

Jllo6oe HeCaHKLIMOHMPOBAHHOE UCMONb30BaHWE, PasrialleHne UanM BOCNpOU3BeLeHNe ABNSETCS
HapyLeHWeM NpaB UHTENNEKTyaNlbHOM COBCTBEHHOCTH M/munu npaB cobctBeHHocTn 3A0 "AnapamH P.1.",
“ B MONHOW Mepe ByneT npecnefoBaTbCcs MO 3aKOHY.
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CNMCOK TEPMUNHOB U OI'IDG,E[GJ"IGHI/]VI

MporpamMmHoe obecrneyeHune
OnepaumnoHHasi cucteMa
MepcoHanbHbIM KOMMbIOTEP

Habop nornmueckmx npaeun (MateMaTuyecknx
npeobpasoBaHuit), onpeaensomx cnocob npeobpasoaHms
MHPOPMaLMKN 13 OTKPbITOrO COCTOSIHMSA B 3alLMGbpPOBaHHOE
(npouecc 3awndpoBaHms) 1, HAO6OPOT, M3 3aWMPPOBAHHOTO
COCTOSIHME B OTKpbITOE (npouecc pacwndpoBaHus).

Ucnonb3yemble B Secret Disk Mapku TOKEHOB.

MpucBoeHune cybbekTaM 1 06bekTaM A0CTyNa TMYHOIO
MAEHTUPUKATOPA M CPAaBHEHME ero C 334aHHbIM NEpPEYHEM
Ha3bIBaeTCa MAEHTUDMKALMEN.

AyTeHTuduKaumen (yCTaHoBNEHWEM NOANNHHOCTH)
Ha3blBaETCS NpoOBEpKa NPUHALNEXHOCTH CyObeKTy focTyna
NpesbsaBlEHHOIO UM UAEHTUPUKATOPA U MOATBEPXKAEHME €ro
NOAJIMHHOCTU. L pyrumMu cioBaMu, ayTeHTUDUKALMUS
3aK/IOYAETCS B MPOBEPKE: ABASETCS U NMOAKNIOHAOLLMIACS
CybbeKT TeM, 3a KOro oH cebs BbIoAET.

[ByxdakropHasg ayteHTudmKaums (2FA) — pacwmpeHHas
ayTeHTUdMKAUMS, METOL KOHTPOAS JOCTYyNa K KOMNbHOTEPY
“An MHOOPMaLMOHHOM CUCTEME, B KOTOPOM MOJb30BaTENIO
[N9 nonyvyeHus focTyna K MHbopMaumm Heobxoammo
npenbsasuTb 60nee 0AHOro "AOKa3aTenbCTBa MeEXaHU3MaA
ayTeHTudurkaumn”'. K kateropusM Takmx A0Ka3aTenbCTs
OTHOCAT:

3HaHWe — MHPpOopMaLMs, KOTOpYH 3HaeT cybbekT. B cnyyae ¢
ToKeHaMmu - 370 PINkog.

BnapeHne — Belub, KOTOPOM obnagaeT cybbekT. B cnyvae
Secret Disk peub MAET 0 TOKeHe.

Jlornueckoe ycTpoiicTBO, BOCMPUHMMAEMOE OnepaLMOHHOM
CUCTEMOW KaK OBbIYHBIN AUCK, HO OT/IMYALOLLEEeCs TEM, YTO BCe
€ro JaHHble XpaHATCA B Gaine Ha OAHOM M3 JOCTYMHbIX
$U3NYECKMX JUCKOB.

Jlornyeckuit ToM unu BUPTYanbHbIA AUCK, NpeAHa3HAYeHHbIN
Ans 6e30nacHOro xpaHeHus KOHOUAEHUNANbHOM
MHpopmauuu B 3almMdpoBaHHOM BUIE.

Cryptographic Service Provider, kpuntonpoBaiaep unu
NOCTaBLUMK KpunTorpadum — NporpaMMHbIin MOAyb,
peanusyloLWwmi 0OAMH UAN HECKO/bKO anropMTMOB
WndpoBaHMS Yepes CUCTEMHYIO WMHY OnepaLmMoHHOM
cuctembl CryptoAPI.
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MakeT pacwmpeHus, KOTOpbIV NO3BONSIET UCMOb30BATb
anroput™ wndposaHua MOCT 28147-89 (TOCT 34.12-2015),
npeaocTaBAsieMbl CTOPOHHUMM KpUNTONPOBanaepamu.

Mporpamma ans npenocTaBieHns CUMMETPUYHBIX U
ACCMMETPUYHBIX anropuTMoB Wndposarums no MOCT.
Moctaensetcs komnanumen KpuntollPO.

MporpaMma ans npefocTaBieHNUs CUMMETPUYHbIX U
ACCMMETPUYHbBIX anroputMoB wundposarma no MOCT.
MocTaBnsetcs komnanuen NMHpoTekc.

MNporpamma ans obecneyeHuns pabotol USB-kntouei u cmMapt-
KapT eToken Ha onepauMoOHHbIX CMCTEMAX CEMENCTBA
Windows He cTape Bepcum 7. [TocTaBnseTcs KoMnaHuemn
"AnapouvnH P.O.".

MNporpamma ans obecneyeHus pabotol USB-kntouei u cMapt-
KapT eToken Ha onepaLMOHHbIX CUCTEMAX CEMENCTBA
Windows ¢ Bepcun 7 u cTapue. [ocTaBnsieTcs KoMnaHuemn
SafeNet.

MporpaMMHBbIN KOMNNEKC, NpeaHa3HauYeHHbIM AN HACTPOMKK
n paboTbl co BceMu mogenamu USB-TokeHOB M cMapT-KapT
cemeincrea JaCarta. MNocrasngercs komnavuen "Anapami P.A."

INEKTPOHHbINM AOKYMEHT, NMOATBEPXKAAOLLMIA NPUHAANIEXHOCTD
OTKPbITOrO K/H04a U onpeaeneHHblX aTpubyToB KOHKPETHOMY
Monb30BaTento.

3awundpoBaHHOE 3HaYEHNE NapaMeTpa.

dann unun Gannbl C HACTPOMKAMU NPUNOXEHUS, COAEPXKaLLMe
YY€THbIE 3anuCK NoNb3oBaTeNen, CNMCKU 3alULLLAEMbIX
pecypcoB, NapaMeTpbl JOCTyMNa K pecypcaM, KpUNTOKONUK
K/itouen oocTyna u T.4.

KomnbtoTep, Ha KOTOPOM YCTaHOB/IEHO KIMEHTCKOE
nporpamMmmHoe obecneyeHune SDA. SDA ocywecTtnseT
onepaumu C 3aLLMLEHHBIMKU pecypcamMm U npeaocTaBnseT
[OCTYN K HUM MO 3a4aHUAM, NONyYeHHbIM OT cepBepa
ynpasneHus SDMS. SDA xpaHuWT B NOKaNbHOM XpaHuauLLLe
paboueit CTaHUMU CBEAEHUSA O 3aLUMLLEHHBIX pecypcax u
coobuiaeT 3Ty MHbopmMaumto cepeepy SDMS.

SDA coobuwaet CepBepy YnpaBneHus faHHble NOb30BaATENS,
yCMewHo ayTeHTUhMLMPOBABLLErOCS HA paboyer cTaHumu.

SDA n SDMS coBMecTHO NoaaepXX1BatoT akTyanbHYHO
MHPOPMALMIO O HAXOXKAEHMM 3aALUMLLEHHBIX PeCcypCcoB Ha
paboumx CTaHUMSX 1 NONb30BaTENAX.

Habop neicTBuin n NpoBepoK, NpeaHa3HAYEHHbIX ANs
BbISIBNEHUS 0COObIX CUTYaLMIA, BO3HUKAIOLMX NPU
aKkcnayaTaummn cuctemol Secret Disk u npepynpexaeHuns o
HUX.

Active Directory

PykosoacTeo Monb3oBatens My6nanyHbIn Crp.7 /43
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Microsoft Internet Information Server

KnueHTckas yactb cuctembl Secret Disk: npunoxenue,
MO3BO/IAOLAS NMOb30BATENSAM MOAYYATb JOCTYM K
33LUMLLEHHBIM pecypcaM, HaxXoAaLWMMCS Ha ux paboueit
CTaHUMM.

CepBepHas yacTb cucteMbl Secret Disk, o6beauHsaowas
OYHKLUMM aAMUHUCTPUPOBAHMS 3ALLUMLLAEMbIX PECYPCOB,
Ha3Ha4YeHUs MpaB AOCTyMa MOJib30BaTENsAM, YNPaBAEHUs
K/Il04aMu WKPOBaHUS PeCypCcoB 1 cepTUdUKaTaMu
nonfb30BaTesNieil, a TakKe MOHUTOPUHTA, ayAUTa, XpPaHEHUS U
BOCCTaHOB/IEHMS HACTPOEK CUCTEMBI.

BcTpoeHHoe nporpaMMHoe obecnevyeHue, npefHa3HAYeHHoe
NS MHUUManM3aumMm KOMMboTepa U 3anycka 3arpysymka
onepaunoHHor cuctemsl. UEFI npuwno Ha 3amery
npeaplayLen cuctemsl MHUMUMaNmM3aumm — BIOS - u
0TIM4aeTcs 60MbWMUM KONNYECTBOM A0MOSHUTENBHbIX
BO3MOXXHOCTEN, HanpuMep, BO3MOXHOCTb NPOBEpPKY
371eKTPOHHOM MOAMMUCU 3arpy3umKka.

Toxe camoe, 4yT0 Be6-noptan SDMS n AGMUHUCTPATUBHBIN
Be6-nopTan: Be6-npunoxeHme, NnocpeacTBOM KOTOPOro
aAMMHUCTPATOPLI M Apyrue ocobble nonb3oBatenu Secret
Disk ynpaBnstoT paboToi cucTeMbl.

O6bekT, NnpeacTaBnaowmii 6asy gaHHbix MS SQL.
Mcnonb3yeTcs Kak XpaHUAULLE HAaCTPoek, YYETHbBIX 3anuncei u
kntoyent cuctemol Secret Disk.

Mdain ¢ JaHHBIMU O NepeaaBaeMblX NOAb30BaTENO NPaBaX U
BO3MOXHOCTAX Ucnonb3oBaHua Secret Disk.

Kntou wudposaHms, MCNONb3yeMbli An9 CO34aHUS
KpMNTOKONWI KNtouen wundpoBaBaHna pecypcoB 4na
6e30nacHoOro xpaHeHus nx B 6ase faHHbix Secret Disk.

Kniou cMMMeTpuyHOro wudpoBaHus, UCMoNb3yeMmbli Ans
3aWwndpoBaHus U paclUMPPOBaHUS LaHHbIX 3aLWLMLLEHHOTO
pecypca, Koy WwudpoBaHMa YHUKANEH 415 KaXA0ro pecypca.

Bbirpyska 13 namsaTi cepeepa GU3HEC-N0rMKM MacTep-K/oya
6a3bl JaHHbIX C BNOKMPOBAHMEM AOCTYNA K KOYaM
wudposaHus pecypcos. Onepauus BbINONHSETCA
onepatopamu Secret Disk yepe3 npunoxeHune AreHt Secret
Disk Management Server.

DevictBue, B pe3ynbTaTe KOTOPOro CTaHOBATCS AOCTYMNHbIMU
[aHHble Ha 3aWndpPOBaHHOM AMUCKE, a TaKXKe ero
dbopMaTMpoBaHue 1 NpoBepKa Ha Hanuume owmnboK.
BbinonHsetcs npunoxenmeM SDA no kKomaHAae nonb3oBartens
MU aBTOMaTU4YeCKU.

3arpyska B naMsTb cepBepa 6U3HeC-N0rMk1 MacTep-kitoya
6a3bl AaHHbIX A9 MOMYYEHUS A0CTYNA K KNouaM
WKbPOBaHMSA 3aLLMLILEHHBIX PECYPCOB.

PykosoacTeo Monb3oBatens My6nanyHbIn Crp. 8/43
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OpnHa n3 ponen B Secret Disk: nnuo, nmetowwee npasa 4oCTyna
K 3alWMLLEHHBIM pecypcam paboumnx cTaHumit. [Nonb3oBaTens
LLoMKeH 061afaTh 3N1eKTPOHHBIM K/THOUOM C BbIMUCAHHBIM €My
CEepTUPUKATOM.

KoMnoHeHT SDMS, obecneynBatowmii nposeneHue pabot ¢
33lWMPPOBaAHHBIMM ANCKAMU, CEPTUPUKATAMM NONb30BaTENEN,
ynpaeneHune y4éTHbIMU 3aNnUCIMU NONIb30BaTeNEeN,
NNLEH3USMU, KOMMbOTEPAMU, BbINONHEHWUE CEPBUCHbIX
GYHKUMIA, M Apyrie onepauum.

YoocToBepsitowwmii LeHTp, Toxe camoe 4yto Cnyxba
Ceptudumkaumm

Beb-npunoxeHue, oTBevatoLLee 3a ayTeHTUDMKALNIO U
06paboTKy 3aNpocoB C pabounx CTaHUMI NONb30OBaTENEN, a
TakXe nepeHanpasfeHne 3anpocoB Ha cepaep busHec-
NOTUKM.

PykosoacTeo Monb3oBatens My6nanyHbIn Ctp.9/43
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3.

3.1

3.2

3.3

Obwme cBegeHun

Ha3Ha4veHune

Mpunoxexne SDA npegHasHayveHo ANS 3aLWMTbl KOHOUAEHUMANBHOM MHPOPMALIMM B KOPNOPATUBHOW
cucteme komnanuu. SDA paboTtaet nog ynpasneHnem OC cemerictea Windows ¢ LieHTpann3oBaHHbIM
yrnpaBneHUeM 3awuileHHbIMK pecypcamu. OHO SBNSETCS KOMMOHEHTOM KOPMOPATUBHOW CUCTEMBI
3aWmThl KOHbUAEHUManbHON nHdopMaumm Secret Disk.

3almTa oCyLLEeCTBANETCA NYTEM WKMdpPOBaHMUS PECYPCOB, KOTOPOE AENAET HEBO3MOXHbLIM U3BNEYEHUE
MHPOPMALMM NMOCTOPOHHUMM JIMLLAMM M3 3aMOMMUHAIOLWMX YCTPOUCTB KOMIbIOTEPA.

SDA nosBsonser:
3alMLLaTh MHPOPMALIMIO HA BHYTPEHHUX AMCKAX KOMMbOTEPOB;

33LWMLWATh MHDOPMALIMIO Ha BHELUHMX 3aMOMMUHAIOLLMX YCTPOMCTBAX, TAKUX KakK hA3L-HAaKONUTENH,
BHewwHue ancku ¢ USB-nHtepdeincom m KapTbl NamMaTu;

3alMLATb CUCTEMHbIE AMUCKM KOMMbIOTEPOB, paspeluas 3arpy3ky OC u AOCTYN K CUCTEMHBIM AAHHbIM
TONIbKO 3apErMCTPUPOBAHHBIM MO/b30BATENSIM C INEKTPOHHbBIM KJTHOYOM;

C03[3aBaThb 3aLLMILEHHBIE NAMKM HA OBbIYHBIX OUCKAX;
yAansaTb MHGOPMALMIO C AMCKOB 6€3 BO3MOXHOCTM €€ BOCCTAHOBNEHMUS;

[ns nocryna K 3aWmEHHbIM AAaHHBIM 3aperMCcTpMPOBaHHOMY MOJIb30BaTeNl0 HEOBX0AMMO UMETH
CneunanbHbli 3neKTpoHHbIM Ko (USB-TokeH nnm cmapt-kapTy) u 3HaTh PIN-koa,.

CeowicTBa

1. 3awmTta MHPOPMaLMM OT HECAHKLIMOHMPOBAHHOMO AOCTYMNa OCYLLECTBASAETCS NyTeM WUbPOBaHMS
DaHHbIX Ha:

—  NIOTUYECKMX AMCKAX;
—  BUMPTYanbHbIX AUCKAX;

—  cbeMHbix USB-HakonuTensx;
—  OTAEenbHbIX Mankax.

B03MOXHOCTb CO34aHMSI WMGPOBAHHBIX PalN-KOHTEHEPOB ANSt NEPEChUTKN KOHDUAEHUMANBbHOM
MHPOPMaLMKM NO HE3ALMLLEHHBIM KaHanaMm CBS3M.

SD 3awmiaeT cucTemMHble (3arpy30yHble) AUCKM KOMMNbIOTEPOB. 3aLlimMTa NPUBOAUT K HEBO3MOXHOCTH
3anycka OC 6e3 3neKTpOHHOro KNya U ceptudumkaTta. lpm 3TOM 3aLUMLLAKOTCSA HE TONbKO AaHHbIE
nonb3oBaTens, HO U Bce AaHHble OC, BKNoYas BpeMeHHble Gaitsibl, ainbl Nogkayuku 1 dan obpasa
CUCTEMDI B "CNALLEM pexuMme”.

Bo3moxHocme 3auumel cucmemMHo20 OUCKA He 2apaHmupyemcs u mpebyem nposepku
co8MecmuMocmu Ha KOHKpemHom obopydosaHuu.

2. 3awmTa pecypcos, ynpasfieHue noib3oBaTeNsMu 1 npaBamm AocTyna ocylectanserca 8 SD
LEHTPANM30BaHO aAMUHUCTPATOPAMU UHPOPMALIMOHHOM Be30NacHOCTH.
3. PaspelleHune/3anpeT ceTeBOro AOCTyMNa K 3aLLMLEHHBIM pecypcam B KOPNOPaTUBHOM CETU.

AamuHuctpatop NMHdopmaumoHHon Be3onacHocTn Secret Disk

Cuctema Secret Disk ynpaBnsieTcsl LeHTpanM30BaHO CNeumanbHo YNoTHOMOYEHHbIM INLOM —
AnmuHuctpaTtopom MB. OH onpegenseT obLime HaCTPOMKKU CUCTEMBI, YCTAHABAMBAET M CHUMAET 3aLUUTY
A1 0ObIYHBIX M BUPTYanbHbIX AUCKOB M NPEAOCTaBNSAET NONb30BATENSM pa3peLleHuns Ha UX
MCNONb30BaHMeE.
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3.4  Cepsep ynpasneHus Secret Disk

Mocne 3anycka NpUIOXeHMe YCTaHaBNMBAET COEIMHEHME C CEPBEPOM YNpaBneHMs cucTeMsl Secret
Disk, uTo6bl NONY4YUTb HEO6XOAMMbIE HACTPOMKM U KNTHOUM ANS NOAKIYEHMS 3aLUMILEHHBIX AUCKOB U
ApYrMX pecypcoB nonb3oBaTens.

Ecnu coeduHerue ¢ ynpasasiowuM cepeepoM YCmaHosUms He yoanocs, NoOKMYeHuUe 8cex Uau Yyacmu
3AUULEHHBIX peCYpcos Bydem He803MOXHO.
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4.

4.1

4,2

4.3

4.4

4.5

3auiuLlaemMble pecypchbl

Norndeckuin pasgen

Paspen BHyTpeHHero )EcTKoro gucka, He ucrnonb3yembli ans 3arpyskn OC. TakoMy AMCKY JOMKeH ObITb
MPUCBOEH MOCTOSIHHbIN ByKBeHHbIN naeHTudumkaTop ("6yksa amcka”).

CncTtemHbln pazgen

Paspen BHyTpeHHero XECTkoro Aucka, Ha KOTopoM Haxopstcs dannbl OC, Heobxoanmble ang eé
3anycka. [1ng 3anycka cucteMbl € 3aWMLLEHHOIO CUCTEMHOIO pa3Aena UCNonb3yeTcs CreumanbHblii
3arpy34mK, KOTOPbIM SBNSETCS YACTbH KIMEHTCKOro nporpaMMHoro obecnevenus SDA.

BupTyanbHbIil AUCK

Iwnck (c Touku 3peHuns OC), y KOTOPOro AaHHble XpaHATCs B daiine. bykBeHHbIM naeHTudbukaTop
NPUCBaMBAETCS BUPTYaSbHOMY AWUCKY AMHAMUYECKM, MPU €r0 NOAKNOYEHUN. BUpTyanbHble AMCKH,
co3faHHble cpeactBamu SD, Bceraa 3alMiLeHbl U X AaHHble 3alMOPOBaHbI.

I Henob3s co30ame supmyanbHeili OUCK HA 3AULULLEHHOM JI02UYEeCKOM OUCKe.

CbéMHble HocuTeun

AnnapaTHble 3aMOMMHAOLWME YCTPOICTBA, KOTOPbIE MOTYT ObiTb MOAK/IIOYEHbI K KOMMbIOTEPY U
OTK/IOUYEHbI OT Hero Bo BpeMs paboTbl OC, 63 e€ 0CTaHOBKM UM U3MEHEHUS HACTPOEK.

Ecnu B cucteme SD paspelleHa 3awmTa CbEMHbIX HOCUTENEN, TO NMPU NOLKIOYEHUM TAKOTO HOCUTENS
MPOUCXOANT ClesyloLee:

SD 3anpelaeT usMeHeHue GaitoB, y)Xe UMEIOLMXCS Ha HOCUTENE, HO HE 3aLLMLIAET UX M pa3peluaeTt
UX YTEHME;

BHOBb CO34aHHbIE Nankn u ¢aﬁﬂbl 3alMLLA0TCA LIJl/ICprBaHl/IEM;
Nnonb30BaTeNb, 3aNUCaBLUMIA HOBbIE AaHHbIE, nony4vyaeT paspeweHne Ha 0oCTyn K HUM;

[AOCTYN ApYrUX Nonb3oBaTenen K 3alMILEHHBIM AaHHbIM HA CbEMHOM HOCUTENE O0MKEH BbiTb
paspewéH AogpMuHmuctpatopom Mb.

Mpu NOAKNIOYEHMM CbEMHOIO HOCUTENS C 3aLUMLLEHHBIMW AAHHBIMU K HE3aperncTpupoBaHHoMy B SD
KOMMbOTEpPY, Ha HEM ByayT AOCTYMHbI BCE MMEBLUMECS paHee 0OblYHble (Daibl U NanKK. 3aLLMLLEHHbIE
[LaHHble ByayT BbIrNgAeTb Kak HOBble (ainibl M NANKM ¢ 6€CCMbICNEHHBIMU UMEHAMM U
Hepacno3HaBaeMbIMU AaHHbIMK (MPKU 3TOM UX MOXHO ByaeT CKONMpPOBaTh, HaNpUMep, ANg CO34aHus
pe3epBHOM KOMUU 3aLUMLILEHHBIX AAHHbIX).

CHamMb 3awumy co CbEMHO20 HOCUMesIS Heslb3s N0 CO0bpaxceHuaM 6e3onacHocmu, 3auiUdposarHsie
OaHHbIE MOXHO MOJIbKO yOaaume.

[Manku nonb3oBaTena

AOMMHUCTPATOP CUCTEMBI YTNPaBASET YCTAHOBKOM U CHATUEM 3aLUMTbI IOTUYECKMX, CUCTEMHBIX
pa3fenoB U BUPTYaNbHbIX AUCKOB.

Monb3oBaTeNib HE MOXET BKIOUUTL 3aLUMUTY Pa3LenoB UK CO34aTb BUPTYanbHbIM anck. Mpu
HEeoBX0AMMOCTH CO34aHMS 3aLLMLLEHHOIO pecypca, No/b30BaTelb MOXET YCTAHOBUTb 3aLUMTY AN
Manky U XpaHWTb TaM CBOM KOHGULEHLMANbHbIE AAHHbIE.

Loctyn opyrux nonb3oBaTtenei K COAEPXKUMOMY 3aLLMLLEHHOM NaNK1 MOXET BbiTb pa3peLéx
Anomununctpatopom UB. Mpu obpalleHnn K 3aWwmnweHHOM nanke 6e3 paspelleHns Ha JoCTyn,
cofepXMMoe nanku byneT npeacTaBieHO B HEPACNo3HABAEMOM BUE.

3A0 "Anappuu P.A.", 1995—-2019 . PykosoacTeo Monb3oBatens My6nanyHbIn Crp.12 /43



SECRET DISK AGENT 20

4.6  33WMUWEHHbIN KOHTENHep

3awmWEHHBIN KOHTEeMHep NpefHa3HaveH afig obMeHa KoHPUaeHLManbHOM nHdopMaumen ¢
nonyyarensiMu BHe cuctemMbl SD no He3alWMLEHHBIM KaHanam CBa3u (MoYuTa, MecCceHaXepbl U npoyee).
3allUMLLEHHDBIV KOHTEMHEep NpeacTaBaseT cob0M 3alMILEHHDBIA BUPTYabHbIA AUCK, KOTOPbIA MOXHO
OTKpPbITb KaK B cucteme SD, Tak 1 Ha ApyroM KOMNblOTepe.

TunoBoM CLueHapuii CNONb30BaHUS KOHTENHEpa:

e nosb3oBaTenb SD, CO34aET KOHTEMHED M pabOoTaeT C HUM Kak C BUPTYaNbHbIM AMCKOM, Kyaa
noMeLlaeTcs nepeaasaemas nHbopmaums;

e repep OTNPaBKoOW KOHTelHepa SD reHepupyeT naposib, 6€3 KOTOPOro nosiyYaTesib He CMOXET OTKPbITb
KOHTelHep;

e  KOHTEMHep M Napofb K HEMY OTNPABASKOTCS MOAyYaTeNto NO pa3HbIM KaHanam aocrasku. Hanpumep,
KOHTEMHep OTNPaBASETCS MO 31EKTPOHHOM NOYTe, @ NApo/b CO0bLWAeTcs No TenedoHy;

e  oflyyaTesb OTKPbIBAET KOHTEMHEP C NOMOLLBIO CMeunanbHOro NporpaMMHoro obecneyeHmss — Secret
Disk Reader (cka4aTb AMCTpMOYTUB MOXHO C odumLmManbHOro cavrta Annagud P. [1.;

e MoflyyaTeslb MOXKET U3MEHUTb MHGDOPMALIMIO B KOHTEMHEPE M OTNPaBUTL €ro 06paTHO;
e nonb3oBaTeNb SD, NoNyuMBLIMIA M3MEHEHHDI KOHTEMHep, OTKpbIBAEeT ero 6e3 BBoAa Napons;
e  Mpu NOBTOPHOW MOArOTOBKE KOHTEMHEPA K OTMPaBKe reHepUpYeTCsl HOBbI Naposb A5 nosayyaTens.

PaboTa C 3aWMWEHHBIM KOHTEMHEPOM MOX0Xa HAa 06MeH AaHHbIMM C UCMONb30BaHMS HaiNNoBOro
ApXMBa, 3aLWMILEHHbIM NApO/IeM, HO UMEET CNeayrLIMe NpenMyLLecTBa:

e nonb3oBatenb SD paboTaeT ¢ KOHTelMHepoM 6e3 BBoAa Naposis;
e SD c0343€T CNOXHbIe Mapoau, KOTOPble MEHSKOTCS NPU KaXKA0M NOAroTOBKE KOHTEMHEpPA K OTNPaBKe;

e [N 3alUMTbl UCMONb3YETCS CTOMKMI anroput™ wudposauus (AES ¢ aamHon knoua 256 6ur).
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5. Pabota c SDA

5.1  DNeKTPOHHbIN KN4 Nosib30BaTenA

JNeKTPOHHbIM KoY (TOKeH) TpebyeTcs B Cneayrowmx cayyasx:

1. [Insa 3arpy3sku OC ¢ 3aWMWEHHOIO0 CUCTEMHOTO AMCKA. B 3TOM cnyyae TOKeH 3anpalumBaeTcs
3arpy3unkom Secret Disk go Havana 3arpyskun OC.

2. [nga 3anycka SDA nocne ycnewHow asTopum3aumum nonb3osatens B OC. B 3ToM cnyyae TOKeH MOXHO
MOLK/OYUTb TOMIbKO TOTAA, KOraa Tpebyetcs HavyaTtbh paboTy C 3alUMWEHHBIMK pecypcamu.

Mpu oTknto4yeHun TokeHa SDA npogonkaeT NpeaocTaBnsTh AOCTYN K YK€ OTKPbITbIM 3aLUMLLEHHBIM
pecypcaM, HO MOXET U MpPeKpaTUTb JOCTYMN K HUM.

llosedeHue npusioxeHusa e cumyauuu, K020a MmoKeH OMK/YeH om KoMnbsromepa Hacmpaueaemcs

AOMUHUCMPamopom.

B cnyyae HepocTynHOCTM TOKeHa B 3arpy3umnke Secret Disk npenycMoTpeHa Bo3MOXHOCTb 3anycka OC
no cneuuanbHoMy koay. Bce 3almiiéHHble pecypcbl, KPOMe CUCTEMHOIO AUCKa, 6e3 TokeHa byayT
HeLOCTYNHbI. [1n BOCCTaHOBAEHMS AOCTYMNA HYXXHO MOYYMTb HOBbIM TOKEH MM UCMONb30BATh TOKEH
LpYroro nosib3oBaTtess CUCTEMbI, UMEIOLLErO pa3peLleHne Ha JOCTYN K pecypcaM Ha BbIbpaHHOM
KoMMbloTepe.

5.2  Crapt MK ¢ 3alLMLLEHHBIM CUCTEMHbBIM ANCKOM
MNporpamma-3arpy3umk SDA 3anyckaeTcs cpasy nocie BKAKYEHUS KOMMbOTEPA M BbIBOAMT 3aNpoc Ha
NOAKIIOYEHME TOKEHA, €C/IM 0OHAPY>KMBAET 3aLWMLLEHHbIM CUCTEMHBIN AUCK.

Ecau 3auuma He ycmaHossieHa, mo oc 3anyckaemcs e 06b14HOM pexume 6e3 dononHUMesbHbIX
3anpocos.

Mopspok AencTBuMiA Npy 3arpyske C 3alMWEHHOr0 CUCTEMHOMO AMCKA NPeaCTaB/ieH HUXe.

1. BkntouuTe KOMNbHOTEP.
2. Mopkntoumnte ToKeH K MK npu nossneHunn 3anpoca.

Secret Disk

MNowanuykcTa, NOAKNWYUTE TOKEH. ..

Fi-Mlomour F2-Beog xnwya F4-OrMena(llepesarpys

3. Bepute PIN-kop TokeHa 1 HaxmuTe Enter.
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5.3

5.4

eCTOBHU

Secret Disk

BeeguTe napone gnA ToKeHa|

~ F12-H3amenu 3Bk BBOAA ENG 4.8

locne Hauyana 3az2py3ku OC moKeH MOXHO OMKIIOYUMb, eC/iu 8 0anbHeluemM He npednoiazaemcs
paboma ¢ Opy2umMu 3aULUUIEHHBIMU pecypcamu KpoMe cUCmeMHO020 OUCKA.

Bxoa nonb3osatena B cuctemy Windows

Mpouenypa Bxoaa B CUCTEMY C yCTaHOBNEHHbIM SDA He oTanyaeTcs oT 06bIYHOM, HO MOXKET
pasnnyaTbCs B pPa3HbIX OpraHM3aumax. MIHCTpyKLMo No BXoA4y B CUCTEMY NMOAb30BATENIO AO/MKEH
CO06WUTb CUCTEMHDIN agMuHMCcTpaTop. O6bIYHO 419 BXOAA B CUCTEMY MOC/E 3arpy3Ku, HYXXHO BblbpaThb
YUYETHYIO 3aNMCb Ha 3KpaHe BXOAA M BBECTU Naposb 3TOM YY4ETHOM 3anmcu. Ecnm ans Bxoga
ncnonb3yetcs TOKeH, cnepyet BeecTu ero PIN-koa,.

3anyck SDA

Mocne Bxopa B CUCTEMY CrieayeT NOAKNOUUTL TOKEH, eC/IM OH He Bbln MoAKMoUEH paHblue. Ecnu B
cuUCTEMe HaCTpOeH aBTOMaTMYeckMit 3anyck SDA npu noakntoUYeHUn TOKeHa, TO NOSBUTCS OKHO BBOLA
napong Secret Disk.

Secret Disk: Beeaute naponb TOKe... H

] S| _ —_

‘ Wms Tokena: Clone of 003342eb

v

Ecnu aBTOMaTMYeCKMIA 3anyck He NPOU3OLWEN, He0HX0AUMO 3anyCTUTb NpunoxeHune SDA BpyYHyH.

Ecnu Ha TokeHe OTCYTCTBYET CepTUMUKAT NOb30BaTENS, TO MPUNOXKEHME NMOKAXET COOTBETCTBYIOLLEE
npeaynpexaeHue.
Lns 3anucu cepmugukama noabL308amens Ha MOKEH 06pamMumecs K cucmeMHomMy adMuHUCmMpamopy
KOMNaHuu.
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Secret Disk: ngeHTndukauma ?

MoAKNKUKTE TOKEH C CepTUUKATOM 3aperucTpUpPOBaHHOTO NoNbL30BaTeNs. Ecin
Yy Bac HeT cepTucdukaTta, obpaTurecs K aAMUHUCTPaATOpY.

KoMy BbigaH KemM BbigaH Cpok neicT...

OK OTmeHa ‘ MpocmoTp cepTudukata

Ecnu TokeH 1 naponb AeNCTBUTENbHbI, TO NPUIOXKEHNE HAYHET paboTy. B obnactn yBepoMneHui
nossutcs 3Hayok SDA u ByaeT BbiBeAeHbl COOBLLEHUS O COCTOSHUM NOAKNIOYEHUS K CepBepY
yNpaBneHus, 1 0 NOLK/IOYEHUN AUCKOB, EC/IU HACTPOEHO X aBTOMATMUYECKOE NOAK/YEHME.

%

3Hauvok SDA B obnactv ysenoMneHui 3Hauvok SDA B obnactv yBeaoMieHui CoobueHune
0 NMOAK/IOYEHUN [UCKOB

® Cocrosxue % X
TMoaKAOYEH K CEpBEPY yNPaBAEHNA

5.5 [laHenb ynpasneHuna SDA

MaHenb SDA - 3T0 rnaBHOe OKHO NPUIOXeHUS. Ero MOXHO BbI3BaTb HECKOJIbKMMM CNOCOBaMu:

1. 3anyckoM npunoxeHuns SDA c noMoLLbO 3HaYKa B MeHto (3kpaHe) [yck.

2. [1BOMHBbIM LLENYKOM NIEBOM KHONKOM MbILUKM N0 3HaUKy SDA.

3. BbibopoM nyHkTa MNaHenb Secret Disk B KOHTEKCTHOM MeHH0 3Hauka SDA.

4. HaxaTtnem KoMbUHaLMKM KnaBuLW HBbICTPOro Bbi30Ba (HACTpauBaeTCs Ha BKaake bbiCTpbili BbI30B).

2 Marens Secret Disk Agent ?

Dnckn \Fianm l 33UWMIEHHbIE KOHTEMHEPS! ] BeicTpoiii Bbisos | MapameTps! ceaHca |

TocynHble micku:
Dycx CocTosHue %Paiinosa... Pasmep Lﬂomcmowm; BCe
i © NTFS 211776
t_a Disk2 WS2 (F:) 3aumpposaH  NTFS 1021.00 ...
‘0@ aumpposar  NTFS 200.00...

‘ OBHoBKT: |

0K H Omvena | [pymerums
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3aKpbITb NaHeNb MOXHO KHonkamu OK, OmmeHa nnn CMCTEMHOM KHOMKOW 3aKPbITUSI OKHA
("kpecTukoM”).

I 3akpsimue naHenu He npekpawaem pabomy SDA u He 3akpeigaem ceccuto pabomsi ¢ Secret Disk.

3Ha4Y0K COCTOAHMA CepBepa B NPaBOii YaCTW OKHa MOKa3blBAET COCTOSAHME B3aMMOAENCTBUSA AreHTa u
ynpasnsiouero cepsepa SDMS:

&)

SDA nopgk/to4éH K cepBepy ynpasfieHus SDA He NoAKNOYEH K CepBepy ynpaBneHus

lpu omcymcmesuu nodkrodeHus K cepsepy ynpasnerus SDA npodomwaem npedocmasnames docmyn
NOOKIKYEHHBIM OUCKAM, HO HE MOXem NOOK/IYUMb OMK/OYEHHbIE OUCKU U 8bINOJIHIMb onepayuu,
nocmynaroujue 8 8ude KOMaHO om cepgepa ynpasneHus.

Mcnonb3oBaHue naHenu ans paboTbl C 3alWMWEHHBIMU pECYPCaMU, ONUCAHO B pasfenax, MoCBALLEHHbIX
paboTte C HUMMU.

5.6  Bbixog u3 npunoeHna v nepesanyck SDA

lMNpu BbIxoAe nonb3oBaTens u3 cuctembl Windows, pabota npunoxeHus SDA 3aBepliaeTcs
aBTOMaTMYeCKM, MPU 3TOM BCE OMCKU U ApYyrie 3alMLLEHHbIE PECYPChbl OTKIOUAOTCA.

Bbixog 13 SDA 6e3 BbIxoga M3 CMCTEMbI MOXET NOTpeboBaTbCs NPU U3MEHEHMSX B HACTPOMKaX,
cienaHHbiX AGBMUHUCTPATOPOM. Hanpumep, ecnun nonb3osaTento H6bin NpeaocTaBaeH foCTyn K
3aWM@PPOBaHHOMY AMUCKY, TO, YTOObI Ha4yaTb paboTaTb C HUM, HYXXHO nepe3anycTutb SDA Ha paboyeM
MecTe nonb3oBatens. Beixog u3 SDA penaetca cnefyowmm 06pasom:

1. CoxpaHuTe BCe OTKpbITble AOKYMEHTbI U haibl, HAXOAALWMECSH HA 3ALUMLILEHHBIX ANCKAX, B
KOHTeMHepax M nankax.
2. OtkponTe MeHto 3Ha4Yka SDA npaBoi KHOMNKOM MbIWK U HaxMuTe Bbixoa.

© O nporpamme...

t

3 -8 Nanens Secret Disk...

-

B MoakarounTs 4
Q % OTKAHOUUTD ’
-~

g -CKI):iT:

4| Buixoa

3. SDA BbiBedeT yBefoMaeHME 006 OTKIHOYEHUM OUCKOB M 3aBEPLUMT CEaHC.

@ Ceanczakpoir ™ X
Bce aucku oTkArOYEHDI

3
Lns 3akpeimus cearca u ebixoda u3z SDA moxem 6bime UCN016308GHA KOMOUHALUS 20pA4UX KAABULW,

ec/u oHa bsina HacmpoeHa 8 lNaHesnu.

5.7 MogKnoYeHne U OTKADYEHWE 3aLLULLIEHHbIX AncKoB

SDA MoxeT noaknyaTh U OTKAKYATb 3aWMLWEHHbIE AMCKU. C NOAKNIOYEHHbIM AUCKOM MOXHO paboTaTtbh
KakK 06bIYHO, TO eCTb YMTaTb M 3anMcbiBaTb Parnbl nan othopMaTMpoBaTh YCTPOMCTBO. C OTK/IOYEHHbIM
AMCKOM onepaumm HEBO3MOXHbI: NpU nonbiTke obpalueHns Kk Hemy OC coo6LWMT O HELOCTYMHOCTH
YCTPOWCTBaA.
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3alUMLLEHHbIE AMCKM MOXHO MOAK/OYATb MM OTKAOYATb HECKONbKMMM cnocobamu.

Ymobbl nodkatoyums AUCK, N0/16308amMesb 00IHEH UMEMb pa3pelieHUEe HAa 8bINOJIHEHUE 3M020
Oeticmeus.

5.7.1 C nOMOLLbIO MEHI0 3Ha4yKa SDA

1. TopkntoyeHne AUCKOB.
—  OTKpoOiiTe MeHto 3Hayka SDA ¢ noMoLLbio NpaBoii KHOMKKM MbilwK, BbibepuTe [100kaw4ums;

- BO BTOPOM MEHK YKaxute KOHerTHbIVI ANCK nunu Bbl6epl4Te [odknw4ums sce.

© O nporpamme...
g -8 Narens Secret Disk...

MoaxnounTs BCe ﬁ T, Moaxnounts
>
W§ (F:) Disk2 WS2 Onmosmm
O(Z.) VD CxpbiTh
<3| Buixoa

2. OTkntoyeHune OUCKOB.

—  OTKpOMTE MeHH 3Hauyka SDA ¢ NOMOLLbIO NMPaBOW KHOMKKU MblWwK, Bbibepute Omkaw4ums;

—  BO BTOPOM MEHI0 YKXWTE KOHKPETHbIN AUCK uu Bbibepute Omk/idums ce.

© O nporpamme...
g +8 Nanens Secret Disk...

Moaxnounts

oo sce |
+§ (F:) Disk2 WS2
$@vo

Cxkpbits

3| Boixog

ocret Disk

5.7.2 Cnomouybto naHenu Secret Disk Agent

1. TloakntoyeHne unu OTKNOYEHUE BCEX AMUCKOB.
—  otkpoiite MaHenb SDA aBOMHBIM HaxaTeM MbIWK No 3Ha4Ky SDA B 06nacTu yBenoMneHuit;
—  nepeiiguTe Ha BKnaaky [ducku;

—  HaxmuTe [Todkawoyums ece unv OmMKAYUMb 8Ce AN BbIMOJHEHUS HY)XHOTO AeMCTBUS;

—  3akpoiuTe naHenb SDA, Haxae OK unu OmmeHa.
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Dyckv | Manku l 3aWMLLEHHbIE KOHTEMHEPb! I BoicTpbii BbIs0B I MapameTpsi cearca |

LocTynHble micku:

Duex CocTosHue Paiinosa... Pasmep
5Ys
a C) NTFS 21.17TB

ERDsk2ws2(F)  3aumeposan  NTFS 1021.00...
B awmpposan  NTFS 20000 ..

0K l[ Omvena I MpumernTs

2. OTknoueHne oaHOro AmMcKa.
—  oTkpo#rTe lNaHenb SDA ABOVHBIM LWEeNYKOM MbIwK No 3Ha4YKy SDA B 06nactu yBegomnexui;
— nepenauTe Ha BKNaaky Oucku;
—  HaXXMUTE NpaBo KHOMKOW MbILWM MO HY)XHOM AUCKY B CIUCKE AOCTYMHbIX;

- B MEHI0 ANCKA HaXMUTe OmK/aYums.

Ducku Il'lanxul JawmwenHele KOHTeFIHeDbII BricTpbii ablsoal Mapamerpbl ceancal

JlocTynHele aucKu:

uck Cocroaue Painosa.. Pasmep MoakntouuTs Bce
SYs
£ © NTFS 211776

l‘DiskZ WS2(F) SawuepposaH  NTFS 1021.00 ...

VD 2] RV Srer it ooy MTEC
OtkpoiTe B MpoeoaHuke
Otknrounts

O6HOBUTD

Ceovicrea

oK ]I OTmeHa I MNpureruTe

3. ToakntoyeHune ogHoro amcka (1-i cnocob).
—  oTkpovite MaHenb SDA ABOMHbBIM HaXaTMEM MbILK MO 3HauKy SDA B obnactn yBeLoOMNEHU;
—  nepeiianTe Ha BKNaaky Jucku;

—  HaXXMMTe MpaBoi KHOMKOWM MbILUK NO HY>XXHOM AUCKY —>[Todkao4ume;
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) Manens Secret Disk Agent

Dnoon | Manwn | Sausanerseie xoTedHeps: | EexcTpon ssisos | Napametpe: ceaca

Docrymeese mscxn
Dowex Coctomme Padnoss,. Pasmep | Domnowm sce
=) NTFS 201776 || Qocnowms ece
EQoskaws2(F)  3oumeposss  NTFS 102100
Orxpuire 8 Mposogrmxe
NogrmosnTs
Cooncroa
Obrooum
0K Omvera Sl

4. TlookntouyeHne ogHOro aucka (2-1 cnocob)
—  OoTKpoWTe naHenb SDA;
—  Ha Bknaake ucku Bbibepute HY>XHbIA ANCK;

—  MNOATBEPAMTE MOAK/YEHME AMNCKA NEPES OTKPbITUEM, KOTOPOE MOABUTCA ECAM AUCK OTKITHOUEH.

Secret Disk n_

HeoBxoaumo nogknioumnTs AMCK NEPES ACCTYNOM K EF0 COAEPKMMOMY.
MoaknrouNTE ANCK 1 0TOBPasUTL ero cogepkmoe?

b

5.7.3 ABTOMAaTtuMyeckoe NoAKMoYeHmne 1 OTHIDYEeHMe QUCKOB

MoakNtoUYeHME M OTKIYEHME BCEX ANCKOB OAHOBPEMEHHO NMPOUCXOAUT B CNEAYIOLLMX CydasaX:

e Mpu BXOAE NOb30BaTENS B CUCTEMY OBbIYHbIE W BUPTYasbHble AUCKM MOAKIIOUAKOTCS aBTOMATUUECKMY,
€C/I1 3TO paspelleHo AGMUHWUCTPATOPOM;

o npu BbIXO4e NOJIb30BaTeENS N3 CUCTEMbI BCE ANCKWN OTKTHOYAKOTCA,

. Npn OTKNKYEHUU TOKEHA ANCKU MOTYT KaK OTKIKO4aTbCA, TaK M OCTaBaTbCA NOAKNKOYEHHbIMU B
3aBUCMMOCTU OT HaCTDOﬁKM CUCTEMDI, YCTAHOBNIEHHbIX A,EI,MI/IHI/ICTpaTODOM;

3aWUULEHHBIL cUCMeMHbIU OUCK 8ce20a NOOKIKYAemcs npu 3azpy3Kke KoMNselomepa, OMKIYUMmMes €20
Hesb3s.

o BHELWHWe JUCKN U ¢J'I3LLI-HaKOI'II/ITeJ'IM NOAKTOHYAKTCA M OTKIHOYAKTCA NP NPpUCOEAUHEHUN U
OTCOeAUHEHUN C KOMMbKOTEPOM.

5.8 [ocTtyn nonb3oBaTenen K NogKkIO4YEHHbIM ANCKAM

Mp1 0AHOBPEMEHHOM BXOAE HECKOJIbKMX NO/b30BATENEN B CUCTEMY, UM LOCTYMHbI BCE MNOAK/IHOYEHHbIE
ApyruM nonb3oBaTenem Secret Disk ouMckM 1 KoHTeMHepbI. B 3TOM cnyyae AocTyn nonb3oBaTenei K
[AHHBIM Ha NOAK/YEHHBIX OMCKAX ONpeLenseTcs HacTpoikamu 6esonacHoctn OC.
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Ucnonw3osaHue Secret Disk Agent He omMeHsem Heobxo0UMoCMU HACMPAUBAaMs paspeuieHus Ha
docmyn Kk @aiinam u nankam obeiyHbIMU cpedcmaamu OC!

5.9  3awWMLLEHHble NanKku
5.9.1 (CBOMNCTBA 33LUMLLIEHHbIX M3NOK
3aWwnWéHHbIE MANKK — 3TO Nanku, Gannbl B KOTOPbLIX 3aWIMPPOBAHbI. YCTAHOBKY M CHATUE 3aLUMTbI A1

nanku genaeTt caM Nonb30BaTENb, @ HE A,D,MMHVICTpaTOp.

MNonb3oBartenu, umetowme pa3pelweHne Ha goCTyn K nanke, BuodaT CoAep>XXMUmMoe 3aWMLLEHHON NANKN K
MoryTt pa6OTaTb € HUM. OcTanbHble NoNb30BaTENM 6y,D,yT BMAOETb COAEPXXMMOE Nanku Kak 00bEKTHI C
6eCcCMbICIEHHBIMU MMEHaMW, KOTOPbl€ HENb3A OTKPbITb B KaKoM-nnbo NPpUNOXEHUN.

3alUMLLEHHbIE NANKKU M 0OBEKTbI B HUX NMOMEYAIOTCS AOMNOAHUTENbHBIMU 3HAYKAMM B HPOBOOHUKG.

@ Apxve @ 49363faf5b3d95b2
@ 01_Aneaps | @ 410292d459fe9da3
@ 02_Oeepans | ¢ 59829b98a0b4ddb2
| ¢ 03_Mapr | ¢ bdd514e748638b00
Mainbl B 3aLWMLLEHHOW Nanke K KOTOPbIM pa3peLuéH AocTyn MDainbl B 3aLWMLLEHHOI Nanke K KOTOPbIM HeT JocTyna

Mpyu co3paHnM 3aLMLLEHHON NanKK JOCTYN K HEW NOMYYaeT TOMbKO TOT NOMb30BaTeNb, KOTOPbI
YCTaHOBWA 3aWwmMTy. [loCTyn ApYrMM NoJsib30BaTENIIM MOXKET pa3pelnTb AIMUHUCTPATOP.

@aiinsl 8 3aWUUWEHHOU hanke 3aWU@pPo8aHsl MoabLKo mo2dd, K020a oHU Haxodsmcs 8 Hell. [pu
KONuposaHuu unu nepemeueHuu gatinog 8 0bsl4Hy0 nanky oHu 6ydym pacuiugpposaHsi!

YoanérHnsie gatinel nonadarom e Kop3uHy 8 He3awuweHHoOM sude.

Hcnonb3o8aHue 3awWULLeHHbIX NANOK Moxem bbimb 3anpeuweHo HClCI’npOleGMU cucmembsl.

5.9.2 BKto4YeHre n cHATYE 33LUTbl NAMNKn

BkntoueHne u cHATMe 3alMTbl Manok aenaetcs B [poBogHMKe ¢ nomolbio MeHto Secret Disk.

1. Ortkpowte NpoBOAHMK U BbIBEPUTE HYXKHYIO NanKy.
2. OtkpoiTte MeHto Secret Disk 2 3aujuwéHHas nanka.
3. Bbibepute ooHy M3 KOMaHA: 3awumume nanky wan CHame 3awumy nanku. NoateepanTe fencTeue
C Mankon B NOSIBUBLLIEMCS OKHE.
YcmaHoska unu cHImue 3awumesl MoXem 3aHsMb HEKOMOpPOoe 8peMsl, Npu 3agepuieHuU onepayuu
nosiBUMCS OKHO € co00bujeHueM 06 OKOHYAHUU npouyecca.
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ERIR A0 L [okymeHTb! = ':'n
lhasHas Moaenutbea Bug v 0
@ ~ 1 2l » 3voTkomnbrotep » AokymenTer v ¢ Mowuck: JokymeHTbl pel
4 WsBpantoe | Orversl
&8 3arpysku Ju Mpopicrst
o Lns OrkpeiTs
1= Hepasrue mecta =
B Pa6ounii cron OTKpbITE B HOBOM OKHE
Moaenuteca »
1% 3ot KOMNBIOTEP [Jo6aents & Bubnuoteky 4
& Bugeo 3aKkpenuTb Ha Ha4YaNbHOM 3KpaHe
2| MoxymenTbl Secret Disk » | &  YpanuTe HagexHo
=
8 3arpyskn O » | E Mepemectuts Hanexlio
=| VzoBpaxenua M Momecruts &
1 Myssika Beipesate ¥ 3awmwEnnan nanka » | % 3awwruts nanky E
B Pasosiiiiicron Konupogats % Chatb sawwTy nanku
&y Nokansweiii anck (C:) Cosaats ApAbIK
a Disk2 WS2 (F)) YaanuTe
@ Mepenmerosate
M Cers
CeoiicTea
3nementos: 3 BeiBpan 1 3nement ==

5.9.3 CnnCOoK 33aLLMLLEHHBIX NaMNoK

Bce 3alMWEHHbIE NaNKM BCEX NOMb30BaTe/Iei, KOTOPbIe eCTb Ha AMCKaxX KOMMbloTepa, 0TobpaxatoTcs
Ha Bknagke [Manku B MaHenn SDA. [anku B CNMCKe MOXHO OTKPbITb ABOMHbIM HAXXAaTUEM MbILLIM UK C
MOMOLLbI0 KOHTEKCTHOMO MEHHO.

2] Marens Secret Disk Agent

‘J[h«xu Manku ijéimylggﬂuble KOHTE{iHepb! I Sbnc*rpblﬁ Bbl30B mapame*rpbl ceaHca
3almueHHbIe Nanku:

Mym
?C:\Usefs\sduseﬂ\Documems\Apms

CAUsers\sd-user1\Documents\llpoex i
Otkpeite B MposogHuke i ‘

| Otrosums |

MpumernTs

0K || Omena

Cnuncok nanok 06HOBASETCS NPU HAXaTUK Ha KHonky O6HosUMb.

lpu nepemeweHuU 3aWUUEHHbBIX NANOK UHGOpMayus 06HOBUMCS MOJILKO NOC/IE Nepe3anycka
KoMNnbromepa u omkpeimusi nepemeéHHol nanku 8 lpogooHuKe.

Ecnu npu omkpsimuu 3awuyéHHOl Nanku 8el 8UOUMe Mam HepacwugposaHHele daHHbIe, 3Mo
03Ha4aem, Ymo y 8ac Hem paspeweHuss Ha docmyn K 3moli nanke. ocmyn Moxem npedocmagums
AdMuHUCmMpamop.

5.9.4 [JocCTyn nonb30BaTesnien K 33LWMLLIEHHBIM N3NKaMm

Mocne BKNKOYEHUS 3aLLMTbI NAMNKK AoCTyn K Hem pa3peLuéH TO/IbKO OAHOMY NO/Ib30BaTENO — TOMY, KTO
BK/TIOYUN 3aLLUUTY. ﬂ,OCTyrI APYrMM Nnonb30BaTesiAM AO/DKEH pa3pelnTb A,IJ,MVIHMCTpaTOp.
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595

5.9.6

5.10

5.10.1

5.10.2

Mocne Toro Kak AABMUHUCTPATOP Pa3peLLUT ApYroMy MoAb30BaTEN0 AOCTYN K Narke, OHO BCTYMUT B
cuny nocne nepesanycka Secret Disk Agent Ha komnbloTepe 3TOro nonb3oBaTens (CM. pasaen "Boixon
“3 npunoxexus n nepesanyck Secret Disk Agent").

YaaneHue 3aWméHHon nHdopMaLUnmy B Nanke

3aWMWEHHYIO NANKy MOXHO yAANUTb He CHMMas C Heé 3awmTbl. [pu yaaneHnn oHa nonagét B KopauHy
B 3alMLLEHHOM BUAOeE.

llpu ydaneHuu ¢aiinos unu nanok, Haxo0aWUXcs sHympu 3auUWERHOU Nanku, OHU nonadarm 8

KOp3UHY pacuwiugppo8anHHsiMu. Tam K HUM MO2ym noay4ume 00Cmyn Opyaue noJib308ameindu.

Ucnonb3yite dyHKLUMIO YOanums HA0EKHO, eCNU XOTUTE NOAHOCTLIO0 YAANUTb KOHPUAEHUMABbHYIO
MHGOPMaLMIO B 3aLLMLILEHHOM nanke.

MepemelyeHne 3aLLMLLEHHOM NarnKn

Mpu NepeMeLLeHNM 3aLUMILEHHOM NanKmM OHA OCTAEeTCA 3alMbPOBaHHOM, EC/IM NEpeMeLLEHa B
npeaenax OA4HOro 1 TOro e AMCKa.

CMOHTMpOBAHHAA 3alLMLLEHHAS Nanka CTaHET He3aLWMWEHHON, ecnu ByoeT nepemMeLleHa Ha Apyron
LMCK, paxe ecnu byaeT ncnonb3oBaHa GyHKUMS [Tepemecmums HAOEXHO.

bydeme sHUMamenbHbI NpU nepemelleHuU 3auUWéHHbIx nanok! lposepsme cocmosiHue
nepemewéHHOL Nanku U ycmadosume 3aujumy CHo8d, eciu 3mo Heobxodumo.

3aWnLEHHbIE BHELUHWE YCTPONCTBA
Pernm paboTbl BHELLHUX YCTPONCTB

Secret Disk Agent obecneynBaeT HECKONBbKO PeXXMMOB paboTbl C BHELHUMM YCTPOMCTBAMM:
- 06bIYHbI1 PE€XUM — NaHHblI€ Ha BHELWHUX ANCKAX MOXXHO YUTATb U 3aNUCbIBATb Kak 06b|‘4H0;
- PEeXUM YTeHUA — OaHHbI€ HAa BHELWHUX ANCKAX MOXXHO TOJIbKO YNTATb, 3aNUCb HEBO3MOXHaA,

- 3aLMLLEHHDBIN PE€XHUM - HOBbl€ AaHHbI€ 3anMnCbIBalOTCA B BaLIJVI(prBaHHOM Buae, Ctapbl€ AaHHbIE
OCTalTCA AOCTYNHbIMU TONIbKO ANA YTEHUA.

PexxvM paboTbl C BHELIHMM OUCKOM YCTaHABAMBAETC ALLMMHUCTPATOPOM ANS KaX40ro Nosb30BaTens u
[LeViCTBYIOT Ha BCcex paboumnx mecTax, rae ycrtaHosneH Secret Disk Agent.

B npoBoaHuke hainbl M Nanku Ha BHELWHEM YCTPOMCTBE NOMEYAOTCA 3HaYKaMK, YKas3bIBAOLWMMM Ha UX
COCTOAHME — 0BbIYHOE MM 3aLWMILEHHOE (3aWNdPOBAHHOE).

e - -
¥ SawmLEnHan nanka @ O6biunan nanka

" 3aWMLLEHHDIN JOKYMEHT i OB6bi4HIT AOKYMEHT

PaboTa B 33LLUMLLIEHHOM peXUMMe

Secret Disk Agent BktoUaeT 3aLUMILEHHBIN peXXUM paboTbl aBTOMATUUYECKU MpU NepBOM
NoACOoeAMHEHMM BHELLHEro AMCKa K paboyer cTaHumm.

Monb3oBartenb, NepBbIM NOAKIOYMBLLUMIA YCTPOMCTBO, "'NPUCBAUBAET" ero: Tenepb TOIbKO OH MOXET
3anucbiBaTb U YUTATb HOBbIE MANKKU U Gaknbl Ha HEM. [lpyrve nonb3oBaTenn CMOryT NPOYUTATh TONbKO
He3aLWMLWEHHbIE AaHHble, KOTOPble BblM 3aNUCaHbl paHbLUe.

PaspelieHne Ha foCTyn K 3aLlUMLLEHHBIM AaHHBIM MOXET AaTb APYrMM MONb30BaTENIM AgMUHUCTPATOP.
Monb3oBarTenu, KOTOPbIM pa3peLlléH AOCTYMN, MOrYT UCMNONb30BATh BHELIHEE YCTPOMCTBO Ha 1060
paboueii CTaHLMK, eCn BOMAYT B CUCTEMY MOA, CBOEN YYETHOM 3anNUChIO.
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5.10.3 [denctsnA C BHELWHUMU YCTPOMCTBAMU

5.10.4

5.10.5

MopkntoueHHble BHELLHWE YCTPOMCTBA 0TobpaxatoTca Ha Bknaake Jucku B MNaHenu Secret Disk Agent. B
none CocmosiHue BbIBOAMUTCS C/I0BO "3alumdpoBaH”, eCin YCTPOMCTBO HAXOAMUTCA B 3aLUMLLEHHOM
pexxume. 1ng npyrux pexxmumoB paboTbl 3T0 nose nycroe.

=t} Makens Secret Disk Agent ?

Duery | Mankm 3aWMILEHHBIE KOHTEHEPBI BoicTpblit BbiS0B ‘ MapameTps! cearca |

LocTynHble micKu:

Dk CocTosrue %Paiinosa... Pasmep Moaxniouns BCe
E‘; €) NTFS 21.17TB OmxniounTs BCe

AUSB-DISK (B)
EEDsk2Ws2(F)  3aumeposan  NTFS

OtkpoiTe B MposoaHuke

=7

Ceoiictea

O6Hosu™

Otvena MpumernTs

KoHTekcTHOE MeHto ycTpoicTa B Secret Disk Agent no3sonsieT OTKpbITb AMCK B [1pOBOAHUMKE U yBULETH
nHbopMaumio o aucke. MepenMeHOBaTb AUCK UM U3MEHWUTb €ro ByKBY B OKHE CBOMCTB Heslb3s, ANs
3TOro0 CneayeT Ucnosb3oBatb NpoBOAHUK.

BHewwHMe AMCKM BCeraa NoLKMOYEHbI, AENCTBME KHOMOK [To0KM0YUms 8ce u OMK/YUMb 8Ce Ha HUX HE
pacnpocTpaHseTcs.

OTKAOYeHMe 33LUMLLIEHHOMr0 pexrma

Ins oTKNoYeHMS 3aLMILEHHOTO PEXMMA BHELLHEE YCTPOMCTBO HYXHO 0TOpMaTUpPOBaTh Ha
koMmnbioTepe, rae Secret Disk Agent He ycTaHOBNEH MK He 3anylleH (BbiMoNHEHA KOMaHAa Beixop).

Ecnn otdopmaTmpoBaTth BHeLWHWI auck npu pabotatowem Secret Disk Agent, To 3aWMLLEHHDBIN peXUM
BKJTIOYMUTBCS CHOBA Npu nepBoM obpalleHnn K AMCKY nocie GopMaTMpoBaHus.

OCOBEeHHOCTU 3aLNLLEHHOO PEXKNMAE

BHewHWit HakonuTenb GakTUYECKM CTAHOBUTCS 3aLUMLLEHHBIM B TOT MOMEHT, KOrAa Kakon-H1byab
nosib30BaTesNb B NEPBbIf pa3 NOAK/KYUT ero U OTKPOET Ha KOMMbioTepe, rae pabotaet Secret Disk
Agent.

Bce dainbl M nanku, KOTOpble HAXOAUMCH HA YCTPOMCTBE A0 BKIIOYEHUS 3aLWMLLEHHOrO pexuma, byayT
[OCTynHbI BceM nonb3oBatensam Secret Disk Agent ans uteHus.

Ha 3awuwéHHOoM BHeLIHEM HakonuTeNe OCTAaéTcs 0bLLeloCTYNHOM Ta MHpOpMaLMs, KoTopas bbina
3anMcaHa Ha HEM paHblue, HO HOBble AaHHbIe OKAa3blBAOTCS 3aWMULWEHHBIMU U OOCTYMHbLI TOMY, KTO UX
3anucan (M TeM, KTO NoAyYmn paspelleHne Ha AOCTYN UMEHHO K 3TOMY YCTPOMCTBY).
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5.11 3aWMEéHHble KOHTeHepbl
5.11.1 Ncnonb30BaHWe 3aLLNLLEHHBIX KOHTENHEepPOoB

3aluMLLEHHbIE KOHTEMHEPbl — 3TO 3alMdpoBaHHbIe (aiiibl BUPTYaNbHbIX AMCKOB, NPeAHAa3HaYeHHble
NS OBYXCTOPOHHEro obMeHa uHpopmaumen Mexay nonbsoatenamu Secret Disk 1 BHeWHUMM
NoNb30BaTENSIMU, KOMMBIOTEPbLI KOTOPbIX HE NMOAK/IIOYEHbI K 3TOW CUCTEME U HE UMEIOT INEKTPOHHOIO
K/toua.

PaboTy ¢ KOHTEMHEpPOM NofaepXXMBatoT ABa npunoxeHus - Secret Disk Agent u Secret Disk Reader.
MNpunoxexue Secret Disk Reader no3BonsieT 0TKpbIBaTb KOHTEMHEP C NOMOLLbIO napons. Ero gomkeH
YCTaHOBUTb Y ce65 BHELLUHWUI NONb30BaTENb-MONy4aTe b KOHTEMHepa.

KoHTelHep 1 naponb g Hero co3patoTcsa nonb3osatenem Secret Disk Agent. OH oTnpasnseT mx
nosny4yaTtento, KOTopbli oTKpbiBaeT ux B Secret Disk Reader. MNocne 3toro o6a nonb3oBatens MoryT
NnooYepEénHO U3MEHSTb COAEPXKMMOE KOHTEMHEPA M 0OMEHMBATLCA MHDOPMaLMEN, OTNPaBAss APYr
LpYry 3K3eMnnapbl KOHTERHepa.

(aiinbl KOHTEMHEPOB 3aWMdPOBaHbI, MOSTOMY MX MOXHO NEPefaBaTb OTKPbLITO, HaNpuMep, Nocbinath
MO 3NEKTPOHHOM MOYTE WM BbIKNAL4bIBATD A8 CKaUYMBaAHUS.

Ecnu naponb K KOHTeMHepy nepenaétcs noayvaTento Tak, 4Tobbl OH He MOT MOMACTb K MOCTOPOHHWM
JIMLAM BMeCTe C KOHTEHepPOM, TO 06MeH MHdOPMaLMelt C NOMOLLbI KOHTEMHEPOB ByAeT 3alMLLEH OT
HEeCaHKLMOHWPOBAHHOrO AOCTYyNa.

Ucnone3zosaHue KoHmMeliHepos Moxem bbims 3anpeweHo Hacmpolkamu cucmemsl. Y3Hatime y
AdmuHucmpamopa SD, Moxceme au bl c030a8ames KOHMeUHEP®.

5.11.2 Co3gaHue KoHTenHepa
KoHTelHep co3paétca B [poBoaHuke ¢ nomouwbio MeHio Secret Disk. MNpu co3paHmm B KOHTelHep
MOXHO MOMECTUTb HECKOJ/IbKO (aitnoB M Nanok cpasy.

1. Bobipenute B [1p0o8odHUKe HYXHble hainbl M Nanku, B KOHTEKCTHOM MEHI0 BbibepeTe NyHKT Secret
Disk > NomecTnTb B 3aLUMLLEHHbIN KOHTEMHEP.

N - JlokymeHTs! - oliEl
m Isasman NoaeanTecs Bna 0
> o | » Jrorxomnsiorep > Joxymentot » v ¢ nex Jlox »

TeGanat
Omxpoirn
Orxpeims 8 HOEOM OKMe
Moaennteca »
AoGaeuts 8 Gnbnorexy ’
32KpenuTE HA HANANLHOM dKpane
¢ Secret Disk » Yaanure nagexso

Mepemecturs Hagexmo
Omnpasurs ’ P e

MonecTnTs B 3aWMUENMBIT KOHTERNED

aknr

Brpezame Saupnuénman nanka ’

Konuposars

Coxgare apnsix
Yaanure

Mepenmenceats

’ Ceoicrea
1 3nement =

2. BbibepuTe MecTo pasMelLeHns KOHTEHEPA U ero UMS U HaxxmuTe Co30ame.

il CospaHue 3alMWEHHOrO KOHTeHepa ? n
MR 33UMLEHHOMO KOHTElHepa:
Tex3anarse.sdca| O630p

Co3znate Ornena
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3. 3anuwuTe Naposib UAKU CKOMMpPYITe ero B Gai. DTOT Naposb HYXKHO OyAeT CO06LWMTb nonyyaTento
KoHTelHepa. Haxxmute OK.

il KoHTelHep NOArOTOBAEH K OTNPas... ?

SaWMLLEHHDE KOHTEfHED NOArOTOBNEH K OTNPABKeE,
Teneps Bbl MOXETE OTNPABUTDL KOHTEIHED NONYYATEMO.

AANR OTKDLITHR KOHTEMHEDa NONYHATENO NOHAA0BUTCR Napons:
GOX1HI7ZK
MNepenaitTe 3TOT Napons NoNyYaTeno no 6esonaciony Kaxany.

Mapons MOXHO CMEHUTD, NOBTOPHO BHI6Pas onNLRO
TloaroToBHUTL K OTNDABKE" U3 KOHTEKCTHOrO MeHo

OK

UcxodHble ¢alinel u nanku npu co30aHUU KOHMeliHepa He yoansiomcs U He U3MeHSIomcs, 8 KOHmeliHep
nomewaemcs ux konusi. @aiin koHmeliHepa umeem pacwupeHue ".sdca".

4. OtnpaebTe N06bIM YAOGHBIM CNOCO60OM (Daiin KOHTEMHepa NonyyaTento U coobLMTe eMy Naposb
BJ151 OTKPbITUS KOHTEHEpa.

He omnpasnsiime naposne sMecme ¢ KoHmeliHepom 8 00HoM nucseme! Micnone3ylime dpyaoli cnocob
C853U U/IU KAHAN nepedayu OGHHbIX.

5.11.3 CnncoK KoHTeHepoB

Cnucok KoHTeMHepoB HaxoauTcs B npunoxeHuwn MNanens Secret Disk Agent Ha Bknagke 3awjuwéHHole
KoHmeliHepsbl. B cnnucke nepeyncneHbl KOHTEMHEPbI, CO3AAHHbIE UM OTKPbITbIE TEKYLLUMM
nonb3oBaTenem Secret Disk Agent.

[ins Kaxporo KOHTeMHepa yKasblBaeTCs MECTOPACNONoXeHWe u uMs ero danna, a Takxe byksa Ancka,
€C/I1 KOHTeMHep NOAK/YEH KaK BUPTYasbHbIM AUCK.

) Maxens Secret Disk Agent ?

Ducm | Manicu 3awWvweHHble KOHTEiHeps! jVEICprIFI BbI30B l hapameprl ceanca |

3aluMWeHHbIE KOHTENHEPbI:
3awmuenH... [y MoaxniouTs BCe |
(Z:) C:\Users\sd-user1\Documents‘\orosop.sdca | OmniounTs BCE »
: CA\Users\sd-user1\Documents\Tex3apaHue sdca

Otkpeite B MpoBogHuke

Moakntounts

I OArOTOBWTL K OTNP3BKE

O6HoBuTs "‘

Omvena | [pumernms

lpu nepemeweHuu gaiina koHmeliHepa 8py4Hyto, UH(popmauus o HEM 8 cnucke He bydem
coomeemcmaogams delicmaumesnbHOMY MeCmonoaoXeHU Gaiina 00 mex nop, NOKA OH He bydem
omkpsim 8 [posooHuke. [pu yoaneHuu KoHmeliHepa 3anuUcs, 0 HEM MAkxe MoXem 0Ccmasamscs 8
cnucke 0o nepe3anycka NPUoMeHUsl.
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llocne nepemeuweHus gatina koHmeliHepa uau NoaAy4eHUs H08020 IK3EMNASPa KOHmeliHepa, omkpolme
e20 8 [IposoOHUKe. Imo 06HoBUM UHGOPMALLIO 8 CNUCKe.

5.11.4 [JencTBuA Ha BKN3AKe 3aLMLLEHHBIE KOHTENHEepbI

[na pnencTBuii C KOHTEMHEPAMM MOXHO MCMNONIb30BaTb KHOMKKU [To0k4YuUMs 8ce u OmkayYums ece,
60 OTKPbITb KOHTEKCTHOE MEHI0 OHOTO KOHTEWHepa.

C NoMoLLb0 KOHTEKCTHOrO MEHKO MOXHO BbIMOMHUTb cnepywouwme OencTBuma:

1. OTKpbITb KOHTENHEp B [1p080OOHUKE.

2. TloaKNYMTb HEMOAKNHOUYEHHbIM KOHTEMHED.

3. OTKNOUUTb NOAKITOYEHHBIN KOHTEMHEP.

4. TloarotoBWTb KOHTEMHEP K OTNpPaBKe, NOMEHSB Naponb Af1g A0CTYNa K HEMY.

Kpome 3Tux fencTBmii, MOXKHO OTKPbITb KOHTEMHEP B NPOBOAHMKE C MOMOLLbIO ABOMHOrO LienYKa
MbILIM MO UMEHU KOHTEMHepa B CMUCKE.

5.11.5 [enctBunA C KoOHTerHepamMu B [1pOBOAHMKE

1. J[1BOMHOM LLEMYOK MbILWN MOAKNHOYAET KOHTEMHEP KAK AMCK M OTKPbIBAET €r0 B HOBOM OKHE.
2. Haxatue npaBoi KHOMKM OTKPbIBAET KOHTEKCTHOE MEHI0 CO CIeayoWUMN AeNCTBUIMMU:

—  OTKPbITb;
—  3aKpbITh;

—  MOAroTOBKa KOHTEMHEPA K OTMpaBKe.

SN A [oKyMeHTb! - o IEd
m nasHas Mogenutbea Bug 0
{Vf‘\ v 1 2l » 3torkomnbrotep » JoKymeHTbI v ¢ Mouck: JokymeHTbi P

Tex3aganne
mTeuD-.n-n.un
| OtkpbiTh

OTKprTb C NOMOLLBHO...

¥ Secret Disk » | &  Yaanuts HagexHo

=

=
Flone e S epemecrmbvna.qaxn‘o i

B 33LWLLEHHBIN KOHTEWHED » @& Omkpoms
Otnpaeute 4 g 3akpeime

&l MoaroToeka KoHTeiiHEpa K OTNpaEke

Bbipesatb
Konuposats

Co3pate apabik
Yaanute

Mepeumerosats

Ceoiictea

3nemeHTOE: 2 Boibpan 1 snement: 8,19 M5 = =

llpu omkpeimuu KoHmeliHep NOOKAYAemcs Kak OUck Komnstomepa. lpu 3akpeimuu KoHmeliHepa OucK
omKJYaemcs, nocse 4eeo @atin KoHmeliHepa MOXHO 0mMNpaguUMe NOy4amesto.

5.11.6 N3mMeHeHVe NaponAa KOHTenHepa

Maponb KOHTeMHepa MOXHO NoMeHATb. OBbIYHO 3TO AenaeTcs nepea OTNPaBKOW KOHTeMHepa
nonyyaTento.

1. OTKpoMTe KOHTEKCTHOE MeHI0 AJia (alina KoHTelHepa U BbibepeTe NyHKT Secret Disk 2>
3awuuéHHbIll KoHmeliHep =2 [Nod2omoska KoHmeliHepa kK omnpaske.

2. Secret Disk Agent BbiBeAeT OKHO C HOBbIM MApOJieEM, KOTOPbIM HAA0 COXPaHUTbL U NepeaTth
nonyyatento. HoBbIM Naponb AeNCTBUTENEH TONbKO A1 KOHKPETHOrO 3K3eMMNaspa KOHTeMHepa,
Naponu y Apyrux KOHTEMHEPOB HE MEHSOTCA.
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5.11.7

5.11.8

EMKOCTb KOHTEHepa 1 pa3Mep $alina KoHTenHepa

Pasmep BUpTyanbHOro AMcka KoHTelHepa GUKCMPOBAHHBIN, OH 3343ETCS aBTOMATUYECKM NPU CO34aHUU
KOHTelMHepa no cnegylolemMy npasuay: MUHMManbHbIM pasMep BUpTYanbHOro ancka — 100 m6anT,
MaKCUMManbHbI pa3Mep paBeH YyTPOEHHOMY 06bEMY AaHHbIX, NOMELLAEMbIX B KOHTEMHEP NpU ero
CO34aHuMN.

Pasmep daitna KoHTeliHepa pacTéT B 3aBUCMMOCTM OT 06bEMA LaHHbIX, COXPAHEHHbIX B KOHTEMHEpE.
lMoka KOHTeWHep He 3anofHeH, Ghali KOHTeMHEpPA MeHbLUE MaKCMMaNIbHOro pa3Mepa BUPTYasibHOIo
IMCKa.

Pa3mep BMpTyanbHOro gMcKa KOHTeMHepa, CBOOOAHbIV M 3aHATbIM 06bEM MOXHO Y3HaTb B OKHE CBOMCTB
[MCKa, KOraa KOHTeMHep OTKPBbIT.

OTKpbITME "4yrOoro" KOHTenHepa

MNonb3oBartenb oTKpbIBaeT 6e3 BBOAA Napons Te KOHTEMHePbl, KOTOPble OH CO34aJ Ha 3TOM
koMnbtoTepe. KoHTelMHepbl, CO34aHHbIe APYrMMU MOJIb30BaTENSAMU, TAKXKE MOXHO OTKPbITb B Secret Disk
Agent, HO Npu 3ToM ByaeT 3anpoLLeH Naposb. TakMM 06pa3oM, KOHTEHEPbI MOXHO MUCMOb30BaTb U
Ans obMeHa faHHbIMU Mexay pabounMMu CTaHUMAMU, SBASKOLLMMUCS YEHAMKU OLHOW MHOPACTPYKTYpPbI
Secret Disk.
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6. [HononHutenbHble yHKLUMKM Secret Disk Agent

6.1  HapgérHoe yaaneHve n nepemelleHve ¢ainos 1 Nanok

MNpwu 06bl4HOM yaaneHuun dainos cpepcteamm OC Ux faHHble ewé HEKOTOPOe BpeMs MOryT
NpUCYTCTBOBATb Ha AMCKe, NMOKa COOTBETCTBYOWME BNIOKM AaHHbIX He ByaeT 3anuMcaHbl BHOBb. Secret
Disk Agent no3sonset yaanate danbl U Nanku HABEXKHO, TaK, YTOObI XPaHMBLLYHOCS B HUX
MHPOPMaLMIO HeNb3s BblI0 BOCCTAHOBUTb HM CTaHAAPTHbIMK cpeactBamMm Windows, HM CTOPOHHUMMU
NPUIOXKEHUAMM.

MNpu nepemMeLieHnn $aitnoB 1 Nanok C OAHOIO AMUCKOBOrO YCTPOMCTBO MM pasfiena Ha Apyroe Takxke
BO3MOXHO COXpPaHEHMWE AAHHbIX Ha YCTPOMCTBE-UCTOUYHUKE, TaK KaK CHa4ana NpoMcXoamT KOnMpoBaHue
[laHHbIX HAa HOBOE MEeCTO, @ NOTOM - yaaneHune ucxogHbix Gannos. C nomolbio Secret Disk Agent
yaaneHue ucxogHoro daiina (nanku) npu nepeMeLLeHn TakKe MOXHO OCYLLECTBAATb HALEXHO.

DYHKUMM MPUMEHMMBI K daiinaM 1 Nankam Kak Ha 3aln@poBaHHbIX, Tak M HA He3aWMdPOBAHHbIX
OMCKaXx.

HapéxHoe yaaneHue 3anncaHHom MHGOpMaLMM OCYLLECTBASETCS METOA0M TPEXKPATHOM nepe3anmcu
paHee 3aHATbIX 610KOB HaliTaMM CO 3Ha4YeHneM 255, To eCTb CoaepXKaLMMM eaUHULbI BO BCEX
paspsaax.

6.2 HapgémHoe yaaneHue

UT06bI yoanuTb dainibl U/Mnun Nankm 6e3 BO3MOXHOCTM BOCCTAHOBMIEHMS, BbINOMHUTE CleayroLme
[encreums:

1. Ortkpo#Te [IposodHuK, BbIbepuTe Bainbl M NANKK aNa yaaneHus. MoxHO BblAEAUTb HECKONBbKO
006bEKTOB.

2. B koHTekcTHOM MeHIo BbibepuTe Secret Disk = Yoanume HadéxHo.

MoaTeepauTe yaaneHue, NOCTaBUB B OTOOPa3MUBLIEMCS OKHE MOATBEPXKAEHMS ABa hraxka.

4. Haxmute Yoanume pna ynaneHuns obbekToB. YToObl 0TKA3aTbCs OT yAaneHus, Haxmute OmmMeHume.

W

Yaanute Gavinel 6€3803BpaTHO? n

[V fAnoateepxaato yaaneHue soibpaHHbix daitnos

[V i ocosHaio, 4To dainsl HEBO3MOXHO DYAET BOCCTaHOBMT:

Yaanute OTMEHUTDL

@aiin-apasik (paiin ¢ pacwupeHuem ".Ink") pekomeHdyemcs ydansme 06bI4HbIM cnocobom. Yoanume
apabik ¢ nomowbio Secret Disk Agent MOXHO UL 8 cocmase 8vi0efieHHOl epynnsl UAU 8HYmMpu NAnku.

6.3 [lepemMelwleHne C HAOEHHDBIM yA3NEHNEM

MYHKUMS NepeMelLeHMs MO3BONSET NepeHecTu dainbl M/MAK Nanku, yaaams Ux No UCXOLHOMY NyTH
6e3 BO3MOXHOCTM BOCCTAHOBNAEHMS. YTOObl BOCNOMb30BaThCS 3TOM QYHKLMEN, BbIMONHWUTE Cleayrowme
DEencTBus:

1. TlpaBoi KHOMKOM MbILUKX HAXMUTE Ha daine, Nnanke unun BblaeneHHon rpynne dbainos u/mnu nanok,
KOTOpYH HeobxoauMMOo nepeHecTy.

2. B KoHTeKcTHOM MeHIo BbibepuTe NyHKT Secret Disk > [lepemecmumes HAOEMHO.

3. B oTobpa3uBLUEMCS OKHE YKaXuTe NyTb [0 Narnku, B KOTOpY HeobxoaMMo nepeHecTu BbibpaHHble
00beKTbI.

4. Haxmure OK.
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@aiin-apasik (paiin ¢ pacwuperuem “.Ink”) pekomeHOyemcs nepemewiams 06bI4HbIM CNOCOOOM.
lMepemecmumes Sp/ibiK ¢ HA0EXHBIM yoaneHueM ¢ noMowibio SDA MoxHO 8 cocmase 8videsieHHol epynnel
Uau 8Hympu nanku.

6.4  3anpeT ceTeBOro A0CTYNAa K 3aWMLLEHHbBIM ONCKaM

ALMUHUCTPATOP MOXET 3anpeTUTb AOCTYN K 3aWMLILEHHBIM AUCKAM Mo ceTu. B 3Tom ciyyae
Nosib30BaTeNlb HE CMOXET NPefoCTaBUTb JOCTYN APYr1MM NOAb30BATENSAM NS BCErO 3aLUMLLEHHOMO
AMCKa unm no6oi Nanky Ha HEM, Aaxe ecu y Nonb3oBaTens ecTb Npaea aAMUMHUCTPATOpa AOMEHA.

6.5 YCTaHOBKA 3aLLUTbl CUCTEMHOMO AUCKA

YCTaHOBKY 3aLWMTbl CUCTEMHOIO AMCKa 3anyckaeT AaMuHucTpatop Secret Disk. Mocne MHMUMMpOBaHUS
YCTaHOBKM 3aluTbl OT NoNb30BaTens TpebyeTcs coenatb 04HY TECTOBYIO nepesarpysky KoMnbloTepa, B
Xofe KoTopoi npoBepsieTcs paboTta 3arpysumka Secret Disk.

Ecnu TecToBas 3arpy3ka NpoMAET yCNewHo, To, KOrga nonb3oBaTeslb CHOBA BOMAET B CUCTEMY U
3anyctut Secret Disk Agent, HauHéTca GoHOBOE LWMBPOBaHME AaHHbIX HA CUCTEMHOM aucke. B cnyyae
Hey[oa4yHOW nepe3arpysku unn eé oTMeHbI, 3alMTa CUCTEMHOTO AMCKa He ByaeT ycTaHoB/eHa.

O HeobxoamnMocTu nepe3sarpy3ku Secret Disk Agent yBegomnsieT nonb3oBaTens coobLeHMEM B
obnactn yBeLOMNEHUNA.

® 3awwmra cuctemHoro aucka X X
Heo6xo4uMMo BEINOAHUTE TECTOBYIO NEPE3arpysKy

Mpu nosBneHnn coobuieHms:

1. [epe3arpy3ute komnbioTep. lNepen 3arpy3kor OC Ha 3KpaHe NOSBMTCS OKHO 3anpoca
3N1EKTPOHHOrO K/toYa.

Secret Disk

MNokanuicTa, NOAKAKWYUTE TOKEH. ..

Fi-Nomour F2-Beoa xnwya F4-OtMeHa(llepesarpyska) 4.8.1.657

2. [lopcoennHWUTe 3NEKTPOHHbIN KoY (TOKEH) K KOMNbloTepy U BBeauTe naponb (PIN-koa)
3N1EKTPOHHOrO K/loYa.
Haxwmute Enter.

3.
Haxamue knasuwiu F4 6ydem 03Ha4yame 0mkaz om ycmaHosku 3auwjumel. Komnstomep
nepesaepy3zumescs u OC 6ydem 3az2pyxeHa 8 006I4HOM pexcume, 6€3 3anpoca MoKeHa.
4,

Mocne 3arpyskn OC ycTaHoBKa 3aluTbl Nnpoaomxutcs. CocTosHue npouecca wudposaHus byaet
oTobpaxartbcs Ha Bknagke Jucku nanenu Secret Disk Agent.
5. Tlo 3aBeplieHnn yCTaHOBKM 3awmTbl B none CocmosiHue NOSIBUTCS HAANUCh 3auUUéH.
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6.6

Secret Disk

BBEAMTE napone ANA TOKEHag

ESC-Ouuctka ENTER-Beog F12-HameHuTs a3k BBOgA ENG 4.8.1.657
Ecnu nocne nepesazpy3ku 0OKHO 3a2py34UKa He NOABASEMCS UAU 3auUma cucmemMHo20 OUCKA He
3anyckaemcs, cnedyem nepesazpy3umes KoMnstomep Hawamuem coyemanus knasuw Ctrl-Alt-Del unu
KHONKU ¢ noMowbto Reset.

Bo BpeMs yCTaHOBKM 3aLLUMTbl CUCTEMHOIO AMCKA C (ainaMu U nankaMu Ha KOMNbOTEPE MOXHO
paboTaTb Kak 06bI4HO M MCMONbL30BaTb Nitobble NpunoxeHus, kpome [ucnetyepa amcka. Komnbtotep
MOXHO Nepe3arpy3uTb 0 OKOHYAHMS YCTAHOBKM 3aLUMTbl, B 3TOM C/ly4ae YCTaHOBKA 33Tl
MPOAOMKMUTCS NOC/E BXOAA MOSb30BATENSA B CUCTEMY.
Ecnu 80 8pems mecmogoli nepe3azpy3ku Nnpou3owna owubKa u/uau 3awuma cucmeMHo20 OUCKA He
6bl1a ycmarossieHa, mo pekomeHoyemcs obpamumescs 8 Ciymby mexHu4eckol no0depiKu KoMNnaHuu
"AnadduH P./1." 4mobbl ycmaHo8ums NnpuvuHy U ycmpaHums eé.

3arpy3Ka KoMMbloTepa 6e3 31eKTPOHHOro Kl4Ya

B cnyvae HepocTynHocTh TokeHa OC KOoMMbloTepa MOXHO 3arpy3uTb C MOMOLLbLI 64-CMMBOIBHOIO KOJAa
BOCCTaHOB/IEHMS, KOTOPbIA MOXHO MOAY4YUTb Y AMUHUCTpATOpA.

UT06bI BOCCTAHOBUTD [0CTYN K 33aWMWEHHOMY CUCTEMHOMY AUCKY 6e3 TokeHa, BbINOAHUTE cienywulee.

1. O6patutecb K AGMUHUCTPATOPY M NOAYYUTE Y HErO KOZ KA.

2. Bo BpeMs 3arpy3ku KOMMbOTEPA NPU NOSABIEHUM OKHA 3aNpoca TOKeHa € cooblieHnem
loxcanylicma, nodkar4yume mokeH HaxmuTe knasuwy F2.

3. BenuTe nonyyeHHbI Koa u HaxkmuTe Enter.

Secret Disk

locne 8soda koda 3azpy3ka OC npodosxumcs 8 06bIYHOM pexcume.

Kod soccmaHosneHus obecneyusaem 00Ccmyn moJibKo K 3azpy3ke u 0ocmyn K ¢ailiaam Ha cucmemMHoOM
oucke koMneromepa. Bce dpyaue 3aujuiéHHele pecypcel 6ydym HedocmynHsl. Heobxodumo nosmyqums
HO8bIli MoKeH 0J1 80CCMAHOB/EHUS HOPMAbHOU pabomsl N016308amens.
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/.

7.1

7.2

7.2.1

7.2.2

7.2.3

7.2.4

[punoxeHne Modern Secret Disk Agent

Ha3Ha4veHune

MNpunoxexne Modern Secret Disk Agent (mSDA) npegHa3sHaveHo ans paboTbl € 3aLWMLLEHHBIMM
pecypcaMu Ha KOMMbIOTEPE MO0Jb30BaTeNs. BO3MOXHOCTU 3TOr0 NpUIOXKEHMSI COBMAAAIOT C
BO3MOXHOCTAMM npunoxenus MNMaHenb Secret Disk Agent, HO OHO MMeeT COBPEMEHHbIN
Nosib30BaTENIbCKMM MHTEPdENC, NpeaHA3HAYEHHbIM A1 paboTbl HA CEHCOPHbIX 3KPAHAX U MIAHWETHbIX
KOMMbOTEpaXx.

OcobeHHOCTN NpUNoHKeHnA

Mpunoxernne mSDA ucnonb3yeT cpeny ucnonHeHus Microsoft WinRT u HekoTopble ero CBOMCTBA
OT/INYAKOTCS OT TPAAMUMOHHBIX NpunoxeHui Windows. OnncaHue 3TUX OTAUUYMIA MPUBELEHO HUXKE.

I lpedHazHaveHo dna OC Windows 8/8.1/10

Mpunoxenne mMSDA MoxHO ycTtaHoBUTb ToNbKo B Tex OC, rae umeetcsa cpena ucnonHenuns WinRT, a
nmeHHo B Windows 8/8.1 n Windows 10. B OC Windows 7 3TO npunoXeHue UCNnoib30BaTb HEMb3S.

YCTaHOBKAa 1 yaaneHne rnosb3oBaTeniemMm

Mpunoxernne mSDA He ycTaHaBnuMBaeTCs cpasy A4S BCEX NOMb30BaTeNeN KOMMbIOTEPA, KaK 3TO
NpomMCXoauT € 0bblYHbIMU NpunoxeHnammu Windows. YcTaHoBKa (M yaaneHue) npunoXxeHus npoMcxoauT
B YYETHOM 3aMMCK KaXKA0ro Nonb30BaTens OTAe/bHO.

MpunoxeHune HeNb3a yoanuTb C MOMOLLbIO HACTPOMKKM "TIporpaMMbl M KOMNOHEHTLI", 3TO AenaeTcs
yepes KOHTEKCTHOE MEHIO MANUTKM (3HaYKa) MPUNOXEHUS Ha 3KpaHe "Tlyck'".

I'IepBaﬂ YCTaHOBKa MSDA HaunHaeTcs aBTOMaTMYeCKu nNocae BXxoaa Nosib30BaTenNs B CBO YUYETHYIO
3anuchb.

I YoaneHue u nepeycmarosky mSDA nosis308amento HyHO 0e1ams CaMmomy.

MOMHO3KPAHHbBIN PEHUM

Mpunoxernne mMSDA B OC Windows 8/8.1 no yMonyaHuio 3anyckaetcs B NOJIHO3KPAHHOM (NIAHWETHOM)
pexuMe He3aBMCMMO OT TUNa KOMMboTepa. 3anyCTUTb ero B 0ObIYHOM OKHE Hesb34, Tak Kak Takon
pexuM He nopaepxmBaetcs OC.

B OC Windows 10 3anyck B NONHO3KPaHHOM peXXMMe NPOUCXOAMUT TONbKO HA MAAHLLETHbIX
KoMnbloTepax U npunoxeHme mSDA MoxeT paboTaTb Kak B MOJHO3KPAHHOM, Tak U B 0ObIYHOM pexunume
(nonb3oBaTenb cam BbIOUPAET PEXMM IKPaHa).

AOMUHUCTPATOP He MoXeT paboTaTb ¢ Modern Secret Disk Agent

Tonbko 06bl4YHbIE MOJIb30BATENIM MOTYT UCMO/b30BaTh NPUNIOXKEHUS ANS Ccpedbl ucnonHeHus WinRT.
Mo3ToMy, NoNb30BaTENM C NPpaBaMM IOKaNbHOIO UM CETEBOIO aAMUHUCTPATOPa, HE MOTYT 3anyCTUTb
mSDA: oHo 160 He 3anycTuTcs, N1Mbo ByneT BbiBeAEHO coobLleHne 06 owmnbke. TaknMM Nonb3oBaTeNsaM
cnepyeT ucnonb3osatb [MaHenb Secret Disk Agent ans ynpaBneHus 3aMWEHHBIMU pecypcaMu.

YCTaHOBKa 13 MarasuHa npunorseHum

B HacToswee Bpemsa npunoxeHne mSDA Henb3q ycTaHOBUTL 13 MarasuHa lMpunoxenuin Microsoft, Ho
3Ta BO3MOXHOCTb MOXET NOSBMTLCS B ByayLleMm.
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7.3 Ncnonb3oBaHme NpnnoHeHua
7.3.1 VYcTaHoBka MSDA

Mocne yctaHoBkM naketa Secret Disk Agent Ha komnbloTepe, npunoxexnne mSDA 6ynet
YCTaHaBAMBATLCS aBTOMATMUYECKM Y KaXA0ro Nosb30BaTeNs Cpasy nocnie ero BXoAa (N0rMHa) B CUCTEMY.
YcTaHoBKa ByAeT conpoBoXaaThCs yBeaoMaeHneM. MNocne ycTaHOBKM NAUTKA NPUIOXKEHUS NOSBUTCS Ha
3KkpaHe [yck.

mll Buinonuserca ycraHoBka

HMll npunoxenus Modern SDA

YT06bl YCTAaHOBUTL MPUIOXKEHME BPYYHYIO NOC/IE YAANEHUS UK NPU NepeyCcTaHoBKM naketa SDA
Heobxoaumo oTKpbITh MaHenb Secret Disk Agent 1 HaxaTb KHOMKY YcmaHosums Ha BKNagke
"Hactporku untepderica Modern SDA".

8 Manens Secret Disk Agent

Lnckm Marku 3aWMLIeHHbIE KOHTEMHEPbI BeicTphiii BoIZ0B
MNapameTpe! ceaHca HacTpoiku uHteppeiica Modem SDA

Hacpoitku uHTepeeiica Modem SDA

TCP nopT B33aMMoaeicTBmg: :

YcTaHosKa v yaaneHue uHteppeiica Modem SDA

Modem SDA He yctaHoBneH

0K Omvena MpumernTs

7.3.2 YpaneHue un nepeyctaHoBka MSDA
Mpunoxernne mSDA He ypanseTtcs C NOMOLLbIO HAaCTPOMKK “[TporpaMMbl U KOMMOHEHTbI" NPpU yaaneHuu
naketa SDA. Yoanute mSDA pomkeH caM nonb3oBaTteNb U caenaTb 3TO MOXHO ABYMSA Cnocobamu:

1. CnoMoLbl CUCTEMHOIO MEHKO NMPUNOXKEHMUS HA 3KpaHe [Tyck.
2. W3 MaHenwu Secret Disk Agent.

Mpu nepeyctaHoBke (06HOBNEeHMM) nakeTa SDA, KakaoMy NOMb30BaTENO HYXXHO YCTAHOBUTL HOBYHO
Bepcuio mSDA camocTosTenbHO, NpeABapuUTeNnbHO YaanuB CTapyto.

Ins ynanenmns mSDA ¢ NOMOLLBIO C CUCTEMHOIO MEHI0 HYXHO OTKPbITb 3KpaH [ycK, BbI3BaTb MEHHO
MPUNTOXEHUS, HAXAB MPABOI KHOMKM MblK Ha nauTke SDA, 1 BbIOpath "Yaoanute".
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Phone Companion Automatically
= sync your stuff.

Photos
Weather

Secret Disk Agent

Secret Disk Aaent
3aernv|Tb Ha Haua/NbHOM 3KpaHe

Sports
33erI'IV|Th Ha NaHenu 3agay

a Store Yaanute

e

é Hazag

Ypanutb npunoxeHne mSDA u3 MNaHenu Secret Disk Agent MOXHO KHOMKOM "YaanuTh” Ha BKNaake
"Hactpoinku untepderica Modern SDA".

8 Mawens Secret Disk Agent ? X

Luckn Manku 3aWMUEHHbIE KOHTEAHEPHI BoIcTpbiit BbIZ0B
MNapameTpsl ceaHca Hactpoiiku uHtepeeiica Modem SDA

Hacpoitku uHtepeeiica Modem SDA

TCP nopT s3aumopeiicTens: (2953

YcTaHoBKa U yaaneHue uHtepepeiica Modem SDA

Modem SDA ycTaHoBneH

0K Otmena MpumernTs

7.3.3 logKnyeHve TOKeHa 1 Ha4yano paboTbl

3anyctuTb mSDA MOXHO C MOMOLLbK MIMTKKM Ha 3KpaHe Tyck unm KHonkoi B okHe 3anpoca PIN-koga.
Mpu 3anycke NpuIoXeHMe 0TOBPA3UT COCTOSHUE 3ALLMLLEHHBIX PECYPCOB, EC/IU OHW YXKE NMOAKITHOYEHDI,
Mbo BbIBEAET 3anNpoc Ha NoaktoyeHMe TokeHa. MNocne nogknoyueHms TokeHa mSDA nossuTca none

nna seoga PIN- kopa.
Beeaute PIN-koa TokeHa

MoakatounTe nam neperoakno4YmnTe TOKeH |P|N‘Koﬂ.

OTmMmeHa

OK OTtmeHa

Brumarue! Ecnu asmomamuyeckuli cmapm ceaHca SDA npu noOKaoYeHUU MOKeHa He paspewiéq
Hacmpoulkamu cucmems! Unu eciu UCnosb3yemas MoOesb MoKeHa He pacno3Haémcs asmomamuy4ecku
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npu nodkmoyeHuu, mo 3anpoc PIN-koda He nosisumcs 8 mSDA. B amom ciiydde Hy»HO 3anycmums
spyyHyto Secret Disk Agent.

7.3.4 3anyck mSDA 13 okHa 3anpoca PIN-Kkoaa

Mpunoxenne MSDA TakKe MOXHO 3anyCTUTb M3 OKHO 3anpoca PIN-koaa TokeHa ¢ NOMOLLbIO KHOMKM.

Secret Disk: Beegute PIN-kog TokeHa X

L=
‘ Wwmsa TokeHa: JaCarta PKI/G
PIN-koa: ENU
3anyctuts oK o
Modern SDA AN

Ecnu npunoxerue mSDA He 3anyuwieHo nosib3ogamesnem, mo npu NOOKAYEHUU MOKEeHA Uau npu
3anycke mpaouyuoHHo20 npunoxeHus Secret Disk Agent nossumcs okHo 3anpoca PIN-koda mokeHa.
lpunoxerHue mSDA 8 3mom cayyae MOXHO 3anycmums KHONKOU 8 3mMOM 0KHe, Haxas e€ 00 8800a
koda. lpunoxeHue mSDA 3anycmumcs u 3anpocum PIN-ko00.

7.3.5 OKHO MSDA

MpunoxeHre mMSDA uMeeT 0fHO OKHO, B KOTOPOM OTODPAXAETC COCTOSIHME CaMOro NPUNOXEHMS,
AMCKOB KOMMblOTEPA M BCEX APYTUX 3aLLULWEHHbIX PeCypCoB.

B HMXHel naHenu BbIBOAUTCS MHPOPMALIMS O CAMOM MPUIOXKEHUU U O TEKYLLEN Ceccum (ceaHce)
paboTbl C ynpaBasoLWmMM cepeepoM. MHpopMaLus 0BHOBNSETCS NEPUOAUYECKM C ONpeaeNEHHbIM
MHTepBanoM (no ymonuyauuio 1 MuHyTa). ng npuHyauTENnbHOro 06HOBNEHUS MOXHO MCMNONb30BaTh
kHonKy O6Ho8UMb, PACNONOXKEHHYIO B MPAaBOM BEPXHEM Yy OKHa.

Mpu BblAENEHWMM NAUTKM KaKOro-1MB0 pecypca C MOMOLLbIO LENYKa MbILWKW UK KAaCAHUEM CEHCOPHOrO
3KpaHa B HWXXHeM naHenu BbIBOAUTCS MH(OPMaLMs O BbIGpaHHOM pecypce.

= SecretDisk Agent P

s e

Avckn

~ S @ E:Disk2
D)
7, MoaxntoueHo ' Mopknioueno

BupTyanbHbie guckn

R:Virt 1
' MoaxnioueHo

3awuieHHble nankm
r— MpoekTbi r— OTuéTbl
r. Mopkniouexo r' MopkntoueHo

-

KOHT P

[Ana caiita.sdc

....' OTKAOYEeHO

Bepcwn Secret Disk Agent: 2.6.0.100

Cepeep dms2.dcl

Ceccun oTkpbiTa: 20122015 12:56:04
Moceatee obpawerme:  29.12.2015 14:21:48
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7.3.6 YnpasneHue 33nLLEHHBIMU pecypcamm

Kaxpaa nimTka 3awmiiéHHoro pecypca B okHe mSDA nocTOSIHHO NOKa3biBaeT OCHOBHYO MHMOPMaLuio
0 HEM: BYKBY M METKY AMCKA UM UMS NankK U COCTOSIHWE NOAKNYeHMS. BbinonHeHne GOHOBOM
onepaumu oToBpaXKaeTcs C NOMOLLbIO CNeLuanbHOro 3Ha4YKa (4acoB), NOSBASIOLLErocs NoOBepX
OCHOBHOIO 3Hauka B MIUTKeE.

Ilns nonyyeHus noapobHoOM MHGOPMALIMM O KaKOM-IMBO pecypce v BbINOJAHEHUS OEVCTBUI C HUM, €ro
HY>KHO BbIAEUTb MbILLbIO MM KaCaHUMEM CEHCOPHOrO 3KpaHa.

= SecretDisk Agent s - o X
=]

I

Awnckn

Py C @ E:Disk2

(5}

o’ MoaknoueHo . Moaxnoueno

BuptyanbHbie guckn

R:Virt 1 ¢
lMoaxnioueHo
3awmuieHHble nanku
r— MpoekTbl r— OTuéTnI
r. Moaxmoueno "‘ MopxnioueHo

KOHTEWN

Dnn caifra.sdc
-nn' OTtkaoueHo

CocrosHve : 3awmueH
Crayc: Moakniouero
Tvin ancka @ AvHamuueckvii

Bykea: R &
Merka : Virt 1
Qaiinosan cucrema: NTFS Ongum Orcmowms

Pasmep : 300.00 Mb
MonHoe ums : C:\..\05-12-15.15-26-42.vd

C nomouwbto mMSDA MOXHO BbIMOAHWUTD TAKME XKe AEeNCTBUS C 3aWMWEHHBIMU peCypCcaMu, YTO U B
npunoxeHuu MaHenb Secret Disk Agent Omkmoyume, Modkmoyums, Omkpsims, M3meHums 6ykay
8UPMYaAnbHO20 OUCKA. DTN [ENCTBUS NOAPOOHO ONUCAHbI B COOTBETCTBYIOLWMX pa3fenax 3Toro
PYKOBOZACTBA.

7.3.7 3aBeplueHvie pabotbl MSDA
C nomoupsto npunoxeHns mSDA Henb3s 3aBepwnTb ceaHc pabotel Secret Disk Agent. 310 peicraue

MOYXHO BbIMOIHUTb KOMaHa0M "Bbix00" B MeHt0 3Hauka SDA.

Takxke ceccus paboTbl MOXET 3aBEpLLIATCS aBTOMATUYECKM NPU OTK/IIOUYEHWUM TOKEHA UK NPU BbIXOLE
nonb30BaTeNs U3 cBoew YY4ETHOW 3anucK. Takoe NoBefeHMe HACTPAUBAETCS CUCTEMHbBIM
AOMWHWUCTPATOPOM.

Mpu 3aBepLIEHNM CeCCMM NOBbLIM CNOCOBOM BCE 3aLUMLLEHHBIE PECYPCbI, KPOME CUCTEMHOIO AMCKaA,
OTK/IHOYAIOTCS.
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8. ABTOpPCKMe NpaBa, TOBapHble 3HaKN, OrpaHnNYeHnA

[laHHbI LOKYMEHT, BKOYas Noabop U pacnonoXxeHne MANKOCTPaLIMii U
MaTepuanoB B HEM, SIBNSETCS 06bEKTOM aBTOPCKMX MPaB M OXpaHAeTcs B
COOTBETCTBMM C 3aKoHoAaTenbcTBOM Poccuiickoit Denepauun.
Ob6napatenem UCKNOYMTENbHBIX aBTOPCKMX M UMYLLLECTBEHHbIX NPaB
asnsercs 3A0 "AnapovH P.A.".

Mcnonb3oBaHue 3TUX MaTepuanos tobbiM cnocobom 6e3 MMCbMEHHOro
paspelueHns npaBoobnasaTens 3anpeLieHo 1 MOXET NoBneYb
OTBETCTBEHHOCTb, NPeayCMOTPEHHYI0 3aKkoHoaaTenscteom PO. Mpu
nepeneyaTke ¥ UCMONb30BaHMM JAHHbIX MaTepuanos nMbo nboi nx Yactn
ccbinku Ha 3A0 "AnapamH P.." o6a3aTenbHbl.

Bnapenbuem 3aperncTpupoBaHHbIX TOBApHbIX 3HAKOB "Anaaamn”, Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "Kpunto BAl", norotunos n
npaBoo6nafaTeneM UCKIHYUTENbHbIX NPaB Ha UX AM3aiH U
MCNoNb30BaHWe, MATEHTOB HA COOTBETCTBYIOLLME NMPOAYKTbI fiBnsieTcs 3A0
"Anapaovn P.O.".

HasBaHMs Npo4nx TeXHONOTUiA, NPOAYKTOB, KOMMNAHWMI, YNOMUHAIOWMECS B
[LlaHHOM JOKYMEHTE, MOTYT SBASTHCS TOBAPHbIMU 3HAKaMM CBOMX 3aKOHHbIX
BafenbLes.

OrpaHuquue OTBETCTBEHHOCTU

MHbopMauus, npuBeAéHHas B AAHHOM [OKYMEeHTe, NpeaHa3HaueHa
UCK/TIOUUTENBHO /151 03HAKOM/IEHUS U HE IBNISIETCS MCYEPMbIBAKOLLEN.
CocTaB NPOAYKTOB, KOMMOHEHT, UX GYHKLIMU, XapaKTEPUCTUKHM, BEPCUM,
[OCTYNHOCTb M Np. MOTyT 6bITb M3MeHeHbl 3A0 "AnapnanH P.L." 6e3
npeABapuTeNbHOMO yBEAOMIEHNS.

3A0 "AnapauH P.[." He rapaHTVpyeT HM OTCYTCTBUA OWMBOK B AAHHOM
[LOKYMEHTE, HM TOr0, YTO OMMCcaHHoe nporpaMMHoe obecnevyenue (M0) He
conepxuT pedekTos, 6yaeT paboTtaTb B NPOM3BOJLHO BbIOPAHHBIX
YCNIOBWMSIX U NPY 3TOM Y/0BNIETBOPSTL BCEM TPeBOBaHMSIM, KOTOpble MOryT
6bITb K HEMY NpeAbsABEHbI.

3A0 "AnapauH P.[." He rapaHTpyeT paboToCcnocobHOCTb HeneranbHoO
Nosy4eHHOro NporpaMMHoro obecneyeHus. HeneranbHoe UCnonb3oBaHue
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nporpaMMHOro o6ecneyeHns U AOKYMEHTaLMK Ha Hero NpecieayeTcs no
3aKOHY.

Bce ykasaHHble AaHHbIE O XapaKTEPUCTUKAX NMPOLYKTOB OCHOBAHbI Ha
MEXAYHAPOLHBIX UM POCCUICKMX CTaHAAPTaX M pesynbTaTax
TECTUPOBAHMUSI, MONYYEHHbBIX B HE3ABUCUMbIX TECTOBbIX MU
cepTUOMKALMOHHbIX 1a6opaTopusX, TGO HA MPUHSTBIX B KOMMAHUK
MeToaukax. B naHHoM pokymenTe 3A0 "Anapaud P.J." He npenocTaBnsiet
HUKAKMX HU SBHBIX, HX NOAPA3YyMEBAEMbIX FapaHTHA.

3A0 "Anapamt P.A." HE HECET OTBETCTBEHHOCTM (KAK B CUTY
[IOrOBOPA, TPAXXAAHCKOTO MPABOHAPYLLEHMSA, BKNIHOYAA
XANIATHOCTb, TAK M B 10601 MHOM ®OPME) NEPEL, BAMU MU
JIIOBOM TPETbEV CTOPOHOW 3A JIIOBbIE MOTEPU U YBbITKK
(BK/TIOYAS KOCBEHHbIE, ®AKTUYECKME MM MOBOYHbIE YBbITKN),
BKJTHOYAS BE3 OFPAHUYEHWM NIOBbIE MOTEPY MU YBbITKM
MPUBbIIBHOCTM BM3HECA, MOTEPKO JIOXOAHOCTU MU PEMYTALMN,
YTPAYEHHYIO MM UCKAXKEHHYIO MH®OPMALLMIO MK
NOKYMEHTALIMIO BCJIEACTBUE MCMNOJIb30BAHMA MPOTPAMMHOIO
OBECMNEYEHUA W/WUNTN TIOBOTO KOMIMOHEHTA OMUCAHHOIO
MPOAYKTA, OAXE EC/TN 3A0 "Anagaunu P.A." BbIJ1IO MMCbMEHHO
YBEAOMJIEHO O BO3MOXHOCTM NOAOBHbIX YBbITKOB.

FocyaapcTBeHHOE perynMpoBaHue U 3KCMOPTHbI KOHTPOb

OnucbiBaeMblil B JaHHOM JOKYMEHTe MpoayKT (MM NPOAYKTbl) MOXET
ABNATLCA MK COAEPXaTb B cebe cpeacTBO KpunNTorpauyeckon 3alumTbl
nupopmaumnm (CK3M), asnatoweecs npeamMeTom 3KCMOPTHOTO KOHTPOAS.
Bbl cornaluaeTech ¢ TeM, YTO NMPOAYKT He ByAeT NOCTaBASTLCS,
nepefaBaTbCst UM IKCNOPTUPOBATLCS B KaKy0-nnbo CTpaHy, a Takxe
MCMONb30BaTbCA KakKMM-NMBO NpOTUBOPEYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTupyeTe, yto byAeTe cobn0AaTb HaKNaabIBaEMbIE HA 3KCMOPT U
pe3KcnopT NpoAyKTa OrpaHUUEeHHUs.

CBepeHus, NpuBeAEHHbIE B AAHHOM [OKYMEHTe, akTyaslbHbl Ha AaTy ero
ny6aukaumm.
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8.1 JIMUEeH3NOoHHOEe cornaweHne

Moxanyicta, BHUMaTeNbHO NMPOYUTaiTe AaHHOE NIMLEH3UOHHOE
COralleHne Npexae, Yem UCMo/b30BaTb COLEPXKMMOE LAHHOMO KOMI/IEKTa
U/Mnu npexae, YeM 3arpyxatb UAM YCTaHaBAUBATb MPOrpaMMHOe
obecneueHue.

Bce ykasaHus no Mcnonb3oBaHMIO NPOrpaMMHOro obecneyenus,
npefocTaBnsiemMble 3aKpbiTbiM aKLMOHEPHbLIM 06wwecTBOM "AnaaauH P. [."
(M1 No6bIM ero fLoUepHUM NPeanpUSITUEM — KAXKA0E U3 HUX
yNoMUHaeMoe Kak "KOMNaHus"), NOAYMHAIOTCA U BYAYyT NOAYNHATLCS
YCNI0BMSAIM, OTOBOPEHHbIM B JAHHOM COrnalleHnn. 3arpyxas JaHHoe
nporpaMMHoe obecrneyeHue (kak onpeaeneHo Aanee no Tekcty) u/unm
yCTaHaBNMBas AaHHOe nporpamMMHoe obecnevyeHne Ha Baw koMnbioTep
1/Mnn cnonb3ys AaHHOE NporpamMMHoe obecrneyeHne MHbIM cnocoboM, Bl
NpUHMMaeTe AaHHOe COornalleHne 1 COrnalaeTech C ero YCI0BUAMM.

Ecnmn Bbl He cornacHbl C AaHHbBIM COMNALEHNEM, HE 3arpyxaiiTe u/unu He
yCTaHaB/MBaliTe faHHOe NporpaMMHoe obecneyeHne U He3aMeLIUTeNbHO
(He no3pHee 7 (ceMM) AHeN C AaTbl 03HAKOMAEHUS C HACTOSALLMUM TEKCTOM)
BepHuTe 3T0T NpoaykT B 3A0 "AnanavH P.A.", ynanute naHHoe
nporpaMMHoe obecneyeHne 1 BCe ero 4acTu CO CBOEro KomrmbtotTepa 1 He
MCNONb3yMTE ero HUKOMM 0bpasom.

HacTtoswee nuueH3snoHHoe cornawenune (nanee "Cornawenune”) asnsercs
[I0rOBOPOM, 3aK/IIOYEHHbIM Mexay BaMu (pr3nyecknm unm opuanyeckum
NMLOM) — KOHeYHbIM nonb3oBaTenem (aanee 'Monb3osatens”) — u 3A0
"AnapavH P.L." (nanee "KomnaHusa") oTHOCUTENbHO nepeaayu
HEUCK/IIUMTENbHOTO NpaBa Ha UCMO/b30BAHWE HACTOSILLErO NPOrPaMMHOI0
obecneyeHns, SBAAIOLLETOCH MHTENNEKTYaIbHOM COBCTBEHHOCTLIO
KomnaHuu.

MpaBa U co6cTBEHHOCTD

OAHHOE COTNALLEHWE HE ABNAETCS COMNALLEHMEM O MPOOAXE.
MporpammHoe obecneyeHue, BkIOYAs Bce nepepaboTku, UCnpaBnexHus,
MoanduKaumu, AONOAHEHUS, 0OHOBNEHMS U/UNK YCOBEPLIEHCTBOBAHMS K
HeMy (Zanee no Bcemy TEKCTY M NtobOK ero yactTu onpeaensemMoe Kak
MNMporpammHoe obecnevenune unm MNO), n CBA3aHHAS C HUM AOKYMEHTaLMS
npesnHasHavaetcs HE A1 NMPOOAXMWU u aBnsetcs u octaércs
MCKNIOYUTENbHOW COBCTBEHHOCTbIO KoMnaHuu.

Bce npaBa Ha MHTennekTyanbHyt CO6CTBEHHOCTD (BKNtoYas, 6e3
orpaHuyeHuit, aBTOpCKMe NpaBa, KOMMepYecKyto TaliHy, TOBapHble 3HaKu, 1
T.0.), NOATBEPXAEHHBIE UNN BKNIOYEHHbIE B
NpUNOXEHHbIE/B3aWMOCBA3aHHbIE/UMEIOLLME OTHOLLEHUE K JAHHOMY
PYKOBOACTBY, AaHHble, coaepxalumecs B HEM, a Takxe Bce npasa Ha M0
ABNAIOTCA U OyAYyT ABNSTbCS COBCTBEHHOCTBIO UCKNOUYNTENBHO KOMNaHKK.

[laHHoe cornaweHue He nepenaét Bam npasa Ha MporpamMmHoe
obecneyeHune, a N1LWb NPeAOCTaBASET OrPaHMYEHHOE NPaBo Ha
MCNOAb30BaHWE, KOTOPOE MOANEXUT OTMEHE COMNACHO YC0BUAM AAHHOMO
Cornawenus. Huuto B saHHoM CornaweHunn He NOATBEPXKAAET OTKa3
KoMnaHuu oT npaB Ha MHTeNNeKTyanbHyto COBCTBEHHOCTb NO KakoMy 6bl TO
HY BbIN0 3aKOHOAATENLCTBY.

JIvueHsua

KoMnaHus HacToswmM npepoctaBnseT Bam, a Bol nonyyaere
MHOMBUAYaANbHOE, HEUCKIOYNTENbHOE M OT3biBaEMOe OrpaHMyYeHHOe NpaBo
Ha ucnonb3osaHue aaHHoro MO Tonbko B hOpMe UCMOAHAEMOro KOAa, Kak
onuncaHo B npunaraemoii k MO TexHUYeCKoi/3KcnnyaTaluMoOHHON
[LOKYMEHTaL MW, U TONbKO B COOTBETCTBUU C YCNOBUSAMU AAHHOTO
CornaweHus:

Bbl MoxeTe ycTaHoBWTb M0 1 MCNONb30BaTb €0 HAa KOMMbIOTEPaX,
pacnonoXeHHbIX B Npefenax Bawero npeanpuatus, kak onucaHo B
COOTBETCTBYIOLLEN TEXHUYECKOM/3KCNYaTalUMOHHOM AoKyMeHTauum MO v B
HaCTOALLEM COMALLIEHUN.

Bbl MoxeTe fobaBuTb/NMpucoeanHuTb MporpaMMHoe obecneyeHne K
nporpaMMam ans MOGUbHbIX YCTPOWCTB C eAMHCTBEHHOM LLENblo,
onucaHHoi B aaHHoM CornaweHuu. NMpUHUMas yCIOBUS HACTOALLETO
cornawenus, Bbl cornawaetecs:

- He UCMONb30BaTh, HE MOAUMULMPOBATL U He BblAABATb CYBAMULLEH3UM Ha
naHHoe lMporpammHoe obecneyeHne u noboe apyroe MO Komnanuu, 3a
MCK/TIOYEHUEM IBHbIX PaspelleHnii B aaHHOM CornalieHuu;

- He MOAMbMLMPOBATh, HE IEMOHTUPOBATb, HE eKOMMUIUPOBATh, He
PEKOHCTPYUPOBATb, HE BULOU3MEHATb M HE PACLUMPSATbL AAHHOE
MporpamMmHoe obecneyeHne 1 He NbITaTbCA PACKpPbITb (MONYYNUTb)
MCXOAHblE KOAbl AaHHOTO MporpaMMHoro obecrneyeHus;
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- He noMeLaTb AaHHoe lMporpaMMHoe obecneyeHne Ha cepsep C
BO3MOXHOCTbIO AOCTYNA K HEMY TPETbUX JIUL, Yepe3 OTKPbITYIO CETb;

- HE UCNONb30BaTb Kakue Bbl TO HY BbIN0 pe3epBHbIE MW aPXMBHbIE KOMWUK
faHHoro NporpaMmHoro obecneyenus (Mm No3BoASTb KOMY-NM60o ewwé
MCNonb3oBaTb TakMe KONum) € No6OI MHOM LieNblo, KpOMe 3aMeHbl ero
OPUrMHANBHOIO 3K3eMNsApa B Cy4ae ero paspyLieHus UamM Hanuums
nedekToB.

Tpe6osanuﬂ K UCNO/Ib30BaHUIO

lMporpaMmmMHoe obecrieyeHne AOMKHO UCMOb30BaTLCS U 0BCNYKMBATLCS
CTPOro B COOTBETCTBMM C OMMUCAHMUAMM U UHCTPYKLMSIMU KoMnaHuu,
Np1BEAEHHBIMU B AAHHOM U ApYrMX AOKYMeHTax KoMnauuu, B TOM Yucne
Ha nopTase OHMaiH AOKYMeHTauMu Ans pa3pabotumkos KoMnaxum
(http://developer.aladdin-rd.ru/).

Ucnonbsosanue MO

Monb3oBaTens BMnpaBe:

- Bocnpon3soauTb MO nyTéM 3anucu ero B NaMsaTb 31EKTPOHHO-
BbIYMCANUTENbHBIX MaLWH Monb3oBaTens, orpaHUYeHHOe NpaBoM
WHCTannSauMm, KONMpoOBaHMS U 3amnycka nporpamm ang 3BM;

- BcTpamnartb 10 nobbiM cnocob6om B NpoayKThl U pelweHus Monb3oBaTens;

- pacnpoctpaHsaTb M0 ntobbIM CNOCOBOM MCKNKOUMTENLHO B COCTaBe
NpoAyKTOB 1 pelueHuii MNonb3osaTens.

Mpu ucnonb3oBaHuu u pacnpoctpaHernn MO Monb3oBaTens 06s3aH
PYKOBOACTBOBATHLCA AEACTBYIOWMM 3aKOHOAATENbCTBOM Poccuiickom
®Depepaunm 1 MeXAyHapOAHbIM 3aKOHOAATENbCTBOM, YUNUTbIBAS
OrpaHMYeHns 1 LONONHUTENbHbIE TpebOBaHUS, KOTOPbIE MOTYT BO3HMKATb B
CBAI3M C IKCMOPTOM WKNGPOBaNbHbLIX (KpMNTOrpaduyecknx) CpeacTs C
Tepputopun Poccuiickoit Denepaumnm 1 UMNOPTOM TakUX CPEACTB B Apyrue
CTpaHbl. B yacTHOCTW, OrpaHMyeHns U AONONHUTENbHblE TpeboBaHNS MOryT
BO3HMKaTb Npu pacnpocTpaHeHnn MO yepes MarasnHbl NPUNOXEHUH,
coaepxaime pasnmyHble NpUNOXeHUa onsa MOBUIbHbIX yCTpOﬁCTB,
YcnoBus NCNONb30BaHMS, U3NOXKEHHbIE B HACTOSLLEM COTNALLEHNM,
[LEeVCTBYIOT B OTHOLIEHUM BCero coaepxumoro M0, B 4acTHOCTH B
OTHOLLEHUM:

- An3aiiHa (rpaduKK, pacrnonoxeHns snemMeHToB 0QOPMAEHNS U T.M.);
- BCEX MHbIX 3N1EMEHTOB, B TOM Ync/e n3obpaxeHni, GoHOrpaMMm, TEKCTOB.

Monyyaemble Monb3oBaTeneM HEMCKNIOUMTENbHbBIE MMYLLLECTBEHHbIE NPaBa
He BK/IIOYAIOT NpaBa Ha nepeaavy TPeTbUM NULAM Kaknx-nMbo npas Ha
BCTPauBaHWe, BOCNpPOU3BEAEHNEe, pacnpoCTpaHeHUe U UCMONb30BaHKUE
nporpamm ans 3BM He B coctaBe NpoayKToB M pelueHui MNonbsosaTens.

KomnaHus coxpaHset 3a coboit Bce uckaouMTeNnbHble npasa Ha M0 n
BXOASILLME B HETO KOMMOHEHTbI, BK/ItOUAS NpaBa Ha NpefoCcTaBieHne
HEUCKIOUUTENbHBIX U UCKTIOYUTENBHBIX MPaB TPETbUM NIULAM.
Monb3oBaTenb BNpaBe oCyLWecTBnsTb ucnonbzosanue MO B npesenax,
npenycMOTPeHHbIX HacToswmM CornaleHneM, UCKIKUUTENBHO Ha
Tepputopun Poccuiickoit Penepaumu.

06cnyxuBaHue 1 NoAAepKKa

KoMnaHus He Hec&T 06513aTenbCTB MO NPeAOCTaBAEHMUIO MOAAEPXKKM,
06CNyKMBaHMS, MOAUBUKALIMM UK BbIXOAY HOBbIX penun3os 0.

OrpaHquHHaﬂ rapaHTusa

KoMnaHus rapaHTupyerT, 4to nporpaMMHoe obecrneyeHne C MOMeHTa
npuobpeTteHuns ero Bamu B Teuenne 12 (oBeHaauaTi) mecsues byaer
(YHKLMOHMPOBATL B MOJIHOM COOTBETCTBUM C €ro
TEXHUYECKOM1/3KCNNYaTaLMOHHOM AOKYMeEHTaLmMel, npu ycnosuu, yto MO
6yAeT Mcnonb3oBaTbCs HA KOMMbIOTEPHOM annapaTHOM obecneyeHnn 1 ¢
onepauuoHHOI CUCTEMOM, AN KOTOPOW OHO 6blN0 paspaboTaHo.

OTka3 ot ra paHTUn

KoMmnaHus He rapaHTMpyeT, 4To nporpaMMHoe obecrnevyeHue Byaet
COOTBETCTBOBATb BallnM xenaHusam u TpeboBaHMAM, UNK 4To ero paboTa
6ynet 6ecnepeboiiHoit unu 6e3owmnboyHoi. B 06bEMe, NpeaycMOTpeHHOM
3aKOHOAATENbCTBOM Pd, KOMMNaHKUS OTKPbITO OTKA3bIBAETCS OT BCEX
rapaHTUit, He OrOBOPEHHbIX 3[,€Cb, OT BCEX MHbIX MOAPA3YMEBAEMbIX
rapaHT1it. Hu oauH 13 aunepos, AMCTPUGBLIOTOPOB, NPOAABLIOB, areHTOB
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Mnu COTpyaHMKOB KOMMNAHWK HE YNONHOMOYEH NPOU3BOAMUTL
MOﬂM¢MKauMM, pacwmpeHna nnm 4ONONHEHUA K [aHHOMN rapaHTuun.

Ecnu Bbl npoussenu kakue-nnb6o moandukaumm MO unm ntoboit U3 ero
yacTeit Bo BpeMs rapaHTuiiHoro nepuoaa, MO noaBepraoch NoBpeXAeHuIo,
HEOCTOPOXHOMY UK HENpaBuUIbHOMY 06paLLeHmto, ecin Bbl Hapywmnam
noboe u3 ycnoswit Hactoswero CornaweHus, To rapaHT1s, ynomMsaHyTas
Bbllle B pazaene 5, 6yAeT HEMEANEHHO NpeKpalleHa.

lapaHTUs HepelicTBUTENbHA, ecim MO MCNonb3yeTcs B COYETAHUM C UHBIM
annapaTHbIM U/MAKU NporpaMMHbIM obecneyeHnem, OTIUYHbIM OT
OMMUCaHHbIX B TEXHUYECKOM/3KCNNyaTaLMOHHOM AOKYMEHTALUN, UAn
MCNO/b3YeTCs Ha KOMMbioTEPE C NH06bIM YCTAHOBNEHHBIM HENULLEH3UOHHbBIM
nporpaMMHbiM obecneyeHnem.

OrpaHquHMe BO3MeLleHus

B cnyyae HapyLlueHus rapaHT1mu, OroBOpeHHOM Bbile, KOMMNaHUs MOXET no
COBCTBEHHOMY YCMOTPEHMUIO:

- 3aMeHuTb [10, ecin 3T0 He NPOTUBOPEUMT BbILLIEYNOMAHYTOMY
OrpaHNYeHuIo rapaHTum;

- BO3MeCTUTb CTOMMOCTb, BbinnayeHHyo Bamu 3a 0.

[apaHTUitHble Tpe6OBaHUS [OMKHbI ObITb BbICTABNEHbI B MMCbMEHHOM BUAE
B TEYEeHWe rapaHTUIHOTO nepuoaa, HO He nosaHee 7 (ceMu) LHe C
MOMeHTa 0bHapyxeHus aedekTa, 1 cofepxaTb B cebe NoATBEPXAEHMS,
yooenetsopstowme Komnanuto. Bcé MO (Bce ak3emnnsapel, uMerowwmecs y
Bac) ponxHo 6biTb BO3BpaLLeHO KoMnaHuu 1 0TnpasBneHo BO3BpaLLaoLLeit
CTOPOHOW C ONNaYeHHOM CTOMMOCTbIO NepeBO3KM U, NPU He06X0AMMOCTH,
CTpaxoBku. Sk3emMnnspbl M0 AOMKHbI BbITb OTNPaBAEHbI C KONKUeN
NNATEXHBIX AOKYMEHTOB M HaKNAAHbIX.

MckntoueHne KOCBEHHBIX YObITKOB

CTOpOHbI Npu3HatoT, YTo MporpaMMHoe obecneyeHne He MOXET BbiTb
NOAHOCTbIO NLWEHO OWMBOK. KoMNaHus He HeCET OTBETCTBEHHOCTM (KaK B
CUNy [OroBOPa, rPaXAaHCKOro NPaBOHAPYLLEHNMS, BKNIOYAsS XanaTHOCTb, TakK
1 B ntoboii nHoi dopme) nepen Bamu nnum ntoboit TpeTbeit CTOpoHOM 3a
nobble noTepy Unmn yobITKM (BKIKOYas KOCBEHHbIE, dhakTuyeckue, No6oyHble
MAK NOTEHUMaNbHble YObITKM), BKIOYas, 6e3 orpaHMyeHnid, niobblie notepu
UK YBbITKM NPUBBINBHOCTU BU3HECA, NOTEPIO AOXOAHOCTU UAK penyTaLuy,
YTPAUEHHYI0 MU UCKaXEHHYIO MHDOPMALIMIO MK [OKYMEHTaLUIo
BC/IEACTBME KAKOro-N1bo MCnonb3oBaHUS AaHHOTO NPOrpaMMHOIO
obecneyeHns u/mnu noboi KOMNOHEHTbI 4AHHOTO MO, AAXe ecnn
KOMMaHMs MUCbMEHHO yBeOM/IEHa O BO3MOXHOCTM NOAOBHbIX YObITKOB.

OrpaHuquue OTBETCTBEHHOCTU

B cnyyae ecnu, HECMOTPS HA YCNOBUS AAHHOTO COrNALLEHUs, KOMMaHUs
npu3HaHa OTBETCTBEHHOM 3@ YBbITKM HAa OCHOBAHWUM Kakux-1nbo aedekTos
WU HECOOTBETCTBUS NPOrPaMMHOro obecneyeHns Bawmm oxuoaHusMm,
MO/Has OTBETCTBEHHOCTb 33 KaXAbli 3K3eMNAP AedeKTHOro
nporpaMMHoro obecrneyeHns He GyAeT NpeBbIaTh CYMMb, BbINIaYeHHOM
Bamu 3A0 "AnapamH P.[." 33 37o MNO.
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MpekpalueHue AeNCcTBUA COrNaLLEHUS

B cnyyae HeBbinonHeHns Bamu ycnosuii aaHHoro Cornawenus nencreme
Bawei nuueHsum n Hactoswero CornaweHns 6yaeT npekpalyeHo.
Mocne npekpaluieHns AeidcTBUS AaHHOTO JIMLEH3MOHHOTO COrnalleHums:

- NMLeH3Ms, npegocTaBneHHas Bam paHHbiM Cornalwennem, npekpaliaer
CBOE peicTeue, 1 Bbl nocne eé npekpalyeHns He CMOXeTe NPOAOIXKaTb
[LanbHelwee UCNonb3oBaHKe faHHoro MporpaMMHoro obecneyeHus n
[ApYr1X MLEH3MOHHbIX [1poayKTOB;

- Bbl HE3aMeanuTeNnbHO BepHETe B KoMnaHuto Bce 3k3emnnspsl MO v Bce
KOMWM TaKOBOTO M/unu coTpéte/ynanute nobyto MHbopMaLmio,
COAEPXaLLYOCS B 3NEKTPOHHOM BUAE.

anMEHMMOE 3aKOHOAaTeNbCTBO

[anHoe CornaweHne A0MKHO BbiTb MCTONKOBAHO M ONpeaeneHo B
COOTBETCTBMM C 3aKOHOAATeNbCTBOM Poccuiickoi Menepaumn (3a
UCK/IOYEHUEM KOHMIMKTA NPUMEHEHUS NMPABOBbIX HOPM), U TObKO
POCCUICKUIA CyA YNONHOMOYEH OCYLLECTBASTb NPaBOCYAME B NHOObIX
KOH®AMKTaX M crnopax, BbiTekatowmx u3 agaHHoro Cornawexus.
HeB0o3MOXHOCTb Ans Nt060i M3 CTOPOH BOCMONb30BATLCS N0OLIM U3 Mpas,
NpeAoCTaBNeHHbIX el No AaHHOMY COrnalleHuto, Unu NpUHSTL Mepbl
NpOTMB APYroi CTOPOHbI B Clyyae Nto60oro HapyLweHWs cBoMx 06a3aTenbCcTB
no CornaweHunto He JOMKHO PacCMaTPUBATLCS KAk 0TKa3 3TOW CTOPOHbI OT
nocneayoLero NoHYXaeHUs K MPU3HAHUI0 CBOMX MPaB WU COBEPLLEHUIO
nocneayLmnx AeNCTBUIA B CyYae AanbHeNLLMX HapyLIeHWH.
locynapcTBEHHOE perynupoBaHME U 3KCMOPTHbI KOHTPO/b

Bbl cornawaetecsk ¢ TeMm, yto M0 He 6yaeT Bamu noctaBnatbes,
nepeaaBaTbCs UM 3KCNOPTUPOBATLCA B KaKyH-1MBO CTpaHy, a Takxe
MCNoNb30BaTbCs KaKUM-NMB0 NPOTUBOPEYALLMUM 3aKOHY M YCIIOBUAM
HacTosLero cornawenus obpasom. MO saBnseTcs npeaMeToM
[OMNONHUTENBHOTO SKCMOPTHOIO KOHTPOS, OTHOCSWerocs K Bam unu Baweit
topucankumm. Bel rapaHTupyerte, uto 6yaete cobn0aaTh HakNaAbIBAEMbIE
orpaHuYeHus Ha akcnopT u peakcnopr MO.

PasHoe

Hactosiwee CornaweHnue npeacrasnseT coboi NonHoe cornawenHue,
OTHOCALLEEeCs K JaHHOM MLEH3UU, U MOXET ObITb U3MEHEHO TONIbKO
nocpeACTBOM NUCbMEHHOTO COrNalleHns, NoANUcaHHoro obenmu
cTopoHamu. Ecnu BbinonHeHne Kakoro-nnbo ycnoBus HacTosLero
Cornalenuns nNpeacTaBnseTcs HeBO3MOXHbBIM, Takoe ycnosue byaet
CKOPpeKTUPOBAHO TOMbKO B Npeaenax, obecneynBaioLux BO3MOXHOCTb
BbIMO/IHEHUS AAHHOTO YCNOBUS.

A NMPOYMUTAN M NOHAN HACTOSALLEEE TMUEH3MOHHOE COMMALLEHME U
COIMMACEH BbINONMHATD BCE EF0 YC/10BUS. 4 MPUHUMAKD JAHHOE
JIMUEH3MOHHOE COMMALUEHME LIEJTMKOM. EC/ZTU 9 HE MPUHUMAKD
3TO IMUEH3MOHHOE COMMALLEHME MIN XOTA bbl OAMH U3 ETO
MYHKTOB, TO AAHHOE IMUEH3MOHHOE COMMALLEHWE HE BCTYNAET B
cnny, 1 9 0bA3YHCb HE YCTAHABIMBATbL U HE UCTMOJIb30OBATb
LOAHHOE MPOrPAMMHOE OBECMNEYEHUE.
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9. HKOHTaKTbI

9.1 Odwuc (0bwme BoNpoOCHI)

Anpec: 129226, Mocksa, yn. [JokykuHa,
4. 16, ctp. 1, 7 31ax, KOMMNaHus
"Anapoun P.O."

TenedoHbl: +7 (495) 223-00-01
(MHOrokaHanbHbIn), +7 (495) 988-46-40

Mdakc: +7 (495) 646-08-82
E-mail: aladdin@aladdin-rd.ru (06wwi)
Web: https://www.aladdin-rd.ru

Bpems pabotbl: exxenHeBHo ¢ 10:00 no
19:00, KpoMe BbIXOAHbIX W MPa3LHUYHbIX
OHEN.

9.2 Texnogaepka

Cnyxba Texnoanepxku npuHUMaeT
3anpockl B NMCbMEHHOM BUAe Yepes Beb-
CauT:
www.aladdin-rd.ru/support/index.php.
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Perncrpauus nsmeHeHum

Bepcus UsmeHeHus
1.0 MonHoe o6HOBNEHWE [OKYMEHTA.
2.0 O6HoBNEHMe WabnoHa

HopoTKO 0 KOMNaHuu

Komnanus "AnapavH P.." ocHoBaHa B anpene 1995 roaa u sBnsetcs
POCCUMICKMM pa3paboTyMKOM (BEHLOPOM) CPEACTB 3aLLMThI
MHbOpMaLMK.

KoMnaHus aBnseTcs npusHaHHbIM 3KCNEPTOM M IMEPOM POCCUIACKOTO
pbIHKa cpeacTB ABYX(HAKTOPHOM ayTeHTUdMKaLMM Nonb3oBaTenen,
3N1eKTPOHHOW MOANUCHU U 3aLUUTbI AAHHDIX.

OCHOBHblE HanpaeieHusa

O6ecneyeHne 6e3onacHoOro focTyna K MHPOPMALMOHHBIM
pecypcaM npennpusitus, Be6-nopTanam u 061a4HbIM cepBucam
(cTporas aByx- 1 TpéxdakTopHas ayTeHTUbUKaLus).
dnekTpoHHas noanuck (31 ¢ HensBnekaeMbiM 3aKPbITbIM
KnoyoM, popmupyemas B 3almLwéHHOM yune), PKI.

3alMTa NepcoHanbHbIX JaHHbIX, JAHHBIX Ha AMCKaX
KOMMblOTepOoB, cepBepoB, 633 AaHHbIX.

Bce ocHOBHbIe NPOAYKTbI UMEIOT HeOBX0ANUMblEe CepTUDUKATDI
DCTIK, ®CH 1 MuHucTepcTBa 060pOHbI (BKIKOYAs paboTy C
roctaiiHoi fo ypoBHs cekpeTtHocTtu CC).

2.0

JInueHsum

— KOMMaHua UMeeT Bce Heobxoammble nuueHsmn GCTIK Poccum,

®CB Poccumn 1 MunHucTepctBa o6opoHbl Poccun ans
NpOeKTMpPOBaHMA, Npon3BoACTBa M noanepxkn C3U n CK3K,
BK/to4as paboTy C rocTaiHOM M NPOU3BOACTBO NPOAYKLIUM B
paMkax rocobopoH3akasa.

CucteMa MeHeAXXMeHTa KayecTBa NpoayKuuM B KoMnanum ¢ 2012
r. cooteTcTByeT cTaHaapTy FOCT I1SO 9001-2011 u umeet
COOTBETCTBYHOLLME CepTUDMKATBI.

CucTemMa NpoekTMpOBaHuUS, pa3paboTku, NPoU3BOACTBA U
noaAepKKM NMPOAYKLMK COOTBETCTBYET TPEGOBAHUAM
poccuitckoro BoeHHoro ctangapta FOCT PB 15.002-2012,
HeobxoAMMOro ANs y4acTus B peanusaumu rocobopoHsakasa.

Jinuensnn OGCTIK Poccum N2 0037 1 N2 0054 ot 18.02.03, N2 3442 ot 10.11.2017
Nnuensnm OCB Poccnn N2 12632 H o1 20.12.12, N2 30419 ot 16.08.17

AnagauH)™

JNnueHsns Munuctepcta obopoHbl PO N2 1384 ot 22.08.16
CucTeMa MeHeXXMeHTa KauyecTBa KOMNaHuM cooTBeTCTByeT TpebosaHusam 1ISO/MCO 9001-2011

Ceptndumkar CMK TOCT P MCO 9001-2011 N2 POCC RU.MC72.K00082 ot 10.07.15

© 3A0 "Anapavi P.A.", 1995—-2019. Bce npaBa 3awmileHsbl
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin-rd.ru Web: www.aladdin-rd.ru
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