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1.

1.1

1.2

1.3

1.4

1.5

O OOKyMeHTe

Ha3Ha4vyeHne foKyMeHTa

[okyMeHT npeactaenseTt cobol pykoBoacTeo agMuumnctpatopa gnga N0 "Eamubii Knuent JaCarta”.

Ha Koro opveHTMpoBaH AaHHbIN JOKYMEHT

[okyMeHT npenHasHaveH ans nonb3osatenert N0 "EauHbiin KnuenT JaCarta”, BnagenbLeB 31eKTPOHHbIX Ktoven
JaCarta/eToken, Bnagetowmx PIN-kogoM agMUHUCTpATOpa 3IEKTPOHHOIO KU, a TakXKe A9 agMUHUCTPaTOpOB
6e3onacHocTw.

OpFaHM3aLlMF| AOOKYMEeHTa

[okyMeHT pa3buT Ha HECKONbKO pa3fenos:

B pasgene 2 "OcHOBHble NOHATUA" NnpuBeaeHO HasHavyeHue MO "EanHbii KnueHT JaCarta” n nepeyeHb TepMUHOB
M COKPALLEHWIA, UCMONb3YEMbIX B AOKYMEHTE;

B pazgene 3 "O6wme cBeaeHMs 06 3NEKTPOHHBIX KOUYax" COAepXKNUTCS MHDOPMaLMS O NPUNOXKEHMSX, anmnieTax
3N1EKTPOHHbIX K/IO4en, onig paboTbl ¢ KoTopbiMM NpeaHasHaveHo MO "Eamubii Knuent JaCarta”, a Takke
napameTpbl 3IEKTPOHHbIX K/OUel Npu NOCTaBKe;

B pasgene 4 "YcTaHOBKa Nporpammsl” COAEPXUTCSA onucaHue npouenypbl yctaHosku MO "EanHbin KnneHt
JaCarta" c noMoLbio MacTepa yCTaHOBKM U B peXnMe KOMaHAHOM CTPOKMK;

B pasgene 5 "MIameHeHue u yaaneHue nporpamMMbl’ COAEPXUTCS ONMCAHWE npoLeayp U3MeHeHUs U yaaneHus
MO "EamHbii Knuent JaCarta” ¢ nomMoLbio MacTepa YCTAHOBKM M B PEXMME KOMaHOHOM CTPOKMY;

B pa3pene 6 "Hactpoiika paboTbl nporpaMMbl” noapo6Ho onucaHbl HacTporiku M0 "EamHbii Knuent JaCarta”;

B paszene 7 "MopMatupoBaHMe 3NEKTPOHHBIX K/KUYeH" OnMcaHbl OCHOBHbIE NpueMbl GOpMaTUPOBaHUS
Pa3nuYHbIX MOAENeN 3NEeKTPOHHbIX K/oyen;

B pazgene 8 "Onepauun ¢ PIN-kogom nonb3oBatens n PIN-kogoM agMUHUCTpaTopa” NpUBELEH NOPSAOK
BbinonHeHUs onepauuit ¢ PIN-kogom nonb3osatens u PIN-kogom agMUHUCTpATOpa ANs PasfuMyHbIX Moaenew
3N1EeKTPOHHbIX K/lo4Yen;

B pa3gene 9 "Mopnepxka 6€30MacHOCTU NPOrPaMMHOro CpeacTBa” COAEPXKUTCS ONUCAHUE NOAAEPXKKM
6e30nacHOCTM NPOrpaMMHOro CpeLCcTBa.

PekoMeHaaLum No UCNONb30BAHUIO AOKYMEHTA

[loKyMeHT pekoMeHyeTCs UCMONb30BaTh B KaYeCTBe 03HAaKOMUTENbHOrO MaTepuana (nogpobHoro pykoBoacTea
No YCTaHOBKeE, HAcTpoMKe U ncnonb3osaHuio N0 "EguHbii KnuenT JaCarta”), a Takxke B KayecTBe CNpaBOYHMKA
npu pa6ote c MO "Eannbin Knunent JaCarta”.

[LOKYMEHT peKoMeH0BaH Kak A/1s NoC/ef0BaTeNbHOrO, TaK U 47151 BbIGOPOYHOrO U3YYeHMs.

CornaweHunA no opopMIEHUIO

B maHHOM JOKYMeHTe A5 MPUMMEPOB KoJa NporpaMM, NpeacTaBleHNs CCbIOK, TEPMUHOB U HAMMEHOBAHU
MCMOJb3YIOTCS pas3finyHble WpUGTbl U cpeacTBa opopmieHus. OCHOBHbIE TWUMbl HAYEPTaHUIA TEKCTA NPUBEAEHbI B
Tabnuue (cm. Tabnuua 1).

Tabmya 1 — InemeHTs! opopmieHms

oneMeHT Onucanune
Ctrl+X Ncnonb3yeTtcs ons BblaeneHus COYeTaHUM KNaBuLL
file . exe Mcnonb3yeTtca ans BbiaeneHus uMeH $ainos, KaTanoros, TEKCTOB NPOrpamMm
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Buipenenue Mcnonb3yeTtca Ans BblaeneHUs OTAENbHbIX 3HAUYMMbIX C/I0B U Ppas B TEKCTE

[Mnepcchbiika Mcnonb3yeTtcs Ans BblAENEHWUS BHELIHWUX CCbIIOK
Ucnonb3yeTtcs ons BblaeneHms nHbopmaumm, Ha KOTOpYH cnepyeT 06paTuTb

BaxwHo

BHUMaHue

l Pamka Ucnonb3yeTtcs ons BblLeNeHUs BaXKHOM MHPOPMaLLMK, BbIBOA, pe3toMe

{;,/' Ccbinka, npuMeYaHme, 3ameTka
=) Coset

3arpyska (appec ang 3arpysku M0, nokyMeHTa)

4
@ Bonpoc
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1.6 ABTOpCKMe NpaBa, TOBapHble 3HaKW, OrpaHUYeHnA

[laHHbIV AOKYMEHT, BK/ItOYas Nogbop M pacnonoxeHue UnoCTpauuii 1
MaTepuanos B HEM, ABNSETCS 06bEKTOM aBTOPCKMUX NPaB U OXPaHAETCs B
COOTBETCTBMM C 3aKOHOAATenbCTBOM Poccuiickort ®enepauun. Obnanatenem
MCKNIOYMTENBHBIX aBTOPCKMX M MMYLLLECTBEHHbIX NpaB asasetcs AO "AnaaauH
PO,

Mcnonb3oBaHue 3TUX MaTepuanos NobbiM cnocoboM 6e3 NMCbMEHHOro
paspelleHuns npaBoobnasaTens 3anpeLeHo U MOXET NoBaeYb OTBETCTBEHHOCTb,
npesycMOTpeHHyH 3akoHoaatenscteoM P®. Mpu nepeneyaTtke U MCNONb30BaHWUK
[aHHbIX MaTepuanos Mbo Nboi 1x YacTu ccoinku Ha AO "AnapamH P.A.",
obs3aTenbHbl.

BnapenbueM 3aperncTpMpoBaHHbIX TOBApHbIX 3HakoB "Anaaamn”, Aladdin, JaCarta,
IMS, JAS, Secret Disk, SecurLogon, "Kpunto BL", norotunos 1 npasoo6nasarenem
UCKIIOUMTENBHBIX MPaB Ha UX AM3aiiH U MCMONb30BaHME, NAaTEHTOB Ha
cooTBeTcTBYloWMe npoaykThl saensetca AO "AnapgaunH P.A.",.

Ha3BaHWs Npoynx TeXHONOMMIA, NPOAYKTOB, KOMNaHMIA, yNTOMUHAOWMECS B AAHHOM
[IOKyMeHTe, MOTyT SBNSTbCS TOBAPHbIMM 3HaKaMK CBOMX 3aKOHHbIX BNaAeNbLEeB.

OrpaHquume OTBETCTBEHHOCTU

MHdopmaums, npuBeaEHHas B 4aHHOM AOKYMEHTE, NpefHa3HaYeHa
MCK/IOUMTENbHO A1 03HAaKOM/EHUS U He ABnseTcs ucyepnbiaolei. Coctas
NpOAYKTOB, KOMMOHEHTOB, UX PYHKLIMM, XapaKTEPUCTUKM, BEPCUM, LOCTYMHOCTb U
np. MoryT 6biTb U3MeHeHbl AO "AnanauH P.L.", 6e3 npeaapuTenbHoro
yBEAOM/EHHUS.

AO "AnapaunH P.LL.", He rapaHTUPYeT HU OTCYTCTBUS OWKMBOK B AAHHOM AOKYMEHTe,
HU TOTO, YTO OMMCaHHOe nNporpaMMHoe obecneyenue (MO) He conepxuT AedeKToB,
6yneT paboTaTb B NPOM3BO/LHO BbIOPaHHbIX YCNOBMUAX M NPK 3TOM Y0BNETBOPATL
BCEM TPe6OBaHMAM, KOTOpPble MOTYT 6biTb K HEMY NpeAbABEHbI.

AO "AnapauH P.L.", He rapaHTMpyeT paboToCNoCOBHOCTb HeneranbHo Noay4YeHHoOro
nporpaMMHoro obecneyenus. HeneranbHoe MCNONb30BaHUE NPOrPaMMHOIO
obecneyeHns n LOKYMEHTaLMM Ha Hero npecneayeTcs no 3akoHy.

1.7  JlnueH3noHHoe cornaweHue

Moxanyicra, BHUMATENbHO NPOYMTalTe JaHHOE IMLEH3MOHHOE CornatieHmne
npexze, YeM UCMnoNb30BaTb COAEPXKMMOE AAHHOTO KOMMEKTa U/MAK Npexae, 4em
3arpyxaTtb UM yCTaHaBAMBATL NPOrpamMMHoe obecreyeHue.

Bce yKkasaHus No MCMOb30BaHMIO NPOrpaMMHOro obecneyeHus,
npepoctasnsemble AO "AnapauH P.L.", (Mnm ntobbiM ero LoYepHUM npeanpusteM
- KaXKaoe U3 HUX YNOMMHaeMoe Kak "KoMNaHus"), MoAYMHATCA 1 ByayT
NOAYUHATLCS YC/I0BUAM, OTOBOPEHHbIM B JAaHHOM COMNalleHnu. 3arpyxas AaHHoe
nporpaMMHoe obecneyeHue (Kak onpeaeneHo aanee no TeKCTy) u/mam
yCTaHaBAMBas faHHOe NporpaMMHoe obecrneyeHne Ha Balw koMmnbloTep u/mnu
MCnonb3ys AaHHOe NporpaMMHoe obecneyeHne UHbIM cnocobom, Bel npuHumaete
[laHHOe cornalleHune 1 cornatiaeTech C ero yC0BUAMM.

Ecnu Bbl He cornacHbl € 4aHHbIM COTNALLEHNUEM, He 3arpyxaiiTe u/unu He
yCTaHaBAMBaWTe AaHHOE NPorpaMMHoe obecrneyeHne u HesaMeduTenbHo (He
nosgHee 7 (cemu) AHeM C [aTbl 03HAKOM/IEHMS C HACTOALLMM TEKCTOM) BEpHUTE
37107 npoaykT B AO "AnapauH P.L.",, yaanute naHHoe nporpamMmHoe obecrneyeHue
1 BCE ero YacTu CO CBOEro KOMMbKTEPA U HE UCMONb3YiiTe ero HUKOMM 06pa3oM.
HacTosuwee nmuensnonHoe cornawenne (anee "Cornawenne”) asnsetca
[I0r0BOPOM, 3aKNIOYEHHbIM Mexay Bamu (pusmnueckum nam opuanyeckum amuom)
— KOHeuYHbIM nonb3oBatenem (aanee "Monb3osatens”) — u AO "AnapamH P.AO.",
(nanee "KomMnaHusa") OTHOCUTENbHO Nepeaayn HeUMCKNIYMTENBHOTO NPaBa Ha
MCMONMb30BaHME HACTOALLETO NPOrPaMMHOT0 06ecrneyeHus, SBASIOLLEerocs
MHTENNEeKTyanbHoM cobcTBEHHOCTbIO KOMNaHuu.

MpaBa 1 cobcTBEHHOCTL

OAHHOE COMALLEHME HE ABNFETCSA COTNTALLEHMEM O MPOOAXE.
MporpamMmHoe obecneyeHue, BkNtoyas Bce nepepaboTku, UcnpaBneHus,
MoaudbuKaLmMm, LONOAHEHUS, 0BHOBNEHUS U/UNK YCOBEPLUEHCTBOBAHMUS K HEMY
(nanee no BceMy TekCTy M No6oIt ero yacTu onpegensemoe kak MporpaMmHoe
obecneyenune nnu MNO), n cBA3aHHaa C HUM AOKYMeHTaLus npeaHasHavaetcs HE
ONA NPOOAXU un saBnsietcs 1 0CTaéTcs UCKIYUTENbHON COBCTBEHHOCTbIO
KomnaHuu.

Bce npaBa Ha uHTennekTyanbHyto COBCTBEHHOCTb (BKOYas, 6e3 orpaHUyeHuni,
aBTOPCKMe NpaBa, KOMMEPYECKYIO TaiiHy, TOBapHble 3HaKK, 1 T.A.),
NOATBEPXAEHHDIE UM BKTIOYEHHbIE B
NPUNOXEHHbIE/B3aMMOCBA3aHHbIE/MMEIOLLIME OTHOLIEHNE K JAHHOMY PYKOBO/ACTBY,
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Bce ykasaHHble AaHHble O XapaKTepuCTUKax NpoAyKTOB OCHOBAHbI Ha
MeXAYHapOAHbIX UNU POCCUIACKMX CTaHAAPTaX M pesysbTaTax TeCTUPOBAHWS,
NOMYyYEHHbIX B HE3aBMCUMbIX TECTOBbIX UM CEPTUPMKALMOHHBIX NabopaTopusx,
NMb0 Ha NPUHATLIX B KOMNaHUMK MeToankax. B naHHoM pokymeHTe AO "AnaaavH
P.[.", He NpenoCTaBASET HUKAKUX HU ABHbIX, HU NOAPA3yMEBAEMbIX rapaHTUN.
AO "Anapamu P.A.", HE HECET OTBETCTBEHHOCTM (KAK B CMU/TY IOTOBOPA,
TPAXOAHCKOIO MPABOHAPYLIEHUS, BKITKOYASA XATATHOCTb, TAK 1 B
JIIOBOM MHOWM ®OPME) NEPEA BAMU WX NKOBOM TPETbEM CTOPOHOM 3A
JNMHOBbIE NMOTEPU WX YBbITKW (BKJTHOYAS KOCBEHHbIE, ®AKTUYECKME NN
MOBOYHbIE YBbITKW), BK/IFOYAS BE3 OTPAHUYEHWUI NIOBLIE MOTEPU MU
YBbITKM MPUBbITIbBHOCTU BU3HECA, MOTEPO JOXOAHOCTU UMK
PEMYTAUMMN, YTPAYEHHYIO NI UCKAXEHHYIO MHOOPMALMIO MU
OOKYMEHTALMIO BCNEAOCTBUE MCMOJIb30BAHWA MPOTPAMMHOIO
OBECIMEYEHNA /MW NOBOTO KOMIMOHEHTA OMNMMCAHHOIO NMPOAYKTA,
OAXE ECNIM AO "Anapaumu P.A.", 6bINO MMCbMEHHO YBEAOMJIEHO O
BO3MOXHOCTWM MOAOBHbIX YBbITKOB.

Focy,qapcheHHoe peryamMpoBaHue u 3KCI'IOpTHin"1 KOHTPO/1b

OnucbiBaeMbIi B JAHHOM LOKYMEHTE NPOAYKT (MM NPOAYKTbI) MOXET ABAATLCS
1nn coaepxatb B cebe cpeacTBo KpUNTOrpapuueckoi 3alnTbl MHGOpMaLMm
(CK3MW), sBnsitowweecs npesMeToM 3KCMOPTHOTO KOHTPOAS.

Bbl cornalaeTech ¢ TeM, 4TO NPOAYKT He ByAeT NOCTaBNATLCSA, NepeaaBaTbCs Mn
3KCMOPTMPOBATLCA B KaKyto-1M60 CTpaHy, a TakKe MCMoNb30BaTbCs KakuM-nnbo
NpPOTMBOPEYALLMM 3aKOHY 06pasoM.

Bbl rapaHTMpyeTe, 4to Byaete cobniofaT HaknaabiBaeMble Ha 3KCMOPT U
pe3KcnopT NPoAyKTa OrpaHUYeHus.

CBefeHus, NpuBeAEHHbIE B AAHHOM OKYMeHTe, akTyaslbHbl Ha ATy ero
nyéaukaumm.

[laHHble, coaepxallmnecs B HEM, a Takxe Bce npasa Ha M0 asngioTca u byayt
ABNATbCS COBCTBEHHOCTHIO UCKNIOUMTENBHO KOMMaHuu.

[laHHoe cornaweHue He nepenaét Bam npasa Ha [MporpamMMHoe obecneyexue, a
NWLWb NpefoCcTaBseT OrpaHUYeHHOe NMPaBO Ha UCMO/b30BaHME, KOTOpPoe
NOANEXUT OTMEHE COMNACHO ycnoBusaM aanHoro Cornawenus. HUYTO B faHHOM
CornaleHuu He NOATBEPXKAAET 0TKa3 KOMNaHUM OT NpaB Ha UHTENNEKTYabHY0
COBCTBEHHOCTb NO KakoMy 6bl TO HM HbINIO 3aKOHOAATENLCTBY.

JnueHsus

KomnaHus HacToswmm npepoctasnset Bam, a Bol nonyyaete MHAnBMAYanbHoe,
HEUCKNIOUUTENbHOE U OT3bIBAaEMOE OrpaHMYEHHOE NPaBO Ha UCMONb30BaHWE
naHHoro 0 Tonbko B GopMe UCNONHAEMOTO KOAa, Kak ONMUCaHO B NpunaraeMoi K
MO TexHWyYecKoii/3KcnnyaTauMoHHON AOKYMEHTALMU, U TONBKO B COOTBETCTBUU C
ycnoeuamu aanHoro CornaleHums:

Bbl MoxeTe yctaHoBUTb MO 1 MCNonb30BaTb €ro Ha KOMMbOTEPAX,
pacnonoxeHHbIx B Npeaenax Bawero npeanpusatus, kak onucaHo B
COOTBETCTBYIOLLEN TEXHUYECKOM/3KCNNyaTaLUMOHHOM foKyMeHTauuu MO v B
HaCTOALLEM COrNaLLEeHNN.

Bbl MoxeTe fobaBuTb/NpucoeanHuTb MporpaMmMHoe obecneyeHne K nporpaMmMamM
[N MOBUbHBIX YCTPOWCTB C €AMHCTBEHHOM LieNblo, OMMCAHHOM B AAHHOM
Cornawenun. MpuHUMas ycnoBusS HACTOSLWLEro cornallenus, Bol cornalwaerecs:

- HE UCMOoNb30BaTh, HE MOAUDWLMPOBATL M He BblAABaTb CY6NULEH3UM HA faHHOE
MporpammHoe obecneyenne u noboe apyroe MO KomnaHuu, 3a UCKNo4eHUEM
SIBHbIX pa3pelleHnii B aaHHoM CornaleHuu;

- He MOAM(dULMPOBATb, HE LEMOHTUPOBATb, HE IEKOMMUANPOBATb, HE
PEKOHCTPYMpPOBaThb, HE BUAOU3MEHSATb U HE pacumpsaTb AaHHoe [porpamMMHoe
obecneyeHne 1 He NbiTaTbCs PACcKPbITb (MONYYUTb) UCXOAHBIE KOAbl AAHHOTO
MporpaMmHoro obecneyexus;

- He nomewaTb AaHHoe lNporpaMMHoe obecneyeHne Ha cepeep C BO3MOXHOCTbIO
[0CTyNa K HeEMY TPeTbUX NUL, Yepe3 OTKPbITYH0 CETb;

- He UCMOoNb30BaTh Kakue 6bl TO HK BbINO pe3epBHbIe UM apXMBHbIE KOMWUM
naHHoro lNporpaMMHoro obecneyeHus (N NO3BONATb KOMY-MGO ewwé
MCMoNb30BaTb Takue KOnuu) € Nto60i MHOIA LieNnbio, KpOMe 3aMeHbl ero
OPUIMHANLHOIO 3K3EMMNIAPA B C/Ty4ae ero paspyweHns uamu Hanmumus nedexTos.

TpeﬁOBaHMﬂ K UCNO/Ib30BaHUIO

I'IporpaMMHoe obecneyeHne fO/MKHO UCMOb30BATLCS U 06CJ'Iy>KMBaTbC9I CTporo B
COOTBETCTBMM C ONUCAHNAMU N UHCTPYKLUMAMU KoMnaHwuu, npuBeaEéHHbIMU B

Crp.6/95



Eamubin Knuent JaCarta

[aHHOM U Apyrux AOKyMeHTax KoMnaHuu, B TOM Yncie Ha nopTtane oHnaiH
[OKyMeHTauuu ansa paspabotunkos Komnanum (http://developer.aladdin-rd.ru/).

Mcnonb3oBaHue MO

Monb3oBatens Bnpase:

- BoCnpou3eoauTb MO NyTEM 3anmcu ero B NamaATb 37EKTPOHHO-BbIYUCIUTENbHbBIX
MalwuH Monb3oBaTens, OrpaHUYEHHOE NPABOM MHCTAIALMM, KOMUMPOBAHUSA U
3anycka nporpamMm ans 3BM;

- BcTpamnBartb 10 nobbiM cnocobom B NpoayKTbl 1 pelwenuns MNonb3osatens;

- pacnpoctpaHsaTb MO nobbiM cNOCO6OM UCKNIOUUTENBHO B COCTaBE NPOAYKTOB U
peweHuit NMonb3osarens.

Mpun ucnonbzoBaHum u pacnpoctparHenum MO Monb3osatenb 0653aH
PYKOBOACTBOBATHCA AEMCTBYIOWMM 3akoHoAaTeNnbcTBoM Poccuiickoi Oenepaumm u
MeXAyHapOoAHbIM 3aKOHOAATENbCTBOM, Y4MUTbIBAsi OFPAHUYEHUS U [OMONHUTENbHbIE
TpeboBaHUsl, KOTOPble MOTYT BO3HMKATb B CBA3M C IKCMOPTOM WNDPOBaNbHbLIX
(kpunTorpaduyecknx) cpeacTs ¢ Tepputopun Poccuiickoin ®epepaumn n
MMMOPTOM TaKMX CPeACTB B Apyr1e CTpaHbl. B 4acTHOCTH, orpaHuyeHns
[ononHUTeNbHble TpeBoBaHMS MOryT BO3HUKATb Npu pacnpoctpaHenuu MO yepes
MarasuHbl NPUNOXEHWIA, COAEPXKALLME PA3NUYHBIE MPUNOXKEHUS AN MOBUIbHBIX
YCTPOMICTB.

YCNnoBusi UCNONb30BAHMUSA, U3NI0XKEHHbIE B HACTOALLEM COMNALLEHNUM, AEHCTBYIOT B
OTHOLLEHMM Bcero comepxxunmoro MO, B 4YaCTHOCTU B OTHOLLEHUMU:

- An3aiiHa (rpadukK, pacnonoXeHns 3neMeHToB 0POpPMAEHNA 1 T.N.);
- BCEX UHbIX 3N1EMEHTOB, B TOM YMC/Ie U306paKeHMit, POHOrpaMM, TEKCTOB.

Monyyaemble Monb3oBaTENEM HEUCKNIOUUTENBHBIE MMYLLECTBEHHbIE NPaBa He
BK/IOYAIOT NpaBa Ha nepepayy TPETbUM NULAM Kakux-nnbo npaB Ha BCTpauBaHue,
BOCNpOM3BeeHNe, pacnpocTpaHeHWe U UCNOob30BaHMe NporpaMm ang 3BM He B
cocTaBe NpoAyKTOB U pelueHuii Monb3osatens.

KoMnaHus coxpaHsieT 3a coboit Bce nckntounTenbHble npasa Ha M0 1 Bxoasaiwme B
Hero KOMMOHEHTBI, BK/Il0Yasi NpaBa Ha NpefoCTaBAeHNEe HEUCKNIOUYMTENbHBIX U
UCKNIOYMTENBHBIX MPaB TPETbUM NULLAM.

MNMonb3oBaTtens BNpaBe OCyLecTBNATL Ucnonb3osaHue M0 B npepenax,
npeaycMOoTpeHHbIX HacToawmM CornalweHnem, MCKNIOUMTENBHO Ha TepPUTOPHM
Poccuiickoit Menepaumm.

06cnyxnBaHue U noaaepkka

KoMnaHus He HecéT 0643aTenbCTB MO NPesocTaBNeHUI0 MOALEPKKM,
obcnyxuBaHus, MoaudUKaLmMn unm BbIXoAy HoBbIX pennsos MO.

OrpaHuyeHHas rapaHTus

KomnaHus rapaHTupyer, 4to nporpamMmHoe obecrneyeHune C MOMeHTa
npuobpetenus ero Bamu B TeyeHne 12 (nBeHapuaTh) mecsues byaet
(YHKLIMOHMPOBATb B MOIHOM COOTBETCTBMM C €r0 TEXHUYECKOM/3KCNAyaTaLMOHHOM
[IOKyMeHTaLme, npu ycnosuu, uto MO ByaeT Cnonb3oBaTbCs HAa KOMMNBIOTEPHOM
annapaTHoM obecneyeHnn 1 C onepaLMoHHON CUCTEMOW, A1 KOTOPOI OHO 6bINo
paspabotaHo.

OTKa3s oT rapaHTUm

KomnaHus He rapaHTUpyeT, uTo NnporpaMmMHoe obecnevenne byaet
COOTBETCTBOBATL BalwmnM xenaHnsam u TpeboBaHMAM, Mnn 4To ero pabota bynet
6ecnepeboiiHoi unu 6esowmnboyHoi. B 06bEMe, NnpesycMOTPEHHOM
3aKOHOAATeNbCTBOM PD, KOMNaHMs OTKPBITO OTKA3bIBAETCS OT BCEX FrapaHTUi, He
OroBOPEHHbIX 3[eCb, OT BCEX UHbIX MOApPa3yMeBaeMbix rapaHTuid. Hu oguH n3
[MNepoB, AMCTPUOBLIOTOPOB, NPOAABLOB, areHTOB MW COTPYAHMKOB KOMMaHUMU He
YNONHOMOY€EH Npon3BOanUTb MO,ElMCbMKaLLMM, pacwmnpeHnusa unm AoNOSNHEeHUA K
[3HHOM rapaHTum.

Ecnu Bbl npounssenu kakune-nnb6o moandukaumnm MO nnmn noboit u3 ero vacreit Bo
BPEMs rapaHTUiiHOro nepuoaa, N0 noABeprnock NOBPEXAEHUHD, HEOCTOPOXKHOMY
WM HenpaBuabHOMY obpalleHuto, ecnu Bol Hapylmam noboe 13 ycnosuii
HacToswero CornaiieHus, To rapaHTus, ynoMsHyTas Bblile B pasgene 5, 6yaer
HeMen/IeHHO npekpaLleHa.

lapaHTus HepeicTBUTENbHA, ecin MO UCNob3yeTcs B COYETAHUM C UHBIM
annapaTtHbIM I/I/MHM nporpaMmMHbIM oﬁecneuemem, OT/INYHBIM OT OMUCAHHbIX B
TE,‘XHM‘-{eCKOVI/aKCI'IJ'IyaTaLIMOHHOﬁ AOKYMEeHTauuu, unm ncnonb3yetcsa Ha
KOMMbtoTepe € N106bIM YCTAaHOBAEHHbBIM HENMLEH3MOHHBIM NPOrPaMMHbIM
obecneyeHneM.

OrpaHuyeHune BO3MELLEHUs

B c/iyuae HapylieHus rapaHT1mu, OroBOPEHHOM Bbllwe, KoMnaHusa MoXeT no
COB6CTBEHHOMY YCMOTPEHMUIO:

- 3amMeHuTb 0, ecnn 370 He NPOTUBOPEYUT BbILLEYNOMAHYTOMY OrpaHUYEHUI0
rapaHTuu;

AO "AnapaunH P.A.", 1995-2025r.
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- BO3MECTUTb CTOMMOCTb, BbinayeHHyto Bamu 3a MO.

FapaHTUiiHble Tpe6oBaHUS AOMKHbI ObITb BbICTaBNEHbI B MTMCbMEHHOM BUAE B
TeYeHWe rapaHTUMHOro Nep1oaa, Ho He nosaHee 7 (Cemu) AHEN C MOMeHTa
obHapyxeHus pedekTa, U cogepxatb B cebe NoATBEPXKAEHMS, YAOBNETBOPsiOLLME
KomnaHuio. Bcé MO (Bce ak3emnnspbl, MMetowmecs y Bac) aomkHo 6biTb
BO3BpaLleHo KoMnaHuu 1 oTnpaBneHo BO3BpaLLatoLLeid CTOPOHOW C OniayeHHowM
CTOMMOCTbIO NEPeBO3KM U, NPU HEOBXO0AMMOCTH, CTPaxoBKU. Jk3emnnapsbl MO
[LONXKHbI 6bITh OTNPABNEHbI C KOMUEH NNATEXHbIX LJOKYMEHTOB U HAaKNaAHbIX.

UcknoueHne KOCBEHHbIX YGbITKOB

CTOpOHbI Mpu3HatoT, YTo MporpaMMHoe obecneyeHne He MOXET BbiTb MONHOCTbIO
nuweHo owmnbok. KoMnaHus He HeCET OTBETCTBEHHOCTM (Kak B CUy AOrOBOPa,
rpaX/JaHCKOro NpaBOHapyLIEHMS, BK/TI0Yas XaNaTHOCTb, Tak M B 110601 MHOM
dopme) nepen Bamu nnu nioboii TpeTbeit CTOpoHOM 3a Ntobble noTepu Unmn yobITku
(BKNIOYAs KOCBEHHbIE, hakTUUeCKMe, NO6OYHbIE MU NOTEHLMANbHBIE YObITKM),
BKNtoYas, 6e3 orpaHUueHuid, Ntobble NoTepu unm yobITKM NpubbINbHOCTU BU3HeCa,
NOTEpI JOXOAHOCTU UM PEMYTALMM, YTPAUEHHYIO MW UCKaXEHHYIO MHDOPMaLMio
MM JOKYMEHTaLMI0 BCIEACTBME KaKOro-n1bo MCnob3oBaHMs AaHHOTO
nporpaMMHOro obecneyeHuns 1/mnu Nto6oi KOMNOHEHTbI JAHHOTO MO, AAXKe ec/n
KOMMaHUs MUCbMEHHO yBEAOMIIEHA O BO3ZMOXHOCTU NOAOGHbBIX YObITKOB.

OrpaHquHMe OTBETCTBEHHOCTU

B cnyyae ecnu, HeCMOTPSA Ha yCNOBMS AAHHOTO COMNALLIEHMSA, KOMMAHWA NPU3HaHa
OTBETCTBEHHOIA 3a YBbITKM HAa OCHOBAHWUM KakuX-nnbo AedekToB nnn
HeCooTBETCTBMA NPOrpaMMHOro obecneyenns Bawmm oxuaaHnam, nonHas
OTBETCTBEHHOCTb 33 KX/bli 3k3eMnnsp aedeKTHOro nporpaMMHoro obecneyeHuns
He ByaeT npesbiWwaTbh CyMMbl, BbinnayeHHon Bamu AO "AnapamH P.[.", 3a 310 MO.

I'Iperau.LeHMe [Le1CTBUS corlalleHus

B cnyyae HeBbinonHeHns Bamu ycnosuit aaHHoro Cornawenus pevictene Baweii
nuueHsun n Hactoswero Cornawenns ByaeT npekpaLleHo.

MNMocne npekpaleHns feicTBus AaHHOro JIMLLEH3MOHHOIO COrnalleHns:

- NMUEeH3uKs, NnpeaocTaBnerHHas Bam aanHbiM CornaleHvemM, npekpaiiaer cBoé
nencTeue, n Bol nocne eé npexkpalleHns He CMOXeTe NPOAOMKATb AasbHeLee
1cnonb3oBaHue faHHoro MporpaMMHoro obecneyeHns U Apyrux NULEH3UOHHBIX
MpopykToB;

- Bbl He3amMeaAuTeNnbHO BepHETe B KoMnaHuio Bce ak3emnnspsbl MO v Bce Konuu
TaKoBOro u/unu coTpéte/yaanute nobyto MHdOpMaLMIo, COAepKaLLytocs B
3NEKTPOHHOM BUAE.

an MEHUMOE 3aKOHOOAaTeNIbCTBO

[laHHoe CornalieHue foMKHO BbiTb UCTONIKOBAHO U OMpeaeneHo B COOTBETCTBUM C
3aKkoHofaTenbcTBOM Poccuiickoit Penepaumnm (3a UCKTOUEHUEM KOHDAKKTA
NpUMEHEHWS NPaBOBbIX HOPM), U TONbKO POCCUICKMIA Cy L, YNONHOMOYeH
OCyLLeCTBNATb NpaBocyAve B N06bIX KOHDAUKTAX M CNOPaXx, BbITEKAOLWMX U3
naHHoro CornaweHus. HeBO3MOXHOCTb Ans Ntoboi U3 CTOPOH BOCMONb30BaTbCs
No6bIM U3 Npas, NpefoCcTaBAeHHbIX e/ No AaHHOMY CornalleHunio, Un NPUHATL
Mepbl NPOTUB APYroi CTOPOHbI B C/ly4ae t060ro HapyLeHus cBoux 0653aTensCcTs
no CornaleHunto He AOMKHO PacCMaTPUBATLCS KAk 0TKA3 3TOM CTOPOHbI OT
nocneayoLwero NOHYXXAeHUs K NPU3HAHUI0 CBOMUX NpPaB UK COBEPLLEHUIO
nocneayowWwmx AeiCTBnin B Cyyae AanbHENWNX HapyLeHW.

locynapcTBeHHOE perysiMpoBaHuUe M 3KCMOPTHbINA KOHTPO/b

Bbl cornawaetecs ¢ Tem, yto 10 He 6yneT Bamu nocTaBnsaTbcs, nepeaaBaTbcs Uam
3KCMOPTUPOBATLCS B KaKyto-MB0 CTPaHy, a TakKe MCMoNb30BaTbCs KakuM-nnbo
NPOTUBOPEYALLMM 3aKOHY M YCIIOBUSIM HACTOSILLEro cornateHus obpasom. M0
SABNAETCA NPeAMeTOM AOMONHUTENbHOIO 3KCMOPTHOFO KOHTPONS, OTHOCALLErocs K
Bam unu Baweii topucamkumu. Bel rapaHtupyete, uto byaete cobniopatb
HaknaabiBaeMble OrpaHUYeHUs Ha IKCnopT 1 peakcnopt MO.

PasHoe

Hactosuwee Cornawenue npeactasnset coboii NonHoe cornalieHne, oTHocsLLeecs
K AQHHOW NNLIEH3MM, U MOXET BbITb M3MEHEHO TONbKO NOCPEeACTBOM MMCbMEHHOIO
CornaleHus, NoanMcaHHoro o6enmMm ctopoHamu. Eciv BbinonHeHue Kakoro-nn6o
ycnosus Hactosiwero CornatieHns npeacTaBisfeTcs HEBO3MOXHbIM, Takoe yCloBue
6yneT ckoppeKTMpoBaHO TO/bKO B Npeaenax, obecneunsalolLnx BO3MOXHOCTb
BbINONHEHWA AAHHOTO YCNOBMUS.

A NPOYNTAN M NOHAN HACTOALLEE TMUEH3MOHHOE COMMALLEHME N
COIMNACEH BbINOIHATbL BCE EFO YCNOBUA. 4 MPUHUMAIKD JAHHOE
NNUEH3MOHHOE COTMTTALLEHME LEIMKOM. EC/IN 9 HE MPUHUMALIO 3TO
JNIMUEH3MOHHOE COMALLIEHUE MM XOTA bbl OAWH U3 ETO MYHKTOB, TO
NAHHOE JIMUEH3MOHHOE COTTALUEHWE HE BCTYMNAET B CUNY, U 4
0BA3YIOCb HE YCTAHAB/IMBATD U HE MCMONb30BATb OAHHOE
MPOrPAMMHOE OBECMEYEHME.
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2.1

2.2

OCHOBHbIe NMoHATMA

Ha3Ha4yeHue nporpamMmbl

MO «EpuHbin KnueHT JaCarta» — NnporpaMMmHbI KOMMEKC, NpeAHa3HauYeHHbIM A1 NOAAEPXKU DYHKLUMIA CTPOroi
[BYX(MAKTOPHOM ayTeHTUDMKALLMU, HACTPOIMKK U paboTbl ¢ Mmopgenamu USB-TokeHoB 1 cMapT-kapT JaCarta,
reHepauuu 3anpocoB Ha cepTudmKaThbI.

Ennnblii Knuent JaCarta MoxeT GyHKLMOHMPOBaTb B 0ObIYHOM MU FOCTEBOM peXMME.

FOCTEBOM PEXXMM MpeLycMaTpMBaeT BO3MOXKHOCTb MPOCMOTPa MHGOPMALMM O MOAK/IHOYEHHOM 3/IEKTPOHHOM
Kntodye 6e3 BBOAA ayTEHTUMKALMOHHbIX AAHHbIX MOMb30BATENS MAK ALAMUHMUCTPATOPA.

TepMuHbI N onpegeneHua

PIN-Kof agMUHKCTpaTOpal — cekpeTHas nocies0BaTeNbHOCTb, M3BECTHASA TONIbKO aAMUHUCTPATOPY, KOTOPYHO
HEeob6Xx0aMMO NPeabABUTbL AN ayTEHTUGMKALIMKM AAMUHUCTPATOPA B MPUNOXEHWUM NEKTPOHHOIO KNHoYa.

PIN-koa noanucu — cekpeTHas nocnefoBaTeNIbHOCTb, U3BECTHAs TONbKO MOJMb30BaTeNt0, KOTOPY HeobxoamMMo
NpeabsiBUTL A9 BbINOAHEHMS Onepauum 3NeKTPOHHOM MOANUCH.

PIN-kog, nonb3oBatens - CeKkpeTHada nocnenoBaTeNlbHOCTb, M3BECTHAA TOSIbKO MOJSIb30BATE/IH0, KOTOPYHO
HeobxognmMo npenbvaBuTb AN ayTEHTMd)MKaLI,lAM NoNb30BaTeENA B NPUITOXEHUU INIEKTPOHHOIO K/1Ko4ya.

PUK-kop? - nocnenoBaTteibHOCTb CUMBOJIOB, NO3BoAsOLWAs pa3bnokuposaTb PIN-kop nonb3oBatens nocne ero
6710KMPOBKMY.

Annnet - nporpaMmHoe obecrneyeHune, peanusyolee GyHKUMOHAIBHOCTb MPUNOKEHNS SNEKTPOHHOO KioYa.
MpunoxeHune — nporpaMMHoe obecreyeHune, yCTaHOBEHHOE B MaMSTH 31EKTPOHHOIO KIoua.

Cuétumnk BBoga HenpasunbHOro PIN-kopa - noacucrema, 6nokupytowas ycTporicTBo B Clyyae BBOAA
HenpaBunbHoro PIN-kofa onpeaenéHHoe KOMYeCTBO pa3 Noapsa.

(QopMaTupoBaHKe - npoLeaypa yCTaHOBKA OCHOBHbIX NapaMeTpoB paboTbl 3N1EKTPOHHOIO KIIl0Ua, BbINOHAEMas
aAMMHUCTPATOPOM.

DNEeKTPOHHBIN KN4 — annapaTHoe YCTPOMCTBO, NpeAHa3HAYEHHOE A1 ayTeHTUhUKaLMHK, WMbpPOBaHMS, paboTbl C
3/1EKTPOHHOM NoANMCbHI0, 6E30MACHOTr0 XpaHeHUS AaHHBbIX.

! Npumenumo ans Mpunoxenns FTOCT sBepcum 2.5.13.

2 Mpumennmo ana Mpunoxenus FTOCT sepcun 2.5.3 - 2.5.9.
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3.

3.1

Obuwine cBeieHMA 06 INEKTPOHHbIX KtoYax

[MpunoxeHna, annneTsbl U MOAEeNN 31EKTPOHHbIX KAoYen

(DyHKLI,I/IOHaJ'IbHOCTb MoLeNnn 3NEKTPOHHOIO K/to4a onpeanendaerca npunoXeHnamm, yCtTaHoB1EHHbIMKU B €€ NaMATHU.
B namatu 3N1EKTPOHHOr 0 K/N1l04a MOXeET ObITb YCTAaHOB/IEHO O4HO MM HECKOJIbKO I'IplflﬂO)KEHl/If;I. yCTpOﬁCTBa, B
KOTOPbIX YCTAHOB/IEHO 6onee ogHoro NPUNOXEHNA HA3bIBAKOTCA KOM6MHVIPOBaHHbIMM.

Hanpumep, B anektpoHHOM kntove JaCarta-2 FOCT yctaHoBneHo npunoxerue FOCT, B 31€KTPOHHOM KitoYe
JaCarta PKI yctaHoBneHo npunoxenue PKI, B komMbuHnpoBaHHoOM Mogenu JaCarta-2 PKI/TOCT yctaHoBnEHbI
npunoxenus PKI n TOCT.

llpumedarmne. HaumeHoBaHMe rnpuioKeHNs He BCERAA COAEPXKUTCS B HA3BAHMU MOAESN /1EKTPOHHOIO K/THOYa.
Hanpumep, B mogenu knoyvesi JaCarta PKI ycranosneHo npunoxenune PKI, Ho B mogenu JaCarta LT
ycraHosnero ripunoxerne STORAGE. Hazsanne Moaeim u npuioXeHns 3/1EKTPOHHOIO K/iH04Ya OTOOPaXAETCA B
uHrepgevice EanHoro Knnenra JaCarta B pexuMe r10/1630B8atess.
MpunoxeHne onpenenset HeKOTOPbIA HAbop GYHKLMOHANbHOCTM INEKTPOHHOrO KAKYa, XapakTepHbIn Ans
pelleHns onpeaeneHHoro paaa 3agad. Tak, npunoxerue PKI obecneunBaeT noanepxky 3anafHbix
KpUMTOAArOpUTMOB M NO3BOJISIET peluaTh WWPOKMIA CNEKTP 33434 ayTeHTudUKaumm, wmudpoBaHms u paboTbl ¢
371eKTPOHHOM NOANUCHI0 B KOPNOPATUBHOM MHPpacTpyKType. MpunoxeHme FTOCT obecneynBaet noanepxKy

POCCUIACKMX KPUMNTOANTOPUTMOB A/ PeLleHMs 33434 ayTeHTUdUKaLMK, WKMdpOoBaHUS U paboTbl C 3/1EKTPOHHOM
NoAnuCbI0 B CUCTEMAX, TpebytoLWwmMX ncnonb3osaHuna anropmutmos FOCT.

OpfHo 1 TO Xe npunoXxeHne MOXeT UMETb pa3IMvHbIE peann3aunn. KOHerTHaﬂ peann3auna NnpunoXxXeHna
Ha3blBaeTCs annnetoM. B HacToswem AOKYyMeHTe nNpu onncaHnn KOHKDETHOVI onepaunn Hag 3N1E€KTPOHHbIM
K/TIO4YOM YTOYHAETCA HE TO/IbKO NpunoxxeHne, HO U annner, peanw3y+ou.|,1417| q)yHKLI,I/IOHaﬂbHOCTb AadHHOIo
NPUNOXEHUA.

llpumep. B mogensx 3nektpoHHeix kaoyesr JaCarta PKI w JaCarta PRO ycranosneHo nipmnoxenmne PKl, Ho B
mogenn JaCarta PKI gaHHOE ripunoxeHue peann3oBaHo anmierom, a B mogem JaCarta PRO - annnerom PRO.
HaszBaHue npuioxeHns/anniera KOHKPETHOro MpuIOKEHNUS 0TOOPAXaeTcs B MHTEp@evice EauHoro KaneHra
JaCarta B pexxumme aaMHHUCTPATOPA.
CooTBeTCTBME MPUNOXKEHUIA, aNNNETOB U MOLENEN 3NEKTPOHHBIX Ktouei, paboTa ¢ KOTOPbIMU NOAAEPXKMUBAETCS B
OMepauMOoHHbIX CUCTeMax ceMencTBa Linux, npuBeneHo B Tabnuue (cM. Tabnuua 2).

Tabnnya 2 — COOTBETCTBUE MPUIIOXEHMUH, AMM/IETOB 1 MOAE/EH 3/IEKTPOHHBIX KITHOYEH

Annnet nnm NpUnoXxXeHme Mopenu aneKTpOHHbIX KNoyei

MpunoxeHue PKI, peanvsoBaHHOe annneTom JaCarta Remote Access;
Laser JaCarta PKI;
JaCarta PKI/Flash;
JaCarta PKI/BIO;
JaCarta PK|/WebPass;
JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 SE;
JaCarta SecurBIO;
JaCarta-2 PKI/BIO/FOCT;
JaCarta-2 SF;
JaCarta-3 PKI;
JaCarta-3 PKI/TOCT;
JaCarta-3 PKI/NFC;
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Annnet unu npunoxexue Mogaenu 3neKTpoHHbIX Kitoyeid
JaCarta-3 SE;
JaCarta-3 PKI/TOCT/NFC;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition;

BupTyanbHbiii TOkeH3

MpunoxeHnue PKI, peannsoBaHHOe annieTom JaCarta PRO;

PRO eToken PRO Anywhere;
eToken NG-OTP (Java);
JaCarta-2 PRO/TOCT

MpunoxeHne STORAGE, peanusosaHHoe JaCarta LT;

annnetom Datastore JaCarta SecurBIO:

JaCarta WebPass;
JaCarta U2F

MpunoxeHne FOCT JaCarta Remote Access;
JaCarta SF/TOCT;
JaCarta-2 [OCT;

JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/FOCT/Flash;
JaCarta-2 PRO/IOCT;
JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SE;

JaCarta SecurBIO;
JaCarta-2 SF;

JaCarta-3 PKI/TOCT;
JaCarta-3 SE;

JaCarta-3 [OCT;

JaCarta SecurBIO;
JaCarta-3 TOCT/NFC;
JaCarta-3 PKI/TOCT/NFC;
Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

MpunoxeHune OTP, peanusosaHHoe annnetom  JaCarta WebPass;
AladdinOTP JaCarta U2F/WebPass;
JaCarta PKI/WebPass

3 OnucaHue BUPTYaNnbHOrO TOKEHa, MPOLIECC perncTpaLmu, paboTbl ¢ HUM cM. B aokymeHTe «MFA JC EK. PykosoacTso
nonb3osartens ans OC Linuxs.
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3.2 [MapaMmeTpbl 3/IeKTPOHHbIX KNoHen Npn NocTaBKe

MpuY NOCTaBKE NEKTPOHHBIE K/THOUYM MMEIOT NapaMeTpbl, NPUBELEHHbIE B Tabnuue (cM. Tabauua 3).

Tabnmuya 3 — [lapamerpel 3/1EKTPOHHBIX K/KOYEH PU MOCTABKE

MpunoxeHue n annnet

MapameTp, onepaums

PIN-kop nonb3oBatens no ymonyaHuio?
PUK-kog, onsg pasbnokupoBaHus
PIN-kop, agMUHMCTpaTOpa NO YMONYAHUIO

@PopmaTtnpoBaHue 6e3 HasHavyeHus PIN-kopa
nonb3oBsartens (aAMMHUCTPATOP MOXET HA3HAUMTD
PIN-kop, nonb3oBarens nocne GopMaTMpoBaHus)

@®opmaTtnpoBaHue 6e3 HasHaveHus PIN-kopa
aAMUHUCTpaTopa

Mpu pasbnokmpoaHumn PIN-koaa nonb3osatens
cHbpacbiBaeTca cHeTYnK BBOAA HenpasuabHoro PIN-
KO4a nonb30BaTens, npu 3ToM ...

PasbnokupoaHue PIN-koaa nonbsosatens B
YAANEHHOM pexume

M3meHeHne PIN-koaa nonb3oBatens
aAMUHUCTpPaTOpoM 6e3 hopMaTUpOBaHMS

Mpunoxenue PKI

annnet PRO

1234567890
HE NPeayCMOTPEH
HE YCTaHOB/EH

BO3MOXHO

BO3MOXHO

... PIN-kop,
nonb3oBaTens
33[3€eTcs 3aHOBO

BO3MOXHO

BO3MOXHO

annnert Laser

11111111
HE NPeayCMOTPEH
00000000

BO3MOXHO

HEBO3MOXXHO

... PIN-kop,
nonb3oBaTens
33[3€eTcs 3aHOBO

BO3MOXHO

BO3MOXHO

MNpunoxenue MOCT

Bepcus 2.5.3 - 2.5.9

1234567890
0987654321
HE NPeayCMOTPEH

HEBO3MOXHO

HEBO3MOXHO

... PIN-kop,
nonb3oBaTens
OCTaeTCs NPEXHUM

BO3MOXHO®

HEBO3MOXHO

Bepcus 2.5.13 v Bbiwe

1234567890
HE NPeAyCMOTPEH
0987654321

HEBO3MOXXHO

HEBO3MOXXHO

... PIN-kop,
Mo/sib30BaTeNs OCTaeTCA
NpexXHUM

BO3MOXHO®

BO3MOXHO
(HacTpauBaetcs
NOMUTUKOW)

MpunoxexHune
STORAGE
annnet Datastore

1234567890
HE NpeayCcMOTPeH
HE YCTaHOB/MEH

HEBO3MOXHO

HEBO3MOXHO

... PIN-kopg,
Nonb30BaTeNst 0CTaeTCs
NpeXHUM

HEBO3MOXHO

HEBO3MOXHO

Mpunoxexue OTP

annnet AladdinOTP

1234567890
HEe NpeayCcMOTPEeH
HE NpeayCcMOTPEeH

onepauus He
npeanycMoTpeHa

onepauus He

npenycMoTpeHa

onepauua He

npeaycMoTpeHa

HEBO3MOXHO

HEBO3MOXHO

4 B 3aBMCMMOCTH OT npasun 6e30MacHOCTM Ballen OpraHusauum PIN-kog nonb3oBatens no YMOT4YaHUIO MOXET OblTb U3MEHEH nepen nepep,aqel?l SNNEKTPOHHOIO K/1lo4Ya Nos1b30BaTENHO. B Takom
cny4dyae 3Ha4vyeHune PIN-koaa nonb3oBatens LOMKHO ObITb COOOLLEHO AOMONHUTENBHO. B cnydae 38pr,EI,HeHl/Il7I O6paTVITer K aAMUHUCTPATOpPYy.

5 Mpu ycnosuu, uto CK3M B3sT0 noa ynpasneHune APMa agMuHucTpaTopa 6esonacHoctu JaCarta, Ha KOTOPOM reHepupyeTcs NOCNef0BaTebHOCTb A1 Pa36/I0KMPOBKM.
® Mpu ycnosuu, uto CK3U B3aT0 noa ynpaeneHne APMa agMuHncTpaTtopa 6e3onacHocti JaCarta, Ha KOTOPOM reHepupyeTcs NOCieA0BaTeNbHOCTb ANS pa3bIoKMPOBKY.
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3.3

Onepaumm C 3NEeKTPOHHbIMU KNKOYaMKN

[locTynHble onepauum € 3NEKTPOHHBIMM KOUAMM, C YKA3aHUEM HYXXHOTO pexxnMa paboTbl M HEOOXOAMMOCTU ayTEHTUDUKALMM NS COBEPLUEHUS ONEPALIMM NMPUBELAEHDI B

Tabnuue (cm. Tabnuua 4).

Tabmya 4 - [lepeqerb onepaumnii ¢ 3/1EKTPOHHbIMU KIHOYaMMU

MpunoxeHue n annnet

Onepaums B EK JaCarta 4

(DopMaTUpOBaHME NEKTPOHHOTO Ko

YcraHoBka (cMeHa) PIN-koza nonb3oBatens
aAMVHUCTPATOPOM

CMmeHa PIN-kopa nonb3oBatens
CmeHa PIN-koza agMuHuMcTpaTopa

YcraHoBka (cMeHa) PIN-kopa nognucu
nonb30oBaTeNneM

PasbnokuposaHue PIN-koga nonb3oeatens
AAMUHUCTPATOPOM

YnaneHHoe paszbnokuposaHune PIN-kopa
nonb3osartens

Onepauuu c 06beKTaMU B NaMATH
3NEKTPOHHbIX K/oYel

[TpocMOTp KpaTkMx CBeAEHUN O
NOACOEAMHEHHOM 3/1IEKTPOHHOM KJltoue

[TpocMOTp NONHbIX CBEAEHMI O
NOACOEAMHEHHOM 3/1IEKTPOHHOM KJltoue

Co3paHue 3anpoca Ha cepTudumkar

AO "AnapauH P.0.", 1995—-2025r.

Mpunoxenue PKI

annnet PRO

PIN-kop He Tpebyetcs

Tpebyetcs PIN-kop
aAMMHKUCTpaTOpa

Tpebyetcs PIN-kon
nonb3oBartens

Tpebyetcs PIN-kog
agMUHMCTpaTopa

He pnoctynHo

Tpebyetcs PIN-kop
aAMUHUCTpaTopa

PIN-kop He TpebyeTcs
Tpebyetcs PIN-koa
nonb3oBarens
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

Tpebyetcs PIN-kog
rnonb3oBaTens

annnet Laser

Tpebyetcs PIN-kop,
aAMUHUCTpaTOpa

Tpebyetcs PIN-kop,
aAMUHUCTpaTOpa

Tpebyetcs PIN-kop,
nosnb3oBarens

Tpebyetcs PIN-kop,
aAMUHMCTpaTopa

He poctynHo

Tpebyetcs PIN-kopg,
aAMUHUKCTpaTOpa

PIN-koa He TpebyeTcs
Tpebyetcs PIN-kop,
nonb3oBaTens
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

Tpebyetcs PIN-kog
nosnb3oBaTens

PykoBopactBo agMuHucTpatopa ans OC Linux

MNpunoxenue MOCT

Bepcus 2.5.3 - 2.5.9

Tpebyetcs PIN-kop
nonb30BaTess

He poctynHo
Tpebyetcs PIN-kop
nonb3oBaTess

He poctynHo
Tpebyetcs PIN-kop
nosnb3oBartens
Tpebyetcs PUK-kop,
PIN-kop He TpebyeTcs
Tpebyetcs PIN-kog
nonb30BaTess
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

Tpebyetcs PIN-kop
nonb3oBaTens

Bepcus 2.5.13 u Bbiwe

Tpebyetcsa PIN-kop,
nonb30BaTens unu
aAMUHKCTpaTopa

Tpebyetcsa PIN-kop,
aAMUHUCTpaTopa

Tpebyetcsa PIN-kop,
nonb3oBartens

Tpebyetcsa PIN-kop,
aAMUHKCTpaTopa

Tpebyetcsa PIN-kop,
rosb3oBaTens

Tpebyetcsa PIN-kop,
aAMUHUCTpaTopa

PIN-koa He TpebyeTcs
Tpebyetcs PIN-kop,
nonb3oBarens
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

Tpebyetcsa PIN-kop,
nosb3oBaTens

Mpunoxexune
STORAGE
annnet Datastore

Tpebyetcs PIN-kon
aAMUHUCTPaTopa

He poctynHo

Tpebyetcs PIN-kon
nonb3oBartens

Tpebyetcs PIN-kon
aAMUHKUCTpaTopa

He pnoctynHo
Tpebyetcs PIN-kog
aAMUHUKCTpaTopa

He poctynHo
Tpebyetcs PIN-kon
nonb3oBartens
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

He poctynHo

Mpunoxenne OTP
annnet AladdinOTP

(DYHKUMOHaNbHOCTb
OTCYTCTBYET

(DYHKUMOHaNbHOCTb
OTCYTCTBYET

Tpebyetcs PIN-kog,
nonb3oBartens

DYHKLUMOHANBHOCTb
oTcyTcTBYeT

DYHKLUMOHANBHOCTb
oTcyTcTBYyeT

DYHKLUMOHANBHOCTb
oTcyTcTBYET

(DYHKLMOHaNbHOCTb
OTCYTCTBYET

(DYHKLMOHaNbHOCTb
OTCYTCTBYET
PIN-kop He TpebyeTcs

PIN-kop He TpebyeTcs

DYHKUMOHAIbHOCTb
oTcyTCTBYET
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4. YCTaHOBKA NPOrpammbl

4.1 CucteMHble TpeboBaHUA

CucteMHble TpeboBaHMS K KOMMbIOTEPY, HAa KOTOPOM ycTaHaenmBaetcs EanHobit Knuent JaCarta npueeneHsbl B

Tabnuue (cm. Tabnuua 5).

Tabmya 5 — CucremHsie TpeboBaHus

Tpe6oBaHue

MNMopnepxvBaemMble
onepaLmOoHHbIE CUCTEMBI

MopnepxvBaeMblie Mogenu
3/IEKTPOHHBIX K/THYEN U
CMapT-KapT puaepoB

AO "AnapaunH P..", 1995-2025r.

ConepxaHue

Astra Linux 1.6/1.7/1.8;
Anbt 8 CIT;
AnbT Paboyas ctaHums 10;
Anbt Cepgep 10;
Simply Linux;
PEL OC 7.2/7.3/8;
EMMAC OC 1.0;
AlterQOS;
CentOS 7/8/9;
CuHTtesM KnueHrt;
OC POCA KOBAJIbT/XPOM/®PELL;
GosLinux;
Ubuntu 16/18/20/22/24;
Debian 9/10/11/12;
OcHoBa;
Crpeneu;
Linux Mint 21
JnekTpOHHble Kntoun eToken:
e eToken PRO Anywhere;
o eToken NG-OTP (Java)
JnekTpoHHble kntoyu JaCarta:
e JaCarta Remote Access;
e JaCartaLT;
e JaCarta PKI;
e JaCarta PKI/Flash;
e JaCarta PKI/BIO;
e JaCarta PKI/WebPass;
e JaCarta WebPass;
e JaCarta PRO;
e JaCarta SecurBIO;
e JaCarta SF;
e JaCarta SF/TOCT;
e JaCarta FlashDiode;
e JaCarta NFC;
e JaCarta-2 IOCT;
e JaCarta-2 IOCT NFC;
e JaCarta-2 PKI/TOCT;
e JaCarta-2 PKI/TOCT/Flash;

PykoBopacteo agmuHuctpatopa ans OC Linux
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e JaCarta-2 PRO/TOCT;

e JaCarta-2 PKI/BIO/IOCT;

e JaCarta-2 SE;

e JaCarta-2 SF;

e JaCarta-3;

e JaCarta-3TOCT;

e JaCarta-3 TOCT/NFC;

e JaCarta-3 PKI;

e JaCarta-3 PKI/TOCT;

e JaCarta-3 PKI/TOCT/Flash;

e JaCarta-3 PKI/TOCT/NFC;

e JaCarta-3 PKI/NFC;

e JaCarta-3 SE;

e Aladdin LiveOffice;

e Aladdin LiveOffice Common Edition
CMmapT-kapT puaepsbl Aladdin:

e  Cmaprt-kapt puaep JCR721;

e  Cmaprt-kapt puaep JCR731;

e  Aladdin SecurBIO Reader JCR761;

e  Aladdin SecurBIO Reader JCR781

[na USB-TokeHoB ncnonb3syetcs USB-noprt.

[lns cMapT-KapT He06X0AMMO HaMune NOAKMOUYEHHOIO CYUTBIBATENS CMAPT-KapT.
[N 3neKTpOHHbIX Kntoyer B hopM-pakTope microSD MOXHO MCNob30BaTh
cnepytowlee obopynoBaHue:

e  pa3béM microSD;
nnaparHble CpeacTea e  pa3sbém SD uepes nepexonHuk microSD-to-SD;
e  USB-nopt yepes nepexoaHuk microSD-to-USB.

[N 3nekTpoHHbIX Kntouer B hopM-pakTope microUSB MOXHO MCNonb30BaTh
cnepytoulee obopynosaHue:

e  USB-nopt yepes nepexogHuk microUSB-to-USB.

Ona Type-C TokeHoB ncnonb3yetcs USB Type-C nopt

PaspelueHue skpaHa PekomeHpyeTtcs He Hke 1024x768

4.2  OnuncaHune NakeToB YCTAHOBKU

Ouctpubytus Egnnbint Knuent JaCarta BkioyaeT nakeTbl YCTAHOBKM, NpuBeaeHHble B Tabnuue (cM. Tabauua 6).
Tabnuya 6 - [lepeyeHb nakeros ycTaHoBku AncTpubyTusa EanHeni KnneHt JaCarta

Maiin OnucaHue

install.sh Maket yctanosku gna OC PEQ OC 7.2/7.3/8, Anbt 8 (I,
AnbT Pabouas ctaHums 10, Anbt Cepsep 10, Simply
Linux, AlterOS, CentOS 7/8/9, Cunte3M Knuent, OC
ijkCSl1'2_2.X.X.XXX_X64.rpm POCA KOBAN bT/XPOM/cDPELU
jcsecurbio_1.x.x.xxx_x64.rpm

readme_JaCartaUC_RPM_x64.txt
RPM-GPG-KEY-ALADDIN_RD-AQ.public

jacartauc_3.x.x.xxxx_x64.rpm

install.sh MakeT yctaHoBku ans OC Astra Linux 1.6/1.7/1.8
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4.3

®aiin Onucanue
jacartauc_3.x.x.xxxx_al_x64.deb

jepkes11-2_2.x.x.xxx_al_x64.deb

readme_JaCartaUC_Astra.txt

jesecurbio_1.x.x.xxx_x64.deb

AO_Aladdin_public.key

install.sh MakeT yctaHoBKM anst 64-6utHbix OC Ubuntu
16/18/20/22/24, Debian 9/10/11/12, OCHosa,

jacartauc_3.x.x.xxxx_x64_ru.deb
Crpeneu, Linux Mint 21

jepkes11-2_2.x.x.xxx_x64.deb
jesecurbio_1.x.x.xxx_x64.deb
readme_JaCartaUC_DEB_x64.txt

install.sh Maket yctaHoBku gng OC EMIASOS 1.0
jacartauc_3.x.x.xxxx_em1.0_x64.rpm

jepkes11-2_2.x.x.xxx_x64.rpm

readme_JaCartaUC_EMIAS.txt

jesecurbio_1.x.x.xxx_x64.deb

RPM-GPG-KEY-ALADDIN_RD-AQ.public

Mpu npuemke oucTpubyTMBa HEOHXOAMMO BbINOMHSTH KOHTPO/b (MepUOANYECKMI KOHTPO/Ib) OCHOBHbIX
XapaKTepUCTUK, TaKMX Kak KOHTponbHas cymma (KC) atanoHHoro amctpubytmnea u KC HemsMeHsiemMbix $ainos.

KOHTpO.ﬂbeIe CyMMbl UCNONTHAEMDIX (133171}108 YCTAaHOB/IEHHOIoO NporpaMMHOro CcpeacTtea NpuBeneHbl B cnegyrlmnx

[LOKYMEHTaX:
«CpencTBo MHorohakTopHow ayteHTMdUKauuu JaCarta-3. @opmynap. Yactb 1v;

«CpencrtBo MHorodakTopHow ayteHTudukauum JaCarta-3. @opmynap. Yactb 2. CBuaeTenbcTea 06
yNakoBbIBaHWU, MPUEMKE U MAPKUPOBKEY.

YCTaHOBKa NPOrpamMMmbl B perrMe KOMaHOHOW CTPOKU

YcraHoBka EauHoro KnuenTa JaCarta ocywectsngercs ¢ NOMOLLbIO KOMaHAHOM CTPOKM MyTeM 3anycka CKpunTa
install.sh.

B 3aBmcumocTu ot 0I'IGpaLl,MOHHOl71 CUCTEMbI CKPUNT install.sh. YyCTAHABAMBAET pa3/iIM4HbIE NAKETbI:

Astra Linux 1.6/1.7/1.8: jcpkcs11-2 (EauHas bubnuoteka), jacartauc (EaMHbIN KnueHT), jecsecurbio
(Mopynb nopaepxku buometpum).

PEL OC 7.2/7.3/8, Anbt 8 CI1, AnbT Pabouas craHums 10, Anbt Cepsep 10, Simply Linux, AlterOS, CentOS 7/8/9,
CuuresM Knunent, OC POCA KOBAJIbT/XPOM/®PELL: jcpkcs11-2 (EamHas bubnunorteka), jacartauc (EAMHBIN
KnueHT), jcsecurbio (Moaynb noanepxku buometpum).

Ubuntu 16/18/20/22/24, Debian 9/10/11/12, OCHoBa, Ctpeneu, Linux Mint 21: jcpkcs11-2 (EanHas
bubnuoteka), jacartauc (EanHbIM KnuneHr), jcsecurbio (Moaynb noaaepxku buomeTtpun).

EMUAC OC 1.0: jcpkes11-2 (EpnHas bubnuoteka) U jacartauc (EAuHbIN KnneHT), jcsecurbio (Moaynb
noaaepXxku Guometpun).

YcraHoBKa nogaepxku obnactu cucreMHbix yeegomnenuii B OC Debian 10, 11, 12

s YCTaHOBKU NOL4AEPXKKHU 0671aCTH CUCTEMHBIX yBE’,ﬂDMﬂE’HMﬁ gnome Heobxoanmo:

® BbI[I0/IHUTb B TEPMHUHA/IE KOMAaHAY sudo apt-get install gnome-shell-extension-top-icons-
plus
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4.3.1

®  33BEPLINTL CEAHC TEKYLUEro 0/1b30BaTe/Ns KOMarAoM logout U OTKPbITE CEAHC MOBTOPHO KOMAHAOH 1ogin
o OTKPbITE LlONONHNTE IbHBIE HACTPOKKM . OTKPBITH MYHKT ‘paclumperuns (extensions)”
o BKAOYUTL NapameTp “Topicons plus”

YcTaHoBKa nopaepxku obnactu cucrteMHbix yeegomnenuii B OC CentOS 8

L5 yCTaHOBKM NOAAEPXKKM 00/1aCTH CUCTEMHBIX YBEAOMIEHMI gnome Heobxoqmmo.

® BbI[10/IHUTb B TEPMUHA/E KOMAaHAY. yum install gnome-tweaks

® BbI[I0/IHUTb B TEPMUHA/IE KOMAaHAY.: yum install gnome-shell-extension-top-icons

e 3aBEPLINTL CEIHC TEKYILErO M0/1b30BATENT KOMAaHAOM logout M OTKPbITE CEIHC MOBTOPHO KOMAaHAOH 1ogin

o OTKDbITE LlONONIHNTE IbHBIE HACTPOKKM . OTKPBITH MYHKT ‘paclumperuns (extensions)”

BK/IIOYMTB napametp “Top icons”

MapameTpbl AN YCT3HOBKN NPOrpaMMbl B PEKMME KOMAHAHOM CTPOKM

Mpu ycTaHOBKE NPOrpaMMbl B pEXMME KOMaHAHOM CTPOKM CyLLEeCTBYET BO3MOXHOCTb 334aBaTbh 0cobble
napametpbl 10 "EguHbin KnueHT JaCarta” u ux 3HaueHus.

[ng 3apaHng napaMeTpoB HEOBXOAMMO MCMNONb30BATb APrYMEHTbl bash CKpunTa install.sh. Hanpumep:
./install.sh --sys tray icon visible=no --number days to pin expire=77

Cnucok napameTtpos yctaHoBku M0 "Eaunbin Knnent JaCarta” npu ero yctTaHoBKe B peXXMMe KOMaHA4HOM CTPOKM
npeacrasneH B Tabnuue (cMm. Tabnuua 7).

Tabnuya 7 - lapametpsl 415 ycraHosku 10 "Egqureni Knnert JaCarta” B pexmme KOMargHoH CTPOKu

MapaMeTp ycTaHOBKM MNapameTp B MpuHuMaeMble OnucaHwne
KOH@MUIypaLMOHHOM daiine 3HayeHus
--sys_tray_icon_visible sys-tray-icon-visible yes uav no OTob6paxaTtb 3Ha4OK
EpnHoro Knuenta JaCarta B
Tpee
--certs_expiring_warning_visible  certs-expiring-warning-visible yes uaun no OTobpaxatb unu Het

npeaynpexaeHus o6
UCTeKaloLeM Cpoke
LeNcTBUS cepTUdUKaTa

--certs_expired_warning_visible certs-expired-warning-visible  yes unu no Otobpaxatb unu Het
npeaynpexaeHus o6
UCTEKLLUEM CPOKE AeNCTBUSA
ceptudumkaTta

--number_days_to_pin_expire number-days-to-pin-expire 0-365 3a CKONbKO AHeN [0
UCTEYEHUS CPOKA AeNCTBUS
PIN-kogna cnenyet
yBeAOMUTb. [1pyn 3HaUEHUU
0 He yBegoMnaTb

--pin_expiration_as_dialog pin-expiration-warning- yes unu no BbiBOAMTL yBEAOMNEHKE 06
display-as-dialog UCTEYEHUN CPOKa AEeNCTBUS
PIN-kopa B onanorosom
OKHe

HacTpoiiku, 3aaaHHble Npu yCTaHOBKE, AEMCTBYIOT Ha Bcex nonb3osatenein OC.

HacTporiku, 3apaHHble Npy yCTaHOBKE, 3aNUCHIBAOTCA B KOHGUIypaumoHHbii dann OC
/etc/xdg/AladdinRD/JCUC. conf M yepe3 EanHbin KnneHT nx MoxHo ByaeT M3MeHUTb, TONbKO ecin EanHbin
KnueHT 3anyLieH ot cynepnonb3oBaTtens (sudo\su).

AO "AnapgauH P.0.", 1995—-2025 . PykoBoactBo agMuHuctpatopa ans OC Linux Crp. 16 /95



Eamubin Knuent JaCarta

Ecnu onsa HacTpoviku 3a4aHo 3HavyeHue oTnYHoe oT yes\no unu 0-365, To AaHHas HacTpoika UTHOPUPYETCS U B
EamvHom KnueHTe octaetcs paHee 3afaHHas HaCTpoOMKa B KOHPUIrypaLMOHHOM daiine
(/etc/xdg/AladdinRD/JCUC.conf MAM /home/user name/.config/AladdinRD/JCUC.conf), imbo
3HayeHWe No YMONYAHMIO.

4.4  YCT3HOBKa NPOrpammbl B perMMe 38MKHYTOM NporpamMmHoi cpeabl Astra Linux 1.6/1.7/1.8

B Astra Linux 1.6/1.7/1.8 MOXeT MCNONb30BATLCS PEXMM 3aMKHYTOM nporpaMMHoin cpeppl (3M1C).

B 3aBMCMMOCTM OT MOMEHTA YCTAaHOBKU EnnHoro KnuenTa JaCarta - no unu nocne 3anycka 3MNC CyLlwecCcTByeT ABa
anroputMa noAroToBKKU K yCTaHOBKE NPOrpaMMHbIX CpenCTB.

A. TloaroToBka K ycTaHoBKe B cny4vae, ecnuy 3MNC 3anyuweHa B OC Astra Linux 1.6/1.7/1.8:
B OC Astra Linux 1.6/1.7/1.8:

1. BkaTanor /etc/digsig/keys NOMECTUTb BXOOAWMM B cOCTaB Anctpmnbytnea EguHbiin KnueHt JaCarta
OTKPbITBbIN (MYyB6ANYHDBIN) KNOY A0_Aladdin public.key.

2. B daiine /etc/digsig/digsig initramfs.conf YCTAaHOBUTE NapameTpbl:
DIGSIG ELF MODE=1

BBectu 1 BbINONAHUTL KOMaHAY sudo update-initramfs -u -k all

4. Tepe3arpy3utb KOMMNbHOTEP.

5. B cootBetcTBMM C pa3genom 4.3 BbINOSHUTL YCTaHOBKY EanHoro Knuenta JaCarta ¢ nomMoLLbio KOMaHAHOM
CTPOKM NyTEM 3anycka CKpMnTa install.sh.

W

B. MMoaroToBka K ycTaHOBKe B cnyuae, ecnu Tpebyetca 3anyctutb 3MC nocne ycraHoBku EanHoro Knuenta
JaCarta:

B OC Astra Linux 1.6/1.7/1.8:

1. B cootBetcTBMM C pa3genom 4.3 BbINOSHUTL YCTaHOBKY EanHoro Knuenta JaCarta ¢ nomMoLLbio KOMaHAHOM
CTPOKM MyTEM 3anycka CKpMNTa install.sh. B npouecce ycTaHOBKM OTKPbITBIA (MyOAUYHBIN) KNKOY
A0 Aladdin public.key CKOMUPYETCA B KaTanor /etc/digsig/keys

2. B daiine /etc/digsig/digsig initramfs.conf YCTAaHOBUTE NapameTpbl:
DIGSIG ELF MODE=1

3. BBectu v BbINONHUTL KOMAHAY update-initramfs -u -k all
4. Tepe3arpy3utb KOMMNbHOTEP.

4.5 YnpaBneHwe MaHAATHbIM OrpaHW4YeHneM aoctyna ana Astra Linux 1.6/1.7/1.8

[na koppekTHoi paboTol 10 EamHbii KnueHT JaCarta nog nonb3oBatensiMum ¢ HEHYNEBOM METKOM 6e30nacHOCTH
TpebyeTcst HACTPOUTb 3aMyCK CAYXKObI pcscd.

45.1 3anyck cnys6bl pcscd ¢ HeHyneBbIMM MaHAATHbIMK aTpubyTamm B Astra Linux 1.6/1.7/1.8

Hactpoutb goctyn cnyxbbl pcscd MOXHO B IBYX BapuaHTax: A4/ BCeX NO/b30BaTeNei (MeTKa «ehole») Uam gng
HEKOTOpbIX NONb30BaTenel (HAaCTPOMKa NPOUCXOAUT AN KOHKPETHbIX MAaHAATHbIX METOK).

1. [nga 3anycka cepBuca pcscd € HeHyneBow MeTkol 6e3onacHocTu (Loctyn ByaeT ang Bcex nonab3oBateneit)
HeobX0AMMO BbINOMHUTbL CNlefyoLLmMe Laru:

1.1. ¢ann /1lib/systemd/system/pcscd.service CnefyeT NpuUBECTU K BUAY
[Unit]
Description=PC/SC Smart Card Daemon

#Requires=pcscd.socket

[Service]
ExecStart=/usr/sbin/pcscd --foreground
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ExecReload=/usr/sbin/pcscd —--hotplug

CapabilitiesParsec=PARSEC CAP PRIV SOCK

[Install]
#Also=pcscd.socket

WantedBy=multi-user.target

1.2. BBECTU U BbINOSIHUTb KOMaHAbl:
sudo systemctl daemon-reload
sudo systemctl disable pcscd.socket
sudo systemctl restart pcscd.service

sudo systemctl enable pcscd.service

1.3. mocne 3anycka cepeuca pcscd MpoBEpUTb, UTO eMY NMPUCBOEHO 3HaueHue ehole. [11g 3TOro BbINOAHUTL
KoMaHay:

sudo pdp-ls -Ma /var/run/pcscd/pcscd.comm

ATpnbyTsI Qasiia pcscd. comm, JOKHbI ObITb TAKMMMU.

srw-rw-rw-m-- 1 root root VYposens 0:Huskmii:Her:ehole /var/run/pcscd/pcscd.comm
BﬁﬁKM4CﬂyUa€CﬁeayPTMﬂaﬂMTbﬁMSCdCZUnﬂ7KOMBHJOﬁZ

sudo rm -r /var/run/pcscd/pcscd.comm

n repesarpy3ntb KOMIbrOTep

2. [nga 3anycka cepBuca pcscd ¢ onpefeneHHown MeTkow 6esonacHocTu (moctyn 6yaeT Ang HeKOTOpbIX
nonb3oBaTenei) He06X0AUMO BbIMOMHUTL CEAYIOLME LWaru:

2.1. dann /1ib/systemd/system/pcscd.service cnefyet NpuBecTy K BUAY:
[Unit]

Description=PC/SC Smart Card Daemon

[Service]
ExecStart=/usr/sbin/pcscd --foreground
ExecReload=/usr/sbin/pcscd —--hotplug

PDPLabel=1:63:0

[Install]

WantedBy=multi-user.target

AO "AnapgauH P.0.", 1995—-2025 . PykoBoactBo agMuHuctpatopa ans OC Linux Crp. 18 /95



Eamubin Knuent JaCarta

PDPLabel=<YpoBeHE>:<YpPOBEHL LEeJIOCTHOCTH>:<KaTeropmm>

(DopMar METKU PDPLabel aHa/iorn4eH rpuHIToMy B cucreme PARSEC 3a UCK/IHOYEHMEM 10715 TUIA - METKH.

B 6110Kk€ Koga yKkasaH npumep C 3anyckom ciyx6bi pcscd ¢ 1-biM YpOBHEM KOH@UAECHUNATBHOCTH

2.2. BBECTM U BbINOJNHUTb KOMaHAabl:
sudo systemctl daemon-reload
sudo systemctl restart pcscd.service
sudo systemctl enable pcscd.service

sudo systemctl status pcscd.service

2.3. BbINOAHWUTbL Mepe3arpysky KoMmbloTepa.

4.6 06na3aTeNbHble Mepbl NPeAOCTOPOHKHOCTH

M3BneyeHne TOKEHA UM CMAPT-KapTbl NPY 3aNUCK UMM CYUTBIBAHUU MHDOPMaLMKM MOXET NPUBECTU K BbIXOAY
ycTpoicTBa u3 cTpos. ng obecneyeHms KOppekTHOro hyHKLUMOHMPOBaHMS TOKEHOB U CMapT-KapT, nepes
U3BNeYeHneM yCTPOMCTBA HEOOXOAUMO AOXAATHCS 3aBePLIEHNS MpoLLecca 3anucu UK CYUTbIBAHUS
nHbopMaLmu.
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5. W3mMeHeHre v yaaneHmne nporpammbl

5.1 W3MeHeHve nporpamMmsl

[ns nsmeHeHums nepeyHa yCTaHOBEHHbIX KOMIMOHEHTOB Eonubii Knuent JaCarta Heobxoamnmo BPY4YHYHO
YCTAaHOBUTb HeobXxoauMble NakeTbl C NOMOLWbK Cneayrwmx KomMaHa (B 3aBMCMMOCTU OT TUNA OC)

® dpkg --install <mma naxera>,

® vyum install <uma makera>.

5.2 YpaneHve nporpamMmbl

Ypanenune EguHoro Knuenta JaCarta BbinofHAETCS NyTEM NOCNEA0BATENbHOIO YAaeHNs NAaKeTOB CNeayoLwmnMm
KoMaHaamu (B 3aBucumoctu ot tuna 0C):

® dpkg --remove <uMa mnakerTa>,

® yum remove <mMa HaKeTa>.

AO "AnapgauH P.0.", 1995—-2025 . PykoBopacteo agmuHuctpatopa ans OC Linux Crp. 20 /95



Eamubin Knuent JaCarta

6. HacTpomnka paboTbl NporpamMmbl

P Ons HacTpoiikn EonHoro Knuenta JaCarta:

1. AxTMBMpOBaTb MYHKT "HacTpoMku' B MeHIO ObICTPOro 3anycka Wam HaxaTb KHOMKY "HacTpovkun”" B neBom
HWXXHEM Yyrny 0CHOBHOro okHa Eaunbit Knuent JaCarta. byaet otkpbiTo okHO "Hactporikun” (cm. PucyHok 1).

OCHOBHbIE OTobpaxaTs 3Ha4oK EauHOro KnveHTa JaCarta B 0bniacTu ysegomneHmit
JlorupaBanye OTobpaxaTs NpeaynpexaeHns ob UCTeKawLeM cpoke AeicTBNs cepTudukaTa
®opMaTupoBaHue
O nporpamme OTobpaxaTs NpeaynpexaeHns ob ucTekwem cpoke AeNcTBUA cepTudnKaTa
(] /Tb yBE 06 net p! u3HK PIN-KOZ1a B AWANIOrOBOM OKHE
3a CKONbKO AHEl A0 CTe4eHNA cpoka AeiicTeuA PIN-KoAa cneayeT yseaomuTs | 14 ¢ |
R - 1
AA3bIK MHTepdeiica Pycckuit v|

Pucyrok 1 - OkHo "Hactpovikm'. Bkaagka "OcHoBHbIE "

2. [lepeilTn K HY)XHOM BKNaZKe:
—  "OcHoBHble" — COAEPXMT OCHOBHbIe HacTpoliku EanHoro KnuerTa JaCarta;
—  "JlorpoBaHue" - COLepXUT HACTpOMKKM normpoeaHna EgnuHoro Knuenta JaCarta;
—  "MopmaTtupoBaHMe" — COAEPXKUT HACTPOMKK MacTepa GOPMaTUPOBaHMS 3NEKTPOHHBIX KloYeil;
— "O nporpamme" - npepocTasnseT MHbopmaumio o Bepcumn EamHoro KnuenTa JaCarta.

3. BHecTM HeobxoaMMble U3MEHEHMSI B HACTPOMKM M HaxaTb KHoMKy "OK". MI3MeHeHuMs 6yayT COXpaHeHbl, OKHO
HacTpoek ByAeT 3aKkpbiTo. [115 BbIXOAA U3 OKHA HACcTpoek 6e3 COXpaHEHUSI BHECEHHbIX M3MEHEHMI HAXaTb
KHoMKy "OTMmeHa".

6.1 Bknagka "OcCHoOBHble"

OnucaHune HacTpoek Ha Bknaake "OcHOBHbIe" NpuBeneHo B Tabauue (cMm. Tabnuua 8).

Tabnmuya 8 - Brknagka "OcHosHble". OncaHne HacTpoek
Hactpoiika Onucanme
OtobpaxaTb 3HAYOK NPUNOXKEHUS B Onpegenset, 6yaeTt M oTobpaxaTbCs 3HaYOK & B NaHenu ynpasneHus
obnactu yseLoMneHui nocne 3anycka EamnHoro Knuenta JaCarta

OTobpaxaTb npesynpexaneHue 06
MCTEKAKLLEM CPOKe AeNCTBUS
cepTudukaTa

Onpegnenset, 6yneT N1 otobpaxaTbcs NpeaynpexneHue 06 ucTekaolwem
CpOKe AeNCTBMA cepTUdmMKaTa, XpaHUMOM B MaMSTU NPUIOXKEHUS

OTobpaxaTb npesynpexaneHve 06
UCTEKLIEM CpOKe AelCcTBUS
ceptudukaTa

Onpegnensert, 6yneT M oTobpaxaTbcs npesynpexaeHne o6 UCTeKLLEM Cpoke
LefcTBUA cepTUdMKaTa, XpaHUMOM B NaMATH MPUMIOKEHUS

BbiBOAUTL yBEAOMNEeHUe 00
UCTEYEHUM BPEMEHM XMU3HM PIN-
KOAa B MaNOroBOM OKHe

Onpegnensert, bynet nu oTobpaxaTbcs yBeaomneHne 06 UcteyeHn BpeMeHn
xu3Hu PIN-kopa B ananorosom okHe (anga JaCarta PKI n JaCarta PRO)

3a CKONbKO AHEN A0 UCTeYeHuUs Onpepenser, 3a CKONbKO AHEN [0 UcTevyeHuns BpemMeHu xu3uu PIN-koaa
cpoka aevcteus PIN-kona cnenyeT  BbIBOAMTL yBesomneHue. [locTynHble 3HayeHus ot 1 fo 365 aHei. Mpu
YBELOMUTH 3Ha4yeHun pasHom O yBegOMNEHME HE BbIBOAUTCA

S13bIk MHTEpDeENca Mo3BonseT BbIGpaThb 93bIK MHTepdelica EanHoro KnvenTa JaCarta
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6.2 Bknagka "JlornposaHue"

Bknapka "JlornpoBaHue" copepxut HacTporiku normposaHusa EauHoro Knuenta JaCarta (cM. PucyHok 2).

OCHOBHble EavHbIn KnveHT JaCarta
:
®opmaTupoBaHue Cratyc |BoikJ1. v ‘

O nporpamme

v g

EavHas bubnnoteka PKCS #11

T
CraTyc iBblKl‘L v ‘

e ==

[ CoxpamaTs cobuiTus Eanrioro KnuenTa JaCarta & nor cobsimii Linux

PucyHok 2 - OkHo "Hactposikn". Bknagka Jlormposammne”

OnucaHue HacTpoek Bknaaku "JloruposaHue” npueeneHo B Tabnuue (cm. Tabnuua 9).
Tabmuya 9 - Brknasgka "Jlormposarme”. OnvcaHme HacTpoek

Hactpoitka OnucaHue

3apaet HacTponku nornposaHus EanHoro Knuenta JaCarta:
CermeHT "EauHbIi KaneHT e "Cratyc" - nng Bbibopa onumit: Beikn. / Bkn.
JaCarta” e [lone "MyTb K dainy" - ans otobpaxkeHus nytv Kk daiiny c noramu

e KHonka "0630p" - ong ykasaHus MecTa pacnonoxeHus daiina c noramm

3apaeT HacTpoiiku norupoBaHus EguHon 6ubnunotekm PKCS#11:
CermeHT "EaunHas e "Cratyc" - nng Bbibopa onuuit: Boikn. / Bkn.
6ubnmnoteka PKCS #11” e Tone "MlyTb K daitny" — Ang oTobpaxeHUs NyTH K daiiny ¢ noramu

e KHonka "0630p" - ong ykasaHus MecTa pacnonoxeHus daina c noramu

Mocne yctaHoBkM dnaxka, B or no nytu /var/log/jacartauc/jcuc_events.log 6yayt
3anucaHbl cnenyowme cobbitna EauHoro KnuenTa JaCarta:

e  3anyck u 3aBepleHue pabotsl MO "EanHbiin Knnent JaCarta”;

®naxok "CoxpaHsTb o ToAKNKOUEHME U OTK/IOYEHME TOKEHA MM CMapT-KapThi;
cobbiTnst EanMHoro Knuexta

JaCarta B nor cobbiTui
Linux" e YcnewHas uam HeycnewHas cMeHa PIN-koaa nonb3oBsatens u
aAMMHUCTPATOPa;

L] YcnewHas unum HeycnewHasd ayTeHTMCbVIKaLI,l/IFl B NpuUnoxeHue;

e (MopMaTMpOBaHWE NMPUNOXKEHHUS;

e  Pa3bnokupoBka TOKeHa.

OnucaHue cobbITUI, COXpaHseMbIX B 1or cobbiTMIA Linux, npeactaBneHo B Tabnuue (cm. Tabnuua 10).
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Tabmuya 10 — Onucanme cobbITui, COXPaHAEMbIX B 10I cOObITui Linux

YpoBeHb Koz cobbitusi OnucaHue Moapo6HocTH
[Info] Kop cobbitna: 1001 BbinonHeH 3anyck nporpammsl "EauHbiii Knuent JaCarta” Bepcus: [Homep Bepcun] Usrotoeutens: AO "Anagavi P. [."
- Owwmbka: [Kkon ownbkn] Bepcus: [Homep Bepcumn] M3rotosutens: AO "AnapamH
[Error] Kopn cobbitns: 1002 Owwbka 3anycka nporpamMmsl "EamHbiin Knuent JaCarta” P.IL" [xoA ]Bep [ p Bepeuv] as
BbinonHeHo 3aBeplieHme paboTbl nporpammbl "EanHbIA KnnenTt Owwubka: [kon ownbkn] Bepcus: [Homep Bepcum] Msrotosutens: AO "AnagauH
[Info] Kon cobbiTus: 1003 ! P P porp A Oa: koA ] Bepcusi: [Homep sepcun] Al
JaCarta P. [.
OwwnbKa KOHTPONS LeNnoCTHOCTU nporpammsl "EamHbii KnueHt Owmunbka: [kog ownbku] Bepcus: [Homep Bepcumn] U3rotosutens: AO "AnagauH
[Info] Koz coBbimus: 1004 3 KOHTPOnA U porp A bka: [koa 1 Bepeus: [Homep sepcum] AR
JaCarta P. O.
[Info] Kop cobbitna: 1005 BbinonHEHO NOAKIOYEHWE YCTPOMCTBA Mogenb, CepuitHbIt HoMep, MeTka
[Info] Kopg cobbitnsa: 1006  BbINONHEHO OTK/IKOYEHME YCTPOMCTBA Mogpenb, CepuitHblit HoMep, MeTka
Mogenb, CepuiiHblit HoMep, MeTka
BbInosHeHa nonbITKa ayTeHTUdMKALMM NONb30BaTENS B
[Info\Error] Kop cobbitna: 1007 N MoapobHocTM ayTeHTUdMKaummu: Peynbtat, Annnet, OCTaToK NOMbITOK
NpUNOXeHne [MMS NPUNOXKEHWUS] B YCTPOMCTBE
ayTeHTMduMKaunm
BbinonHeHa nonbiTka nsmeHexnusa PIN-kopa Mogenb, CepuiiHblit HoMep, MeTka
[Info\Error] Kop cobbitna: 1008  [nonb3oBaTtens/anMuHUCTPaTopa) npunoxexus [ums npunoxenuns] B MoapobHocTn nsmenenus PIN-koaa [nonb3oBatens/agMUMHUCTPATOpa]:
yCTpoWicTBE Pe3ynbtat, Annnet
Mogenb, CepuitHblii HoMep, MeTka
. . MoppobHocTn 6noknpoBkM: AnnneT
[Warning] Kopn cobbitns: 1009  3a610KMpOBaHO MPUNOXEHUE [MMS NPUNOXEHUS] B YCTPONCTBE AP P
MpuunHa GNOKMPOBKM: LOCTUXKEHWUE NPELENIbHOMO YMCIa NOCNeA0BaTENbHbIX
HeyAauHbIX NONbITOK NpeabasneHns PIN-koga nonb3osaTens
. Mogenb, CepuitHblii HoMep, MeTka
[Info] Kop cobbitns: 1010  Pa3bnoknpoBaHO NpUnoXeHUe [MMs NpUNoXeHUs] B yCTPOCTBE
MoopobHOCTM pa3biokMpoBKK: Annnet
BbinonHeHa nonbiTka popMaTUPOBaHMS MPUNOKEHUS [UMS Mogenb, CepuitHblit HoMep, MeTka
[Info\Error] Kog cobbitns: 1011 (P P P P [ A P P
NPUNOXeHus] B yCTpoOMCTBe MopapobHocTn dopmaTupoBanus: Pesynbtat, Annnet
. Heobxoaumo cMeHuTb PIN-KoA nonb3oBaTens Ans npunoXkeHus ..
[Warning] Kopn, cobbitnsa: 1020 A A Ana np Mogenb, CepuitHbIi HOMep, AnnneT
[MMsa npunoxenua]
. Cpok peinicteus PIN-koaa nonb3oBaTens ans npunoxeHus [Mms .
[Warning] Kopg cobbitna: 1020 pok A A A P [ Mogpenb, CepuitHbIn HOMep, AnnneT
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6.3 Bknapgka "®opmatuposaHue"

Bknapka "@opmaTmMpoBaHue” npegHasHaveHa Ans Bblbopa pexuma paboTbl MacTepa GopMaTUPOBAHUS
npunoxeHun (cM. PucyHok 3).

OCHOBHble BoibepyTe pexum paboTei MacTepa (hopMaTUPOBaHUA MPUIOXKEHNA, KoTopbii 6y aeT
NloruposaHue WCM0/Ib30BATLCA 10 yMOTHAHMIO

QdopMaTiposaHe @) PacLUMpeHHBbIi.

O nporpamme ®dopMaTupoBaTh Np noapobHo 3an napameTpamu.

O CTaHAapTHBIN.
DOpMaTUPOBAThL NPUIOXKEHWE NAapaMeTPaMm Mo YMONHaHMIO.

e} ®opMaTupoBaTh Mo wabnowy.
DOPMaTUPOBaTL NPUIOXKEHNE NapaMeTpamu u3 wabnoHa.

® COpocuTb HacTPoONKY.
AOns seibopa pexuMa hopMaTUPOBaHWUS MPUIOXKEHWS MPY K3XXKAOM 3anycke MacTepa.

PucyHok 3 - OkHo "Hactpovikn'. Bknagka "@opmatupoBarme”

OnucaHue HacTpoek Bknaaku "MopmMatnpoBaHue” npueeneHo B Tabnauue (cMm. Tabnumua 11).
Tabnuya 11 - Bknagka "@opmarmposanne”. OnucaHne HacTpoek

Hactpoitka OnucaHue

Mpu GopMaTUPOBAHUM NpPUNOXEHUS OyAyT MPUMEHEHbI MApaMeTpbl, 3aAaHHble

PacwmpeHHbIi
nonb3oBaTenem

Mpu dopMaTUpPOBaHUM MPUNOXKEHWS GYAYT NMPUMEHEHbI CTaHLAPTHbIE MapaMeTpbl.

CraHpapTHbIN
Aap Pexxum BbIbpaH no ymonyaHuio

Mo yMonuaHuw 6yoeT MCNONb30BaTbCs pexuM (HOPMATUPOBaHWS MO paHee

®opmatupoBaTb No WabnoHy
HaCTPOEHHOMY LWabnoHy

BblBOAMTL 3anpoc 0 Bbibope pexkuma OydeT Mpu KaKAOM 3anycke Mactepa

CObpocnTb HacTpoOiKy (hopMaTUpoBaHHs
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6.4 Bknagka "O nporpamme”

Bknapgka "O nporpamme” cogepxuT cBefeHus 06 ycTaHoBNeHHOM ak3eMnnsgpe EanHoro Knuexta JaCarta

(cM. PucyHok 4).

OCHOBHble
JNloruposaHue
DopMaTHUpoBaHue

EanHbin Knnent JaCarta

Bepcus 3.2.0 Cbopka 3502

TexHuyeckan nogaepxka:
+7 (499) 702-3968
www.aladdin-rd.ru/support/tickets/create
BHumaHue!

[laHHas NporpamMma 3alliuileHa 33KoHoM 06 aBTOPCKMX NPaBax U Mex
cor, . H socnpon W/unu pacnpocTpaHel

w/unun noboii e& YacTn BAEYET rPaXKAaHCKYH, aAMUHWUCTPATUBHYK 1
OTBETCTBEHHOCTL B COOTBETCTBUM C 33KOHOAATENLCTBOM PoCCHICKON

© 1995 - 2024, AO "AnapavH P.[1." Bce npasa 3allULLEHb!

PucyHok 4 - OkHo "Hactpovikn”. Bkaaagka "O nporpamme”

6.5 CmapT-KkapT puaep JCR: nameHeHue pexnma paboTbl

@ [na mopenei cMapT-kapT puaepoB JCR LOCTYNHO M3MEHEHWE pexxMMa paboTbl 4Ns yaydLleHus ObICTPOAENCTBHUS.
Bo3moxeH BbIGOp Mexay CTaHAAPTHBIM peXXMMOM paboTbl CMapT-KapT pUAepa, MONHOCTbI0 COOTBETCTBYOLWMM

ctanpapty I1SO 7816-3 1 yCKOPEHHbIM PEXMMOM, COAEPXKaLLMM U3MEHEHHbIE NapaMeTpbl cTaHaapTa ISO 7816-3 u

obecneynBaoLL UM NOBbILWEHHYO NPOM3BOAUTENBHOCTb CMAPT-KapT puaepa.

P Onsa usmeHeHua pexuma pabotol HE06Xx0AMMO:

1. Moaknwountb cMapT-KapT puaep JCR kK koMnbloTepy;
2. BcraButb cMapT-KkapTy B cMapT-KapT puaep JCR u 3anyctutb MO "EanHbii KnuenT JaCarta ot uMeHun
cynepnonb3oBaTens (AAMUMHUCTPATOpPa);

3. EcnuM noakntoueHo HeCKONbKO 3N1EKTPOHHBIM K/loYel, TO BbIOpaTh 3HAUOK HY>KHOTO Ktoua B 0bnactu cnesa u
nepenTn B pacLUMPEHHbIN PeXnM;

4. Bo Bknagke "MHbopMaums 0 TOKeHe" Bbl3BaTb KOHTEKCTHOE MEHIO M BbIOpaTh XenaeMblii pexxum (no
YyMON4YaHuIo BbIBpaH CTaHAapTHbIN) (cM. PucyHok 5).
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EawHbiia KnuenT JaCarta - 0O %
EavHbln Knnent JaCarta Ana“.wvm)
JCR721
JCR721
J VIH(hOPMBELMA 0 TOKEHE | PKI |FOCT‘
WHdopManna o cuMTEIBaTENE
HassaHwe Aladdin R.D. JCR 00
Homep Mogenn JCR721-0AWRN
CepuiiHIil HoMep 16A14B5F
UID MmukpokoHTpoanepa 54454E4500184004C5C100400000F7D4
BepcuA MeHePKepa NpUNoXKeH i 00.07.01.05
NaTa Nnpon3BoAcTBa 2023-01-26
WndopMaums o TokeHe
HasgaHne KonWpoeaTk BCe NapaMeTpel rocTt
Homep mopenn V| CTaHAapTHbIA
CepUiiHLIR HoMep
MoAHEIA cepuitHeli HoMep 4E43002323 YcKkopeHHein
OBWwas NaMaTe 80 Kbait
CeobofHan NaMATL 18 KbaiT (22%)
NaTa Nnpon3BoAcTBa 10-10-2022
chop MA O Npw PKI

AnnneT Laser
Wma JCR721
CeobogHan NaMATE 18502 BaiT
PIN-kof YCTaHoBNEH
NnuHa PIN-Koaa [4..186]
MaKe. KONMYeCcTBO NONBITOK BBOAE PIN-KOAE 15
OcTanoce nonelTok BBoAa PIN-kKoga 15
AnwHa PIN-Koaa agMUHWCTpaTopa [4..18]
MaKe, KONMYeCTBO NONBITOK BBOAS 15

acTpoiKu PIN-KoAa agMWHWCTpaTopa
OcTanoce NOMeITOK BBOAE

15
PIN-KOAa aAMWHUCTPaTOPa
ISR S B Cnocob ayTenTudukauymmn PIN-koA
CTaHAapTHLIR pexm

Cnocob avTeHTudukaumm ¥

PucyHok 5 - Brnagka "MH@opmaums o TokeHe'". KOHTEKCTHOE MEHIO BbIOOPA pexMa paboTsl puaepa

5. bypet otobpaxeHo MHHOPMaLUMOHHOE coobLieHne 0 HE0BXOAMMOCTH NEPENOAKNIOYUTL CMapPT-KapT puaep
NS U3MeHeHus pexxuma paboTsl (cM. PucyHok 6);
6. Haxatb kHonky "OK" ong 3akpbITMsl COOBLLEHUS.

BHumaHue!

+/ Tlepenogknio-HiTe pugep ON8 NPUMEHEHWA HAaCTPoeK

=

PucyHok 6 - MHPOpMaLnoHHoe coobLYeHNE O NEPENOAKIIOYEHN PUAEPA

Brumarmne! Bo uzbexanne BO3IHUKHOBEHMS HEMPELBUAECHHBIX OLHMOOK paboTocriocobHOCTH, HEOOX0aMMO
0653aTe/1bHO NEPENOAKNIOYUTL CMAPT-KapT pugep B USB-nopt kommbroTepa.

6.6  Aladdin SecurBIO Reader: nameHeHue Tmna 6MOMETPUYECKON CUCTEMBI CMAPT-KapT puaepa

@ [na buometpmnyeckoro cmapT-kapT puaepa Aladdin SecurBIO Reader 4oCTynHO M3MeHeHUWe TuMA
BUOMETPUUECKON CUCTEMDBI ANS NMOBbLILLEHWNS BEPOSTHOCTM CO3AaHUs BuoMeTpuyeckoro wabnoHa. Bo3moxeH
BbI6GOp MeXAy CTaHAAPTHLIM TUMOM BMOMETPUYECKON CUCTEMbI CMAPT-KapT PUAEPA U YNPOLEHHBIM PEXMMOM.

VI3MEHATL THIT OMOMETPUYECKOH CHMCTEMbI CMAapPT-KapT pugepa Aladdin SecurBIO Reader crnegyer 1o/1bKo ripu
HEO[HOKPATHOM 3aTPYAHEHUM IPU CO34aHMN BUOMETPHUYECKOIO LWAab/IOHA

P Ona usmeHeHua pexuma pabotol HE06X0AMMO:

1. TMoaknwounTb BUOMETpUYECKUiA cMapT-kapT puaep Aladdin SecurBIO Reader k komnbtoTepy.

2. BcTtaBuTb NepcoHanbHy CcMapT-KapTy B GuoMeTpuyeckuit cMapTt-kapt puaep Aladdin SecurBIO Reader u
3anyctutb MO "EamHbiii KnueHt JaCarta” oT MeHu cynepnonb3oBatens (aAMMHUCTPATopa);

3. Ecnm nopkntoyeHo HECKONbKO 3MEKTPOHHBIM KNKYeEH, TO BbIDpaTh 3HAYOK HY>KHOTO Ktova B 06nactu cnesa u
nepenTn B PacLUMPEHHbIN PeXnM;

4. Bo Bknagke "MHdbopMaLmsa 0 TOKeHe" BbI3BaTb KOHTEKCTHOE MEHIO M BbiOPaTb XKenaemblit pexmM paboTbl
H6MOMETPUYECKOM CUCTEMBI (MO YMONYAHMIO BbIBpaH CTaHAAPTHbIA pexuM) (CM. PucyHok 7);
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Eaounbii Knuent JaCarta

EawHblid KnueHT JaCarta

EauHbin Knuedt JaCarta

BIO

J WHdbopMaumra o ToKeHe | PKI/BIO |

MuchopMauma o cunuTEBaTENE
HazzaHune

Homep mogenu

CepUWiiHEIR HoMep

Aladdin R.D. JCR SecurBio 00
JCR761-0ABRP
7D291327

UID mukpokoHTponnepa
BepclA MeHe xepa npuiodeHnit
[aTa npov3eoAcTea

KonvpoBaTke BCe NapameTpel

Pexum paboTe puaepa...

WHchopMaun | cranaapTHEGI
HazsaHwne

Homep mogen

¥NpoLyeHHLIR JC303-1DR 3.0

CepUWiAHEIiA HoMmep 4SEAADGF
MoNHEIR cepUAHLIA HoMep 4E3500055119304E
Obwas NaMaTe 20 KbalT
CeobogHan namMaTe 45 KbanT (56%)
[NaTanpowssogcTea 17-11-2022
WMHchopMauua o npunoxenun PKI/BIO

AnnneT Laser

mA BIO

CeoboaHan NamATe 46570 BalT
PIM-ko g, YcTaHoBNEH
OnvHa PIN-kooa [4..18]

OTneyaTok naneya (BIO) YeTaHoeneH (BIO)
Makc. KonndecTBO NonelTok BBoda PIN-ko... 15

OcTanock NonelTok BBoAa PIN-koga w BIO PIN: 15, BIO: 15
OnuHa PIN-Koga agMUHWUCTpaTopa [4..18]

Makc, Konn4ecTBo NoNBITOK BBOAE 15

PIN-KOOa agMUHUCTpaTOpPa
OcTanock NonsITOK BEOOE
PIN-kAAa 3 AMAHACTRATARS

Hactpoikn

MepekNOYMTECA B
CTaHAEpTHBIA peEXAm

15 L

PucyHok 7 - Brnagka "MH@opmaums o TokeHe'". KOHTEKCTHOE MEHIO BbIOOPa peXMa paboTsl puaepa

5. bygnert otobpaxeHo MHGOPMALMOHHOE CoobLeHMEe 0 HEOBXOAMMOCTM NEPENOAKIOYMUTD CMAPT-KAPT puaep
NS U3MeHeHus Tuna buomeTpuueckon cuctemol (CM. PucyHok 8);
6. Haxatb kHonky "OK" ong 3akpbITMsl COOBLLEHUS.

BHumaHue!

+/ Tlepenogknio-HiTe pugep ON8 NPUMEHEHWA HAaCTPoeK

=

PucyHok 8 - MH@pOpMaLnoHHoe coobLyeHne O NePENOAKIOYEHNN PUAEPA

Brumarmne! Bo uzbexanne BO3IHUKHOBEHMS HEMPELBUAECHHBIX OLHMOOK paboTocriocobHOCTH, HEOOX0aMMO
0653aTe/1bHO NEPENOAKIOYUTL CMAPT-KapT puaep B USB-rnopTt ripu usameHeHuu tmna 6MoMeTpu4eckos
cucrempl

6.7 [lapamMeTpsbl 3anycKa

Ina NO Epmubin Knuent JaCarta focTynHo ABa napaMeTpa 3anycka:

1. -s - mapaMeTp COOTBETCTBYET 3anyCKy NONHOMYHKUMOHANbHOM Bepcumn Eannbin KnnenT JaCarta B cBepHYTOM
pexuMme. [laHHbIM napameTp npuMeHUM npu gobasnenmmn EgmHoro Knuerta JaCarta B aBTo3arpysky, 4tobbl npu
KaXkaoM 3anycke cucteMbl EauHbin KnueHt JaCarta He pa3BopayumnBancs Ha Becb 3KpaH (CM. PucyHok 9).
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6.8

6.8.1

1,

PenakTop Aapnbikos - /home/admintest/.config/autostart/jacartauc.sh.desktop* — M...

PepakTop apneikoe - /home/admi
Tun: MpunoxeHue i
HUms: JaCartauC
Wms [rul:
3Ha40K: /opt/jacar‘tauc/bin/jacar‘tauc—48.png| | Qé)
3Hau4ok [ru]:
KomaHpga: Jopt/fjacartauc/bin/fjacartauc.sh -s
Cnpaeka KonupoeaTb u3... ‘ nNa ‘ OTMeHa

Pucyrok 9 — [lobasnerme napamerpa 3arnycka

2. -1sm - mapaMeTp COOTBETCTBYeT 3anycky EauHoro Knuewta JaCarta B cTaHpaptHOM pexwume: 6e3
BO3MOXHOCTM NEPEK/IOUNTLCS B PACLUIMPEHHBIN PEXUM U U3MEHEHMS HAaCTPOEK K/IMEHTA.

Ecnm HM 0aMH M3 NnapaMeTpoB 3anycka He ucnonb3yetcs, To EguHbit Knuent JaCarta 6yanet aBToMaTnyeckm
3anycKaTbCs B PEXUME M0 YMONYAHUIO.

JaCarta SecurBIO: HacTponKa n paboTa

JaCarta SecurBIO - kntoueBon Hocutens MHbopMaumm (USB-TokeH) Co BCTPOEHHbIM CKAHEPOM OTNeYaTKOB NanbLes,
KOTOpbI/ MAEHTUYEH TOKEHY, OLHAKO KOHTPOJIb AOCTYMNA K KNHOYEBOMY HOCUTESIO YCUNEH 33 CYET BUOMETPUYECKOW
UAeHTUPUKALMM NO OTNEeYaTKy NanbLa.

JaCarta SecurBIO gaBnsetca CCID-coBMectuMbiM USB-yCTpPOWMCTBOM M COYETAaeT B OAHOM KOpnyce EMKOCTHbIN
CKaHep 0TrneyaTkoB MasbLeB, BUGPOMOTOP, CBETOAMOAbI U APYTME KOMMOHEHTSI.

B paHHOM paspene onucaHbl HacTpoiKa (perucTpauus oTneyvaTkoB Masbues, cOpOC K 3aBOACKMM HACTPOMKaM,
CMeHa pexuma broMeTpuyeckon naeHTuduKkauum u 1.40.) 1 pabota c JaCarta SecurBIO.

MNepen nepBbiM wucnonb3oBaHMeM JaCarta SecurBIO pekoMeHayetcs cMeHuTb PIN-kop agMuHucTpaTopa,
YCTAHOB/IEHHbBIV MO YMONYaHuio oT npunoxeHus BIO Manager.

PIN-kopnb! ot npunoxenuns BIO Manager ykasaHbl B Tabnuue (cm. Tabnuua 12).
Tabmuya 12 - PIN-kogbr npmnoxenns BIO Manager

Mapametp MNpunoxenune BIO Manager

PIN-kop agMuHMUCTpaTOpa NO YMONYaHUIO 1234567890
PIN-kop, nonb3oBatens no yMon4yaHuo He npefycMoTpeH

PIN-kog cbpoca K 3aBOACKMM HACTpOMKaM 0801378717

Vi3meHeHne PIN-Ko4 aAMUHNCTPATOPAa

P Ona cMeHbl PIN-kopa agMuHUCTpaTopa HeobxoAauMO:

1. TMoaknwoumnTb 3NeKTPOHHbIM Kntoy JaCarta SecurBIO k pasbemy USB komnbtoTepa, 3anyctutb 10 "EQUHbIN
Knuent JaCarta" v nepekniounTbCs B paclUMPEHHbIN PEXUM;

2. WNudopmaumns 06 3neKTpOHHOM Kitoye byaeT oTobpaXkeHa B OCHOBHOM OKHE, BbINOMHEHUS [OMONHUTENbHBIX
LeicTBuiA He TpebyeTcs. ECM NoAKIOYEHO HECKONBKO 31EKTPOHHBIX K/TKOYEN, TO BbIOPaTh 3HAYOK HY)XKHOrO
Kntoya B 06nactu cnesa;

3. Tlepentn Ha Bknagky "BIO Manager” n Haxatb kHomMKy "CMeHuTb PIN-koa" (cM. PucyHok 10);

o cmeHbl PIN-koga no ymonuauuio Ha Bkiagke "BIO Manager” otobpaxaeTcs yBegoMieHMe 0 Heo6XoaMMOCTH

cmeHbl PIN-koga AoMMHKUCTpPaTOpa NO YMOMYaHMIO.
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EQMHBIA KnueHT JaCarta —

EavHbin Knuent JaCarta Ana‘:ggun)

Bepcwa: 3.3.0.3570

JaCarta SecurBIO

‘ MH(pOPMaLWA 0 TOKEHE | FOCTl BIO Manager ‘

.

CBpoc K 2aBoackrmM (‘/}2 M3mMeRnTE
DUHECKO HacTpoMKaM $a6h kondurypaumio

% OTneyaTk % OTneYaTk
nonk308aTena BOMUHUCTPATOPS

YcraHoeneHd PIN-kopn no ymonyaHuio. PekoMeHpyeTca
Beectw PIN-kog
cMeHuTE PIN-Kog

Pucyrok 10 - Bknagka "BIO Manager”. 2nemeHr yrpasnennsa "‘Cmernts PIN-kog "

4. B otkpbiBwmMcs okHe "CMennTb PIN-Kon" BBecTv Tekywmii PIN-koa (no yMonyaHuio 1234567890), Hosbii PIN-
Ko M HaxaTb KHorky "OK" (cMm. PucyHok 11);

CMeHMTb PIN-kOf

Tekywmi PIN-kog
|escoosssse |Be 3

Hoewin PIN-kog

|sscsssssse B3
MogTeepownTe PIN-Kof
| esceeeseeel |

(0].4 OTMeHa

Pucyrok 11 — OkHo "Cmenuts PIN-kon"”

5. Tlocne 3aBepweHus npouecca cMeHbl PIN-kopa agMuHMCTpaTopa MOSIBUTCS OKHO C pe3ynbTaTOM ero
BbINONHEHUS (CM. PucyHok 12). HaxaTb kHonky "OK".

CmMeHnTb PIN-kog

+* PIN-kofg ycnewHo nsMeHeH

0K

Pucyrok 12 — OkHo "Cmenuts PIN-koa" ¢ pe3yibTarom
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6.8.2 Bsog PIN-kKoga AgmuHuctpaTopa ot BIO Manager

i ucrnonib30BaHns QYyHKUMA C PErUCTPALMEN OTINEYaTKOB [1a/1bLEB [10/1b30BATEN MU aAMUHUCTPATOPA
Heobxoanumo Beectu PIN-kog aammHucTparopa. besz ero BBoAa 3mv QyHKUMM HEGKTUBHBI (CM. PucyHok 13)!
P Nns seopa PIN-kopa agaMuHucTpaTtopa ot BIO Manager Heo6xoauMo:
1. Teperit Ha Bknaaky "BIO Manager”, HaxaTtb KHonky "Beectu PIN-kog" (cMm. PucyHok 13);

EquHbIi KnuenT JaCarta _ O

EanHbin Knmedt JaCarta Ana‘:m")

Bepcua: 3.3.0.3570

JaCarta SecurBIO

ecurBIO

| WHhOPMaLWA 0 TOKEHE | FOCTl BIO Manager |

CBpoc K 3aBOACKUM
HACTPOAKAM

BeecTu PIN-kof

Pucyrok 13 — OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

@ [o Havana agMuHucTpupoBaHua USB-TokeHa pekoMeHayeTcs cMeHuTb PIN-koa no ymonyaHuo Ha HOoBbIR PIN-
Kog (cMm. n. 6.8.1)

2. B otkpbiBlLIMMCS OKHe "AyTeHTudukaums” Beectu Tekylwmnin PIN-kog u Haxatb kHonky "OK" (cM. PucyHok 14);

AyTeHTUdKMKALKUA

BeegwTe PIN-Kog
esecscesee | &b

PucyHok 14 — OkHo "AyreHtngmkauymnsa”

3. TMocne BBopa PIN-koana kHonka "Beectn PIN-koa" nponageT n CTaHOBATCS aKTUBHbIMU KHOMKKM "OTneyaTku
nonb3oBatens” u "OTneyaTkm agMUHKUCTpaTopa”, "Pexxum 6uoMeTpuyeckon naeHTuduKaummn” (ecnm paHee
6b11M 3aperncTpMpoBaHbl OTNEeYaTKMU NanbLEeB Nonb3oBaTens), "M3aMeHuTb KoHOUrypauui” u "M3ameHutb

kavectBo PIN-kopa" (cM. PucyHok 15).
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EAWKBIA KNWeHT JaCarta _ O

Epunbin Knnent JaCarta Ana:g,qun)

Bepcwa: 3.3.0.3570

JaCarta SecurBIO

‘ WH(OPpMaLKWA 0 ToKeHE | FOCTl BIO Manager ‘

Onepauum ¢ npn

Pesim CBpoc K 3aB0OCKUM MameruTe
KXy Cerin i PIN o, % BuoMeTpueckoi HacTpOMKam KoRDUrypaumio
ngenTdukaumn

OTnedaTkn OTnedatkun -
nonb308aTens 3AMUHUCTPaTOpa

Ewsmemm K34ECTBe
PIN-Kona

Pucyrok 15 — OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

6.8.3  Perncrpayma oTnevyaTKoB NnasbLeB aagMUHUCTPATOPa

P lna po6aBneHns oTneyaTKOB NanbLeB aAMMHUCTPAaTOpa HEOB6XOAMMO:
1. epeiitn Ha Bknagky "BlIO Manager” u BBectu PIN-kog agMuHucTpaTopa (cm. n. 6.8.2);
g be3 BBoga PIN-koga AOBMMHMCTpaTopa HEBO3MOXHO 3aperncTpupoBaTh OTMEYATKM NanbLEeB.
2. Hasknagke "BIO Manager" HaxaTtb kHonky "OTneyatku agMuHucTpatopa” (cMm. PucyHok 16);

EpumHblia KnueHT JaCarta _ D

EanHbin KnuenT JaCarta Ana:gﬂnn)

Bepcwua: 3.3.0.3570

JaCarta SecurBIO

ecurBIO

| WHpopMaLms o TokeHe | FOCTl BIO Manager |

Onepaumu ¢ npu

CBpoc K 3aBOACKUM VI3MEHNTE
HacTpoikam KoHdrrypauurio

OTne4aTkn OTneqaTkn B
nonb3oBarens aAMUHWUCTpaTOpa % *

mCMEHHTh PIN-kog % cemum

IF"MSMEHMTI: Ka4ecTBO
PIN-koga

Pucyrok 16 — OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

3. bypet oTkpbiTo OKHO "Pernctpaums otneuvatkoB” (cM. PucyHok 17). B okHe "Peructpaumsa otnevartkos”
CXeMaTMYHO M300paxkeHbl 2 oTrnevatka NajoHel - neBas M npaeBas - M A4velikv Bbibopa nanbua Ans

perucTpaumu;
PeerCTan,VIﬂ oTneyaTkoe

YKaxuTe nanew An9 USMEHEHUA OTneyaTka

3aperncTpupoBaTh Saaepmmb

PucyHok 17 — OkHo "Peructpauyms otneyarkos”
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4. OtmeTtuTb dnaxkkoM BbibpaHHbIM nmanew, (cM. PucyHok 18), npu 3tomM uHamkatop Ha USB-TokeHe HauHeT
NpepbIBUCTO ropeTb (ObICTPO) KPACHbLIM LIBETOM;

¥ Peructpauus oTne4yaTkos X

Perncrpauusa otne4yaTkoB

Mpunoxure nanet| kK ckaHepy

Pucyrok 18 — OkHo "Perncrpaums orne4arkos”

5. TpunoxwuTb Nnanew K ckaHepy (aAMUHUCTPATOP);

B USB-TokeHe ncnonb3yerca EMKOCTHbIN CKaHep 0TnevYaTkoB nanbLes, NO3TOMY naney HeobxoaMMo NpUKNanbiBaTb
C HebonbLWKM ycmnuem ana bonee yeTkoro CKaHMpoBaHUA U onpeneneHna KOHTPOJIbHbIX TOYEK

6. [locne Toro, kak nanew, 6yaeT NpUAOXKeH, HAYHETCS GOPMMPOBAHME TAIOHHOrO WabnoHa oTnevyaTka nanbua,
npu 3TOM B OKHe "Pernctpaums otnevatkoB” nosiBUTCS Haanucb «LLabnoH oTneyaTka M3rotoBneH, NOAHUMUTE

naneuy (cm. PucyHok 19);

Perucrpauus otneyaTkos

IILUaﬁIIOH oTneYatka U3rotoeneH, NogHUMUTe naneul

"@ l'li

Pucyrok 19 — OkHo "Perucrpaums otne4arkos”

7. TlpunoxwuTb nanew K cKkaHepy NOBTOPHO A1S NPOBEPKU CHOPMMPOBAHHOMO 3TANIOHHOMO WAbIoHa, Npu 3TOM
uHamkaTop Ha USB-TokeHe ByaeT npepbiBUCTO ropeTb (BbICTPO) KpacHbIM LBeToM (cM. PucyHok 20);

AO "AnapgauH P.0.", 1995—-2025 . PykoBopacteo agmuHuctpatopa ans OC Linux Crp. 32 /95



Eaounbii Knuent JaCarta

+* Perucrpauus 0Tne4aTkos X

Perucrpauusa otnevyaTkos

MprnoxuTe Nanew K ckaHepy AN NPOBEPKM Luaﬁnonal

(] &
) m i

Pucyrok 20 — OkHo "Perucrpaums otne4arkos”

8. B cnyyae ycnewHon npoBepKu 3TaNIOHHOrO WabioHa NoSBMTCS OKHO "YcnewHo", HaxaTb kHonky "OK" (cm.
Pucynok 21);

YcnewHo

Pucyrok 21 — OkHo "YcnewHo"

9. [llocne 3TanoHHbIM WAbAOH Heobxogumo 3apernctpupoBaTb Ha USB-TokeHe: Ans 3TOro HaxaTb KHOMKY
"3apernctpupoBaTs” B okHe "Perucrtpaumsa otnevatkos” (cM. PucyHok 22);

Ecmm nocne @opmupoBaHus 3Taf0HHOIO WABO0Ha HaXaTe HA KHOMKY 3aKPbITHS OKHA (HE HaXUMAas KHOMKY
"S3aperncTpupoBars ), To ITa/I0HHBIN Wab/I0H OTIEYaTKa NalbLa He 3apeructpupyercs Ha USB-Tokere!

PEI'I/ICTpalJ,Vlf-l oTneyaTKkoBe

Ykaxute naneuy Ana USMEHEHUs oTrneyaTtka

[ B
@ " 7]

3aperucrpupoBatb 3aBeplnTb

Pucyrok 22 — OkHo "Perucrpaums otne4arkos”

10. MNocne peructpaumm 3TaNOHHOMO WABIOHA OTNeYaTKa NnanabLa NOSBUTCSA OKHO "YCNELWHO", HaXaTb KHOMKY
"OK" (cMm. PucyHok 23);
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YcnewHo

p .
@ OTne4atku NanbLUes 3dpeErMCTpUpoBaHbl Ha TOKEHE
k. " 4

OK

Pucyrok 23 — OkHo "YcnewHo”
11. Haxatb kHOMKY "3aBepluntb” (CM. PucyHok 24).

Peruncrtpauus oTnevyaTkoB

YkaxuTe nanew Ang U3SMeHeHUa oTnedartka

3aBeplunTb

Pucyrok 24 — OkHo "Perncrpaums orne4arkos”

6.8.4 PerncrpaymAa oTnevyaTKOB NasbLeB nosib30BaTesns

P Ons pob6asBneHns oTneyaTKoB NanbLeB NoAb30BaTens HeE06XoanMMO:
1. TMepevitn Ha Bknaaky "BIO Manager” n Beectn PIN-kon AoMuHucTpatopa (cm. n. 6.8.2);
é] bes BBoaa PIN-koaa aAMUHMCTPaToOpa HEBO3MOXHO 3aperncTpMpoBaTh OTNEYaTKM NasbLeB.

2. Ha sknagke "BIO Manager" Haxatb kHonKy "OtneyaTku nonb3oBartens” (cM. PucyHok 25);

Enunein Knuent JaCarta _ 0O

EauHbln KnneHT JaCarta Ana':gann)

Bepcwa: 3.3.0.3570

JaCarta SecurBIO

ecurBlO

| WH(opMaLms o TokeHe | FOCTl BIO Manager |

Onepauuu ¢ npu
PEMUM CBpoc K 33B0OCKNM WamernTe
m ¥ = -
CmeruT PIN-KO, % BromMeTpUYeCKOl HaCcTpoMKam KOHMMIypaumno
- OeHT e
OTneYaTkn OTneYaTkn 7 Pasbino b IP“I.’ISMEHMTI: Ka4ecTBo
NoeNb30BaTENA aAMUHNCTPaTOpa 2y | 1ETR MHECKYH PIN-kona

LeHT LMK

PucyHok 25 — OkHo Eanroro Knnenta JaCarta. Bknasgka "BIO Manager”

3. Tlocne nossuTtca okHO "Pernctpaums oTneyatkos” (cM. PucyHok 26). lMpouecc perncrpaumm oTnevyaTkos
MoJSib30BaTeNS MOJHOCTbIO aHANOMMYeH NPOLECCY perucTpaummn oTnevyaTkoB aaMMHUCTpAToOpa: CM. Nn. 6.8.3,
warm 3-10.

Ecnm nocne ¢opmupoBarus 3TaNI0HHOrO LWAab/0HA HAXATb HA KHOIMKY 3aKPbITUSI OKHA (HE HAXUMAas KHOMKY
3aperncTpupoBaTs ), To ITa/I0HHbIV WAB/I0H OTNEYAaTKa NalbLa He 3apeructpupyercs Ha USB-TokerHe!

I PE'KOME’H,ZZ}/E'TCH 3aperncTpupoBarb MUHUMYM 3 PasHbIX OTre4Yarka ridajibLeB [lons3oBaresns!
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PeI'VICTpaLWIﬂ oTrneyaTkoe

YKaxuTte nanew 419 USMEHeHUA oTneyartka

3aBepLnTL

Pucyrok 26 — OkHo "Perucrpaums otneqarkos”
6.8.5 YpganeHue 0TNeYaTKOB NanbLEeB

} Ona ynaneHna otne4aTkoB nanbues HeobxoauMo:

1. TMepevitn Ha Bknaaky "BIO Manager” n Beectn PIN-kon AoMuHuctpatopa (cm. n. 6.8.2);
g be3 BBoga PIN-koga ADMMHMCTpaTopa HEBO3MOXHO 3aperMcTpMpoBaTh OTNEYaTKM NabLEB.

2. Ha Bknagke "BIO Manager” HaxaTb kHonky "OTneuaTtku nonb3oBatens” wnau "OTnevyaTku agMmMHUCTpaTopa
(cm. PucyHok 27);

EpuHbii KnuenT JaCarta

EavHein KnueHt JaCarta Ana“,q,qnn)

Bepcwa: 3.3.0.3570

JaCarta SecurBIO

| WH(OPMaLIUSA 0 TOKEHE | FOCTl BIO Manager

Onepaumun ¢ npu

Pexum CBpoc K 3aB0ACKUM W3mMeHUTE
By Cuenuh PIN ko % BromeTputeckon @ HECTDORKAM KOHDUrYpaLvio
vaeHTUdMKaLNY

OTneYaTkM P
|% anMmec‘rpaTopal%ﬁ b C

EMSMEHMTE Ka4yecTBO

PIN-KOLa

OTneyaTku
none30BaTenA

Pucyrok 27 — OkHo Eanroro Knnenta JaCarta. Bknaaka "BIO Manager”

3. [locne nosBuTCS OKHO "Peructpaums OTMeYaTKoB', B KOTOPOM YKa3aHbl 33aperMcTpuMpoBaHHbie OTnevaTku
nanbues (cM. PucyHok 28);

Pel'VICTpaLWISI oTneyaTKkoB

YKaxuTte nanew Ana U3MeHeHUa oTneyarka

3aBepLuuTL

PucyHok 28 — OkHo "Perucrpauyms otneyarkos”
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4. [na ypaneHus oTneyaTka nanbua ybpatb dnaxok y BbiOpaHHOro nanbua. B okHe "CoobuwieHue" HaxaTtb
KHonky "[a" (cM. PucyHok 29);

CoofweHne

Bbi AEI:ICTBHTEJ'II:HO XOTUTE YAannTb oTne4YaToK?

Ja Hert

Pucyrok 29 — OkHo "Cooblyenne”

5. Haxartb kHomky "3aBepwunTb” (M. PucyHok 30) unu 3aperncTpupoBatb HOBbIM OTNEYaTok (CM. n. 6.8.3 unu

6.8.4).
Pel'VICTpaLl,I/Iﬂ oTneyaTkoe

YKaxuTe nanew Ans U3MeHeHUs oTne4vaTka

3aBepwuTs

Pucyrok 30 — OkHo "Perucrpauymns otneyatkos”

6.8.6 CMEHa pexnmMa boMeTpUYeCcKon NaeHTUOUKaLMN

g MepeknioyeHne pexnMoB 6GUMOMETpUYECKON UMAeHTUdUKALMKM obecneynmBaeT BO3MOXHOCTb  BbIKIOYEHMS
dyHKUMOHaNa buomMeTpuyeckon naeHTUGUKaLMM Npu annapaTHOM HeLOCTYMHOCTM CKaHepa OTNeYvaTkoB ManbLeB
WK NPU OTCYTCTBUM BO3MOXHOCTM BbIMOAHWUTL YCNELHY 6MOMETPUYECKYO MAEHTUDUKALMIO (HanpuMep, nanew,
NOBPEXAEH).
[ocTynHble pexuMmbl:
e BknoyeHo - pexuMm paboTbl, Npu KoTopoM Ha USB-TokeHe 3apernctpupoBaH xoTa 6bl 1 oTneyaTok nanbLa
nonb30BaTens, B pe3ynbTaTe Yero TOKEH MOAK/IYAeTCs Mocie npeaBapuTeNibHOM HuoMeTpuyeckon
naeHTUPUKaLmm;

e  OTKNIOYEHO — pexuM paboTbl, MPU KOTOPOM UTHOPUPYeTCs 6a3a 3TaNOHHbIX WABNOHOB OTNEYaTKOB MasbLa
nonb3oBaTens, B pesynbTate yero USB-TokeH nogkntovaetcs 6e3 3anpoca npeasaputenbHoON buomMmeTpuyeckom
naeHTudukaummn. USB-TokeH paboTaeTt B LlaHHOM pexuMe [0 perncTpalumm oTrnevaTkos NanbLeB Noab30BaTens.

P [na cMeHbl pexuMa Heob6xoauMo:
1. MMepevitn Ha Bknagky "BIO Manager” n BBectu PIN-kog agMuHucTpatopa (cm. n. 6.8.2);
be3 Beona PIN-koza agMMHUCTpaTOpa HEBO3MOXHO NOMEHSTh PEXUM BMOMETPUYECKON MAEHTUDUKALUK.

Ecnv  oTneyatku nanbuLeB MONb30BaTeNs He 3aperncTpupoBaHbl, TO HEBO3MOXHO WM3MEHWUTb  PEXMM
BuomMeTprUeCcKon naeHTudmKaLmu.

(Sl

2. Ha Bknagke "BIO Manager" HaxaTb KHOMKY "Pexum bruoMetpuueckon naeHtudumkaummn” (cM. PucyHok 31);
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EQVHBIfA KnueHT JaCarta —

EaunHeln KnueHt JaCarta Ana“.nﬁuu)

Bepcwa: 3.3.0.3570

JaCarta SecurBIO

| WHopMaLms 0 ToKeHe | FOCTl BIO Manager ‘

Onepauum ¢ Npu
Pexunm ChBpoc K 33aBoACKUM WamenuTs
- & =
B0 CmeninTe PIN-kon BUOMETpUYECKOH HACTRORKaM KOHOUrypauuo

VaEHTUdMKaLW K

OTNEYaTkN OTNe4aTkn 7 Pasbn BaTE EL’ISMEHMTI: Ka4ecTBO

nonb3osaTens anMUHUCTPaTOpPa 29 € eTprye PIN-koOa

LEHT m

Pucyrok 31 — OkHo Eanroro Knnenta JaCarta. Bknasgka "BIO Manager”

3. B otkpbiBweMcs okHe "PexxuM 6uomeTpuyeckon upeHTUdMKaumm” BbiOpaTb OAMH M3 [OBYX PEXMMOB
(Hanpumep, "OTkNOYEHO") M HaxaTb kHomKy "OK" (cM. PucyHok 32);

Pexum BUOMETDHHECKOR MOBHTHDMKALKK

PexunM BUoMeTpuHeckol NgeHTNNKaLWA:

O BKN4eHo
@ OTKNO4eHo

Pucyrok 32 — OkHo "Pexum 61MOMETPpMYECKOH nAaeHTU@uKaLmm "

4. Tlocne 3aBeplUEHMS NpoLECCa CMEHbI PeXMMa BMOMETpUYECKON MAEHTUPUKALMM NOSIBUTCS OKHO C NPOCbOO
0 nepenoakntoveHmun USB-TokeHa (cM. PucyHok 33). HaxaTb kHomnky "OK";

BHumaHKe!

+ T[epenogknio4YnTe YCTPOWCTED ANA NPUMEHEHWA HAacTPOEK

OK
Pucyrok 33 — OkHo "BHumarnme!”
5. Mepenopxntounts USB-ToKeEH.
Pexum 6uomeTtpuyeckoit aeHTudrKaLmm byneTt MsMeHeH.
6.8.7  V3meHeHune KoHOUrypaumm
6.8.7.1 VI3MeHeHune perkmma paboTbl BUOMETPUYECKON CUCTEMDI
@ M3meHeHneM pexnma paboTbl BUOMETPUUECKON CUCTEMbI BO3MOXHO NMOMEHSTb BEPOSTHOCTb CO3AaHMS WabnoHa.

CTaHAapTHbINM PEXUM PEKOMEHAYETCA UCMOb30BaTh [10/1b30BaTENSM, Y KOTOPbIX HEOAHOKPATHO BO3HUKAKOT
TPYAHOCTM Npy HOPMUPOBAHMM ITANIOHHOIO WaboHa.

P Nna cMeHbl pexuma paboTbl 6UOMETPUUECKON CUCTEMbI HEOBXOAUMO:
1. Tepevitn Ha Bknaaky "BIO Manager” n BBectn PIN-kog AamMuHucTpaTopa (cm. . 6.8.2);
g be3 Beoaa PIN-kofa ALMMHUCTpATOpa HEBO3MOXHO NOMEHSTb PEXMM paboTbl BUOMETPUUECKON CUCTEMBI.

2. Ha Bknagke "BIO Manager" HaxaTb KHOMKY "M3MeHWUTb KOHPUrypaumi" (cM. PucyHok 34);
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Eguubii Knuedt JaCarta —

Egunbin Knmnent JaCarta Ana1,q,qnn)

Bepcua: 3.3.0.3570

JaCarta SecurBIO

| VHhopMaLKMsA O ToKeHe | roct | BIO Manager ‘

Onepaumnu ¢ NPUNOXKEeHWEM

Pexum CBpoc K 3aBOACKUM MaMernTE
%CmeH”Th PIN-ko % MOMETPUHEC KON E@ HacTponKam KoHDUrypauwo
WAEBHTUOKWKaUWUK
OTnevatkn OTnevaTkm P P IBATH EHSMEHWT!: Ka4ecTeo
Nonk20BaTens OMUHUCTPaTOpa 25 buomeTputeckyk PIN-koaa

OeHT BLMK

Pucyrok 34 — OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

3. B nosBuBlIEMCS OKHe "M3MeHUTb KOHGUrypauuio” BoibpaTb OOMH U3 ABYX PEXUMOB (HanpuMmep, "YcuneHHbIin
pexuM”) n HaxaTb kHonky "OK" (cM. PucyHok 35);

M3MEHWUTD KOHBMIypaLWo

PexuM paboTel BuoMeTpr4ecKoin cncTeMel:

() CranaapTHBIl pexim

@ YcuneHHbin pexim

MakKC. KONMHEeCTED NOMNBITOK
BromeTpuHecKoi OEHTUHUKE LMK hd

Bpemsa BesnencTens 4O Nepesanycka, B MUHYTax

Pucyrok 35 — OkHO "M3MeHNTb KOH@Urypaumw "

4. B okHe "KoHdurypaums nsmeHeHa" Haxatb KHonky "OK" (cM. PucyHok 36).

KoHdurypawuus nameHeHa

+ KoHpUrypauwWa M3MeHeHa YonelHo

]4

Pucyrok 36 — OkHo "KoHgurypaumns nameHeHa"

PexxnM paboTbl BUOMETPUUECKOM CUCTEMbI U3MEHUACS.
6.8.7.2 VI3MeHeHne KoNnyecTBa NonbiToOK buoMeTpuveckon ngeHTndnKaumm

P lns cMeHbl KOAMYECTBA NONBLITOK 6MOMETPUYECKON MAEHTUDMUKALNM HEOBXOANMO:
1. Tepevitn Ha Bknaaky "BIO Manager” u BBectn PIN-kog agMuHucTpaTopa (cm. n. 6.8.2);

be3 Beoaa PIN-kozna afMMHUCTpaTopa HEBO3MOXHO NOMEHSITb KOJIMYECTBO NOMbITOK BMOMETpUUecKoi

naeHTMdUKaLnn.

2. Ha Bknagke "BIO Manager" HaxaTb KHOMKY "M3MeHWUTb KOHpUrypaumio” (cM. PucyHok 34);

3. B nosBuBweMCS OkHe "MI3MeHUTb KOHUIypaumio” BBECTM MAaKCMMaNbHOE KOIMYECTBO MOMbITOK
6uomeTpmueckon uaeHTuduKaumm u Haxatb KHonky "OK" (cMm. PucyHok 37);

AO "Anapaunn P.A.", 1995—-2025r. PykoBoactBo aamuHucTpatopa ans OC Linux Crp. 38 /95



Eaounbii Knuent JaCarta

W3MEHMTE KOH(pUIypaLLMD

Pex M paboTol BuoMeTpU4ECKo CHCTEMBI:
(O CrannapTHEIl pexum

® YcunenHbiit perkim

MaKC. KOMM4ecTBO NOMNbITOK
bBuomeTprHeckoi naeHTMdUKa LN

w
A | (AP

Bpems BeznefcTens 4o Nepesanycka, B MUHYTax | 3

Pucyrok 37 — OKkHO "M3MeHNTb KOH@Urypaumwo "

4. B okHe "KoHburypauma nsmeHeHa" Haxatb kHomnky "OK" (cM. PucyHok 36).
6.8.7.3 VI3MeHeHne BpeMeHn 6e34encTBnA 40 nepe3anycka

P Ona cMeHbl BpeMeHu 6e3neiicTBMA A0 nepesanycka Heo6XoauUMO:
1. TMepevitn Ha Bknagky "BIO Manager” n Beectn PIN-kon AoMuHuctpatopa (cm. n. 6.8.2);

be3 BBoga PIN-koga AoDMMHMCTpaTopa HEBO3MOXHO NOMEHSATb KOJIMYECTBO NOMbITOK BMOMETpUYECKOM
NOEHTUDUKALMN.

2. Ha Bknapgke "BIO Manager” HaxaTb KHOMNKY "MI3MeHUTb KOHPUrypaumiw” (cM. PucyHok 34);
3. B nosBuBwEeMCS OkHe "MI3MeHUTb KOHDUrypaumio” BBECTU MAaKCUMaNbHOE KOJIMYECTBO MOMbITOK
BuoMeTpuyecKom MaeHTUDUKALMM U HaxaTb KHonky "OK" (cM. PucyHok 38);

W3MeHWTL KOHBUMIypaUuio

Pex M paboTel bromeTpudeckoil cuctems::
QO CranpaprHbil pexmum

(® YcuneHHwIR pekm

MaKc. KONWHecTBO NONbITOK
BromeTprHeckoi noeHThUKaL K v

|Bpem| besgeicTBNA [0 Nepesanycka, B MUHYTax |3 # I

PucyHok 38 — OKkHO "VI3mMeHNTb KOH@Urypaumo"

4. B okHe "KoHdurypaums nsmeHeHa" Haxatb kHonky "OK" (cM. PucyHok 36).
6.8.8 W3meHeHMe KadvectBa PIN-Koaa

P Ons cmeHbl kavectBa PIN-kona Heo6xoanmo:
1. TMepevitn Ha Bknaaky "BIO Manager” u BBectn PIN-kog AamMuHucTpaTopa (cMm. . 6.8.2);
@ be3 BBoga PIN-koga ABMUHMCTpaTopa HEBO3MOXHO NOMEHSATb PeXUM paboTbl GBUOMETPUYECKON CUCTEMDI.

2. HaBknagke "BIO Manager” HaxaTb KHOMKy "M3MeHuTb kavectBo PIN-koga” (cM. PucyHok 39);
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Egunbii KnuedT JaCarta _ 0O

EauHein KnueHTt JaCarta Ana:,q,qnn)

Bepcua: 3.3.0.3570

JaCarta SecurBIO

| WVH(OPMELIWA O TOKEHE | FOCTl BIO Manager

OnepalMmn ¢ npw
Pesim Cbpoc k 2aBoAcKUM VaMeHuTE
mCMEHW" Pib-ko BromeTpueckon @ HacTpokam KOHDUIypaLMK
naeHTUdmMKaLM
OTneqaTkm OTneqaTkm

EVHME‘HWTI: KadecTeO

~
NoNb30BATENA AOMUEMCTPaTOpE 2 PIN-kona

Pucyrok 39 — OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

3. [Nocne nosiBuTCa OKHO "MacTep nameHeHus kavectsa PIN-koga npunoxenus BIO Manager” (cM. PucyHok 40);

MacTep u3MeHeHWA KavecTsa PIN-koaa npunoxernua BIO Manager

KauyecTBo PIN-Kona
YCTaHOBWTE HAcTPOMKK Ka4ecTea PIN-koaa

MuH. gnvHa PIN-koga

w
ra
a4»

Makc. gnvHa PIN-Koga

MWH. KONMHECTED UNPOBEIX CMMBOJIOB

MWH. KONMYECTBO BYKBEHHBIX CUMBONOB

MWH. KONWMHECTBO CUMBOMOB HWAHEro perncTpa
MWH. KONWMHECTBO CUMBONIOB BEPXHErD PErncTpa

MuH. KoNu4ecTBO cney. CMMBONOB

4»

MaKc. KONM4ECTEO MOBTOPAKILWXCA CUMBOJIOB 32

NMpUuMeHUTL OTMeHa

PucyHok 40 — OkHo "Macrep namerenns kavecrsa PIN-koaa rnpunoxenns BIO Manager”

4. W3MeHWTb HacTpoiiku KadecTBa PIN-kofa xxenaembiM 06pa3oM, yuuTbiBas pekoMeHaaumm K kayectsy PIN-
KOQAQ, YKa3aHHble B HacToALeM AOKyMeHTe. HaxaTb KHonKy "TlpumMeHuTs”;

5. TMocne nossutca okHo "YctaHoeuTe PIN-koa" ang HasHavyeHus Hosoro PIN-koga agMuHucTpaTopa. YkasaTb
HoBbIM PIN-koa, noaTeepauTte ero u Haxatb KHonky "OK" (cMm. PucyHok 41);

YctaHoeuTe PIN-koQ

Hoebli PIN-kon

|eoessessee | b
MoaTeepanTte PIN-ko4,

| sosssssees) |

OK OTMeHa

PucyHok 41 — OkHo "YcraHosute PIN-kog”

6. [locne 3aBepeHns npouecca naMeHeHms kavectsa PIN-koga nosBUTCS OKHO C pe3ynbTaToM ero
BbINOAHeHUs (cM. PucyHok 42). Haxatb kHonky "OK".
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Kadecteo PIN-koaa

+/ ObHoBREHWe Ka4ecTBa W ycTaHoBKa PIN-KOAa BLINOMHEHb!.

OK

Pucyrok 42 — OkHo "Kavecrso PIN-koga”

6.8.9 WpeHtuduKauma

L15 BbINO/IHEHMS ITOrO CLUEHAPHSI HEOOXOAMMO 3aPErNCTPHUPOBATL OTIIEYATKM Na/bLEB AGMUHNUCTPATOPA (CM.
1. 6.8.3) u lNonb3oBarens (cm. n. 6.8.4)!

P Ona upeHTUdUKaLUM HEOBXOAUMO:

1. 3anyctutb Eannbii Knuent JaCarta 13 meHio "Tyck” unm ¢ naHenu 6bicTporo AocTyna;

2. TNopcoepnHutb USB-TokeH B USB-nopT koMnbtoTepa, Npu 3ToM MHAKMKaTOp Ha USB-TokeHe pomkeH Muratb
KPaCHbIM LBETOM, a Tak)Xe cpaboTaTb BUBPOMOTOP;

3. TMpunoxuTb Nanew K CKaHepy OTNeYaTKoB MasibLeB (B 3TOT MOMEHT BbIMOJIHAETCS CPaBHEHWUE 3TANIOHHOIO
wabnoHa ¢ WwabnoHOM-KaHAMAATOM);

4. Tocne ycnewHon naeHtMdbmkaumm cpabotaet BubpomoTtop n USB-TokeH 0T06pa3uTbCs B OkHe EanHoro
knuenTa JaCarta.

g B cnyuae otcyTcTBua B3aumopeiictems ¢ USB-TOKeHOM B TeyeHue YCTaHOBIEHHOIO BPEMEHU 3IMYIUPYETCS
OTK/IIOYEHME CMAPT-KapTbl, MOC/E YEero OCYLEeCTBASETCA NEPEXOL B PEXUM OXMAAHMS BUOMETpUIECKom
naeHTuduKaLmm.

Ecnu nocne ycTaHOBNIEHHOrO KONMYECTBA MOMNbITOK MAEHTUDMKALMA He npoiiaeHa, To USB-TokeH nepexoauT B
PeXMM afAMUHUCTPUPOBAHMS, BKI3AKM annieToB C Knto4eBol MHOOPMaLMEN CTAHOBATCS HEQOCTYMHbI, HA BKNAAKe
"Mindopmaumsa o TokeHe" He oTobpaxaeTcs 0 HUX MHdopmauums (cM. PucyHok 43).

EquHbIi KnuedT JaCarta

EauHeln Knnedt JaCarta

Bepcua: 3.3.0.3570

AnagawH

J WHpopmaLms o TokeHe | BIO Manager

WH(opMauma o cunTEIBaTENE

HassaHve

WH(popMaumna o TOKeHe
Ha3saHue

Homep mogenn
CepuilHbliA HoMep

0Obwan namaTe
CeobogHan namaTe
[NlaTa Npou3BOACTEA

thop HA O NpH BIO

EMoMeTpUYeckan MAeHT uhuKaLmus
PIN-kon
Makc. KonM4ecTeo NoneITok BBoAa PIN-Koga

PucyHok 43 — OkHo EguHoro Kimerta JaCarta. Bknagka "MHgopmaums o TokeHe”

6.8.10 Pa36n0KMpoBaHMe BUOMETPUYECKON MAEHTUGUKALIMM

Aladdin R.D. JaCarta 00 00

JaCarta-3 FOCT/SecurBIO
JCB46 v6.9

D8302183

114 Kbait

4194303 KbaiiT (0%)
25-09-2024

BIO Manager
3abnokupoeana
YcTaHosneH

10

Ecnu nocne yctaHoBNEHHOro KOM4YeCTBa NOMbITOK MAEHTUPMKALMA He npoiaeHa, To USB-TokeH nepexoauT B
peXuM afAMUHUCTPUPOBAHMS, BKNAKM annieToB C Kno4yeBor MHGOpMaLMei CTaHOBATCS HEQOCTYMHbI, HA BKNaAKe
"IHpopmMaums o TokeHe" He oToBpaxkaeTcs 0 HMX MHPopMaLMs (CM. PUcyHok 43).

g Mocne nepexona USB-TokeHa B peXuM agMUHUCTPUPOBAHUS BMOMETPUYECKAN UAEHTUDUKALLMS CTAHOBUTCS

HeA0CTYNHOMN.

P Nna paszbnokupoBku 6MOMETPUUECKONH UAEHTMDUKALUM HEOBXOAUMO:

1. Mepevitn Ha BKknagky "BIO Manager” n HaxaTb KHOMKY "Pa3bnoknpoBaTtb 6MOMETPUYECKYIO MAEHTUDMKALMID"

(cM. PucyHok 44);
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EauHbiin KnuedT JaCarta _

EauHblin KnneHT JaCarta Ana':,qw)

Bepcws: 3.3.0.3570

| WH(opMaLms o TokeHe | BIO Manager |

[+] MW C NpK

Chpoc K 33BOOCKUM (rrli MI3MEHNTE
YecKo HaCcTpoMKam R Kordwmrypaumic

Pa3bnokMpoBaTe
aTopa BromeTpu4ECKyK

i} EE‘HTHQWKBHWIO

PucyHok 44— OkHo Eanroro Knnenta JaCarta. Bknagka "BIO Manager”

2. B nossusluiemMcs okHe BBecTu PIN-Kop agMUHUCTpaTOPa, U, MPU HEOBXOAMMOCTH, HACTPOUTL MaKCUMaNbHOE
KONMYECTBO NOMbITOK B1uoMeTpuyeckon naeHTubukaummn. Haxats kHonky "OK" (cM. PucyHok 45);

PazbnokupoBats BUOMETPUYECKYHY WAEHTUDMKAWWD

Beegute PIN-kog
essccseee e d

Makc. KONWM4ecCTBO MONBITOK

BromeT P4 eCcKon noeHT EHKBHHH

OTMeHa

PucyHok 45— OkHo "Pa3b/o0kupoBaTs 6MOMETPUYECKYIO MACHTUPHKALMIO "

3. Tlocne 3aBepLieHmMs npouecca pa3bioKMpoBaHUs BUOMETPUUECKON MOEHTUDMKALMM NOSABUTCS OKHO C
npocbboit o nepenogkntoyeHun USB-TokeHa (cM. PucyHok 46). Haxatb kHonky "OK";

BHUMaHKe!

Pazbnoknpoeka BuoMeTpuHecKol NOEHTVIMKAL MK BEINONHEHS

YCnewHo

v

n epenoKnNoynTEe TOKeH

PucyHok 46 — OkHo "BHumaHme "

4. TNepenoakntounTb USB-TOKEH;
5. TOBTOPHO MpPONTM BUOMETPUUECKYID UAEHTUPUKALMIO.

6.8.11 CHpOC K 3aBOACKNM HACTPOMKaM

C6poc K 3aBOACKMM HAaCTPOMKaM NPUBOAMUT K yAANIEHUIO BCEX AAHHbIX U3 NaMaTn npunoxeHun BIO Manager u
PKI.

P Nna cbpoca Kk 3aBOACKUM HacTpoiikaM Heo6x0auMo:

1. TMoaKnYUTb 3NEKTPOHHbIN KntoY K pasbemy USB komnbioTepa, 3anyctutb M0 "EamHbii Knuent JaCarta” n
NepeKoYUTbCA B PACLUMPEHHDBIV PEXUM, MPU 3TOM MHAMKATOP HA TOKEHE A0MXKEH 3aropeTbCs 3e/1eHbIM
LBETOM, a Takxxe cpaboTtaTb BUOpOMOTOP;
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2. WHdopmaumsa 06 aneKTpoOHHOM Kiitove byaeT oTobpaXkeHa B OCHOBHOM OKHe, BbIMOJHEHWS JOMNONHUTENbHbIX
[nencTeuii He TpebyeTca. Ecnn noaKNtoYEHO HECKOMBKO 3N1EKTPOHHbBIX KNHOUEH, TO BbiIOpaTh 3HAYOK HY>XHOI0
Kntoya B 0bnactu cnesa;

3. lMepeitn Ha Bknagky "BIO Manager”, HaxaTtb kHonky "COpocC K 3aBOACKMM HacTpoikaM” (cM. PucyHok 47);

I B npoyecce cbpoca Kk 3aBOLCKMM HACTPOMKAM BCE AaHHBbIE U3 namati USB - TokeHa yaansarTcs.

Eguubia KnuedT JaCarta _ D

EavHbIn KnneHT JaCarta Ana:,ﬂﬁnﬂ)

Bepcua: 3.3.0.3570

JaCarta SecurBIO

| WHpopmMaums o TokeHe | FOCTl BIO Manager |

Onepauumu ¢ nNpy
- ! C5D°C>ﬂaaaoucm|v||rl 3MEHNTE
- A B = 2(C £
B CwenmTs PIN-Ko, % METpLIYE HacTpORKaM “;5 Y .
G Ornevar 7 ) Omnevar 7, Pa30n — [y e T —

BaTens ZP agmuencTpaTopa ETDUHECKYH PIN-koga

Pucyrok 47 — OkHo EgmHoro Knnenta JaCarta. Bknagka "BIO Manager”

4. B otkpbiBluEMCS OKHe "CBpocC K 3aBOACKMM HacTporikam" BBecTn PIN-kon c6poca u nocTaBuTb (iaXkok B
ctpoke "MMoaTBepxaeHue cbpoca K 3aBOACKMM HacTporkam". Haxats kHonky "OK" (cM. PucyHok 48);

PIN-kop, cbpoca Kk 3aBofckMM HacTpoiikam — 0801378717 |

CHpoc K 2aBOACKMM HACTPORKAaM

BuwmaHue! B npouecce cbpoca K 33BOACKUM HacTpoikam
BECE AaHHbIe U3 NaMATK ycTpolcTea ByayT yoaneHs

Beegwure PIN-kog cbpoca

' eseccccese | &%

MogTeep#aeHne cbpoca Kk 3aBOACKMM HaCTPoOAKaM

PucyHok 48 — OkHo "C6pOC Kk 3aBOACKMM HACTPOHKaM "

5. TMocne 3aBepweHns npouecca cbpoca K 33aBOLCKMM HACTPOMKAM MOSBUTCS OKHO C pe3ynbTaToM ero
BbINONHeHUs (cM. PucyHok 49). Haxatb kHonky "OK".

CBpocC K 23BOACKMM HACTPOMKaM

v Chpoc K 33BOACKWM HACTPONKAM BbINOAHEH YCNEWHO
MepenogKnioyYnTe YCTPORCTED ONA NPUMEHEHWA HACTPOEK

OK

PucyHok 49 — OkHo "COpOC K 3aBOACKUM HACTPONIKaM" C pe3y/ibTaToM

Ecnn B pexume aAMUHUCTPUPOBAHMUS (HAMPUMED, T0C/IE TOro Kak BbIMONHUTE MAEHTUPHUKALMIO HE YAA/OCh)
caenatb cOpoc K 3aBOLCKUM HACTPOKKAM, TO 4J15 10SBAeHUS rpuioxermns PKI Heobxoqmmo nepenoarkiodmuTs
USB-rokeH!

[Tocne copoca k 3aBOLACKUM HACTPONKaM HEOOXOAMMO BbIMOHUTL QOPMATHPOBAaHHNE ripuioxeHuns PKI!
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6.9

JaCarta WebPass. Peructpauma 3neKTPOHHOro KAoya

MNepen ucnonb3oBaHMEM 31eKTPOHHOro kntoya JaCarta WebPass Heo6xoamMMo 3aperncTpMpoBaTh €ro Ha cepeepe
ayTeHTMdUKaumm (Hanpmmep, JaCarta Authentication Server) n/unmn B cuctemax ynpaBneHus XM3HEHHbBIM LMK/IOM
3N1EeKTPOHHbIX Kto4en (Takux, kak JaCarta Management System, Token Management System, SafeNet
Authentication Manager).

Peruc TPaUNA 3/1EKTPOHHOIO K/1t04a BbINOJIHAETCA dAMUHUCTPATOPOM CEPBEPA ayTEHTM¢MK5HMM WiIn CUCTEMBbI
YIpaB/ieHUA XKU3HEHHbBIM UNK/IOM 3/1EKTPDOHHbIX Koyes

Eomubii Knuent JaCarta nossonset co3gaBaTb KOHOUIypauMoHHbIM (ann ¢ MHbopMaumen o pesynbTaTtax
MHWLUMANM3aUMM CNoTa Ha 31eKTpoHHOM Kitode JaCarta WebPass ong ero pernctpauum B cucteMax JMS/JAS.
KoHdurypaumoHHsbiit garin npeacrasnseT cobow dain ¢ paclwumpenmem *.xml/*.dat u ncnonbsyertcs ons noanepxku
paboTbl TOKeHa B cuctemax JMS/JAS.

P [ns pernctpauuu 31eKTPOHHOIO Kjalo4ya HE0B6X0AUMO:

1. [MoaknouunTb 3neKTPOHHbIN Koy JaCarta WebPass k komnbtoTepy 1 3anyctutb EguHbin Knuent JaCarta;

2. CreHepupoBatb dann ¢ pacwupeHmem *.xml / *.dat. [1ng 3Toro He06x0AMMO MHULMANM3MPOBATL CNOT C TUMOM
"OfHOpPa30BbIN Naponb’, B pesynbrarte Yero byaet co3gaH dann ¢ pacwupernmem *.xml/ *.dat (nogpobHee cMm.
nokymeHT *EamHbin Knuent JaCarta. PykoBoacTBO Mnonb3oBaTens A4S ONEPaLMOHHbIX CUMCTEM CEMENCTBA
Linux*, n. "MHMumanusaums cnota tunom "OfHOPa30BbIM Naponb");

3. 3arpy3uTb Ha cepBep ayTeHTUDUKALMUU UK B CUCTEMY YNPABNEHUS XXM3HEHHBIM LIUK/IOM 3NEKTPOHHbIX K/HOYel
(nanee - cepsep/cucTema) nonyyeHHbi dhann ¢ pacwmpeHunem *.xml / *.dat;

4. Ha cepBepe/B cucTeME BbINOHUTL PETUCTPALLMIO TOKEHA C MOMOLLbIO 3KCMOpTa dakna ¢ pacwmpeHuem *.xml/
*.dat cornacHo LOKYMEHTaLMK Ha cepBep/cucTemy;

5. Tocne perncrpaumm aneKTpOHHOO K/KOYa Ha cepBepe/B CUCTEME KITHOY MOXET 6bITb BblAAH NONb30BATENIO AJ1S
MCMO/b30BaHMs.

MpuMeyanue. Mocne perncrpaumm 31eKTPOHHOIO K/loYa Ha CepBepe/B CUCTEME, B C/lydae HeOBXOAMMOCTM BCE
CNOTbI K/TH0Ya MOTYT ObITb MHULMANM3UPOBAHbI HEOAHOKPATHOE KOMYECTBO pas. [loc/ie NOBTOPHOW MHULMANM3A LUK
CNIOTOB NPOXOAMTb NPOLIeAYPY PErMCTPaLMM KitoYa Ha cepBepe/B cUcTeMe He TpebyeTcs.
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DopMaTUPOBAHME 31EKTPOHHbIX K/to4en

Bo BpeMsa ¢popmaTMpOBaHMSA 3a4a0TCS OCHOBHbIE MapaMeTpbl paboTbl 31EeKTPOHHbIX Ktoyer. [Tocne npouecca
(hOpMaTUPOBAHMA 3NEKTPOHHBIW KAOY crefyeT nepeaaTb KOHEYHOMY MOJIb30BATENH).

Pabota Mactepa hopMaTUpOBaHMS NPUNOXKEHNUS HACTpamnBaeTcs BO Bknaake "M@opMatupoBaHue” B OKHe
HacTpoek. B naHHOM paszene onucaH npolecc npy BblbpaHHOM BapuaHTe popMaTupoBaHus — "CoOpocuthb
HacTpolky" (noapobHee cM. nogpasaen 6.3 Bknaaka "®opmMaTtupoBaHue”).

BaxHo! [pm gopmMaTupoBaHm rpuaoKeHMIt 3/1EKTPOHHBIX KIOYes 6YayT yAaNEHbl BCE AAHHbIE, XPaHALUNECS
B 11aMSTH MPUIIOKEHUS (CEPTUDHUKATBI, KITHOYH)

dopmMaTupoBaHme npunorxeHna PKI ¢ annnetom PRO

B npouecce dopmatnposanusa npunoxerus PKI c annnetom PRO 3apatoTcs HoBble 3HaueHus PIN-koaa
aaMuHucTpaTopa u PIN-koda nonb3oBaTensi C BOSMOXHOCTBIO YKa3aHUA 419 HUX HACTpOeK KayecTBa. [laHHble
MONb30BaTENS, XPaHALWMECS B NAMSATU NPUNOXKEHUS (CepTUdUKATBI M KkouK), ByayT yaaneHbl B Xxoae
dbopMaTUpoBaHMs.

P [ns noAroToBKM 3NeKTPOHHOrO Kalo4a K paboTe Heo6XxoAMMo:

1. TMoAKnYUTb 3NEKTPOHHbIM KoY K pasbemy USB komnbioTepa, 3anyctmtb MO "EamHbii Knuent JaCarta” um
NepeKkYUTbCS B PACLUIMPEHHBIN PEXUM;

2. WHdopmauus 06 aneKTpoHHOM Kntoye Bynet oTobpaxeHa B OCHOBHOM OKHE, BbIMOHEHUS [OMNONHUTENbHbIX
OencTBui He TpebyeTcs. ECnm noakNloYeHO HECKObKO 3NEKTPOHHbIX KNHOYEN, TO BbIGPATh 3HAYOK HYXKHOIO
Kntoya B 06nacTu cnesa;

3. Mepentu Ha Bknaaky "PKI" n Haxatb kHonky "®opmaTupoBaTh”. byaeT oTkpbITo OKHO "MacTtep
dopmatupoBaHus npunoxenus PKI" (cm. PucyHok 50).

MacTep GopMaTUPOBaHWUA NPUACKEHWA PKI

Cnocob (popMaTHpPOBAHNA NPUAOKEHNA

BeibepuTe cnocob opMaTUPOBaHWA NPUNOKEHWSA. Bbl MOMXETE COXPaHUTL
ceoi Belbop ANA AansHeRWEro MCNoNB30BaHMWA.

PacluMpeHHEIf.
DOpMaTUPOBATE NPUNOMKeHWe NoapobHO 3afaHHBIMKY NapaMeTpamm.

®

O CTaHAapTHEIR.
DOPMaTUPOBATE NPUIOMKEHWE NapaMeTpaMn No YMON4aHMIo.

D 3anoMHUTE Bbl60p ONA AanbHeNlero NCnonb30BaHnA

Hanee > OTMeHa

PucyHok 50 - Macrep gopmatuposarmns npunoxermns PKIl. Criocob ¢opmatmpoBarms npuaoxeHns

4. BbibpaTb cnocob GpopMaTMpOBaHKS:

—  "PacwmpeHHbIi", 4Tobbl BpY4YHYH 334aTb NapaMeTpbl 31eKTPOHHOTO K/toya B npouecce popmatupoBaHus. Lanee
NpUBELEHO OMUCAHUE NPOLELYPbl B LAHHOM PEXUME;
—  "CTaHpapTHbIA", 4TOObI HOPMATMPOBATL INEKTPOHHbIN K/KOY C NPUMEHEHUEM CTaHAAPTHLIX NapameTpos. Mpu
BbIOOpE 3TOro pexxuMa ByayT nponyLeHbl WwarM Mactepa GopMaTMPOBaHMS, ONMUCaHHbIe B N.N. 6- 12,
5. Tpwu Bbibope pacwmpeHHoro GopmMaTMpoBaHus ByaeT OTKPbITO OKHO HAacTponku napameTtpos PIN-koaa;
6. B mactepe dopmatuposaHus npunoxenus PKI HykHO 3apatb uMa npunoxenus (cM. PucyHok 51);
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MacTep GopMaTMpOBaHWA NPUAOXEHKUA PKI

0Oba3aTenbHble NapaMeTpbl
3apaiTe UMA NMPUNOMEHWA Ha TOKEHE

WMma npunoxedns

JaCarta PRO|

Hanee = OTMeHa

Pucyrok 51 - Macrep gopmarupoBarus npmunoxernns PKI. 3agaHmne metkm

7. Haxatb kHonky "Oanee". OTo6pa3untca okHO 3apaHmsa napameTtpoB PIN-koga nonb3osatens un PIN-koaa
aaMuHucTpaTopa (cm. PucyHok 52).

MacTep hopMaTMPOBAHWMA NPUNOKEHWA PKI

DOpMaTHPOBAHWE NMPHUAOXKEHNA
3afaiiTe NnapameTpol

PIN-koQ None20BaTenA

Makc. konm4ecTEO NonelTok PIN-Koga “10 # |

[[] Monbzosatens nonxeH cMeHWTs PIN-KOZ NpPWY NEPBOM UCMOML30BaHMM
PIN-Kof agMUHWCTpaTOpa

PIN-koQ aAMWHWCTpaToOpa |........ | ‘#

Makc. konu4ecTBo NoneiTok PIN-kopga |10 # |

[0 wamenwnTs ko hopmaTnposaHua

Oanee = OTMm

PucyHok 52 - Mactep @opmarnposarmus npmnoxerns PKl. 3aganne napametpos PIN-kogos nons3osarens u PIN-koaa agmmHucTparopa

[pon3BecTn HaCTpoKM NapaMeTpoB, pyKOBOACTBYACh OnNucaHveMm B Tabnuue (cm. Tabnuua 13).

Tabnuya 13 - @opmatuposarme rpunoxerns PKI. Onucanne HacTpoek

Cekuus Mone OnucaHue
PIN-kopn, MakcrManbHoe KOIM4eCcTBO HeBepHbIX
nonb3oBaTens nocnenoBaTtenbHbix NonbiTok BBoaa PIN-kopa

MakcMManbHoe KOJIMYeCTBO MOMbITOK

nonb3oBaress, Nocse KOTOPOro BO3MOXHOCTb
PIN-kona

ucnonb3oBaHug PIN-koaa nonb3oBatens byager
3abnoknpoBaHa

Ecnu dnaxok yctaHoOB/IEH, NONb30BaTENb
nomkeH 6ynet cmeHuTb PIN-kog nonb3osarens
npu NepBOM WUCMOMb30BaHWM INEKTPOHHOIO
K/itoya. B NpoTMBHOM cnyyae OH He CMOXET
NpOAOMXUTb paboTy C 3TUM 3N1EKTPOHHbIM
KJTO4OM

®naxok "Tonb3oBaTenb AOMKEH
cMeHuTb PIN-KOA npu cnepytowem
Bxoae"
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Cekums MNone OnucaHue

PIN-kopn, Ecnu dnaxok yctaHoBneH, B npouecce

aaMuHuctpatopa  ®naxok "PIN-kop aaMuHKUCTpaTopa” dopmatupoBaHus 6ynet 3apaH PIN-kog
aAMUHUCTpaTopa

Beectu 3Havenune PIN-kopa aoMuHKcTpaTopa
Nnbo oCTaBbTE 3HA4YEHME MO YMOMYaHUIO (none
aKTMBHO MPW YCTAaHOBNEHHOM (naxke
"YcranoBuTb PIN-Kop anMuHMcTpaTopa”)

PIN-koa agMuHucTpaTopa

MakcuMManbHoe KOJIMYeCTBO HEBEPHBIX
nocnenoBaTtenbHbix NonbiTok BBoaa PIN-kopa
aAMMHUCTPATOpPa, NOC/Ie KOTOPOro BO3MOXHOCTb

MakcmMManbHoe yncno nonbitok PIN-

Kona
ncnonb3oBaHus PIN-koga agMuMHUCTpaTopa
6ynet 3a610KMpoBaHa

M3MeHUTb KoY GopMaTUpPOBaHUS YCTaHOBWUTb OTMETKY, €C/IM HEOBX0AUMO

M3MEHUTb NapaMeTpbl Ktoya GopMaTMpoBaHuUS
(c™m. n. 7). Ecnn oTMeTKa He ycTaHOoBMEHa, TO
6yneT BbINOMHEH Nepexog, K n.8

8. Tpwu ycTaHoBKe dnaxka "MI3MeHUTb K4 GopMaTMpOoBaHUS” 0TOBPA3UTC OKHO, NMPUBEAEHHOE HA PUCYHKE
(cM. PucyHok 53).

MacTep hopMaTMPOBaHKMA NPUNOKEHUA PKI

DOpMaTHPOBAHWE MPUAOKEHNA
YCTaHOBWTE KMlo4 (hOPMATUPOBEHMSA U M3MEHWTE ero, ecnn 3To HeobxoguMo

Koy hopMaTUpoBaHms

(® Wcnonb30BaTL 3HAYEHNA KNKO4a (hOPMATUPOBAHWA MO YMON4EHMIO

(O Wcnonb3oBaTh yKasaHHbIA KoY GOPMATUPOBAHNA I:I

W3MeHWTb K04 (hopMaTUPOBaHUS

< Hazapg Hanee > OTmMeHa

PucyHok 53 - Macrep gopmatuposarmns npunoxernmns PKI. @opmatupoBaHne npuaoxeHms

9. BbINnonHUTL HacTpoliky. OnMcaHMe AONONHUTENbHbIX HACTpoek Ha Bknaake "MonuTtuka PIN-koga" npuBeneHo
B Tabnuue(cm. Tabnuua 14).

Tabmuya 14 - Macrep gopmarmposarns npunoxenns PKI. YcraHoBka kioya gopmatupoBamHmus

Cekums Mone Onucanue

Mcnonb3oBaTh 3HaUYEHUS KkoYa Ecnu onuus BeibpaHa, ByaeT MCNonb3oBaThCS KITHOY
Kniou $hopMaTUpPOBAHMS NO YMOMYAHUIO $hopMaTUpPOBAHMS NO YMOMYAHUIO
dbopMaTnpoBaHus .

Mcnonb30BaTh YKa3aHHbIN Koy Ecnu onuus BbiGpaHa, BO3MOXEH BBOJ, BbiIOpaHHOIro

dbopMaTMpoBaHus Kno4a GopmMaTMpoBaHUS B COOTBETCTBYHOLLEE Nose

Onuums CTaHOBUTCS AOCTYNHA ecu BbibpaH Gnaxok
Mo ymonyaHuio "M3aMeHnTb KoY hopMaTUpoBaHUA”. YCTaHABAUBAET KoY
$hopMaTUpPOBAHMS NO YMOMHYAHUIO

MN3MEHUTb KoY
$hopmMaTUpoBaHus
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Cekumsa Mone Onucanue

M3meHeHune Knova GopMaTUPOBaHKUS Ha ClydanHoe
CnyyariHbii 3Ha4yeHue Ans NpeaoTBPaLLEHMs NOCAeAYOWero LOCTyna
K QYHKUMKM HOPMATUPOBAHMS 3NEKTPOHHOTO Kto4a

70 3HaveHue YKa3blBaeTCA HOBbIN KN4 GOPMaTUPOBaHUA

MonTteepxaeHue MonTBepxaeHue HOBOrO Kio4a GopMaTUpPOBaHKS

10. Haxatb kHonky "[anee”. OTobpa3utcsa okHO HacTpoek KavectBa PIN-koga nonb3soBaTens (cM. PucyHok 54).

MacTep (opMaTMPOBaHMA NPUIOXKEHWA PKI

@opMaTUpOBaHWe NPUAOKEHWA
YCcTaHOBWTE HACTPOMKK Ka4ecTea PIN-kKopa

MwuH. gnuHa PIN-koga |6 : |
MwH. cpok aeicTeua PIN-kona |D ‘= |
Makc. cpok geicTewns PIN-kopa |D # |
MNpegynpexaeHue ob ncteseHnn PIN-Koga (oHei) |D e |
WcTopua PIN-koga |6 : |

D BKIOYUTE PacLUMPEHHEIE HACTPORKKM Ka4ecTea PIN-kKoga

< Hazapg Oanee > OTMeHa

PucyHok 54 - Macrep gopmarmupoBarms ripmunoxenns PKI. Hactporiku koHTponsa ka4ectea PIN-koaa nosb3osarensa

Mpn HEOOXOAMMOCTU U3MEHUTDL 3aAaHHbIE MO YMOMYAHUIO 3HaYeHMs HacTpoek kavecTea PIN-kona,
HeobXx0aMMO pyKOBOACTBOBATLCS OMMCaHMEM, NpuUBeAEHHbIM B Tabauue (cMm. Tabnuua 15).

[Ipu 3a8armum HoBoro PIN-koaa pekomeHayeTcs crnosb308ars OyKBbI TO/ILKO IATMHCKOro angasmnia (abc...z,
ABC...Z), ungpsi (123...0) u cneycumBons! (~!/@#...). Micrnosib3oBaHme npobena u CMMBOJIOB KUPHALIbI
Hegomnyctumo. MunumansHaa amHa PIN-koga no/sib308arens cocrasaser 6 CHMBOJIOB.

Tabnuya 15 - Hacrposiku koHTpons kaqvecrsa PIN-koga rnosnb3oBartens. OnucaHne HacTpoek

Hactpoiika Onucanue

MwuH. anvHa PIN-kopa MuHMManbHOE KONMYeCTBO CUMBOJIOB, KOTOPblE MOXHO MCNONb30BaTh B
PIN-kone

MuH. cpok pencteus PIN-kona MUWHUManbHbIN CPOK (B AHSAX), B TEYEHUE KOTOPOr0 MOXHO MCMONb30BaTh

PIN-kon nonb3oBarens

Makc. cpok gericteus PIN-kopa MakcuManbHbI CPOK (B AHAX), B TEYEHWE KOTOPOro MOXHO MCMOb30BaTh
PIN-koa nonb3oBatens

MpenynpexaeHue 06 ncreveHmm 3a CKOMbKO AHel A0 OKOHYaHMs cpoka aencteus PIN-koaa nonb3oBatens
PIN-kopa (oHe) aBTOMaTu4yecku ByaeT oTNpaBNeHO COOTBETCTBYIOLLEE YBEAOMIEHNE
Uctopusa PIN-koma Yucno ncnonb3oBaswmxcs paHee PIN-kofoB nonb3oBartens, KOTopble

Hesb3g MCNONb30BaTh NPu Ha3HavyeHun Hooro PIN-koaa nonb3osatens.
Hanpwumep, ecnn yctaHoBNEHO 3HaYeHUe «3», HEBO3MOXHO byaeT
Ha3HaumTb PIN-kop nonb3oBaTtens, coBnafalowWwmii C OAHUM U3 TPEX paHee
MCNONb30BAHHbIX
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HacTpoitka OnucaHue

®naxok "BknounTtb paclumpeHHble YcTaHoBKa Giaxkka NO3BOJSIET BbIMOMHUTL TOHKYIO HACTPOMKY KayecTsa
HacTponku kavectea PIN-kopa" PIN-kopoB nonb3osatens (cM. n. 10). Ecnn oTMeTka He yCTaHOBNEHA, TO
6yneT BbinonHeH nepexop k n. 11

11. Haxatb kHonky "danee”. OToOpa3uTCa OKHO paclMpeHHbIX HacTpoek kKavyectBa PIN-kopa nonb3oBatens
(cM. PucyHok 55).

MacTep opMaTMPOBaHWUA NPUADKEHWA PKI

@®opMaTUpPOBaHWE NMPUAOXKEHNA
YcTaHOBUTE pacllMpeHHLIe HACTPOMKKW KavecTea PIN-koaa

HYucnoesie CUMBONGI |He BaMHO !'|
CUMBOJIEI BEPXHETO PETUCTPa |He BaMHO v|
CUMBOJIEI HUPKHETO PETUCTPa |He BaMHO v|
CneuwnansHble CUMBOLI |He BaMHO !'|
MakcuMyM nocnefoBaTensHo NOBTOPAKWWNKCA CUMBONOB |255 :

< Hazapg Hanee > OTMeHa

Pucyrok 55 - Macrep gopmaruposarmns npunoxenmns PKI. PaclumpeHHbie HacTpoviku KOHTposa kavectsa PIN-koaa rnosb3oBarens

BbInonHMTb HAacTpoMKKM KOHTpons kavectea PIN-koaa nonb3oBaTensi B COOTBETCTBMM Tabnuuen
(cMm. Tabnuua 16).

Tabnmuya 16 — PaclumpeHHble HacTporiku KOHTpos1a kavectsa PIN-koaa nosb3oBarens. Onucanne Hactpoek

Hactpoiika Onucanme

Bbinagatowwmin cnMcok copepXXmT BapuaHTbl Mcnonb3oBaHus umdp B PIN-koge
rnonb3oBarens:
Yucnosble CMBObI e He BaxHO
e  3anpeuleHo
e (Ob6g3atenbHo

Bbinapatowwmii CNMCOK COQEPKUT BapUaHTbl MCMO/b30BaHUS andaBUTHBIX
CMMBO/IOB BepxHero peructpa B PIN-koae nonb3osarens:
CUMBONbI BEPXHETO peructpa e He BaxHo
e  3anpelweHo
e  0O6g3artenbHo

Bbinapatowwmii CNMCOK COQEPKUT BapUaHTbl MCMO/b30BaHUS andaBUTHBIX
CMMBO/OB HMXHero peructpa B PIN-koae nonb3osarens:
CUMBObI HUXKHErO perucTpa e He BaxHo
e 3anpeuweHo
e  0O6g3artenbHo

Bbinagatowmii CnMcok CoaepyKMT BapuaHTbl UCMONb30BaHMS CNeLManbHbiX
cumBonoB B PIN-koae nonb3osarens:
CneumanbHble CUMBOSbI e  He BaxHoO
e  3anpeuleHo
e  (Ob6g3atenbHo
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HacTpoitka Onucanue
MakcuMyM nocnenoBaTtesibHO Mcnonb3oBaHMe MayLMX NoAPAL OAMHAKOBbIX CMMBONOB. CNUCOK COAEPXKUT
NOBTOPSAIOLLMXCA CUMBOOB nosne ¢ BO3MOXHOCTbIO BbIbOpa 3Ha4YeHns n3 auanasoHa ot 0 go 255

12. Haxatb kHonky "anee”. OTob6pa3nTCs OKHO MacTepa GOpMaTUPOBAHUS NPUNOKEHUS ANS 3a43aHUS HOBOMO
PIN-kopa nonb3oBaTens. 3anonHuWTe Nons cneayowmnM o6pasom:

— B none "Hosbivi PIN-koa nonb3oBatens” BBecTM 3HayeHue HoBoro PIN-kopa. Mo yMonyaHuio Bce BBOAMMbIE CUMBOTbI
oTobparkatoTcs B Buae @ . Utobbl MPOCMOTPETL/CKPbITh BBEAEHHOE B MOJIe 3HaYeHMe HeobXoAMMO MCNONb30BaTb

KHONKY #/‘;F? ;

— B none "Moateepautb PIN-koa nonb3osatens” BeBectr PIN-kona nonb3oBaTens NoBTOPHO (CM. PucyHok 56).

MacTep GopMaTMPOBaHWA NPUAOKEHMA PKI

DOpPMaTHPOBAHWE NMPHIOXEHUA
3apaiTe PIN-KoA NoNb30BaTens

HoBbli PIN-KoQ NoNb30BaTens

oy | b

MoateepawTe PIN-Kog NnonesoeaTens

_essscccses |

< Haszap Hanee = OTMeHa

PucyHok 56 - Macrep gopmarmuposarmnsg npunoxenns PKI. 3anarne PIN-koga nosnb3osarens

13. Haxatb kHonKy "Janee”. OTobpasnTcs oKHO MacTepa GOpMaTUPOBAHUS NPUNOXKEHUS ANS NOATBEPXKLEHUS
BBeJeHHbIX HacTpoek. PekomeHayeTcs npocMoTpeTb napaMeTpbl GOPMAaTUPOBAHUS 3NEKTPOHHOMO KkoYa.
[Mpn HeOHXO0AMMOCTU BHECEHUS USMEHEHMIA B MApaMeTpbl GOpMaTUPOBAHMS HaxaTb KHOMKY "Hazan" u
BEPHYTbCS B HYXKHOE OKHO M OTpeaaKTMpOoBaTh NapaMeTpsbl (CM. PucyHok 57).

locne Haxarmg Ha KHorky "TIoATBEPAUTL " HAYHETCS NPOLECC GOPMAaTHPOBAHNS, B XO4E KOTOPOro BCE AaHHbIE
6YAYT yaaneHsl U3 IamaTH 3/1eKTPOHHOIO Koya

MacTep fopMaTUPOBaHWUA NPUNOXKeHU:A PKI

®opMaTUPOBaHWE NPUAOKEHWA

Hamae 'MoaTeepanTs' Bel NnponseegeTe OpMaTUPOBaHWE NPUNOXEHWA. B
npouecce popMaTUPOBaHUA BCe AaHHble ByayT yaaneHst.

OT4eT:

HazeaHwe 3HaveHne ~
0bme I
Wma npunoxedna JaCarta PRO

PIN-kog none3oBaTena GyneT

PIN-kog None30BaTenAa
YCTaHOBNEH

Ynpaeneuwe PIN-kogom nons3zosBatens

Makc. konn4ecTeo NnonelTok PIN-koga 10 v

< Haszap MoaTeepAnTe

PucyHok 57 - Macrep gopmarmposarms rpmnoxerns PKI. [loaTsepxaeHne HacTpoek
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14. Haxatb kHOMKy "MoaTBepamTh”. byaeT BbInOAHATLCS GOpMaTMpOBaHME NpUNOXKeHUs. Xo4 BbinoNHeHUs bynert
0TobOpaxaTbCsa B TekylleM okHe. [1o 3aBepLieHM0 popMaTUpoBaHus byanet oTobpaxeHa nHdopmauus ob
3ToM (cM. PucyHok 58).

MacTep dopmaTMpoBaHKA NnpuaoxeHun PKI

DOopMaTUpPOBaHWE MPUNOXKEHWA Ha TOKeHe
PesyneTaTel (*JODMEITMDOBEIHMﬂ NPUNOMEHWA Ha TOKEHE NEPEYMNCNEHEIl B
oTHeTe

OT4eT:

DOPMaATUPOBAHWNE NPUIOKEHWNA
+ DOPMaTMPOBAHWE NPUNCYKEHWA YCNELWHD BbINONHEHO

3aBepwnTh

PucyHok 58 - Mactep @opmarnposarmns npunoxerns PKI. Pe3yibTarsl ¢gopmarnpoBarmns

15. Haxatb KHOMKy "3aBepwunTb” 419 Bbixo4a U3 Mactepa GopMaTUpPOBaHUS.

7.2  ©®opmatuposaHue npunoxeHnAa PKI c annneTtom Laser

@ B npouecce ¢opmatupoBaHus npunoxenuss PKI ¢ annnetom Laser 3apatotcsi HoBble 3HaveHus PIN-koga
aaMuHucTpaTopa M PIN-kopa nonb3oBaTensi ¢ BO3MOXHOCTbIO YKa3aHMsi ONs HUX HACcTpoek kayecTBa. [laHHble
NMonb30BaTeNs, XpaHsWMecs B NaMATU MNpPUNOXeHUs (cepTUduKaTbl M Knouu), OyayT yaaneHsl B Xxone
dhopmaTnpoBaHms.

P [0na noaroTOBKM 3NEKTPOHHOIO KalouYa k pabote Heob6xoanmo:

1. TlopkntounTb 3NeKTPOHHBIN KoY K pasbemy USB komnbtoTepa, 3anyctutb M0 "EguHbin Knuent JaCarta” u
NepekNYUTLCS B PACLUMPEHHDBINA PEXUM;

2. WHdopmaumus 06 aneKTpoOHHOM Kntoye ByneT oTobpaxkeHa B OCHOBHOM OKHE, BbINOAHEHMS
LONOSIHUTENbHbIX AEWCTBUI He TpebyeTcs. Ecnu NoaKntoYeHO HECKONbKO 3IEKTPOHHbIX K/OYen, TO
BbIGpaTb 3HAYOK HYXXHOrO K/lto4a B 061acTu cneBa;

3. Mepentn no Bknapky "PKI" u HaxaTb kHoMKy "®opmMaTupoBaTth”. byaet oTkpbITo OKHO "MacTep
dbopMatupoBaHus npunoxenns PKI";
4. Bbibpatb pexxmuM hopMaTUpOBaHUS:

—  "PacwmpeHHblii", 4Tobbl BPYYHYIO 334aTh NapaMeTpbl 3/IEKTPOHHOMO K/toua B npouecce GopMaTMpOBaHUS.
MNMoppobHoe onucaHue npusepeHo B8 nn. 7.2.1;

—  "CTaHpapTHbINA", 4TOObI POPMATMPOBATb 3NEKTPOHHbIN K/tOY C MPUMEHEHUEM CTAHAAPTHLIX NapaMeTpoB. NNoapobHoe
onucaHue npueeneHo B nn. 7.2.2;

—  "MopmatnpoBaTb Mo WabnoHy", 4Tobbl GOpMaTUPOBATL INEKTPOHHbBIN KNHOY C 3apaHee 3a4aHHbIMU NAapaMeTpaMu.
MonpobHoe onucaHue npueeaeHo B nn. 7.2.3.

7.2.1 PacwwupeHHoe ¢opMaTnUpoBaHme

P Ona pacwupeHHoro popMaTMpoBaHMs HEOBX0AUMO:
1. ToAroToBMTb 3NEKTPOHHbIN KNtoY K paboTte (cM. nogpasgen 7.2).

2. BbibpaTtb pexxum "PacwimpeHHbii” (cM. PucyHok 59).
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MacTep ¢opMaTHROBaHWA NpUIoXeHus PKI/BIO

Cnocob ¢opMaTUpPOBaHNA NPUIOKEHUA
Buibepute cnocob (hopMaTUPOBEHWA NMPUNOKEHUA. Bbl MOMETE COXPAHUTE
¢80 Bbibop ANA fanbHeRLWEero NENoNbL30BaAHWUA,

PacluMpeHHBIA.
DOpMaTUPOBATE MPUAOMKeHWe NoApobHo 3aAaHHBIMI NapaMeT paMi.

®

CTaHA3PTHBIA.
DOpPMATUPOBATE NPUAOKEHWE NAPAMETPAMM MO YMOAHSHWIO.

@]

') DopMaTUPOBATE Mo wabnony.
DOpPMaTUPOBATE NPUAOKEHWE NapaMeTpami 13 wabnowa.

[ 3anomuuTs BLibop AnA AansHeiiluero MCNoNL30BaHMA

Danee > OTMeHa

PucyHok 59 - Mactep @opmarnposarmns npunoxerns PKI. Beibop pexyma @opmatmpoBarms

3. Haxatb kHonky "danee”. OTo6pa3nTCcs OKHO Ans BBOAA 3HAYeHW kavectBa PIN-kofa agMuHUCTpaTopa

(cm. PucyHok 60).

KauecTBo PIN-Kofa afMWHACTpaTopa
YeTaHOBWTE HacTPoMKKN KadecTea PIN-Kofa aAMUHWCTpaTopa

PaspelnTb pa3bnokMpoBKY € NCMCNL30B3HWEM MEXaHW3Ma 3anpoc-oTEET

E330BkIE HACTPOWKK

MuH. gnwHa PIN-kona | 4 : |
Makc. gnuHa PIN-koaa | 16 : |

PaClUMPEHHBIE HACTPORKN

MUH. KONIMYEETEO LIMPOBLIX CUMBONOE | 0 : |
MuH. Konn4ecTBo ByKBEHHBIX CUMBONOB |O : |
MUH. KONM4ECTEO CUMBOMOE HWKHEND perucTpa |O : |
MKH. KONM4ECTEC CUMBOMOE BEPXHErD PErucTpa |Cl : |
MUHH. KONM4ecTBO cNew. CUMBONOB | 0 : |
MaKc. KONM4eCTB0 NOBTOPAKLINXCA CUMBONOB | 16 : |

< Hasan Hanee > OTMeHa

PucyHok 60 - Mactep @opmarnpoBarmus npunoxerns PKI. Hactporika kavectBo PIN-koga aammuHucrparopa

Mpn Heob6X0AMMOCTM U3MEHWTb 3aAaHHbIE MO YMONYAHUIO 3HAYEeHMs HacTpoek kadvecTBa PIN-koza,
PYKOBOACTBYSICb OMMCAHUEM, NPUBELEHHbIM B Tabnuue (cM. Tabnuua 17).

[Ipu 3a8aHuM HOBOro PIN-koaa pekoMeHAYeTcs UCro/b30BaTh OYKBbI TOMbKO IATUHCKOro angasuta (abc...z,
ABC...Z), ungpsi (123...0) u cneycumBosiel (~1@#...). Micriosib30BaHue npobena u CMMBOJIOB KMPHULIbI
HELZonycTumo. MurHumMansHasa 4mmHa PIN-ko4a aaMuHUCTpaTopa cocTasiser 4 cumBosia
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Tabnmya 17 - Kavecrso PIN-koga agmmuHucrparopa. Onucanme napamerpos

Cekums

Mone

PaspelunTb pa3baokMpoBKy C UCMOJb30BAHUEM MEXaHM3Ma

3anpoc-oTBeT

basoBble HaCTpOMKM

PaclumpeHHble noauTuku
PIN-koaa agMuHMUCTpaTOpa

MuH. anvHa PIN-koaa

Makc. annHa PIN-kopa

MUH. KONMYECTBO LMPPOBLIX
CUMBOIOB

MUH. yncno 6yKBEHHbIX CUMBONOB

MWH. KONMYEeCTBO CMMBO/IOB
HWXHEro perncrpa

MWH. KONNMYEeCTBO CMMBOIOB
BEPXHEero perucrpa

MMUH. KONIMYeCTBO Crew,. CUMBONOB

Makc. KonmMyecTso
NMOBTOPSIOLLMXCS CUMBONOB

Onucanue

Mpwn ycTaHoBKe dnaxka nocie GopMaTMpOBaHMS
NosBNAETCS BO3MOXHOCTb pa3bioKMpoBaTh
3N1EKTPOHHbIV KNHOY B YAANEHHOM pexuMme,
MCNonb3ys MexaHu3Mm "3anpoc-oteet'. [1nga 3Toro B
none PIN-kop, agMMHMCTpaTOpa AOMKHO ObiTh
3a4aHO 3HaveHue knwoya 3DES, koTopbint bypet
BbINOMHATb QyHKUMIO PIN-koAa aaMUHMCTpaTopa.
Kntou pomkeH coctosnTb u3 8, 16 unu 24 cumeonos
ASClI

MUWHMMaIbHOE KONMYECTBO CMMBOJIOB, KOTOPbIE
MOXHO Mcnonb3oBaTth B PIN-koge

MakcuMManbHoe KoJIMYeCcTBO CMMBOJIOB, KOTOPbIE
MOXHO ucnonb3zosatb B PIN-koge

Onpegnensert, CKoNbKo LMPPOBLIX CUMBOJIOB
Heobxoaumo ncnonb3osatb B PIN-kopge

Onpegenser, CkoNbko 6YKBEHHbIX CUMBOJIOB
Heobxoaumo ncnonb3osatb B PIN-kopae

Onpegensert, CkoNbko 6YKBEHHbIX CUMBO/IOB B
HWXXHEM perncTpe Heo6xoaMMO MCMob30BaTh B
PIN-kone

Onpegpenser, CckoNbko 6YKBEHHbBIX CUMBOJIOB B
BEPXHEM pernctpe HeobxoaMMo 1CNob30BaTh B
PIN-kone

Onpepensiet, CKONMbKO cneumanbHbix (He
andaBUTHO-LUPPOBLIX) CUMBOIOB HEOBX0AUMO
ucnonb3osBaTb B PIN-koge

OnpegpenseT Y1CI0 NOBTOPSOWMXCS CUMBOJIOB B
nobom mecte PIN-kopa

4. HaxaTb kHonky "Hanee". OTobpa3nTca okHO Ang BBoAa HoBoro PIN-koaa agMuMHUCTpaTopa

(cM. PucyHok 61).
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MacTep dopMaTHpOBaHKWA NprnoxeHus PKI/BIO

MopMaTHPOBaHWE NPUAOKEHUA
3afaiiTe HacTpolikn PIN-Ko[la agMUHUCTpaTopa

HoBblil PIN-KOA aAMUHWCTPaTOPa

|esssssse | b

MNMoaTEEepAUTE PIN-KOA 3aAMWHWCTPaTopa

MaKe. KoNMHECTEO NONLITOK BBoAa PIN-kofa |15 v |

WVIMA NpUnoxeHns

JaCarta PKIBIO |

PucyHok 61 - Mactep @opmatnposarmus npmnoxenns PKIl. Hactposiku PIN-koga aammHncTparopa

Yka3zatb HOBbIM PIN-koA afiMUHKUCTpaTopa M NapameTpbl ero 610KMPOBaHMS B COOTBETCTBUM C Tabnuuei
(cm. Tabnuua 18).

Tabnmuya 18 — Hacrposikm PIN-koga aamuHucrparopa. Onvucarmne HacTpoek

Mone Onucanune

B none Heobxoanmo 3aaaTb HoBbIV PIN-koa agMuHUCcTpaTopa Ang

HoBbih PIN-k MUHUCTpPAT!
o8® N-koa aa cTpatopa npunoxenus PKI

B none Heobxoaumo BBECTM NoaTBepxaeHMe HoBoro PIN-koaa

MoateepamnTb PIN-KoA agMUHUCTpaTOpa
ATBEPA A e patop aAMMHUCTpaTopa

MakcmMManbHo L40NYyCTUMOE YMCI0O HEBEPHDbIX NOCNEeN0BaTe/IbHbIX

Makc. konuyecTBo nonbiTok BBoaa PIN-kona
nonbiTok BBoAa PIN-koaa agpMuHucTpaTopa

Nmsa TokeHa, 0T06pa)KaEMOE B rNaBHOM OkHe EanHoro KnuenTta

NMms npunoxeHus " "
P JaCarta u Ha Bknagke "ViHbopMauum o TokeHe

5. Haxatb kHonky "[anee". OTobpasutcs okHo ans BBoga HacTpoek PIN-kopa nonb3oBatens
(cM. PucyHok 62).
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MacTep $opMaTMpoBaHKA NpUoxeHus PKI/BIO

dopMaTMPOBaHWE MPUAOXKEHNA
3afaiiTe HacTpoikn PIN-Kofa Nonk3oBaTens

Twn PIN-koga ‘PIN v|

MaKe. KONM4ecTBO NONLITOK BEoAa PIN-Koaa ‘15 v

HacTpo#kW PIN-koaa

Bpemsa »unzHw PIN-koaa, OHKW |0 ¢ |

D MonezoBaTens AonxeH cMeHWTe PIN-Kog npw nepeom MCnofb20BaHnn

D MonszoeaTtens gonxed nomeHsTs PIN-kon nocne pazbnokupoekm

< Hazapg Oanee > OTmMeHa

PucyHok 62 - Macrep gopmarmposarms ripmunoxerns PKI. Hactposiku PIN-koga nosb3oBarens

Yka3atb 3HauyeHus HacTpoek PIN-koaa nonb3oBaTtens B COOTBETCTBMM C Tabnuuen (cM. Tabnmua 19).

Tabmuya 19 - Hacrposikm PIN-koga nosb3oBaress. OnucaHne HacTpoek

lpynna Hactpoiika OnucaHue
Tun PIN-koaa B0o3MOXHbI YeTbipe BapuaHTa:

e PIN - pnga ayTeHTMdMKALMM NONb30BaTENb AOMKEH BBECTH
PIN-kon nonb3osartens;

e BIO - ang ayteHTMduMKaumm nonb3oBaTenb AOMKEH NPUNOXKUTD
nanew, K CKaHepy OTrneyaTkoB MasnbLeB (TOMbKO Ang
3/1EeKTPOHHbIX KNtoyen ¢ npunoxernnem PKI/BIO);

e  PINwuam BIO - ans ayTeHTMdUKALMM NONb30BATENb AOMKEH
caenatb oaHo u3 AByx: BBecTu PIN-kop nonb3osartens unm
NPUNOXWUTb NaneL, K CKaHepy OTNeYaTKoB MNanbLes (TONbKO As
371eKTPOHHbIX Kntoyen ¢ npunoxexnueM PKI/BIO);

e PINwuBIO - ans ayteHTMdUKaLMmM nonb3oBaTesb OMKEH KaK
BBecTu PIN-kop nonb3oBatens, Tak v NPUAOXUTb Nanew K
CKaHepy OTNeYaTKoB NanbLEB (TOMbKO ANS 3NEKTPOHHBIX
Kntouer ¢ npunoxernuem PKI/BIO)

MakcuManbHoe KoIM4YeCcTBO MOoMbITOK BBO/AA MakcuManbHO [ONYCTUMOE YMCI0 HEBEPHbIX MOCNEA0BATENbHbIX
PIN-xkopa nonbiTok BBoAa PIN-koaa nonb3oBartens

Bpems xu3Hu PIN-kopa, Konuuectso fHew, CnycTs KOTOpOe NoMb30BaTeNb A0/KeH byaeT

OHU cMeHuTb PIN-Kog nonb3oBatens

Mpu ycTaHOBKe (naxka nNpy nepBoM MOAKIIOUYEHUU SNEKTPOHHOIO

Monb3oBaTenb foMmKeH Kntoya byneT npeanoxeHo cMeHuTb PIN-koa nonb3osatens. B
Hactporku PIN- nomeHatb PIN-koa npu NPOTUBHOM C/ly4ae UCMONb30BaHUE 3NEKTPOHHOrO KtoYa Ans
KoAa nepBoM BXxoae dyHKUMOHaNbHOCTK, Tpebytowen npeabsasnerus PIN-koaa

nonb30BaTend, 6y,u,eT HEBO3MOXHO

Monb3oBaTenb [OMKEH
nomeHaTb PIN-koa nocne
pa3bnoknpoBku

Mpu ycTaHoBKe dnaxka nonb3osatento HeobxoanMo ByaeT CMeHUTb
PIN-kop, nocne pa36i0KMpOBKM 31EKTPOHHOIO KITHoYa
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Mpynna Hactpoiika OnucaHue

OI'Ipe,EI,EJ'IF{ET MaKCUManbHOE KONIMYECTBO OTNEYATKOB MNaibLEB
nonb30BaTesig, KOTOpOoe MOXHO COXPaHUTb B NaMATU 3NEKTPOHHOIO

HacTtpoiiku MaKcuManbHoe knoya JaCarta (ot 1 go 10). B kaxKaoM KOHKpETHOM cyyae
6MOMeTpv|l4 KOIMYeCTBO OTNeYyaTkoB Nnonb30BaTe/lb CMOXET BblﬁpaTb, KaKoM oTrneyaTok nanbua
MCNonb30BaTh.

MwuHUManbHoe pekoMeHOyeMoe 3Ha4YeHHUe: 2

6. Haxartb kHonky "danee". OT06pa3nTCa OKHO 419 BBOAA NapameTpoB kavectsa PIN-koaa nonb3osatens

(cm. PucyHok 63).

MacTep GopMaTMpoOBaHWA NpuaoxeHus PKI/BIO

53308k HACTPOHKK

Ka4ecTsBo PIN-KOAla nonb30oBaTens
YCTa3HOBHUTE HACTPONKK Ka4ecTBa PIN-koAa Nonb30BaTENA

[0 orpanusenne pasbnokmposok | 10 : |
MuH. AnuHa PIN-Koaa |4 4 |
Make. AnnHa PIN-Koaa |16 B |
[0 wcropwa PIN-kona | = |
PacluMpeHHLIE HACTPORKKA

MUWH. KOJIMHECTBO LM(POELIX CUMEONOE |U ¢ |
MUH. KOJIMHECTBO ByKBEHHBIX CUMBONOB |l] ¢ |
MWH. KONM4ECTBO CUMBOMNOB HWKHErD PErUCTpa |l] ¢ |
MWH. KONM4ECTBO CUMBOMOB BEPXHErQ PErcTpa |0 ¢ |
MWH. KONW4ECTBO CMeL. CUMBOOB |0 ¢ |
MaKC. KONMMYECTEO NOBTOPAKLWWXCA CUMBO/OB |16 : |

< Hazapg Hdanee > OTMeHz

PucyHok 63 - Macrep gopmatuposanmns npmnoxenns PKIl. Kavecrso PIN-koga nosnb3oBaresns

Mpy He0HXO0AMMOCTU U3MEHUTE 33[aHHbIE NO YMOYAHMIO 3HAYEHUS HAcTpoek kadvecTea PIN-koaa,
PYKOBOACTBYSICb OMUCAHUEM, NPUBELEHHBIM B Tabnuue (cm. 20).

[pu 3a8aHumn HoBoro PIN-koga pekomeHAyeTcs ucrosib30B8are 6yKBbl TObKO IATUHCKOro angasuTa (abc...z,

ABC...2), yngpesi (123...0) u cneycumpons! (~/@#...). Micrions3o8aHue npobena u CUMBO/IOB KMPHII/TALBI

Hegonyctumo. MuHumansHasa a4mHa PIN-koaa nosib308arens cocrasisger 4 cumMBoaa.

Tabmuya 20 - KavecrBo PIN-koaa nosnb3oBaresns. Onucanne napamerpos

Cekuus Hactpoiika

OrpaHunyeHne pa3bioKMpoBOK

basosble
HacTpoiku PIN-

MwuH. onmuHa PIN-kona
Koaa

Makc. pavHa PIN-kona

MUctopusa PIN-kona

Onucanue

MakcrManbHoe KoMyecTBo pa3bnokMpoBOK TOKEHA NONb30BaTeNs
nocne ero 610KMpoBKU. MpU NPEBbILLEHWUM 33AAHHOTO 3HAYEHUS
pas6nokuposka PIN-kopa nonb3osatens 6yaet HEBO3MOXHaA.
Mcnonb3oBaHWe TOKEHA CTAHET BO3MOXHbIM MOC/E ero
hopMaTUpOBaHMS C yaaneHneM BCexX AaHHbIX Ha TOKEHE U
ycTaHoBKol HoBoro PIN-kofa agMUHMUCTpaTopa 1 nonb3oBaTens

MUHKMMaNbHOE KOMYECTBO CMMBOJIOB, KOTOPbIE MOXHO
ucnonb3oBaTb B PIN-koae

MaKkcuMManbHoe KOIMYeCTBO CMMBOJIOB, KOTOPbIE MOXHO
ucnonb3osatb B PIN-koge

KonunyectBo nocnegHux ucnonb3oBaHHbIX PIN-kogoB nonb3oBatens,
3Ha4Y€HUA KOTOPbIX HENb34 3a4aTb 419 HOBOro PIN-kopa
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Cekums HacTpoitka

MUH. KONIMYECTBO LUPPOBbIX
CUMMBOIOB

MUH. KONMYeCTBO BYKBEHHbIX
CMMBOIOB

MWH. KONIM4eCcTBO CUMBOJIOB

PaCLIJVIpeHHbIe HUXXHEro perncrpa

HacTpoviku PIN-
Kopa

MWH. KONNMYEeCTBO CMMBO/IOB
BEPXHEro perucrpa

MWH. Konn4yecTBo cnedu,
CMMBOJI0B

Makc. KonnuyecTso NnOBTOPOB
CMMBOJI0B

Onucanue

nonb3osartens. Hanpumep, ecnn ycTaHOBIEHO 3HaveHue "3",
HEeBO3MOXHO byaeT HasHauuTb PIN-kop nonb3oBarens,
COBMAAALWMI C OAHMM U3 TPEX NOCNELHUX UCMOb30BAHHbIX.
Lonyctumble 3HaveHus ot 1 no 10. Beoa 3HauyeHuit B none
BO3MOXKEH NOC/Ie YCTAaHOBKM COOTBETCTBYHOLLErO daxka

MuWHUManbHOE KONMYeCcTBoO LMGPPOBLIX CUMBO/IOB, HEOBX0AMMOEe ANis
ucnonb3oBaHus B PIN-kone

MuHUManbHOEe KONnYecTBo 6yKBEHHbIX CMMBO/IOB, HeobxoanMoe ans
ucnonb3oBaHus B PIN-koge

MUWHWManbHOE KOMMYeCTBO OYKBEHHbIX CUMBONOB B HUXHEM
perucTpe, Heobxoaumoe ans ucnonb3osaHus B PIN-koae

MUWHWMaNbHOE KOMYECTBO OYKBEHHbIX CUMBOJIOB B BEPXHEM
peructpe, HeobxoamMmoe anis ucnonb3oBaHus B PIN-koze

MUWHMManbHOE KOMMYeCTBO CrneumanbHbiX (He andaBuTHO-
undpoBbIX) CUMBOJIOB, HEOBX0AMMOE ANs UCNonb3oBaHus B PIN-
koae

MakcuMManbHoe KOIMYeCTBO NMOBTOPAIOLLMXCS CUMBOJOB B J1I060M
mecte PIN-koga

7. Haxartb kHonky "lanee". OTobpa3utcs okHO ans BBoaa Hoeoro PIN-koaa nonb3osatens (cMm. PucyHok 64).

MacTep hopMaTMPOBaHWA NpUNoxKeHA PKI/BIO

opMaTUPOBAHWE MPUAOKEHNA
3apakTe PIN-KoA Nonk3ceaTens

YcTaHoenTe PIN-Kog Nons30BaTENR

HoBwlit PIN-KOA NoNb30BaTENs

MoaTeepawnTe PIN-kog nonezoeaTens

PucyHok 64 - Macrep gopmarupoBarmns npmnoxerns PKl. 3aganne PIN-koaa nonb3oBaress

3anonHWTb NoNs B COOTBETCTBUM C ONMCaHUeM B Tabnuue (cm. Tabnuua 21).

Tabmuya 21 - 3ananne PIN-koaa nonb3osaresns. Onucanmne napamerpos

MNone Onmcanne

YcraHosutb PIN-koa nonb3osartens

YcTaHoBUTb BRaxok, ecnm HyxHO 3aaaTb PIN-kop nonb3oBatens Ha 3Tane
dopMaTnpoBaHus.
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Mone Onucanue

Ecnu dnaxok otcytcTsyeT, PIN-kop nonb3oBartens Bo Bpems GopMaTMpoBaHus
yCTaHOBMIEH He ByaeT — ero MoXHO ByaeT yCTaHOBUTL NO3Xe (A5 3Toro
notpebyetcs PIN-koa agMuHKUCTpaTopa)

Beectu 3HayeHune PIN-koga nonb3oBatens (,El,aHHOE none akTMBHO yCTaHOB/1IEHHOM

HoBbi PIN-koa nonb3oBaTens ) .,
dnaxke "YcraHoBuTb PIN-kof nonbsosatens”)

MopteepauTh PIN-kOL

MosTopHO BBECTM 3Ha4eHMe PIN-kona nonb3oBatens
nonb3oBaTens

8. Haxatb kHonky "anee”. OToOpa3nTCsS OKHO ANs NOATBEPXKAEHWUS YKa3aHHbIX HAacTpoek (CM. PucyHok 65).

MacTep $opMaTHpoBaHKA NpunoxeHns PKI/BIO x

DopMaTUPOBaAHWE NPUIOXKEHN
Hamae 'MoATeepAuTs' Bel NponseefeTe (GopMaTUPOBaHUE NPUNOKEHWA. B
npouecce hopMaTUPOBaHKUA Bee AaHHbIe By ayT yaaneHs!.

CoxpaHeHWe NapaMeTpoB opMaTUpoBaHnA B hain wabnoHa hopMaTUpoBaHus

MyTs Ao haina wabnoHa hopMaTUpoBaHKWA

‘jhomejadmintesthaser.ftf |

OT4eT:

HazgaHwne 3Ha4veHue -
0bwne I
WMA NpunoxeHna JaCarta PKI/BIO
PIN-KOA NONB30BaTENA PIN-KoA Nonb3oBaTens byneT ycTaHoBneH

Monutukk PIN-Kkopa agMUHKUCTpaTOopa

MuH. gnvHa PIN-koga 4
Makc. gnvHa PIN-koga 16
MuH. Konn4ecTeo 0
LUhpOBLIX CUMBONCE v

PucyHok 65 - Macrep gopmarmnposarms rpmunoxerns PKI. [loaTsepxaeHne gopmarmpoBars

MNpn noctaHoBke ranoyku "CoxpaHeHne napameTpoB GopMaTMpoBaHus B ain wabnoHa dopmaTtMpoBaHus”
BCE HACTPOWKM 13 Tabnuubl 6yayT coxpaHeHsl B daiin (*.ftf) wabnowxa. MNpo paboty ¢ wabnoHoMm cm. B n. 7.2.3.

Conepxxanme wabsaoHa QopmatupoBarus (@asn *.1tf) npuseagero B npuaoxeHun (lpnnoxenne A.
Conepxxarue 1ab/I0Ha GopMaTUPOBAHMS])
9. HaxaTtb kHonky "lNoareepanTb” Ans Havyana GopmMaTUpPOBaAHUS.

[Tocne Haxxatms kHorkm [logTBepanTs " HAYHETCS PpoLecc GopMaTMpoBarHus, B Xo4€ KoToporo Bce
AaHHble OYAYT yAANEHbI U3 IaAMITU TOKEHA

bynet npounsBoanTbCs popmaTnpoBaHue npunoxerns PKI, xoa BbinofHeHUs HGOPMATUPOBaHUS U €ro
pe3ynbTat byaeT oTobpaxkeH B GUHANBHOM OKHe MacTepa popMaTnpoBaHus (cM. PucyHok 66).

10. Haxatb KHOMKY "3aBepwmnTb” A4 BbIX04a M3 MacTepa GopMaTUpPOBaHMA.
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MacTep dopMaTMpoBaHua NpunoxeHns PKI/BIO

@opMaT

npu Ha T
PesynbTaThl JOPMATUROBAHMA NPUNOMEHWA HA TOKEHE MNepeyncieHsl B 0THeTe

P

OTyYeT:

CoxpaHeHWe napameTpoe dopMaTUpoBaHna B thain wabnoHa hopMaTupoBaHua
DOPMaTUPOBAHNE MPUICHEHUS

YeTaHoBKa PIN-Kola NONb30BaTens

vapMETMpOBBHME NPUNOXEHWA YCNELWHO BEINOMHEHO

3aBeplnTL

PucyHok 66 - Mactep @opmarnpoBarmus npmnoxerns PKI. Pe3yibTarsl gopmarnpoBarmns

7.2.2 CraHgapTHoe GpopMaTMpoBaHue

g Mocne ctaHaapTHoro dopMatMpoBaHus byaeT yctaHosneH PIN-kog no ymonuanmio - 11111111,

P Ona ctaupapTtHoro GopMaTMpPOBaHUA:

1.
2.

3.

[MoAroToBUTL 3NEKTPOHHBIN KNKOY K paboTe (cMm. noapasaen 7.2).

Bbibpatb pexxum "CraHpapTHbiin” (cM. PucyHok 67).

MacTep opMaTMpoBaHnA NpunoxeHua PKI/BIO

Cnocob hopMaTUpPOBaHWA NPUAOCXKEHWA

BuibepuTe cnocob hopMaTUPCBaHWA NPUNOKEHUS. Bbl MOXETE COXPaHUTE
cBOW BbIGDp ansa naaneﬁmeru HMCNONBE30B3HHWA.

PaclunpeHHBIRA.
DOpMaTUPOBATH NPUIOHEHWE NOAPOBHO 3a3AaHHBIMKU NapaMeTpaMi.

@]

CTaHAapTHBIA.
$opMaTMPOBaTE NPUICHKEHWE NapaMeTPaMi Mo YMON4aHuio.

®

e dopMaTUPoBaTE No WwabnoHy.
DOpMaTUPOBATE NPWIOHKEHWE NapaMeTpaMu u3 wabnowa.

D 3anoMHWTb Ehlsﬂp ans Aanbueﬁmero HCNONbL30BaHWA

Nanee > OTMEHa

PucyHok 67 - Mactep dpopmMatnpoBaHus npunoxerus PKI. Boibop pexxuma dopmaTMpoBaHus

Haxatb kHonky "[anee". OTobpa3utcsa okHO MacTepa GpopMaTMpoBaHUa Ang BBOAA 0653aTeNbHbIX
napameTpoB (cM. PucyHok 68).
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MacTep (opMaTMpOBaHNA NpUnoxeHns PKI/BIO X

0O6a3aTenbHbIE NapaMeTpbl

BeeguTe HOBBIA PIN-KOf4 aAMUHNCTPaTOPa W 33A3ATE UMA NPUAOEHWA Ha
TOKEHE

HoBblid PIN-KOJ aiMUHUCT paTopa

| 20000000 | #

MNMoaTEEepAUTE PIN-KOA 3aAMUHNCTPaTOPa

|ooeesoee |

VM NpUNoMxeHns

JaCarta PKI/BIO

PucyHok 68 - Mactep @opmarnposarmus npunoxerns PKIl. Obs3are/ibHbie napamerpsl

B okHe MacTepa GopMaTUPOBaHMS 3aMOSHUTL CleaytolmMe 06s3aTebHble NONS:

e B none "PIN-kof agMuHucTpaTopa” BBeCTM HOBOe 3HayveHue PIN-kopga agMuHucTpaTtopa. o yMonyaHuio
BCE BBOAMMbIE CUMBOJIbI OTOBPaXaTCs B BUAE @ Yro6u NpOCMOTPEeTb/CKPbITb BBEAEHHOE B None
3HaYeHMe UCMONb3yNTe KHOMKY o /52

o B none "Moarsepautb PIN-koa agMuHKUCTpaTopa” NOBTOPHO BBECTM HOBbLIM PIN-ko4 agMuHKUCTpaTOpa;

e B none "MMs NnpunoxeHus" npu HeobXxoaMMOCTM YKa3aTb HOBOE MMS 3NIEKTPOHHOIO K/4a (Hanpumep,
ums byayuiero Bnagenbua).

4. HaxaTb kKHonKy "TloaTBepauTh” Ans Hayana GopMaTUpPOBaHUS.

[Tocne Haxarus kHorikm "[logTBepanTs " HAYHETCS NPOLECC PopMaTupoBaHMs, B XO04€ KOTOPOro BCe AaHHbIE
OYAYT yAaNeHbl 13 NaMATH TOKEHA

bynet nponsBoauTbcs popMatupoBaHue npunoxeHus PKI, xon BoinonHeHWs GopMaTMpOBaHUS U ero pesynbTaTt
6yneT oTobpaxkeH B PUHANBHOM OKHe MacTepa GopmMaTUpoBaHMa (CM. PucyHok 69).

5. Haxatb KHOMKy "3aBepwunTb” 418 BbIXO4a M3 MacTepa GopMaTUPOBaAHMS.
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MacTep dopMaTMpoBaHWA NpunoxeHa PKI/BIO

@opMaTHp npu Ha Ti

PeaynbTaThl :bopmaTHpoaava MNPUNOKEHWA Ha TOKeHE NepedncneHel B
oT4yeTe

OTyeT:

PopMaTUPOBaHWE NPUNOKEHHUA
YcTaHoBka PIN-kKoga none30BaTens
+ DOPMATUPOBAHMWE NMPUNOKEHWNA YCNELWHO BEINOAHEHD

PucyHok 69 - Mactep @opmarnposarmus npmnoxerns PKI. Pe3yibTarsl ¢gopmarnpoBanms
7.2.3 ©OpMaTUPOBaHMeE MO WabIoHy
g Mcnonb3oBaHue 3apaHee HaCTpoeHHOro wabnoHa npu q)OpMaTVIpOBaHMM TOKeéHa No3BongdeTr 3Ha4YnTeNIbHO
YCKOpPUTb CaM npouecc n caoenatb e,lJ,l/IH006pa3HbIM CTUNb BbINYLWEHHbIX 3/TEKTPOHHbIX KITHOYENn.
P Ona popmaTupoBaHns no wabnoHy HEO6XOAUMO:
1. TloAroToBMTb 3MEKTPOHHbIN KNtoY K paboTe (cM. nogpasgpen 7.2).

2. BbibpaTtb pexxum "@opmatmpoBaTb no wabnoHy" (cm. PucyHok 70);

MacTep GpopMaTMposaHna npunoxeHua PKI/BIO

Cnocob ¢

BribepnTe cnocob dhopMaTUpoBaHKWA NpunoxeHns. Bel MoXeTe CoXpaHUTL
ceoi Bbibop ANA gankHeRWero NCNosb30BaHKA.

T npw
P P P

PaclUMpeHHBIA.
DopMaTUPOBaTE NpUIoKeHWe NoapobHo 3aaaHHEIMK NapaMeTpamMi.

@]

CTaHAapTHEIA.
DOpPMaTUPOBATE NPWIOHKEHWE NapaMeTPaMu Mo YMOAHaHWIo.

@]

® DopMaTUPOBaTE Mo wabnoHy.
DOpMaTUPOBATE NPWIOKEHWe NapaMeTpaMu u3 wabnowa.

[] 3anomuute eibop ans AansHeilwero ucnons3osaHms

HNanee > OTmeHa

PucyHok 70 - Macrep gopmarnpoBarmns npunoxerns PKI. Boibop pexxuma ¢opmatnpoBarHns
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3. Haxatb kHonky "Oanee”. OTo6pa3uTca okHO MacTepa GOpMaTMPOBaHMs, B KOTOPOM HEOHBXOAUMO BbIGpaTh
HeobxoaMMbIi WabnoH c noMoLbo KHonkK "0630p”, 3a4aTb MMS 31EKTPOHHOrO Kito4a B none "Mms
npunoxexus” (cM. PucyHok 71).

MacTep ¢opMaTMpOBaHMA NpuioxeHns PKI/BIO

@OpPMaTUPOBaHNE NPUACKEHNS
YraxuTe uma haina wabnoHa hopMaTupoBaHna Ans (popMaTUpoBaHIa
NpUAGKeHNsa

MyTe go danna wabnoHa hopmaTposaHms
|,fhome;‘admintest,l'L35er.ftf |

Wma npunoxeHna

|Jacarta pkiBIO |

< Hasaa Danee = OTMeHa

Pucyrok 71 - Macrep ¢opmatuposarme ripunoxeruns PKI. @opmatuposanme o wabsoHy. Beibop wabnoHa

4. HaxaTtb kHonKy "Oanee”. OTO6pasnTCa OKHO A1 NOATBEPXKAEHUS YKa3aHHbIX HAaCTpoekK (CM. PucyHok 72).

MacTep popMaTMpoBaHMA NpUaoxeHna PKI/BIO

DOpPMaTHPOBAHUE NPHACKEHWA

Hamae 'MoATeepAMT:' Bbl NponsseaeTe (hopMaTUPOBaHWE NPUNOKeHNs. B
npouecce hopMaTUPOBaHUA Bee AaHHbIe ByAyT yAaneHsl.

OTyeT:

HazsaHune 3Ha4eHue
0bwne

WMA NpUunoxeHus JaCarta PKI/BIO

IS

PIN-kof Nonb3oBaTens | PIN-kof nonb3soBaTens byneT ycTaHoBneH

MonuTukKu PIN-Koga agMUHMCTpaToOpa

MuH. gnuHa PIN-koga 4

Makc. gnuHa PIN-koga 16

MWH. Konu4ecTeo
U POBLIX CMBOAOB

MWH. KoNU4YecTBO
syKBEHHbe CAMBONOB
b

< Hazapg NogTBEpaANTE

Pucyrok 72 - Macrep gopmaruposarme ripunoxenns PKI. @opmaruposarne no wabsoHy. Hactporiku

5. Haxarb kHonky “lMoaTBepaunTh” ang Havana GopMaTMpoBaHMS.

lTocne Haxatus kHorku "[10ATBEPANTS " HAYHETCS MPOLECC POPMATHUPOBAHMS, B XOAE KOTOPOro BCE AaHHbIE
6YayT yAaNeHb! M3 NaMATU TOKEHA.

bynet npousBoauTbcs hopmatupoBaHue npunoxenus PKI, xon BbinonHeHUS GopMaTUpPOBaHUS U ero pe3ynbTaTt
bynet otobpaxeH B PUHANbHOM OKHe MacTepa GopMaTMpoBaHus (CM. PucyHok 73).
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6. HaxaTtb kHONKy "3aBepwuTb” Ans BbIxo4a M3 MacTepa GOpMaTMPOBAHMS.

MacTep hopMaTMPOBaHKA NpUACKeHKUA PKI/BIO

DopMaTHPOBaHKE MpH Ha T
PesynbTaTbl (hOPMaTUPOBaHWNA MPUNOMKEHNA Ha TOKEHE MEPEHNCIEHI B
oTyeTe

OT4eT:

DOopMaTUPOBAHMWE MPUNOHKEHUS
YcTtaHoeka PIN-koga none3oeaTens
+ POPMaTUPOBAHMWE NPUAOMKEHWA YCNELHO BEINOAHEHD

PucyHok 73 - Mactep @opmarnpoBarmns npunoxerns PKI. Pe3yibTarsl ¢gopmarnpoBarmns

7.2.4  ®OpPMAaTUPOBaHWNE C BUOMETPUYECKNMI N3PaMETPaMM

P Nna dopmaTupoBaHusa ¢ GUOMETPpMUECKMMU NapaMeTpaMu HEO6XOAUMO:
1. TloAroToBMTb 3MEKTPOHHbIN KoY K paboTe (cM. noapasnen 7.2).
2. BbinonHuTb waru 2-5 s nn. 7.2.1.

3. B okHe BBOAa Hactpoek PIN-koaa nonb3osatens B none "Tun PIN-kopa" Heob6xoauMo BbIOGpaTb OQHO U3
3HauveHun c nometkon "BIO" (cMm. PucyHok 74).

MacTep ¢opMaTMpOBaHMA NpUnoxeHna PKI/BIO

@©opMaTUPOBaHWe NMPUNOXKeHUA
3apafTe HacTpolKK PIN-KoOa Nonk30BaTENA

Twn PIN-kona PIN

Makc. konwyecTeo nonelTok eeoda PIN-koga BIO
PIN wnan BIO

HacTpoikwn PIN-koga
PIN n BIO
BpeMsa ¥U3HW PIN-KOAE, AHKU o

D MonezoBaTens AomkeH cMeHuTe PIN-kKog npn nepeoM WCNONk30BaHWKM

V]

D Mons3oeaTens gomkeH noMeHsTe PIN-kog nocne pasbnoxkuposkmn

HacTpoikn BuomeTprm

MakcnMansHOe KONM4ecTBo OTNeYaTkos |1 v

Nanee > OTMeHa

PucyHok 74 - Macrep gopmarnposarmns npunoxerns PKl/BIO. Hacrposiku PIN-koga nosnb3oBarens

AO "Anapaunn P.A.", 1995—-2025r. PykoBoactBo aamuHucTpatopa ans OC Linux Crp. 63 /95



Eaounbii Knuent JaCarta

Yka3zaTtb 3HaueHus HacTpoek PIN-koaa nonb3oBaTens B COOTBETCTBMM C Tabnuuen (Tabnuua 19).

4. B cekumn "Hactpoika 6uomMeTpmmn” 3aaaTb MakCMManbHOE KOJIMYECTBO OTNeYaTkoB. HaxaTb KHOMKY
"Nanee” (cM. PucyHok 75).

MacTep $OpMaTHpPOBaHUA NpUNoXeHns PKI/BIO

@opMaTHPOBaHHWE NPHIOXKEHNA
3apafTe HacTpoikw PIN-Koga nons30BaTens

Twn PIN-koga |PIN wnn BIO v|

Makc. konu4ecTeo Nnonemok Beoga PIN-koga |15 Y

HacTpoiiku PIN-Kofa

BpeMa #u3HW PIN-KoAa, AHW | 0 # |

[] nonbsosaTens nonkex cMeHWTE PIN-KOA MPW NEPBOM UCMOML30BAHIN

D Mons3oBaTens JOomKeH NoMeHATe PIN-koa nocne pazbnokupoekn

HacTtpoiikn buometpun

MakCcMMansHoe KOMYECTBO OTNEYaTKoE |1 v

PucyHok 75 - Macrep gopmaruposarmns npunoxenns PKl/BIO. Hacrpoviku PIN-koga none3osarens

5. Bbinoauutb warmn 6-9 us nn. 7.2.1.

6. Yepe3s HekoTOpoe BpeMs Mocsie 3anycka npouecca popmaTMpoBaHms oTobpasmTca okHo "Permnctpaums
otneyaTtkoB” (cM. PucyHok 76).

PEI'I/ICTpa uma oTneyaTkos

YKaxute naney 419 U3SMeHeHua oTne4yarka

3aBepLnTb

PucyHok 76 - Peructpaums otneqarkos

7. Ha cxemaTtunyeckoM mM3o6paxkeHun nagoHen BoIbpaTh nanew, 0TNeYaTok KOToporo 6yneT OTCKaHUPOBAH BO
BpeMsi GopMaTupoBaHus (cM. PucyHok 77).
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PerVICTan,VIﬂ oTneyaTKkoB

MpunoxuTe nanew K ckaHepy

PucyHok 77 - Bbibop naneua 418 CKaHupoBaHms

8. bypywwit Bnapenew, 3neKTPOHHOTO Kt04a LOMKEH MPUNOXMUTb OTMEYEHHBIN Nanew, K CKaHepy OTNeYaTKoB
nanbues. B 3aBUCMMOCTH OT TMNA, UCMONBL3YEMOr0 CMAPT-KApT PUAEPa, NOCNE CYUTLIBAHMS OTMEYATOK
nanbua otobpasutcs B none "CkaHep 0TneyaTKkoB".

9. B okHe pernctpauum oTnevyaTkoB CTaHET AOCTYMHOM A1 HAKATUS KHOMKA "3aperucTpMpoBath”.
HeobxonnmMo ee Haxatb (cM. PucyHok 78).

X

/% Peructpauws 0Trne4aTkos

Perucrpauusa otneyaTkos

YKaxuTe naney AnA U3MeHeHUs oTnevartka

=
) &

3aperucrpupoBatb 3aBepLnTh

PucyHok 78 - Peructpauyns naibLa

10. bynet oTobpaxeHO MHPOPMALIMOHHOE OKHO C pe3ynbTaTOM perucTpaumm otnedvatka (cMm. PucyHok 79). [ing
3aKpbITUS OKHa HaxaTtb kHonky "OK".

YcnewHo

@ OTne4aTk NnaneLUes 3aperMcTpyupoBaHel Ha TOKEHE

OK

PucyHok 79 - Cooblyerne o pervictpalmm oTne4aTka naisya

11. Mpu ycnewHoM 3aBeplueHnn GopMaTMpoBaHMS 0TOBPa3MTCS COOTBETCTBYIOWEe coobueHne. HaxaTb
KHOMKY "3aBepwuTb” ANns 3aKpbiTus okHa GopmaTtuposaHus (cM. PucyHok 80).
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MacTep popMaTMpoBaHKA npunoxeHua PKI/BIO

DopMaTHpPOBaHWE NMPHNOXEHNA Ha TOKeHe
PE3)I’J'IbTaTbI ¢)DDM3TMDOBBHM9I NPUNOXEHWA Ha TOKEHE NepeYncneHel B oT4HeTe

OTu4eT:

CoxpaHeHue napaMeTpos thopMaTupoBaHus B hain wabnoHa popMaTupoBaHus
DOopMaTUPOBAHMWE MPUNOXKEHNA

YcTaHoeka PIN-Koga none3oBaTensa

YeTaHoBKa BUoMeTpuu nons3osaTtens

+ DOPMATUPOBAHWNE NPUNOMEHUA YCNELIHO BEINONHEHD

3aBepwuTe

PucyHok 80 - @opmartmpoBarmne TokeHa. PopmarnpoBanme o wabsoHy. Order
7.3  ©®opmatmposaHue npunoeHna STORAGE

Baxro! I1ekTporHbli KitoY ¢ npunoxennem STORAGE nocrasnserca 6e3 ycraHosneHHoro PIN-koga

aaMuHNCTPaTopa. [lpyu nepBom uCrnoIb30BaHUN PEKOMEHAYETCS BbIMOIHNUTE QOPMATUPOBAHHNE MIPHIIOKEHHUS C
3gaamHmem PIN-koga aamuHucTparopa

g B npouecce dopmatuposaHua npunoxenus STORAGE 3apatorcs HoBble 3HayeHus PIN-koga nonb3oBatens.
[aHHble Monb30BaTens, XpaHawWMecs B NamaTv NpUIoOXKeHUs (cepTudukaTbl M KumM), OyayT yaaneHbl B XoAe
dbopmaTnpoBaHms.

4 Ons noarotoBkM 3NIEKTPOHHOTIO K/l4Ya K pa60Te Heob6Xx0AMMO:

1. TMoaknunTb 3NEKTPOHHbIN KoY K pasbemy USB komnbioTepa, 3anyctutb M0 "Eamubii Knuent JaCarta” u
NepekNYUTbCS B PACLUMPEHHDBINA PEXUM;

2. WNudopmMaumns 06 3neKTpOHHOM Kitove 6yneT oTobpaxeHa B OCHOBHOM OKHeE, BbIMONHEHWS AOMONHUTENbHBIX
LeiCTBUI He TpebyeTcsa. ECnu nofkIlYeHO HECKONBKO 3NEKTPOHHBIX KNtoUeH, TO BbIOpaTb 3HAYOK HYXXHOTO
KntoYa B 06nactu cnesa;

3. MMepeitun Bo BkNaaky "STORAGE" u HaxaTb kHonky "®@opMatnpoBath”. byaeT oTKpbITO OKHO "MacTep
dopmatupoBanus npunoxenns STORAGE" (cm. PucyHok 81).
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MacTep (opmaTUpoBaHUA NpunoxeHns STORAGE

06a3aTenLHBIE NAapaMeTphl

BeenwTe PIN-KO4 aAMWHWCTPATOPa U 3303iTe UMA NPUACXKEHWA Ha
TOKeHe

BHUMaHMWe! B npouecce hopMaTUPOBAHWNS BCE A3HHLIE N3 NaMATH
NPUNOKEHNS Ha TokeHe By ayT ynaneHsl.

PIN-KofQ agMWHWCTpaTopa

R: s
HMmMA nprnoseHnsa
|STORAGE |
¥CTaHOBWTE PIN-KOQ NMONE20BaTENA
HoEBkli PIN-KOA NONL30BaTENA
| R:s

MoaTeepanTe PIN-Ko4 Nonk3cBaTens

OTMeHa

PucyHok 81 - Macrep gopmatposammns rnpmnoxernss STORAGE. Criocob ¢opmarnpoBarms npuaoKeHns

I B npouecce popmatpoBaHns BCE AAHHBIE M3 NaMATU [IPUIOKEHUS HA TOKEHE BYAYT yAaNEHb.

4. BbINOMHWTL HacTpoiKy. OnMcaHue HacTpoek GOpMaTUPOBAHKA SNEKTPOHHOIO KtoYa NpUBELEHO B Tabnuue

(cm. 22).

Tabnmuya 22 - 0693aTe/1bHbIE NapameTpbl GopMaTHpOBaHMs

Hacrtpoiika

PIN-kon anMUHUCTpaTOpa

Nma npunoxeruns

YctaHosutb PIN-koa nonb3osartens

Hosbin PIN-kog nonb3oBaTens

MoptBepauTtb PIN-koA nonb3oBaTens

Onmcanne

Mone nnsa Beoaa Tekywero PIN-kog agMuHUCTpaTopa

Mms TokeHa, oTobpaxkaemoe B rnaBHOM okHe EnnHoro
KnuenTa JaCarta v Ha Bknagke "MHpopMauum o TokeHe"

YcTaHoBUTL naxok, eciv xotute 3aaaTb PIN-kog,
no/b30BaTeNs BO BpeMsi hopMaTUPOBaHuSI.

MoskHo He 3apmaBaTb PIN-kon nonb3oBartens. B atom
cnyyae ong nocnepytoulen yctaHosku PIN-koga
nosb3osatens Heobxoammo bynet npeabssutb PIN-kop,
aAAMMHUCTpaTopa

Beectu HoBbIW PIN-Ko4 nonb3oBatens (none akTUMBHO,
ecnu yctaHosneH gnaxok "YcraHosutb PIN-kog
nonb3osatens”)

BeecTn noateepxaeHune Hosoro PIN-kopa nonb3oBartens
(none akTMBHO, ecin ycTaHoBeH GNaXoK "YCTaHOBUTb
PIN-kop nonb3oBatens”)

5. Haxatb kHonky "[anee" n noaTeepAnTb CBOM BbIOOP B OKHE C Npeaynpexaarowmnm coobLeHneM.
6. [pu ycnewHoMm ¢popMatMpoBaHmm byaeT oTobpaXkeHo COOTBETCTBYHOLLEe coobuweHme. HaxaTtb KHonky "OK"

Anga ero 3akKpbitTua.
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7.4  ©®opmatupoBaHue npunoeHnAa MOCT
7.4.1 ©OpMaTUPOBaHUE MPUNOHEHNA oA sepcun 2.5.3 - 2.5.9

1] B npouecce dopmaTtupoBanus npunoxerus FTOCT gaHHbie NONb30BATENS, XPAHALWMECS B NaMsTH (CepTUdUKATBI U
K/touM), OyoyT yoaneHsl.

P Insg noAroTOBKM 3NEKTPOHHOrO KAaoua K pabote Heo6Xxo0aUMO:

1. TMoaKnYMTb 3NEKTPOHHbIM KoY K pasbemy USB komnbioTepa, 3anyctutb MO "EamHbii Knuent JaCarta” um
NnepeKkNYUTbCS B PACLUMPEHHDBINA PEXUM;

2. WHdopmaumsa 06 3neKTpOHHOM Kitove byaeT oTobpaXkeHa B OCHOBHOM OKHE, BbIMOIHEHUS JOMNONHUTENbHbIX
LeWCTBUI He TpebyeTcs. ECnu NoAK/IIOYEHO HECKOMBKO 3NEKTPOHHBIX KNtOUeH, TO BbIOpaTh 3HAYOK HYXXHOIO
Knoya B 06nactu cnesa;

3. [epentn Ha Bknaaky "TOCT" n HaxaTb kHonKy "®opMatupoBaTh”. byaer oTkpbITo OkHO "DopMaTUpoBaHue
npunoxeHus nonb3osarenem” (cm. 82).

¢DPMHTI“IPOHBHHE nNpunoxeHWA nonk3oea.. X

BeegnTe PIN-Ko O Nonk30BaTENA

esesseeee o

IMA NprnoxeHna

JaCarta-2 GOST
A

PucyHok 82 - PopMatnpoBaHne rpuioXeHus nosib30BaTesnem

4. B none "PIN-kon" BBecTu Tekywmii PIN-kof nonb3oBatens, B none "Mms npunoxeHus" npu Heo6XxoaMmMocTu
U3MEHUTb TekyLlee 0603HauYeHne 3NEeKTPOHHOro KntoYa. Haxatb kHonky "OK" ans 3anycka popMatpoBaHus.

5. Tpwu ycnewHoM dopmaTupoBaHum byaet oTobpaxkeHo COOTBETCTBYIOLLee coobleHune. HaxaTb kHonky "OK"
LNS ero 3aKpbITUs.

7.4.2 ©®OpMaTUPOBaHME MPUNOHEHNA 0714 Bepcin 2.5.13 1 Bbllwe

P [0na noaroTOBKM 3NEKTPOHHOIO Kalo4Ya k paboTte Heob6xoanmo:

1. TMoAKnYUTb 3NEKTPOHHbIN KoY K pasbemy USB komnbioTepa, 3anyctuTb MO "EamHbiii Knuent JaCarta” u
MepeKIoYUTLCS B PaCLUMPEHHDBIN PEXUM;

2. WHdopmMaums 06 3/1eKTPOHHOM Kitoye ByLeT 0TOOpaKeHa B OCHOBHOM OKHE, BbIMONHEHWS JOMONHUTENbHBIX
LLeVCTBUI He TpebyeTcs. ECNM NOAK/IIOYEHO HECKOMBKO NEKTPOHHBIX KNHOUEH, TO BbIOpATh 3HAYOK HYXXHOIO
Kntoya B 06nacTu cnesa;

3. NMepeiitn Ha Bknaaky "TOCT" u HaxaTb kHOMKY "®opmaTupoBaTth”. OTObpa3MTCa CTapTOBOE OKHO MacTepa
$hopMaTUpOBaHUS;

4. Bbibpatb pexuM popMatupoBaHus (cM. PucyHok 83):

—  "PacwmpeHHblii", 4Tobbl BPYYHYIO 334aTh NapaMeTpbl 3/IEKTPOHHOMO K/toua B npouecce GopMaTMpOBaHUS.
MNMonpobHoe onucaHue npusepeHo B nn. 7.4.2.1;

—  "CTaHpapTHbIiA", 4TO6bI GOPMaATUPOBATH 3M1EKTPOHHBIN K/IKOY C NPUMEHEHWEM CTAHAAPTHbIX NapameTpoB. MNoapobHoe
onucaHue npuBemeHo B nn. 7.4.2.2.
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JaCartaUC

Cnocob chopMaTUpoBaHUA NpUNOXEHUA

Brlbepute cnocob (hopMaTpoBaHWA NPUNOXEHWA. Bbl MOXETE COXPAHNTE
CBOMA BblsOp ana nanbneﬁmero WMCNONb30BaHWA.

@) PacluMpeHHbIA.
DOpMaTUPOBaTE MPUNOXEeHWe NoapobHO 3aAaHHEIMK NapaMeTpaMi.

® CTaHAapTHEIN.
DOpMaTUPOBaTE MNPUNOXEHe NapaMeTpaMn Mo YMON4aHMI.

D 33NoOMHWTE Bbl60p ana ABJ’II:HEF‘LUSFO WMCNONE20BaHWA

Oanee > OTmeHa

PucyHok 83 - Macrep gopmatnpoBamms npmnoxenuns. Boibop pexunma ¢opmatnposarms

7.4.2.1 CTaHOoapTHoe popMaTUpOBaHNE
B npouecce dopmatuposanums npunoxenns FOCT gaHHble Nonb30BaTenNs, XpaHsimecs B NaMsaTh (cepTudukaTbl 1
Kntoun), 6yayT yaaneHs..
P lnsa ctaHpapTHoro GopMaTMpoBaHUa HeEo6Xo0aNUMO:
1. TloAroToBUTb 3MEKTPOHHLIM KNtoY K paboTe (cM. n. 7.4.2).

2. BblbpaTb pexum "CtaHgapTHbIA" (CM. PucyHok 83).

3. Haxatb kHonky "danee". OTo6pa3uTcs okHO MacTepa GopMaTUpPOBaHUS A1S BBOAA 00s3aTeNbHbIX
napameTpos (cM. PucyHok 84).

JaCartalC

0Obn3zaTenbHbIE NapaMeTpbl
BeenwTe PIN-KOA NoMb30BaTENA 1 3aAailTe UMA NPUNOXKEHNA Ha TOKEHe

PIN-kon nons3oBaTens

sesssseses K-

Wma npunoxeHuna

JaCarta-3 PKI/TOCT

MNoaTeEepAnTE OTMeHa

PucyHok 84 - Macrep gopmarmnposarmns npmnoxerns. O653aTe/bHble NapameTpbl

AO "AnapgauH P.0.", 1995—-2025 . PykoBopacteo agmuHuctpatopa ans OC Linux Crp. 69 /95



Eaounbii Knuent JaCarta

B okHe MacTepa popMaTUpOBaHUS 3aN0NHWUTb 0693aTesbHble NONS:

4.

B none "PIN-kon nonb3oBaTens” BBectn 3HaveHne PIN-koga nonb3osartens. 1o ymonyaHuio BCe BBOAMMbIE
CMMBONbI OTOBpaxatoTcs B BUae @ Yro6wi MPOCMOTPETL/CKPbITb BBEAEHHOE B M0JE 3HAYEHNE
Heobx0AMMO MCNONb30BaATL KHOMKM $* /5

B none "Mima npunoxeHus" npn He06X0AMMOCTHM yKa3aTb HOBOE UMS INEKTPOHHOrO KJko4a (HanpuMmep,
ums byayuiero Bnagensua).

HaxkaTb kHONKy "lNoatBepanTb” AN Havyana GopmMaTMpoBaHMS.

[Tocne Haxarmsa kHorku "[104TBepANTb " HAYHETCS MPOLECC POPMATHPOBAHHS, B XO4€ KOTOPOro BCE AAHHbIE

6YaYT yAaNEHb! M3 NaMATH TOKEHA.

ByneTt npon3BoauTLCS GOPMATUPOBAHME NPUIOXKEHMS, XOL, BbIMOSIHEHUS GOPMATUPOBAHMS U ero pesynbTaT byaert
oTobpaxeH B PUHANbHOM OKHe MacTepa hopmaTupoBaHus (cM. PucyHok 85).

5.

HaxkaTb KHOMNKY "3aBepwnTh” NS BbIX0AA M3 MacTepa GopMaTMPOBAHMS.

JaCartauC >

mOpMBTHpOBBHHe NpANOMEeHWA Ha TOKeHe
Pea)"ﬂbTaTbl d}OpMaTIﬂpOBaHIﬂﬂ NpANoXeHWA Ha TOKeHe Nepevyncnedsl B
oTHeTe

OTu4eT:

DOPMaTUPOBAHUE MPUNOKEHNA
+ POPMaTUPOBAHWE NPUNOKEHNA YCMELWHO BbINMOMHEHO

3aBepWnTL

PucyHok 85 - Macrep @opmatrpoBaHms npuioxeHus. PesyibTarsl gopMarupoBaris

7.4.2.2 PaclumpeHHoe popMaTUpoBaHueE

g

B npouecce dopmatupoBanus npunoxenus FOCT 3apatotcs HoBble 3HaveHus PIN-kopga nonb3oBaTtens c
BO3MOXHOCTbIO YKasaHusa [Ns HWMX HacTpoek KauyecTBa. [aHHble MNO/Mb30BaTeNs, XpaHsliuecs B MaMsaTu
npunoxeHus (cepTuduKaTbl U Kouu), ByayT yaaneHbl B Xoae GopMaTUPOBaHUS.

P Ona pacwupeHHoro popMaTMpoBaHMs HEOBX0AUMO:

1.
2.

[oAroToBUTb 3NEKTPOHHbIM KU K paboTe (cM. n. 7.4.2).

Bbibpath pexxuM "PaclumpeHrHbii” (cM. PucyHok 83).

Haxatb kHonky "[anee". OTobpa3utcsa OKHO Ans BBOAA 3HaueHuM kavectsa PIN-kona nonb3oBatens
(cm. PucyHok 86).
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JaCartalC

B5a330BbIe HACTPOHKK

KauyecTtBo PIN-kofa nons3oBaTens
YCcTaHOBWTE HacTPOAKKW Ka4ecTea PIN-Kofa nonk3oBaTens

MuH. gnvHa PIN-koga
Makc. onuHa PIN-Koaa

D WcTopua PIN-kona

D Mone3ceaTent AonxeH cMeHWTE PIN-koA npyn nepeoM MCNoNs30BaHWA

b el
|32 5]

A
J v

PacluMpeHHbIE HAaCTPOKK

OooOooo

OBasaTensHoe Hanuine uH¢)pOBbIX CHMBONOB
0BA3zaTensHOe HaNWYMe CUMBOMIOB HUHHErD perncTpa
ObAsaTensHoe HanW4Me CUMBOOB BEPXHEro perncTpa
OBAzaTensHoOe HanW4YKMe crew. CMMBO0B

3anpeT PIN-Kofa, COCTOALLErD U3 0QHOMO NOBTOPAKLErOCA CUMBONa

< Hasapg Oanee > OTmMeHa

PucyHok 86 - Mactep @opmatnpoBaHms npuaoxeHns. Hactposika kayecrso PIN-koza nose3oBarens

Mpn Heob6X0AMMOCTM MU3MEHUTb 3aAaHHbIE MO YMONYAHUIO 3HAYEHMS HacTpoek kadvecTBa PIN-kozaa,
PYKOBOZACTBYSICb ONUCAHWEM, NpUBEAEHHbIM B Tabnuue (cM. Tabnuua 23).

[lpu 3a8aHmn HOBOro PIN-koaa pekoMeHAYeTcs UCrosb308aTth OYKBbI TOMbKO IATUHCKOro angasuta (abc...z,
ABC...2), ungpsi (123...0) u cneycumBosisl (~!@%#...). Micrnosib3oBanne npobena v CMMBOJIOB KMPHIALIbI
Hegonyctumo. MuHumansHas a4mHa PIN-koga nosib3o8arens cocrasisger 6 CMMBOJIOB.

Tabnmuya 23 - Kavecrso PIN-koga nosnb3osarens. OnucaHne napamerpos

Cekuus

basosble HaCTpoMKu

PacwupeHHblie noanTnkm
PIN-koma nonb3oBaTens

AO "AnapaunH P.0.", 1995-2025r.

MMone

MwuH. anmHa PIN-kona

Makc. pavHa PIN-kona

MUctopusa PIN-koaa

Onucanue

MUWHMMaNbHOE KOMYECTBO CMMBOJIOB, KOTOpbIE
MOXHO ucnonb3osatb B PIN-koge

MakcuMManbHoe KOIMYeCcTBO CUMBOJOB, KOTOPbIE
MOXHO ucnonb3zosatb B PIN-koae

KonunyectBo nocnegHux Mcnonb3oBaHHbIX PIN-
KOZOB MOJIb30BATENS, 3HAYEHUS KOTOPbIX HENb3SI
3aaatb ang Hoeoro PIN-koaa nonb3oBarens.
Hanpumep, ecam ycTaHOBNEHO 3HaYeHue "3,
HEBO3MOXHO byaeT Ha3HaumTb PIN-kog
nonb30BaTens, COBNaaaloWmn C OOHUM U3 TPEX
nocnefHUX Ucnonb3oBaHHbIX. lonycTuMblie
3HauveHus oT 1 no 10. Beog 3HaveHuit B none
BO3MOXEH NOoC/1e YCTaHOBKM COOTBETCTBYHOLLErO
dnaxka

Monb3oBaTenb AOMKEH CMEHUTb Mpu yctaHoBKe dnaxka nocne dopMaTpoBaHus

PIN-koa npu nepsom
MCNOb30BaHNUM

O6ga3aTenbHoe Hanuume
UMdpPOBbIX CUMBO/OB

noJsib30BaTeNo 0053aTeNbHO HEOOXO0AMMO CMEHUTb
PIN-kon,

Mpw ycTaHoBKe dnaxka nocne GopMaTMpOBaHMS
HeobxoauMo obsa3aTenbHO Mcnosib3osaTtb B PIN-
Kone unbpoBbie CMMBOSbI
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Cekumsa Mone

Ob69a3aTeNnbHOe Hannyme CUMBOIOB
HWXHEro perucrpa

Ob69a3aTeNnbHOe Hannyme CUMBOIOB
BEPXHEro perucrpa

Ob6a3aTenbHoe Hannuyume cnedu,
CMMBO/IOB

3anpert PIN-koaa, cocTosuiero u3
O[IHOrO MOBTOPSIOLLErOCS
CMMBOJA

Onucanue

Mpwn ycTaHoBKe dnaxka nocne GopMaTMpoBaHms
HeobxoauMo 06sa3aTenbHO Mcnosb3osaTtb B PIN-
KOA4e CMMBONbI HUXXHEro perncrpa

Mpwn ycTaHoBKe dnaxka nocne GopMaTMpoBaHms
HeobxoauMo 06sa3aTenbHO Mcnosb3osaTtb B PIN-
Kofle CMMBOJIbl BEPXHEro perucrpa

Mpwn ycTaHoBKe dnaxka nocne GopMaTMpoBaHms
HeobxoAauMo 0693aTeNibHO Mcnonb3oBaTh B PIN-
Kofe cnew. CUMBOIbI

Mpwu ycTaHoBKe dnaxka nocne GopMaTMpoBaHus
3anpeLaertcs Mcnonb3oBaTb B kayectBe PIN-koaa
NMOBTOPSIOLLMIACS CUMBON

4. HaxaTb kHonky "Oanee”. OTob6pasnTca okHO ans BBofa HoBoro PIN-kopa nonb3oBatens (cM. PucyHok 87).

MacTep GopMaTUPOBaHUA NpUAoXeHUA MOCT

DOpMaATHPOBAHME NMPHUOXKEHWA
3apganTe PIN-KoQ NonNb30BaTENA

Hoeblil PIN-KOO NONb30BaTENA

| &%

MoaTeepanTes PIN-KOA NoNb30BaTENA

‘ecccccoe

MonuTMka cMeHsl PIN-Koga Nnons3o0BaTens

O CmeHa PIN-Kofa AoCTYNHa TONbKO NONb30BaTENo
O CmeHa PIN-kKofa QocTYNHa TONLKO aAMUHWCTpaTopy

@ CmeHa PIN-Kofa 0ocTynHa NofbL30BaTenNo U agMUHWCTpaTopy

WMma npunoxeHna

| STANDART.SE

< Hazapg Hanee > OTMeHa

PucyHok 87 - Mactep @opmatpoBarus rnipmnoxerus. Hactporiku PIN-koza noss3osarens

Yka3aTb HoBbI PIN-kog nonb3oBaTtens u napaMeTpbl €ero 6)'IOKMpOBaHl/I9I B COOTBETCTBMM C Tabauuen

(cM. Tabnuua 24).

Tabmya 24 - Hacrposikmn PIN-koga nosb3oBaress. OnucaHne Hactpoek

Mone OnucaHune

Hosbii PIN-koa nonb3oBaTens
NpUNoXeHUs

Monteepamntb PIN-ko4 nonb3oBatens
nonb3oBaTens

B none Heobxoaumo 3aaaTh HoBbIM PIN-koa nonb3osatens ans

B none Heobxoaumo BBeCTM NnoaTeepxaeHue Hosoro PIN-koaa

B none Heobxoanmo BbIOpaTh 04HY M3 NOAMTUK cMeHbl PIN-Kopa:

Monutuka cMeHbl PIN-koaa nonb3osatens e "Cmena PIN-kopa nonb3osartens LOCTYNHA TONbKO
nonb3osatento” - PIN-kKof, MOXET U3MEHUTb TOJIbKO

NONb30BATENb;
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e  "CmeHa PIN-koza nonb3oBatens LOCTYNHa TO/IbKO
apMuHucTpatopy” - PIN-kof MOXeT 3MeHUTb TONbKO
AAMUHUCTPATOP;

e "CmeHa PIN-kopa nonb3oBartens 4OCTYNHA NOMb30BaTENIO U
aaMuHuctpaTopy” - PIN-Kog MOXeT M3MeHWUTb Mob30BaTeNb U
agMuHucTpatop. [laHHas nonuMTuka ycTaHoBAEHA NO
YMONYaHUI0

Nmsa TokeHa, 0T06pa)KaeMoe B rnaBHOM OkHe EanHoro KnuenTta

Nms npunoxeHus . .
P JaCarta n Ha Bknagke "VMiHdbopMaumum o TokeHe

5. Haxarb kHonky "lanee". Otobpasutcs okHo ans BBoaa PIN-kopa agMuHucTpaTopa (cM. PucyHok 88).

JaCartalcC

0ObnA3aTenbHble NapaMeTpel
BeenwTe PIN-KoQ aAMUHWCTPaToOpa

PIN-kof 3agMWHWCTpaTopa

scccscsese | &b

PucyHok 88 - Macrep gopmatuposanmns npmnoxenns. Beog PIN-koga agmmurnctparopa

6. Haxatb kHonky "[danee”. OTo6pa3nTCs OKHO A1 NOATBEPXAEHUS YKa3aHHbIX HAacTpoek (cM. PucyHok 89).

JaCartalC
@®opMaTHpPOBaHWE MPUIOXKEHUA
Haxas 'MoaTeepanTs' Bel NponsBeneTe GopMaTpoBaHne NpunoxeHus. B
npouecce hopMaTUPOBaHNA BCe AaHHbIe By ayT yaanedsl.
OT4eT:
HazsaHue 3HaveHne -
Obume
Wma npunoxeHna JaCarta-3 PKITOCT
PIN-KOZ NONL30BATENS PIN-kog nonsz0B3TENA SyneT
YCTaHOoBMEH
Hactpoiku PIN-kona nons3oBatens
MuH. gnuHa PIN-kona 6
Makc. AnMHa PIN-koga 32
WcTopwua PIN-kona o]
Monek3oBaTens AoAKeH cMeHUTs PIN- e hd
MoaTeepanThb oTM

PucyHok 89 - Macrep ¢opmatnpoBaHmus npuaoxeHus. [T04TBEpKAEHNE GOpMATUPOBAHMNS
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7. Haxatb kHonky "lNoareepanTb” Ang Havyana GopMaTMpoBaHus.

[Tocne Haxarmsa kHorku "[1o4TBEPANTD " HAYHETCS NPOLECC GOPMATUPOBAHMS, B XO4€ KOTOPOro BCe
AAHHbIE OYAYT YAANEHbI M3 NaAMATH TOKEHA.
ByneT npon3BoANTLCS GOPMATMPOBAHUE MPUNOXKEHUS, XOL BbINONHEHUS HGOPMATUPOBAHUS U €r0 pe3y/bTaT
6ynert otobpaxeH B PuHaNbHOM OkHe MacTepa dopmatupoBaHums (cMm. PucyHok 90).

8. Haxatb kHOMKyY "3aBeplumnTb” ANS BbIXOAA M3 MacTepa GOpMaTUPOBaHMSL.

JaCartauC

mOPMBTHpOBBHHE NpUAOXeHWA Ha TOKeHe
PesyanaTbl t*)ODMaTMpOBaHMﬂ NpUNoX¥eHWA Ha TOKEeHe NepedyncneHel B oTHeTe

OTyeT:

DOPMATUPOBEHWE MPUNOMEHWS

YCTaHOBKa NONUTUKKW cMeHbl PIN-KOA3 NoNb30BaTENA
YcTaHoeka PIN-kofga none3ocBaTena

YcTaHoBKa HacTpoek KavecTea PIN-Kofa nonezoBaTens
+ (DOPMaTUPOBEHWE NPUNOMEHWA YCMELWHO BINONHEHD

3aBeplwunTe

PucyHok 90 - MacTep ¢opmaTrpoBaHus npuioxeHus. Pe3yibTarsl ¢gopMaTupoBaHims

7.5 (C6poc npunorerua MOCT K 3aBOACKUM HAaCTPOMKaM

I LarHas onepaums npumennuma 414 rpunoxerms FOCT sepcumn 2.5.13 u Bbiwe

» Ona c6poca npuaoXeHUs K 3aBOACKMM HacTpoikaM Heo6xoaumo:

1. TMoAaKnYUTb 3NEKTPOHHbIM KntoY K pasbemy USB komnbioTepa, 3anyctutb MO "EamHbii Knuent JaCarta” n
NepeKkYUTbCS B PACLUIMPEHHBIN PEXUM;
2. WHdopmauus 06 aneKTpoOHHOM Kntouve byaet oTobpaxkeHa B OCHOBHOM OKHE, BbIMOJHEHUS AONOIHUTENIbHbIX
LencTBUi He TpebyeTcs. ECnm noakNo4YeHO HECKObKO 3NEKTPOHHbIX K/OUeEN, TO BbIOpaTb 3HAYOK HYXXHOIo
Kntoya B 06nacTu cnesa;
3. [epentn Ha Bknaaky "TOCT", HaxaTb KHoMKy "CopocuTb npunoxexnue" (cM. PucyHok 91);
g KHonka "Copocutb npunoxeHue" otobpaxaeTcs ToNbko B cny4yae, ecnn PIN-koa agMUHKUCTpaTopa 3a6n0KMPOBaH.

I B ripoyecce ct 6poca K 3aBOL4CKUM Hac rpoﬁ/(aM BC€ [aHHbIE U3 1TaMATU TPUTTOXKEHNA YAd/IAI0TCA
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EamHbIA KnueHT JaCarta

EauHbin KnueHt JaCarta

Bepcun: 3.3.0.3559

JaCarta

‘ WH(hOPMELINA 0 TOKEHE | PKI | FOCTl

0O WK C NpH

P
CBpocuts
@ﬂwamocmka QQODMBTMDOBBTH punoKEHE

o oosaTe [Egg oot saoocs iy

Kno4n u ceprndmKaTte:

IS

Pucyrok 91 — OkHo Eanroro Knnerta JaCarta. Bknagka TOCT”

4. B oTkpbiBweMcs okHe "COpocHTb NpUnoXxeHue" NoctaBuTb Gnaxok B cTpoke "TloateepxaeHue copoca

NPpUNOXeHMs" U HaxaTb kHonky "OK" (cM. PucyHok 92);

CBpoCKUTb MPUNOXEHUE

BHumMaHwe! B npouecce cbpoca Bce faHHBIE U3 MaMATK
NpUNoMKeHus by oy T yaaneHs

MogTeepxaeHue cbpoca npunoxeHns

OTMeHa

Pucyrok 92 — OkHo "Cépocuts npuoxerme”

5. Mocne 3aBeplieHna npouecca c6poca K 3aBOACKUM HaCTpOViKaM nosaBuTCA OKHO C PpE3ynbTaTOM

BbINONHEHUS (cM. PucyHok 93). HaxaTb kHonky "OK".

CBpocUTL NpUNOKEHHE

+/ CBpoc NpWNoeHns BLINMOAHEH YCMNELWHD

PucyHok 93 — OkHo "COpocuTs NpmuaoxeHne” ¢ pe3yibTaroMm

[Tocne c 5,006' a [TPUJTIOXKEHUS PIN-kog nosnb3oBarens/agmMuHuc TPaTopa yCcraHas/IMBaeTcs o yMoJ/I4aHur.

lTogpobree cm. nogpaszaen 3.2 "TlapamerTpel 3/1EKTPOHHbIX K/IKOYEH rpyu nocTaske”
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8.

8.1

Onepaumnn ¢ PIN-Kogom nonb3osaTtena u PIN-Kogom
aAMUHNCTPAaTopa

B cnyuae otobpaxeHus B okHe EgmHoro Knuenta JaCarta coobweHuns o Tom, uto yctaHosneH PIN-kog no
yMonyaHuto (cM. PucyHok 94), pekomeHpyetcs cmeHuTs PIN-Kog nonb3oBartens/agMuMHUCTpaTopa.

Egmrblia Knkent JaCarta — O

Eavnbii Knwent JaCarta Ana‘:mm)

Bepcwa: 3.3.0.3564

JaCarta-3 PKI/TOCT

‘ VHhOpMaLKMA 0 TOKeHe | PKI | I'OCT|

o] MM C

P

P
CmeHuTs PIN-KO,
@ﬂ,mamncmha anpMaTmpoaaTh %a MHACTDATODA

\_G &
Knioum u ceprudmrars: ERIEES,
poBaTh
TOKEH
YcTaHoeneH PIN-KO4 Nofe308aTens No yMon4aHuwo. PeKoMeHQyeTcs cMeHUTE PIN-kog nonesosatens
e s YcTaHosned PIN-KOQ aAMUHWCTPaTOpa No yMON4aHno. PeEKoMeHyeTca cMeHUTs PIN-Kog
aAMUHWUCTpaTopa

B crivcke 0TODPaXai0TCA TO/MLKO 0DLEeA0CTyHbIe 00LeKTel. [1a npocMoTpa Beex

06LEeKTOB UMK PeaKk TUPOBaHKWA codepxuMoro Heobxagumo BeecTH PIN-koa BaecTtwn PIN-kof

mob308aTeNA.

Pucyrok 94 — OkHo EamHoro Knnenta JaCarta. Bknaaka [TOCT]

YcTaHoBKa (cMeHa) PIN-Kofa nonb3osaTtena agMUHUCTPATOPOM

[nsa npunoxenunnn PKI u FTOCT Bepcun 2.5.13 u Bbile agMUHUCTPATOP MOXET YCTAHOBUTL (CMEHUTL) Tekywmid PIN-
Kof, nonb3oBarens.
Vcranosuts (cmennts) PIN-kog nons3oBarens 419 npunoxenns FOCT sepcmu 2.5.13 u Bbllue MOXET TO/IbKO
aAMUHNCTPATOP C COOTBETCTBYIOLUNMM [1PABAMM.

B npunoxenuun PKI ¢ annnetom Laser PIN-kop nonb3oBartens UMeeT CBOM CPOK AencTBuS. 3a 14 gHew oo
OKOHYaHus cpoka aeicteus PIN-koga nonb3oBatens nonyyaeT yBeaoMaeHne o Heobxoanmoctu cMeHbl PIN-koaa.
MHdopMauMoHHble coobueHns ByayT NPpUXOAUTb Kaxabl AeHb A0 OKOHYaHMs cpoka aencteus PIN-kopaa, noka
OH He ByaeT U3MeHeH.

Ona YCTAaHOBKU UK CMEHbI PIN-kopa nonb3oBartens AAMUHNCTPATOPOM INEKTPOHHOIO K/to4a Heobx0aMMo, YTOObI
Ha 3TOM 3/1IEKTPOHHOM KNko4ye 61N YCTaHOBNEH PIN-kop, dAMUHUCTPATOpPa.

[Tocne BBoAa HerpasuibHoro PIN-koaa aAMUHUCTDATOPA HECKO/IbKO Pa3 MoAPALa /IEKTPOHHbIN KITHOY
b6nokupyercs. He gonyckasire 610kuposku PIN-ko4a aaMUHNUCTPATOPA HAa 3/1EKTPOHHbIX KtoYax JaCarta. PIN-
Koa aaAMUHUCTPATOPA, B oTinumne ot PIN-koaa rno/sib308atesns, pa3b/okupoBaTe HEBO3IMOXHO.

B ciyqae 6710kMpOBKM 3/1EKTPOHHOIO K/1t04a Moc/ie BBOAA HErpasuibHoro PIN-ko4a aaMuHncTparopa
SIEKTPOHHBIV KJ1t0Y Pa30/I0KMPOBATL HE/b3S. B ITOM C/1y4ae MOXHO 00patUTbCS B C/TYKOY TEXTOAAEPKKHM 1
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0T¢0pMaT/4pOB&'Tb V(¢ TpOHHb/ﬁ K/1l04, HO C norepeﬁ BCEX AdHHbIX, XPAHALUNXCA HA HEM. LaHHas orniepauyns

AOCTYrHa He 4J/14 BCeEX mogenes J/IEKTPOHHbIX KIH0Yeu, ﬂOﬂpOﬁHOCTM YTOYHUTH B Cﬂy)l(5€ TEXTIOLAEPXKKN.

3apaHHOe KonnyecTBo nonbiTok BBoaa PIN-koaa agMmnHMCTpaTopa (a Takxke OCTaBLLeecsl KOMYeCTBO MOMbITOK)
MOXHO y3HaTb, 3anyctuB EamHbit KnueHT JaCarta, nepenas Ha Bknagky "MIHGopMaLms o TokeHe" 1 MoCMOoTpeB
3HauyeHue, ykaszaHHoe B none "Octanock nonbiTok BBoaa PIN-kopa”.

» Ona yctaHoBKM (cMeHbl) PIN-koAa nonb3oBaTens afMUHUCTpPaTOpoM Heo6XxoAauMo:

1. TMoaknYnTb 3NEKTPOHHbIM KN4 K pasbemy USB komnbioTepa, 3anyctutb MO "EamHbii Knuent JaCarta” n
NepeKIoYUTLCS B PACLUMPEHHBIN PEXUM;

2. WHdopmauus 06 aneKTpoHHOM Kntouve byaet oTobpaxkeHa B OCHOBHOM OKHe, BbIMOMHEHUS AONONHUTENbHbIX
LeWCTBUI He TpebyeTcs. ECNM NOAK/IIOYEHO HECKOMBKO NEKTPOHHBIX KNKOUEH, TO BbIOpaTh 3HAYOK HYXXHOIO
K/to4ya B 061acTu C/ieBa;

3. [lepenTtu Ha BKNIaAKy, COOTBETCTBYIOLLYIO NMPUNOXEHUIO, AN KOTOPOro He06X0AMMO Ha3HauuTb (CMeHuTb) PIN-
KOJL NONb30BaTeNN U HAaXaTb KHOMKY "YcTaHoBUTb PIN-koa nonb3oBatens” (cM. PucyHok 95).

EquHbliA KnuedT JaCarta

Eaunbin Knuedt JaCarta

Bepcwa: 3.3.0.3568

AnagguH

JaCarta

‘ WHopMauwa o ToKeHe | PKI | FOCT|

O MH C NpX

%VCTBHOBHTI: PIN-kog E; =
nonb30BaTENA ‘

CmeHwTb PIN-Kog

@gmamoﬁma Qmogmampoaam - Ao
B BAMURACTPaTORA

Knioun n cepTudmukaTte:

B o O

PucyHok 95 - InemeHT ynpasnenmns "YcraHosuts PIN-kog noss3oBarens”

4. bypeT oTKpbITO OKHO "YcTaHoBUTb PIN-kop nonb3oBatens” (cM. PucyHok 96).

5. B none "PIN-kop agMuHucTpaTopa” BBecTu Tekylwmi PIN-koa agMUHKUCTpaTOpa;

AO "AnapaunH P.0.", 1995-2025r.

YcTaHoenTe PIN-Ko4 nons3oBaTens

PIN-KOA agMWUHWCTpaTopa

eccccece K2

HoBwli PIN-Kof NoNb30BaTENA

| 00000000 | ‘#

MogTeeponTe PIN-KoO Nnons3oBaTens

‘eesscsee |

Pucyrok 96 - OkHo "Ycranosuts PIN-kog rnosib3oBarens”

PykoBopacteo agmuHuctpatopa ans OC Linux
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6. B nonsax "Hoebit PIN-kog nonb3oBatens” u "Moareepamtb PIN-koa nonb3oBaTens” ykasaTb COOTBETCTBEHHO

HoBbl PIN-kof nonb3oBatens M NoaTBEPAUTb €ro NOBTOPHbLIM BBOAOM;
7. Haxatb kHonky "OK";

8. Mpu ycnewHo ycraHoBke HoBoro PIN-kofda nonb3oBaTtens otobpasmuTca COOTBETCTBYIOLLEE COObLeHMe.

Haxatb kHonky "OK" png ero 3akpbitus. (cM. PucyHok 97).

PIN-kop nonb3oBaTenA ycTaHoBAEH

+/ PIN-KoO nonb30BaTenA yonelwHo YeTaHoBNeH

o

Pucyrok 97 - Coobuyerme o6 ycnewHowi ycraHoske (cmeHe) PIN-ko4a nosib308aresss aaMmHUCTPaTopoM

8.2 PasbnokuposaHue PIN-Koga nonb3oBatenA aAMUHUCTPATOPOM

@ PIN-KkoA nonb3oBaTens ans NpuUoXKeHUs, yCTaHOBNEHHOTO Ha 3/1IEKTPOHHOM KJltoue 6/10KMpYeTCsl B ciyyae
NpeBbILWEHNS MAaKCUMasIbHOTO AOMYCTMMOTO KOIMYECTBA MOC/IEA0BATENbHbIX HEBEPHbIX MOMbITOK BBoAA PIN-koaa.
Mpoueaypa pa36nokmnpoBku PIN-KoAa Nofb30BaTeNs pa3iMyaeTcs B 3aBUCMMOCTU OT NPUIOXKEHMS,

YCTAaHOBJ/IEHHOIO B NaMATb 3/IEKTPOHHOIO K/ikoYa:

e PKIunPKI/BIO - nocne pazbnoknpoBKM agMUHUCTPATOP AOMKEH YCTaHOBUTb HOBbIM PIN-koa nonb3osarens;

e [OCT u STORAGE - pa3bnokunpoBka 0b6HynseT CHETYMK HEBEPHbIX MNOMBITOK AOCTYNA, 3Ha4YeHue PIN-koma

nonb30BaTeNs OCTaérca n pexXHUM.

8.2.1  TMpunoxeHwne PKI n PKI/BIO

[pu paz6nokuposarm PIN-koaa rno/sib308aresns 418 npunoxenrns PKI aaMuHucTparop 40KeH YCTaHOBUTb

HoBbIvi PIN-kog nosib30B8arens nocie ero pa3bnokupoBaHims.

» Ona paz6nokuposanus PIN-koga nonbzosatens ans npuioxenns PKl Heobxoaumo:

1. TMoaknunTb 3NEKTPOHHbIN KntoY K pasbemy USB komnbioTepa, 3anyctutb M0 "Eamubii Knuent JaCarta” u

NepeKNoUUTLCS B PACLUMPEHHBIN PEXUM;

2. MHdJOpMaLI,MFI 06 31IEKTPOHHOM K/o4e 6y,u,eT OTO6pa)KEHa B OCHOBHOM OKHe, BbINO/IHEHUA OONONHUTENbHbIX
[eNCcTBUi He Tpe6yeTc51. Ecnu nopkntouyeHo HeCKONbKO INTIEKTPOHHbIX K/oYen, To Bbl6paTb 3HA4Y0K HY>XXHOro

Knoya B 0b6nactu cneea;

3. Ecnu PIN-koa nonb3oBaTens 3abnoknpoBaH kHonka "Pa36nokupoath PIN-koa" 6yaeTt AoCTynHa Ans HaxaTus

(cM. PucyHok 98). MHave kHoMka 3ab610KkMpoBaHa;

EQMHbIA KnwenT JaCarta

EavHbi Knuent JaCarta

Bepcua: 3.3.0.3570

AnapauvH

JaCarta-3 PKI/TOCT

JaCarta-3 PKIFOCT

‘ WHhopMaLNa 0 ToKeHe | PKI | FOCT|

Onepaunm ¢ Npuno

=5 Pabnokuposarts |[=
B PIN-kon ﬁ

CmeHuTb PIN-koR Q W3MeHWUTL KavecTBO
By opuaTupoeaTs Ty
BOMMHUCTPETOPE A\ LOpMATHPOBATE PIN-koga

Knio4n u cepTudmKaThl:

E. ApmuHnctpatop aladdin-SERVER-2019-CA WicTekaeT 13.02.2025
‘,/@ OTKPLITHIA KMoy 1024 Bur

Pucyrok 98 —Pa3bnokuposarune PIN-koaa nonb3osarensa 415 npunoxerns PKI

4. [anee 6ynet oTKpbITO OKHO "Pa3bnokuposatb PIN-koa" (cM. PucyHok 99);
5. B none "PIN-kop apMuHucTpaTopa” BBecTH Tekywuii PIN-kop agpMuHMCTpaTopa;
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Eaounbii Knuent JaCarta

6. B nonsix "Hoebiit PIN-kop nonb3soBatens” u "Moareepantb PIN-koa nonb3oBaTens” BBectr HOBbIM PIN-kop,
Nnonb30BaTeNs U HaxaTb KHOMKy "OK";

PazbnokMpoeath PIN-kog

PIN-kog agMUHWCTpaTORa

| R

Hoebii PIN-KOoO nonb3oBaTenA

| | %

MopTeepanTe PIN-KOO NoNk3oBaTens

@ (8].4 OTMeHa

Pucyrok 99 - Pasbnokuposka PIN-koaa nosb3oBaresns

7. Tpwu ycnewHow pa3baoknpoBke M HazHaveHun HoBoro PIN-kopga nonb3oBaTens oto6pasuntcs
COOTBeTCTBYIOLLEe coobleHne — HaxaTb kHonKy "OK", ytobbl 3akpbITh ero (cM. PucyHok 100).

PIN-koq pazbnokupoBaH

+/ PIN-kog ycnewHo pasbnokuposan

oK

Pucyrok 100 - CoobiyeHmne 06 ycrieluHom pazbnokmposaHm PIN-koaa noss3oBarens ais npunoxenns PK/

8.2.2 lpunoeHne STORAGE

» Ona pazbnokmposaHusa PIN-koga nonb3oBatens ang npunoxeHns STORAGE Heob6xoaumo:

1. TMoaKnYUTb 3NEKTPOHHbIM KN4 K pasbemy USB komnbioTepa, 3anyctutb MO "EamHbii Knuent JaCarta” n
NnepeKkYUTbCS B PACLUMPEHHDBIN PEXUM;

2. WNudopmaumns 06 31eKTpOHHOM Kitove byneT oTobpaxeHa B OCHOBHOM OKHe, BbIMOHEHWS JOMONHUTENbHBIX
LeicTBuiA He TpebyeTcs. ECM NOAKIOYEHO HECKOMBKO 3NEKTPOHHBIX KNKOYeHn, TO BbIOpaTh 3HAYOK HY>KHOIO
K/toya B 06nactu cnesa;

3. Ecnm PIN-kon nonb3oBaTens 3abnokupoBaH, kHonka "Pa3zbnokupoBatb PIN-koa nonb3osatens” 6yner
[ocTynHa ang Haxatus (cMm. PucyHok 101). MHave KHonka 3abioknpoBaHa;
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EguHbIi Knuedt JaCarta

EanHbiv KnueHTt JaCarta Ana:gﬂnﬂ)

Bepcua: 3.3.0.3570

JaCarta WebPass

‘ WHpopMauns o TokeHe | STORAGE | OTP |

(o}

MK C MPHIIC

pat

ey CMeHMTE PIN-Kog Pa3bnokuposaTts Q
adMWHKCTpaTopa PIN-kog A opMaTMpoBaTL

Knwoumn U cepTudpukare:

Pucyrok 101 - InemeHT yripasnenns "Pazbnokuposats PIN-kog”

4. Tlocne HaxaTtus Ha kHonky "Pa3bnokuposatb PIN-koa" 6ynet oTkpbiTo OKHO "Pa3bnokuposats PIN-kop'
(cm. PucyHok 102);.

Pazbnokupoeats PIN-kog

PIN-Kof4 3AMWHWUCTpPaTOopa

esccessese | &b

Pucyrok 102 - OkHo "Pazbnokuposats PIN-koq”

5. B none "PIN-kop apMuHucTpaTopa” BBecTu Tekywmin PIN-koa aAMUMHUCTpATOpa, NOC/e Yero HaxaTb KHOMKY
"OK";
[Tpu paz6nokuposanm PIN-koaa nosib308atesis cOpachiBa€Tcs CHETYMK HEBEPHBIX MOMbITOK BBOAA PIN-ko4a
10/1b30BaTENS, [1PH ITOM CaMo 3Ha4eHne PIN-ko[4a ocTaérca HeuM3MeHHbIM, /15 uameHeHns 3HaveHns PIN-
K043 110/1b30BaTesNs BOCMO/b3YHTECH MPOLERYPOH POPMATHPOBAHMS. B ITOM C/iyyae Bce AaHHbIE C Ki14a

o) 3/1EHbI.

6. [pwu ycnewHow pasbnokunpoeke PIN-koaa nonb3oBatens 0To6pa3uTCs COOTBETCTBYOLWEE COOOLEHNE
(cm. 103). Haxatb kHomnky "OK", 4To6bl 3aKpbITh €ro.

PIN-Kog paz6noKupoBaH

+/ PIN-Kog ycnewHo pasbnokuposaH

PucyHok 103 - Coobiyermne 06 ycrewHou pazbnokmposke PIN-ko4a noss3o8arens

8.2.3 [punoxeHne FOCT

g [nsa Toro ytobbl pasbnokuposatb PIN-kog nonb3oBaTtens, 3NEKTPOHHbIN KU AOMKEH ObiTb
NPOMHULMANN3NPOBAH:

e nnsBepcun 2.5.3 - 2.5.9 ¢ PUK-komom;
e nans Bepcun 2.5.13 u Boiwe ¢ PIN-kogoM agMUHKUCTpaTopa.
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[pu pazbnokmposarmm PIN-koaa no/sib30Batesis copacsiBaeTcs CHETYMK HEBEPHBIX MOMbITOK BBOAA PIN-ko4a

110/1b30BareJis, rpu 3roM camMo 3Ha4eHne PIN-koga ocraérca HeuM3MeHHbIM.

» Ona paz6bnokupoBaHus PIN-koga nonbsoBaTens:

1. TMoaknYnTb 3NEKTPOHHbIN KN4 K pasbemy USB komnbioTepa, 3anyctutb MO "EamHbii Knuent JaCarta” n
NepeKoYUTLCS B PACLUMPEHHBIN PEXUM;

2. WHdopmauus 06 aneKTpoOHHOM Kntouve byaet oTobpaxkeHa B OCHOBHOM OKHE, BbIMOJHEHUS AONOIHUTENIbHbIX

LencTBui He TpebyeTcs. ECnm noakNoYeHO HECKOIbKO 3NEKTPOHHbBIX K/oUel, TO BbibpaTb 3HA4YOK HYXXHOIo

Kntoya B 06n1acTu cNieBa;

3. Ecnu PIN-kop nonb3oBatenst 3a6n1okupoBaH, kHonka "Pasbnokmposate PIN-koa" 6yaeT [ocTynHa ans
HaxaTns (cM. PucyHok 104).

EguHbiii Knuent JaCarta

EauHblin KnneHdT JaCarta

Bepcua: 3.3.0.3570

PucyHok 104 - Pazbnokmuposarnmne PIN-koga nonb3osarens npuaoxenns FOCT

JaCarta-3 PKI/TOCT

HazeaHwe JaCarta-3 PKITOCT

Homep mMogenn JC247-12.F47 v10.0

Ha30BUTE 5TOT HOMEp Npu obpaleHN B TEXHWYECKYIO NOANEPHKKY

CepwiiHEIR Homep C30689C8

PKI

MpunoxeHna .
Ee30nacHblil AOCTYN K pecypcaM

CMeHWTE PIN-kOO

rocr
PIN-kop 3abnokuposaH. ObpaTuTecs K
a3AMUHWCTPaTOPY

INeKTpoHHaA NOANKUCE

4. Tlocne HaxaTtua Ha KHonKy "Pasbnokunposatb PIN-kop nonb3oBatens” 6yaer oTKpbITO OKHO "MacTtep
pa3bnokmposku PIN-koga" (cMm. PucyHok 105).

MacTep paz6nokupoeaHuna PIN-koga ®

Cnocob pazbnokupoeaHua PIN-kofa
BuibepuTe cnocob pasbnokuposanua PIN-koga.

Ne30BaTek PUK-kopg
nokupoeaTe PIN-kog ¢ nomowko PUK-koga

anpoc-oTBeT

(O Mo epemern
o TokeHa pazbnokwpoeaHwe PIN-Kofa No BpeEMEHK

Oanee > k OTmeHa

PucyHok 105 - OkHo "Pazbnokmuposka PIN-ko4a noss3osarens”

5. BeibpaTtb nyHKT "Mcnonb3oBath PUK-koa" 1 HaxaTtb kHonky "[anee”;

6. B none "PUK-kon" BBectT Tekywwmit PUK-koa?, nocne yero Haxatb KHonky "Janee”;

7 Ons npunoxenus FOCT Bepcuum 2.5.13 m Bbiwe ByaeT 3anpawmnsatbes PIN-kog agMuHMCTpaTopa.
PykoBopacteo agmuHuctpatopa ans OC Linux
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7. Tlpu ycnewHor pa3bnoknpoBke 0T06pasnTCa COOTBETCTBYOLLEe coobweHune. [1ns ero 3akpbiTUsa HaXaTb
KHONKy "3aBepwutb” (cM. PucyHok 106).

MacTep pa3bnokvMpoBaHuA PIN-koaa

PazbnokupoBaHue PIN-Kona
PesynbTaThl pasbnokupoBaHms PIN-Kofa NpUBEAeHbI B OTHETE

OT4eT:
PazbnoknpoeaHue PIN-koga

OBHOBNEHWE NapaMeTpoB
+ Pasbnokupoeanne PIN-koaa beino ycnewHo esinonHeHo

3aBepWwWTh

PucyHok 106 - Coobiyermne 06 ycrelHou pa3bnokmuposke PIN-koga noss3oBarens

8.3 PasbnokuposaHue PIN-Koga nonb3oBaTenA B yA3EHHOM pernme

@ Pasbnokuposka PIN-koaa nonb3oBatens B yAanéHHOM peXMMe AOCTYMHA TONIbKO AN 3NEKTPOHHbIX KoYen ¢
npunoxerusmu PKI n PKI/BIO 1 npunoxennem NOCT (noppobHee cM. noapasaen 3.2 "lMapamMeTpbl 3N€KTPOHHbIX
Kntoyer npu noctagke” u noapasaen 3.3 "Onepaumm € 3NeKTPOHHBIMU Kio4aMmn”).

8.3.1 Mpunoxerue PKI n PKI/BIO

@ B pe3ynbTtaTe pasbnokmpoBaHua PIN-koga nonb3oBaTens aneKTpOHHOro Katoya ¢ npunoxeHmem PKI BbinonHseTcs
Ha3HaveHue HoBoro PIN-kopa nonb3oBaTens n c6pocC A0 HyNS cHeTYMKA MOMNbITOK BBOAA HeBepHoro PIN-koaa
rosib3oBaTens.

PasbnokunpoBka PIN-koga nonb3oBaTenst 3NeKTPOHHOMO K4a ¢ npunoxeHueM PKI B yoanéHHoOM pexunme
BO3MOXHA MpPU BbINOJHEHWUMU CNEeAYOWNX YCIOBUNA:

e B OpraHv3aumu Ho/mxKHa ObiTb YCTAHOBIEHA CMCTEMA YYETa U YyNpaBneHUs annapaTHbIX CPeACTB ayTeHTUdUKaLmK;
B HACTOALLEM AOKYMEHTe Ans npumepa byaet ucnonb3osaTtbcs cuctemMa JaCarta Management System (JMS);

e 3/IEKTPOHHbIN KoY, MoANiexalumit pa3bioKMpoBaHUIO, LO/MKEH BbiTb 3aperMcTpMpPOBaH B CUCTEME YYETa U
ynpaB/ieHUs annapaTHbIX CPeACTB ayTEHTUDUKALMM A0 MOMEHTA ero 6/10KMPOBKK;

o nans npunoxerus PKI ¢ annnetom PRO 3n1eKTpOHHBIN KN4 AomKeH 6biTb OTPOPMATUPOBAH C 3a4aHHbIM PIN-
KOZOM agMuHUCTpaTopa (cM. noapasgen 7.1 ®opmaTtuposaHue npunoxenusa PKI c annnetom PRO);

e 54 npunoxeHus PKI c annnetom Laser aneKTpOHHbIV KoY J0MKeH O6biTb OTGOPMATUPOBAH C BO3MOXHOCTbIO
pa3b10KMPOBKM NO MEXAHM3MY "3anpoc-0TBeT" M B KavecTBe PIN-koga agMuHKUCTpaTopa 3aaath katod 3DES
(cm. noppaszpen 7.2 ®opmatuposanue npunoxenus PKI ¢ annnetom Laser).

Pasbnokunposka PIN-koga nonb3oBatens 31eKTPOHHOMO KAYa B YA3ANEHHOM pexuMe npeanosaraer
B3aMMOAENCTBME MONb30BATENS 3NEKTPOHHOIO K4a U agMUHUCTpaTopa 6e3onacHocTyu. pu 3ToM Ha
KOMMboTepe Nosb3oBaTeNs Ao/mKeH 6biTb ycTaHoBneH EanHbii Knuent JaCarta, a agMuHucTpatop 6e3onacHoCcTH
[LOJIXEH MMETb JOCTYN K CUCTEME YYETA M YrpaB/ieHMs annapaTHbIX CPpeacTB ayTeHTUdMKALMM (B LAHHOM
npumepe - Kk cucteme JMS).
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P Ons pas6bnokupoeku PIN-kona nonb3oBatens B ynanéHHOM pexume Heo6X0aUMO:

1. TlpouHCTpYKTMpPOBaTb NoMb30oBaTeNs (Hanpumep, no TenedoHy) NOAKNHUUTL SNEKTPOHHBIN KoY C
3abnoknpoBaHHbIM PIN-kogoM K koMnbloTepy m 3anyctutb EanHbii Knuent JaCarta. OkHo EamHbii KnueHt
JaCarta y nonb3oBatens 6yner BbirngaeTb Kak Ha pucyHke (cMm. PucyHok 107).

EAMHbIA KnueHT JaCarta

Eaunbin Knnent JaCarta Ana:,ﬂﬁnn)

Bepcwa: 3.3.0.3570

JaCarta-3 PKI/TOCT

HazeaHune JaCarta-3 PKITOCT

]C247-12.F47 v10.0

Homep mopenn
HasoeuTe aTOT HoMep Npu 0bpaleHNN B TEXHUYECKYIO N0AAEPHKKY

CepuitHelil Homep C30683C8

PKI

PIN-kop 3abnokuposan. ObpatuTtecs k _ _
aAMUHUCTPaTOpY PazbnokupesaTe PIN-koa

Be30nacHeIR AOCTYN K pecypcam

roct CmeHWnTE PIN-KOg
3NeKTPOHHER NOAMNUCE
CMeHUTL PIN-KOA noanucu

MpunoxeHna

Pucyrok 107 —Orobpaxenne 3abnokuposarHoro PIN-koga y nosne3oBaresns

2. Tlonb3oBaTenb JOMKEH HaxaTb KHOMNKY "Pa3bnokupoatbh PIN-koa nonb3oBatens’. Ha skpaHe nonb3oBartens
bynet oTKpbITO OKHO "Pazbnokuposatb PIN-koa" (cm. 108).

Paz6nokupoBEaTk PIN-kog X

BelbepuTe cnocob BeINoNHEHWA onepaui

@) KN4 aOMWHUCTPaTopa
BLINOAHUTE ONEPALWMKD, MCNOAL3YA KOS 8 AMUHACTPaTopa

® 3anpoc-oTBET
BEINOMHWTE ONepauuko, UCNone3yA 3anpoc-oTEEeT

Pucyrok 108 - OkHo "Pazbnokuposats PIN-kosa nosne3osarens’. CreHepupoBarHHbii 3anpoc

3. Tlonb3oBaTenb BbIOUpaET 3HaYeHMe "3anpoc-0TBET" M HAXMMAET KHonky "danee”. OTKpbIBAaeTCS OKHO ANis
pasbnokumposku PIN-koga (cM. PucyHok 109).
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PazGnokupoBaTtb PIN-kopg b

3anpoc 3DES

| BDD9BSBSFI9D7FC3 |

OTBeT

@ OcTanock NOMNEITOK: 12

HoBeiA PIN-Ko4 None30BaTeNA

| | &%

Mo4TBEpOUTE PIN-KO4 NONL30BaTENA

PucyHok 109 - OkHo "Pazbnokuposars PIN-kos . CreHepupoBaHHbI¥ 3arpoc

4. Tonb3oBaTenb nepeaaeT aAMUHUCTPATOPY NOCIEN0BaTENbHOCTL CUMBOJIOB, CFEHEPMPOBAHHYIO B nosie
"3anpoc 3DES". epenaya MoxeT 6bITb BbINOAHEHA NHOOLIM YA06HLIM CNOCO60OM, Hanpumep, no email.

5. AoMuHucTpaTop 6€30MacHOCTM FreHepupyeT OTBET cpeacTBamMu cuctemsl JMS U nepeaaeT ero nosb3oBaTenio
ntobbIM yaobHbIM cnocoboM, Hanpumep, no email.

@ MNoppobHee o pabote B cucteme JMS cm. gokymeHT "JaCarta Management System. PykoBoactso
afMuHUCTpaTopa”.

6. [Monb3oBaTenb BBOAMT NOCNEA0BATENBHOCTL CUMBOJIOB, MONYYEHHYHO OT aAMUHUCTPaTOpa 6e30MacHOCTH B
none "OTtBeT" B OKHe pa3bnokunposaHus PIN-koga v ykasbiBaeT HOBbIM PIN-kop nonb3oBartens u ero
noateepxaenue (cM. PucyHok 110).

Paz6nokupoBaTtb PIN-kop, x

3anpoc 3DES
| 8DD9BSBSFIIDTFC3 |

OTBeT

| 7012E320479028A2 |

@ OcTanock NONEITOK: 12

HoBwiA PIN-Ko4 None3oBaTensd

eeccecee | &b

MogoTeeponTe PIN-KoO None3oBaTENA

Pucyrok 110 - OkHo "Pa36bnokuposats PIN-kog . CreHepupoBaHHbIv 3arpoc
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7. Monb3oBaTenb HaxxumaeT KHonky "OK".
8. Tlpu koppekTHO BBeaeHHOM oTBeTe PIN-koa nonb3osatens byaer pa3bnoknpoBaH, Ha 3KpaHe NOSIBUTCS
coobuieHne 06 3ToMm (cm. 111).

PIN-kop pa36nokupoBaH

+w* PIN-kop ycnewHo pasbnokmpoeaH

PucyHok 111 - CoobiyeHmne 06 ycneiHos pa3bnokmuposke PIN-koga noss3oBarens

8.3.2 T[punorenne MOCT

(/] B pe3ynbTtaTe pasbnokmpoBku PIN-koga nonb3oBaTens 3neKTPOHHOIO KJo4a C YCTAHOBAEHHbIM MPUIOXEHUEM
FOCT BbInonHAETCA COPOC A0 HYNS CHETYMKA MONbITOK BBOAA HeBepHoro PIN-koga nonb3oBaTens, npy 3ToM
3HavyeHue PIN-koga nonb3oBaTens He MEHSETCS M OCTAETCS TakMM Xe, KaKnM 6bino 40 pa3biiokMpoBKy.

Pasbnokunposka PIN-koga nonb3oBatens snekTpoHHOro kat4da ¢ npunoxerHmem FOCT B yoanéHHOM pexume
MOXET ObITb BbIMOHEHA TOIbKO TEM K/IHOYOM aAMMHUCTPATOPA, HA KOTOPOM 3aBNOKUPOBAHHBIN 3TEKTPOHHbIN
K/1I0Y 6blN BbIMYLLEH CPEACTBAMM NPOrpaMMbl aAMUHUCTPUPOBAHUS, PYHKLMOHMPYIOLLEN B COCTaBE CPeacTBa
KpunTorpaduyeckon 3alwmTbl MHPopMauumn «ABTOMaTU3MPOBAHHOE paboyee MeCTO aAMUHUCTPATOPa
6e3onacHoctu JaCarta» (CK3UW APM AB JaCarta).

Pasbnokmposka PIN-kofa nonb3osaTens 31eKTPOHHOMO K/o4a B YAANEHHOM pexuMe npeanonaraet
B3aMMO/ECTBME NOMb30BaTENS INEKTPOHHOrO K/toYa U agMUHUCTpaTopa 6esonacHocTu. Npu 3TOM Ha
KOMMbloTepe nonb3oBaTtens fo/mkeH ObiTb ycTaHoBneH EanHbiin Knuent JaCarta, a agMuHucTpatop 6e3onacHoctu
pomkeH umetb goctyn k CK3M APM AB JaCarta u MMeTb TOT K/ aMUHUCTPUPOBAHMS, HA KOTOPOM 6bin
BbIMYLLLEH 32610KMPOBAHHBIN SNEKTPOHHbIX KNHOY.

» Ona paz6nokuposku PIN-kopa nonbsoeatens B yaanéHHOM pexume Heobxoaumo:

1. TlpOMHCTPYKTMpOBATb NONAb30BaATENS (HAanpuMep, NO TenedoHy) NOAKNHUYUTL INEKTPOHHbIN KM C
3abnoknpoBaHHbIM PIN-KoAOM K KOMMbOTEPY M 3anycTuTb EanHbiin Knuent JaCarta. OkHo EamHbIn KnveHT
JaCarta y nonb3oBatens 6yneT BbIrngaeTb Kak Ha pucyHke (cm. 112).

EAMHbIA KnueHT JaCarta _ 0O

EauHbln KnueHt JaCarta Ana:,ﬁanu)

Bepcus: 3.3.0.3570

JaCarta-3 PKI/TOCT

HazeaHue JaCarta-3 PKIJTOCT

a-3 PKIJTOCT

JC247-12.F47 v10.0

Homep mogenn
Ha3oBWTe 3TOT HOMEP NpW 0BpaLLEHUN B TEXHWHECKYIO NOAAEPHKKY

CepwiHeIn HoMep C30689C8

PKI

Mpunosxexus . CmenuTh PIN-kog
Be30nacHbIil OCTYN K pecypcam
roct

PIN-kof 3abnokuposaH. ObpaTuTecs K )
aAMUHUCTPaTopY PasbnokupoeaTe PIN-kopa

aﬂSKTpOHHEﬂ noaonuce

PucyHok 112 - Orobpaxerue 3abnokmpoBaHHoro PIN-ko4a B pexume r1o/ib30B8atesis

2. Tonb3oBaTtenb HaxkunMaet KHonky "Pa3bnokupoBats PIN-koa'". bynert oTkpbITo OKHO "MacTep
pasbnokmpoBaHus PIN-kopa", B KoTopoM gocTyneH Bbibop cnocoba pa3bnokunposku (cm. 113).

AO "Anapaunn P.A.", 1995—-2025r. PykoBoactBo aamuHucTpatopa ans OC Linux Crp. 85/95



Eamubin Knuent JaCarta

MacTtep paz6nokupoeaHua PIN-kopa ®

Cnocob pa3zbnokupoBaHua PIN-koga
BuibepuTe cnocob pasbnokwposanua PIN-koga.

® VcnoneksoeaTe PUK-KoLO
Pa:5:6n0KL-1p0EcaTt=. PIN-kog © nomowksn PUK-Koga

O 3anpoc - oTeeT

PasbnokupoBaTk PIN-KO 4, MCMOMb3YHA MEXaHW: anpoc-oTBET

Danee = OTMeHa

PucyHok 113 - Macrep pazbnokuposarmns PIN-koga. Crocob pa3bnokuposarms PIN-koga

3. Tonb3oBatenb BblIOMpaeT 3HaYeHUe "3anpoc-0TBET" U HAXMMAET KHonky "[anee”. OTKpbIBAETCS OKHO 415
pa3b/10KMPOBKM 3NEKTPOHHOIO K/toYa. B none "3anpoc” coaeputcs aBTOMaTUYECKU CreHepMpOoBaHHOE
3HauveHue, npeacTaBnsioliee coboi 3anmcaHHble Noapaa 16-3HauHbIN CEPUINHBIA HOMEP 3NEKTPOHHOIO
KJI04a U KONMYECTBO YCMELIHO BbIMOSIHEHHbIX Pa3bNOKMPOBAHMI LAHHOMO Ktova (cm. 114).

B paccmaTtpuBaeMom npumepe 310 nocnesosatensHocTe 4E3900181250304C0200, 8 koTopoi
4E3900181250304C —16-3HayHbIN CEPUIAHBIA HOMEpP 3N1eKTPOHHOro Kntoya, 0200 - KonnyecTeo ycnewHo
BbIMOJIHEHHbIX Pa3610KUPOBAHUA.

Macrep paz6nokupoeanusa PIN-koaa X

PasbnokupoBaHue PIN-Kofa C MOMOLLbLIO MeXaHU3Ma 3anpoc-oTeeT
MepepanTe 3anpoc BaleMy agMUHUCTpaTopy besonacHocTh 1
BBEAMTE NONYyHEHHbIR 0TBET

3anpoc

%74E3900181250304C0200 ‘

OTBeT

< Hasag Lanec \ OTMmeHa

Pucyrok 114 - Pazbrokmuposarmne PIN-koga ¢ momMoLybo MEXaHU3Ma 3arpoc-0TBET. DopMUpoBaHme 3anpoca

4. Tonb3oBaTenb coobLiaeT agMUMHUCTPaATOPY 6€30NacHOCTM 3HaYeHne nons "3anpoc” nbbiM yA06HbIM
cnocobom, Hanpumep, no email.

5. AoMuHucTpatop 6e3onacHocTu reHepupyet otBeT cpeacteamu CK3M APM AB JaCarta 1 nepenaet ero
NoNb30BaTENO TaKXKe NoObIM ya06HbIM cnocoboM, HanpuMep, no email.

ﬁ MoppobHee o pabote B CK3N APM AB cM. pokyMeHT "Cpeactso kpuntorpaduueckon 3awmtsl nHdopmauum «APM
afMuHucTpatopa 6esonacHoctu JaCarta. MNporpamma aaMmMHMCTpUpOBaHMS. PykoBoacTBo onepaTopa”.
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6. [lonb3oBaTtenb BBOAMT OTBET B OOAHOMMEHHOE NOMe U HAXKUMaeT kHonky "Hanee” (cm. 115).

MacTep pazbnokupoBaHus PIN-koga X

Pa3bnokupoBaHue PIN-Kofa C MOMOLLbLI0O MeXaHU3Ma 3anpoc-oTBeT
MepefaiiTe 3anpoc BaweMy agMUHUCTpaTopy besonacHocTu
BBEAVNTE NOMYHEHHLIN 0TBET

3anpoc

‘ 4E3900181250304C0200

OTBeT
i 54356G6789G3965|

Pucyrok 115 - Pazbnokuposanmne PIN-Ko4a ¢ noMoLLYbo MEXaHU3MA 3arpoc-0TBeT. BBoA r1o/y4eHHoro oreera

7. Tpu koppekTHO BBeaeHHOM oTBeTe PIN-kog nonb3oBatens 6yaeT pa3baokMpoBaH, HAa 3KpaHe NoSBUTCS
coobueHune 06 3Tom (cm. 116). B kauectee PIN-kona nonb3oBatensi 6ynet HasHayeH PIN-kon nonb3oBartens
[0 ero 610KMPOBKM. 3HAaYEHNE CHETUMKA YCTELWHO BbIMONHEHHbIX Pa36i0KMPOBaHUIA AAHHOMO 31EKTPOHHOIO

KNtova 6yaeT yBeNMYEHO Ha eauHuLy.

Macrep pas6bnokupoeanusa PIN-koaa X

Pa3bnokuposaHue PIN-koga
PesynsTaThl pasbnoknposaHua PIN-Kofa npuBegeHsl B 0THeTe

OTyeT:

P836HOKMpoBaHMe PIN-koga
ObHOBAEHWE NapameTpoB
v PasbroknposaHue PIN-koga bbif0 ycnewHo BLINOAHEHO

|

PucyHok 116 - Coobiyenne 06 ycrewHom pazbnokuposarmm PIN-koaa nonpb3osaresns

8.4 W3MmeHeHue PIN-Koga agMUHUCTPaTOPa

PIN-kop agMUHUCTPATOPa MOXET ObITb YCTAHOBNEH HE BO BCEX MPUIOKEHUAX B NAMSATU INEKTPOHHbIX KOYEN.
MNMoppobHee cm. nogpasaen 3.2 "MapameTpbl 31EKTPOHHbIX KNOYern npu noctaBke”.
Bo3moxHocTe usmeHerns PIN-koga agmuHucTparopa 4octynHa B ripunoxeHmn PKIl, STORAGE a Takxe B

npunoxeHmn FOCT Bepcum 2.5.13 u Boilve.

Mocne BBOAA HenpasunbHoro PIN-koaa agMMHUCTpATOpa HECKONBKO pa3 NoApaa 3NeKTPOHHbIN KoY
6nokupyetcs. He ponyckavite 6nokupoBku PIN-kofa agMMHUMCTpPATOpa Ha 3neKTPOHHbIX kntovax JaCarta. PIN-kog
aAMUHUCTpaTOpa, B oTamnume oT PIN-kopa nonb3oBatens, pa3bnokupoBaTb HEBO3MOXHO.
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B aiydae 5/70KI/I/JOBK/4 S/IEKTPOHHOIO K/1l04a MOXXKHO oﬁpamrbc,q B C/7)/)/(5y TEXTIOLAEPXKKU U
[EPEUHNLINGTININPOBATH AaHHbiI koY, O4HaKo Bce AaHHbIE, XPAHALUNECSA HAd TOKEHE, 5yﬂyTy,ﬂ5/7€Hb/.

Lns npunoxermn FOCT Bepcum 2.5.13 MOXHO BbinosiHuTe COpOC npunoxenus. llogpobrHee cm. nogpaszgen 7.5

(/ 3afaHHOE KoAM4ecTBO nonbiTok BBoAa PIN-koga agMUMHKUCTpaTOpa, @ TakxKe OCTaBLUeeCs KOMYeCTBO MOMbITOK,
MOXHO y3HaTb, 3anyctuB M0 "EamHbii Knuent JaCarta”. Ha Bknagke "MHdopmMaumsa o TokeHe" B none "Octanocb
nonbiTok BBoAAa PIN-koaa agMuHumcTpaTopa”.

» lna cMeHbl PIN-kona agaMuMHuMcTparTopa:

1. TMoaknoYUTb INEKTPOHHBIN KoY K pasbeMy USB koMmnbioTepa, 3anyctuts M0 "EanHbii Knuent JaCarta” u
NepeknYnUTbCS B PACLUIMPEHHDBINA PEXUM;

2. WNudopmaumns 06 3neKTpoHHOM Kitoye 6ynet oTobpaxeHa B OCHOBHOM OKHe, BbIMONHEHNS JOMONHUTENbHBIX
LeiCTBUI He TpebyeTcs. Ecnn nofklo4eHO HECKONBKO 3NEKTPOHHBIX KNOUeH, TO BbIOpaTb 3HAYOK HYXXHOTO
Kntoya B 06nacTu cnesa;

3. [epentn Ha BKNaaKy, COOTBETCTBYIOLLYIO NPUIOXEHMIO, AN KOTOPOro Heobxoanumo cMeHuTb PIN-koa
aAMMHUCTPATOPa U HaxaTb KHOMKY "CMeHuTb PIN-koA agMuHucTpatopa”. byaet oTkpbiTo 0kHO "CMeHuTb PIN-
Ko agMuHuUCTpaTopa” (cM. PucyHok 117);

CmeHuTe PIN-Kog agMMHUCTpaTOpa x

TekylWw WA PIN-kog agMUHWCTpaTopa

HoBbli PIMN-K0 4 aAMWHWCTPaTopa

00000000 O
MogTeepAWTe PIN-KOO agMAHWCTpaTopa

PucyHok 117 - OkHo "Cmenutb PIN-k04 aamurmucTparopa”

4. B none "Tekywmii PIN-kon agMuHmMcTpaTopa” BBecTu Tekywmin PIN-koa agMUMHUCTpaTopa.
B nonsix "Ho.biit PIN-kog agMuHucTpatopa” n "TMoareepamntb PIN-koa agMuHMCTpaTopa” BBECTM HOBbIN PIN-
KOJ4, aAMUHUCTPATOPa M ero NOATBEPXKAEHUE COOTBETCTBEHHO.

e

Hosbiii PIN-k04 aAMUHMCTPATOPA AO/IKEH OTIMHATECS OT TEKYLUEro, MHa4e OyAeT OTOOPAKEHO
MHGOPpMaLUHOHHOE cooblyerHne 06 3ToM u kHorka "OK " byaer HEAOCTYIIHA 47151 HAXATHUS.
6. Haxartb kHonky "OK".

7. Mpwu ycnewHor cmeHe PIN-kopa agMuHKUCTpaTopa Byaet oTobpaxkeHOo COOTBETCTBYHOLWEE COOBLLEHNE
(cm. 118). Ons ero 3akpbiTMS HEOOXOAMMO HaxaTb KHoMKy "OK".

PIN-kof agMUHKMCTpaToOpa MZMEHEH

v PIMN-KOA aOMUHWCTPaTOPE YCNELWHO U3MeHEH

PucyHok 118 - Coobiyermne 06 ycrewHos pa3bnokuposke PIN-kosa agmmHmucTparopa

8.5 W3meHeHue KadvecTBa PIN-Koga nonb3osaTtena anAa npunoxeHna PKI

(,‘/j N3meHeHne kayecTBa PIN-koaa BO3MOXHO BbINOMHUTL 6€3 POpMaTMPOBAHMS 3NEKTPOHHOIO KItoYa.
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P lns usmeHeHnus kavyectsa PIN-koma Heob6XxoauMO:

1.

MofKNOUNTb 3NEKTPOHHbINM Ktou K pa3beMy USB komnbioTepa, 3anyctuts M0 "Eaunbiii Knuent JaCarta” un
NepeK/oYUTLCS B PACLUMPEHHDBIN PEXHUM;

NHdopmaums 06 aneKTpoHHOM Kitode ByaeT oTobpaxkeHa B OCHOBHOM OKHe, BbIMOJIHEHWUS LOMOJHUTENbHbIX
LeiCTBUI He TpebyeTcs. ECM NoakIOYEHO HECKONBKO 3NEKTPOHHBIX KNKOUeR, TO BbIOpaTb 3HAYOK HYXKHOTO
Kntoya B 0bnactu cnesa;

MepenTtn Ha Bknagky "PKI" n HaxaTb kHOMKY "M3MeHuTb kayecTBo PIN-kopa” (cMm. PucyHok 119);

EOMHBIA KneHT JaCarta _ O

EanHbIn KnnenT JaCarta Ana‘\ﬂﬁnu)

Bepcwsa: 3.3.0.3570

TEST

‘ WH(opMaLna o TokeHe | PKI | FOCT|

(o]

PaLHK C MpH

%VcTaHnEmTh PIN-kon G =
nenL308aTens ‘

n{ CmeHuTs PIN-koa Q E Ka4ecTBO
aaMUHKUCTpaTopa k! DOPMATMPOBETE PIN-kona

Knwuu u cepTudukaTei: _'?] 1ty O

PucyHok 119 - OkHo "Eanneii Knnent JaCarta’. KHonka "MameHuts kavectBo PIN-koga”

4. bypet OTKPbITO OKHO ayTeHTMdMKauumn ans Beoga PIN-koma agMuHucTpaTopa. MNMocne BBoga PIN-kopa

aflMMHUCTpaTopa OyaeT OTKPbITO OKHO MacTepa n3MeHeHus kavectea PIN-kopga nonb3oBartens gns
npunoxenus PKI (cm. PucyHok 120);

MacTep usmeHeHus kavectea PIN-koga nonb3osatens npuaoxeHda PKI

KavecTBo PIN-Ko[,a nonb3oBaTenn
YCTaHOBWTE HAcTpoikKk kavecTea PIN-koaa nonk3oBaTens

Ea30BbIE HACTPOAKK

Bpema xn3dm PIN-koga, gHn |l) e |
MuH. gnvHa PIN-koga |4 e |
Makc. anvHa PIN-kopna |16 : |
[] WcTtopwus PIN-koaa |(' 5 |

PaclIMPEHHBIE HACTPONKK

MWH. KonM4ecTBO uH(*)pOBI:IK CHMMBONOB
MWH. KonM4ecTBO EYKBBHHHX CAMBONOB
MWH. KOAM4ECTEO CMMBOMOEB HWXHETD perucTpa
MWH. KOAM4EeCTEO CMMBONCE BepxXHero perucTpa
MWH. KoAM4ecTBO cnew,. CUMBONOB

MaKc. KONM4ECcTEO NOBTOPAKLNXCA CUMBONOR 16

)
1

MNpUMEHNTE OTMeHa

Pucyrok 120 - OkHo "Macrep nzmerHeHns kavectsa PIN-koaa nonb3oBarens rnpunoxerns PK1"

MN3mMeHuTb HacTporku kavectBa PIN-koaa xxenaemMbiM 06pa3oM M HaxaTb KHOMKY "TIpUMeHnTb".

ByneTt oTKpbITO OKHO A1 Ha3HavyeHus HoBoro PIN-koaa nonb3osatens. Ykasate HoBbIvi PIN-koa u ero
NOATBEPXAEHME U HaxaTb KHOMKy "OK".

Mpwu ycnewHol cmeHe PIN-koaa agpMuHUcTpaTopa ByaeT oTobpaxkeHO COOTBETCTBYHOLWee coobuieHue. [1ng
€ro 3aKpbITMS He06X0AMMO HaxaTb KHonky "OK".
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9. [Moaaeprka 6e30nNacHOCTM NPOrPaMMHOI0 CPeACTBa

B pamkax noppepxxky 6€30nacHOCTU M3roTOBUTENb (MPOM3BOAUTENb) NPOrpaMMHOro cpeactsa EanHbit Knuent
JaCarta» ocyliecTBnsieT KOMMAEKC MEPONPUATUI MO BHECEHMWIO B MPOrPaMMHOE CPEACTBO CNeAYHLWMX
U3MEHEHUM:

U3MeHeHUs B UMeroLwmecs GyHKUMn 6€30NacHOCTM UM U3MEHEHMUS, CBA3aHHble C A06aBneHneM HOBbIX QYHKLMA
6e3onacHOCTU. I3MeHeHUs BHOCATCS MO PELUEHUI0 U3rOTOBUTENS (MPOU3BOAUTENS) B PaMKaX MOBbILLEHWUS KayecTBa
(YHKLUMOHVMPOBAHUS NPOrpaMMbl, €e COBEPLUEHCTBOBAHUS M/MAK paclumpeHns dYHKLMOHANbHbIX BO3MOXHOCTEN;

MCNPaB/IEHUS, CBA3AHHbIE C YCTPAHEHWEM HELOCTATKOB 6€30MacHOCTH, 06YCNOBIEHHbIX NPOrPaMMHbIMU AedeKTaMu
W YSI3BUMOCTSMM, U HELEKNAPUPOBAHHbIX BO3MOXHOCTEN NPOrpaMMHOro CPeacTBa.

Moponepykka 6€30MacHOCTM BKKOYAET:

yCTpaHeHue HeAOCTaTKOB M MPOrpaMMHbIX Ae(EKTOB, @ TaKXKe YA3BUMOCTEN U HEAEKNAPMPOBAHHbIX BO3MOXHOCTEN
NpOrpamMMHOro CPeacTBa;

MHbOPMUpOBaHUE BnaaenbLes (Nonb3oBateneit) 06 06GHOBNEHWUM NPOrPaMMHOTO CPEACTBA;

[oBefeHune 00 Bnagenoues (nonb3osatenei) 06HOBAEHMI MPOrPaMMHOro CpeacTBa U USMEHEHWI B
3KCMyaTaUMOHHYH OKYMEHTaLMIO;

MHbOPMUpOBaHME 06 OKOHYAHMM MPOMU3BOACTBA U (MAM) NOLLEPXKKM 6E30MAaCHOCTU NPOrpaMMHOro CPEACTBA.

YcTpaHeHue HefoCTaTkoB 6€30MacHOCTH M3roToBUTENEM (MPOM3BOAMUTENEM) NPERYCMATPUBAET:

no/lyyeHune CBeAEeHWI 0 HeaoCTaTkax OT BnaAebues (Nonb3oBaTesei) NporpaMMHOro CpeacTea nyTeM npuema u
0TpaboTKM COOBLWEHMI 0 HegoCTaTkax GE30MAaCHOCTM M 3aMpPOCOB Ha UCMPABIEHME 3TUX HELOCTAaTKOB;

yCTpaHeHWe HeJ0CTaTKOB CPEACTBA MYTEM BHECEHWS UCMPABAEHWIA U [OPabOTKM NPOrpaMMHOro CPeaCcTBa UK ero
OTLE/NbHbIX KOMMOHEHTOB, @ TakXKe pa3paboTKy MHbIX MEpP, CHUXKAKLLMX BO3MOXKHOCTb 3KCMyaTaunm yI3BUMOCTEN;

dbopmMurpoBaHue (NpencTaBneHne) UCnpaBneHnii u 0opaboTok B BuAe 06HOBNEHMI NPOrpaMMHOrNO CpeacTBa,
KOTOpble HE0BX0AUMO NPUMEHUTb ANS YCTPAHEHUS HeaoCcTaTka 6€30MacHOCTM MM NOATOTOBKA MPOMEXYTOUHbIX
peLIeHUA, cofepKallme KOMMEHCUPYIOLLME MEePbI MO 3aLLMTe MHPOPMALUK UK OFPaHUYEHNS MO NMPUMEHEHUIO
NpOrpamMMHOro CPeACTBa, M CHUXKAMLWMX BO3MOXHOCTb 3KCMNAyaTaLMu HEAOCTAaTKOB (YA3BUMOCTEN).
KomneHcupytowwme Mepbl HE06X0AMMO Peann3oBaTh U MPUMEHATb 4,0 BbiMyCKa UCMPABNEHMS, YCTPAHSIOLLENO
HenocTaTok 6e3onacHocTH. PazpaboTka KOMMNEHCUPYHOWMX Mep MO 3alimTe MHDOPMALMKU UM OrpaHUYeHui nNo
NPUMEHEHWIO CPeACTBa OCYLLECTBASIOTCS He no3aHee 48 4acoB C MOMEHTA BbiSiBNEHUS HepocTaTka. [lopaboTka
cpeacTBa (popMmupoBaHue (MpeacTaBieHUe) UcnpasneHuit u 4opaboTok) unmn papabotka Mep no 3awure
MHbOPMaLMK, HEMTPANU3YIOLLMX HELOCTATOK 6H@30MacHOCTH, OCYLLECTBASETCS B CPOK He Bonee 60 fHeN ¢ MOMeHTa
BbISIBNEHWS HEJOCTATKA.

MHbopMupoBaHue 06 06HOBNEHUM NPOrPAMMHOIO CPEACTBA BKIKOYAET:

nyénukaumio MHbOpMaLMm o Bbinycke 0BHOBNEHW, B TOM YMC/Ie UCNIPABNEeHUIA HeaoCTaTkoB 6e30nacHoCTH, U
[oBefeHue ee [0 BnagenbLes (Nonb3oBaTeneit) nporpaMMHoOro cpeactsa. CBeaeHMs 0 Hanuuum obHOBNEHUS
ny6nukytoTcs Ha Web-caiite usrotosutens (npounssoauTens) B pasgene «TexHnyeckas nogaepxka» (https://aladdin-
rd.ru/support) v 8OBOAATCA A0 BNagenbLes (Nonb30BaTeneil) NporpaMMHOro CpeacTsa C UCMONb30BaHUEM UX
KOHTaKTHbIX JaHHbIX®, 3aperucTpUpoBaHHbIX Y U3roTOBUTENS (MPOU3BOAUTENS) MOCPELCTBOM OTMPABKU COOBLLEHUI
Ha 3NEeKTPOHHble aapeca;

[oBefieHue MHhOopMaLMKM 0 HeAOCTaTKax NMPOrpaMMHON0 CPEACTBA, @ TAKXKE O KOMMEHCUPYIOLWMX Mepax Mo 3aluTe
MHPOPMaLMM UM OTPAHUYEHUI MO MPUMEHEHMIO NMPOrpaMMbl A0 KAXKAO0ro M3 Bnajenoues (Monb3oBatesnen)
NporpaMMHOr0 CPEACTBA OCYLLECTBNSETCA HE No3aHee 48 YacoB C MOMEHTA BbISIBNEHUS HefoCTaTKa. [pu foBeaeHUH
nHdOpPMaLMKM 0 HeAOCTaTKaxX A0 BrafensLes (MoNb3oBaTeNnein) NOAJIMHHOCTb U LLeIOCTHOCTb J0BOAMMOMN
UHbOopMaLmMu, Npu HeobxoaAMMOCTH, 06ECNEUYMBAETCS 33 CHET NMPUMEHEHUS KBANU(DULMPOBAHHOW NEKTPOHHOWM
NoANUCK U3rotToBuTeNs (Npou3BoaUTeNs).

CBepeHns 0 HanUuMM 0BHOBNIEHWI COAEPXKUT ONMCAHME HefoCTaTKa 6e30MacHOCTH, YCTPAHAEMOro
npeaocTaBneHHbIM 06HOBNEHMEM, NpeanucaHHOe KOpPeKTUpYoLee AeICTBUE U COOTBETCTBYHOLLEE PYKOBOLCTBO
no ero BbINOSHEHUI0. ABTOMaTUYeckoe 06HOBEHME CEPTUPULMPOBAHHOIO NPOrpaMMHOro CpeacTBa He
OCyLLEeCTBASIETCS.

8 C uenbto CBOEBPEMEHHOrO NOyYeHUs MHPOPMaLMK O HeJOCTaTKax 6@30MacHOCTU M Mepax Mo UX YCTPAHEHUIO BNagebLpl
NpOrpaMMHOro CpeacTBa LOMKHbI 06ecneynTb akTyanbHOCTb KOHTAKTHbBIX AaHHbIX, NPeAOCTAaBNEHHbIX U3rOTOBUTENHO
(npoussoauTento).
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[oseneHune oo Bnagensues (nonb3oBartenen) 06HOBNEHMI NPOrPaMMHOI0 CPeACTBa U U3MEHEHWUN B
3KCNNyaTaLMOHHYHK AOKYMEHTaLUMI0 NpefyCMaTpUBaeT:
- BO3MOXHOCTb NonyyYyeHud 06HOBNEHMS C MHCDOpMaLI,MOHHOFO pecypca U3rotosutena (I'IpOl/I3BO,D,l/ITeJ19I). BJ‘Ia,EI,EJ'IELI,

(nonb3oBaTenb) NPOrpaMMHOI0 CPeACTBa AJ1s MOMYYeHUs [OCTYNa K 0GHOBIEHUSM U BO3MOXHOCTU MX 3arpysKu
LLONXeH (npu HeobX0AMMOCTH) MOMYYUTb OT U3rOTOBUTENS (MPOU3BOAUTENS) AaBTOPU3ALLMOHHbIE AQHHbIE.

—  BO3MOXHOCTb Noay4yeHns 06HOBNEHMS CpeacTBa cnocobamu, obecnevmBaoLWmMMm ero LenocTHoCTb. [pu goseneHum
06HOBNEHUI NPOrpaMMHOr0 CPeACTBa A0 BnaaenbLes (nonb3oBaTeneit) NoAAMHHOCTb M LLeNOCTHOCTb 0BHOBNEHWI
obecneynBaeTcs 3a CHET NPUMEHEHUS KBANMDULMPOBAHHOW 3IEKTPOHHOM MOANUCK U3roTOBUTENS (MPOMU3BOAUTENS).

Mpu HEOHXOAMMOCTU MOXKET MCMOMb30BaTLCS APYroi CNocob LOBEAEHMS 00 BNAAENbLEB (NOb30BaTeNEN)
0BOHOBNEHMIA MPOrPaMMHOIO CPELCTBA U M3MEHEHMI B 3KCNNYATALMOHHYH LOKYMEHTALMIO, NPY 3TOM
npeanucaHune o ero UCMob30BaHMM BK/IOYEHO B CBELEHMSA O BbiNyCcKe 0OHOBNEHMS.

Bbinyck 06HOBNEHUS MOXKET SIBNATLCS peakumen Ha peknamaumio (obpaleHune) BnagenbLa NporpaMMHOro
CpencTBa, MOXKeT ObiTb HaMpaB/ieH Ha yCTpaHeHWe 06HAPYKEHHbIX HEAOCTATKOB 6€30MacHOCTU MU MOXeT
(hOpPMMPOBATLCS B paMKax COBEPLIEHCTBOBAHMS NPOrpaMMHOrO CPeACcTBa U3roToBUTENEM (MPOU3BOAUTENEM).

O6HOBNEHMS ANs YCTPaHEHMSI 0OHAPYXXEHHbIX HELO0CTAaTKOB 6€30MaCcHOCTU BbIMYCKAOTCS U3rOTOBUTENEM
(Npou3BOAMTENEM) U MOTYT BKJIHOYATb CIELYHOWME KOPPEKTUPYIOLLME LENCTBUS:

- ncnpaBieHusa, Kotopble HEO6XO,D,MMO NPUMEHUTb AN YCTpaHEHUA HedoCTaTKa 6e3OI'IaCHOCTVI;

—  MPOMEXYTOUHbIE PeLleHUs, CoAepXKaLUMe KOMMeHcUpytolme Mepbl. KoMneHcupytowme Mepbl HE06X0AMMO

peanu3oBaTb M NPUMEHSTb L0 BbIMyCKa UCMPABIEHUS, YCTPAHSAOWErO HeJ0CTaToK 6€30MacHoCTM.

KoppekTupytowime geicTems, HanpaeneHHbIe HA YCTPAHEHMWE YSI3BUMOCTEN NPOrpaMMHOro CPeLCTBa, AOMKHbI
ObITb peanu3oBaHbl BNafenbLeM (N0Nb30BaTENEM) NPOrPaMMHOI0 CPEACTBA B CPOKU, PEKOMEHAOBAHHbIE
M3roToBUTENEM (MPOU3BOAUTENEM).

MonyyeHue u NpUMEHEHWE BNAAENbLEM (MONb30BATENEM) NPOrPAMMHOI0 CPefCcTBa 0GHOBNEHMI, COAEPXKALLMUX
UCTpaB/IEHUS], BKITHOYAET:
- nony4yeHune (baVU'IOB 0OHOB/IEHU nporpaMMHOro cpeanctea U COOTBETCTBYHLWMX UM KOHTPOJIbHbIX CYyMM C

MCMONb30BaHMEM 3/1EKTPOHHOWM NOYTbl MK NyTeM 3arpy3ku ¢ Web-caiiTta nsrotosutens (npounssoamutens) no agpecy
https://aladdin-rd.ru/support;

—  NpoBepKy KBaNM@ULMPOBAHHOM 3NEKTPOHHOM NOANMCH U3roToBuTens (npoussoauTens) ans Gainos o6HoBNEHMI
NMpOrpamMMHOro CpeacTea M GaiioB COOTBETCTBYIOLWMX UM KOHTPOJIbHBIX CYyMM H0ObIM JOCTYMHBIM cnocobom, ecm
CBEAEHMUA O HANMYMKM OBHOBNEHUS HE NPEeANUCHIBAIOT MHOM NOPSALOK MPOBEPKMU NOAAMHHOCTM U LLeIOCTHOCTU
obHOBNEHUS;

Mpumeuanne — [1ng npoBepkun KBAaNMGULMPOBAHHOM 3NEKTPOHHOM NOANUCU MU3rOTOBUTENS (NPOU3BOAUTENS) MOTYT

MCMonb30BaThCs 06LLefOCTYNHbIE CEPBUCHI MHHOPMALIMOHHO-TENEKOMMYHUKALMOHHOW CETH 0bLuero
nonb3oBaHua, Hanpumep, (https://15.gosuslugi.ru/pgu/eds).

—  rpuMeHeHue 0OHOBNEHUI, COLEPXALLMX UCMPABNIEHUS, €CNTU: Pe3y/bTaTbl NPOBEPKU KBANUOULMPOBAHHOM
3N1eKTPOHHOM NOANUCK U3roToBUTENS (Npou3BoanTens) ansg ¢aiaos 06HOBNEHUI NPOrpaMMHOro cpeacTsa U daiinos
COOTBETCTBYHOLLMX UM KOHTPOJ/IbHbIX CYMM MOATBEPAMIN UX LENOCTHOCTb U NOAMHHOCTD;

Mpumeuanne — ECn pe3ynbTaThl NpoBepKU KBANMGULMPOBAHHOM 3NEKTPOHHOM NOAMUCU U3FrOTOBUTENS
(npousBopuTens) ans ¢hannos 06HOBEHUI NPOrpaMMHOro CpeacTsa U Gannos COOTBETCTBYHOLWMX UM
KOHTPOJbHbIX CYMM He MOATBEPAMNN UX LENOCTHOCTb U NOAMHHOCTb, TO HEOBX0AMMO 06paTUTCA B CNyXOy
TeXHUYECKOM NOAAEPXKKM U AeCTBOBaTb B COOTBETCTBUM C €€ YKA3aHUSIMMU.

—  3Ha4eHWs KOHTPOJbHbIX CYMM (aiIoB, NOMyYeHHblEe OT U3roTOBUTENS (MPOU3BOAMTENS) NPU 3arpy3Ke 0OHOBEHMH,

MPUHMMAIOTCS B KQUECTBE 3TANIOHHbIX 3HAYEHWIM KOHTPO/bHbIX CYMM (DaiiI0B YCTaHOBOYHbIX MaKeToB U
MCMONHAEMbIX GaiNoB MPOrpaMMHOro CpeacTBa.

MNopsnok npuMeHeHUs 0BHOBNEHUI ONPeaenseTcs HaCTOSLWMM AOKYMEHTOM, eC/IU CBeAEHMNS O HANUYUK
0OHOBNIEHNS HEe NPeANUCHIBAIOT APYroi NoCnefoBaTeNbHOCTU AeNCTBUA.

06 oKOHYaHUM NMPOM3BOACTBA M (MNK) NMOALEPXKKM 6E30NACHOCTM NPOrpaMMHOro CpeacTBa BAagenbLbl
(nonb3oBaTenu) MHHOPMUPYIOTCS He No34Hee YeM 3a 1 roa 40 OKOHYaHMs NPOM3BOACTBA U (MNIU) NOALEPXKKM
6e3onmacHOCTH CpeacTBa.
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MpunoxeHne A. CogepraHue wabsoHa GopMaTpoBaHUA

B Tabnuue (Tabnuua A.1) npusepeHo coaepxxaHue wabnoHa dopmatuposaHus (dain *.ftf).

Tabmmya A.1- lMapameTpbi popmarnpoBarHms

Mapametp ¢popMatupoBaHus LonycTumble 3HaYeHuUs! OnucaHue

JaCarta PKI

ADMIN PIN TYPE Owunn 1, roe: Tun PIN-kofa agMUHUCTpaTopa
¢ 0 - PIN

e 1 - Kniou 3DES

ADMIN PIN MIN LENGTH ot 4 po 16 MwuH. pavHa PIN-kona agMuHMCcTpaTopa
ADMIN PIN MAX LENGTH ot 4 no 16 Makc. anuHa PIN-koga agMUHKUCTpaTopa
ADMIN PIN MIN DIGITS otr0 po 16 MuH. Konn4yecTBo UMbPOBLIX CUMBONOB B

PIN-kope apMuHUCTpaTOpa

ADMIN PIN MIN CHARS ot 0p0 16 MWUH. KonnyecTBo HyKBEHHbIX CUMBOJ/IOB B
PIN-kone nonb3oBatens

ADMIN PIN MIN LOWER CHARS ot 0 p0 16 MWH. KONMYECTBO CUMBONOB HUXHETO
peructpa B PIN-kone agmMuHucTpaTopa

ADMIN PIN MIN UPPER CHARS ot 0p0 16 MWH. KONMYecTBO CMMBOJIOB BEPXHEr0
peructpa B PIN-koae agMuHucTpaTopa

ADMIN PIN MIN SPEC CHARS ot 0 g0 16 MuH. konunuyecTBo cneu,. cumeonos B PIN-
KoLe afMUHMCTpaTopa

ADMIN PIN MAX REPEAT orlpo16 Makc. KonnM4yecTBo NOBTOPSOLLMXCS
cumBonioB B PIN-koge agMuHUCTpaTopa

MAX ADMIN PIN COUNT ot 1015 Makc. KonnuecTso nonbiTok BBoaa PIN-koaa
agMUHUCTpaTopa
ADMIN PIN ot 4 po 16 3apaHHbii PIN-kop agMuHMCTpaTopa B

wabnoHe hopMaTUpOBaHUS

LABEL ot 0 po 16 MeTka npunoxeHus
USER PIN TYPE 1,3,4,5, rne: Tun PIN-koaa nonb3oBarensi.
e 1 - PIN-kop,
¢ 3 - BIO
e 4 - PIN unu BIO
e 5-PINwuBIO
MAX USER PIN COUNT ot 10015 Makc. KonmyecTso nonbiTok BBoaa PIN-koaa
nosib3oBartens
USER PIN EXPIRES ot 0 0o 9999 nHen, roe O - Bpems xm3Hu PIN-koga nonb3oBatens

HE OrpaHn4yeHo

USER PIN MUST CHANGE Ownmm 1l Monb3oBaTenb pomkeH cMeHnTb PIN-koa npu
nepBOM UCNONb30BaHUM

AO "AnapgauH P.0.", 1995—-2025 . PykoBopacteo agmuHuctpatopa ans OC Linux Crp. 92 /95



Eamubin Knuent JaCarta

Mapametp ¢popmMatupoBaHus LonycTumble 3HaYeHuUs! OnucaHue
JaCarta PKI
USER PIN MUST CHANGE UNLOCK Owunu 1l Monb3oBaTenb pomkeH cMeHuTb PIN-koA,

nocne p336J'IOKIA pPOBKHK

USER PIN MAX UNLOCK ot 0 go 15,rne O - He [octynHoe KonnyecTso pa3bnokmposok PIN-
OrpaHUYEeHo KOZa nonb30oBaTens

USER PIN MIN LENGTH oT4 pno 16 MwuH. opnmnHa PIN-kopa nonb3oBartens

USER PIN MAX LENGTH oT4 pno 16 Makc. anuHa PIN-kopa nonb3oBatens

USER PIN HISTORY ot 0 no 10, rne O - He Mctopus PIN-koaa nonb3oBatens
OrpaHUYeHo

USER PIN MIN DIGITS ot 0p0 16 MWH. KonnM4ecTBo UMPPOBbIX CUMBO/IOB B

PIN-kone nonb3oBatens

USER PIN MIN CHARS ot 0p0 16 MWUH. KonnyecTBo HyKBEHHbIX CUMBOJ/IOB B
PIN-kope nonb3oBatens

USER PIN MIN LOWER CHARS ot 0p0 16 MWH. KONMYECTBO CUMBOJIOB HUXKHETO
peructpa B PIN-koae nonb3osatens

USER PIN MIN UPPER CHARS ot 00016 MUH. KONMYECTBO CUMBONOB BEPXHErO
peructpa B PIN-koae nonb3osatens

USER PIN MIN SPEC CHARS ot 0 g0 16 MuH. konunuyecTBo cneu,. cumeonos B PIN-
KoJze nonb3oBatens

USER PIN MAX REPEAT orlpo16 Makc. KonnM4yecTBo NOBTOPSOLLMXCS
cumBonoBs B PIN-koge nosb3osartens

SET USER PIN Owunmn 1 YctaHosuTb 1 PIN-Koa nonb3oBaTens

USER PIN ot 4 no 16, 3apaHHbii PIN-koa nonb3oBaTtens B wabnoHe
nnbo nycTas cTpoka ans opMaTMpoBaHus
cnyyas, korga PIN-kog He
yCTaHABNMBAETCS

MAX FINGERS ot 1 no 10, ecnn Tmn PIN- MakcuManbHoe KOMYeCcTBO OTMNEeYaTKoB,
koaa BIO, PINandBIO, KOTOPOE MOXHO 3apernmcTpupoBaTth Ha KapTe
PINorBIO
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KOHTaKTbI

Odwuc (0bwme Bonpochl)

Anpec: 129226, MockBa, yn. JokykuHa, 4. 16, ctp. 1, 7 atax, komnauuga "Anagamd P.I."
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HopoTKo 0 KoMnaHun

Komnanus "Anapami P.L." ocHoBaHa B anpene 1995 roaa u aensetcs JInueHsum

poCCUIACKMM pa3paboTUMKOM (BEHAOPOM) CPEACTB 3aLLMUThI
— KomnaHusa umeert Bce HeobxoamMble nmnueH3nun OCTIK Poccuu,

nMHbopMaLmn.

®CB Poccum ans npoekTMpoBaHUs, NPOU3BOACTBA U NOAAEPXKKM
KoMnaHus BnSeTcs npusHaHHbIM 3KCNEPTOM U IMAEPOM POCCUIACKOTO C3U u CK3M.
pblHKa CPeACTB ABYX(AKTOPHOM ayTEHTUdUKALMM MONb30BATENEN, — CucteMa MeHeoKMEHTa KayecTBa KOMMNaHUKM COOTBETCTBYET
3N1€KTPOHHOM NOANMCH W 3aLMTbI AAHHBIX. TpeboBaHuam ctaHgapta FOCT P MCO 9001-2015 (ISO

9001:2015)
OCHOBHbIE HanpaBneHus!

— O6ecneyeHne 6e30nacHoro poctyna Kk MHGOPMaLMOHHbIM
pecypcam npeanpusTus, Be6-nopTtanam u obnayHbIM cepsucam
(cTporas aByx- v TpéxdakTopHas ayTeHTUdMKaLMS).

— JnekTpoHHas noanucb (3 ¢ HensBnekaeMbIM 3aKPbITbiM
Kno4oM, dopmupyemas B 3alwmWEHHOM yune), PKI.

— 3almTa NepcoHanbHbIX AAaHHbIX, AAHHBIX HAa AMCKAX
KOMMbIOTEPOB, CepBepoB, 6a3 AaHHbIX.

— Bce ocHOBHble NPoAYKTbI UMEIOT He0BX0AMMblEe CEPTUPUKATDI
OCTIK, OCB.

Nnuensnn OCTIK Poccmmn N2 0037 1 N2 0054 ot 18.02.03, N2 3442 ot 10.11.2017
Nnuensnmn O®Cb Poccum N2 12632 H o1 20.12.12, N2 37161 oo 11.03.2027
CucrteMa MeHeo)KMEHTA KayecTBa KOMNaHUKM COOTBeTCTBYeT TpebosaHuam ctaHgapta FOCT P NCO

AﬂaﬂﬂMH 9001-2015 (ISO 9001:2015)

© AO "Anapgun P.L.",, 1995—2025. Bce npaBa 3awMiLeHbl
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin.ru Web: www.aladdin.ru


mailto:aladdin@aladdin-rd.ru

	1. О документе
	1.1 Назначение документа
	1.2 На кого ориентирован данный документ
	1.3 Организация документа
	1.4 Рекомендации по использованию документа
	1.5 Соглашения по оформлению
	1.6 Авторские права, товарные знаки, ограничения
	1.7 Лицензионное соглашение

	2. Основные понятия
	2.1 Назначение программы
	2.2 Термины и определения

	3. Общие сведения об электронных ключах
	3.1 Приложения, апплеты и модели электронных ключей
	3.2 Параметры электронных ключей при поставке
	3.3 Операции с электронными ключами

	4. Установка программы
	4.1 Системные требования
	4.2 Описание пакетов установки
	4.3 Установка программы в режиме командной строки
	4.3.1 Параметры для установки программы в режиме командной строки

	4.4 Установка программы в режиме замкнутой программной среды Astra Linux 1.6/1.7/1.8
	4.5 Управление мандатным ограничением доступа для Astra Linux 1.6/1.7/1.8
	4.5.1 Запуск службы pcscd с ненулевыми мандатными атрибутами в Astra Linux 1.6/1.7/1.8

	4.6 Обязательные меры предосторожности

	5. Изменение и удаление программы
	5.1 Изменение программы
	5.2 Удаление программы

	6. Настройка работы программы
	6.1 Вкладка "Основные"
	6.2 Вкладка "Логирование"
	6.3 Вкладка "Форматирование"
	6.4 Вкладка "О программе"
	6.5 Смарт-карт ридер JCR: изменение режима работы
	6.6 Aladdin SecurBIO Reader: изменение типа биометрической системы смарт-карт ридера
	6.7 Параметры запуска
	6.8 JaCarta SecurBIO: настройка и работа
	6.8.1 Изменение PIN-код администратора
	6.8.2 Ввод PIN-кода Администратора от BIO Manager
	6.8.3 Регистрация отпечатков пальцев администратора
	6.8.4 Регистрация отпечатков пальцев пользователя
	6.8.5 Удаление отпечатков пальцев
	6.8.6 Смена режима биометрической идентификации
	6.8.7 Изменение конфигурации
	6.8.7.1 Изменение режима работы биометрической системы
	6.8.7.2 Изменение количества попыток биометрической идентификации
	6.8.7.3 Изменение времени бездействия до перезапуска

	6.8.8 Изменение качества PIN-кода
	6.8.9 Идентификация
	6.8.10 Разблокирование биометрической идентификации
	6.8.11 Сброс к заводским настройкам

	6.9 JaCarta WebPass. Регистрация электронного ключа

	7. Форматирование электронных ключей
	7.1 Форматирование приложения PKI с апплетом PRO
	7.2 Форматирование приложения PKI c апплетом Laser
	7.2.1 Расширенное форматирование
	7.2.2 Стандартное форматирование
	7.2.3 Форматирование по шаблону
	7.2.4 Форматирование с биометрическими параметрами

	7.3 Форматирование приложения STORAGE
	7.4 Форматирование приложения ГОСТ
	7.4.1 Форматирование приложения для версии 2.5.3 – 2.5.9
	7.4.2 Форматирование приложения для версии 2.5.13 и выше
	7.4.2.1 Стандартное форматирование
	7.4.2.2 Расширенное форматирование


	7.5 Сброс приложения ГОСТ к заводским настройкам

	8. Операции с PIN-кодом пользователя и PIN-кодом администратора
	8.1 Установка (смена) PIN-кода пользователя администратором
	8.2 Разблокирование PIN-кода пользователя администратором
	8.2.1 Приложение PKI и PKI/BIO
	8.2.2 Приложение STORAGE
	8.2.3 Приложение ГОСТ

	8.3 Разблокирование PIN-кода пользователя в удалённом режиме
	8.3.1 Приложение PKI и PKI/BIO
	8.3.2 Приложение ГОСТ

	8.4 Изменение PIN-кода администратора
	8.5 Изменение качества PIN-кода пользователя для приложения PKI

	9. Поддержка безопасности программного средства
	Приложение А. Содержание шаблона форматирования
	Контакты
	Офис (общие вопросы)
	Техподдержка


