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AHHOTAaUMA

NaHHoe PykoBoACTBO agMuUHUCTPaTopa (nanee — PykoBOACTBO) NpefHa3HayYeHo AN NepcoHana,
OCYLLECTB/SIOLLErO YCTAHOBKY, 3KCM/yaTaLUMI0 M HAaCTPOIKY nporpaMMHoro obecneueHus (M0O)
JaCarta SecurLogon.

B HacToswem PykoBoacTBe npuBeaeHbl 0bwme cBeeHUs, CUCTEMHbIE TpeBOBaHUS, peXXMMBI
paboTbl, NOPALOK M COAEPXKaHME AEUACTBUIA NO YCTAaHOBKE NULLEH3MU, CO3AHUI0, peaKTUPOBaHMUIO
W yoaneHuo npodunen, U U3MeHeHUD HaCcCTPOeK aAMUHUCTpaTMBHOro Wwabnoxa MO JaCarta
SecurLogon.

PykoBOACTBO paccuMTaHO Ha nonb3oBaTenei, 061afaowmx HavanbHbIMU HaBbIKaMKW paboTbl Ha
KOMMbIOTEPE, 3HAKOMbIX C paboTol B onepaunoHHoi cucteme Microsoft Windows u VHTepHerT.
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1.

1.1

1.2

Obwme cBegeHun

JaCarta SecurLogon pa6otaet B coctase M0 Eaunbinn Knuent JaCarta. 0 JaCarta SecurLogon
(dYHKUMOHANbHO NpeacTaBnseT cobov OTAeNbHbIM MPOrpaMMHbIA NPOAYKT, 0AHAKO HU3nYecKu
ABNAeTCs pacwmpeHneM dyHKUMoHanbHocTn 6ecnnatHoro MO Eaunnbin Knuent JaCarta. YcTaHoBKa
MO JaCarta SecurLogon npoucxoamt ¢ nomoubto anctpnbytmea EgmHoro Knunenta JaCarta, Ho
nonb30BaTeNlb CMOXET MM BOCMO/b30BATLHCS NWLLb NOCAE TOro, Kak ByaeT npuobpeteHa u
ycTaHoBneHa nnueH3us Ha 0 JaCarta SecurLogon.

JaCarta SecurLogon no3BonsieT NoBbICUTb YpOBEHb 6€30NACHOCTM NPM BXOAE HA JIOKANbHbIN
KOMMbIOTEP M B KOPNOPATMBHYIO ceTb nog ynpasneHneM OC Microsoft Windows 3a c4éT npoctoro
1 BbICTPOro Nepexona OT aBTOPM3aLLMM MO NOTUHY M NAPONI0 K ABYX(DAKTOPHOW ayTeHTUdUKaLMM
Ha OCHOBE 3/1IEKTPOHHOrO KJto4a. [Tpu 3TOM OTCYTCTBYET HEOOXOAMMOCTb HACTpOKKK Active
Directory, BHegpeHus PKI-MHbpacTpyKTypbl M CO34aHUS COBCTBEHHOrO Y40CTOBEPSIOLLEro LEeHTpa
NS Bbinycka ceptudumkaToB nonb3osaTeneit. [pu ucnonsbsosanmmn JaCarta SecurLogon KoHeYHbIN
nosb3oBaTesib He ByneT BBOAUTL C KnaBMaTypbl naponb s Bxona B OC Microsoft Windows, uto
MCKIIOYaEeT BO3MOXHOCTb NOACMATPUBAHUS UM NepexBaTta Napons 3/10yMbIWIEHHUKOM.

Ha3Ha4veHue

JaCarta SecurLogon npegHa3sHayeHo ang ABYyXhaKTOPHOM ayTeHTMdMKALMKM NONb30BaTeNs npu
Bxoge B OC Microsoft Windows unu B ceTeBoi AOMEH C MCMOMb30BAaHUEM 3/1IEKTPOHHOTO KJTHO4a
(TokeHa).

JaCarta SecurLogon obecneuunBaer:

1. nBYyX(aKTOPHYO ayTeHTUGUKALMIO C UCMONb30BaHWEM MPOGUAS NONb30BATENS, XPAHSLLErOCs
B 3N1eKTPOHHOM KJtoye JaCarta/eToken, ong nonyyeHuns goctyna K nokanbHomy MK unum k
ceTeBbIM pecypcaM;

2. ynpaBneHuWe npodunem! nonb3oBaTens ¢ NoCIeayoLWen 3anucblo Npoduns Ha 6ezonacHoe
XpaHeHue B NaMsTb 3NEeKTPOHHOro ktoya (TokeHa) JaCarta/eToken;

3. XpaHeHue OAHOro WM HECKONbKMUX Npodunel nonb3oBaTens Ha OAHOM 3NEKTPOHHOM Kioye

JaCarta/eToken;

reHepaumio Cy4YaiHbiX Naponei nonb3osaTens;

CMHXPOHU3ALMIO C NOKANbHBIM UKW AOMEHHBIM NAapONEM NONb30BaATENS;

CpencTBa aAMUHWUCTPUPOBAHUS-HACTPOMKU ANg:

o vk

e onpepeneHus napaMeTpoB 6€30MacHOCTH, OFPAaHUYEHNIA U peaKLUMKU CUCTEMBI Ha
oTCOoeAMHeHMe 3neKTpoHHoro kntova JaCarta/eToken;

® yrnpaBieHNAa NOJTHOMO4YUAMMU nonb3oBaTenen;

7. GNOKMPOBKY KOMMbKOTEPA NPU OTCYTCTBMM MONb30BATENS.

Bo3MomHOCTHU

1. Bo3MOxHOCTb BbIbOpa Cneaylmx METOA0B ayTeHTUDMKALMM C MOMOLLBI0 3NEKTPOHHbIX
Kntoyen u cmapT-kapt JaCarta/eToken Ha NoKanbHOM (He NOAKIOYEHHOM K CETM) KOMMNbIOTEPE
n B pomeHe Windows:

e  BXOJ N0 IOTMHY/Naponto, BBOAUMOMY C KNaBMaTypbl;
e  BXO[ N0 cepTUdMKaTY, XpaHUMOMY Ha 3NEKTPOHHOM K/o4e/CMapT-KapTe;

e Bx0pg no npodwunto JaCarta SecurLogon, B KOTOPOM COXPaHEH Naposib, BBEAEHHbBIV BPYUHYIO;

! Mpodunb - HA60p A3HHbIX, BKKYSIOLUI UMA MONb30BaTENA, AOMEH (K KOTOPOMY MPUHAANEHUT A3HHDIN
Monb30BaTelb/UMA KOMMbIOTEPa) U Napo/b
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e Bx0pg no npodwunto JaCarta SecurLogon, B KOTOPOM COXPaHEH C/Ty4altHO CreHepUPOBAHHbIN
naponb.

2. B03MOXHOCTb Kaxable X AHEel aBTOMATUYECKM MEHSTb MapoJib N0b30BaTeNs HA HOBbIW —
TONBKO A9 C/lyyas, eciv NoNb30BaTeNb UCMNOAb3YeT METOA, ayTeHTUdUKaLmMm no npodunio
JaCarta SecurLogon co cny4aiHO creHepupOBaHHbIM NapoJieM;

3. Bo3MOXHOCTb 6/10KMPOBKM KOMMbIOTEPA NOJSIb30BATENS CPA3y NOCNE U3BNEYEHUS
3N1EKTPOHHOrO K/H04a WK CMapT-KapThl;

4. B03MOXHOCTb MCMOMb30BaHMS YHUKANbHbIX BMOMETPUYECKMX XapaKTEPUCTMK (OTNEYATOK
nanbua) ans sxoaa B OC Microsoft Windows, B AOMeH unu onig 4OCTyna K CETEBbIM
MHGDOPMALMOHHBIM pecypcam;

5. BO3MOXHOCTb MCMONb30BAHUS LUMPPOBbIX CEPTUDUKATOB A9 BXOAA B AOMEH U HA JIOKANbHbIM
KOMMbKOTEP Npu pa3BEpTbiBaHUM MHBpPACTPYKTYpbl PKI.

Ecnu B naMaTi aneKTpOHHOrO Ktoua MMeeTcs cepTudmMKaT Nonb3oBaTens U COOTBETCTBYHOLMIA
3aKPbITbI K/THOY, UX MOXHO MCMONb30BaTh AN BXoAa B AoMeH Windows BMeCcTo MMeHM
nonb3oBaTens v napons.

1.3  [JononHutenbHaA OKyMeHTauunA

(';,f{ [ng noNHOro NOHMMAHMS HACTOALLErO AOKYMEHTA pEKOMEHAYETC 03HAKOMMUTLCS C AOKYMEHTOM
[EamHbin KnuenT JaCarta. PykoBoACTBO aAMUHUCTPATOPA], COAEPXKALLMM CBEAEHUS, KacaloLwmecs
cUcTeMHbIX TpeboBaHUM, YCTaHOBKM M HacTporku EanHoro knuerTa JaCarta, a Takke cBegeHus,
Kacatowmecs paboTbl C SNEKTPOHHBIMU KITHOUYAMM.
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2.

2.1

2.2

CnucTemMHble TpeboBaHUA

Tpe60BaHMA K NPpOrpaMMHOMyY obecrneveHnto

JaCarta SECUFLOQOH MOXET NPUMEHATLCA CO CeAYHOLWMMU OnepaunOHHbIMU CUCTEMAMMU,

YCTAaHOBNEHHbIMUN Ha MK nonb3oBatens:

Microsoft Windows 7 SP1 (32/64-6uT)

Microsoft Windows 8.1 Update 1 (32/64-6uT)
Microsoft Windows 10 (32/64-6ur)

Microsoft Windows 11

Microsoft Windows Server 2008 SP2 (32/64-6uT)
Microsoft Windows Server 2008 R2 SP1
Microsoft Windows Server 2012

Microsoft Windows Server 2012 R2

Microsoft Windows Server 2016

Microsoft Windows Server 2019

13

Ha MK nonb3oBaTtens Takxke JO/MKHO ObiTb YCTAHOBIEHO CNleAytoLLee NPorpaMMHoe obecrneyeHme:

MNpuMeHseMble MOAeNn 3NeKTPOHHbIX Kntoven JaCarta/eToken

[pavBep YCTPOMCTBA YTEHUS CMApT-KapT (Mpu HEO6X0AMMOCTH);

Eomubinn Knuent JaCarta

JaCarta SecurLogon MOXeT NpUMEHATLCS CO CeAYIOWUMU MOAENSAMU INTEKTPOHHbIX KNOYeN:

JneKTpoHHbIe Kntoun eToken:

eToken PRO Anywhere;
eToken NG-OTP (Java)

JnekTpoHHble kntoun JaCarta:

JaCarta Remote Access;
JaCarta PKI;

JaCarta PKI/Flash;
JaCarta PKI/BIO;

JaCarta SF/TOCT;
JaCarta PRO;

JaCarta-2 IOCT;
JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 PRO/TOCT;
JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SE;

JaCarta-2 SF;

JaCarta-3;

JaCarta-3 PKI;

Aladdin LiveOffice;

AO "Anapaun P.O.", 1995—-2023 1. PykoBoacteo agMuHucTpaTopa ans Microsoft Windows
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e Aladdin LiveOffice Common Edition;
e JaCarta LT;

e JaCarta WebPass;

e JaCarta U2F;

e JaCarta U2F/WebPass.

2.3 TpeboBaHUA K annapaTHOMY 06ecnevyeHnto

KoHdurypaums MK nonb3osatens JaCarta SecurLogon fonxHa yooBneTBOpSTh TPeOOBaHUSAM,
U3/I0KEHHbIM B AOKYMEHTaLuKn OnepaLmMoHHON CUCTEMBI.

[nsa paboTbl ¢ anekTpoHHbIM Kito4oM JaCarta/eToken TpebyeTcs MUHUMYM OAMH CBOBOAHBIN NOPT
USB.

[ins paboTbl CO cMapT-KapToy TpebyeTcs YCTPOMCTBO YTEHUS CMAPT-KapT (HanpuMmep, cMapT-KapT
pugep JCR-721).

AO "Anapaun P.O.", 1995—-2023 1. PykoBopacteo agMuHucTpatopa ans Microsoft Windows — Ty6nunuHbii Crp.7/32
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3.

3.1

3.2

[loaroToBKa K pabote

YcTaHOBKa

MO JaCarta SecurLogon yctaHaBnuBaetcs npu yctaHoBke M0 EanHbiit Knuent JaCarta. MNMopsagok
yctaHoBku U yaanenus MO EpmHbin Knuent JaCarta onucax B gokymente [Egunbiii Knuent JaCarta.
PykoBoacTBo agMuHMCTpaTopal.

CmeHa PIN-Koa 31eKTpOHHOro KN4a

Brumanue! Mpu nonydeHuu 31eKmpoHH020 Kto4a HA PyKU HACMOSMENbHO pekoMeHOyemcs
ocywecmsums cmeHy PIN-koda none3ogamens.

Mocne yctaHoBku MO EamHbivi KnueHT JaCarta nonb3oBatenb MMeeT BO3MOXHOCTb CMeHUTb PIN-
KOA, 31eKTPOHHOrO K/1o4a ABYMS cnocobamu:

1. o exoaa B OC c nomoLubto 3anycka Moayns [YnpasneHue TokeHoM] (cM. PucyHok 1);
nnn

2. TNocne Bxoma B OC c nomouwubto 3anycka M0 Egunbii Knuent JaCarta (cm. PucyHok 2).

Lnsa obecnedeHus KOppeKmMHO20 GYHKUUOHUPOBAHUS MOKEH08 U cMapm-kapm, neped u3zsneyeHuem
ycmpolicmea Heobxo0umMo 0o AamsCs 3agepuieHus NPoYecca 3anucu Uau cYUmsl8aHus
UHgopmayuu. M3gnedeHue mokeHa uau cMapm-kapmel Npu 3anucu Uau CHUMbIBAHUU UHGopMayuu
Moxem npugecmu K 86ix0dy ycmpoticmea u3 cmpos.

Onsa cmenbl PIN-Koga Heobxoanmo 3HaTh Tekywuin PIN-kop anekTpoHHOro knto4va. 3HayeHus PIN-

KOA0B, UCNOMb3YEMbIX ANS Pa3/IMYHbIX MOAENel SNEKTPOHHbIX K/THOYEN N0 YMONYaHUI0, NPUBEAEHDI
B [MpunoxeHun A.

YnpasneHue TOKEHOM

3anycTuTb YnpasneHue TOKeHOM

PucyHok 1 - Bxod ¢ nomowbto Modyns [YnpasaeHue mokeHoMm]

AO "Anapaun P.O.", 1995—-2023 1. PykoBoactBo agMuHucTpartopa ansa Microsoft Windows — Ty6aunyHbii Crp. 8/ 32
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&) Eanneiid Knuent JaCarta

EauHblin KnueHTt JaCarta

- [m] x

AnagauH

JaCarta PKI
JaCarta PKI
Hazeanue JaCarta PKI
JC000-1v6.4

Homep Moaenn
Ha30BHTe 3TOT HOMEp NPK 06PALLEHNH B TEXHUYECKYH NOLAEPHKY

CepWiHEIF HoMmep 64ACET6B

PKI

MNpunoxenna -
Be3onacHbIi AOCTYN K pecypcam

CmennTk PIN-ko4

PucyHok 2 - EduHbili Knuenm JaCarta

13

Mocne HaxaTns kHomku <CMeHuTb PIN-koa> 6ynet oTobpaxeHo OKHO (PUCYHOK 3), B KOTOPOM
Heobxoaumo BeecTu Tekywmii PIN-koa, HoebiMt PIN-kop 1 noaTBepamTb PIN-Koa, BBEAs ero ele

pas.

Ecnu Bce naHHble BBEAEHbI MPABUbHO, TO MOC/E HAXaTUs KHOMKKU <BbimonHuTe> byaert
0TOB6paXeHO OKHO, NMoKa3aHHOe Ha PucyHok 4.

& Cuennrs PIN-kog *

Tekyuuid PIN-Ko4 noaL3oeatens

[ | %

Hoewiid PIN-Kof nons3osatens

| s

MoaTteepanTs PIN-KoA noab3oBaTenn

PucyHok 3 - EOuHbili Knuenm JaCarta. CmeHa PIN-koda none3osamens

& PIM-kog nonez0BaTENA M3MEHEH

s PIN-K0J, NOAL30BATENA YCNEWHO U3MEHEH

PucyHok 4 - EQuHbili Knuesm JaCarta. MHgopmayuoHHoe coobueHue nocse ycnewHol cmeHsl PIN-koda
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3.3  Perunmbl paboTbl

EomHbii Knuent JaCarta MoxeT paboTaTb B ABYX peXuMax:

1. [CraHpapTHbIM pexuM] — NO3BONSET MPOCMATPMBATL KPaTKMe CBEAEHUS O NOACOEANHEHHBIX
3N1IEKTPOHHbIX K/IOYaxX M NpeaoCcTaBnseT 4OCTYN K 6a30BbIM Onepaumsam ¢ 3SNeKTPOHHbIMU
KNHoYamu.

2. [PaclupeHHbIi pexunM] — No3BoNSeT NPOCMATPUBATL MOJIHbIE CBEAEHUS O NMOACOEANHEHHDIX
371eKTPOHHbIX KNKOYaX M NpefoCcTaBseT AOCTYN KO BCEM ONEPaLLUsAM C 3NeKTPOHHbIMU
KNHo4YaMu.

[ng nepexkntoyeHns B paclUMPEHHbIN pexmMM Heobxoanmo B okHe EamHbii KnueHT JaCarta HaxaTtb
No 371eMeHTy ynpaBneHus <llepekntounTbCs B pacUMpPEHHbIN pexmnM> (cM. PUCyHOK 5).

& Egnnenit Knnent JaCarta — O s

EauHbin KnueHTt JaCarta Ana‘:muu)

JaCarta PKI

JaCarta PKI

Ha3saHwe JaCarta PKI

JC000-1 v6.4

Homep mogenn
Haz0BunTe 3TOT HOMEp NpK 06PALLEHMH B TEXHUYECKYIO MOAAEPHKY

CepuiAHLIA HoMep 64ACBT6B

PK1
MNpunoxeHna _ CmeHnT PIN-KOZ
BesonacHbIfi AOCTYN K pecypcam

PucyHok 5 - Edurbili KnueHm JaCarta. lnasHoe okHo. [lepexod 8 pacuiupeHHbil pexum

[lns nepeknoYeHns B CTaHAAPTHBIN pexum HeobxoaMMo B rnaBHOM okHe EamHbiit Knuent JaCarta
HaXaTb MO 371eMeHTy yrnpasnieHus <[1epeknynTbCs B CTaHAAPTHBINA pexum> (cM. PucyHok 6).

AO "AnapgouH P.[.", 1995—-2023 r. PykoBonctBo agMuHucTpaTopa ans Microsoft Windows — My6auuHbiii Crp. 10/ 32
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3.4

(SN

3.4.1

13

f Eannbiii Kanent JaCarta - O x

EanHblii KnueHTt JaCarta Ana:,uﬁuu)

JaCarta PKI

JaCarta PKI

J WHpopmauKna o ToKeHel PKI | SecurLogon

WH(pOPMALKA © cunTIBaTENe

Ha3gaHue Aladdin R.D. ifdh 1
WHdopMauma o TOKeHe

Hazsanue JaCarta PKI
Homep mogenn JC000-1 v6.4
CepuiAHEIA HoMep 64ACBT6B
MonHBIfA cepuiiHEIR HoMep 1209A41454D20001
0OBwWwan NamaTe 186 KBaWt
CeoGogHan NamaTb 165 KBaWT (88%)
Bepcua meHegkepa NprAcKeHUA 01.00.03.57
Bepcua 3arpy3unka 01.14

[aTa Npou3BoACTES 14-02-2022
WHDOPMAUNA O NPUAOKEHHH PKI

Annnet Laser

Hma JaCarta PKI
CBobogHaA NamATe 169440 BaAT
PIN-koA YeTaHoBAeH
AnnHa PIN-koga [4.10]

Makc. KonMuecTeo NonsIToK BEoAa PIN-koaa 10

Ocranock NoneiTok BBoaa PIN-koaa 10

Annua PIN-koga agmrHncTpaTopa [4.10]

MaKc. KONMYECTBO NOMBITOK BEOAS
PIN-K0A3 aAMUHUCTPaTOPA
OcTanock NONLITOK BBOAA
PIN-k0Aa agMWUHUCTpaTopa
HacTpokiin Cnocob ayTeHTUdUKaLMA PIN-koa,
Cnocob ayTeHTUHMKALMI
AAMUHWCTPaTOpPa
MNoaaepxka GrnomeTpumn Het

5

5

PIN-koA

PucyHok 6 - Edurbili Knuenm JaCarta. lnasHoe okHo. [lepexod 8 cmaHdapmHbIl pexum

YCTaHOBKa NnUeH3umn

YcTtaHoBuTb nnueH3uio JaCarta SecurLogon MoxHoO cnepylowmmm cnocobamu:

1. B craHpapTHOM pexume: yepes MeHio [Hactporiku] B okHe EanHbin KnueHt JaCarta;

2. B pacwwupeHHOM pexxume: yepes Bknaaky [SecurLogon] B okHe EamHbiin KnuenT JaCarta;

3. Cwucnonb3oBaHWeM napaMeTpa agMUHUCTpaTMBHOrO wabnoHa SecurLogonLicense,
OMMUCAHHOrO B MPUNOXEHUU A,

YT06bl YCTAaHOBMUTb NNLIEH3UIO, HEOBXOAMMO 06M1aAaTh NPaBaMM aAMUHMCTPATOPa.

B cnyuae ycTaHoBKM nnLeH3uK Yepes BKNaaky [SecurLogon] B okHe EauHbii KnueHT JaCarta
HeobX0AMMO NOACOEAMHUTL INEKTPOHHBIN KUY K KOMMbIOTEPY.

B cnyyae yctaHOBKM nuueH3nm yepes MeHto [HacTtpoiku] B okHe EanHbiit Knuent JaCarta
MOACOEAMHATb INEKTPOHHbIN K/HOY K KOMMbIOTEPY He 0653aTeNbHO.
YCT3aHOBKAa NNUEH3UN Yepe3 MeHio [HacTpornkum]

YCTaHOBKY NMLEH3MKN Yepes MeHio [HacTporiku] npon3BoanTb B CleaytoLein nocnesoBaTelbHOCTH:

1. 3anyctutb EamHbii KnueHt JaCarta u HaxaTb KHOMKY <HACTPOWKKU> B N€BOM HUXHEM Yy
FNaBHOro OKHa (cM. PucyHok 7).
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f Eaunbiii Knuent JaCarta

EauHein KnueHt JaCarta

AnagawvH i

MoaknrounTe TOKEH

He o6HapyxeHo nog, X Mogenen

MoaknunTe USB-ToKeH K USB-NOPTY KOMMNBKTEPA UAK BCTAaBLTE CMAPT-K3pTy B CMAapT-KapT puaep.

PucyHok 7 - EOuHeili KnueHm JaCarta. [nasHoe okHo. InemeHm ynpagneHus <Hacmpolku>

2. B otobpasuBluemMcs okHe BbibpaTh BKNaAKy [SecurLogon] n HaxaTb KHOMKY <YCTaHOBUTb
nuueHsuio SecurLogon> (cM. PucyHok 8).
& Hacrpoiiku *
OCHOBHEIE JlanHble anueHsnm Securlogon:
AnarHocTvika Cratye: He ycTanosneHa
SecurLogon .
Nornposakve 3aKaH4YnBaeTCH:
dopmaTMpoBaHne OpraHnzauma:
O nporpamme
PucyHok 8 - EouHbili Knuenm JaCarta. OkHo [Hacmpotiku]. Bknadka [SecurLogon]
3.

<OTKpbITb>.

4. Tlocne yCTaHOBKM NULEH3MM B OTOOPa3MBLIEMCS OKHE HaxaTb KHonKy <OK>,

3.4.2 YCTaHOBKA NMueH3un Yepes BrkNaary [SecurLogon]

YCTaHOBKY NMLEH3MM Yepe3 BkNaaKy [SecurLogon] npon3BoamuTh B CieyloLen

nocnenoBaTesibHOCTU!
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1. TlopkniounTb 3NEKTPOHHbIN K04 K KOMMboTepy M 3anycTtuTb EgnHbin KnuenT JaCarta.
MepekntounTbCs B paCluMpPeHHbIN peXMM, NepenTh Ha BKNaaky [SecurLogon] n B none

nmueHsmm [CTaTyc] HaXaTb CCbITKY <yCTaHOBUTL> (CM. PucyHok 9);

é’ Eaunbiii Knuent JaCarta - a x

Eaunbin Knuent JaCarta Ana:ggmu)

JaCarta PKI

JaCarta PKI

‘ Wudpopmauma o TokeHe | PKI | SecurLogon |

SecurLogon

MNpoaykT AnA p p "cnabeix” nap OH o P P
ayTeHTMdUKauuio 6e3 BHeapeHna PKI MHpacTpykTyphbl W pyeTcA 0TAeNbHO OT EarHoro Knwenta JaCarta.

ECAW Bbl He NAaHWPYeTe MCNONb30BaTh AAHHBIA NPOAYKT, TO Bbl MOXeTe CKPbITh AaHHYHK BKNAAKY

JlaHHble AMUeHzMKM SecurLogon:

Cratyc: He ycTaHOBNEHa (YCTaHOBUTE)

T
3aKaHuMBaeTCA:

Oprasn3auna:

mekywull nonszosament donxed axodume & apynny * Mepesanycrits

«HO BeIMb 30MYLUEHO € NOBLILUEHUEM Npas

PucyHok 9 - Eounebiti Knuenm JaCarta. Bknadka [SecurLogon]

2. [Janee B 0TOGpasMBLLEMCS OKHE HEOBXOAMMO YKa3aTb NyTb K Gainy MMLEH3UM U HaXaTb

KHOMNKY <OTKpbITb>;

3. [pw ycnelwHoM 3aBeplueHnmn onepaumm Bknagka [SecurLogon] npuMet Bua, NnpMBeAeHHbIN Ha

PucyHok 10.
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5’ EawmHbiii Kanent JaCarta

EaunHblia Knwent JaCarta

- [m] x

AnagauwH

JaCarta PKI

JaCarta PKI

| Wudopmaunsa o TUKEHEl PKI | SecurLogon ‘

MNpoguan

®|o

Pucyrok 10 - EduHeiti KnueHm JaCarta. Bknadka [SecurLogon]. JluueH3us ycmaHoseneHa ycnewHo

AO "AnapgouH P.[.", 1995—-2023 r. PykoBonctBo anMuHucTpaTopa ans Microsoft Windows

My6aunyHbIi

13

Ctp. 14 /32



CpenctBo MHOroakTopHoii ayteHTudukaumum JaCarta-3 1.3

4. HacTpounKa paboTbl

4.1 Onepauuu c npodpunamm
4.1.1 Co3pgaHve npoduna JaCarta SecurLogon

UT06b1 co3paTh Nnpodunb JaCarta SecurLogon, HeO6X0AMMO BbINONHWUTL CNeAyoLMe LeNCTBUS:

1. TlofcoeouHWUTb 3NEKTPOHHbIM K4, HA KOTOpOM TpebyeTcs co3aath npodunb JaCarta
SecurLogon, kK KoMnbloTepy U 3anycTutb EamHbin Knuent JaCarta;
2. [lepeknounTbCs B pacLUMPEHHbIN PEXUM M NepenTu Ha BKaaky [SecurLogon];

&’ EawHbiii Kanen JaCarta — O X

EauHbin KnueHt JaCarta Anafgguu)

JaCarta PKI

JaCarta PKI

| Wngopmauns o TUKEHEl PKI | SecurLogon ‘

Mpogurnu ® | O

PucyHok 11 - Eoureiti Knuesm JaCarta. Bknadka [SecurLogon]. [Tpogunu

3. Haxatb Ha anement & (cM. PucyHok 11);

g B 3aBucmMMocCTHM oT TOro, co3paétcs nm npodunb JaCarta SecurLogon gng NoKanbHOM yY4ETHOWM
3anucu unu ans yyétHon 3anmcu B somerHe OC Microsoft Windows. OkHo co3paHus npoduns
MOXeT ObITb ABYX BUAOB: 471 JIOKAIbHOM y4eTHOM 3anucu (cM. PucyHok 14), nubo ons yyetHon
3anucu B gomere OC Microsoft Windows.

4. B okHe [MacTep co3paHusa npoduns SecurLogon] (cM. PucyHok 12m PucyHok 13) cnenyet
3anonHMTb NONS, ONMMCaHUE KOTOPbIX NpuBeaeHo B Tabnuua 1, u HaxaTb kHonky <Co3aatb>;
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& Mactep cozpanna npoduna SecurLogon *

WMmMA nonb3oBatens v goMeH
YKaMwTe AOMEeH M MMA NOAL3OBaTeNs, ANA koToporo GyaeT co3aasaTecA
npoguis

Wma nonszoearena:

‘ Ivanov ‘

WMmA gomeHa f paboueid cTaHMK:

‘WKSZBO (3TOT KOMNLEOTED) v ‘

YCTAaHOBMTE Kak Npodas Mo YMONYaHWH

fanee > OTMeHa

PucyHok 12 - [Macmep co3darus npoguns SecurLogon]. Beibop nonb3osamens 05 co30aHusi npopuns

& Mactep cosganua npoduna Securlogen *

Mapone
BribepuTe TN Napons

AnAa BXoja MCNoNbL30BaTk:
® Ccroikui Napok, CreHEpPUPOBaHHBIA CAyYarHeIM obpazom

O ykazaunwii napons

MoaTeepxaeHnE:

O Pa3pelunTs M3IMEeHATL Napoik NONL3OBATENRA B AOMEHe / Ha pabouel cTaHUMK

< Hasan Aanee > OTMmeHa

PucyHok 13 - [Macmep co3daHus npoguns SecurLogon]. Beitbop muna napons

Tabnuua 1 - Ampubymel npoguns JaCarta SecurLogon

OnucaHue HaCTPOMKH

HasBaHue HacTpoiiku
Pa6ouas craHuus OomeH

3apaet MMa Nonb3oBaTens, ANs Kotoporo 6yaeT co3gaH npoduab SecurLogon.
[Uma nonb3osaTens]
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1:/, PepaktnpoBaHue nons ¢ 4aHHOW HACTPOMKOM MOXET ObITb HEAOCTYMHO, eC/IN B
aAMUHUCTPaTMBHOM WwabnoHe JaCarta SecurLogon oTkntoyeHa HacTpoika
CanCreateProfilesForOtherUsers (Co3naHve npoduneit ong apyrux
nonb3oBsaresien)

Mo3BonseT BbI6PATH UM UMA AOMEHA, UM UMA paboyeit CTaHLuUK (MecTo, rae XpaHuTea
y4éTHas 3anucb nosb3oBaTens).

[Uma nomeHa / CooTBeTCTBEHHO, ecnu BbibpaHo MMs paboyeii CTaHumKM (MMS KOMNbloTepa), To Npodub

paboyeii cTaHumu] JaCarta SecurLogon 6yneT co3aaH ong NOKanbHOM YYETHOM 3anucu, a ecnm BbibpaHo
ums fomeHa, To npodunb JaCarta SecurLogon 6yaer co3aaH Ang y4€THOM 3anumcy,
Haxogasuwerica B LoMmeHe Windows

MNossonser Bbl6paTb OA4MH U3 ABYX MYHKTOB:

o  <CTOMKWI NapoNb, CreHEePUPOBAHHbIM C/Ty4alHbIM 06pa3oM> — Maponb
[ns Y4ETHOM 3anucuK nonb3oBaTtens 6yaeT creHepuMpoBaH Cy4aiHbIM
obpazowm;

e  <YKasaHHbIiM Naponb> — Naposnb Ans YY4ETHOM 3anucy ByaeT BBeAEH

0 BPYYHY!IO; NpU BbIGOPE 3TOr0 NYHKTa CTAHOBATCS aKTUBHbLIMU 4,Ba MOAS:
NS BX04a

CMonb30BaTb] —  none gns BBOAA Napons;
— none [[MoaTBepxaeHue], B KOTOPOM HYXXHO YKa3aTb NOATBEPXAEHUE
BBEAEHHOro napons.

i Monb3oBaTens, KOTOpbIK co3aaéT npodwunb JaCarta SecurLogon
(ammuuucTpaTop SecurLogon), nomkeH 0bnafath AOCTAaTOYHBIMU MpaBaMu
LS CMeHbl Napons Nonb30BaTens, 41 KOTOpPoro co3naércs npodunb
SecurLogon (nonb3oBatens JaCarta SecurLogon)

Mo3BonAeT BBECTU MMA NONb30BaTeNA

YYETHOM 3anncK JomeHa (agMUHKCTpaTopa
JaCarta SecurlLogon)

" (:/, HacTpoiika akTMBHa, TONbKO ecnu
[MMa none3osarens ans He akTyanbHo " yctaHoBneH dnaxok <Paspelmtb
Aomeral] M3MEHSATb NApOo/b NOAb30BATENS B
[oMeHe / Ha pabouyel cTaHuumn>
(noppobHee cM. onucaHue

COOTBETCTBYHIOLLEN HACTPOWKM HUXKE)

Mo3BonAeT BBECTM Napoib ANA
Y4YETHOM 3anucK gomeHa (agMUHUCTpaTopa
JaCarta SecurLogon)
| ) Hactpoiika akTMBHa, TOMbKO ecu
[Maponb ans noMeHal He aktyansHo ~ yCTaHoB/eH dnaxok <PaspewnTb
M3MeHSTb Naposb NONb30BaTeNs B
[oMeHe / Ha pabouyel cTaHuun>
(noppobHee cM. onucaHue
COOTBETCTBYIOLLEN HACTPOMKMU HUXKE)

[aHHas HacTpoiika onpenenset, 6yaeT M U3MeHEH Naposb YYETHOM 3anucu
nonb3oBaTens, Ang KoToporo co3paétcsa npoduns JaCarta SecurLogon.

Ecnun dnaxok yctaHoBneH, To 6yaeT yCTaHOBAEH Naposib, 3aaHHbIM B HacTponke <[ns

BXOJa MCMOMb30BaTb> (3TO MOXeET ObITb C/Ty4aliHblii Naposib UAM NApO/b, BBEAEHHbI
[PaspelwnTb U3MEHSTb aAMUHUCTPATOPOM Npu co3aaHumn npoduns). Mpu 3tom agmuHucTpatop JaCarta
naposnb nonb3osatens 8 >€curLogon, KoTopbii cosnaér npoduns JaCarta SecurLogon, Ao/mkeH obnanate
[OMeHe / Ha paboueit [OCTaTOYHBIMM MONHOMOUYMUAMM AN CMEHbI MAPONS YY4ETHOM 3aNMCKU NONb30BaTENS
CTaHLmMu] JaCarta SecurLogon.

Mpu co3panun npodung JaCarta SecurLogon ans yuétHow 3anmcu B gomeHe Windows
TaKkxe Heo6XOAMMO 3aMONHUTb CleaytoLlme Nons:
e  Mms nonb3oBatens Ans AOMEHa;

e [laponb pna pomeHa.
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B 3TMx nongx HeobxoAMMO yKa3aTb MMS NONb30BaTeNs M NAPOb YY4ETHOM 3anncu
apMuHucTtpatopa JaCarta SecurLogon, KOTOpbIi BNOCNEACTBUM CMOXET U3MEHSTb
naponb nonb3osatens JaCarta SecurLogon

[PIN-kop nonb3oBatenss B none Heobxoaumo BBecTM Tekywmit PIN-kof 3neKTpOHHOro Kto4a
(ans npunoxenus PKI)]

5. Co3paHHbii npodunb 6ypeTt otobpaxkeH B okHe EanHbin KnunenTa JaCarta Ha Bknaake
[SecurLogon] (PucyHok 14).

& Eanriii Knnen JaCarta - O X

EavHbin Knuedt JaCarta Ana‘:aauu)

JaCarta PKI

JaCarta PKI

‘ WHdopmauua o TokeHe | PKI | SecurLogon |

MNpoguan ® 7 W |O

Wma nonezoBatens [lomex / komnewoTep  Twn napons

Ivanov DESKTOP-LQ24EDF  YxazanHbiiA naponb

PucyHok 14 - EduHeili KnueHm JaCarta. Bknadka [SecurLogon]. lpogune nokansHol yyemHod 3anucu

@ Ecnv B HacTpoikax afMMHUCTPaTMBHOrO Wabnoxa JaCarta SecurLogon napameTp
AllowProfileManagement OTK/HOYEH, TO CO3aaHMe npodwunent byneTt 3ab10KMPOBaHO

(,] Ecnu Ha 3neKTPOHHOM KJItoUe yXKe eCTb MPodub TEKYLLErO NOAb30BATENS, @ B HACTPOMKax
aOMWHUCTPATMBHOrO wabnoHa JaCarta SecurLogon napameTp SingleProfileOnly OTKAKOYEH, TO
co3naHue apyrux npodunei 6ynet 3abnokMpoBaHo

(Z Ecnu B HacTpoMkax afMUHUCTPaTUBHOrO WwabnoHa JaCarta SecurLogon napameTp
CanCreateProfilesForOtherUsers OTK/IOYEH, TO MPU CO3AaHUMU HOBOrO NpoduNs U3MeHeHUe
MMEHU TekyLuero nonb3osartens 6yneTt 3a610KMpOBaHO

4.1.2 YcTaHoBKa Npoduia N0 yMOMNY3HMIO

JaCarta SecurLogon no3BonseT ycTaHOBUTb Npoduab N0 YMOAYaHUIO — Takon npodwunb byanet
oTobpaxkaTbca NEPBbIM NPU BXOAE B CUCTEMY.

Ona YCTAaHOBKHU I'IpOCbl/U'IFI no yMO/4aHuUIO, Heo6Xx0aMMO BbINOAHUTL cnepywuwme nencTeums:
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1. T[lopcoepmHUTb 3NEKTPOHHbIM KNKOY, HA KOTOPOM HaxoauTtcs npodunb JaCarta SecurLogon, K
KOMMbIOTEPY;

2. 3anyctutb EgnHbivi KnuenT JaCarta, nepeknioynTbcs B paClUMPEHHbINA PEXHUM U NEPENTU Ha
BKNnagky [SecurLogon];

3. JleBo# kHOMKOW MbIlWK BbIBpaTh Npoduib, KOTOPLIK HeEobXxoauMo caenatb npodunemM no
YMONYaHuIo;

4. B rnaBHOM OKHe HaxaTb Ha dneMeHTe “w (cM. PucyHok 15) nnv npaBoi KHOMKOW MbIWK Y
BbIGPAHHOIO NpoduAs Bbi3BaTb KOHTEKCTHOE MEHHO M BbIOpaATb NMYHKT <YCTaHOBUTb MO

yMOn4yaHu H0>;
& Eguneiii Knuenr JaCarta - m} x
EaunHbin KnueHT JaCarta Ana‘:mu")
JaCarta PKI
JaCarta PKI
| WHpopmauma o TokeHe | PKI | SecurLogon
MNpodunn @ & m v ‘ O

WMmna nonb3osatenn  [loMed / KOMNbKOTEp  Tun napona

AdminTest WINDOWS10X64 CTOAKWIA Naponb, CreHepUpoBaHHLIR cayuaidHbiM obpalom

Ivanov DESKTOP-LQ24EDF  Yiazannwiii napons
@ HoBbIA...

# PepakTMpOBaT...
0 YaanuTe...
' YCTaHOBWTL N0 YMONHAHKIO

< OBHoBMTE

PucyHok 15 - EQuneiti Knuenm JaCarta. Bknadka [SecurLogon]. Ycmaroska npoguns no yMon4aHuro

5. [anee B oTobpa3zumBLieMcs okHe (cM. PucyHok 16) Beectn PIN-kof B COOTBETCTBYHOLLEM MOJE U
HaxaTtb <OK>;
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é’ MacTep ycranoskm npoguna SecurLlogon no ymondannie X

Beegwte PIN-Kog
BeeawTe PIN-ko4 AnA ycTaHOBKW nMpodguaa Securlogon no yMonyaHum

PIN-kog nonszoeatens (gna npunoxedna PKI):

| &

PucyHok 16 - EduHeili KnueHm JaCarta. Bknadka [SecurLogon]. OkHo [Macmep ycmaHosku npoguns SecurlLogon no ymonyaur]

6. BbibpaHHbIt paHee npodunb B okHe EamHblii KnnenT JaCarta gomkeH ctaTe npoduneM no

13

YMON4YaHuio, oH ByaeT BblaeneH XUPHbIM WpUdToM cpeamn apyrux npodunen (cM. PucyHok 17).

& Eguneii Kavenr JaCarta - m] X

EguHbin KnueHTt JaCarta Ana‘\n.qnu)

JaCarta PKI

JaCarta PKI

| WMHPopMaLma o TOKeHel PKI | SecurLogon |

Npogunm ® ¢ WO
Wma nonszosatens  [lomMeH / KOMNbOTep  TWN Napons

AdminTest WINDOWS10X64 CTOAKWA Naponk, creHepUpoBaHHbIA ClyyaiHeiM obpazom
Ivanov DESKTOP-LQ24EDF  ¥xazanubiii napons

LA U3MEHEHUA NOp:

0KAAEHEIX NoAs30eamenel Ha WINDOWS10X64 mpebyemca - MepeaanycTuts
€ npaegmu AdMuHLUCMpamMopa

30MYCMLME NPUACK: 1000

PucyHok 17 - Eduneiti KnueHm JaCarta. Bknadka [SecurLogon]. YcmaHosneHHbil npogusib no yMoa4aHuto

4.1.3 PepfaKkTupoBaHMe CyLlecTBytoLLero npoduna

Onsa pepaktnpoBaHua npodwmns JaCarta SecurLogon, Heo6xo0AMMO BbINOAHUTL Creayowue

nencTeus:

1. TlofcoeauHWUTb 3NEKTPOHHbIM K4 C 3anMcaHHbIM npodunem JaCarta SecurLogon k
KOMMbIOTEpY;
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2. 3anyctutb Eannbinn Knunent JaCarta, nepeknioumnTbCs B paclUMPEHHbIN PEXMM U NEPENTU Ha
BKnagky [SecurLogon];
3. Bbibpatb npoduiib, KOTOPbI HEOBXOAUMO U3MEHUTD;

4. HaxaTb Ha anemMeHT (cM. PucyHok 18) nnu c noMoLLbto NpaBoi KHOMKM MblLIK Ha
BbIOpaHHOM Npodune Bbi3BaTb KOHTEKCTHONO MEHIO M BbIOpaTh NYHKT <PeaakTMpoBaTh>;

é’ Eaunbiii Knuent JaCarta - O x

Eannbin Knwedt JaCarta Ana‘\ﬁﬂnu)

JaCarta PKI

JaCarta PKI

| WHdopmaumna o mKeHel PKI | SecurLogon |

Mpogunm @ Z w | O
Wma nonszosatena  [Aomed / KOMNeOTEp  Tun napons
AdminTest WINDOWS10X64 CTOWKWA Naponb, CreHepUpoBaHHLIA CiyJaliHeIM obpasom
Ivanov DESKTOP-LQ24EDF  YrazaHHbIi napone

@ Hoeblii...

T YaannTe..

3 OGHoBWTE
7 UzvEReRUR naponel ons308ameneti Ha WINDOWSIONG mpeGyemcs
3anyemume n ey

PucyHok 18 - EOuHeili KnueHm JaCarta. Bknadka [SecurLogon]. PedakmuposaHue npoguns

5. B oTo6pasuBLIEMCS OKHE BbINONHUTL HEOBXOAMMbIE UIMEHEHUS B NPOGUIE U 3aBEPLUNTD
pefakTMpoBaHue.

4.1.4 YpaneHve npoduna

Ins ynanenus npodung JaCarta SecurLogon 13 namMsaTu 3n1eKTPOHHOrO Ko4va, HeobxoaAnMo
BbIMONHWUTL CNeaytoLime AenCTBUS:

1. [loacoenmHUTb 3NEKTPOHHbLIV KoY € 3anucaHHbiM npodunem JaCarta SecurLogon k
KOMMblOTEPY;

2. 3anyctutb Eannbin Knunent JaCarta, nepeknioumnTbCs B paclUMPEHHbIN PEXMM U NEPENTU Ha
BKnagky [SecurLogon];

3. HaxartneM neBow KHONKM MbilLK BbIOpaTb NPOPUIIb, KOTOPbLIM HEOOXOAMMO yaaNUTb;

4. Haxarb Ha anement W pan y BbIBpaHHOro npoduns BbiI3BaTb KOHTEKCTHOE MEHIO U BbIOpaTh
MYHKT <Ypanutb> (cM. PucyHok 19).
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é’ EgmHeiil KnnenT JaCarta

EauHbin KnueHTt JaCarta

— O

AnagavH

x

JaCarta PKI

JaCarta PKI

| WHpOpMaLNA o 'rcKeHel PKI | SecurLogon |

Mpodgunn

WMma nons3zoBaTtena

® £ WO

[lomeH / KoMneKTep  Tun napona

AdminTest

lvanov

‘WINDOWS10X64 CTOMKMA Naponb, CreHepMpPOBaHHBIA Chy4YaiHeIM obpasom

DESKTOP.LQ24EDF  Croiinwii pyp cny p

@ Hosbli...

# PenakTvpoeate...

< OBHOBMTH

ia WINDOWST0X84 mpebyemcr

PucyHok 19 - EduHeiti KnueHm JaCarta. Bknadka [SecurLogon]. YoaneHue npoguns

13

@ NanbHelwas npouenypa pasiMyaeTcs B 3aBMCMMOCTM OT TUMA Napons, yCTaHOBIEHHOIO MNpu
co3paHum npodunsa JaCarta SecurLogon (yka3aHHbI Naponb (BBOAUMbINA BPYYHYH) UKW CTOMKUIA
Naposb, CreHePUPOBAHHBIN CNy4YaliHbIM 06pa3oM).

B oTobpasuBlueMca okHe cienyeT BbibpaTb, HEOOX0AMMO NN M3MEHEHUE NAPONA NOMb30BaTeNS B
foMeHe / Ha paboyeii CTaHLMK, yKaszaTb N0 HEOHX0AMMOCTU HOBbIV Naposib, HaXaTb KHOMKY Aanee,

nocse yero B cieaytoweM oTobpasmsLiemMcs okHe BBeCTU PIN-Kof 31eKTpOHHOro Kioua.

3aBepwuTb yaaneHue npohuns, nonb3ysach NoackaskamMu MacTepa yaaneHus npoduns SecurLogon

(cM. PucyHok 20 1 PucyHok 21).

& MacTep yaanenns npoduna SecurLogeon

HoBbli Nnaponb NoAb3oBaTens
BeeaunTe HOBLIF Napoik NOAL3OBATENA ANA YAaNeHWA npoduna SecurLegon

Mapo/ie Ha HOBBIA.

HoBLIA Nnaponk:

¥YaaneHwe npo@uaa MoXeT NPUBECTH K HEBD3MOMXHOCTWA BX04a B cucTemy. Mepen
yAaneHWeMm npoduna YAoCTOBepLTECk, UTO Y BAC €CTb NapoNk OT YUETHOR 3anKcK
DESKTOP-LQ24EDF\lvanov naK cepTUGUKAT ANA BXOAA B cucTeMy, inbo cMeHmTe

O Pa3pelunTk W3IMEHATL Napo/b NOALICBATENA B JOMEHE [/ HAa pabouei cTaHLMK

MoaTeepxaeHme:

Hanee > OTmena

PucyHok 20 - Eduneiti Knuenm JaCarta. Bknadka [SecurLogon]. Macmep ydaneHusi npoguns SecurLogon

AO "Anapamu P.A.", 1995-2023 r.
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&J MacTep yaaneHwa npoguna Securlogon *
BeeanTe PIN-KOA

BeeawTe PIN-KoA ANA YAANEHWA Npoduna SecurLogon

PIN-KOA NOAL30BaTENA (ANA NpUAoKeHUA PKI):

(2221 111) | '#'

PucyHok 21 - EQuHeili KnueHm JaCarta. Bknaoka [SecurLogon]. Macmep ydanerHus npoguns SecurlLogon

Mocne yonanenus npodung JaCarta SecurLogon ¢ ycTaHOBNEHHbIM TUMOM Napons
«CreHEepUPOBaHHbIN Cy4aiHbIM 06pa3oMy», Ang [0CTyNa K YY4ETHOM 3anucu nonb3oBatens byner
COXPaHeH CnyyalHbIM Naposb, CreHepupoBaHHbIi Npu co3panmu npoduns JaCarta SecurLogon.

g

BHumarue! B cnydae yoaneHus npoguns 6e3 ykasaHus Ho8020 naposs 018 y4émHol 3anucu
nosib3ogamens, Napoab 05 00cMyna K y4€mHodl 3anucu nos6308amess oCmaHemcs
Heu3gecmHeiM, @ 00cmyn 6y0em Heg803MOX(EH.

4.2 HacTpoirKka agMUHUCTPATUBHOMO WabnoHa
4.2.1 HaCcTponKa agMUHNCTPATMBHOMO WabnoHa Ana rpynnoBbixX MOAUTUK Npy paboTe ¢ cepsepa

MepeuncneHHble HUXKE AEMCTBUS CIeAyeT BbIMOMHATL Ha CEPBEPE, ABASIOLMMCS KOHTPOIIEPOM
LNOMEHA WM Ha KOMMbIOTEPE, Ha KOTOPbIM YCTAHOB/IEHbI CPEACTBA YNPABNEHUSM KOHTPOIEPOM
LOMEHa.

D

g 3anycka agMMHUCTpaTMBHOrO WabnoHa JaCarta SecurLogon u oTo6paxkeHns ero HacTpoek
Heo6X0AMMO BbIMONHWTL CNEAYIOLLME AENCTBUA:

1. HaxaTb Ha KnaBMaType coyeTaHue KnaBuWw Win+R, B MOSIBUBLIEMCS OKHE HabpaTb gpmc .msc
n HaxaTtb <OK> (cM. PucyHok 22);

e BeeanTte nms nporpammel, Nanku, A0KyMEHTa WK pecypca

= n 6
S HTepHeTa, KOTOpre Tpe ye‘rcu OTKprTb.
Orepors: | v

PucyHok 22 - Bbi308 0KHG KOMAHOHOU CMpoKu
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2. B nossusemcs okHe (cM. PucyHok 23) cnepgyeT nocneposaTenbHo Bbibpath [flec], [domeHbi],
[uma_nomeHa), panee HaxaTb NPaBOM KHOMKOM MblwK Ha nyHkTe <Default Domain Policy>
(Monutnka gOMEHa Mo YMOMYaHMUIO) U U3 KOHTEKCTHOMO MEHI0 Bbi6paTb onumuio <M3MeHUTb>;

'3, Ynpaenenue rpynnosoii nonuTukoit
& Qaiin  [feiictene Bua  Oxno
e 2E X G| HE
2, ¥npasnerue rpynnosoii noanTukoii
v Q Jlec: ALADDIN.domain
v (55 Oomenbi
v 3 ALADDIN.domain
s Default Domain Policy
5| Domain Controllers

“ [m] X

Cnpaeka - 8 %

Default Domain Policy
O6nace Cgepermsn MM 4 |*
Cessun

Tokazats ceA3n B pacnonoxer

C GPO cBa3aHbl cneaylowme c

' OBbexTbl rpynnoeoii noauTUKK

7 OunsTper WMI Pasmewerie
] HauanbHbie 06bekTsI rpynnoBoii noauTiky £ ALADDIN domain
i@ Caiftel
si¥ MoaenuposaHme rpynnoeoii NoANTUKK < 2
<, PesynbTatel rpynnoeoii noauTukn
o PunbTpe: GesonacHoc™M

MNapameTpbl AaHHOr0 06bEKTa
CNEAYIoWMX MPYMIN, NONb30BaT

Wmsa
82 Mpowenwwe nposepky

< >

DoBasuTs...

e

Punctp WMI
0O6vexT GPO caazaH co cneayl

PucyHok 23 - OkHo [YnpasneHue epynnosoli nonumukodi]

3. B nossuBlemcs okHe (cM. PucyHok 24) cnepyet nocnepoBaTenbHo Bbibpath [KoHbUrypaums
koMmnbtoTepa], [[onuTuku], [ABMUHUCTpaTMBHbIe WwabnoHsbl], [JaCarta SecurLogon];

=/ PegakTop ynpaenenua rpynnoesimi NOAMTUKaMM

()

AO "AnapanH P.0.", 1995-2023 r.

- [m] X
®aiin  Jeiictene  Bug Cnpaska
o nH = HE 7
=/ Monutuka Default Domain Policy [WIN-QP37( ~ JaCarta SecurLogon
v & Kondurypaums komnetoTepa
: Yro6el npocMoTpeTs onucaHne Cocrostune
L Lo, 3NEMEHTA, BbIENNTE ErO, - <
“| KoHdurypauns nporpamm . iz AdditionalDomains
| Kongpurypauma Windows llowProfileManagement
v | AAMWHUCTPaTHBHBIE LWaBAoHbL: on llowedLogonMethods
| JaCarta SecurLogon anCreateProfilesForOtherUsers
“| Eannbiit Knuent JaCarta ewRandomPasswordEveryXDays
4 Bce napamerpet asswordLength
| Hactpoiika ecurLogonlicense
v & Kondurypauus nonssosarens howSecurLogonNagScreen
| Monutuku |iz] ShowTokenManagelogonScreen
- Hactpolika |iZ] SingleProfileOnly
\iz| TokenRemovalBehavior
\iz] UseAccordStartUserSession
< >
< > |\ PacunpenHbiit .4‘( CTBHABPTHbIﬁ/

12 napametpos

PucyHok 24 - OkHo [Pedakmop ynpasneHus 2pynnogsiMu noAUMmMuKamu]

4. PepakTMpoBaHWe afMMHUCTPATMBHOrO WabnoHa JaCarta SecurLogon nponcxoauT nyTtem
M3MEHEHMS 3HAYEHMS NapaMeTPoB MOAUTHK, BXOAALWMX B LWAGIOH.

OnucaHne HacTpoek aaMUHKUCTPaTMBHOrO WabnoHa JaCarta SecurLogon ¢ ykasaHWeM 3Ha4YeHU I
napaMeTpoB MOAUTUK NO YMOMYaHUIO NpuBeseHbl B MpunoxeHun A.

PykoBoacteo agMuHucTpatopa ansa Microsoft Windows
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4.2.2 HacTpoiKa agMUHUCTPATMBHOMO LLAGI0OHA 418 rPYNNoBbIX NOMUTUK NPY paboTe C TOKaAbHOro
MK

[ng 3anyck agMmMHMCTpaTMBHOrO WwabnoHa JaCarta SecurLogon 1 oTobpaxkeHns ero HacTpoek
HeobX0AMMO BbINOMHUTL CNefyoLne AeNCTBUS:

1. HaxaTb Ha knaBMaType coveTaHue KNaBuW Win+R, B NOSBMBLIEMCS OKHE HAabpaTb
gpedit.msc u HaxaTtb <OK> (cM. PucyHok 25);

4 BeinonHuTe X

BeeanTe uma nporpammel, Nanku, A0KyMeHTa MK pecypca

=]
— WHTepHeTa, koTopbie TpeByeTca oTKpbITh.
(0} (I M Mg pedit.msc v

G 310 33j3Hne 6yAET CO333HO C NpasaMun agMUHUCTPaTCpa

OtmeHa 0O6z0p...

PucyHok 25 - Bbi308 0OKHG KOMAHOHOU CMpoKu

2. B nosBuBlIEMCS OKHE MOCNefoBaTeNbHO BbibpaTh [KoHbUrypauus komnboTepa],
[AoMuHMcTpaTMBHBIE WwabnoHbl], [KomnoHeHTsl Windows], [JaCarta SecurLogon]
(cM. PucyHok 26);

®aiin  [feiictene  Bua  Cnpaska
L AR:alial HEN 7 Ho:l . 4

v || KomnoHentot Windows A JaCarta SecurLogon
_| Endpoint Protection

3 Internet Explorer Yrobbl NpocMOTPETL ONUCaHne Cocroanune

T By 3NEMEHTa, BbIAENNTE €O, [£] AdditionalDomains

| MDM |iz| AllowProfileManagement

| NetMeeting |iz] AllowedLogonMethods

_| OneDrive \iz] CanCreateProfilesForOtherUsers
| RSS-kanans! i) NewRandomPasswordEveryXDays
_ Windows Hello ans € |iz] PasswordlLength

- Windows Ink Worksg |iz] SecurLogonlLicense

~| Windows Mail || ShowSecurLogonNagScreen

| Windows Messenger |z ShowTokenManagelLogonScreen

Windows PowerShell

iz| SingleProfileOnly
Ananuz ctabunsHoc

\iz| TokenRemovalBehavior

Buomerpua |i2] UseAccordStartUserSession

|| Beaenne xypHana cc
_| Buptyanusauus cpez
_| BctpoenHas cnpaskz
_| TapxeTbl pabouero ¢
“| Ancnetyep okoH pat
. JoBaeuTb KomnoHer

| Homawnsa rpynna = 5

< > “\PaquMpeHHblﬁAA CTaNAapTNblﬁ/

12 napameTpos

PucyHok 26 - OkHo [Pedakmop n10KanbHoU 2pynnogoli Noaumuku]

3. PepakTvpoBaHue agMUHMUCTpaTUBHOrO WwabnoHa JaCarta SecurLogon nponcxoamt nytem
M3MEHEHWS 3HAYEHWUS MAapaMeTPOB MOMUTUK, BXOAALUMX B LUABGNOH.
@ OnucaHue HacTpoek aaMMHUCTPaTUBHOrO WabnoHa JaCarta SecurLogon ¢ ykasaHMeM 3HauYeHMi

napaMeTpoB NOJIMTUK NO YMONYaHUIO NMpUBEOEHDI B an’IO)KEHMl/I A

4.3  Pa3610K1POBKa 3NEKTPOHHOI0 K/oya

/} B cnyuae, eciv nonb3oBaTenb BBEAET HECKONBKO pa3 noapsia HenpasunbHbii PIN-koa, To ero
Il
3NEKTPOHHbIN KoY byaeT 3ab6n0KMpPOBaH.

AO "Anapaun P.O.", 1995—-2023 1. PykoBoactBo agMuHucTpartopa ansa Microsoft Windows — Ty6aunyHbii Crp. 25/ 32
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[lns pa3broKMpOBKM 3N1EKTPOHHOIO K/to4a HEOBXOAMMO BbIMOAHWUTL AEMCTBUS, ONUCAHHbIE B LOKYMEHTE
[Eanubin Knuent JaCarta. PykoBoacteo agMuuuctpatopa - JaCarta_UC_Admin.Guide(Windows)].

AO "Anapaun P.O.", 1995—-2023 1. PykoBopacteo agMuHucTpatopa ans Microsoft Windows — Ty6nunuHbii Crp. 26/ 32
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5. [lpunoxeHre A

HaseaHue napameTpa

AdditionalDomains

(dononHuTenbHble
AOMEHbDI)

AllowProfileManagemen
t

(PaspewuTb co3paHue
npoduneit
nonb3oBaTeNsiMM)

AllowedLogonMethods

(Pa3peLuéHHbIe MeTOAbI
ayTeHTUdUKaLmnm)

Tabnuya 2 - Hacmpoliku adMuHuCmpamusHo2o wabaoHa

Onucanue

Cnmncok
DOMONHUTENbHBIX
[LOMEHOB,
oToBpaxaeMblx
npu co3paHnm
npoduns uam npu
BXxoge ¢
MCNoMb30BaHNEM
npodwuns
SecurLogon

Paspeluaet nnu
3anpelaert
nonb3oBaTensm
co34aBatb
npoduan
SecurLogon

Onpepenser
nepeyeHb
DOCTYMHbIX
MeToAoB
ayTeHTUdMKaLmMu,
KOTOPbI€ AOCTYMHbI
Ang BXoAa B
onepaLmoHHYIo
cuctemy

HonycTtuMble 3HauYeHUs 3HaueHune
no
yMON4YaHuo
Ao
pacnpocTtpa
HeHuA
rpynnoBbiX
nonntuk?

MmeHa pomeHoB Windows, yKa3aHHble MycTtas

yepes Touky ¢ 3anaton NN nycras CTpokKa

CTpOKa

<He 3apaHo> - 6yaeT MCNonb30BaHO BkntoyeHo

3HayeHue No YMO/YaHWIO, 3aAaHHOE B
wabnoHe (nocnegHui ctonbel,
HacToswen Tabnuubi);

<BkntoyeHo> - nonb3osartenu mMoryTt
CaMOCTOATENIbHO CO34aBaTb I'IpO(bVIJ'IVI;

<OTKNHOYEHO> — MONb30BATENMN HE moryTt
CaMOCTOATENIbHO CO3A4aBaTb FIDOCDI/U'IM

<He 3apaHo> - 6yaeT MCNONb30BAHO
3HayeHune Mo yMONYaHUIO (MoCneaHui
ctonbeL, HacTosLLen TabaunLpl);

BbibpaHbl Bce
MeToabl

<OTknoYeHo> - 6yayT MCMONb30BaHbI
CTaHAapTHble MexaHu3Mbl Windows;

<BkntouyeHo> — no3BonseT SBHO 3a4aTb,
Kakue MeToAbl BXOAa MOXHO byneT
MCMoNb30BaTh (MpY 3TOM 3HaveHue 1
03Hau4aeT, YTo MeTof, pa3peLuéH, a

0 - 3anpewéH):

<DefaultPasswordLogon> — cTaHpapTHbIi
BXOZ B CUCTEMY C UCMONb30OBAHUEM
MMEHM MOoNb30BaTeNs M Napons,
BBOZMMbIX C KNaBUaTypbl;

<DefaultSmartCardLogon> - Bxog ¢
MCMONb30BaHMEM CEPTUDMKATA,

2 3TV 3H34YeHMe NPUMEHAIOTCA CPa3y Nocne YCTaHOBKM EAMHOro kKnneHTa JaCarta

13

3HauyeHune
no
YMOJIYaHU
0B
wabnoxe®

MycTtas
cTpoka

OTKNtOYEHO

BbiBpaHbl
BCE MeTofbl

3 MpUMeHAITCA Noc/e pacnpoCTPAHEHWs rPYMNMoBbIX MOUTUK, eC/IM B 3AMUHWUCTPATMBHbIN WabnoH SecurlLogon He
6b1710 BHECEHO HUKaKNX M3MEHEeHUi

AO "AnapanH P.0.", 1995-2023 r.

PykoBoacteo agMuHucTpaTopa ans Microsoft Windows
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CanCreateProfilesForOth
erUsers

(Cospanue npodunei
ANS Apyrux
nonb3oBarene)

NewRandomPasswordEv
eryXDays

(ABTOMaTMUYECKM MEHSATD
naponb Kaxable X aHen)

PasswordLength

(AnuHa cnyyaliHoro
napons y4éTHOM 3anuchm)

SecurLogonLicense

(MMmueH3usa SecurLogon)

AO "AnapanH P.0.", 1995-2023 r.

Paspeluaet unu
3anpewaet
nonb30BaTento
€034aBaTh
npodunun ansa
Apyrux
nonb3oBartenem

O6HoBneHne
CNy4yanHoro
napons ans
npodwuns
SecurLogon
Kaxkable X OHeN.
(Monb3osaTens npu
3TOM [JOJMIKEH
3anoMUHaTh
Tonbko PIN-kop,
3/1EKTPOHHOTO
KJH04a)

3apaéT pANHY
cnyyaniHoro
napons ans
npoduns
SecurLogon

Crpoka,
cofepxalLas
NNLLEH3UI0
SecurLogon

PykoBoacteo agMuHucTpaTopa ans Microsoft Windows

XPaHALLErocs B NaMaT 3NEKTPOHHOIO
Kfoua;

<ManualPasswordLogon> - naponb ans
npoduna SecurLogon BBOAWUTCS BPYUHYIO;

<RandomPasswordLogon> - ans
npodwuns SecurLogon reHepupyetcs
CNy4alHbIi Naponb

<He 3apaHo> - 6yaeT MCNONb30BaHO BkntoyeHo
3HaYeHWe Mo YMONYaHMIO, 33f,aHHOe B
wabnoHe (nocnenHui ctonbel,

HacToswen Tabnnubl);

<BknoyeHo> - nonb3oBaTeNb MOXET
co3aaBaTb NPOGUAN ANS APYrUX YYETHBIX
3anucen;

<OTK/IOYEHO> — NONb30BaATENb MOXET
€o34aBaTb NPOdUIM TONBKO ANS TEKYLLEN
y4YeTHOM 3anucu

<He 3apaHo> - 6yAeT MCNoONb30BaHO OTKnto4YeHo
3HaYeHME MO YMONIYAHUIO, 3aAaHHOE B
wabnoHe (nocnenHwuit ctonbed,

HacTosiwen Tabnnubi);

<Bk/nito4eHO> - CTAHET AOCTYMHbLIM ANs
pefaKkTMpOBAHWUS COOTBETCTBYHOLLEE Mofie,
B KOTOPOM HYXHO yKa3aTb Nepuof (8
[LHAIX), MO UCTEYEHMM KOTOPOro Naposb
ans yuyétHor 3anncm Windows 6yaet
MEHATbCS;

<OTKNKOYEHO> — Naponb YYETHOM 3anucu
Windows He bynet MeHATbCS
aBTOMaTU4eCKM

<He 3apaHo> - 6yaeT MCNONb30BAHO 63
3HayYeHWe Mo YMONYAHUIO, 334aHHOE B
wabnoHe (nocnegHui ctonbew,

HacTosweln Tabnuubl);

<BkntoyeHo> - cTaHeT AOCTYNHbLIM Ans
pefakTMpOBaHUS COOTBETCTBYHOLLEE MOSE,
B KOTOPOM HY)XHO 334aTb ANUHY
Cny4YalHoro napons (8 CMMBonax),
[LOMNYyCTUMBble 3HaueHus — oT 14 oo 63
CMMBOJIOB;

<OTKNHOYEHO> — HACTpOMKa He
npUMeHsieTcs

<He 3apaHo> - ByaeT MCMONb30BaHO
3HayYeHne Mo YMONYAHUIO, 33AaHHOE B
wabnoHe (nocnegHui ctonbew,
HacToswWweln Tabnunubl);

MycTtas
CTpoKa

<BkntoyeHo> - cTaHeT AOCTYNHbIM Ang
penakTMpOBaHMS COOTBETCTBYHOLLEE Mone,
B KOTOPO€e Heob6X0AMMO MOMHOCTbIO
CKOMMpOBaTb coaepxumoe darna
n1ueH3um (anga atoro dan NMueH3nm
MOXHO OTKPbITb B TEKCTOBOM peaakTope);

My6nanyHbIn
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OTKNHOYEHO

63

Mycrtas
CTpoka
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ShowSecurLogonNagScr
een

(OTo6paxkaTb BKNaaKy
SecurLogon, ecnu
JIMLLEH3UA He
yCTaHOB/IEHA)

ShowTokenManagelLogo
nScreen

SingleProfileOnly

(OauH npodunb Ha
3N1eKTPOHHOM KJlloue)

TokenRemovalBehavior

(MoBepeHne npu
0oTCOeANHEHUU
3/IEKTPOHHOrO KJIlo4Ya OT
KOMMbloTepa)
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Onpepenser
oTobpaxaTb UK He
oTobpaxaTb
BKNaAKy
[SecurLogon], ecnn
NULEH3MS He
yCTaHOB/IEHA

Onpegnenser
oTobpaxaTb UNK He
oTobpaxaTb
NAUTKY
[YnpaBneHue
ToKkeHOM] Ha logon
screen Windows

Paspeluaet nnu
3anpelaet
co3paHue Ha
0[lHOM
3/IEKTPOHHOM
KNHoYe HeCKobKMX
npodwunen
SecurLogon

[aHHas HacTpoiika
onpepenset
nosegeHue
CUCTEMDI B
cuTyaumu, B
KOTOpPOM
nonb3oBaresb,
OCYLLeCTBUBLUMI
BXOJ, C NOMOLLbIO
npoduns
SecurLogon,
oTCOeaMHAeT
3M1eKTPOHHbIN KITHOY
OT KOMMbtOTEpa

PykoBoacteo agMuHucTpaTopa ans Microsoft Windows

<OTKNOYEHO> — NIMLIEH3US He
yCTaHaBAMBaeTCs (MycTas CTPOKa)

<He 3apaHo> - 6yaeT MCNoNb30BaTbLCA BkntoyeHo
3Ha4YeHWe Mo YMOYaHMIO, 33iaHHOE B
wabnoHe (nocnenHui ctonbel,

HacToswen Tabnuubl);
<BkntoyeHo> - Bkagka oTobpaxaeTcs;

<OTKNKOYEHO> — BKIaAKa He
oTobpaxaeTcs

<He 3apaHo> - ByAeT Ucnonb3oBaTbCs BkntoueHo
3HaYyeHWe No YMONYaHuI0, 3aaHHOe B
wabnoHe (mocnegHui ctonbew,

HacToswen Tabnunubl);

<BkntoyeHo> - nautka [YnpasneHue
TOKeHOM] oTobpaxaercs;

<OTKntoueHo> - nauTtka [YnpasneHue
TOKeHOM] He oTobpaxaeTcs

<He 3apaHo> - 6yaeT MCNoNb30BaTbLCS OTknto4eHo
3HayYeHne Mo YMONYAHUIO, 3aAaHHOE B
wabnoHe (nocnegHui ctonbew,

HacToswen Tabnunubl);

<BkntoueHo> - nosnb3oBaTenu Moryt
C034aTb TOMbKO OAMH NPOdGU/b Ha
3/IEKTPOHHOM KJTHOYE;

<OTKN04EHO> — NONb30BaTENN MOTYT
CO03/aBaTb HECKO/IbKO Npodunen Ha
OLHOM 3/IEKTPOHHOM KJTHoYe

<He 3apaHo> - 6yaeT MCNONb30BaTLCS He
3HayYeHne Mo YMONYAHUIO, 33AaHHOE B BbINONHATb
wabnoHe (nocnegHui ctonbew, HUKaKMX
HacTosweln Tabnuubl); NENCTBUM

<OTKNOYEHO> — HUKaKME OenCTBUA
npeanpuHUMaTbCs He ByayT;

<BkntoueHo> - npu Bbl60pe 3TOro NyHKTa
CTAaHOBUTCA aKTUBHbIM COOTBeTCTBy}OLIJ,VIIZ
CMMCOK, B KOTOPOM MOXXHO Bb|6paTb
BapUaHT NOBEAEHUA CUCTEMDI:

<He BbIMONHATb HUKAKMUX

LeNCcTBUI> — Npu OTCOeAMHEHUU
3/1EKTPOHHOrO K/to4a He
NpeanpUHUMAETCS HUKAKUX AENCTBUN;

<bnok1poBaTh pabouyro CTaHLMIO> — Mpu
OTCOEAMHEHUM SNEKTPOHHOTO Kkoua
npoucxoamT 6110KMpoBKa paboyero
cTona;

<[puHYAUTENbHBIN BbIXOA, U3
CUCTEMbI> — MPU OTCOEANHEHMU
3/1eKTPOHHOr0 K/4a NpoU3BOAMTCS
NPUHYAUTENbHbIN BbIXOA, U3 CUCTEMbI
nonb3oBaTtens;

<OTKNIHOYEHHUE MPU NOAK/OYEHUN Yepes
RDP> - npu oTcoeanHeHuu
3/IEKTPOHHOTO K0Ya NMPOUCXOaUT

My6nanyHbIn
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BkntoueHo

BkntoueHo

OTKNtOYEHO

He
BbINOJIHATb
HUKaKMX
NenCcTBUI
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UseAccordStartUserSessi
on

SetSecurLogonAsDefault
LogonProvider

(YcraHoBka JaCarta
SecurLogon
npoBaiiaepom no
YMONUYaHMIo)

MapameTpbl

MpunoxeHwne

PIN-kop,
nonb3oBaTens
N0 YyMONYaHUIo

PIN-kon,
aAMUHUCTpaTopa
N0 YyMONYaHUio

pa3pbiBaHWA CeaHca NOAK/IIYEHNS Yepes
yAanéHHbIi pabouunit cTon

Onpepenser <BkntoyeHo> - Byget ncnonb3osaH MNAK OTkntoueHo
MCNOMb30BaTb UK C3M HCL AKKOP/J, npu Bxoae
He UCMonb30BaTh MoNb30BATENS B ONEPALMOHHYIO CUCTEMY
MAK C3N HCL, no npodwunto JaCarta SecurLogon;
AKKOPZ npu <OTKNt04eHO> 1 <He 3apaHo> - He
Bxole 6ynet ucnonb3osaH MNAK C3U HCA,
nonesoearens s AKKOP/[L, npu BxOge nonb3osatens B
ONEepaLMOHHYto OMepaLMOoHHY0 CUCTEMY MO NPODUNIO
cucremy JaCarta SecurLogon
Paspeluaet unu <He 3apaHo> - 6yaeT MCNonb30BaTbLCA BkntoyeHo
3anpelaert 3HaYeHWEe MO YMOYAHMIO, 334aHHOE B
MCMONb30BaTh wabnoHe (mocnegHui ctonbew,
JaCarta HacToswen Tabnuubl);
SecurLogon Kak <BK/IIOYEHO> — pa3peLaeT UCrMosb30BaTh
Logon Providerno  jacarta SecurLogon kak Logon Provider
ymon4auto Mo YMOMYaHuIo;
<OtKnto4eHo> — 3anpelaer
ucnonb3osaTb JaCarta SecurLogon Kak
Logon Provider no ymonuaxuio
Tabnuua 3 - 3HayeHue PIN-k0doe no ymon4aHuto
eToken PRO JaCarta PKI Jac 5
Anywhere alarta-
JaCarta PKI/TOCT
eToken NG-OTP PKI/Flash JaCarta LT
(ava) JaCarta-2
JaCarta PRO/TOCT
JaCarta PRO PKI1/BIO
PKI un
PKI PKI/BIO roct STORAGE
1234567890 11111111 1234567890 1234567890
1234567890 00000000 Het*

13

OTKNtoYeHo

BkntoueHo

4 Mpy Heo6X0ANMOCTM NONb30BaTeNb MOMET 33A1aTb caM PIN-KoA aAMUHUCTPATOPa NpY GOPMaTUPOBaHN
3N1EeKTPOHHOro KMto4a. B ganbHeliwem 31oT PIN-Ko4 agMuHucTpaTopa byaeT TpeboBaTbcA ANA MOBTOPHOMo
dopmaTnposaHua
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6.1

6.2

KOHTAaKTbI

Odwuc (0bwme Bonpochl)

"

Appec: 129226, Mockea, yn. okykuHa, 4. 16, ctp. 1, 7 atax, komnanus "AnagaunH P.L.
TenedoHbl: +7 (495) 223-00-01 (MHOrokaHanbHblIM), +7 (495) 988-46-40

@akc: +7 (495) 646-08-82

E-mail: aladdin@aladdin-rd.ru (06wwi)

Web: https://www.aladdin-rd.ru

Bpems pabotbl: exxenHeBHo ¢ 10:00 go 19:00, kpoMe BbIXOAHbIX U MPa3LHUYHBIX LHEN.

Texnogneprka

Cnyx6a Texnoanaepxk1 npUHMMAET 3anpochl TOMbKO B NMMCbMEHHOM BUAE Yepes3 Be6-CcaiT:
www.aladdin-rd.ru/support/.
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7. Pecypcol

7.1  CoxpawieHunAa n abbpesunaTtypbl

roct
ocC
no
nK
PIN
PKI

usB

[ocypnapCTBEHHbIN CTaHAAPT

OnepauuoHHas cuctema

MNporpammHoe obecneyeHune

[lepcoHanbHbINM KOMNbIOTEP

(Personal Identification Number) nMuHbIi1 ONO3HaBaTENbHbIA HOMEp
(Public Key Infrastructure) MHppacTPyKTypa OTKPbITbIX KNtOYeWn

(Universal Serial Bus) yHuBepcanbHas nocnefoBaTenbHas WWHA

7.2  Pernctpauuna naMeHeHuin

Bepcus

13

1.2

1.1

1.0

U3MeHeHus

M3MeHeH WabnoH OOKYMEHTa

O6HosneHb! ckpuHwomsl, dobasneHa noddepxka modeneli JaCarta-2 u PRO.

BHeceHbl uzmeHeHus e pasoesnsl 1, 2, 3.

Co30aHue dokymeHma
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