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1. O npoKymMeHTe

1.1 Ha3Ha4eHve OoKYyMeHTa

[okyMeHT npeactaenset cobor pykoBoacTeo nonbsosatens ans MO Egunbii KnueHt JaCarta.

1.2 Ha Koro opueHTUpPOBaH AaHHbI OKYMEHT

[okyMeHT npenHasHayveH ans nonb3osatenen M0 EanHbii KnueHT JaCarta, BnafenbueB 3N1eKTPOHHbIX KtoYeln
JaCarta u eToken.

1.3 OpraHu3auunA OoKyMeHTa

[LoKyMEHT pa3buT Ha HECKOMIbKO Pa3AesoB:

B pazgene 2 "OcHoBHble NOHATUS" NpuBeaeHo HasHadeHue MO EanHbin Knuent JaCarta u nepeyeHb TepMu-
HOB M COKPALLEHMH, UCNONb3YEMBIX B [LOKYMEHTE;

B pa3gene 3 "O6wume cBeneHUs 06 INEKTPOHHBIX KNKOUAX" COOEPXMUTC MHPOPMaLMS O NPUNOXEHUSX, anne-
Tax 3NEeKTPOHHbIX KNOUel, ang paboTbl ¢ KOTopbiMKU NpegHa3sHayveHo MO Epunbiii Knuent JaCarta, a Takke
yKa3aHbl NapaMeTpbl 3NEKTPOHHbIX K/OYEN NpU NOCTaBKe;

B pazgene 4 "0630p Nonb30BaTENbCKOrO MHTEpdeca” coaepxmutcs MHbopmaLums 06 OCHOBHbIX NpUeMax pa-
60T1bl ¢ MO Egunbint Knuent JaCarta;

B pa3gene 5 "Pabota B nporpamme B CTaHAAPTHOM pexume” npuBeaeHsbl onepaumu, copepliaemsie B M0
Eamubii Knuent JaCarta B cTaHAQpTHOM pexume;

B pazgene 6 "PaboTa B nporpamMme B paclUMPEHHOM pexnMe” npuBeaeHbl onepaumm, cosepluaembie B 110
Eamnbin Knuent JaCarta B pacwmpeHHoMm pexuMe 6e3 Beoaa PIN-koga aoMMHUCTPATOpa 31EKTPOHHOrO
Kftoya.

1.4 PeKomeHAaLMWN MO UCMOMNb30BaHUIO OKYMEHTa

[LOKYMEHT pekoMeHAyeTCs UCNOb30BaTh B KAYECTBE 03HAKOMUTENbHOMO MaTepuana (NoapobHOro pyKoBOACTBA
no ucnonb3osanuto MO Eaunbii KnuenT JaCarta), a Takke B kauecTBe cnpaBoyHuka npu pabote c 10 EaunHbii
KnuenT JaCarta.

ﬂ,OKyMeHT pekoMeHO0BaH KakK an4q nocienoBaTenibHOro, Tak U an4 Bbl60p0l-IHOFO N3yyeHuna.

1.5 CornaweHua nNo ohopMIEHNIO

B maHHOM JOKYyMeHTe /1 MPpMMEPOB KoJa NporpaMM, NpeacTaBAeHUst CCbI/IOK, TEPMUHOB M HAUMEHOBAHMI UC-
Mob3yTCA pasnnyHble WpUdTbl U cpeactBa ohopmaeHuns. OCHOBHbIE TUMbl HAYEPTAHUIM TEKCTA NPUBEAEHDI B
Tabnuue 1.

Tabnuua 1 — SnemeHmMebl 0popMaeHus

Ctrl+X Ucnonb3lyeTca ans BblAeNEHUS COYETAHUI KNaBULL
file . exe MUcnonb3yeTcs Ans BblaeneHns UMeH $aiifioB, KaTaoro, TEKCTOB NPOrpamMMm
BbigeneHue Mcnonb3yeTcs Ang BblaeneHUs OTAENbHbIX 3HAYMMbIX COB U (pa3 B TeKcTe
[Mnepccbiaka Ncnonb3yeTcs ANS BblAENEHWUS BHELWHMUX CCbINOK
Ccebinka [cTp. 3] Ucnonb3yeTca ans BblAeNeHUS NepeKpeCcTHbIX CCbUTOK

Ucnonb3yeTcsa ang BbiaeneHus MHGopMaLmu, Ha KOTOpyH cneayeT 06patutb

BaxwHo
BHMMaHuWe
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Pamka
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Mcnonb3yeTca ons BolaeneHns BaKHON nHopMaumu, BbiBoa, pestome

Ccbinka, npMMeyaHue, 3aMeTka
Coset
3arpy3ka (agpec ang 3arpysku 10, nokyMmeHTa)

Bonpoc
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1.6 ABTOpCKMe NpaBa, TOBapHbIe 3HaKW, OrpaHNYeHUA

[laHHbIV AOKYMEHT, BKOYas NoAb6Op U pacnonoXxeHne UANKCTpaLmi 1 Matepua-
NOB B HEM, ABNISieTCS 06bEKTOM aBTOPCKMX NpaB U OXPAHSETCS B COOTBETCTBUM C
3akoHozaTenbcTBoM Poccuitckoit Mepepaumn. Obnapatenem UCKNOYUUTENbHBIX aB-
TOPCKMX U UMYLLECTBEHHbIX NpaB asnsetcs AO "Anapamd P.A.".

Mcnonb3oBaHue 3TMX MaTepuanos tobbiM cnocobom 6e3 NMMCcbMeHHOTo paspele-
HUsl NpaBo061aAaTeNs 3anpeLieHo 1 MOXET NOB/eYb OTBETCTBEHHOCTb, Npeay-
CMOTpEHHY0 3akoHoAaTenbcTBoM P®D. MNpu nepeneyatke U UCNONb30BaHUM AdH-
HbIX MaTepuanos nnMbo Nboi nx Yactm ccoinkn Ha AO "Anapami P.L." 06a3a-
TeNbHbI.

BnapenbueM 3aperncTpupoBaHHbIX TOBApHbIX 3HaKkoB "AnaaamH”, Aladdin, JaCarta,
IMS, JAS, Secret Disk, SecurLogon, "KpunTto B/1", norotvnos u npasoo6nagatenem
UCKITIOUUTENbHBIX MPaB Ha UX AM3aiiH U MCMONb30BaHME, MAaTEHTOB Ha COOTBETCTBY-
owue npoaykTbl agnsetcs AO "AnapounH P.A.".

HasBaHus npo4nx TEXHONOTUH, NpoAYyKTOB, KOMMaHW, ynoMunHawuwmeca B [aHHOM
AOKYMEHTe, MOTYT ABNATbCA TOBAPHbIMU 3HAKAMU CBOUX 3aKOHHbIX Bagenbues.

OI'paHM‘-IEHME OTBETCTBEHHOCTU

MHdopmaums, npuBenéHHas B JaHHOM JOKYMeHTe, NpefHa3HauyeHa MCKIoUM-
TeNbHO AN 03HAKOMNIEHUS U He ABNSeTCa ucyepnbiBatoweit. CoctaB NpoayKToB,
KOMTMOHEHT, UX QYHKLMU, XapaKTepUCTUKHM, BEPCUM, BOCTYMHOCTb U NP. MOTYT BbiTb
nsmeHeHbl AO "AnapauH P.[." 6e3 npeaBapuTenbHOro yBeaoMaeHus.

AO "AnapauH P.L." He rapaHTMpyeT HU OTCYTCTBUS OWKMBOK B AAHHOM [OKYMEHTE,
HW TOTO, YTO OMNMcaHHOe nporpaMmHoe obecneyenue (M0) He conepuT aedekTos,
6yneT paboTaTb B NPOM3BO/LHO BbIGPaHHbIX YCNOBMUAX M NPK 3TOM Y0BNETBOPATL
BCEM TPe6OBAHMAM, KOTOPbIE MOTYT BbITb K HEMY MpeabsBAEHbI.

AO "AnapaunH P.L." He rapaHTUpyeT paboToCcnocobHOCTb HeneranbHO NOAYYEHHOrO
nporpaMMHoro obecneyenus. HeneransHoe 1Cnonb3oBaHWe NPOrpaMMHOro obec-
neyeHns 1 JOKyMeHTaLMUM Ha Hero npecnenyeTcs no 3akoHy.

1.7 JIMUEH3WOHHOE CcornalleHmne

MoxanyicTa, BHUMATENbHO NPOYUTaNTE AAHHOE NULEH3MOHHOE COornalleHne
npexze, YeM UCMO/b30BaTb COAEPKMMOE AHHOrO KOMMEKTa U/UNK npexae, 4em
3arpyxaTb UM YCTaHaBAMBATb NporpaMMHoe obecneyeHve.

Bce ykasaHus no UCMob30BaHMIO NPOrpaMMHOro obecneyeHus, npefocTaBnse-
Mble AO "AnapaunH P.." (Mnv ntobbiM ero fo4epHUM NpeanpusTMeM — Kaxgoe us
HUX yNOMUHaeMoe Kak "KoMnaHus"), NoAuYnHATCS U ByAyT NOAYMHATBCS YCio-
BWAM, OTOBOPEHHbIM B AAHHOM COrnalleHnu. 3arpy>Kaﬂ [aHHOE nporpaMMHoe
obecneyeHue (kak onpeaeneHo Janee no TeKCTy) U/Mnu yctaHaBnuBas AaHHOe
nporpaMMHoe obecneyeHve Ha Baw komnbloTep U/Mnun Ucnonb3ys AaHHOE Mpo-
rpamMMHoe obecneyeHne UHbIM cnocobom, Bbl npuHMMaeTe agaHHoe cornaliexHune u
COr/aLAETECh C €ro YC0BUSIMU.

Ecnu Bbl He cornacHbl € AaHHbIM COMNALLEHUEM, He 3arpyxanTe u/unm He ycTaHaB-
n1BaiTe faHHOE nporpaMMHoe obecneyeHne U HesameanuTenbHo (He no3aHee 7
(ceMw) oHeV C AaTbl 03HAKOM/EHUS C HACTOSLLMUM TEKCTOM) BEPHUTE 3TOT NPOAYKT
B AO "Anapaun P.[.", ynanute faHHoe nporpaMMHoe obecneyeHue v Bce ero Ya-
CTW CO CBOETO KOMMbIOTEPA U HE UCMONb3YiiTE ero HUKOMM 06pa3oM.

HacToswee nuueHsnoHHoe cornawenue (panee "Cornawenue”) aBnseTcs 4oroso-
POM, 3aK/TKOUEHHBIM Mexay Bamu (duU3nueckum nunm 1opuanyeckum Imuom) — Ko-
HeyHbIM nonb3oBatenem (nanee "Monb3osatens”) — u AO "Anapavi P.O." (nanee
"KoMnaHus") 0THOCUTENbHO Nepefayn HEUCKIUYUTENbHOrO NpaBa Ha UCMNONb30Ba-
HUEe HACTOSILLEro MPOrpaMMHOro obecneyeHusl, IBNSIOLLErocs UHTENNEKTyanbHOM
cob6CcTBEHHOCTbIO KOMNaHum.

MNMpaBa 1 cO6CTBEHHOCTb

OAHHOE COMALLEHME HE ABNFETCSA COTNTALLEHMEM O NMPOAAXE. Mpo-
rpamMMHoe obecreyeHne, BKIOYAs BCe NepepaboTku, UCNpaBieHus, Moanbuka-
LMK, BOMONHEHUS, OOHOBNEHUS U/MNK YCOBEPLLEHCTBOBAHMUSA K HEMY (fanee no
BCEMY TEeKCTy U Nto60oi1 ero yactu onpenensemoe kak MporpaMmHoe obecneyeHue
nnw M0), n cBA3aHHAsA C HUM JOKYMeHTauums npeaHasHadaetca HE 19 MPOOAXN
1 IBNSETCS U OCTAETCS UCKTHOYNUTENBHOM COBCTBEHHOCTBIO KoMMaHuu.

Bce npaBa Ha MHTennekTyanbHyto cO6CTBEHHOCTDb (BKNtOYas, 6€3 orpaHu4eHui, aB-
TOpCKWe npaBa, KOMMEPYECKYI0 TakHy, TOBapHble 3HaKK, U T.4.), NOATBEPXKAEHHbIE
UK BKIIOYEHHBIE B NPUIOXEHHbIE/B3aMMOCBSA3aHHbIE/MMEIOLLME OTHOLIEHNE K
[AHHOMY pPYKOBOACTBY, AQHHbIE, COAEPXaLLMecs B HEM, a TakxKe Bce npasa Ha 10
ABNAOTCA M OyAyT ABNSTCA COOCTBEHHOCTBIO UCKNOUMTENbHO KoMnaHum.

AO "AnapauH P.0." 1995-2023 r.
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Bce ykasaHHble AaHHbIE O XapaKTePUCTUKAX MPOAYKTOB OCHOBAHbl HA MeXAyHa-
POAHbIX UM POCCUIACKMX CTAHAAPTAX W pe3ybTaTax TECTUPOBAHMS, NONYYEHHBIX B
HE33aBMCHUMBIX TECTOBBIX UM CEPTUDUKALMOHHBIX TaBOPaTOpUsIX, IM6O Ha MpUHS-
TbIX B KOMMNaHUM MeToaMKax. B naHHoMm pokymenTe AO "AnapavH P.O." He npeno-
CTaB/IAET HUKAKMX HU SIBHbIX, HU NOAPA3YMEBAEMbIX FAPaHTUA.

AO "Anapamu P.A." HE HECET OTBETCTBEHHOCTW (KAK B CMJTY JOTOBOPA,
TPAXXOAHCKOIO NMPABOHAPYLIEHUSA, BKTKOYAS XANNATHOCTb, TAK U B J1O-
BOWM MHOWM ®OPME) NEPEL BAMU UMW JTOBOM TPETLEM CTOPOHOM 3A JHO-
BblE MOTEPU UM YBbITKU (BKNHOYAA KOCBEHHbIE, DAKTUYECKWE WA MNO-
BOYHbIE YBbITKW), BK/THOYAS BE3 OTPAHUYEHWUI JIHOBbIE MOTEPK WU
YBbITKW NMPUBbINIBHOCTU BU3HECA, MOTEPKO AOXOOHOCTU WA PEMYTA-
LMK, YTPAYEHHYIO U UCKAXKEHHYIO MH®OPMALMIO UNIN OKYMEHTA-
L0 BCNEACTBUE MCMONb30BAHMSA MPOTPAMMHOIO OBECMNEYEHUS U/WUNN
NIHOBOr0 KOMMOHEHTA OMUCAHHOIO NPOLYKTA, OAXE EC/IU AO "AnapavH
P.A." BbIIO MMCbMEHHO YBEAOM/IEHO O BO3MOXHOCTW NMOAOBHbIX YBbIT-
KOB.

FocyaapcTBeHHOE perynMpoBaHue M 3KCMOPTHbI KOHTPONb

OnucbiBaeMblil B JaHHOM JOKYMEHTe MpoayKT (MM NPOAYKTbl) MOXET ABAATLCA
1M cofepxaThb B cebe cpeAcTBo KpMnTorpaduyeckoi 3aluTbl MHGOPMaLMm
(CK3W), saensioweecs npeaMeToM 3KCNOPTHOTO KOHTpONS.

Bbl cornalaeTech ¢ TeM, YTO NMPOAYKT He 6yAeT NOCTaBNATLCS, NEPeAaBaTbCs Un
3KCNOPTUPOBATLCA B KaKyl0-1MbO CTPaHy, a TakxKe MCNoNb30BaTbC KakUM-11bo
NpOTUBOPEYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTupyeTe, yto byaeTe cobn0AaTb HakNaabIBaEMble HA 3KCMOPT M peaKc-
NopT NPOAYKTa OrpaHUyeHus.

Cepexus, ﬂpMBeﬂéHHble B NJAaHHOM [0KYMEHTE, aKTyal/ibHbl Ha AaTy ero ny6nm<a—
unun.

[laHHoe cornaweHune He nepenaér Bam npaea Ha MporpamMmHoe obecnevyexne, a
NWLWb NpefoCTaBNseT orpaHMYeHHOe NpaBo Ha UCMONb30BaHMe, KOTOpoe nozae-
XXMT OTMEHe cornacHo ycnosusam gaHHoro Cornawenus. Huuto B sanHom Cornate-
HWUK He noaTBepxAaeT oTkas KoMnaHuM OT NpaB Ha MHTENNEKTYanbHY0 COBCTBEH-
HOCTb M0 KakoMy 6bl TO HM 6bINI0 3aKOHOAATENbCTBY.

JInuensusa

KoMnaHus HacTosilmMM npepocTtasasieT Bam, a Bbl nonyyaete MHAMBMAYanbHOE, He-
MCKNIOYUTENBHOE M OT3biBaEMOe OrpaHUYeHHOE NPaBO Ha UCMO/b30BaHWE JAHHOTO
M0 TonbKko B popMe MCnonHAEMOro Koaa, Kak onucaHo B npunaraemoii K M0 Tex-

HUYECKOM/3KCNNYaTaLMOHHOM LOKYMEHTALMM, U TONbKO B COOTBETCTBMM C YCIOBU-

sMu paHHoro Cornalenus:

Bbl MoxeTe ycTaHoBUTb MO 1 MCNONb30BaTb €r0 Ha KOMMbIOTEPAX, PACMONOXEH-
HbIX B Nnpenenax Bawero npeanpuaT1s, Kak OMMCaHO B COOTBETCTBYHOLLEN TEXHU-
YeCcKoW/3KecnnyaTaumnoHHoM aokymeHTauum MO 1 B HAcTOSLWEM COrNalleHnn.

Bbl MoxeTe nobaBuTb/NpucoeanHuTb MporpaMmMHoe obecneyeHne K nporpaMmamM
NS MOBUNBHBIX YCTPOWCTB C €AUHCTBEHHOW LieNbio, ONucaHHow B AaHHoM Corna-
weHun. MpUHMMas ycnoBus HacTosLLero cornawenus, Bel cornalwaerecs:

- HE MCMONb30BaTh, He MOAUDULMPOBATH U HE BblAABATb CYGNMULEH3UM HA AAHHOE
MporpammHoe obecneyerne u noboe apyroe MO Komnanum, 3a UCKIOUEHMEM 5B~
HbIX pa3pelueHuit B 4aHHoM CornalleHuu;

- He MOAUPULMPOBATb, HE IEMOHTMPOBATb, HE EKOMMUANPOBATb, HE PEKOHCTPYU-
poBaTh, He BUAOM3MEHSTb U HEe pacluMpsTb AaHHoe MNporpaMMHoe obecneyeHue u
HE MbITaTbCA PACKPbITb (MONYYUTb) UCXOAHBIE KOAbI AaHHOTO MporpaMMHoro obec-
neyeHus;

- He nomelLaTh AaHHoe MporpaMMHoe obecneyeHne Ha CepBep C BO3SMOXKHOCTbIO
DOCTYNa K HeMY TPETbUX NUL, Yepes OTKPbITYH CeTb;

- HE MCMONb30BaTh Kakue Bbl TO HU BbINO PE3EPBHbIE UM aPXMBHbIE KOMWUK AaH-
Horo MporpaMMHOro obecneyerus (MM NO3BONATL KOMY-MGO ellé UCMob30BaTh
Taku1e Konuu) ¢ Nto6oi MHOM LieNbio, KPOME 3aMeHbI €r0 OPUTMHANBLHOO IK3EM-
nAApa B CNy4Yae ero paspylleHus Uau Hanuuns AedexTos.

TpeGOBaHMﬂ K UCNOJ1b30BaHUIO

MporpamMMHoe obecneyeHne LOMKHO UCMOAb30BATLCS U 0BCNYXMBATLCS CTPOrO B
COOTBETCTBMUM C OMUCAHUAMU U UHCTPYKLMAMKU KOMNaHUW, NPUBEAEHHBIMU B [aH-
HOM M ApYrux BoKymeHTax KomMnaHuu, B TOM YMCie Ha nopTane OHNAiH AOKYMEH-
Tauuu ans paspabotunkos Komnanum (http://developer.aladdin-rd.ru/).

Ucnonbsosanue MO

Crp.5/51
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Monb3oBarens Brpase:

- BoCnpou3eoauTb MO NyTEM 3anucu ero B NamsTb 31EKTPOHHO-BbIUMCIUTENbHbIX
MalwuH Monb3oBaTens, orpaHUYeHHOEe NMPaBOM MHCTANNSALUK, KOMMPOBAHUS U 3a-
nycka nporpamm ans 3BM;

- BcTpamnBarth 10 nobbiM cnocobom B NpoayKThbl U peweHuns Monb3osatens;

- pacnpoctpaHsaTb MO ntobbiM cNOCO6OM UCKNIOUNTENBHO B COCTABE NMPOAYKTOB U
peweHuit NMonb3osarens.

Mpu ncnonb3oBaHumn u pacnpoctpaHennm MO Monb3oBaTenb 0653aH pyKOBOACTBO-
BaTbCs AEMCTBYIOLWMM 3aKOHOAATENbCTBOM Poccuiickoit Menepaumm u MexayHa-
POLHbIM 3aKOHOLATENIbCTBOM, YUUTbIBAS OrPaHUYEHUS U JONONHUTENbHbIE Tpebo-
BaHM$, KOTOPble MOTYT BO3HMKATb B CBA3M C 3KCMOPTOM WMPPOBabHbIX (KpUNTO-
rpacduyecknx) cpeacts ¢ Tepputopun Poccuiickont @enepauum 1 UMNOPTOM TakMx
CpeacTB B Apyrue cTpaHbl. B 4acTHOCTW, OrpaHuyeHus v LOoNONHUTENbHble Tpebo-
BaHMS MOTYT BO3HMKATb Npu pacnpocTtpaHenuu MO yepes MarasuHbl NPUNOXKEHNH,
coaepalume pasnnyHble NPUNOXKeHNUs 415 MOOUIbHBIX YCTPOMCTB.

YCnoBusi UCNONb30BAHMUSA, U3NI0XKEHHBIE B HACTOSLLEM COMALLEHUM, AEACTBYIOT B
OTHOLEHMK Bcero coaepxxumoro MO, B YaCTHOCTM B OTHOLIEHUMK:

- An3aiiHa (rpadvKku, pacnonoXxeHns 3n1eMeHToB 0hOPMIEHNS U T.N.);

- BCEX MHbIX 3/1eMEHTOB, B TOM uncie n3obpaxeHni, GoHOorpaMMm, TEKCTOB.
Monyyaemble MNonb3oBaTeneM HEUCKNIOYMTENbHbIE UMYLLECTBEHHbIE NpaBa He
BK/I04AIOT NpaBa Ha nepefavy TPeTbWUM NMLAM Kakux-1Mbo npas Ha BCTpauBaHue,
BOCNPOMU3BEEHNE, pacnpoOCTpaHeHNe U UCMONb30BaHMe nporpamm ans 3BM He B
cocTaBe NPOAYKTOB U pelueHuit Monb3osaTtens.

KoMnaHus coxpaHsieT 3a coboi Bce ncknuntenbHble npasa Ha M0 u Bxoaswme B
Hero KOMMOHEHTBI, BK/tOYas NpaBa Ha NpeoCcTaBneHne HEUCKIYUTENbHBIX U UC-
K/OUMTENbHBIX MPaB TPETbUM NULAM.

Monb3oBaTenb Bnipase 0CyWecTBAATL ucnonb3osaxue M0 B npegenax, npeaycMoT-
peHHbIX HacTosiwmM CornaleHneM, UCKNUUTENBHO Ha TeppuTopum Poccuiickoin
®depepauun.

06cnyKUBaHUE U NOAAEPIKKA

KoMnaHus He Hec&T 0653aTenbCcTB Mo NpeocTaBAeHNI0 NOAEPXKKM, 0BCyxKMBa-
HWS, MOAMDUKALMM UK BbIXOAY HOBbIX penn3os M10.

Ol'paHM"IEHHaFI rapaHTua

KomnaHus rapaHTupyeT, 4To nporpaMMHoe obecneyeHne ¢ MOMeHTa npuobpete-
Hus ero Bamu B TeyeHune 12 (aBeHaauatu) mecsues 6ynet GyHKLMOHUPOBATDL B
NONHOM COOTBETCTBMM C €r0 TEXHUYECKOW/3KCNNYaTaLMOHHOM AOKYMEHTaLMEN,
npu ycnosuu, 4to M0 ByaeT MCnonb3oBaTbCA Ha KOMMLIOTEPHOM annapaTHOM
obecrneyeHnmn 1 ¢ onepaLMoHHON CUCTEMOM, A1 KOTOPOI OHO 6bIN0 paspaboTaHo.

OTKas oT rapaHTum

KoMnaHus He rapaHTUpyeT, YTo nporpaMMHoe obecrneyeHne Gyaet COOTBETCTBO-
BaTb Bawwmm xenauuam u TpeboBaHusaM, unu uto ero pabota 6yaet 6ecnepeboii-
HoW unu 6e3oWwmnb0oYHOI. B 06bEME, NpefycCMOTPEHHOM 3aKOHOAATeNbCTBOM PO,
KOMMaHUsi OTKPbITO OTKA3bIBAETCS OT BCEX FAPaHTMUIA, HE OFOBOPEHHBIX 34eCh, OT
BCEX UHbIX NOApa3yMeBaeMblX rapaHTuid. H1 oanH U3 aunepos, AUCTPUOLIOTOPOB,
NpoAaBLOB, areHTOB UM COTPYAHUKOB KOMMaHWUKU He YNONHOMOYEH NPOU3BOAUTD
MO,D,VIdJMKaLIMVI, pacwmpeHus nnm 4ONONAHEHUSA K ,CLaHHOl:i rapaHTuu.

Ecnu Bbl nponseenu kakune-nmbo moandukaumm MO unm nioboi u3 ero yacteit Bo
BpeMsi rapaHTMitHoro nepuoaa, MO noaBeprioch NOBPEXAEHMIO, HEOCTOPOXHOMY
UK HenpasuibHOMY obpalueHuio, ecnm Bl Hapywmnu nio6oe 13 ycnosuii HacTos-
wero Cornawexus, To rapaHTu1s, ynomsHyTas Bbilue B pasgene 5, 6yner Hemen-
NIEHHO MpekpaLleHa.

[apaHTus HepelcTBUTENbHA, ecnm MO Mcnonb3yeTcs B COMETAHUM C UHBIM anna-
paTHbIM M/MHM nporpamMmMHbIM OﬁeCI'IEHEHVIEM, OT/IMYHBLIM OT ONMUCAHHbIX B TEXHU-
YeCKOW/3KCnNyaTauMOHHOW AOKYMEHTALMM, UM UCMONb3YETCA HA KOMMbOTEpPE C
Nto6bIM YCTAHOBNEHHbBIM HENULEH3UOHHBIM MPOrpaMMHbIM obecneyeHneM.

OrpaHnyeHune BO3MeLLeHUs

B cnyyae HapyLweHus rapaHTMu, OroBopeHHol Bbiwe, KoMnaHusa MoxeT no cob-
CTBEHHOMY YCMOTPEHWUIO:

- 3aMeHuTb M0, ec/in 370 He NPOTUBOPEUMT BbiLLEYNOMSHYTOMY OFpaHUYEHMUIO Ta-
paHTUK;

- BO3MECTUTb CTOMMOCTb, BbiNIAYEHHYO Bamu 3a MO.

FapaHTuitHble Tpe6oBaHUS AOMKHbI GbiTb BbICTABNEHbI B MMCbMEHHOM BUAE B TeYe-
HUE rapaHTUIHOro Nep1oaa, HO He No3aHee 7 (CEMM) AHENR C MOMEHTa oGHapyske-
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HUs AedekTa, U cofepxaTtb B cebe NoaTBEPXKAEHUS, yaoBAeTBOpstolme Komna-
Huto. Bcé MO (Bce ak3emnnspsl, MMetowmecs y Bac) #omkHO 6biTb BO3BpaLLeHO
KoMnaHuu 1 oTnpaBneHo Bo3BpaLLaloLL el CTOPOHOM C ONNaYeHHOW CTOUMOCTbIO
nepeBo3Ku 1, Npu HE06X0AMMOCTH, CTPAaXOBKU. Ik3eMnnspbl MO fLONKHbI GbITb OT-
NpaBeHbl C KONMe NNaTEXHbIX LOKYMEHTOB U HaKNaAHbIX.

UckntoueHne KOCBEHHbIX y6bITKOB

CTOpOHbI Mpu3HatoT, Yto MporpaMMHoe obecneyeHne He MOXET BbiTb MONHOCTbIO
nuweHo owmnbok. KoMnaHus He HECET OTBETCTBEHHOCTM (Kak B CUy LOrOBOPa,
rpaX/JaHCKOro NpaBOHapyLIEHMWS, BKKYAS XaNaTHOCTb, TaK U B Nt060I MHO
dopme) nepen Bamu nnm nioboii TpeTbeit CTOPOHOW 33 Ntobble noTepu Unn ybbITKK
(BKNtOYAs KOCBEHHbIE, hakTU4YecKkue, NobOYHbIE UK NOTEHLMANbHbIE YObITKM),
BKNtoYas, 6e3 orpaHnyeHwi, nobble NoTepU UK YEbITKM NPUBLINBHOCTM BU3HeCa,
NOTepI JOXOAHOCTU UM PEMYTALMK, YTPAYEHHYIO MM UCKKEHHYI0 MHDOPMALIMIO
MM JOKYMEHTALMI0 BCIEACTBME KaKoro-mbo MCnonb3oBaHMs JaHHOMO NpOrpamMM-
Horo obecneyeHns U/unu N6 KOMMNOHEHTbI JAHHOTO MO, AAXe eC/IM KOMMaHMUS
MUCbMEHHO YBEAOMIEHA O BO3MOXHOCTU NOJ0BHBIX YObITKOB.

OrpaHuueHue OTBETCTBEHHOCTU

B cnyyae ecnn, HeCMOTPS Ha YCNOBMA AAHHOMO COrNALLEHNS, KOMNaHUS NPU3HaHA
OTBETCTBEHHOIA 3a YBbITKM HAa OCHOBAHWM KakuX-Nnbo AedeKToB UM HeCooTBeT-
CTBMS MPOrpaMMHOro obecneyeHns Balmm oxunaaHnaM, NosHas OTBETCTBEHHOCTb
3a Kax/blih 3K3eMnnap AedekTHOro nporpaMMHoro obecneyeHuns He 6yaeT npesbi-
WaTb CyMMbl, BbinnavyeHHon Bamu AO "Anapamnu P.L." 3a 310 MO.

ﬂpexpau.l.eHMe AENCTBUA cornaleHus

B cnyyae HeBbinonHenus Bamu ycnosuit panHoro Cornalwenus neiicteme Baweii
AnueH3nK 1 HacToswero Cornawwenus ByaeT npekpaLieHo.

Mocne npekpaweHna [eACcTBMS AaHHOTO JIMLLEH3MOHHOrO CornalleHuns:

- IMUEeH3Ms, NpeocTaBnerHas Bam aanHbiM Cornallernem, npekpallaet cBoé
nenicteue, u Bol nocne eé npekpallieHns He CMOXeTe NpoAo/MKaTh AaNbHellee uc-
nonb3oBaHWe faHHoro MporpaMMHOro obecneyeHns u Apyrux TMLEH3NOHHbIX
MpopykToB;

- Bbl He3amMeanuTenbHO BepHETe B KoMmnaHuio Bce ak3emnnspsbl MO v Bce konum
TaKoBOro W/unu coTpére/ynanute N6y MHOOPMaLMIO, COAEPXKaLLYOCs B 3neK-
TPOHHOM BUAe.

anMeHMMOE 3aKOHOA4aTeIbCTBO

[NaHHoe CornalleHne JoMKHO BbiTb MCTONKOBAHO M ONpeaeneHo B COOTBETCTBUM C
3akoHofaTenbcTBoM Poccuiickoit Penepaumnm (3a UCKTIOUEHUEM KOHDAKKTA NpK-
MEHEHMS NPaBOBbIX HOPM), U TONbKO POCCUICKMIA CY /L, YNONMHOMOYEH OCYLLEeCTBAATb
npasocyave B Nobbix KOHMAUKTAX U cnopax, BbiTeKaowWwmx 13 gaHHoro Cornae-
H1s. HeBO3MOXHOCTb Ans Nto60# U3 CTOPOH BOCMO/b30BATLCA I0OBLIM U3 NpaB,
npeaocTaBAeHHbIX e no JaHHoMy Cornallenunio, UanM NPUH[TL Mepbl NPOTUB ApY-
roii CTOpPOHbI B Cyyae ntoboro HapyleHns ceoux obssatenbcts no CornaweHunto
He [O/HKHO paccMaTpUBaTLCS Kak OTKa3 3TOM CTOPOHbI OT MOCAEAYHOLLEro MOHYX-
[leH1s K MPU3HAHMI0 CBOMX NPaB UM COBEPLUEHMIO NOCNeAYOLMX AeiCTBUIA B
cnyyae AanbHenLnXx HapyLeHui.

[oCcyAapCcTBEHHOE PEryMpoBaHUE U 3KCMOPTHbIA KOHTPO/b

Bbl cornawaeteck c Tem, yto MO He 6yneT Bamu noctaBnaTbes, nepenaBaTbCs Uam
3KCMOPTUPOBATLCS B KaKyto-MB0 CTpaHy, a Take UCMOob30BaThCs KakUM-Tn60
NPOTUBOPEYALLMM 3aKOHY M YCIIOBUSIM HACTOSLLEro cornateHus obpasom. MO sB-
nsieTcs NpeaMeToM JONONHUTENBHOMO 3KCMOPTHOIO KOHTPOS, OTHOCALLErocs K
Bam unu Baweii topucamkumu. Bol rapaHtupyeTe, uyto 6yaete cobntofatb Haknaabl-
BaeMble OrpaHuUYeHns Ha 3KcnopT u peakcnopt MO.

PasHoe

Hactoswee Cornawenue npeacrasnaet coboit nonHoe cornalieHve, oTHocsaLLeecs
K LAHHOM NIMLEH3UU, U MOXKET BbITb U3MEHEHO TONbKO nocpencTtsoM NMCbMEHHOTO
COr/aLeHus, NoANMCaHHOro obenMmn CTOPOHaMu. Ecnv BbinonHeHue kakoro-nn6o
YyCnoBua HacToalero Cornawenus npencTaB/AE€TCa HEBO3MOXHbIM, TaKoe yCcnosue
6yp,e'r CKOpPpEKTMPOBAHO TONbKO B Npeaenax, obecneynBatoLLMX BO3IMOXHOCTb Bbl-
NOJIHEHUA AAaHHOTO yCnoBuUA.

A NPOYMTAN M NOHAN HACTOALLEE TMUEH3MOHHOE COMNALLEHME U CO-
TNACEH BbIMOTHATL BCE EF0 YC/10BUA. 4 MPUHUMAKO JAHHOE JIMLEH3M-
OHHOE COMALLEHME LENMKOM. ECIN 4 HE NPUHUMALD 3TO JIMLLEEH3MOH-
HOE COINALIEHWE UK XOT4A Bbl OAMH U3 EFO NYHKTOB, TO AAHHOE J1A-
LEH3MOHHOE COMMALLEHME HE BCTYMAET B CUATY, M 4 OBA3YHOCb HE YCTA-
HABJ/IMBATb 1 HE UCTMO/TIb30BATb JAHHOE MPOrPAMMHOE OBECTEYEHME.
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2. OCHOBHbIE NoHATMA

2.1 Ha3Ha4veHue

MO "Eamubiii Knuent JaCarta” — nporpaMmHoe obecneyveHue, npefHa3Ha4YeHHoe A1 NoAAepXKKU QYHKLMIA CTpo-
rov AByX(aKTOpHOM ayTEHTUPMKALMM, HACTPOWKKN U paboTbl ¢ Mogenamm USB-TokeHOB 1 cMapT-kapT JaCarta,
reHepauuu 3anpocoB Ha ceptudumkaTtbl. Bepcma ana Microsoft Windows BkntouaeT B cebs komnoHeHT JaCarta
SecurLogon.

2.2 TepMuHbl 1 onpegeneHnA

PIN-Kkop, aaMMHUCTpaTOpa - CEKpETHAs NOCNEL0BATENBHOCTb, M3BECTHAS TOMBKO afMUHUCTPATOPY, KOTOPYIO
Heo6X0AMMO NpeabSBUTL AN ayTEHTU(DUKALMM aAMUHUCTPATOPA B MPUIOKEHUM NEKTPOHHOIO KoY.

PIN-Kop, noanucu — cekpeTHas NocneaoBaTebHOCTb, U3BECTHAA TOMbKO MOJb30BaTeNto, KOTOPY Heob6Xx0aAmMMo
NpeabsiBUTL 47151 BbINOHEHMS ONEpaLMM SNEKTPOHHOM NMOAMNMUCH.

PIN-kop nonb3oBatens - CEeKpeTHaa nocnenoBaTe/ibHOCTb, M3BECTHAA TONIbKO MOJIb30BATE/HO, KOTOPYHO Heobxo-
OMMO NpeabsBUTb ANs ayTeHTUPUKaAUMM N0b30BaTeNS B NPUIOXKEHMUW 3N1EKTPOHHOIO KAtoya.

PUK-kop - nocnenoBatenbHOCTb CUMBOJIOB, NO3BOAIAOLWAN pa3bnokmposate PIN-koa nonb3oBatens nocne ero
610KMPOBKMU.

Annnet - nporpaMMHoe obecrnedyeHune, peanusytoliee GyHKUMOHANbHOCTb NMPUIOXKEHUS 3EKTPOHHOMO KAoua.
MpunoxeHue - nporpaMMHoe obecneyeHune, yCTAHOBNEHHOE B NMaMsTW INEKTPOHHOIO Kkoya.

CuéTtunk BBoAa HenpaBunbHoro PIN-koaa — nogcucrema, 61okupytoLLas yCTPOMCTBO B C/ly4ae BBOAA HeMpaBuiib-
Horo PIN-kopa onpenenéHHoe KONMYeCcTBO pas Nnoapsa.

DNeKTPOHHDIN KUY — annapaTHoOe YCTPOICTBO, NPeAHAa3HAYEHHOE A ayTeHTUdUKALMK, WMdpPOoBaHUs, paboTbl C
3NEKTPOHHOM NOANMUCHIO, 6E30MACHOr0 XPAHEHMS LAHHbIX.
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3. 0Obwme cBeaeHUsa 06 3NEKTPOHHbIX KNto4ax

3.1 [punoreHna, annaeTbl U MOAENN 3NEKTPOHHbIX K/H0Yeln

(DyHKLI,I/IOHaJ'IbHOCTb MoAeNnn 3NEKTPOHHOIO K/to4a onpeanendaerca npunoXXeHnamu, yCtTaHoB1e€HHbIMKU B €€ NaMATHU.

B namaTi 3/1eKTPOHHOrO K/I04a MOXET ObITb YCTAHOBAEHO OLHO MM HECKONIbKO NPUNOXEHUIA. YCTPOMCTBA, B KO-
TOpbIX YCTaHOBNEHO Bonee OAHOMO NPUOXKEHUS HAa3bIBAOTC KOMBUHUpPOBaHHbIMKU. HanpuMep, B 31eKTPOHHOM
kntoue JaCarta-2 FTOCT ycraHoBneHo npunoxeHue NOCT, B anekTpoHHOM kitoue JaCarta PKI yctaHoBneHo npwno-
xeHue PKI, B kombuHmMpoBaHHoM Mogenu JaCarta-2 PKI/TOCT yctaHoBneHbl npunoxeHus PKI n FTOCT.

MpumeyaHue. HaumeHosaHue npunoxeHus He 8ce20a COOEPIUMCS 8 HA38AHUU MOOE/IU 3/IEKMPOHHO20 Kato4d. Hanpumep,
8 modenu knrw4eli JaCarta PKI ycmarosneHo npunoxerue PKl, Ho 8 modenu JaCarta LT ycmaHosneHo npunoxeHue
STORAGE. HaszsaHue modenu u npusoxieHus 3/1eKmpoHHO20 Katoya omobpaxaemcs 8 uHmepgelice EduHozo KnueHma
JaCarta 8 cmandapmHom pexcume (cm. n. 5 "Paboma e npoepamme 8 cmaHAapmHOM pexume”).

MpunoxeHne onpenenseT HEKOTOPbIM HABop PYHKLMOHANBHOCTM 3/1EKTPOHHOTIO KJIH04a, XapaKTepHbIV AN pelue-
HWS onpefeNneHHOoro psaa 3agad. Tak, npunoxeHue PKI obecneunBaeT noanepkKy 3anagHbiX KpUNTOANropuTMOB
W NO3BONSET pellaTh WNPOKKUIA CNEKTP 33434 ayTeHTUdMKauun, udpoBaHUS U paboTbl C INEKTPOHHOM NOANMUCHIO
B KOpnopaTtMBHOM MHpacTpykType. MNMpunoxeHne MOCT obecneunBaeT NOAAEPXKKY POCCUIACKMX KPUMTOANTOPUT-
MOB A9 pelleHus 33434 ayTeHTUdUKaALMK, IMBPOBaHMS M paboTbl C 31IEKTPOHHOM NOAMUCHI0 B CMCTEMAX, Tpeby-
IWUX ncnonbsosanHmsa anroputmos NOCT.

OfHO M TO e NPUNOXKEHME MOXET UMETb PasfiMuHble peanusaunn. KoOHKpeTHas peanunsaums NpUNoXKeHs Hasbl-
BAETCS ann/ieToM. B HacTosWEeM LOKYMEHTE NPU ONUCAHUM KOHKPETHOWM Onepaumu Hak 3NEKTPOHHbLIM K/OYOM
YTOYHSIETCS HE TOMbKO NPUIOXKEHWUE, HO U anmJeT, peanusyolwmii GYHKLMOHANbHOCTb LAHHOTO MPUIOXKEHMUS.

Mpumep. B modensax anekmpoHHsix kmoyeli JaCarta PKI u JaCarta PRO ycmarosneHo npunoxeHue PKl, Ho 8 modenu JaCarta
PKI 0aHHoe npunoxeHue peanusosaHo anniemom/npunoxeHuem Laser, a 8 modenu JaCarta PRO - annnemom PRO.
Ha3zeaHue annnema KOHKpemHo20 npunoxeHus omobpaxaemcs 8 uHmepgelice EduHoz2o KnueHma JaCarta e
pacwiupeHHoM pexume (cM. n. 6 "Paboma 8 npoepamme 8 pacuiupeHHOM pexume”).

CooTBeTCTBME NPUNOXKEHUM, aNMIETOB U MOLENEN INEKTPOHHBIX K/HoUel, paboTa C KOTOpPbIMU NOAAEPXKMBAETCS B
Microsoft Windows, npuBeneHo B Tabnuue 2.

Tabnuua 2 - Coomsemcmaue npunoxeHud, anniemos u Mooenell 31eKkmpoHHbIX Katoyel

Annnet unu npunoxeHue Mopaenu aneKTpoHHbIX Kitoueit

MpunoxeHnue PKI, peannsoBaHHOEe annaeTom JaCarta Remote Access;
Laser JaCarta PKI;

JaCarta PKI/Flash;

JaCarta PKI/BIO;

JaCarta-2 PKI/TOCT;

JaCarta-2 PKI/TOCT/Flash;

JaCarta-2 SE;

JaCarta-2 PKI/BIO/TOCT;

JaCarta-2 SF;

Aladdin LiveOffice;

Aladdin LiveOffice Common Edition
MpunoxeHnue PKI, peannsoBaHHOE annaeTom JaCarta PRO;
PRO eToken PRO Anywhere;
eToken NG-OTP (Java);
JaCarta-2 PRO/TOCT
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Annnet unu npunoXxxexHue

MpunoxeHne STORAGE, peanusoBaHHoe an-
nnetom Datastore

Mpunoxenune FOCT, peanm3oBaHHoOe annne-
ToM KpuntoTokeH 2 311

Mpunoxenve OTP, peanv3oBaHHOE annneTom
AladdinOTP

Mopaenu 3neKTpOHHbIX Kntouvei

JaCarta LT,
JaCarta WebPass;
JaCarta U2F

JaCarta Remote Access;
JaCarta SF/TOCT;
JaCarta-2 TOCT;

JaCarta-2 PKI/TOCT;
JaCarta-2 PKI/TOCT/Flash;
JaCarta-2 PRO/TOCT;
JaCarta-2 PKI/BIO/TOCT;
JaCarta-2 SE;

JaCarta-2 SF;

Aladdin LiveOffice;
Aladdin LiveOffice Common Edition

JaCarta WebPass
JaCarta U2F/WebPass
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3.2 [lapaMeTpbl 3N1eKTPOHHbBIX KMloYel Npy NOCTaBKe

|-|pl4 NOCTaBKE 3/1EKTPOHHbIE K/THOYN UMEKOT NMapaMeTpbl, NpUBeEAEHHDbIE B Tabnuue 3.

Tabnuua 3 - [lapamempbl 31eKMPOHHbIX KAtoyell npu nocmaske

Mapametp, onepauus

PIN-kop, nonb3oBatesnsi No yMon4aHutol

PUK-kog, onsg pasbnokupoBaHus

PIN-kop, agMUHUCTpaTOPa MO YMOMYAHUIO

@®opmaTtupoBaHue 6e3 HasHaveHus PIN-koaa nonb3osa-
Tens (AAMMHUCTPATOP MOXET Ha3HauuTb PIN-kon nonb3o-
BaTess nocnae GopMaTMpoOBaHus)

@®opmaTtupoBaHue 6e3 HazHaueHus PIN-koaa agMuHUM-

cTpaTopa

Mpn pasbnokmpoanHuun PIN-koma nonb3osatens cbpachbl-
BAETCA CYETYMK BBOAA HenpasunbHoro PIN-kona nonb3o-

BaTend, npu 3ToM ...

PasbnokuposaHue PIN-koaa nonb3oBatens B yaanéHHOM

pexume

M3meHeHune PIN-koaa nonb3oBaTtens agMMHUCTPATOPOM

6e3 dhopmaTMpoBaHus

MpunoxxeHue u annaer

Mpunoxxenue PKI
annnet PRO

1234567890

HE NpeaycMoTpeH

HE YCTaHOBNEH

BO3MOXHO

BO3MOXHO

... PIN-kop, nonb3oBa-
Tens 3a4aeTcsa 3aHOBO

BO3MOXXHO

BO3MOXHO

Mpunoxenue PKI
annnert Laser

11111111

He npeaycMoTpeH

00000000

BO3MOXHO

HEBO3MOXXHO

... PIN-kopn nonb3oBatens
33[3€eTCs 3aHOBO

BO3MOXHO

BO3MOXHO

Mpunoxxenne NOCT
annnet KpuntoTokeH 2
an

1234567890

MOXET ObITb yCTaHOBNEH
KaK onuua npu 3akase

He npeaycMoTpeH

HEBO3MOXHO

HEBO3MOXXHO

... PIN-kopn nonb3oBatens
OCTaeTCs NPEXHUM

BO3MOXHO?

HEBO3MOXXHO

MpunoxeHue
STORAGE
annnet Datastore

1234567890

He npeaycMoTpeH

HE YCTaHOBNEH

HEBO3MOXXHO

HEBO3MOXXHO

... PIN-kop, nonb3oBaTens
OCTaeTCs NPEXHUM

HEBO3MOXHO

HEBO3MOXXHO

3.0

Mpunoxenue OTP
annnet AladdinOTP

1234567890

He npeaycMoTpeH

He npeaycMoTpeH

onepauus He NpesycMoT-
peHa

onepauus He NpesycMoT-
peHa
ornepauus He npeaycMoT-
peHa

HEBO3MOXHO

HEBO3MOXXHO

1 B 3aBUCMOCTY OT NpaBUN 6e30MacHOCTY BalLei opraHm3aLmMn PIN-Koa Nonb30BaTeNs No YyMOMHaHWIo MOMET 6biTb M3MEHEH Nepe/] Nepe/jaqeit 3MeKTPOHHOrO0 Kiloya Nob3oBaTento. B TakoM cyyae
3HayeHune PIN-koaa nonb3oBaTena AO/MHKHO ObiTb CO06LLEHO AOMOMHUTENBHO. B cnyyae 3aTpyaHeHun o6patntecb K aAMUHUCTPATOPY

2 Npu ycnosuum, yto CK3U B3ATO NOA ynpasneHune APMa agMuHuctpaTopa 6e3onacHoctu JaCarta, Ha KOTOPOM reHepupyeTCA NoCNeA0BaTeNbHOCTL ANA Pa36N1OKUPOBKU

AO "Anapaunn P.O." 1995—-2023 .
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3.3 WHobopmauma o PIN-Koge nonb3osaTena

OcHOBHble onepauuu, KOTopble BbINOMHSAET NO/b30BaTEb B NPOLECCE 3KCNAyaTauum 3NEKTPOHHOIO KtoYa Bbl-
nonHswTcs ¢ npeabsasneHneM PIN-koaa nonb3osatens.

PIN-koga nonb3oBatens coobuiaet AAMUHUCTPATOpP Npn nepenaye nosb30BaTEN I/IEKTPOHHOIO K/ko4a. 3Have-
Hue PIN-koga MOXEeT OTIMYaTbCs OT TUMOBOIO 3HAYEHMS, nepeyeHb KOTOpbIX NpeacTtaB/iEH B Tabnuue 3.

Ecnmn B naMsAT 3neKTPOHHOI0 K/oYa 3anMCcaHo HECKONBbKO NpuaoxeHui, Hanpumep, PKI u FTOCT, To ans kaxaoro
npunoxeHus npenycMoTpeH ceoi PIN-kog nonb3osarens.

llpu nonyyeHuUU 31eKMPOHHO20 KHOYA HA PyKU HACMosamenbHo pekomeHdyemcs cmeHums PIN-kod none3osamens
(cm. n. 5.3 "Usmenerue PIN-koda nons3osamens”).

PIN-kog nonb3oBaTtens UMeeT CPoOK AencTeus. 3a 14 gHelt o OKOH4YaHUs cpoka aencteus PIN-koga nonb3oBa-
TeNb NONYYnT yBeaoMieHne o Heobxogumoctu cMeHbl PIN-koaa. MHdopMaumnoHHblie coobueHus ByayT npuxo-
OMTb KaXIbIA feHb [0 OKOHYaHMs cpoka aencteus PIN-koaa, moka oH He Bydet nsmeHeH.

B cnyyae BBoaa HeBepHoro 3HaveHus PIN-kofa nosb3oBaTens B KONMYECTBE pas, NPeBbILLAOLLEE YKa3aHHOE B
HacTpoikax, PIN-koaa nonb3oBatens 6yaet 3abnokmposaH. MNpu 3abnoknmposaHHoMm PIN-koae nonb3oBartens He-
BO3MOXHO BbINO/IHEHWE OMEPALMIA C 3/IEKTPOHHBIM KNHOUYOM, KOTOpble TpebytoT npeabsasienus PIN-koaa nonbso-
BaTens.

[ins 3abnoOKMPOBAHHbLIX NPUNOXEHWUI [OCTYNHA onepauus pasbnokmposaHus PIN-kona nonb3oBatens. J1a onepa-
LMW BbINOSTHAOTCS aAMUHUCTPATOPOM, OMNMUCAHME €€ BbINONHEHUS NPUBEAEHO B AOKYMeHTe "EauHbIN KnueHT
JaCarta. PykoBoacTBo agMuHUcTpaTopa ans Windows".
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4. O630p NOMb30BATENBLCKOro MHTEPENCa

4.1 3anyck EgnHoro KnneHTta JaCarta

P Ons 3anycka Eaunoro Knuenta JaCarta:
1. B MeHto "Tlyck" aktuupyite komanay "Anapaun P.." — "EauHbiii Knuent JaCarta”:

2. OtkpoeTcs ocHoBHOe OKkHO EanHoro Knuenta JaCarta, npy 3TOM B NaHeNu ynpaBaeHUs B HUXHEN YacTu
3KpaHa NoSIBUTCS 3HAYOK BbI30BA MeHI0 ObICTPOro 3anycka nporpammbi §:

ﬁ Eamtbiii Knwent JaCarta — O X

EauHbln KnueHTt JaCarta Ana‘\,q,qmu)

MoaknrounTe TOKeH

He oﬁHapy)Keuo noAfnepXHBaEMbIX MOAened TOKEHOB.

Moaknwounte USB-TokeH Kk USB-NnopTy KOMMBIOTEPA MAKM BCTAaBLTE CMApPT-KapTy B CMapT-KapT puaep.

PucyHok 1 - OcHosHoe okHo EduHozo Knuenma JaCarta
Mo YMONYaHUKO OCHOBHOE OKHO E,EI,MHOFO Knuenta JaCarta OTKPbIBAETCA B CTAHAAPTHOM peXume.

3. Yto6bl 3aKpbITb OCHOBHOE OKHO EanHoro KnuenTa JaCarta wenkHuUTe KHOMNKY "3aKpbiTh” B NPaBOM BEPXHEM
yrny. 3Ha4yoK BbI30Ba MeHI0 BbICTPOro 3amnycka NpoAoMKUT 0TOBpaXKaTbCs B NAHENU yNpaBaeHus.

4.2 MeHio 6bICTPOro 3anycKa

3HaAYOK BbI30BA MEHIO 6bICTpOFO 3anycka & OTOGpa)KaeTC‘/'I B NaHeNn ynpaBieHUA (B HUXHEN YacTu 3KpaHa) Aaxe
Npn 3aKpbITOM OKHE EnnHoro KnuenTta JaCarta un npenocTaBngaeT AocTyn K MeHK 6bICTp0FO 3anyckKa.

[ns BbI30Ba MEHI0 6bICTpOI'O 3anycCKa BbiI30BUTE KOHTEKCTHOE MEHK0 3HA4Ka & B NaHENN ynpaB/eHUA:

§ EamHeld KnneHT JaCarta
Hacrpoikn
O EAWMHOM KnneHTe JaCarta

BhidTI

T g9 ENG

PucyHok 2 —=MeHr 6eicmpozo 3anycka EduHozo KnueHma JaCarta

MeHto 6bICTpor0 3anyCKa CoaepXxuT cnepyrouwme KoMmaHabl:
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o "EpuHbint KnueHT JaCarta” — oTKpbIBaeT OKHO OCHOBHOro uHTepderica EanHbiin Knuent JaCarta.

e "HacTpoMku..." — OTKpbIBaET OKHO HAaCTPOEK NPOrpammbl.

e "0 EpmHom KnuenTe JaCarta..." — oTKpbIBaeT OKHO CO CBeAeHuaMu o nporpamme (cM. 4.4 "MpocmoTp cBege-
HWI 0 nporpamme”).

e "BbiiTM" - NO3BONSET BbIATU U3 NPOrpaMMmbl, NPU 3TOM 3HAYOK é’ nepectaet oTobpaxaTbCa B NaHeNu
yrnpaBneHus.

4.3 PerunMbl paboTbl NpOrpaMmbl

4.3.1

Enmubii Knuent JaCarta noppepxvBaet cefyowme pexxmMbl paboTbl:

CTaHAQpTHBIM PeXXUM — MO3BOJIIET MPOCMATPUBATb KPAaTKME CBEAEHUS O NOACOEAMHEHHBIX EKTPOHHBIX K/HOYaXx,
cMeHunTb PIN-KOA nonb3oBaTens, Ha3HaAuUTb MAn namMmeHnTb PIN-Kog noanmcu, U3MeHUTb METKY 3JIEKTPOHHOIO
KnKoYa.

PaclumpeHHblii peXkuM — Mo3BO/SIET NPOCMATPUBaTL NOAPOOHbIE CBEAEHMS O MNOACOEAMHEHHDBIX 3EKTPOHHbIX
K/llo4axX M NpefoCTaBAsIeT LOCTYN K ONEPaLMsaM Hag NPUIOKEHUSIMU NEKTPOHHOTO KJTHoUYa 1 06bEKTaMM KaXA0ro
NPUIOXKEHMUS.

MepeksioyeHre Mexay pernmamm

YT0o6bl ONpeaenutb B KakOM pexxnMe OTKpbITO OKHO EauHbiid KnueHT JaCarta, Heo6xoauMmMo 06patute BHUMaHUe
Ha Ha3BaHWe KHONKK "TlepeknounTbCs B PEXUM ..." B OCHOBHOM OKHE NporpamMmbl (CM. pucyHok 1). Ecnm kHonka
UMEET BUA;:

(B
Wt [EpEXNOYKUTLCR B
) pacwupenHbii pexim

, TO BXO4 OocCyLecTBNieH B CTAHAAPTHOM pEXUME;

, TO BXOA4 OCyL.ecCcTBNEH B PaClWUIMPEHHOM peEXNMeE.

» Ina nepeknioYeHUs MeEXAY CTaHAAPTHbBIM U pacWUPEHHbIM PEXUMOM:

1. [ns nepekntoueHns EanHoro Knuenta JaCarta 3 ctaHAapTHOIO peXXmMMa B PacCLUMPEHHbIV PEXUM HAKMUTE
KHonKy "MMepeknounTbCs B paClUMPEHHbIN PEXUM".

2. [ns nepekntoveHns EpmHoro Knuenta JaCarta us paclumMpeHHoro pexxmma B CTaHAAPTHbIV PEXUM HAKMUTE
KHONKY "[lepekniounTbCs B CTaHAAPTHbIN pexum”.
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4.3.2 OCHOBHOE OKHO B CTA@HAAPTHOM perrme

Mo YMONIYaHUKO OCHOBHOE OKHO EamHoro Knuenra JaCarta OTKPbIBAETCA B CTAHOAPTHOM peXume. Ha pUCYyHKE
HWXXe npuBeaeH BUa OCHOBHOIO OKHa B CTaHAAPTHOM peXmnMe C NoAKNKYEHHbIM K KOMMNbIOTEPY MNOJ1Ib30BaTENA
31IEKTPOHHbIM K/TIOYOM!

& Eanrenit Kavent JaCarta — O ®

EavHbIM KnueHT JaCarta AnagauH

JaCarta PKI/GOST

JaCarta PKI/GOST

HazeaHwe JaCarta-2 PKI/TOCT

. Homep mogenn JC207-12.F27 v3.0

HasosuTe 3TOT HOMep NpW 0BPaLLEHNA B TEXHMYECKYID MOAAEPMHKY

CepvAHBIA HoMep 1368FA4F

Mpunoxedna PKI . CmennTs PIN-kog
Be3onacHbIii JOCTYN K pecypcam
CmennTh PIN-koA M napoab gomMeHa

roct CmeHnTe PIN-kog,
3NEeKTPOHHAA NOANWCE
¥craHoeute PIN-k04 nognucn

PucyHok 3 - OcHosHoe okHo EduHozo KnueHma JaCarta 8 cmaHOapmHoM pexume

OcHoBHOE OKHO coaepXuT cnegywume obnactu:

O6nacTtb Ans oTo6paKEHUs NOLCOEANHEHHBIX K KOMMbIOTEPY 3NIEKTPOHHbIX KIKOYEN.

Ecnu k komnbloTepy nonb3oBatenst EauHoro Knuenta JaCarta He noacoeaMHEH HU OaMH
3N1EeKTPOHHbIN K/, TO AaHHAg 06nacTb nycTa.

Ecnu nopcoenmMHeHo HeCKONbKO 31IEKTPOHHbIX Ktouen, To ang paﬁOTbI C KOHKPETHbIM
KNMHOYOM LWENKHUTE 3HAYOK HYXXHOro Kir4a, nocne 4ero B obnactu 4 6y,u,yT 0T06pa)K8HbI
€ro OCHOBHble CBOMCTBA.

Bupg 3Hauka, 0603HaYaOLLMIA NOAK/IIOYEHHbIN 3NEKTPOHHbIM K04 pa3fiMyaeTca B 3aBUCU-
MOCTM OT TMNa Ktoya. NepeyeHb 3HAYKOB NPUBELEH B NpunoxeHun A Ha ctp. 50
06nacTb COAEPXUT KHOMKM:

"HacTpoMku" — KHOMKa Ans BbI30Ba OKHa HAaCTpoek nporpammsbl. OnmcaHme paboTsl €
HacTporKamu npuBeneHo B fokymeHTe "Eanublin Knuent JaCarta. PykoBoACTBO agMUHU-
cTpaTtopa ans Microsoft Windows";

"[MepekntounTbCs B pacCLUUMPEHHbIN pexXnM” — KHOMKa An9 nepekntoveHns EamHoro Knu-
eHTa JaCarta B pacluMpEeHHbIN pexum

OTKpblBaeT OKHO €O cBefeHusMU 0 nporpamme EamHbii Knuent JaCarta
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O6nactb ana otobpaxkeHms MHdOpMaLMM O BbIBpAaHHOM 3/1EKTPOHHOM KJHO4E M KHOMOK
ynpasneHus PIN-kopamu nonb3osatens u PIN-kogamMu noanmcu npunoXKeHun anekTpoH-

HOro Knko4a.

4.3.3 OCHOBHOE OKHO B PacLUMPEHHOM pernme

Bua OCHOBHOrO OKHa B PaCLIMPEHHOM PEXMME NMPUBELEH HA PUCYHKE HUXKE:

é’ EamHeli Knvent JaCarta

EauHbIn KnueHT JaCarta

JaCarta PKI/GOST

- [m] X

AnagguH
o O

JaCarta PKI/GOST

WHpopmauma o TokeHe | PKI | TOCT | SecurLogen

WMHPOPMaLWUA O CUNTLIBATENE
HazeaHue
WHPOpMaLKUA O TOKeHe
HazeaHue
Homep Mogenu
CepuiiHbIA HoMep
MonHLIA cepriiHEIf Homep
06uLan NamaTe
CeofBogHan NamaTe
Jlata npow3soacTea

Gop 0 npw PKI
Annnet
Mmsa
CeofBogHan NamaTe
PIN-kog
OnnHa PIN-koaa
Makc. KonM4yecTeo NonelTok BBoga PIN-koaa
Octanock noneiTok BBoga PIN-koga
Jlnnna PIN-koaa aaMWHKCTpaTopa
MaKc. KoNMYecTBO NONLITOK BEOAA
PIN-Kko4a aAMWHACTPaTOpa
OcTanock NONLITOK BEOAA
PIN-Kko4a aAMWHACTPaTOpa
Cnocob ayTeHTUdUKALMK
Cnocob ayTeHTUgMKaLMK
aaMWHMCTpaTopa
Noanepxka BroMeTprK
HMudopmauna o npuackeHnn NOCT
Annnet

JSC ifdh 3

JaCarta-2 PKI,TOCT
JC207-12.F27 v3.0
1368FA4F
4E3900202465304D
80 KGait

23 K6aiiT (29%)
14-02-2022

Laser

JaCarta PKI/GOST
24024 Bawt
YcTaHoBAEH

[4.10]

PIN-koa
PIN-koJ,

Het

KpwntoTtoken 2 31

>

OcHOBHOE OKHO B paClWMPEHHOM peXMNME CoaepXuUT cneayroume obnacrtu:

PucyHok 4 - OcHosHoe okHo EduHozo Knuenma JaCarta e pacwiupeHHoM pexcume

O6nacTb ang oTobpakeHMs NOACOEAMHEHHbIX K KOMMbIOTEPY 3NEKTPOHHbBIX K/OYEN.

Ecnu k komnbloTepy nonb3oBatenst EauHoro Knuenta JaCarta He nopacoeaMHEH HU OaMH
3N1EeKTPOHHbIN K/, TO AaHHAg 06nacTb nycTa.

Ecnn nopcoenmMHeHO HECKONbBKO 3N1EKTPOHHbIX Ktoven, To ans paboTbl ¢ KOHKPETHbLIM
K/IOYOM LLEIKHUTE 3HAYOK HY)XKHOrO K/1to4a, nocse vyero B obnactu 4 6ypet otobpaxkeH
NMOJHbIMA CNMUCOK €ro CBOMCTB.

Bua 3HauKa, 0603Ha4AIOLWMIA NOAKIOUEHHbIA SNEKTPOHHbINA KN4 pa3fMyaeTcs B 3aBUCHU-
MOCTM OT TMNa KNtoua. [lepeyeHb 3Ha4KOB NPUBEAEH B NpunoxeHun A Ha ctp. 50

06nacTb COAEPXUT KHOMKM:

"HacTpoMku" — KHOMKa Ans BbI30Ba OKHA HACTPOEK Nporpammsl.

"MepekntYnTbCA B CTAHAAPTHBIN peXMM" — KHOMKa Ans nepekntodenns EauHoro Knuexta
JaCarta B cTaHAAPTHBIN pexum

OTKpbIBaEeT OKHO CO CBeAeHusMU 0 nporpamme EamnHbiin Knuent JaCarta (cm. n. 4.4 "Mepe-
K/HoUeHMe Mexay pexumamn’)

0O6nacTb ynpaBneHUs 3M1eKTPOHHbBIM K/IOUYOM, BbiIOpaHHbIM B 0bnactu 1.
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B paCWMPEHHOM peXxnme naHHasa obnactb npencrtaBfeHa B BUOE BKIaO0K:

- Ha Bknagke "MHdopMauus o TokeHe" oTobpaxaercs MHPopMaums 06 3NeKTPOHHOM
Kntoue (CM. pUCYHOK 4);

- Ha BKNagKe C HaMMeHOBAHWEM NMPUIOXEHWUS AOCTYMNHbI ONepauuu C 4aHHbIM NPUNOXKe-
HUEM U 0BbEKTAMM, XPAHALLMMKUCS B NAMATM SNEKTPOHHOIO Ktoya. [1na Kaxaoro npuno-
KEHMS NPeaycMOTPeHa OTAENbHAA BKNAAKA;

Ha pucyHke 4 anekTpoHHbIV Koy cogepxut npunoxenue PKI n npunoxenune TOCT, no-
3TOMY [laHHas 06nacTb conepxuT Bknaaky "MHpopmaums o TokeHe" u Bknaaky "PKI" gns
ynpaenenuns npunoxenmem PKI 1 obbektamm B 3TOM npunoxeHmmn m Bknaaky "TOCT" gna
ynpaenenus npunoxeHnem FOCT 1 06bekTaMu B 3TOM NPUIOXKEHUMN.

4.4 TpocMOTp cBEAEHUN O Nporpamme

» Ina npocmoTpa cBepeHun o nporpamme Eaunbiit Knuenrt JaCarta:

AnaganH
1. B 0CHOBHOM OKHe MpOrpamMMbl HAXXKMUTE KHOMKY C NOFOTUMNOM KOMMNaHUW B BEPXHEM NPABOM Yy
nmbo akTneupyite koMaHay "O EamHom Knunente JaCarta” B MeHto 6bicTporo 3anycka EauHoro Knuexta JaC-
arta (cM. pucyHok 2). bynet otobpaxeHO OKHO CO CBeAEeHUSIMU O BEPCUM NPOrpaMMbl U KOHTAaKTaMU TEXMOA-
LEePXKKH:

& Hacrpoiiku *

OcHoBHEIE
AWarHocTrka

oo EavHbin Knuent JaCar
CpmmpoRnt

Bepcua 3.0.0 Chopra 3183

TexHnueckasn noafepixKa:
=7 (495) 223-0007 (MHOoroKaHaAEHBIA)
wwwealaddin-rd.ru/support/tickets/create

BHumaHne!

[laHHan NporpamMma 33WWLLEHa 33KeHoM of 2BTOPCKHN NPEEaXK M MEXLYH
HesakoHHOE BOCNPOUSESAEHME M/ MAW PECNPOCTPEHEHHE J3HHOH Nporpa
ENEYET IPEXABHIKYHS, BAMWHMCTRETHEHYHD M YTOADEHYHS OTEETCTESHHOCTE
3akoHoaaTEnecTECOM Poccnicken Tegepaumni.

© 1995 - 2022, AC "Anzgaun BA." Bee npaes 3awmwensl

PucyHok 5 - OkHo "O npozpamme”

2. HaxMmuTe KHOMKY "3aKpbiTh" B NPaBOM BEPXHEM YIAy A9 3aKPbITUS OKHa.

4.5 3aBepleHne paboTbl NporpamMmel

» Ana 3aBepweHua pa6oTel NporpamMMbi:

o AkTuBMpy#MTE KOMaHay "BbIiTn" B MeHI0 bbicTporo 3anycka EauHoro Knuexta JaCarta (cM. pucyHok 2). PaboTta
EnnHoro Knuenta JaCarta 6ynet 3aBeplueHa. 3Ha4ok & nepectaHeT oTobpaXaTbCa B NaHENM yNpaBneHus.
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5. PaboTa B nporpamMme B CTaHA3PTHOM pPeHUME

B ctaHpaptHoM pexume EanHoro KnuenTta JaCarta LOCTYnHbI Cnepytolime onepauum ¢ 31eKTPOHHbIMU KNoYaMu
ONnsi He3abNOKMPOBAHHbIX NPUNOXKEHUA:

e  npocMoTp MHDOPMaLMKM 06 INEKTPOHHOM KJTHOue;
®  M3MeHeHWe Ha3BaHWS (MepermMeHOBaHMe) 3NEeKTPOHHOIO KITHYa;
e u3MmeHeHune PIN-kopma nonb3osarens;

e  YCTaHOBKa, M3MeHeHMe, pa3bnoknposaHune PIN-koaa noanucy (4ns 3NeKTPOHHbIX KIHYeN C NpUIoXeHneM
[OCT c annnetom KpuntotokeH 2 3I1).
Lns obecneyeHus KoppeKmMHo20 QyHKUUOHUPOBAHUS MOKEHO8 U cMapm-Kapm, nepeo useneyeHuem ycmpolicmea
Heobx00umMo o AambCs 3a8epuieHus NPoyecca 3anucu Umu CHUMbI8aHus UH@opmayuu. Vi3enedeHue mokeHa unu
CMapm-Kapmel Npu 3anucu UaU CHUMBbIBAHUU UHPOPMAyUU MOXem npusecmu K 8bixody ycmpolicmea u3 cmpos.

5.1 [pocMoTp nHbopMaumm 06 3N1EKTPOHHOM Klo4e

[Ins npocMoTpa MHdopMaLmmu 06 3NEKTPOHHOM Kitoue ¢ noMolubio EauHoro KnuenTa JaCarta He TpeGyeTcs aBTo-
pU3aums Ha 3NEKTPOHHOM KITHOYE.

» Ona npocMoTpa MHPOpMaLUK 06 3INEKTPOHHOM KAakue:

1. 3anyctute EguHbii KnueHT JaCarta n nogkntoumnte 3NeKTPOHHbIN KoY K pasbemy USB nnn cuntoiBaTento
CMapT-KapT KOMMblOTepa.

2. WudopMaums 06 3neKTpoOHHOM kitouve byaeT oTobpaxeHa B OCHOBHOM OKHe HEMEJJIEHHO, BbIMONHEHUS [0-
NONHUTENbHbIX AeWACTBMI He TpebyeTcs. Ecnm noaknoyeHo HeCKONBbKO 3NEKTPOHHBIM K/to4el, To Bbibepute
3HAYOK HY)XHOrO Knto4a B obnactu cnesa:

ﬁ Eaunsiii Knunent JaCarta — O X

EauHbin KnueHt JaCarta Ana“.ﬂﬂnﬂ)

JaCarta PKI/GOST

JaCarta PKI/GOST

HazeaHwe JaCarta-2 PKI,TOCT

JC207-12.F27 v3.0

Homep mogenn
HazoeumTe 3TOT HOMep NpK 06PaLLEHNK B TEXHWUECKYD NOAepHKY

ICepuiiHbIiA Homep 1368FA4F

Mpunoxenns PKI - CmeHnTs PIN-koa
BezonacHLIi 4ocTyn K pecypcam
CmennTe PIN-kOg 1 napons gomeHa

rocr CmennTh PIN-kog,
3NEKTPOHHARA NOANKMCE
¥YcranoBuTe PIN-Kog nognncwn

PucyHok 6 - UHgopmayus o 86I6paHHOM 31EKMPOHHOM KJIKYE 8 CMAHOAPMHOM pexcume
[ns BbIOpAHHOro KNOYa B CTAHAAPTHOM pexume 0TobpaxkaeTcs cneaylowas MHpopmaums:

— "HasBaHue" - Ha3BaHWe MOAENN 3IEKTPOHHOIO KJI0Ya;
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— "Homep mMopenun" — HoMep Mofenu BbibpaHHOro kntYa. B cnyyae BoO3HMKHOBEHUS NpobaeM npu ncnonb-
30BaHMM NONb30BaTENb JOMKEH COOOLWMUTL ITOT HOMEP B /YOy TEXHUYECKON NOAAEPXKKH;

—  "CepwiiHbIi HOMEpP" — YHUKANbHbIA HOMEP 3/TEKTPOHHOIO KHYa;

—  "TlpunoxeHuns" — nepeyeHb NPUNOXKEHUIM, YCTAHOBEHHbIX B NAaMATU 3N1EKTPOHHOrO Ktoya. MNepBbiM B
CMMcKe 0ToBpaxaeTcs NPUOPUTETHOE HAa JAHHOM KJoYe npunoxexune. Ha npumepe, npMBeaeHHOM Ha
PUCYHKE 6 MPUOPUTETHBLIM MPUNOXKEHUEM aBASETCS Npunoxerue PKI.

3. 3aKpoliTe oCHOBHOe OKHO EamHoro KnunenTta JaCarta HaxkaTmeM KHOMKM "3aKpbITb" B NPAaBOM BEPXHEM YIIy.

5.2 V3MeHeHWe Ha3BaHWA (NepenMeHOBaHNE) 3NEKTPOHHOIO KNto4ya

[ng nsmeHeHUs Ha3BaHWA 3IEKTPOHHOIO KkoYa ¢ nomouwbto EamHoro Knunenta JaCarta tpebyetcs aBTopusaums
Ha 3NeKTPOHHOM KJitoue ¢ npeabsieneHnem PIN-kopa nonb3osatens.

» Ona usMeHeHUs MeTKu 3Q1IEKTPOHHOTIO Kaw4a:

1. 3anyctute EgmHbiit KnueHT JaCarta v nofKnoUuMTE 3NEKTPOHHBIN KoY K pazbemy USB unu cuutbiBaTento
CMapT-KapT KoMMbtoTepa. Ecnn noakitoyeHo HeCKOMbKO 31EKTPOHHBIX KoYei, TO BbibepuTe 3HaYOK HY)KHOTO
Kntoya B obnactu cnesa.

2. AxktuBupyiTe KoMaHAy "TlepenMeHoBaTb TOKEH" B KOHTEKCTHOM MEHIO (HaXKaTMEM NpaBoM KHOMKM MbiLLN)
BblOpaHHOro 3Hauka. bygeTt oTobpaxkeHo 0AHOMMEHHOE OKHO:

é’ EauHeiii KnnenT JaCarta - O x

EauHbIn KnueHT JaCarta AnafggnH)

JaCarta PKI/GOST
(e > rxrocT

JC207-12.F27 v3.0
Ha3oBWTe 3TOT HOMEp NpW 06PaLLEHNK B TEXHUYECKYIO MOAAEDMHKY

JaCarta PKI/GOST

Homep mogenn

CepuiiHbIA HoMep 1368FA4F

MpunoxeHna EKI - CmennTe PIN-kog

& Nepemmeriosats Toker X CMeHMTE PIN-Koa 1 napoik AoMeHa

Tekyuwmii PIN-Ko, nonb3oBaTens o PIN
MEHWTb KOO,
‘ CITITTIIT] | #

YeTaHoBMTE PIN-KoA noanucn

CepuiiHLIiA Homep

| 1368FA4F |

Hosoe nma

‘ Ivanov |

PucyHok 7 - Bbi3oe okHa "llepeumeHogams mokeH" 8 CmaHOapmHOM pexcume
3. B okHe "TlepenMeHOBaTb TOKEH" 3aMOHUTE NONS:

— B none "Tekywuii PIN-kop nonb3oBatens” Beeante PIN-kon nonbsoBatens. Ecnu Ha 3nekTpoHHOM Kiiloue
YCTaHOBNEHO HECKOMbKO NpunoxeHui, To BBeaute PIN-Koa npunoxeHus, KOTOpoe SBnseTcs npuoputeT-
HbIM — 3TO NpUJIOXKEHWEe 0TODpaXkaeTcs NepBbIM B CMIUCKE YCTAHOBNEHHbIX NPUNOXEHWUI B OCHOBHOM
OKHeE;

— B none "HoBoe nms" BBeAMTE HOBOE MMS 31EKTPOHHOMO KtoYa.
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4. Haxmute kHonky "OK". B cnyyae ycnewHorm aBTopM3alumm Ha 3/1eKTPOHHOM KJ1loue ero uMs 6yaeT M3MeHeHo:

& Epnrenit Knvent JaCarta — ] *
EauHbIn KnueHTt JaCarta Ana“.a.ﬂnu)
lvanov
Ivanov
Ha3saHwe JaCarta-2 PKI/TOCT

JC207-12.F27 v3.0

Homep mogenn
HazoBWTe 3TOT HOoMep NpK 0BpallEHNI B TEXHNYECKYH NOLAEPXKY

CepWiHBIA HoMep 1368FA4F

MpuackeHnA PKl . Cmennts PIN-kog
Be20nacHeli A0CTYN K pecypcam
CmeHnTb PIN-KOA ¥ Nnapons gomMeHa

roct CmeHnTe PIN-kOg,

3J'IEKTPOH HaA NoANKCE

¥craHoBuThe PIN-KOA nognncwk

PucyHok 8 — OcHoBHOE 0KHO 8 CMAHOAaPMHOM pexume. MIMs K/toya U3MeHeHo

5.3 W3meHeHune PIN-Kkoaa nonb3osaTtensa

Onepau.ml nsmeHeHus PIN-koaa nonb3oBartens BbINOMAHAETCS OTAENbHO A5 KaXA0ro NPpUNOXeHUAa, yCTaHOBNEH-

HOro Ha 3N1IEKTPOHHOM K/Ko4Ye 1 A0CTyNHAa TONbKO ANA He3a6J'IOKMPOBaHHOFO NPpUNOXeHUA C YCTAHOBNEHHbBIM PIN-
KoOoM nonb3osatens. [1ng BbinonHeHus onepaunn Tp86yETCﬂ npeaobsaBieHUe TeKyLero PIN-kopa nonb3oBartens

AaHHOIo NpUnoXXeHus.

» Ona usmeHeuusa PIN-kopa nonb3oBartensa:

1. 3anyctute EguHbiii KnueHT JaCarta n nogkntoumnte 31eKTPOHHbIN KoY K pasbemy USB nnn cuntbiBaTento
CMapT-KapT KoMnMbtoTepa. Ecnn noakitoyeHo HECKOMbKO 3NEKTPOHHBIX KtoYei, TO BbibepuTe 3HaYOK HY)KHOTO
Kntoya B obnacTu cnesa.

AO "Anapaun P.A." 1995—-2023r.  PykoBoacTBo nonb3oBatens ans Windows Crp.19/51



Eaounnbit Knuent JaCarta 3.0

2. B ocHoBHOM okHe EgmnHoro knueHnTa JaCarta B CTaHLApPTHOM pexuMme Haxmute KHonky "CMeHuTtb PIN-kog”"
[Ns BbIOPAHHOrO MPUIOXEHUS (Ha CKPUHLIOTAxX HWXKe npuBedeH npumep cMeHbl PIN-koaa npunoxenus PKI):

& Equnbiit Knuent JaCarta - O ®
EauHbii Knuent JaCarta Ana1gnuﬂ)
lvanov
Ivanov
HazeaHre JaCarta-2 PKI/TOCT

JC207-12.F27 v3.0

Homep Mogenn
Haz0BuUTe 3TOT HOMep NpK 0BpPaLLEHNK B TEXHUUECKYIO NOALEPKKY

CepuiiHbIA HoMep 1368FA4F

MpunoxeHna PKI ~ CMeHWTE PIN-KoZ,
Be30nacHLIR AOCTYN K pecypcam
CmennTs PIN-Koa W napons gomena

roct CMeHUTL PIN-KO4,
3ﬂe|€rp0“"aﬂ nognvce
YcTaHoBUTE PIN-KOA, NOANKUCA

PucyHok 9 - Bbi3oe okHa "llepeumerHosams mokeH" 8 CMaHOApmMHOM pexiume

3. bypnet otobpaxeHo okHO ans cMeHbl PIN-koaa. 3anonHute nons B okHe cnepylowmM obpasom (CM. pucy-
Hok 10):

— B none "Tekywwuii PIN-kop nonb3osatens” Beeaute PIN-kon nonb3oBatens BbiI6paHHOro npunoxeHus (8
JaHHOM npuMepe npunoxexus PKI);

— B none "Hosbih PIN-kon nonb3oBaTens” BBeaute 3HayeHne Hosoro PIN-koda nonb3osBaTens

lpu 3adaHuu Hogozo PIN-koda pekomeHOyemcs UCno/1b308ame byK8bl MOJILKO AAMUHCKO20 angasuma (abc...z,
ABC...2), yugpesi (123...0) u cneuycumsonsi (~!@#...). Micnone3osarue npobena u cuMB0o08 KUPUAAULbI
Hedonycmumo. MunumansHas dnuHa PIN-koda none3osamens cocmaensiem 4 cumgona.
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3.0

— B none "MoaTrBepanTb PIN-kop nonb3oBatens” sBeante 3HadveHne HoBoro PIN-koga nonb3osartens no-

BTOPHO!

PucyHok 10 - OkHo uzmeHeHus PIN-koda nons3oeamens. 3HayeHus Hogo2o PIN-koda egedeHbl 8epHO

&) Cmenute PIN-kog

Terkywuid PIN-Ko4 NoAb3oBaTens

*

| &%

@ OcTtanock NONbLITOK: 10

HoBblid PIN-KO4, NoAb3oBaTenA

MoareepanTe PIN-K0A4 NoAL30BaTENA

3HaueHus, BeeaeHHble B nonst "Hoeblii PIN-koa" v "MoareepanTs PIN-koa nonb3oBaTtens” AOMKHbI COBNAAaTh.
Ecnu 3HaueHns He coBnapatoT, To 6yaeT oTobpaxkeHo cooblieHne 06 3TOM U onepaums He ByaeT NpoAoIKEHA

(kHoMNKa "BbINONHUTL" HEAKTMBHA) A0 TEX NOp, Noka He ByaeT BBeaeHO apyroe 3HadeHue PIN-koaa:

PucyHok 11 - OkHo u3meHeHus PIN-ko0a nons308amens. 3HaqyeHus Hos8o20 PIN-koda He cosnadaom

é“' Cmennte PIN-kog

Tekywwid PIN-koa noAs3oBaTend

et

| %

HoBelA PIN-KOoA Nnonb3oBaTens

Moareepante PIN-ko4 noak3oBaTena

® Hoebli PIN-Ko4 NonbL30BaTena W ero
NoATEEP¥ASHWE He COBMNaaakoT

QK

OTmMmeHa

Mo YMONYaHUIO BBEAEHHbIE 3HAYEHUA PIN-kopa nokasaHbl B CKpbITOM BUAeE. Ytobbl MOKA3aTb MX B IBHOM BUAE

Ha>XMUTE KHOMKY . Ons BO3BpaWLEHNA K 0T06pa)KEHl/IIO B CKPbITOM BMAE HAXMUTE KHOMKY .
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& Cuenns PIN-koga ot

Tekywwid PIN-koa nonas20Batens

mnmm -

Hoewld PIN-KoA NonL30BaTENA

Mz -

PucyHok 12 - OkHo u3zmeHeHus PIN-koda nons3oeamens. OmobpaxeHue 3HaqyeHuli noneli 8 56HOM sude

4. Haxmute kHonky "OK". B cnyyae ycnewHoum ayTeHTUdUKALMM B NTPUNOXKEHUU INEeKTPOHHOro kntouva PIN-kopa
nonb3oBatens 6yneT U3MeHeH:

g@ PIM-koa none3cEaTENA M3MEHEH

*

~'  PIN-k0A NoONb30OBATENA YCMEWHO W3MEHEH

PucyHok 13 - OkHo "PIN-k0da nonb3osamens usMeHeH"

5. Haxmute kHonKy "OK" B okHe coobLeHns ans ero 3aKpbITus.

5.4 YcrtaHosKa PIN-Koga nognucm

Onepau,ml YCTAaHOBKMU PIN-kopa noanucy BbIMONHAETCS Ha SNNEKTPOHHbIX KNtO4YaxX C MPUIOXXEHUEM FOCT v annne-

ToM KpuntoTtokeH 2 31 npu nonyyeHumn anekTpoHHoro kntoya. PIN-koa noanucu Heobxoamm Ans BbINOMAHEHMS
onepauui 3NeKTPOHHOM NOAMMUCH.

Onepaums LOCTYNHA TONBKO L8 HE3ab60KMPOBAHHOIO NPUNOXEHMS. [1ns BbINOAHEHWS onepauuu TpebyeTcs
npeabsieneHue Tekyulero PIN-kofa nonb3oBaTenst AaHHOTO NPUIOXEHMS.

Mocne yctaHoBku PIN-kopa nopnucu goctynHa onepaums nameHenuns PIN-kopa nognucu (cM. n. 5.5 "MamMeHeHwme
PIN-kopa noanucu”).
PIN-k00 nodnucu 6a0kupyemcs nocie 8800a HenpasunsHo2o PIN-ko0a nodnucu e Kkonuyecmse pas, npessiiarnuiem

yKasaHHoe 8 Hacmpolikax. [ns 3a6nokuposarHoz2o PIN-koda nodnucu docmynHa onepayus e2o pazbnokuposaHus (cM.
n. 5.6 "PaszbnokuposaHue PIN-koda nodnucu”).
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» Ona yctanoBku PIN-kopa noanucu:

1. 3anyctute EguHbii Knuent JaCarta n nogknoumnte 3neKTPOHHbIN Koy ¢ npunoxenmem FOCT ¢ annnetom
KpuntotokeH 2 3I1 Kk pasbeMy USB unu cuntbiBaTeNto CMapT-KapT KOMNbioTepa. Eciv noakoyeHo HeCKONbKO
3N1EKTPOHHbIX K/IKOYEN, TO BbibepMTe 3HAYOK HYXKHOMO KJto4a B 06/1acTu cnesa.

2. B ocHoBHOM okHe EgnHoro knueHnTa JaCarta B CTaHAApTHOM pexume HaxmuTe KHonky "YctaHoBuTb PIN-kog
nognucu” ana npunoxenus FOCT:

& Egunenii Knnent JaCarta - [m} e
EanHbin Knruent JaCarta Ana‘\,q,qnﬂ)
Ilvanov
Ivanov
HazpaHwue JaCarta-2 PKI/TOCT

JC207-12.F27 v3.0

Homep moaenn
Ha3oBKTe 3TOT HOMEP NpKU 0BPaLLEHNKM B TEXHUYECKYHD NOALEPHKY

CepWiAHEIA HoMmep 1368FA4F

MpunoxeHna PKI - CmeHnTe PIN-Kog
Be3onacHeld AocTyn K pecypcam
CmennTe PIN-KOA W Naponk AoMeHa

roct CmeHnTs PIN-kog
3NeKTPOHHAA NOANKCE
YcranoeuTe PIN-Kog nognucn

PucyHok 14 - nagHoe okHo EduHozo Knuenma JaCarta. KHonka "YcmaHosume PIN-ko0 nodnucu” akmusHa

3. bypet oTobpaxkeHO OKHO Anst yctaHoBKM PIN-koga nognucu. 3anofiHuTe nonsi B OKHE CneayowmM 06pa3om
(c™. pucyHok 15):
— B none "Tekywuit PIN-kop" BBegute PIN-kog nonb3oBatens npunoxenus MOCT;
— B none "YcraHosuTb PIN-kop noanucu” BBeguTte 3HaveHne HoBoro PIN-koaa noanucy;
lpu 3adaHuu Hogozo PIN-koda pekomeHOyemcs UCnob308ame byK8bl MOJILKO 1AMUHCKO20 angasuma (abc...z,

ABC...Z), yugpesi (123...0) u cneucumsonsi (~!@#...). Mcnone3zosarue npobena u cumMso08 KUpuaauybl
Hedonycmumo. MunumansHas dnuna PIN-koda nons30samens cocmasnsem 6 CuM8o/108.

— B none "Moateepants PIN-koa noanucn” BBegute 3HaueHne HoBoro PIN-koaa noanvcy nosTopHo. Mpu
3TOM 3HayeHus), BBeAeHHble B nonst " YctaHoBuTb PIN-kog noanucu” n "Tloateepautb PIN-koa nognucu”
LO/KHbI cCoBNagaTh. Ecnu 3HaueHns He coBnapatoT, To byaeT oTobpaxkeHo cooblieHne 06 3TOM 1 onepa-
uMs He ByneT Npoao/MKeHa A0 TeX Mop, Noka He byaeT BBeaeHO Apyroe 3HaveHne PIN-kopa.
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Mo ymonuaHuio BBeAeHHble 3Ha4YeHus PIN-kofa nokasaHbl B CKpbITOM BUAe. YTo6bl NOKa3aTh X B IBHOM

BUOE HAXKXMUTE KHOMKY . Ons BO3BpaWLEHNSA K 0T06pa)KEHl/HO B CKPbITOM BMAE HAXMUTE KHOMKY .

q.@ YeranoenTe PIN-kog nognuci x

Tekywuia PIN-ko4 nons3oBaTens

(L1211l ] ) | #

YcranoeuTe PIN-Kog nognuck

| (L1211l ] ) | #

Moareepaute PIN-kKoA nognucK

PucyHok 15 - OkHo ycmarosku PIN-koda noonucu. 3Ha4yeHusi PIN-koda esedeHbl 8epHO

4. Haxmute kHonky "OK". B cnyyae ycnewHom ayTeHTUPUKALMM B MPUNOXKEHUM 3N1EKTPOHHOrO Kntoya PIN-kopg,
noanucu byneT yctaHoBneH. Ha akpaHe nossutcs coobuieHne 06 3ToMm:

&@ PIM-kog nognucw ycTaHoBNEH >

+"  PIN-ko4 NoANMCKA YCNELWHO YCTaHOBAEH

PucyHok 16 - CoobujeHue 06 ycnewHol uHuyuanusayuu PIN-koda nodnucu

5. Haxmute kHonky "OK" B okHe coobLueHus.
5.5 W3meHeHue PIN-Koga nognucu

Onepaumsi usMeHeHns PIN-koga noanucy BbIMOSTHAETCS HA 3MEKTPOHHbIX Kkodax ¢ npunoxeHvem MOCT u annne-
ToM KpuntotokeH 2 31 ¢ yctaHoBneHHbIM PIN-koaa noanmcu. Onepaumst 4OCTYNHA TOMbKO Ans He3a6/10KMpOBaH-
HOro NpuIoXeHus. 18 BbiNoSHeHMs1 onepaunm uaMeHeHns PIN-koga noanucu Tpebyetcs npenbsasieHue Teky-
wero PIN-kopa nonb3oBaTensi AaHHOIO MPUNOXKEHUS.

» Ona usmeneuusa PIN-kopa nopgnucu:

1. 3anyctute EguHbin Knuent JaCarta n nogknoumnte 3neKTPOHHbIN KoY ¢ npunoxenuem NOCT ¢ annnetom
KpuntoTokeH 2 3 k pasbemy USB nnu cuntbiBaTento cMapT-KapT KoMnbloTepa. Ecnm noaknoveHo He-
CKOJIbKO 3/1eKTPOHHbIX K/t0UeN, TO BbibepuTe 3HA4YOK HYXXHOro Ktoya B 061acTu cnesa.
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2. B ocHoBHOM okHe EguHoro knueHTa JaCarta B CTaHAApPTHOM pexunMe HaxmuTe KHonkKy "CMeHuTb PIN-koza
nognucu” ang npunoxenus FOCT:

& Eguneiii Knnent JaCarta — O e
EanHbIin KnneHT JaCarta Anafmnu)
lvanov
WELTY
Hazeanwe JaCarta-2 PKI/TOCT

JC207-12.F27 v3.0

Homep mogenn
Ha3oBWTe 3ToT HoMep NpY o6palleHn B TEXHNYECKYH NOALEpXKY

CepWiiHBIA HoMep 1368FA4F

MprnoxeHna PKI CmennTie PIN-Kog
CmennTe PIN-koa v napons JoMeHa

roct CMeHUT PIN-KOA
CmeHnTe PIN-Kog nognucK

Be3onacHeIi AOCTYN K pecypcam

3MeKTPOHHAA NOANNCE

PucyHok 17 - Edureili Knuenm JaCarta. [nagHoe okHo

3. bypet otobpaxkeHO OKHO Ansi uaMmeHeHus PIN-kopga nognucy. 3anonHuTe nons B OKHe cieaylowmm o6pasom
(cM. pucyHok 18):

B none "Tekywwii PIN-kon" BBegute PIN-koa nonb3oBaTens BbIOPaHHOro NPUIOXEHUS (B 4aHHOM Mpu-
Mepe npunoxerus NOCT);
B none "Tekywui PIN-kog noanncn” BBegute PIN-kopga nognucy;
B none "Hoebi PIN-kop noanmcu” BBeaute 3HaveHme HoBoro PIN-koaa noanumcu. Mpu 3TOM HOBOE 3Ha-
yeHwne PIN-kopa noanucu He JOMKHO COBNAAaTh C ero TeKyLMM 3HayeHueM. Ecnu 3HayeHns coBnapator,
TO ByneTt oTobpaxkeHo coobuieHme 06 3TOM M onepaums He ByneT Npofo/MKEHA A0 TeX Nop, Noka He by-
neT BBefeHo apyroe 3HaveHue PIN-kopa.
lpu 3adaHuu Hogozo PIN-koda pekomeHOyemcs Ucnob308ame byK8bl MOJILKO 1AMUHCKO20 angasuma (abc...z,
ABC...Z), yugpesi (123...0) u cneucumsonsi (~!@#...). cnone3zosarue npobena u cumMso08 KUpUuaauubl
Hedonycmumo. MurHumansHas onuHa PIN-koda nons3oeamens cocmasnsem 6 cUMBOJIO8.

B none "Moareepauntb PIN-koa nognucn” BeeamTe 3HavyeHne Hosoro PIN-koga nognucu nostopHo. Mpu
3TOM 3HayeHus, BBeaeHHble B nons " Hoebii PIN-koa nognucn” u "Moareepamts PIN-kog nognmcu”
LO/MKHbI COBNaaaTth. Ecnu 3HayeHus He coBnanatoT, To ByaeT otobpaxeHo coobleHne 06 3ToM v onepa-
uMs He ByneT Npoao/MKeHa A0 TeX Mop, Noka He byaeT BBeaeHOo Apyroe 3HaveHne PIN-kopa.
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Mo ymonuaHuio BBeAeHHble 3Ha4YeHus PIN-kofa nokasaHbl B CKpbITOM BuAe. YTo6bl NOKa3aTh UX B IBHOM

BUOE HAXKXMUTE KHOMKY . Ons BO3BpaWLEHNSA K 0T06pa)KeHl/HO B CKPbITOM BMAE HAXMUTE KHOMKY .

g@ CrennTe PIN-kog nognucu x

Tekywni PIN-ko4 Nonb30BaTENA

SERERRBREN #

TekywriA PIN-Koa noanuncu

Hoewlid PIN-KoA noanuck

Moareepante PIN-Ko4 nognvcK

PucyHok 18 - OkHo usmeHeHus PIN-kooa nodnucu. 3HaqyeHus PIN-koOa eeedeHbl 6epHO

4. Haxmute kHonky "OK". B cnyyae ycnewHom ayTeHTUGUKaLMM B MPUNOXKEHUU 3NeKTPOHHOro ktoya PIN-kopa
noanucu byaeT yctaHoBneH. Ha akpaHe nosButca coobuieHne 06 3ToMm:

q‘,@ PIM-kog nognucy mameHex *

»  PIN-kof NognncK yCnewHo M3MeHeH

PucyHok 19 - CoobweHue 06 ycnewHom uzmeHeHuu PIN-koda nodnucu

5. Haxmute kHonky "OK" B OkHe cO0bLLeHns ans ero 3aKpbITus.

5.6 Pa3bnoknposaHune PIN-koga nognncum

Onepaums pazbnoknposanus PIN-kofa noanmcy BbINOMHAETC HA 3NEKTPOHHBIX Ktouax ¢ npunoxeHunem NOCT ¢
annnetoM KpuntotokeH 2 3l 1 3abnoknposaHHbiM PIN-kogom nognucu. Onepaums AOCTyNHA TONbKO ANs He3a-
610KMPOBAHHOIO MPUIOXEHMUSL.

B pe3ynemame pa3zbnokuposarus PIN-koda nodnucu npoucxodum cbpoc cuemyvuka HesepHblx nonelmok 8soda PIN-ko0aq,
3HayeHue PIN-koda nodnucu npu 3mom He u3MeHsemcs.

[nga BbinonHeHus onepaunn pasbnokuposaHusa PIN-koaa nognucu Tpebyetca npepbssneHme PUK-koga AaHHoOro
NPUNOXEHMS 3NEKTPOHHOrOo Ktova. MHpopmaums 06 yctaHoBke PUK-kopa oTobpaxkaeTcs B OCHOBHOM OkHe Eau-
Horo KnueHta JaCarta B paclumpeHHOM pexume (cM. n. 6 "PaboTa B nporpamMme B paclUMPEHHOM pexume”).

AO "Anapaun P.O." 1995-2023 . PykoBopacteo nonb3osatens ang Windows Crp.26/51



Eaounnbit Knuent JaCarta 3.0

Ecnn PUK-kopg He ycTaHOB/EH, TO 06paTuTech K afMUHUCTPaTopy Ans pasbnokuposanus PIN-kona nognucu.

Mocne pasbnokmposaHua PIN-kofa noanucu poctynHa onepauus usmeHernus PIN-koga nognucu (cm. n. 5.5 "U3-
meHeHue PIN-koga nognucn”).

» Ona pas6nokupoBaHua PIN-koaa noanucu:

1. 3anyctute EguHbii Knuent JaCarta n nogknoumnte 3neKTPOHHbIN Koy ¢ npunoxenmem FOCT ¢ annnetom

KpuntoTokeH 2 3 k pasbeMy USB nnu cumtbiBaTeNtO CMapT-KapT KOMMboTepa. Ecnn nopgknioyeHo HeCKonbKo
3N1EKTPOHHbIX K/IKOYEN, TO BbibepMTe 3HAYOK HYXKHOMO KJto4a B 06/1acT cnesa.

2. B ocHoBHOM okHe EamHoro knuneHTa JaCarta B CTaHBApTHOM pexunMe HaxmuTe kKHonky "Paz6nokupoatb PIN-
KoZ noanucu” ans npunoxenus FOCT:

ﬁ Eamtbiii Knwent JaCarta — O X
EauHbI KnueHTt JaCarta Ana‘\,q,qnﬂ)
lvanov
Ivanov
HazeaHwe JaCarta-2 PKI,TOCT

JC207-12.F27 v3.0

Homep moaenn
Ha3oBWTe 3TOT HOMep NpW 06pPaLleHNN B TEXHNYECKYHD NOLAEPXKY

CepuiiHbId Homep 1368FA4F

MpuaoxeHna PKI . CmennTb PIN-kog
Be3zonacHbli AoCTYN K pecypcam
CmennTe PIN-KOA ¥ Naponk AomMeHa

roct CmeHnTb PIN-KOQ
Z—)nex'rpou HasR noagnnce

PazbnoknpoBate PIN-Koa noanvca

PucyHok 20 - PIN-kod nodnucu 3a6710KuposaH
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3. bypet oTobpaxkeHo OKHO ¢ BbibopoM cnocoba pasbnokuposanms PIN-koaa:

& Macrep pasGnornposanua PIN-koga *

Cnocob pabnokmpoBaHna PIMN-koaa
BriGepuTe cnocob pazbnokwpoeaHma PIN-kogaa.

O Wcnonezoeate PUK-koa
Pazbnokwpoeats PIN-koa ¢ nomowsio PUK-koaa

@ 32anpoc-oteer
PazbnokupoBats PIN-KOA MCNOMb3YA MEXAHW3M 3anNpoc-oTBET

O Mo epemenn
JLnA aToro Tokena pazbnoknpoeanne PIN-kofa no epemMedn
HEJOCTYMHO

lOanee > OTMeHa

PucyHok 21 - OkHo 05151 8800a PUK-koda npu pasbnokuposaruu PIN-koda nodnucu

4. B okHe Bbibopa cnocoba pazbnokmposaHusa PIN-kopa Heobxoanmo BbiIbpaTh xenaeMblii cnocob pasbaokunpo-
BaHMS.

5. Ecnum 6bin BbIGpaH cnocob pasbnokmposanua PIN-koza ¢ ucnonb3osaHueM PUK-koaa, 6yaeT oTobpaxkeHo
okHo anst Beoga PUK-koma. B none "PUK-kopn" BBeguTe Tekyuiee 3HavyeHne PUK-koaa.
Mpu npesbileHuU 0oNYCMUMO020 KOUYeCmaa HesepHbix nonsimok esoda PUK-kod 6iokupyemcsi.
Paz6nokuposarue PUK-koda cpedcmeamu EouHozo knuenma JaCarta He npedycmompeHo. [na pa36okuposaHus
PUK-ko0a obpamumecs k admuHucmpamopy 6e3onacHocmu.
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& Macrep pasBnoknposanun PIN-koaa >

Paszbnokupoeanne PIN-koga ¢ nomows PUK-koaa
Beegute PUK-koq

PUK-ko4

| | &%

@ OcCTanock NOMLITOK: 10

< Hazap ‘ PazbnokmpoBaTte | OTmeHa

PucyHok 22 - OkHo 05151 8800a PUK-koda npu pasbnokuposaruu PIN-koda nodnucu

3.0

6. Haxmute kHONkKy "Pa3bnokuposath’. B cnyyae BBosa BepHoro PUK-kopa 6ynet BbinoNHEHO pa3biokMpoBa-
Hue PIN-koga nognucu. Jns 3aKpbiTMS OKHA HAXKMUTE KHOMKY "3aBepLimnTb’.

7. Ecnu 6bin BbIBpaH cnocob pasbnoknpoBaHusi PIN-koaa noanmcu ¢ UCNonb3oBaHWMEM MEXaHM3Ma 3anpoc-oT-
BeT 6y[eT OTKPbITO OKHA C 3aMpoCoM.

AO "AnapauH P.O." 1995—-2023 r.

é’ MacTep pasGnokmpoeanna PIN-koga *

PazbnoknpoBaHve PIN-KoAa ¢ NOMOLLLIC MeXaHM3Ma 3anpoc-oTeeT
MepeaaiiTe 3anpoc BaweMy aAMUHUCTpaTopy 6e30NacHOCTH W BB MTE
NoAyYeHHbIA OTBET

3anpoc

| 4E3900202465304D0000 |

OTBeT

PucyHok 23 - CoobuweHue 06 ycnewHoM pazbnokuposaHuu PIN-koda noonucu
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6. PaboTa B NnporpamMme B pacLUMPEHHOM PeHUME

B pacwupeHHoM pexume EgnHoro KnunerTa JaCarta LOCTYMHbI Ciefytowme onepawmm ¢ SNeKTPOHHBIMU KNOYaMm
LN He3a6/10KMPOBAHHBIX NMPUNOXEHUIA:

NpocMoTp MH(OPMaLMK 06 3NEKTPOHHOM K/tOYE U NMPUSTOXKEHUSX HA INEKTPOHHOM KITHOYE;
NpoBepKa LeNOCTHOCTU NPUNOXKEHUS (AN 3NeKTPOHHbIX Kntouer ¢ npunoxeHunem FOCT c annnetom Kpunto-
TokeH 2 3M);

onepaumuu ¢ ceptudukaTamMu: Co3LaHMe 3anpoca Ha CepTUBUKAT U COXpaHEHME ero B dain no yKasaHHOMY
nyTH, UMMNOPT CEPTUDMKATA B NMaMsITb IMEKTPOHHOO K/OYa, IKCMOPT cepTUdMKaTa U3 NamsTv 31EKTPOHHOTO
KNtouYa, NPOCMOTp cepTUdMKaTa, XPaHSLLErOC B NAMATH 3N1EKTPOHHOIO Ktoua;

onepaunu c 06beKkTaMu B NamsaTh 3NEKTPOHHOro KnkKYa: npoCcMOTp Cnncka 00bEKTOB, XpaHAWMUXCA B NaMATU
3/1IEKTPOHHOIO K/K0Ya, yaaneHume 06BbEKTOB M3 NaMATH 31EKTPOHHOr0 K/to4a.

B daHHOM QoKyMeHme onuCaHbl onepayul, Komopsie He mpebym asmopu3ayuu Ha 3EKMPOHHOM KJIH0Ye ¢

npedvssneHuem PIN-koda admuHucmpamopa. Onepayuu, mpebytowue 88oda PIN-ko0a admMuHucmpamopa onucaHel 8
dokymenme"Eduneili Knuenm JaCarta. Pykogodcmeo admuHucmpamopa 0415 Windows".

6.1 pocMoTp NHPOPMALMM O NPUSIOKEHUAX HA 3NEKTPOHHOM KflloYe

[ng npocMoTpa MHMOpPMALMK O NPUNOXKEHMSAX HA SNEKTPOHHOM KJtode ¢ nomoubio EgmuHoro Knuenta JaCarta He
TpebyeTcs aBTOpM3aLMs Ha SNEKTPOHHOM KiltoYe.

» Ina npocmMoTpa MHGOPMaL UK O NPUNOXKEHUAX HA DNEKTPOHHOM KiaKye:

1.

3anyctute EgmnHbin Knuent JaCarta u nogknioumnTe 3N1EKTPOHHBIN KoY K pasbeMy USB nnu cuutbiBaTento
CMapT-KapT KOMMbloTepa.

NHdopMaLms 06 3neKTpOHHOM Kntoye bynet oTobpaxeHa B OCHOBHOM OKHe, BbIMOIHEHUS AOMONHUTENbHbIX
LencTBui He TpebyeTcs. ECnm noakNloYeHO HECKObKO 3NEKTPOHHBIM KJTHOYEN, TO BbIDEPUTE 3HAYOK HYXKHOMO
Kntoya B 0bnacTu cnesa.

AO "Anapaun P.O." 1995-2023 . PykoBopacteo nonb3osatens ang Windows Crp.30/51



Eaounnbit Knuent JaCarta

3.0

3. Haxmurte KHOMKy "TlepekniounTbCs B paclUMPEHHbIN pexmMM” U Ha Bknaake "MIHbopmaums o TokeHe" bynet

oTOGpaXkeHa Noapo6Has MHHOPMALLMS O TOKEHE:

é’ Eavneii Knuent JaCarta

EanHbin KnueHt JaCarta

[m]

AnagavH)

x

lvanov

Ivanov

J WHpopmauma o TOKeHe | PKI | rocr | SecurLogon |

WHpopmMauma o cuMTeiBaTENS
Hazeanue

WHpopmauma o ToKeHe

Hazeanue

Homep mogenwn

CepuiiHbIA Homep

MoAHBIA cepUAHLIA HoMep

061an namaTe

CeoBoAHaA NamMATe

[llata nponsBogcTea

WHpopmauna o npunoxerun PKI
Annnet

Wma

CeoBoAHaA NamMATe

PIM-kog

AnvHa PIN-koga

Makc. konvuecTBo NoneiTok BBoga PIN-koga
Octanoce NnoneiToK Beoga PIN-koga
Mnuua PIN-kofaa agMuUHKCTpaTopa
Makc. KoNMYecTBO NONBITOK BBOAA
PIN-k0a agMUHUCTpaTopa
OcTanock NONLITOK BEOAA
PIN-k0a agMUHUCTpaTopa
Cnocob ayTeHTUGMKALMK

Cnocob ayTeHTUPUKALMI
aaMWHWCTpaTopa

Moaaepxka BUOMETPUM
WHupopmauns o npuaoxenun rocT
Annnet

JSC ifdh 1

JaCarta-2 PKI/TOCT
JC207-12.F27 v3.0
1368FA4F
4E3900202465304D
80 K6awnt

23 KBaiT (29%)
14-02-2022

Laser
Ivanov
23778 bawt
YcTaHoBneH
[4.10]

10

10

[4.10]

5

5
PIN-kon
PIN-kon

Het

KpuntoTokeH 2 3M

|

PucyHok 24 - OkHo "lModpobHas uHgpopmayus o mokeHe"

Bknapka "MIHpopMaums o TokeHe" coaepXuT nHOOpMaumio:
— 0 CYMTbIBaTENIE 3NEKTPOHHOIO KJI04a B COCTABE:

=  "HasBaHuWe" — HaMMeHOBaHMe CUUTbIBATENS;
—  MHdOpMaUMIO O TOKEHE B COCTABE:

=  "HasBaHue" — Ha3BaHWe 3NEKTPOHHOrO KNoYa;

= "Homep mogenu" - HoOMep MoAenu 3N1eKTPOHHOr0 KNYa;

= "CepuiiHbli HOMEp" — CEepUIiHbIA HOMEp 3N1EKTPOHHOrO Ko4a, KOTOPbIA MOXET ObITb HAHECEH HA

Kopnyc;

= "TloNHbIN CepUIAHBIA HOMEP" — YHUKANbHbIN CEPUINHBIA HOMEp 3NEKTPOHHOIO K/to4a;

= "06wWaa namsaTb" — NOJHbIA 06BEM NAMATM 3NEKTPOHHOMO KNOYa;

= "CBoboaHas naMaTb" — 06bEM CBOOOAHOM NAMSATU INEKTPOHHOrO K/toYa;

= "[laTa Nnpou3BOACTBA" — [AaTa NPOM3BOACTBA 3NEKTPOHHOIO KtoYa.

— ON4 KaXaoro npunoXXeHud, yCtaHOB/IEHHOIO B NaMATU 3NEKTPOHHOIO K/to4a, OTO6pa)KaETCFI cnepywouwasn

nHpopmaums:

= 3aronoBok "MHpOpMaLMs 0 NPUNTOXKEHUN <HAUMEHOBAHUE NPUNOXEHUS>",

=  "Annnet" - Ha3BaHue annneTa, KOTOPbIM peanusyeT QYHKLMOHANbHOCTb LAHHOrO NPUOXEHWUS;

= "MeTka" - Ha3BaHME 3NEKTPOHHOrO K/KYa;

= "CBoboaHas NnaMaTb" — 06bEM CBOOOAHONM NAMSATU INEKTPOHHOIO K/kOYa;

= "OanHa PIN-kopa nonb3oBartens” — konmnyectso cumBosioB PIN-koaa nonb3oBartens NpunoXxeHus;
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= "PIN-kog nonb3oBaTens” - cratyc PIN-kofa nonb3oBaTenst NpunoXeHus: yCTaHOBNEH/HE YCTAaHOBNEH;

= "MakcumanbHoe uncno nonsiTok BBoaa PIN-koaa nonb3oBaTens” — MakCMManbHO AOMNYCTUMOE YUCI0
HeBepHbIX MOCea0BaTeNbHbIX MOMNbITOK BBOAA PIN-koaa nonb3osarens;

=  "Ypcno octaBmxca nonbiTok BBoAa PIN-koaa nonb3oBatens” — KOMYECTBO HEBEPHbIX MOMbITOK
BBoza PIN-kopa nonb3oBatens no 610KMPOBKM BO3MOXHOCTM MCNOb30BaHMS PIN-koaa nonb3oBsa-
Tens;

= "lnuHa PIN-kopa apMuHucTpatopa” - anuHa PIN-kopa afMUHUCTpaTopa BbIOBPAHHOMO NPUIOXEHMUS
(tonbko ong npunoxenui PKI, STORAGE);

=  "MakcumanbHoe uncio nonbiTok BBoaa PIN-koga agMUMHKUCTpaTOpa” — MakCMManbHO 40MNYyCTUMOE
YMCI0 HEeBEPHbIX NoCNefoBaTeNbHbIX NONbITOK BBoAA PIN-kKoga agMUHMCTpaTOpa (TONbKO AN Npu-
noxenuit PKI, PRO, STORAGE);

=  "Yycno octaBwmxcs nonbitok BBoAa PIN-koga agMuHucTpaTtopa” — KOMYECTBO HEBEPHbIX NOMbITOK
BBoZa PIN-kopa nonb3oBatens go 6G10KMPOBKM BO3MOXHOCTM MCNOAb30BaHUs PIN-koaa agMuHu-
cTpatopa (tonbko ans npunoxenuii PKI, PRO, STORAGE);

= "Cnocob ayTeHTUdMKaLMM NONb30BaTENN" — YCTAHOBMEHHbIV CNOCOD ayTeHTUDUKALMKU NONb30Ba-
Tens;

=  "Cnocob ayTeHTUPUMKALMM aAMUHUCTPATOPA" — YCTAHOBNAEHHbIM CNOCO6 ayTeHTUDUKALMM AAMUHU-
cTpaTopa;

=  "Tlopoepxka 6uomMeTpun” — cTaTyC NOALEPXKKM UCMONb30BaHMSA BUMOMETPpUK: Aa/HET;

=  "PUK-koa" - npusHak Hanunuuga yctaHosneHHoro PUK-kopa (tonbko ang npunoxenus NOCT ¢ annne-
ToM KpuntoTokeH 2 3I1);

= "Makc. nonbiTok BBoga PUK-koa" — MakcrManbHO AONYyCTUMOE KOMYECTBO HEBEPHbIX MNOC/IeA0Ba-
TenbHbIX NonbITok BBoAa PUK-koaa (Tonbko ansg npunoxenus FOCT ¢ annnetom KpuntotokeH 2 3MM);

=  "OcTtanocb nonbiTok BBoga PUK-kopa" - KOnMYecTBO OCTaBLLUMXCA NonbiTOK BBoga PUK-koaa;

=  "Bepcus npunoxeHus" — HOMep Bepcumn ycTaHoeneHHoro annneta KpuntotokeH 2 31 (Tonbko ans
npunoxenus NOCT c annnetom KpuntotokeH 2 31);

= "KonunuecTtso KYeBbIX Nap” — KOAMYECTBO K/HYEBbIX Nap, XPaHSALWMXCS HA TOKEHE HA TEKYLWUIA MO-
MeHT (Tonbko ang npunoxeHus FOCT c annnetom KpunTtotokeH 2 3M1);

= "KonnyectBo CEKpeTHbIX K/TOYEN" — KONMYECTBO CEKPETHbIX K/THOYEN, XPAHALWMXCS Ha TOKEHE Ha Te-
KyLMiA MOMeHT (Tonibko ans npunoxenus FOCT ¢ annnetom KpuntoTokeH 2 3M1);

= "KonnyecTBO OTKPbITbIX KOUYER" — KONMYECTBO OTKPBITbIX K/HOUEH, XPaHALMXCS HA TOKEHE Ha TeKy-
WK MOMeHT (Tonbko ans npunoxenus FTOCT ¢ annnetom KpuntoTokeH 2 30M);

=  "PexuM npenbaBneHus KnYa aAMUHUCTPATOPA" — YCTAHOB/IEHHbIN PEXUM NPeabsBeHUs Koya
aaMUHUCTpaTopa (Tonbko ans npunoxexus MOCT);

= "Yucno paszbnoknpoBoK" — KOAMYECTBO YCNELHO BbIMOMHEHHbIX pa3bnoknposaHuit PIN-koga nonb-
3o0BaTens (tonbko ans npunoxerus FOCT c annnetom KpuntotokeH 2 3MM).

6.2 [MarHoCTWKa LenoCTHOCTU NPUNOMHEHUsA

B xoae onepaumu AMArHOCTUKM LENOCTHOCTU BbINOJIHSIETCS NPOBEPKA KOHTPONIbHOM CyMMbl Npunoxexus. Onepa-
LS AMArHOCTUKM LeNoCTHOCTU npeaycMoTpeHa ana npunoxenunsa NOCT ¢ annnetom KpuntotokeH 2 M. Ang Bbi-
NONHEHMs onepaumm He TpebyeTcs aBTOpU3aLMs B MPUSTOXKEHUM.

P Ona pmMarHocTUKH npunoxenua NOCT:

1. 3anyctute EguHbii KnueHt JaCarta u noaknoumnte 31eKTPOHHbIN Kntod ¢ npunoxenmem FOCT ¢ annnetom
KpuntoTokeH 2 31 k pasbemy USB nnu cuntbiBaTento cMapT-KapT KoMnbloTepa. Ecnn nopknoveHo He-
CKOJIbKO 3/1eKTPOHHbIX K/0YeN, TO BbiIbepuTe 3HA4YOK HYXXHOrO K/toya B 061acTu cnesa.
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Eaounnbit Knuent JaCarta

2. HaxmuTte kKHOMKy "TlepeknioumnTbCs B pacluMpeHHbIi pexnMm”. bynet otobpaxeHo 0CHOBHOe OKHO EanHoro
KnuenTa JaCarta B pacwmpeHHoM pexnme. Boibepute Bknagky "TOCT" gig ocrtyna K onepaumsam npunoxe-

Hua FOCT ¢ annnetom KpunToTtokeH 2 3.
— O o

| § Epuneit Knvnent JaCarta
Ana,q,qnﬂh

EanHbin HnmneHT JaCarta

3.

lvanov

Ivanov

‘ WHpopmauua o TokeHe | PKI | rocT | SecurLogon ‘

Onepauuu ¢ NpUACHKeHNeM

@;‘ HMBTHELTU S I_E;

Q&:Emampceam ﬁ

Kntoum CEPTN‘IKBTH: ERES]
&’ [OuarHoctika npunoxeqia TOCT *
AnA BLINOAHEHWA AWArHOCTUKKM NpunoxeHna MOCT
HaXMKWTe KHONKY BoINOAHWTE
e
RO At OTmena - i AnarHoctrka npunoxenna MOCT...

& [narnocruka seinoanena

~/  [IMarHocTvka npuaoxkeHna MOCT yenewHo BeiNoaHeHa

moaeko oblyedocmynHeie o6bekmel. A48 npoomompa ecex ofbexkmos Beectn PIN-kop

s#uMo20 HeoBxodumo esecmu PIN-k08 noas3oeamens.

; B ke omobpaxaromo
CTBHABPTHBIR . -
unu pedaxmupoegHus codep.

PucyHok 25 - Bknadka "TOCT" 8 ocHosHOM okHe EduHo20 Knuenma JaCarta. KHonka "[luaeHocmuka..." akmusHa

Haxxmute kHonky "OuarHoCTMka" n noaTeepamTe BbiNONHEHWE ANMArHOCTUKU. byaeT BbINOAHATLCS AMArHo-
cTMKa uenoctHoctu npunoxenus FOCT. B cnyyae ycnewHoro 3aBeplieHns onepauumn byaeTt oTobpaxeHa UH-

dopmauumsa 06 3toM. Haxkmute kHonky "OK" ans 3aKpbITMS OKHa.

6.3 Onepauun c cepTudUKaTamMm B NPUIOHKEHNM 3NEKTPOHHOIO KNo4a

[nga BbinonHeHus onepau,vn?l C CepTl/Id)l/IKaTaMM, XPaHAWNMMUCA B NaMATU SNTEKTPOHHOIO K/Ko4a Tpe6yeTCﬂ aBTOpMK-

6.3.1

AO "AnapauH P.O." 1995—-2023 r.

3auua Ha 3/IEKTPOHHOM Kto4ve C npeabsaBieHneM PIN-kopa nonb3oBarensi.

Co3gaHume 3anpoca Ha cepTUdUKaT

P Ons cospaHus 3anpoca Ha cepTuduKar:

1. 3anyctute EamuHbin Knuent JaCarta u nogknounte 3neKTPOHHBIN KoY K pasbeMy USB unu cuntbiBaTenio
CMapT-KapT KoMMnbloTepa. ECIM NoaKNo4EHO HECKONBKO 3/1EKTPOHHBIX KITHoUei, TO BblbepuTe 3HaUYOK HYXHOro

K/to4a B 0651acTu cnesa.
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2. HaxmuTte kKHOMKy "TlepeknioumnTbCs B pacluMpeHHbIi pexnMm”. bynet otobpaxeHo 0CHOBHOe OKHO EanHoro
KnuenTa JaCarta B paclwumpeHHoM pexnme. Boibepute BKnagKy ¢ HAMMEHOBAHMEM MPUNOXKEHUS, AN KOTO-
poro Heo6xoAaMMO Co34aTb 3aMpoc Ha cepTudMKaT (B AaHHOM npumepe BbibpaHo npunoxexue PKI) u

HaxxmuTe kKHonky "Co3gaHue 3anpoca Ha ceptudukaT”. KHonka akTueHa npu Beoge PIN-kona nonb3oBaTens B
[LaHHOM OKHe.

& Egunmii Knvent JaCarta — O X
EauHbin KnneHt JaCarta Ana‘\ﬂﬁnﬂ)

lvanov

Ivanov

‘ WMHpopmauma o TokeHe | PKI | rOCTl SecurLogon ‘

Onepaumi ¢ NpUAOKEHMEM

%f’l”H cenTe PIMN-kog E; i

OCAbSOB3TENR

[=
WEMERNTE KauecTEd

BAMUHUCTRETOPRE PIN-koaz
KoMK 1 cepTHOUKaTLL ERES ]

I 33Npoeca Ha CEpTH mcaTi
%_rFHnTb PIMN-ko, 303HKWE p pTHG!

Q CopMATUDOBATE
"

CTaHAPTH

PucyHok 26 - KHonka "Co3daHue 3anpoca Ha cepmugukam”

3. bByper oTobpaxkeHo okHO "MacTep co3aaHug 3anpoca Ha ceptudumkat” (PucyHok 27). 3anonHuTe nons cneany-
oMM 0bpaszom:

— B none "ma" BBeAMTE HAMMEHOBAHWUA co3aaBaemoro ceptudukara. MNone asngetca 06g3atenbHbIM 415
3aMNO0/IHEeHUS;

— B pacKpbiBawOWeMcs cnmcke "Tun knoyeBon napbl” Boibepute anroput™ wndposaHua "RSA" (3agaH no
ymonuaxuio) nnbo "EC";
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5.

3.0

— B pacKpbiBawoLweMcs cnncke "Pazmep kntova” Boibepute pasmep OTKPbLITOrO Kato4a. 1o yMonYaHuio Bbl-
6paHo 3HauyeHune "1024".

@ MacTep cosaanma s3anpoca Ha cepTidmkar
3anpoc Ha cepTuduraT
YKaMUTE MMA M NapamMeTpbl KNKYEBOW Napel ANA CO3[4aHWA 3anpoca

Ha cepTUdrKaT

Wmsa

Wnaa

Mone 'Mima' oBAzaTeNLHO ANA 3aN0NHEHKWA

Knwuesad napa

TN KAKYeBOW Napel ‘RSA '!"

Pazmep kno4a ‘1024

fdan

OTmMeHa

*

PucyHok 27 - OkHo "Macmep co30aHus 3anpoca Ha cepmugukam”

HaxmuTte kHonky "Oanee”. byaeT oTKpbITO OKHO AN BbIGOpa NyTWM CoOXpaHeHus daina 3anpoca Ha cepTudu-
KaT. Mpu Haxxatum kHonku "0630p..." Byaet oTKpbITOo OKHO MpoBogHuka Windows anst Bbibopa nanku coxpa-
HeHMs 3anpoca Ha cepTUdUKaT. BoibepuTe HY)HYIO Nanky v Npu xXenaHuu BbibepuTe nMs daiina, B KOTOPOM
cnepyeT COXpaHUTb 3anpoc Ha cepTudukaT. Boibepute dpopmat danna ans 3anpoca U3 npefnoxeHHbix (Pucy-

HOK 28).

és‘ MacTep cozaaHmna sanpoca Ha cepTgmkar
3anpoc Ha cepTuduKaT
YramuTe MMAa Gaina v napaMmeTpel COXpaHeHWA Gaina AnA co3gaHua

3anpoca Ha cepTUhUKaT

WA darna

ChUsers\ \wvanowv.pl0 ‘

Buibepute opmat paina 2anpoca:

O ®arnel X.509 B kogupoeke DER

@ ®arnel X.509 B KoAWMpPOEBKE Base-64

O Konupoeatk B Bydep obmMmeHa

et

PucyHok 28 - OkHo "Macmep co39aHus 3anpoca Ha cepmugukam”

HaxmuTte kHonky "Oanee”. byaeT oTKpbITO OKHO BbiGOpa ONuMiA Npu CO34aHMM 3anpoca Ha cepTudukar (Pu-
CyHOK 29). BbibepuTe xenaemble onuuu n3 cnmcka.

— B none "Mcnonb3oBaHume KIYa" yCTAHOBUTE OTMETKY B HY)XXHbIX NONSX:
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= "JnekTpoHHas NoAnuch" (BbIBpaHO MO YMOMYaHMIO);
= "HeoTkasyemocTb" (BbIOpaHO MO YMOMYaHUIO);

= "lndposaHue knoyein” (BbIBpPAHO MO YMONYAHUIO);
= "lLndposaHne paHHbIX" (BBIBPAHO NO YMONYaHMIO);
= "CornacoBaHue Knoyein";

= "ToanucbiBaHne cepTudmKaTa C MOMOLLbIO KoYa";
= "TloanucbiBaHME CNMCKA OT3bIBA CepTUDMKATOB";

=  "Tonbko wudpoBaHue”;

= "Tonbko pacwudpoBaHue”.

— B none "TpegHa3HaveHne” yCTaHOBUTE OTMETKY B HYXKHbIX NONSX:
= "[lpoBepka NOANMHHOCTU KNMEHTA" (BbIBPAHO NO YyMONYaHMIO);
= "3a3WMIEHHAs 3NeKTPOHHas noyta” (BbIBPaHO Mo yMONYaHuUHo);
= "[lpoBepka NOANUHHOCTM CepBepa’;
=  "Toanucb Kooa";

= "JloBepeHHoe Bpems".

q,@ MacTep cozganna 3anpoca Ha cepTudmkar * q,@ MacTep cozganwa 3anpoca Ha cepTudmnkat *
3anpoc Ha cepTUdrKaT 3anpoc Ha cepTUduUKaT
YKaMuTe OnuWKn MCnofb30BaHWA ANA CO3AaHNA 3aMpoca Ha cepTUdnKaT YKaxuTe onuuu npegHasHaYeHna ANA CO3JaHWA 3anpoca Ha
cepTuguKaT
Mcnonb3c KNKo4a MpeaHazdayeHne
INeKTPOHHAA NOANKUCE MpoBepka NOAAMHHOCTH KAMEHTa
HeoTkasyemocTs 3alMILEHHAA INEKTPOHHARA NouTa
LWnppoBaHUe KAKOYERA D Mpoeepka NOAAMHHOCTKA cepBepa
LnppoeaHne JaHHbIX D Mognwuce Koga
D CornacoBaHne KaKuel D [loBepeHHoe BpemMA
[J noanucuisanme cepTMdUKaTa C MOMOLLLH KNKUa
[0 noanucisanme cncka ot3eiea cepTMPUKaTOB
D TonbKO WHppoBaHMe
D ToneKo paclwngposaHne

PucyHok 29 - OkHa "Macmep co30aHus 3anpoca Ha cepmugpukam”, 8b160p onyuli npu co30aHUU 3anpoca Ha cepmugukam

6. Haxmute KHonKy "[anee”. bynet OTKpbITO OKHO NOATBEPXKAEHMS BbIOPAHHbLIX NapaMeTpOB CO34aHMS 3anpoca
Ha cepTuduKar.
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7. Ecnu BCe 3anofiHeHO BEpHO, HAXXMuUTe KHONKY "danee”. Ha akpaHe ByaeT oTobpaxkaTbcsa MHPOpMaLmMs 0 Npo-
Lecce co3aaHus 3anpoca Ha ceptudukar. [1o okoHYaHMKM npouecca byaet oTobpakeHO OKHO C MHOpMaunen
0 MyTM COXpaHeHus 3anpoca Ha ceptudumkar (PucyHok 30).

& MacTep cosganna 3anpoca Ha cepTudmkar *

3anpoc Ha cepTUgMKaT
3anpoc Ha cepTUQMKAT YCNelwHo co3gaH

OTueT:

3anpoc Ha cepTUMMKAT IVvanov ¢ cOXpPaHeHWEM B gaidn C:
\Users\, \Ivanowv.pi0

+ 3aNpoc Ha CepPTUPUKAET YCMeLHo Co34aH

CoxpaHeHwe B hainn

+ CoxpaHeHo B (ann

asag 3aBepumTh

PucyHok 30 - MHgopmayus o 3asepuwieHuu co030aHUS 3anpoca Ha cepmuguxkam

8. HaxmuTe KHOMKy "3aBepwmnTb” Ans 3aKpbITUS OKHa "MacTep co3naHmns 3anpoca Ha cepTudukaT'.

6.3.2 WMnopT cepTndurKaTa

CepTudukart, ycTaHaBIMBAEMbIN Ha 3NEKTPOHHOM K/OYe, UMEET CpOoK AeNCTBUS. 3a 14 oHeM L0 OKOHYAHMS Cpoka
nencTensa ceptudumKaTa nonb3oBaTeNb NONYYUT YBeAOMIEHNE 06 MCTEUYEHUN CpOKa AeNCTBUS cepTudmKaTa. MH-
dhopMaumoHHble coobLeHns ByayT NPUXOAUTb KaXAbl AeHb 10 OKOHYAHMS CpOKa AeiCTBMUS cepTudumkara, noka
OH He byaeT 3aMeHeH.

P Ona umnopTta cepTudmkaTa:

1. 3anyctute EguHbii KnueHT JaCarta n nogknoumnte 3NeKTPOHHbIN KoY K pasbemy USB nnn cuntoiBaTento
CMapT-KapT KoMMbtoTepa. ECnmn noakitoyeHo HEeCKObKO 3M1EeKTPOHHBIX K/OYeN, TO BbibepuTe 3HaYOK HY)KHOFO
Kntoya B obnactu cnesa.
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2. HaxmuTe KHOMKY "[MepekntounTbCs B pacluMpeHHbI pexxnuM”. byaeT oTo6paxeHo 0CHOBHOEe OKHO EauHoro
KnuenTa JaCarta B pacwmpeHHoOM pexnme. Boibepute BKNagKy ¢ HAUMEHOBAHMEM MPUNOXKEHUS, B KOTOPOE
cnegyet MUMNOPTUPOBATL CEPTUMUKAT (B AaHHOM npuMepe BbibpaHo npunoxexune PKI) u HaxMuTe KHOMKy
"Beectn PIN-koa". B nosiBUBLUEMCS OKHE C HaMMeHoBaHWeM npunoxeHus Beeaute PIN-kon nonb3oBatens
[OAHHOrO NPUNOXEHUS:

&) EamHeiii Knnent JaCarta — O s
-
EanHbin KnueHt JaCarta Ana1gan~)
lvanov
Ivanov
| WHpopMaumna o ToKeHe | PKI | roct | SecurLogon |
Onepauym ¢ NpUACKEHWEM
E Yeranoeute PIN-koa G =
NCAE3CB3TENR ‘
Cumenute PIN-kog H H
% BIMWHWCTPETOPE - Zepuatupeate &AWEHT“‘?“KEUMR X
Beectw PIN-Ko4 noAb3oBaTens [
Knwouw v cepTrdmrKaTel: || | # }
o
B cnucke omoBpaxamcA moaeko oblyedocmynHeie ofbexkmel. J1A npoowompa ecex obbvekmos
BHABPTH o - P : Beectn PIN-kog
unu pedakmupoearun codepxumozo Heobxodumo esecmu PIN- r(55 MoAE308aMens.

PucyHok 31 - Asmopu3sayus 8 npunoxeHuu PK/
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3. Haxmurte kHonky "OK". B cnyyae ycnewHon aBTopm3aumm B NpuaoxeHuu B none "Knwoum n ceptndukatbl”
6yneT oToOpakeH NOJHbIMA CMMCOK 0ObEKTOB AAHHOMO NPUSIOXKEHUS M CTAHYT AOCTYMHbI KHOMKW ONS BbIMO/HE-
HWS onepauuit Hag 06beKkTaMu:

& Eaunbiii Knwenr JaCarta — O x

EanHbin KnueHt JaCarta Ana‘\.ﬂﬂnﬂ)

lvanov

Ivanov

‘ WHdopmauma o TOKeHel PKI | roct | SecurLogon ‘

OnepaumK ¢ NpUACKEHNEM

%J‘r‘TFH oBMTh PIN-Kkoa E; = (o3naHue 3anpoca Ha
NCABE3CEATENR ’ CEPTUDMKET
Cumenute PIN-koa MzmeHuTs kauecee
% DOpMATUDOEATE gy =
2IMWHWCTDETORS k PIN-konz
Kntoum 1 cepTUUKaThI: H O

O6HOBWUTE

LA

PucyHok 32 - [MonHelli cnucok 06bekmos npunoxeHus u komaHoa "Mimnopm”

4. Haxmute KHOMKY E WJIM BbI3OBUTE KOHTEKCTHOE MEHI0 B nose "Knoum u cepTudukatsl "n BolbepuTe Ko-
MaHay "MMnopT". bynet oTobpaxeHO OKHO A4J1g UMNOpPTa CcepTUdUKATA. 3anoNHUTE NoAs cnepywmum obpa-
30M:

— B none "MyTb K pariny MMOOPTUPYEMBIX AaHHbIX" YKAXWUTE MYTb K UMNOPTUPYyeMOMY cepTudukaty. [as
3TOro HaxxmmTe kHonky "0630p..." 1 B nosiBuBIEMCS okHe lNpoBoaHmka Windows Bbibepute daiin cepTu-
dukaTa;
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— B none "MMsa KoOHTeMHepa " yCTAaHOBKUTE OTMETKY, YTOObl BPYYHYHO 334aTb MMS KOHTEMHEpPA, B KOTOPbIN

3.0

6yneT uMnopTMpoBaH cepTudumkat. B none HMxe BBeauTE MMS KOHTEWHepa. Ecin oTMeTKa He yCTaHoB-
NeHa, TO UMS KOHTelHepa byAeT creHepMpoBaHO aBTOMATUYECKM.

& MacTep umnopTa ceptudrikarta *

MmMnopT cepTuprkaTa
YKaxuTe UMA Gaina, cCoAepXalLero cepTUQVKaT, U MMA KOHTeAHepa
(ecnw 3T0 HEOBXOAMMO), B KOTOPEIA BYAET MMNOPTUPOBaH CepTUhMKAT

MyTek K Gainy MMNopTAPYEMBIX A3HHBIX

ChUsers), ‘\Desktop\ivanov.p12 |

®ain B kogupoeke DER wav Basebd cogep®uT ogWH cepTWOUKAT No
cTaHaapTy X.509. ®aia nMmeeT paclumpeHune .cer, .crt, .pem

©ain obMeHa NMUHOW MHBOPMaLKMel B popmaTe PEX MoXeT cofep¥aTh
HECKONBKD CEPTUHMKATOR 1 3aKPEITHIA KAKY. DAl MMeeT paclumpeHne
.pfx. p12, AnAa nmnopTta TpebyeTca BBOA Napona.

3ajaTh MMA KOHTeAHepa

WmA KoHTeAHepa

|P‘IEaHoa |

Aanee > OTMmeHa

PucyHok 33 - OkHo "MiMnopm cepmucgukama unu koHmeliHepa"

5. HaxmuTte kHonky "Hanee". Ecnv uMnopTupyemblit cepTUOUKAT COAEPXKMUT 3aLLUMLILEHHbIA NMAPONEM 3aKpbITbIN
K/I04, TO BBEAUTE €ro B OTKPbIBLUEMCS OKHE;
6. [pu HaxaTnm kHonku "danee” byneT BbINONHATLCS MMNOPT CEPTUPUKATA B MAMATb NPUSIOXKEHWS INEKTPOH-
Horo kntoya. 1o OKOHYaHUIO oMepaLuK Ha 3KpaHe NosBUTCS coobleHne 06 3ToMm:

AO "AnapauH P.0." 1995-2023 r.

é’ MacTep umnopta ceptndmeara *

Wmnopt ceptugmkata
MMnopT cepTHRUKATa YCNeLHO BhINOAHEH

OTyet:

WmnopT ceptudurkaTta n3 darna C\Usersy \Desktop\ivanow.p12
+ MMMopT cepTHHHKATa YCNewWwHo BLIMONHEH

PucyHok 34 - OkHo "MiMnopm cepmucguxkama unu KoHmeliHepa"
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7. Haxmute kHonky "OK" onig 3aKpbITMS OKHA coobweHms. UMnopTupoBaHHblie 06bekTbl ByayT oTobpaXkeHbl B
none "Knwouun u ceptndumkatsl’, @ TakKe CTaHYT LOCTYMHbI KHOMKWU AN18 BbIMOMIHEHUS ONepaLmii Hah 06beKTOM:

& Egunenii Kanert JaCarta — O e

EavHbin KnneHnt JaCarta Anafggnu)

lvanov

Ivanov

| WHpopmauna o Toerel PKI | rOCTl SecurLogon |

OnepauMK ¢ NPUACKEHUEM

%YCI'EHCEHTI: PIN-koa --E‘i:fz':' NoKWPOBaTE PIN- |:?‘ Co3asHWe 33NpOCa Ha
NoAb3CEaTENR kea ‘ CEpTUEMEAT
%CMEHHTb PIN-koa Qm M3mMeHNTE kauecTBS
OpM3TUPOB3TL
2AMWHWCTDATORE k PIM-koaz
Kaoun 1 cepTudmrraTsl: # E B m O w7
B WeaHoe

t ES usert 1 K6aidr Wcrexaer 06.12.2025

aHABPTH

PucyHok 35 - Omo6paxeHue uMnopmuposaHHsix 06bekmos
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6.3.3  JKCNopT cepTUHMKATA

P Ona skcnopta cepTudukata B dpain:
1. ABTOpPU3YITECH B MPUNOXKEHMMN INTIEKTPOHHOIO KIHOUA, U3 KOTOPOro He06X0AMMO 3KCMOPTMPOBATL CEPTUPUKAT
(cm. n.n. 1-3 npouepypbl nMnopTa ceptudukaTta B n. 6.3.2). B none "Knwoun n ceptudmkatsl” Boibepute skc-

NOpPTUPYEMBI 0OBEKT U HAXKMUTE KHOMKY D WU aKTUBMPYITE KOMaHAy "IKCnopT B ¢amn" KOHTEKCTHOro
MeHI0 obbekTa:

& Equmbiit Knuent JaCarta - O x
~
EauHbIM KnueHT JaCarta Ana‘\.aﬂ”ﬂ)
lvanov
Ivanov
| WHpopmauma o TOKEHel PKI | rOCTl SecurLogen |
Onepaumnu ¢ npu
E Yeranoaute PIN-kon E; =
NCNLICBITENR r* :EETHQ’HK’T
Cuerute PIN-koa Q M;H=H»m:. KEHYECTBO
OpMSTHPOEE
% BAMMHUCTDETODS b Qopuatvpoeate IR BlM-konz
Kawoun v cepTupukars: # E B m O s
B WBaHoB
ﬁ 33KPRITEIA KDY
MpocMoTp cepTUduKaTa
| ocopragain
YnanuTte —
O6GHOBUTE
# YCTAHOBWTE NO YMONYAHMID

PucyHok 36 - dkcnopm daHHbix EduHeili KnueHm JaCarta. KHonku nepexoda k 3kcnopmy 0aHHbIX

2. bynert OTKpbITO OKHO N9 yKa3aHWg NapaMeTpoB 3KcnopTa ceptudukaTa (CM. pucyHok 37). 3anonHuTe nons
cnepyowum obpasom:
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— B none "MyTb K panny ang akcnopTa” ykaxuTe nyTb 1 uma daina ansa skcnopta ¢anna. ns storo
HaxMuTe KHoMKy "0630p..." 1 B nosBmBlIeMCs okHe NposoaHmka Windows BbibepuTe HYXXHYIO Nanky.
Bbibepute HeobxoanMbIi TN daina ang akcnopTa (Mo ymonyaHuio BoibpaH Tmn "®aiin B dopmarte

Base64").

® MacTep 3kcnopra cepTudukara et

IKCNOPT cepTUdUKaTa
YKamuTe WMA $aina AnA 3KkcnopTa U ero hopmat

MyTe K paRny 4nAa 3kcnopTta

Ch\Users), \Desktop\WeaHoB.cer |

@aiin Ana IKCNOPTa MMEeT pPacllMpeHe .Cer M COAEPXHUT CEpPTURHKAT B
fopmaTte PEM no craHfapty X.509.

Tin daidna AnA skcnopTa

® oaiine (opmarte DER
O oaine (opmare Basebd

danee > OTMmeHa

PucyHok 37 - OkHo "3kcnopm cepmucgukama”

3. Haxmwute kHonky "[danee”. byaet BbINOAHATLCSA 3KCNOPT BbiIOpaHHOro 0b6bekTa. byaeT oTobpaxkeH pe3ynbTaTt
BbIMOMHEHUS onepauyMu. HaxxMuTe KHOMKY "3aBepwmnTb” AN BbIXO4A M3 MacTepa 3KCnopTa cepTudukaTa.

& MacTep s3kcnopTa cepTrdukara >

IKCNopT cepTUdUKaTa
IKCNOPT CEPTUPHUKATA YCNElHO BeINOAHEH

OTyeT:

JKcnopT cepTndukata "userl” e ¢ain C:
Wsersy \Desktop\WeaHoB.cer
+ JKCMOPT CepTURHKATA YCNelHo BeINoAHeH

< Hazan 3aBepllnTh
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6.3.4  pocMOTp cepTudrKaTa

1.

P Ons npocmoTpa cepTudukara:

ABTOpM3YMITECH B NPUNOXKEHMUM 3NEKTPOHHOrO K/H04a, B KOTOPOM HE0BX0AMMO NMPOCMOTPETb CepTUDUMKAT (CM.
n.n. 1-3 npouepypsl MnopTa ceptudukarta B n. 6.3.2). B none "Kntoun n ceptudumkatsl” Boibepute ceptnudu-
KaT M HXKMUTE KHOMKY '#" WM aKTUBMpPYITE KoMaHay "MpocMoTp cepTudMKaTa” B KOHTEKCTHOM MEHIO Bbl-
6paHHOro ceptudmkara:

& EanHelii Knuent JaCarta — | e

EauHbin KnneHt JaCarta Ana‘\ﬂﬂnn)

lvanov

Ivanov

‘ WMHpopMaLMA O TOKEHE | PKI | rOCTl SecurLogon ‘

Onepauni ¢ NPUACKEHHEM

%YﬁchenTbPlN-xcg --E;:E nokKpoeaTe PIN- [= CO343HWE 33MPOCE Ha
NC/B30EETENR o]} R.’i hMKET

CumenunTe PIN-kon MzmennTe ka4eTBS
axy DopMaTUpCEaTE [ogy =
2OMWHWUCTPETOpE b PIM-rkons

KAloumn 1 cepTHhrKaThI:

B ES user1 1Kéaiir

[ WMmnopT cepTngukata

IKCNOPT B Qaiin

Yoanntb

OBHOBUTL

B cnucke omoBpaxarmcs moaeko objedocmynHsie abbekmel. JAa NpocMompa ecex o0bexmoe Bsectn PIN-koa
uAu pedaxmupoeaHua codepxumozo Heobxodumo esecmu PIN-kod nofszoeamens.

PucyHok 39 - KHonku nepexoda k npocMompy cepmucgukama
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2. bypeT OTKpbITO OKHO, CoAepXKallee CBeAEeHUS 0 BbIBpaHHOM cepTuduUKaTe:

o# Ceprndmkar *
OBwme COCTEE  [yTo cepTUdMKaLmmM
MokasaTe: | <Bee= e
Mane 3HAYEHME &
BBEDEMH V1
BCepmﬁHblﬁ HOMED 0fadabf30a0ebb9a7df32fadaf. ..
B.ﬂmrnpmm noanmc| sha256R5A
Dk’am-anropmm MOAMACH sha256
Wspatenb
B,‘J,eﬁv:rBMTEHEH C 7 nexabpa 2022, 11:22:01
Bﬂ,eﬁnBMTenEH no 6 aewalps 20251, 11:22:01
I-_']I’wﬁ‘-.#w-r naerl Aladdin B 0 Maccme
CBOACTEA. .. KonupoeaTe B dain...

PucyHok 40 - OkHo npocMompa cepmugukama

3. [lns BbIxOAa M3 OKHA NPOCMOTpa HaxmuTe kHonky "OK".

6.4 OnepauMM C 0bbeKkTamMu B NnpuaoHKeHnn 3NeKTpoHHOro Ka4a

[lns BbINONHEHMS onepaumii C 06bEKTAMU, XPAHALWMMUCSA B NaMATM INEKTPOHHOIO Kitoya TpebyeTcs aBTopusaums
Ha 3/1eKTPOHHOM KJltoue ¢ npeabssneHMeM PIN-koga nonb3soBatens.

Onepauuu c obbekmamu 8 namsamu 3/IEKMPOHHbIX Kroyel peKOMEHOyemCH 8bINOJIHAMb NO YKA3aHUK

adMuHUCmMpamopa.

B maHHOM pasnene onepaumu ¢ 06bEKTAMM ONMCaHbl Ha NpUMepe CePTUGUKATOB B NpuoxeHun PKI.

6.4.1 [1pOCMOTP CNNCKA 06BEKTOB

P Ona npocMoTpa cnucka 06bEKTOB:

1. 3anyctute EguHbiii KnueHT JaCarta u nogkntoumnte 3NeKTPOHHbIN KoY K pasbemMy USB nnn cuntoiBaTento
CMapT-KapT KomnbloTepa. Ecnm noaknoyeHo HeCKOTbKO 3MEKTPOHHBIX K/Yer, TO BbibepuTe 3HaUOK HYXXHOMO
Kntoya B obnacTtu cnesa.
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Haxkmute kHONKy "lNepekntounTbcs B paclUMPEHHbIR pexuM” 1 BbibepuTe BKNagKy C HAMMEHOBAHMEM HYX-
Horo npunoxeHus. B none "Kntoun n ceptudmkatol” 6yaet oTobpaxkeH CNUCOK 06LLea0CTyNHbIX 06beKTOB,

XPaHALWMXCA B NAMATU 3NEKTPOHHOIO KJH0Ya (CM. pUCyHOK 41).
- O *

&’ Eguneiii Knuent JaCarta
EanHbin KnneHT JaCarta Anafggnﬂ)

lvanov

Ivanov

| WHpopmauna o ToKeHe | PKI | roct | SecurLogon |

OnepaLMi ¢ NPUACKEHHEM

%YﬁcheuTb PIM-kon "E; =
NOJE30BATENR R
CmeHuTts PIN-kog MzmeHnT kavecTse
% $opMaTUROEATE
BAMWHWCTRATORE k PIM-koaz

S

Knwoun 1 cepTrdrKaTel:

user1 1 K6aidr Wcrenaer 06.12.2025

B cnucke omoBpaxarmos moaeko oblyedocmynHeie ofwekmel. 118 npoovompa ecex obbekmos
' - “ S A - Beecti PIN-Kog, N

CTaHA3PTHRI
uau pedakmupoearUR cofepxUMOz0 duno esecmu PIN-kod noae3oeamens.

PucyHok 41 - Cnucok obwedocmynHbix 06beKkmog 8 NaMImMu 31eKMpPOHHO20 K/toya

3. Haxmure kHonky "Beectn PIN-koa', B nossusLiemcs okHe "AsTopu3saunsa” seeamte PIN-koa nonb3oBaTens

ansa Bbl6paHHOF0 NPUNOXEHNA:

& Ayrermndukauma >

Eeectk PIN-K04 nonb3oBaTENA

| (111111 Y] | ‘#‘

“ox | one

PucyHok 42 - OKHO aymeHmMu@UKayuu 8 NPUMOMEHUU 3M1eKMpPOHHO20 K/4a
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4. T[locne ycnewHou aBTopusaummn byaeT 4OCTYNeH Ans NPOCMOTPA NOMHbINA CMMCOK 0ObEKTOB, a TaKXKe NOosBATCS

KHOMKW O0Nn4a ynpaBieHUA 06bekTaMu:

§ Egunend Knanent JaCarta

Eaunbin Knnent JaCarta

— O X

AnaggvH l

lvanov

Ivanov

‘ WHpopmauna o TokeHe | PKI | roct | SecurLogon ‘

Onepaln € NpUAoKeHNEM

o

%'fCI'EHCEMTb PIN-kon --E;:f:':": coeaTe PIN- (= Co3nsHue 33npocs Ha
NCAL3CEATENS o] ’ CEpTUDMKET

CuenuTe PIN-kon WM3MeHUTE kKauecTeD
axry DopMaTUpOBEaTE [ogy-=
BAMWHWCTPATOPE b PIM-konz

KAwun n cepTUQUKaThL:

BB @O v

BT WeaHos

5@ IAKPLITEIA KAKY
E) usert 1 K6aiAt

Mcremaer 06.12.2025 |

PucyHok 43 - [NonHelli cnUCOK 06bEKMO8 8 NaMSIMU 371EKMPOHHO20 K/K4a
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6.4.2 YpaneHue 06beKkToB

P Onsa ynanenus obbekra:
1. ABTOpPU3YITECH B MPUNIOXKEHMMN INTEKTPOHHOTO KIKOUA, U3 KOTOPOro He0b6XoaMMO yaanutb 06bekT. B none

"Knoum n ceptudukatol’ BoibepuTe yoanseMblit 06beKT M HAIXKMUTE KHOMKY m WM aKTUBUPYITE KOMaHAOY
"YpanuTb" KOHTEKCTHOrO MEHI0 06beKTa:

& Eannebiii Knnent JaCarta — O >

EavHbin KnneHT JaCarta Ana‘\.ﬁﬂnﬂ)

Ilvanov

‘ WHPpopMaUmna o ToKeHe | PKI | rOCTl SecurLogon ‘

Onepaumm ¢ NPUACKEHNEM

E YoranoeuTe PIN-kon E; = 3 3
OOABSOEATENR |——* CEPTHUDMKET
Cuennte PIN-koa Q M3meHuT kadecTec
m) OpM3TUpOES IE
BAMWHUCTRETORE b LopusTapseste PIN-koaa
K/IOUM 1 CepTHONKATEI M [ O Ve
=8 WeaHoB

OBHOBUTL

* ¥CTaHOBWThL MO YMONYAHWID

PucyHok 44 - KHonku nepexo0a K yoaneHuto 0GHHbIX

2. bBy#ert OTKpbITO OKHO ANA MNOATBEPXKAEHUA YAANEHUS:

& Vaanenne ofvextos >

& Bkl AeiCTEMTENEHO XOTUTE YAANUTE BbIAENEHHEIE O0LEKThI?

S [
)

PucyHok 45 - OkHo "YdaneHue o6vekmog”

3. Haxmure kHonky "[a" nna noateepxaeHus. BolbpaHHbI 06bekT ByaeT yaaneH U3 naMsTu 31eKTPOHHOro
KJtoYa.
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7. ROHTAKTbI

7.1  Odwnc (obwyme Bonpochl)

Appec: 129226, MockBa, yn. [lokykuHa, 4. 16, ctp. 1, 7 31ax, komnaums "Anagami P.I."
TenedoHsbl: +7 (495) 223-00-01 (MHorokaHanbHbIM), +7 (495) 988-46-40

®akc: +7 (495) 646-08-82

E-mail: aladdin@aladdin.ru (06wwi)

Web: https://www.aladdin.ru

Bpems pabotbl: exxegHeBHOo ¢ 10:00 po 19:00, kpoMe BbIXOAHBIX U NPA3AHUYHbIX SHEN.
7.2 TexnoaaepHka

Cnyx6a Texnoanep)XkuM NpMHUMAET 3anpockl TONbKO B NMMCbMEHHOM BuAe Yepes Beb-caiT:
www.aladdin.ru/support/.
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[MpnnoxeHmne A. 0603Ha4YEHNA INEKTPOHHbIX K/l0Yen

0603HaueHue

)
BED

AO "AnapauH P.O." 1995—-2023 r.

Onucanue

MicroUSB-TokeH

USB-TokeH JaCarta B kopnyce nano

USB-TokeH JaCarta B kopnyce nano ¢ KHONKOW

USB-TokeH JaCarta B kopnyce mini

USB-TokeH JaCarta B kopnyce XL

CMmapT-KapTa

JNeKTPOHHBIN KitoY B popM-dakTope Secure MicroSD

USB-TOKEH B METaNNMYECKOM Kopryce

USB Type-C TokeH B MeTananyeckoM Kopnyce

Tun 3N1EKTPOHHOTO K/OUa He ornpeaenéH

3ﬂ8KTp0HHbIl7| K/TKOY HaxoauTCa Ha CTagunn onpeneneHns

PykoBogactso nonb3osatens gns Windows
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HopoTKO 0 KOMMNaHun

Komnanus "Anapavi P.." ocHoBaHa B anpene 1995 roaa u saensetcs JInueHsum

poCCHiCKMM pa3paboTunMkoM (BEHAOPOM) CPeacTB 3almThl MHdOpMa-

. — KomnaHusa umeert Bce HeobxoamMble anueHsun OCTIK Poccumn n
®CB Poccum ons npoeKkTMpoBaHus, NPoM3BOACTBA U NMOALEPKKM

KoMnaHus SBnSeTcs npusHaHHbIM 3KCNEPTOM U IMAEPOM POCCUIACKOTO C3U u CK3W.

PbIHKa CpeACTB ABYX(DAKTOPHOM ayTeHTU(MKaLMM NoNb3oBaTeNEN, - CuCTeMa MeHe[KMEeHTa KayecTBa KOMMaHWM COOTBETCTBYET Tpe-

3/1EKTPOHHO MOAMMCH 1 33LUNTbI AHHBIX. 60oBaHuaM ctangapta FOCT P MCO 9001-2015 (ISO 9001:2015) n

[ononHuTenbHbIM TpeboBaHusam FOCT PB 0015-002-2012.
OCHOBHble HanpaBneHns

— O6ecneyeHne 6e3onacHoOro focTyna K MHPOPMaLUMOHHbBIM pe-
cypcam npeanpusatus, Beb-noptanam u 06nauHbIM cepBrcam
(cTporas aByx- v TpéxdakTopHas ayTeHTUdMKALMA).

— JneKkTpoHHas noanuch (3 ¢ HensBneKaeMbIM 3aKPbITbIM KIItO-
YoM, hopmupyemas B 3aWMLWEHHOM yune), PKI.

— 3awmTa NnepcoHanbHbIX AaHHbIX, AAHHbIX HA AMCKAX KOMMbLOTe-
poB, cepBepoB, 6a3 AaHHbIX.

— Bce ocHoBHble NPOAYKTbI UMeT HeobxoauMble cepTUdUKaATbI
DOCTIK n OCB.

Juuensunm OCTIK Poccumn N2 0037 u N2 0054 ot 18.02.03, N2 3442 o1 10.11.2017
Nnuensnmn O®Cb Poccmum N2 12632 H ot 20.12.12, N2 30419 ot 16.08.17
CucrteMa MeHeLKMeHTa KayecTBa KOMMNAHUMKM COOTBETCTBYeT TpeboBaHuaM ctaHgapta FOCT P UCO

Ana}ngH 9001-2015 (ISO 9001:2015)

© AO "Anaggmn P.L.", 1995—2023. Bce npaBa 3aLMLLeHbl
Ten. +7 (495) 223-00-01 Email: aladdin@aladdin.ru  Web: www.aladdin.ru
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