KopnopaTuBHbIN LLEeHTP
cepTtudunkayum gna Linux

Aladdin Enterprise CA

 [locTpoeHune posepeHHoOM 6esonacHon UT-uHdpacTpykTypbl Ha 6a3e PKI
* YnpaBfieHE XU3HEHHbIM LUKIOM LUPPOBLIX CEPTUDUKATOB

» OTteyectBeHHas 3aMeHa Microsoft CA

e becwoBHas Murpaums Ha Linux 6e3 nepepbiBa B NpoM3BOACTBE

B Peectpe oteuvectBeHHoro 10 3anuck B peectpe ot 08.08.2022 (N214433)
CepTudukaumsa no nmHum OCTIK Poccum (oo roctaiHbl BKIL.) Aﬂa,q,QMH



NHdpacTpykTypa oTkpbITbix Kntover (PKI) - ocHoBa 6e3onacHon UT-cpeapl

ACYTN

Crporas ayTeHTUdMKaLus
nonb3oBatenei B AOMEHe

MuTerpauus PKI B cuctembl ynpasneHus
TEXHONOTMYECKMMIM npoLeccamu

Ha NPOM3BO/CTBE MOBbIWAET YPOBEHb
6e3onacHoCTH, obecneunsas HaaexXHY
ayTEHTUGMKALIMI YCTPOMCTB U LEENOCTHOCTD
[DaHHBIX.

Lindposbie ceptudukatsl obecneumnsatot
MaKCMMasbHbIA YPOBEHb 10BEPUS MeX Y
cepsepaMu, Nonb3oBaTeNnaMm u yc‘rpoﬁchaMM
o pe3ynbrataM ayTeHTUPUKALMM.

O PUBLIC KEY INFRASTRUCTURE O
SSL-ceptudumkarbl
* MHdpacTpykTypa oTKpbITbIX Ktodeit PKI - ocHoBa Llosepue
ObecneunBaior 4oBepue apXMTEKTYpbl MHHOPMALIMOHHOI 6E30MACHOCTU KOMNaHM, " M:d?"an_ KTVDE
K BHYTPUKOPMOPaTUBHON MHPPACTPYKType, Y eé "ckener’. PS PacTpyKTyp

Cﬂy)KﬁaM ¥ noptanam KOMMNaHuu, ABNAKTCA
OCHOBO# Haubonee NONYNSPHOro B Mupe
3awmLeHHoro npotokona HTTPS.

* MapLipyTuU3aTopbl
* MeXCeTeBble 3KPaHbl
« To4Kkn Wi-Fi

* KOMMYTaTOPbI

* Lindposbie ceptndmkaTbl 06eCneynBaroT HaAEXHYH0 NOAMMCh,
WnpoBaHMe U ayTeHTUDMKALMIO NIOAEN, CUCTEM U YCTPONCTB.

« PKI siBnsieTcs KpUTUUECKM BaXKHbIM KOMMOHEHTOM
apxuTekTypbl Zero Trust (HyneBoe AoBepUe), KOTopas NexuT

O B OCHOBE COBPEMEHHO Knbepbe3onacHoCTH. O
MoaxnioueHue ycTpoiicTs @ Ceptudmkatnl ans 3N
no EAP802.1x PY PY

Mcnonb3ysa PKI ana cozpanus undposbix
NOANMCEN, OpraHM3aLmMm MoryT

C YBEPEeHHOCTbIO NOATBEPXKAATb NOASTUHHOCTD
3NEKTPOHHbIX AOKYMEHTOB U 3alluLLaTbCa
oT dhanbcndukaLmm.

ObecneynBaeT HaaeXHoe NoaKNYeHe
BHELUHWX YCTPOICTB K CETU MPeanpuaTms,
co3/)aHue J0BEPEHHOI Cpenbl.

Puckn gns 6e3o0nacHOCTU MHGOPMALMOHHOM CUCTEMBI

Pucku UT-uHdpacTpykTypbl
6e3 PKI

Pucku ucnonbsosanus PKI
Ha ocHoBe Microsoft

Bonee 90% nHdbopmaumoHHbIX cuctem B Poccum PKI co3naet poBepeHHyto cpeny ans

noctpoeHbl Ha Microsoft Active Directory 6e3onacHoro B3aMMoAEeNCTBMS NoNb3oBaTenen
1 nucnonb3ytoT Microsoft Certificate Services M CUCTEM B CETU. DTO BHYTPEHHUII NepuMeTp
B KQuecTBe CepBMCa reHepaLmu 1 ynpaBneHns 6€30MacHOCTH, rapaHTUPYIOLLMIA 3aLLUTY

LMPpOBbIMK cepTUdUMKATaMM (CepTUDUKATDI OT YMBILUNEHHbIX UM HEMPenyMbILWNIEHHbIX
pocryna, PKI). [ENCTBUIA BHYTPEHHUX HapyLUUTENEeN.
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AyTeHTU(dMKALMIO Ha OCHOBE

Microsoft ywen ¢ pbiHka PO,
naponeﬁ JNNIErko B3710MaTb

npuobpecTn ero HEBO3MOXHO

BHYTpeHHss ceTb He 3alwmiLeHa
OT NOAK/OYEHNUS KHEU3BECTHBIX»
yCTPOMCTB

B03MOXHOCTb MNOIHOMO
OTKJIIOYEHUS CEPBUCOB

OTCyTCTBME NOLLEPIKKM

1 0OHOBNEHMI Y93BUMOCTb K QULLMHTY

(He 3awuieHa noyta)

X
X
X
X

He COOTBETCTBYET

TpeboBaHuaM perynstopa CnoxHo obecneunts besonacHoe

NoAKNtoueHMe yAaNeHHbIX
nosib3oBaTenemn u ycTpomcTs

X X X X

A moxert caenatb PKI Ha 6ase open source?

CKopee HeT. [1ng Takoro YPOBHA 3TO C/INLLKOM PUCKOBAHHO U CZTULLUKOM C/NTOXKHO.

OTcyTcTBUE [ocTynHble KOMMNOHEHTbI X HepocraTtok
noaLepXKKu He ypoBHS Enterprise 3KCnepTU3bl
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[NpenmylLecTBa

MonHodyHKUMOHaNbHas 3amMeHa Microsoft CA

» Tnybokas uHTerpaums B LOMEHHY UHPPACTPYKTYpYy
» MonHoueHHas PKI-dyHKLMOHANBHOCTD
» ABTOMaTM3aLMSA BbiNyCKa CePTUDUKATOB

» Pacnpepnenexue poneit no pasHbiM y3nam
beclwoBHas Murpaums

» MNapannenbHas paboTta c gevcreytowmm Microsoft CA

» MMnopT n ncnonbzoBaHue WwabnoHos ceptnudukatos Microsoft CA

» TMNopaepxka MS Active Directory
PaboTa B reteporeHHbIX cpeaax

> MopaepKuBaeT pasnuyHble apxXMTEKTYPbl annapaTHbIX NnaThopM,
oteyectBeHHble OC, BUpTyanbHble cpeabl

» OpHoBpeMeHHas paboTa ¢ pasnuyHbiMU ciyxbamu katanoros (Windows + Linux)

> I'Io,u,,u,epx(Ka Pa3NNYHbIX KTNEHTCKUX U Mo6unbHbIX OC

CoBMeCTUMOCTb C OTEYECTBEHHBIMU U open source cny>|<6aM|4 KaTasoros

» PEAAOM
» ALD Pro

> Anbt JomeH
» Samba DC
> FreelPA

CooTtBeTcTBUE TPEOOBAHMAM perynaTopa

» Poccuiickoe pelweHue, B peectpe otevectBeHHoro M0 (N22021663130)
» Ceptudwmkat ®CTIK Poccum Ha YI-4 (B npouecce)

Mcnonb3oBaHWe onbiTa U 3KCNepTU3bl IMAEPA PbiHKA

» Pa3spabotka nnaHa naaBHOro nepexofa Ha OTeYeCTBEHHbIE peLleHus
» lNoppepkka Ha BCcex Tanax

» YcnewHble peann3oBaHHble NPOEKTbI

KoprnopatusHbIli LeHTp cepTudukaummn — ocHoBa (cepaue) Bcen UT-MHDpaCcTpyKTypbl COBPEMEHHOM
opraHusawmu, paboTocnocobHOCTM JOMEHOB 6e30MacHOCTH, CYXKObl KaTanora, pa3MyHbIX CEPBUCOB,
ayTeHTUdMKALMM YCTPOICTB, NOSIb30BaTENEN, MPUNOXEHWIA, OCHOBA AOBEPEHHOIO B3aMMOLENCTBUS
BCEX 0OBLEKTOB U KOMMOHEHTOB.

OcHoBa 6e3onacHor UT-cpeapl - MHDpacTpykTypa oTKpbIThIX Katouer (PKI), ctporas ayteHTudukaums,
MCNoib30BaHWe Kpuntorpaduu.
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[ne npuMeHsaTb?

KpynHble npegnpustna co cnoxxHon UT-mHdpacTpykTypon u 6onbluor 6a30i nonb3oBaTenien

MM PKI noMoxeT He ToNbKO yCunnTb 6€30MacHOCTb 33 CYET CTPOron ayTeHTUdMKaLmK,
HO M 06NEerYnTbL yNpasneHue e

OTpacnu ¢ BbICOKMM YPOBHEM perynMpoBaHusi, roccektop, 0obekTbl KN, ONK
MuHaHCbI, 30paBOOXPaHEHME, SHEPreTMKa, FOCYAAPCTBEHHOE ynpaBneHue 1 060poHa — TaMm,

roe paboTatoT ¢ KOHOUAEHUMANBHBIMU AaHHBIMU U NPEAbIBANIOT CTPorve TpeboBaHms K cobnoneHunto
HOPMaTUBHbIX Tpe6OBaHM

JNeKTPOHHas KOMMEepPLUMS M OHNANH-YCYrn

KoMnaHusaM, 3aHMMAOLLMMCS OHNANH-TPAH3aKLMAIMM, NnaTdOopMaMm 31EKTPOHHON KOMMEpPLIMM

1 unMdbpoBbIMK ycnyramu, cnepyet ncnonb3osatb PKI ang obecneyeHns 6e30nacHOCT AaHHBIX KIMEHTOB,
3aLUMTbl OHNAMH-TPAH3aKLMI U YCTAHOBNEHUS A,OBEPUS CO CBOMMM MOMb30BATENSIMU

TpaHCHaLl,l/IOHaﬂbele KOMMaHUU

KomnaHuu, paboTatolme B pasHbiX CTpaHAxX M Hyxaatlwmecs B 6e30nacHom CBA3M
1 06MeHa AaHHbIMU Mexay CBOMMU duavanamu Uamn ¢ napTHepaMu, Kak npasuno, ncnonb3yoT PKI

MocTaBLWMKM 061aYHbIX yCayr

KomnaHuu, npegoctaBnstowme obaavHble ycyrm, MOryT NoBbliCUTb 6€30MacHOCTb CBOMX NAaTdopMm,
BHeapus PKI ons 3awmTbl 4aHHbBIX KMEHTOB, ayTEHTUOMKALMM NONb30BaTENEN U 3aLWMTbI KaHaNoB CBA3M
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ApxutekTypa
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TpeboBaHMS K OKPYXXEHUIO
KonunyectBo BUPTYanbHbIX (AN GU3MYECKMX) MALLUMH
[ins cepeepa LleHTpa ceptudumkaumm Mo opHoW Ha kaxapiv LIC (KopHeBoii, n3aatoLume)

[Lins cepsepa LleHTpa Banuaaumm 12 Mo ofHoW Ha Kaxabli LIB

Bce komnoHeHTbl Aladdin eCA - 310
KNMEHT-CepBepHble Beb-npunoxeHus. Mostomy
[ns APM agMuHucTpaTopa unm onepatopa BbIAENATb OTAENbHY MalMHy noa, yHkuumn APM
HeT HeobxoAMMOCTH. [JOCTyN MOXHO OpraHu30BaThb
Ha cyulecTBytoLeM paboyem MecTe.

TpeﬁOBaHWil K annapaTHbIM CpeacTBaM A1 CEPBEPHbIX KOMMNOHEHTOB

CBo60AHOE AUCKOBOE MPOCTPAHCTBO He MeHee 406
[ocTynHas onepaTvBHas NamsaTb He MeHee 66
Mpoueccop 4 npoueccopa/anpa apxuTekTypbl x86_64

TpeboBaHMs K NPOrpaMMHOMY 0b6ecrneyeHnto ANs CepPBEPHbIX KOMMOHEHTOB

OnepauuoHHble CUCTEMDI PEOOC 7.3, Actpa 1.7, Anbt 10 CIN
(@Y1} PostreSQL, Jatoba
Cpepna ncnonHeHms OpenJDK 11, Axiom JDK, Axiom JDK Certified

TpeboBaHuMs K annapaTHbIM CPeACTBaM A8 KIMEHTCKUX KOMMNOHEHTOB (APM)

HDD/SSD, RAM, CPU He yTouHseTcs

MonoepxnBaemble MoLeNU INEKTPOHHbIX Kntover | JaCarta PKI,JaCarta PRO, JaCarta-2 FTOCT

TpeGOBava K NporpaMMHOMY obecrneyeHuto 4N KIMEHTCKUX KOMMOHEHTOB

OnepaumnoHHbIe CUCTEMBI PELOC, Actpa, Anbt, Windows
Epavse BctpoeHHsbivi B OC, Firefox, Chrome, fHpekc-
paysep 6paysep, Edge
JC-WebClient 4.3.3
HononuutensHoe MO https://aladdin-rd.ru/support/downloads/jc-web-
client/

U ina ycraHosku Lientpa Banmaaumm Tpebyetcs oTaenbHbii oT LieHTpa cepTudmkaumm cepsep. B byayiimx Bepcusx x MoxkHo byaeT
pasMelLaTh Ha OAHOM cepBepe.

21 Opuu LleHTp BanmMaaummu MoxXeT 06CnykMBaTh HECKONbKO LLeHTpoB ceptudukaumu. PaBHo Kak 1 oauH LieHTp ceptudmkaumm MoxeT
nybiMKoBaTb U3MEHEHNS Ha HeCKONbkMX LieHTpax Bannpaumm.
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Cxema JIMUEH3UPOBAHUA

KnueHnTtckas nuuensuu
Bnaneneu ceptudukata

CepBepHas nmueH3ua
basoBbiit Habop PKI

L
Il
X

O (0]
a. Mocuuraiite Bxnrouaer B cebs: Bxnrouaer B cebs:
KONMYECTBO
nonb3osatenei a. 3 ceptudumkata a. UeHTp ceptndukaunm
¢ ceptudmkatamm b. 3 DNS-uMeHn i. + failover
b. Mocuuraiite b. LleHTp Banupaumm 2 wr.
KO/IMYeCTBO CepBepoB
opraHM3aumm ¢ OCSP 2 wr.
(c yH1kanbHbiMu DNS umenamm) d. PecypcHble cucteMbl 2 Wt
c. Mocuwnraiite e. LenTp pernctpaumm 1 wr.

konuyectso APM
M MHbIX YCTPOMCTB
3alMLLEHHbIX CepTUdMKATaMU

[lononHeHue K cepBepHOIt NNLEH3UM

» lMNopkntoueHue K pecypcHoi cucteme Wildcard
» [ononHutenbHbiM LleHTp Banuaauum
» Cnyx6a OCSP Ha LleHTpe Banupaumm

» [ononHuTtenbHbIn LleHTp permctpauum

[ononHeHne K KNMEHTCKOM NULLEH3UM

> YBenunueHue KonuyecTsa CepTVICDVIKaTOB

» Yeenuuenue konuyectsa DNS-umeH
,D,Be CXeMbl NNMUEH3NPOBAHKUA

» lNoAnnco4Has n HeorpaHUYeHHas No BPEMEHM, C BO3IMOXKHOCTbIO NPOAJJIEHUS TEXHUYECKON NOAAEPXKKU

CobpaTtb cBon Aladdin Enterprise CA

KopnopamugHbiU u
yeHmMp cepmuuKayuu
anA Linux

Mop6opka nonesHbix
Martepuanos
http://promo.aladdin.ru/eca

3apgatb Bonpoc: linux@aladdin.ru
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DyHKuMoHanbHble Bo3MOXHOCTH Aladdin Enterprise CA 2.0

baszoBas pyHKUMOHaNbHOCTL PKI

Bo3MoXxHOCTb co3aaHuna nepapxuun LieHTpos ceptudukaumm
YnpaBneHune XM3HeHHbIM LMKIOM cepTuduKaLmnm

Hanuuune cepsucos nybnukaumm

Hanuuune cnyx6 CRL DP,AIA, OCSP

Mopnepxkka Delta CRL

v vV vV v v v

LleHTp ceptudukaumm, LleHTp Bannzaumm, LeHTp pernctpauum
» Pab6ora c wabnoHamu
» Anroputmbl: RSA, ECDSA

Ponesast Mogenb 1 NoNHOMOUUS

» 3arpy3ka ob6bvekToB LDAP-katanora

» B03MOXHOCTb BbINycka cepTMdMKaTOB ANs 06bEKTOB
» Mybnukauus ceptnudukatos B LDAP

» Ob6ecneueHne SmartCard Logon ayteHTUdMKaLmm

» ALD Pro, PE[ AIM, Microsoft AD, SambaDC, Free IPA

MHTerpaumsa c LOMeHaMu

» 3arpy3ka ob6bektoB LDAP-katanora

» B03MOXHOCTb BbiNycka cepTMdMKaTOB A8 06bEKTOB
» Ty6nukaumns ceptudukatos 8 LDAP

» Ob6ecneuyeHne SmartCard Logon ayteHTUdMKaLmm

» ALD Pro, PE[ AIM, Microsoft AD, SambaDC, Free IPA

MHdpacTpyKTypHbIE BO3MOXHOCTU

» PesepBHoe KonupoBaHue 1 BOCCTAaHOBNEHME
» PesepsupoBanue knwoveii LC

» [MporpaMMHbIii uHTepdeiic (API)
Mwurpaums ¢ Microsoft CA

» Mmnopt wabnoHos 13 Microsoft CA
» Bo3MoXxHOCTb co3aaHmsa nogumHeHHoro oT Standalone Root

» Mopaepskka MHOFOAOMEHHOW CTPYKTYpbI

PacnpepeneHue kntoyeBoro gyHkumoHana YL, no pasHeiM y3nam:
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O KoMnaHuu

AnapnauH - BeLyLMiA pOCCUIACKUIA BEHAOP — pa3paboTymnk U NPOU3BOAUTEND

* KHOYEBbIX KOMMOHEHTOB 419 MOCTPOEHNUS LOBEPEHHOM 6e3onacHom MT-MHDPaCcTpyKTypbl NpeanpuUaTui
W 3aLLMTbl €€ MaBHbIX MHOOPMALMOHHbIX aKTUBOB

e CpeacTB ayTeHTUDMKALMM U INEKTPOHHOM noanucK ans obecnevyeHms MHGOPMALMOHHOM 6e30MacHOCTH
M 3aWWMUTbl AAHHbIX.

KomnaHus pabotaet Ha pbiHke ¢ anpens 1995 .

MHorue NpoayKThl, pelieHus 1 TEXHOMOMUM KOMMAaHUU CTaiu IAEPaMU B CBOMX CETMEHTAX, BO MHOMUX KPYMHbIX
opranusaumax U @enepanbHbIX CTPYKTYpax - CTaHAAPTOM Ae-(haKTo.

KomnaHus umeet Bce Heobxoanmble nmueHsnn OCTIK, DCb u MnHobopoHbl Poccumn ang npoekTMpoBaHus,
npou3seoactaa 1 nogaepxku C3M n CK3W, Bkntovas paboTy € roctaliHOW, MPOM3BOACTBO, MOCTABKY M NOALEPXKKY
NPOAYKLMK B paMKax rocobopoH3akasa.

BonblWMHCTBO NpooyKTOB KOMNaHMK MMetoT cepTudumKaTbl cooTBeTcTBus GCTIK, ®CH, MnHob6opoHbl Poccun n moryt
MCNONb30BaTbCA MPU paboTe C rocTaiiHoM Co cTeneHbto cekpeTHocTu 1o "CoBeplueHHO CekpeTHO".

B 2012 r. B KOMNaHWUM BHEAPEHA CUCTEMA MEHeOXXMeHTa KayecTsa npoaykumu (CMK), exxerogHo npoBoaunTCs
BHELUHMI ayauT, uMetoTcs cooTBeTcTBytowme ceptudukatsl FTOCT P MCO 9001-2015 (1ISO 9001:2015)

1 FOCT PB 0015.002-2020 Ha cooTBeTCTBME TpEHOBAHUAMM POCCUIMCKOrO BOEHHOMO CTaHAAPTA, HE0BX0aUMble
[ONS yqacTus B peanusaumm rocobopoH3akasa.

OcHoBHble HanpaBneHna neaTtesibHOCTHU

e MHdopMaumoHHaa 6esonacHocTb, PKI

e MHorodakTopHas ayTeHTUdbMKaLMS, obecneyeHne 6e30nacHoOro AocTyna K MHGOPMaLMOHHbIM
pecypcam npeanpusaTms

O OpransauMﬂ 6€e30MacHOM AUCTaHLMOHHOM pa60TbI COTPYAHMKOB U KOHTPAreHToB opraHM3au,m7|
npu ncnoab30BaHUU UMU HELOBEPEHHbIX CPEACTB BbIYMCIUTENIbHOM TEXHUKM

o Cpencrsa 3/1eKTPOHHOM NOANUCH

e 3awuTa faHHbIX (Ha AUCKAX, CbEMHBIX HOCUTENSX, B 6a3ax AaHHbIX)

+7 (495) 223 00 01

www.aladdin.ru
aladdin@aladdin.ru

129226, Mocksa, yn. [lokyknHa, 16¢c1

AnanovH — BeayLMii pOCCUIACKWIA BEHAOP-pa3paboTyimk 1 Npon3BOaUTENb
K/H0YEBbIX KOMMOHEHTOB A1 MOCTPOEHUs LoBepeHHOo 6e3onacHoi UT-uHdpacTpykTypbl

o " https://t.me/aladdinrd
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