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ABTOpCKME NpaBa, TOBAPHbIE 3HAKM, OrPAHUYEHUS

[laHHbIV AOKYMEHT, BK/OYasn noabop v pacnonoxeHue UAnCTpauui u
MaTepuanos B HEM, ABNSETC 06bEKTOM aBTOPCKMX NPaB U OXPaHSeTCs B
COOTBETCTBMM C 3aKOHOAATeNbCTBOM Poccuiickoit Penepaumnn. Obnanatenem
MCKNIOYMTENBHBIX aBTOPCKMX M UMYLLLECTBEHHbIX NpaB aenseTcs AO «AnapanH
P.0.».

Mcnonb3oBaHue 3TMX MaTepuanos NtobbiM cnocobom 6e3 NMMCbMEHHOro
paspelueHus npaBoobnasaTens 3anpeLLeHo U MOXET NoBeYb OTBETCTBEHHOCTb,
npefycMOTpeHHyYH0 3akoHoaatenbcteoM PO. Mpy nepeneyatke u
MCMONb30BaHWM AAHHBIX MaTEpUanoB NM60 Noboit Ux YacTu ccbinkn Ha AO
«AnapamH P.1.» oba3aTenbHbl.

BnapenbueM 3aperncTpMpoBaHHbIX TOBApHbIX 3HakoB "AnagauH”, Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "Kpunto B[l", norotnnos u
npaBoobnafaTenemM UCKIIUUTENbHbIX NPaB Ha UX AWM3alH U UCNONb30BaHKe,
NaTeHTOB Ha COOTBETCTBYIOLWME NpoayKThl sBnsietcs AO «AnapauH P.O.».
Ha3BaHWs npo4nx TeXHONOrMit, NPOAYKTOB, KOMNAHWI, YNOMUHaOWMeCs B
[AHHOM JOKYMEHTe, MOTYT SBASATHCS TOBAPHBIMM 3HaKaMM CBOMX 3aKOHHbIX
BNAAenNbLeB.

OrpaHuyeHne OTBETCTBEHHOCTU

NHbopmaums, npuseaéHHas B AAHHOM AOKYMeHTe, NpeAHa3HayYeHa
MCK/IOUUTENBHO A1 03HAaKOM/EHUS U He aBNSeTcs ucuepnbiatoweit. Coctas
NPOAYKTOB, KOMMOHEHT, X QYHKLMMU, XapakTepUCTUKKU, BEPCHUM, AOCTYMHOCTb U
np. MoryT 6biTb M3MeHeHbl AO «AnapaunH P.[.» 6e3 npeaapuTenbHoOro
yBeLOM/EHMS.

AO «AnapanH P.[l.» He rapaHTUpyeT HW OTCYTCTBMA OWMOOK B AAHHOM
[LOKYMEHTE, HU TOT0, YTO OMMCaHHOe nporpaMMHoe obecneyenue (M0) He
copepxuT aedekTos, byaeT paboTaTb B NPOM3BOLHO BbIOPAHHbBIX YCIOBUAX U
Npu1 3TOM y0BNETBOPATb BCEM TpebOBaHMUAM, KOTOPble MOTYT BbITb K HEMY
npenbsiBieHbl.

AO «AnapauH P.[1.» He rapaHTupyeT paboTocnocobHOCTb HeneranbHo
noNy4eHHOro NporpaMmMHoro obecneyenns. HeneranbHoe ncnonb3oBaHue
NporpaMMHOro obecneyeHns U AOKYMEHTALMM Ha Hero npecneayeTcs no 3akoHy

Bce yKkasaHHble JaHHble O XapaKTepuCTMKax NMPOAYKTOB OCHOBAHbI Ha
MeXAyHapOAHbIX MM POCCMIACKMX CTaHAAPTaX M pesynbTaTax TeCTUPOBaHMS,
NoyYeHHbIX B HE3aBUCUMbIX TECTOBBIX M/ CEPTUPUKALIMOHHBIX NabopaTopusx,
N0 Ha NPUHSATBIX B KOMNaHUM MeToamkax. B aaHHoM pokymeHTe AO «AnasanH
P.[.» He NpefoCTaBNAET HUKAKMX HU SBHBIX, HU NOAPa3yMeBaeMbIX rapaHTHi.
AO «Anagaut P.1.» HE HECET OTBETCTBEHHOCTM (KAK B CUJTY IOTOBOPA,
TPAXIOAHCKOTO NMPABOHAPYLUEHWS, BK/TKOYAS XAJIATHOCTb, TAK U B
JIIOBOW MHOWM ®OPME) MEPEL BAMW U/ JTIOBOWM TPETLEM CTOPOHOWM 3A
JIHOBbIE MOTEPU WUJIN YBBITKU (BK/TKOYAA KOCBEHHbIE, ®DAKTUYECKME
WX MOBOYHbIE YBbITKM), BKJTHOYAS BE3 OTPAHUYEHWIA NOBbIE MOTEPK
NN YBbITKM NMPUBbLINIBHOCTU BU3HECA, MOTEPKO JOXOOHOCTU NN
PENYTALUMU, YTPAYEHHYIO UNTN UCKAXKEHHYIO MH®OPMALMIO U
JOKYMEHTALMIO BCNEACTBME MCNOJIb30BAHUSA MPOTPAMMHOTIO
OBECTMEYEHNA U/MN TTOBOTO KOMMOHEHTA OMUCAHHOTO NMPOAYKTA,
JAXE EC/IN AO «Anapant P.O.» BblJIO MMCbMEHHO YBEAOMJIEHO O
BO3MOXHOCTW MOAOBHbIX YBbITKOB.

FocyaapcTBEHHOE perynMpoBaHue U 3KCMOPTHbIM KOHTPO/Ib
OnucbiBaeMblit B JaHHOM AOKYMEHTE MPOAYKT (MM NPOAYKTbI) MOXET ABNATLCA
UK copepxaTtb B cebe cpeacTBO KpUNTorpaduyeckoi 3almTbl UHGOpMaLmm
(CK3MW), aBnstoweecs npeaMeToM 3KCNOPTHOTO KOHTPOAS.

Bbl cornalaerecs ¢ TeM, YTO NPOAYKT He ByAeT NOCTaBAATLCS, NepefaBaTbCs Unu
3KCMOPTMPOBATLCS B KaKyto-1Mb0 CTpaHy, a Take MCMob30BaThCA KakuM-1nbo
NpoTUBOpPEYaLLMM 3aKOHY 06pas3oM.

Bbl rapaHTMpyeTe, 4To ByneTe cobnoaaTb HaknaabiBaeMble Ha 3KCMOPT 1
Pe3KCnopT NpoAyKTa OrpaHUYeHus.

CBenenus, NpuBeAEHHbIE B AAHHOM [OKYMEHTe, akTya/lbHbl Ha AaTy ero
ny6navkaumm.

© AO «AnappvH P.[.», 1995—2025. Bce npaBa 3alMLLeHbl
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JIMLEeH3MOHHOE cornalenme

MoxanyicTa, BHUMaTebHO NpoYMTaiiTe AaHHOE MLIEH3MOHHOE CornalleHne
npexae, Y4eM MCNosb30BaTb COAEPXKMMOE aHHOIO KOMMNIEKTa U/Unu npexae,
4yeM 3arpyxaTb UNK YCTaHaBAMBaTb NporpaMMHoe obecneyexue.

Bce ykasaHus Mo MCNoMb30BaHMIO NPOrpaMMHOro obecneyeHus,
npefocTaBisemMble 3aKpbiTbiM akKLMOHEPHbIM 0bwwecTBoM "AnapaunH P. [." (unu
N06bIM €70 AOUEPHUM NPEANPUITUEM — KBKAO0E U3 HUX YNOMUHAEMOE Kak
"KOMMaHMA"), NOAYUHAIOTCA U ByAYT NOAYMHATLCS YCIOBUSM, OTOBOPEHHBIM B
[LAHHOM COrnalleHuu. 3arpyxas AaHHOe NporpaMMHoe obecrneyeHune (kak
onpefeneHo aanee no TeKCTy) U/unu ycTaHaBnuBas AaHHOe NMporpaMMHoe
obecneyeHue Ha Baw koMnblOTEpP M/MNK MCNONb3Ys fAaHHOE NporpaMMHOe
obecrneyeHne UHbIM CNocoBoM, Bbl NpuHKMMaeTe faHHOe CornaleHune u
COrNallaeTech C ero YCIoBUSIMM.

Ecnu Bbl He cornacHbl € AaHHbIM COMNALLEHWUEM, HE 3arpyxaiTe u/unu He
yCTaHaBNMBaliTe AaHHOE NPOrpamMMHoe obecneyeHne n HesaMelINTeNbHO (He
nosgHee 7 (CeMu) AHel C AaTbl 03HAKOMIEHUS C HACTOALLMM TEKCTOM) BEpHUTE
3707 NpoAykT B AO «AnapauH P.[l.», ynanute AaHHOe NporpaMMHoe
obecneyeHne 1 BCe ero 4acTu CO CBOEro KOMMbIOTEPA M He UCMONb3YiiTe ero
HWUKOMM 0Bpa3som.

HacToswee nuueH3noHHoe cornawenue (aanee "CornaweHue") agnsercs
[IOrOBOPOM, 3aK/I04EHHbIM Mexay Bamu (Pu3nuecknm unm opuanyeckum
NMLIOM) — KOHEYHbIM nonb3oBateneM (nanee "Monb3osartens’) — u AO «AnapauH
P.0.» (nanee "KoMnaHusa") OTHOCUTENbHO NEpeaayYy HEMCKNIOYMTENBHOTO NpaBa
Ha MCMONb30BaHME HACTOALLEro NPOrpaMMHOro obecneyeHus, SBSIOLLEroCs
MHTENNEKTYanbHOM COBCTBEHHOCTbIO KOMNaHMu.

MNMpaBa 1 co6CTBEHHOCTb

OAHHOE COINALLEHME HE ABNSFETCA COMNALIEHMEM O MPOOAXE.
MporpamMmHoe obecneyeHne, BKOUas BCe NepepaboTku, UCMpaBReHns,
MoaudbrKaLmMm, AONONHEHUS, OBHOBNEHNS U/MN YCOBEPLLEHCTBOBAHMS K HEMY
(manee no BceMy TekcTy M ntoboi ero yactTu onpeaensemoe kak [porpaMmHoe
obecneyeHne unm MO), 1 CBA3aHHAA C HUM AOKYMEHTaUMs npefHa3Havaetcs HE
ON4 NMPOOAXW v saBnseTca U 0CTaéTCs UCKNIOUYUTENbHOM COBCTBEHHOCTbIO
KomnaHuu.

Bce npaBa Ha MHTenneKTyanbHyt cOBCTBEHHOCTb (BKOYas, 6e3 orpaHUyeHui,
aBTOPCKMe NpaBa, KOMMEPYECKYIo TaiHy, TOBapHble 3HaKK, U T.A4.),
NOATBEPXKAEHHBIE MW BKIKOYEHHbBIE B
I'Ipl/IJ'IO)KEHHbIe/B3aMMOCB§I3aHHbIe/MMe}OLLlMe OTHOLWIEHME K AaHHOMY
PYKOBOJACTBY, AdHHblE, COAepXaluMecs B HEM, a TaKkxe Bce npasa Ha 10
SABNAOTCA M ByAyT ABNATLCS COBCTBEHHOCTLIO UCKNOUUTENbHO KoMnaHuu.
[aHHoe cornaweHune He nepenaét Bam npasa Ha [MporpamMMHoe obecneyexue, a
NWLWb NpefoCTaBNseT OrpaHMYeHHOe NPaBO Ha UCMO/b30BaHWe, KOTOpoe
NOANEXUT OTMEHE COrNacHo yCioBMAM OaHHOIO Cornawenus. Huuto B A3aHHOM
CornaweHuu He noaTBepxaaeT otkasz KoMnaHuWK OT NpaB Ha UHTENNEKTYaNbHYO
COBCTBEHHOCTb NO KakoMy 6bl TO HM BbINO 3aKOHOAATENLCTBY.

Nnuensusa

KoMnaHwus HacTosiwmM npepoctasaset Bam, a Bbl nonydyaete MHAMBMAYabHOe,
HEUCKIOUMTENBHOE U OT3bIBAEMOE OrpaHWYEHHOE NPaBo Ha UCMO/b30BaHWE
naHHoro MO Tonbko B hopMe UCMONHSIEMOro KOAA, KaK OMMUCaHO B npunaraeMoin
K M0 TeXHUYECKOM/3KCMNYaTaLMOHHOM AOKYMEHTALMM, U TONbKO B COOTBETCTBUM
C YCNOBUAMU [AHHOTO

Cornawenums:
Bbl MOXxeTe YCTaHOBUTb MO 1 ucnonb3oBaTh €ro Ha KOMMbOTEPAX,
PacrnosioXXeHHbIX B npeaenax Bawero npeanpuaTua, Kak onucaHo B

COOTBETCTBYIOLLEN TEXHUYECKOM/3KCMNYaTaLMOHHOM AoKyMeHTaumu 10 v B
HaCTOSILLEM COrNALIEHUM.
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Bbl MoxeTe no6aBuTb/NpucoeanHuTs MporpaMMHoe obecrneyeHne K
nporpaMmam asi MoBUNbHbIX YCTPOICTB C €AUHCTBEHHOM LieNblo, ONMUCAHHOMI B
nanHom CornaweHnun. MNprHMMas ycnoBrs HaCToOALWEro cornaweHus, Bol
cornawaerech:

- He UCMOoNb30BaTb, He MOAMMULMPOBATbL M He BblAABaTb CYBAMULIEH3UM HA
naHHoe MporpaMMHoe obecrneyenne u noboe apyroe MO Komnanuu, 3a
MCK/IOYEHNEM ABHbIX pa3peleHnit B faHHoM Cornalennu;

- He MOANDULMPOBATb, HE IEMOHTMPOBATb, HE JEKOMMMAMPOBATh, He
PEKOHCTPYMPOBATh, HE BUAOM3MEHSATb M HE pacluMpsaTb AaHHoe lMporpaMMHoe
obecneyeHne 1 He NbITaTbCH PacKPbITb (MONYUUTL) UCXOAHbBIE KOAbI AAHHOTO
MporpaMmHoro obecneyeHus;

- He nomewaTb JaHHoe [porpamMmmHoe obecneyeHne Ha cepsep C
BO3MOXHOCTbIO AOCTYNa K HEMY TPETbUX JINL, YEPE3 OTKPbITYIO CeTb;

- He UCMOMb30BaTb Kakue Obl TO HK BblI0 pe3epBHbIe MM apXMUBHbIE KOMUM
naHHoro MNporpaMmHoro obecneyenus (v No3BonsTb KOMy-NMbo ewwé
MCMNONMb30BaTh TakMe KOMmuK) C Ntoboi MHOM LieNblo, KPOME 3aMeHbl ero
OPUTMHANBHOTO 3K3eMMNAsApa B Cly4ae ero paspyweHns Uan Hannumns aedexTos.

Tpe60BaHMA K UCNONb30BAHUIO

lMporpaMMHoe obecneyeHne AOMKHO MCMO/b30BATLCS U 0BCNYKMBATLCS CTPOrO
B COOTBETCTBMUM C OMUCAHUSIMU U UHCTPYKLUMAMM KOMNaHWUK, NpUBEAEHHBIMU B
[aHHOM W ApYrux fokymMeHTax KoMnaHuu, B TOM 4ucie Ha nopTane oHnaiH
[lOKyMeHTauumn ans paspabotumnkos Komnanuu (http://developer.aladdin-rd.ru/).

Ucnonb3osanue MO
Monb3oBaTens Bnpase:

- BoCnpounseoauTb M0 nyTéM 3anucu ero B NaMaTb 3NEKTPOHHO-
BbIYUCUTENbHbIX MALWKH [MoNb30BaTeNs, OrpaHUYEHHOE NPaBOM UHCTANNALMM,
KONMpOBaHMA 1 3anycka nporpamMm ans BM;

- BcTpausaTb MO nobbiM cnocoboM B NpoayKTbl U pelueHus MNonb3osatens;

- pacnpoctpaHaTb MO0 nobbiM cNOCO6OM UCKNIOUNTENBHO B COCTaBE NPOAYKTOB U
peweHwit Monb3oBatens.

Mpu ncnonb3oBaHMK 1 pacnpoctpaHerun MO Monb3osaTens 06s3aH
PYKOBOLCTBOBATHLCA AEMCTBYIOWMM 3aKOHOAATENbCTBOM Poccuiickoi
Depfepaunu U MEXAYHAPOAHBIM 3aKOHOATENLCTBOM, YUUTHIBAS OFPaHUYEHUS U
[ononHWUTeNbHble TpeboBaHMs, KOTOPble MOTYT BO3HMKATb B CBS3U C 3KCMOPTOM
wudpoBanbHbIX (KpUnTorpaduyecknx) CpeacTs ¢ Tepputopumn Poccuitckom
®depepaummn M UMNOPTOM TaKUX CPELCTB B Apyrue CTpaHbl. B yactHocTH,
OrpaHUYeHns 1 JONONHUTENbHblE TpeBGOBaHUS MOTYT BO3HUKATb NpU
pacnpoctpaHeHuu N0 Yepes MarasuHbl NPUNOXKEHUI, COAepXKaLLMe pasnnyHble
NPUNOXEHUS AN MOOUNbHBIX YCTPOMCTB.

YCnoBUs UCMOb30BAHUS, U3NOXKEHHbIE B HACTOSILLEM COMMALLEHUM, AECTBYIOT B
OTHOLIeHUM Bcero cogepxxumoro MO, B YaCTHOCTU B OTHOLLIEHUM:

- Au3aiiHa (rpadmkK, pacnonoxeHns sneMeHToB 0QOPMAEHNS U T.N.);
- BCEX MHbIX 3IEMEHTOB, B TOM uncne n3obpaxeHui, GOHOrpaMM, TEKCTOB.

MonyyaeMsie Monb3oBaTeNEM HEUCKIKOUUTENbHbIE UMYLLECTBEHHbIE MPABa He
BK/IOYAIOT NPaBa Ha nepefavy TPETbUM NULAM KakuX-11bo Npas Ha
BCTpauBaHue, BOCNPOU3BELEHUE, PACTIPOCTPAHEHUE U UCMONb30BaHKE
nporpamm ans OBM He B coctaBe npoayKToB M pellexnii NMonb3oBatens.
KoMnaHus coxpaHsieT 3a coboii Bce UCKtouUTeNbHbIe NpaBa Ha M0 u Bxoaawme
B HEr0 KOMMOHEHTbI, BK/IKOYas NPaBa Ha NpefoCTaBleHNE HEUCKIUUTENbHbIX U
UCKIOYMTENbHBIX MPaB TPETbUM IULAM.

MNMonb3oBaTenb Bnpase ocywecTBAATb ucnonb3osaHue MO B npepenax,
npenycMoTpeHHbIX HacToswmM CornaweHmeM, CKKOUUTENBHO HA TEPPUTOPUN
Poccwuiickoit Pepepaumu

AO «AnadduH P .», 1995-2025 2. Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasnerus Llenmpa cepmuguxayuu Aladdin Enterprise Certification Authority

Cmp. 37271



LleHTp ceptndukartos soctyna Aladdin Enterprise Certificate Authority Certified Edition

06cnykuBaHMe 1 NOAAEPXKKA

KoMnaHus He HecéT 06s3aTenbCcTB N0 NPeaoCcTaBNEHUI0 NOAAEPXKKH,
obcnyxuBaHus, MoandUKaLMM UnKn Bbixody HoBbIX pennsos MO.

Orpauuqeuuaﬂ rapaHTusa

KomnaHus rapaHTupyer, 4to nporpaMMHoe obecneyeHne ¢ MOMeHTa
npuobpetenus ero Bamu B Teyenne 12 (nBeHapuat) mecsues byset
(YHKLMOHMPOBATL B MOJHOM COOTBETCTBUM C €ro
TeXHWUYEeCKOI/3KCNNyaTaLMOHHOM JOKYMeHTalmel, npu ycnosuu, yto MO 6ynet
MCMONMb30BaTbCA Ha KOMMbIOTEPHOM annapaTHOM obecneyeHnn n ¢
onepaLmMoHHOM CUCTEMOW, NS KOTOPO# OHO BblNo paspaboTtaHo.

OTKas OT rapaHTUn

KoMnaHus He rapaHTUpyeT, YTo NporpaMMHoe obecrneyeHune byner
COO0TBETCTBOBATb BalwmM xenaHusam u TpeboBaHMaM, unm uto ero pabota byaer
6ecnepe6oitHoit unu 6esowmboyHoi. B 06bEME, NpeaycMOTPEHHOM
3aKOHOAATENbCTBOM P®, KOMNaHWS OTKPBITO OTKA3bIBAETCS OT BCEX rapaHTUid, He
OrOBOPEHHbIX 34eCb, OT BCEX MHbIX NMOAPa3yMeBaeMbIX rapaHTuid. Hu oauH us
[MNepoB, ANCTPUGLIOTOPOB, NPOAABLIOB, areHTOB UM COTPYAHMKOB KOMMaHWUK
He YNONHOMOYEH NPOU3BOAUTE MOAUDUKALMM, PACLIMPEHUS MU AOMONHEHUS K
[laHHOI rapaHTUK.

Ecnu Bbl nponssenu kakne-nmbo moandukaumm MO unm noboit n3 ero yactei
BO BpeMSsi rapaHTUitHoro nepuoga, M0 noasepraock NoBpexaeHuio,
HEOCTOPOXHOMY WUNK HeMpaBUIbHOMY obpalueHuio, ecnu Bel Hapywmunm noboe
13 ycnoBui Hactosiwero CornaleHus, To rapaHT1s, ynoMsaHyTas Bbille B
paspene 5, 6yneT HeMeAneHHO NpekpalueHa.

[apaHTua HepeicTBUTENbHA, ecnn O ucnonb3yeTcs B COYETaHUU C UHBIM
annapaTHbIM U/WNW NPOrpaMMHbIM 06ecrneyeHneM, OTAUYHBIM OT ONMMUCAHHBIX B
TEXHWUYECKOM/3KCNNYaTaLMOHHOM JOKYMEHTALIMK, AU UCNONb3YEeTCS Ha
KOMMbloTepe C N106bIM YCTaHOBNEHHbIM HENWULLEH3UOHHbBIM NPOrPaMMHbIM
obecneyeHnem.

OrpaHuquue BO3MeLleHnsa

B cnyyae HapyleH1s rapaHTUK, OroBOPeHHON Bbilwe, KoMnaHus MoxXeT no
COBCTBEHHOMY YCMOTPEHMUIO:

- 3aMeHuTb 10, ec/In 3T0 He MPOTUBOPEUUT BbILIEYNOMSIHYTOMY OrpaHUYEHUIO
rapaHTuu;

- BO3MECTUTb CTOMMOCTb, BbinnayeHHyw Bamu 3a M0O.

[apaHTUiiHble TpeboBaHMS [OMKHbI ObiTb BbICTABNEHbI B MUCbMEHHOM BUAE B
TeyeHue rapaHTUIMHOro Nepuoaa, HoO He nosaHee 7 (CemMu) AHel ¢ MOMeHTa
obHapyxeHus pedekTa, u coaepxaTb B cebe noaTBepxaeHUS,
ynosnetBopstowme Komnanuto. Bcé MO (Bce ak3emnnspebl, uMetowwmecs y Bac)
[OMKHO 6bITb BO3BpaLLeHOo KoMnaHuu 1 0TnpaBaeHO BO3BPaLLAKOLLEN CTOPOHOM
C ONMNAYEHHOM CTOMMOCTbIO NEPEBO3KM U, NPU HEOHBXOAMMOCTU, CTPAXOBKMU.
Sk3emnnsapbl MO LOMKHbI BbITb OTAPABAEHbI C KONUEN NNATEXHbIX LOKYMEHTOB
U HaKNnagHbIX.

WUcknioueHne KOCBEHHbIX YObITKOB

CTOpOHbI NpU3HatoT, 4To MporpaMMHoe obecneyeHne He MOXeT BbiTb
NONHOCTbIO NIULLEHO OWKBOK. KOMNaHUs He HECET OTBETCTBEHHOCTM (KaK B CUNy
[l0roBOPa, rPaxAaHCKOro NMPaBOHAPYLIEHUS, BKIOYAS XaNaTHOCTb, Tak U B
nio6oii uHoit hopme) nepen Bamu unu ntoboii TpeTbeii CTOPOHOH 3a Ntobble
noTepu UM yBbITKU (BK/THOYAS KOCBEHHbIE, GaKTUYeCKUe, NOBOYUHbIE UK
noTeHuManbHble ybbITKK), BKOYas, 6e3 orpaHuyeHuid, ntobble notepu unm
yBbITKM MPUBLITLHOCTU GU3HEC, NOTEPHO AOXOLHOCTH MU PEMyTaLmK,
YTPAUYEHHYH UM UCKAXKEHHYIO MHPOPMALIMIO UM LOKYMEHTALMIO BCIEACTBUE
KaKoro-nmMbo 1cnonb3oBaHUsA AAHHOTO NPOrPaMMHOT0 06ecneyeHus u/mnm
Nto60# KOMMOHEHTbI JAHHOTO MO, AAXe eC/IM KOMMNaHWS NUCbMEHHO YBEAOMNEHA
0 BO3MOXHOCTM NMOA0GHBIX YBbITKOB.
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OrpaHquHMe OTBETCTBEHHOCTHU

B cnyvae ecnu, HECMOTPS Ha YCIOBUS LAHHOIO COrNALLeHuUs, KOMNaHus
NpW3HaHa OTBETCTBEHHOM 3@ YBbITKM HA OCHOBAHUM KaKMX-IMBO LeheKTOB unm
HECOOTBETCTBMA NPOrPaMMHOro obecnedeHns Bawmum oxuaaHuaMm, noaHas
OTBETCTBEHHOCTb 33 Kbl 3K3eMnnsip edeKTHOro NporpaMMHoro
obecneyeHus He 6yaeT NpeBbIWaTb CYMMbI, BbinnayeHHoi Bamm AO «AnanauH
P.0.» 3a 370 MNO.

nperameHue AENCTBUA cornawieHms

B cnyyae HeBbinonHeHns Bamu ycnosuii aanHoro Cornawenus neictene Baweit
nvueH3sumn u Hactoswero Cornawenus 6yaet npekpaleHo.

Mocne npekpaweHna LeiCcTBUA AAHHOTO JINLLEH3MOHHOTO COornalleHuns:

- NMLeH3us, NnpesocTaBneHHas Bam nanHbIM CornalieHuem, npekpaiiaeT cBoé
fAevicteue, n Bbl nocne eé npekpalleHus He CMOXeTe NpoaoMKaTh AaNbHelwee
MCnonb3oBaHWe AaHHOro NporpaMMHoro obecneyeHus U Apyrux TMLEH3UOHHbIX
MpoaykToB;

- Bbl HE3aMeAMTeNbHO BepHETe B KomnaHuio Bce ak3emnanpsl M0 1 Bce Konum
TakoBOro U/unu cotpéte/ynanute nobyio MHGOPMaLMIO, COAEPXKaLLYOCs B
3NeKTPOHHOM BUAE.

anMeHMMOG 3aKOHOAATeNbCTBO

[aHHoe CornalueHne [OMKHO 6bITb UCTONKOBAHO M ONpefeNneHo B COOTBETCTBUM
C 3aKoHoAaTenbCcTBOM Poccuiickoit Penepaumnm (3a UCKILOUEHMEM KOHDAMKTA
NpUMEHEHNS NPaBOBbIX HOPM), U TONbKO POCCUICKMIA Cy [, YNOSTHOMOYEH
OCYLLECTBNATb NPABOCYAUE B Nt0BbIX KOHDAMKTAX M CMOPAX, BbITEKAIOLWMX U3
naHHoro CornaweHuns. HeBO3MOXHOCTb AN Ntob0# U3 CTOPOH BOCMO/b30BATHLCA
NobbIM M3 NpaB, NpeoCTaBNeHHbIX e N0 AaHHOMY COrnalleHunio, UK NPUHATL
Mepbl NPOTUB APYroii CTOPOHbI B Cllyyae t060ro HapyLeHus CBoUX
o6s3atenbcTe No CornalleHnio He AOMKHO PacCMaTPUBATLCA Kak OTKa3 3Toi
CTOPOHbI OT NOCNEAYIOLWEro NOHYXAEHNS K NPU3HAHMIO CBOMX NPaB UK
COBepLUEHMIO NOCNeyOLMX AeACTBUIA B Cy4ae faNbHENWMX HAPYLLUEHNA.

ocyAapcTBEHHOE PerynMpoBaHue U 3KCMOPTHbIA KOHTPOb

Bbl cornawaeteck c Tem, yto M0 He 6yaeT Bamu noctaBnsTbcs, nepesaBatbcs
WM 3KCMOPTMPOBATLCS B KaKylo-MB0 CTPaHy, a Take UCMOob30BaThCs KakuM-
160 NPOTUBOPEYALLMM 3aKOHY U YCIIOBUSIM HACTOSILLErO COrNalleHns 06pa3oM.
MO sBnseTcs NpeaMeToM LONONHUTENBHOTO IKCMOPTHOTO KOHTPONS,
oTHocsLerocs K Bam unu Baweit topucamkumun. Bol rapaHtupyeTte, uto 6yaete
cobntoaTb HaknaablBaeMble OrpaHUYeHUs Ha 3KCMopT 1 peakcnopT MO.

PasHoe

Hactosiwee CornaweHnue npeacrasnseTt coboi NonHoe cornawlexHue,
OTHOCALLEECS K AAHHOM NMLEH3UM, U MOXET BbITb U3MEHEHO TONbKO
nocpeACTBOM MUCbMEHHOTO COMNAaLIEHUs, MOAMMCAHHOTO 06EMMU CTOPOHAMMU.
Ecnu BbinonHeHue kakoro-nnbo ycnosus Hactoswero CornaweHus
NpeacTaBnseTcs HEBO3MOXHbIM, TaKoe ycnoBWe ByAeT CKOPPEKTUPOBAHO TONBKO
B npeAenax, 06ecneynBaloLLUX BO3MOXHOCTb BbIMONHEHUS AAHHOMO YCNOBUS.

A NPOYNTAN U NOHAN HACTOALLEEE IMLLEEH3MOHHOE COMALLIEHME N
COIMNACEH BbINOJIHATbL BCE Er0 YCJ1OBMA.

A NMPUHUMAKO OAHHOE NIMLUEH3MOHHOE COTNALIEHME LIENIMKOM.

EC/IM 4 HE NPUHUMALO 3TO IMLLEH3MOHHOE COTJTALLEHME U/ XOTA Bbl
OOWH U3 ETO NYHKTOB, TO AAHHOE TMUEH3MOHHOE COMMALIEHME HE
BCTYMAET B CMITY, U 4 OBA3YKOCb HE YCTAHABJ/IMBATb U HE
MCMNOb30BATb JAHHOE MPOrPAMMHOE OBECTEYEHME
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AHHOTAUMUA

Hactoawwuii nokyMeHT npeactaBnseT coOOM BTOpYH 4acTb PYKOBOACTBA AAMMHWUCTPATOPA MPOrpaMMHOr0
cpenctea «LleHTp cepTudumkaTos goctyna LleHTp ceptudumkator pnoctyna Aladdin Enterprise Certificate Authority Certified
Edition»?.

JlOKyMeHT npeaHasHayeH Ans afMUHUCTPATOPOB NPOrpaMMHOro cpeacTea «LleHTp cepTudumkatos goctyna LleHTp
ceptudukaTtoB goctyna Aladdin Enterprise Certificate Authority Certified Edition», pernameHTHpylowWmMX NpaBa foCTyna
CcyObekToB K 00bekTaM W BBEAEHWE OrpaHWYeHW Ha [LEeNCTBMS MONb30BaTeNel, a TakKe Ha M3MEHeHWe YC/0BUM
3KCNAyaTaLmm, COCTaBa U KOHPUIypaLMm NporpaMMHbIX U NPOrpaMMHO-annapaTHbIX CPeaCTB.

PykoBoacTBo onpepenseT MNOPSLOK HACTPOWKM UM afMMHUCTPUPOBAHMUS NpOrpamMMHoro cpeactsa  «LleHTp
ceptudmkaTos pocryna LleHTp ceptudukaTtos pocrtyna Aladdin Enterprise Certificate Authority Certified Edition». Mepepg,
3KcnnyaTaumein NporpaMMHOrNo CpefiCTBa PEKOMEHAYETCS BHUMATENbHO 03HAaKOMUTBCS C HACTOSILLMM PYKOBOACTBOM.

XapakTep M310XeHMs MaTepuana AAHHOMO PYKOBOACTBA MpPeAnofiaraer, YTo Bbl 3HAKOMbl C OMEPaLMOHHOM
cuctemon cemenctia Linux, Ha koTopow paboTaeT nporpamma U Bnageerte 6a3oBbIMM HaBbIKAMU aAMUHUCTPUPOBAHMS NS
paboTbl B HEM.

Hactoswuii  [OKYMEHT OpMEHTMPOBAH Ha aAMMHUCTPATOpOB 6e30MacHOCTM, OTBETCTBEHHbIX 3a YCTaHOBKY,
HaCTPOWKY W COMpPOBOXAEHWE CMCTEM 6@30MacHOCTU OpraHM3aLmuu.

[lOKyMeHT peKoMeH0BaH KaK A/1e NOCNef0BaTeNbHOrO, Tak U 415 BbIBOPOUYHOro U3yyeHus.

! lanee no LOKYMEHTY — nporpaMMma, nporpaMMHoe cpeactso, Aladdin eCA CE
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1 3AMNYCK MNMPOrPAMMbI

1.1 NpoBepKa cOCTOAHUA cepBepa B TepMUHane

[lns npoBepKM COCTOSHMS cepBepa, Ha KOTOPOM Pa3BEPHYT NPOrpaMMHbI KOMMNOHEHT «LleHTp cepTudukaumm
Aladdin Enterprise Certification Authority»? B TepMuHane BbINONHWTE KOMaHAy C NpaBaMu Cynepnosb3osartens (root unm
sudo):

sudo systemctl status aeca-ca.service

Bo3MoxHble BapuaHTbl OTBeTa: active (running) - cepsep 3anyleH, C NepeymcieHneM Moaynen u ux crartyca
(o>kmpaHue 3anycka, ycnewHo 3anylueH, He yaanoch 3anyCcTuTb CepBuC) u inactive (dead) — cepBep 0CTaHOBIEH, C BbIBOAOM
MHbOPMaLMK O NOCIELHMX 3aMYLLEHHbIX MOLYNSX.

1.2 ABTOMaTU4YeCKUI 33aNyCK NPOrpaMmbl

MporpaMmHbii kKoMnoHeHT «UeHTp cepTudukaumm Aladdin Enterprise Certification Authority» 3anyckaetcs
aBTOMATMYECKM C 3aMyCKOM OMepaLMOHHOM CMCTEMBI, TO €CTb B Hayane CeaHca ynosHoMo4eHHoro nonb3osatens CBT, Ha
KOTOpPOM pa3BEpHYT LLeHTp cepTudukaumnm, obecrneynBas aBTOMaTUUECKMI 3aNyCK NPOrpaMMHOI0 KOMMOHEHTA.

1.3 3anycK nporpaMmmMbl B TepMUHanNe

[ng 3anycka NnporpaMMHOro KoMnoHeHTa «LleHTp ceptudukaumm Aladdin Enterprise Certification Authority» B
TEpPMUHane BbINOJHUTE KOMaHAY C NpaBaMu cynepnonb3oBatens (root uam sudo):

sudo systemctl start aeca-ca.service

Mogynu NporpaMMHOro KOMMOHEHTa®, 3anyckaeMble NOOYEpEAHO, MPY BbIMOMHEHUM KOMaHAbl NPUBEAEHLI B
Tabnuue Huxke (Tabnuua 1).
Tabnuua 1 - Moaynu nporpaMMHOro KomnoHeHTa «LleHTp ceptudukaummn Aladdin eCA»

Mopsanok -
Ucnonusaembliii daitn HanmeHoBaHune HasHaueHune
3anycka
O6ecneumBaeT puKCaLMO COOLITMI B XXypHane u
L Mopaynb xypHana nonyyeHue cobbITUI U3 XXypHana, NpocMoTpa U
1 logs-service.jar y ypv y N vp . P P
cobbITHi MOMUCK 3anucen XXypHana cobbITuiA,  3KCMOPT U
APXMBALMIO 3aMMCeN XXypHana cobbiTui
. Mopaynb XxpaHeHus ObecneunBaeT xpaHeHue u ynpasneHue dannamu
2 storage-service.jar y7ib Xp P yip ¢
[aHHbIX cepTmudmKaTos
Ob6ecneunBaeT NpocMoTp, CO3AaHME,
3 templates-service.jar Moaynb wabnoHoB penakTMpoBaHME U yaaneHue WabnoHoB
cepTMduKaTos
. . Mogaynb paboTbl € Ob6ecneynBaeT B3aMMOAENCTBME C rpynnamMm
4 subjects-service.jar
cybbekTamm 6€e30nacHOCTM U cybbeKTaMM
. Lo Moaynb O6ecneunBaet npaenexHue NNLLEH3UAMU
5 license-service.jar Y ynp
NNLEH3MPOBaHUA nporpammol
L Moaynb 3kcnopTa O6ecneunBaet ynpasneHune skcnoptom dainos
6 export-service.jar ¥ P ynp P ¢
[aHHbIX nporpammsl

2 [lanee no AOKYMEHTY — NMPOrpaMMHbIi KOMNOHeHT, Lientp ceptudukaumm Aladdin Enterprise Certification Authority, Lientp ceptudukaumm
Aladdin eCA
* [lanee no OKYMEHTY - CepBMC
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Mopsapok Lo
P UcnonHsemblit daiin HaumeHoBaHue HasHaueHue
3anycka
MNpepHa3HaveH ans noeHTMduKauum "
Moaysib ayTeHTUdMKaLUMKM  MONib30BaTener  Mporpammsl,
7 security-service.jar Y YNpaBiEHUS YYETHbIMKW 3anNUCAMM NOJib30BaTeNen
6e3onacHocTH
nporpammsl, npepfocTtaBneHus wuHdopmauum o
nonb30BaTeNsIX NPoOrpamMmmsl.
Ob6ecneynBaeT B3aMMOLENCTBUE C PECYPCHbIMU
. Mogaynb paboTbl € cucteMaMu u obecnevmBaet nybankaumio
8 ldap-service.jar
LDAP CcepTMdUKATOB B peCYpCHYI0 CUCTEMY, A TaKXKe
nosyYyeHue AaHHbIX U3 PeCYPCHOM CUCTEMBI
. MNpenHasHayeH 419 onoBeLLeHMs NoCpeacTBOM
event-delivery- Mogaynb onoseLieHus P . P o
9 . . paccbiNku yBeAOMMAEHUI MO aApecaMm 3NeKTPOHHOM
service.jar nonb3oBarenemn
noyThbl BNajenbLeB cepTUdUKaTOB
ObecneuynBaeTt co3gaHune cepTudmkaTa, NOLNUCH
. . cepTudmKaTa (BKIOYAS LLENOYKM CEPTUDUKATOB),
certificate-authority- Mopaynb pTvd ( pTvd )
10 . reHepaumio CRL, Banupaumio ceptudmkara,
service.jar cepTudumKaToB -
B3aMMOENCTBME YNONHOMOYEHHOrO NOb30BaTENS
C KOHTeMHepaMu 1 TOUYKAMK pacrpoCTPaHEHUS.
O6ecneumBaeT 0bcnyxMBaHue Touek nybamkaumnm
11 ublisher-service.jar | Moaynb nybnukauum
P ’ ¥ 1Y CRL, Delta CRL u AIA
- . Ob6ecneynBaeT B3aMMOLENCTBUS C TOUKAMMU
validation-authority-
12 service iar Mopaynb BanuaaLMmn | pacnpocTpaHeHus, a Takxke AN BannLaLMm
g cepTudumKaToB
MNpenHa3HaveH o9 npepocTaBieHus
13 external-integration- Moaynb BHELWHUX Nonb30BaTeNIM UM BHELIHMM CUCTEMAM J0CTYyNa K
service.jar UHTerpauui nporpamMMmHbIM MHTepdercam (nybnaunyHbii API)
Nporpammsl, peanusyembiM APYTMMU MOLYNSIMU.
Ob6ecneynBaeT ynpasneHne XM3HEHHbIM LIUKIIOM
nporpammel, eé COCTOSIHMEM M NapaMeTpamu
14 settings-service.jar Mopynb HacTpoek (naHHbIE 0 NpoaykTe, KOH(UrypaLms cepBepHOro
ceptudumkata SSL, paspelleHHble usgatenu
ceptTudmKaToB)
MNpepocTasnser nonb30BaTeNbCKUe Beb-
15 routes-service.jar Moaynb ynpasnenus | uHtepdencol, obecneynsaet pasrpaHuyeHue
[OCTyNa Ha OCHOBe poJiei Nonb3oBaTenen
MpenHa3HauveH ans nepeHanpasneHus
nocTynawwux B MPOrpaMMy 3anpoCoB B HYXHbIN
16 api-gateway- Mogaynb cepBuC (Ha OCHOBaHMM [aHHbIX, yKa3aHHbIX B URL
service.jar NPOKCUPOBAHUS 3anpoca), a Takxke 419 nepeHanpaBneHus 3anpocoB
K Moaynto 6e30nNacHOCTM C LEeNblo ayTeHTUDUKALMM
nosib30BaTens
«509-provider Mopaynb MNpepHa3HayeH ans ayTeHTUdUKaLmMm
17 ser\?ice - ayTeHTUdUKaUMM Nno | nonb3oBartenerr B mnporpamMMe no ceptudukary
g cepTubukaTy pocryna.

AO «AnadouH P.[].», 1995—-2025 a.

Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasnerus Llenmpa cepmuguxayuu Aladdin Enterprise Certification Authority

Cmp. 12/ 271




LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.A/NOE.03.01.020-01 32 01-2

1.4 3aBepwieHune paboTbl NpOorpaMmMbl B TepMUHaANeE

[nsa 3aBepleHns paboTbl MpoOrpaMMHOro KoMnoHeHTa «LleHTp ceptudukauumn Aladdin Enterprise Certification
Authority» B TepmMmnHane OC BbINOAHWTE KOMaHAY C NpaBaMu cynepnosib3oBatens (root uam sudo):

sudo systemctl stop aeca-ca.service

lporpaMMHOe cpeacTBO NpW OCTaHOBKE OTKAKOYaeT OT Beb-cepBepa CBOW KOHburypaumio. B pesynbrate
OTK/II04eHWs 0T BeH-cepBepa KOHGUIypaLMm 3aKpblBAKOTCS NOPThI, UCMOb3YEMblE AN 4OCTYNa K NPOrpaMMHOMY CpeACTBY
(onpepensitoTca napameTpamu «http port» 7 «http port» KOHMUIYpPaLMOHHOIO daiina
/opt/aecaCa/scripts/config. sh), eCiv AaHHbIe NOPTbl HE UCMOJIb3YIOTCS MHBIMU MPOrpaMMaMMu.

AO «AnadduH P .», 1995-2025 2. Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasnerus Llenmpa cepmuguxayuu Aladdin Enterprise Certification Authority

Cmp. 13 /271



LleHTp ceptndukartos soctyna Aladdin Enterprise Certificate Authority Certified Edition RU.ANAE.03.01.020-01 32 01-2

2 JIMUEH3NPOBAHWE MNPOIrPAMMDI

2.1 MNepBUYHOE NULEH3NPOBaHUE

MNocne ycTaHOBKM NpOrpaMMHOro KomMnoHeHTa «LleHTp ceptudmkaumm Aladdin Enterprise Certification Authority»
B MOSIBUBLUEMCS OKHE MHULMaNU3aumMm HeobxoamMmo BblbpaTth Gain nuueHsum ¢ paclwmpernem . lic (cm. PucyHok 1).

OpMH 3K3eMnnsp MpOrpaMMHONM NULEH3UM NpefHasHavyeH Ans paboTbl OAHOro 3K3eMnaspa MporpaMMHOro
KomnoHeHTa «LleHTp ceptndumkaumm Aladdin Enterprise Certification Authority».

A\ B cucteme oTCyTCTRYET AKTVBHAR MMLeHIMA. X

arpysuTe GaRN nerIH

3arpysuTe daiin nuueHInm

Daiin He BbIBpaH Buibpars daitn

PucyHok 1 — OkHO MHMuManusaumm LeHTtpa ceptudukaumm. War 1 - Boibop nnueH3sum

o [lanee HaXMuTe CTaBLUYD aKTUBHOM KHOMKY <[poBepuTb> AN NpOBEPKM BanMAHOCTU daina nuueH3nm (Cm.
PucyHok 2).

LeHTp CepTudrkaumu

Aladdin Enterprise CA

Nposeputs

PucyHok 2 - OkHO MHMUManu3aumm LieHTtpa cepTudumkaumu. Lar 1 - npoeepka nuueH3nu

e [lpu 3arpysKke NMLEH3UM NPOAYKTA MPOBEPAETCA NOANMCh, CPOK U KtOUYEBbIE NONA:
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- NpU HeCcoBMAZEHUM KNOYEBbIX none - productId M id agMuHucTpaTop OyaeT yBeAOMNEH
coobleHneM Ha akpaHe «[laHHag nuMueH3us He NpefiHa3HaveHa ans npoaykTta Aladdin Enterprise CA» (cm.
PucyHok 3);

© Owuska

DaMHAR IHLEHSR He NDEARASHEYENE WA NPOLY

LleHTp CepTudumkaymu
din Enterprise CA

SarpyauTe $aiin nvueraM

MposepuTy

PucyHok 3 - OkHO MHUUManu3aumn LleHTtpa cepTudumkaumm. Npoeepka nmueHsmu. HecosnageHue nonen

- NpV HecoBnafeHWu MOAMUCK NULEH3UM agMuHUCTpaTop OyneT yBedOMNEH COOOLEHMEM Ha 3KpaHe
«Moanucb HeBepHa» (cM. PucyHok 4);

© Ouwuéka
MoANKcs HeBepHa

LleHTp CepTudumkaymu
’ din Enterprise CA

SarpyauTe $aiin nvueraMy

MposepuTy

PucyHok 4 - OkHO nHMumManusauuu LleHTpa ceptudmkaunm. JinueHsuna npegHasHavyeHa ois Apyroro npoaykra

- NpM UCTEYEHUM CPOKA AENCTBMS NULEH3UM agMUHUCTpaTop ByneT yBenLoMNEH coobLieHneM Ha 3KpaHe
«CpoK nULLEeH3MM UCTEK» (CM. PucyHok 5);
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LleHTp CepTuUdrkaummn
Aladdin Enterprise CA

3arpyauTe haiin avueHaum

aladdin_aladdin_10_c MposepuTy.

PucyHok 5 - OKHO nHUumanusaumm LleHtpa ceptudukaummn. Cpok MMLEH3UN UCTEK
B CNy4yae paHee YCTaHOBJIEHHOM NIMLLEH3UN Ha TeKylieM paboyem mMecte M HoBol yctaHoske 10 Aladdin
eCA agMuHucTpaTop 6yaeT yBeaoMEH CO0BLLEHMEM Ha IKpaHe «B cucTeme yxke NpUCYTCTBYET NMNMLEH3USY;
Npu HEBO3MOXHOCTM UTEHMs comepxumoro darna nuueHsun agMmuHucTpatop OyaeT yBefoMNéH
coobuieHneM Ha 3KkpaHe «HekoppeKTHbIi hainy.
Ecnun nnuensua npoaykra «LleHTp ceptudmkaummn» Aladdin eCA ycnewHo npoxoauT NpoBepKY Ha BaMAHOCTD,
TO aKTUBMUPYIOTCSA KHOMKKU <CreHepupoBaTh K4 M CO34aTb LLEeHTP cepTudukaumnm> u <MMnopTMpoBaThb KoY
M co3patb UeHTp ceptudukaummn> (cM. PucyHok 6). Takxke Ha 3kpaHe OyayT oTobpaxkeHbl napameTpbl
JIMLEH3UK:
- nepeyeHb BO3MOXHbIX TUMOB LEHTPOB cepTUdUKaLum B nose «Tunbl LEHTPOB cepTUdUKaLUNY;
nepeyeHb AOCTYNHbIX An5 BbI6Opa MMEH LeHTpa cepTudumkaummn B none «CN LeHTpa ceptudmkaumnm»
nepeyeHb MMEH KOpHEBbIX LEHTpOB cepTudumkaumm B none «CN KOpHEBOro uUeHTpa cepTuduKaumum».
[aHHOoe none He oTOBpaXxaeTCs, eC/IM NULEH3MSI NO3BOISIET CO34aTb TONbKO KOopHeBo#i LIC;
- MakCMManbHOe KONM4ecTBO CyObeKTOB C AelCTBylWMMKU cepTudumkatamn B none «CybbekTbl ¢

LEeNCTBYOWUMM cepTUdUKATAMMNY;

- CpOK OeWCTBMA IMLLEH3MM B Nofie «[lecTByeT fo».
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LleHTp CepTudukaumnm

din Enterprise CA
3arpyaute aiin nuueHsum

R 11.30lic NposepuTs

4 CreviepuposaTs kniow 4 co3ae
LeHTp cepTudukaumin

PucyHok 6 - OkHO nHMumManusaumu. NpoBepka Ha BannAHOCTb Parna NMLEH3MM NpoLna ycnewHo

e [lanee HaxmuTe KHoMky <CreHepupoBaTb K4 M CO34aTb LEHTp cepTudMKauumn> ONs nepexopa K
uHMumManmsauum LleHtpa ceptudukaumm ¢ reHepaumen knwoda (cm. pasgen 3.1).

JInbo HaxmuTe KHOMKY <MMMOpTMpOBaTb KAKY M CO34aTb LEHTP cepTudMKauum> ans nepexoma K
uHMumManumsauum LleHtpa ceptudukaumm ¢ MUMNOpPTOM Ktoya u3 KoHTerHepa PKCS#12 (cm. paspen 3.2).

2.2 OrpaHu4eHune nuueH3un

e JlMueH3uno HeobxoaMMo MMMOPTUPOBATb A1 KaXK40ro passopavymeaemoro LLeHTpa CEpTVId)VIKaLI.VIVI.

e JlMueH3Us Ha NPaBO UCMO/b30BaHKUS NPOrPaMMbl OFPaHMYMBAET TUMbl LEHTPOB CEPTUGUKALMMU (KOPHEBOM UK
MOJAYMHEHHDII), KOTOPbIE MOTYT BbITb CO3AaHbI.

e JlMueH3Us HA MpaBO MCMO/b30BaHWUS MPOrPaMMbl OTPaHUYMBAET MMEHA LEHTPOB cepTUdMKALMM, KOTOpble
MOTYT ObITb YKa3aHbl NpU CO3LaHUM LEHTPa cepTUdUKALMM ONpeLeNeHHOro Tuna.

e JlMUEH3MA Ha MpaBO MCMOMb30BaHMA MPOrpaMMbl OTPaHUUMBAET MaKCMMANbHOE KOJWMYECTBO CyGbekTos,
KOoTopble MOryT 6biTb BNaLeNbLaAMM AENCTBYIOLMX CEPTUPMKATOB.

e JlMueH3us Ha NpaBo MCMOAb30BaHMS MPOrPaMMbl OrpaHMYEHA CPOKOM AEMCTBUS.

o (BeneHuns 06 yCTaHOBNEHHOM NULLEH3MU LOCTYNHbI AN NpocMoTpa B okHe «O nporpamMme» (cM. PucyHok 7,
PucyHok 8, PucyHok 9), Bbi3biBaeMOM Ha BepxHel naHenu 3kpaHHOM ¢opmbl LleHTpa cepTudukaumn wm
CoLepXalmM criefyolme AaHHbIE:

- JAOMeH nnueH3un B none «JInueHsunay;

- AaTa M BpeMs OKOHYaHWs CPOKa AeNCTBMS NMLEH3MK B none «[lencTByeT Oo»;

- JBOCTyMNHblE AN CO34aHMS TUMbl LEHTPOB cepTudUKauum B none «Tunbl LEHTPOB CepPTUdUKALUUNY.
Ecnn no nuueHsum poctynHo cospanue Tonbko ogHoro Tuna LLC, To none HasbiBaeTcs «Tun ueHTpa
ceptudumKaumMm» U UMeTb 3HAYEHME «KOPHEBOW» MU «MNOAYMHEHHbIA» B 3aBUCMMOCTM OT NapaMeTpoB
NNLEeH3MK;

- nepeyeHb JOCTYMHbIX AN Bbibopa MMeH LeHTpa cepTudukaumm B none «CN LeHTpa cepTudukaummy;

- nepeyeHb MMEH KOPHEBbIX UEHTPOB CepTVIq)MKaLI,VIVI B none «CN KOPHEBOIo LEHTpPA CepTMCbMKaLI,MM».
[aHHoe none He OTO6pa)KaETC‘iI, €eC/In TNUEH3MA NO3BONAET CO34aHNE TOJIbKO KOPHEBOIO LI,C“.

4 B naHHOM cnydae nepeyeHb uMeH LIC n umen kopHesbix LIC ByaeT cosnaaatb.
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- TeKyuwee U npegenbHoe Konn4ecrteo Cy6b6KTOB C ,IJ,EVICTBleIJJ,VIMVI CepTVId)VIKaTaMM B none «Konnuectso

CyObeKToBY.

Aladdin Enterprise CA 2.2.0.630

aladdin

31.08.2035 23:59:59

KOpHEBOW

CA_INFORM

39/1000

PucyHok 7 = OkHo «O nporpamme»

ans nuueHsunm Ha KopHesow LIC

Aladdin Enterprise CA 2.2.0.630

aladdin
31.08.2025 23:59:59
MOAYNHEHHbIV

SUB_CA_INFORM
aladdin

111 /1000

PucyHok 8 - OkHo «O nporpamme»
ONs nvueH3mn Ha MopgumHérHbIn L,C

Aladdin Enterprise CA2.2.0.665

He onpepgenesio
07.01.2025 23:59:59
NOAUYMHEHHBIN, KOPHEBOM

Sub; Root; Sub1; Root1
Root; Root1

PucyHok 9 - OkHo «O nporpamme»
ONs nMueH3mmn Ha oba tmna LC

2.3 OKOH4YaHMe CPOKa AeNCTBUA NNLLeH3UN

e [locne ncrteyeHns cpoka AenCTBUA NULEH3UM PYHKLMS BbIMYCKa CEPTUDUKATOB CYOLEKTOB CTAHET HEAOCTYNHA.
KHonku <Co3patb ceptudukaTt> B pasgenax «UeHTtp ceptudumkaumm» n «Ceptudukatbl», KHonka <lMognucatb
3anpoc> B pasgene «LleHTp cepTudukaumm» 6yayTt 3abnokmpoBaHsbl. [pu HaBefeHUM Ha 3aBNOKMPOBAHHbIE
KHOMKM BypeT nokasaHo coobleHne o npuynHax 6nokuMpoBkM «Cpok AENCTBUS NULEH3UM UCTEK» (CM.

PucyHok 10).

LeHTp ceptudukauum Aladdin eCA

OTo6paxa...
NOT GOST
Testp1234

TEST111

Testp123

OoCsP 1

LleHTp cepT...
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SUB_CA_INFO.

SUB_CA_INFO.

SUB_CA_INFO.

SUB_CA_INFO.

11.10.2034 2

SUB_CA_INFO

SUB_CA_INFO.

SUB_CA_INFO.

SUB_CA_INFO

CocrosiHne

NOTGOST  INITIALADMIN_100 @

Kon-so c...
42643

8
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PucyHok 10 - 3abnokupoBaHHasi KHomnka <Co3aaTtb CEpTUGUKAT> MO UCTEYEHWUMU CPOKa AEWCTBUS NULLEH3NM

2.4 NpoaneHne CPOKa AEACTBUA NULLEH3UN

e [lnga poctyna K nojiHOMY QYyHKLMOHany KoMnoHeHTa «LeHTp ceptudukaumm Aladdin eCA» Heobxogmmo
3arpysuTb AeNACTBUTENbHYIO IMLEH3MIO, HAXaB KHOMKY </IMNopTMpOBaTb MLEH3MI0> B OKHE «O nporpamme»
(cM. PucyHok 7, PucyHok 8), pacnonoxeHHOM Ha BepXHel naHenu akpaHHow Gopmbl «LLeHTpa cepTudukaumms.

e B OTKpbIBLIEMCS OKHE MMMNopTa AuueHsuu (cM. PucyHok 11) 6yper poctynHa uHbopmaums O Tekylien
YCTAHOBAEHHOM NULEH3UMN.

e Bbibepute dain nuueHsnm B popmaTte . lic.

3arpysuTte ¢paiin nuueHsun

Daiin He BeIGpaH Beibpath daiin

PucyHok 11 — OKHO nMnopTa AULEH3UM
e [locne Bbibopa danna NMLEH3MM HAXXMUTE CTaBLLUYIO aKTUBHOM KHOMKY <[poBeputb>. [poncxoaut nposepka

undposon noanucu danna AULEH3UM, CPOKA LENCTBUS NIMLEH3UM U KIOYEBbIX nonen danna nuueH3suu
«productld» u «id».

e [lo pesynbTatam ycnewHoM NPOBEpPKM Ha BaNMOHOCTb B TeKyWeM OKHe 6yayT mnokasaHbl napameTpsbl
3arpy>aeMom NULeH3nu:

- nepeyeHb BO3MOXHbIX TUMOB LIeHTPOB cepTUdMKaLMKM B Mosie «TUMbl LLeHTPOB cepTuduKauum»;
- nepeyeHb AOCTYMHbIX ANs BbIbopa UMEH LeHTpa cepTudukaumm B none «CN ueHTpa cepTudukaummn»

- nepeyvyeHb MMEH KOPHEBbIX LEeHTpoB cepTudukaumn B none «CN KOpHEBOro LeHTpa cepTUdUKaLUUy.
[NlaHHOe none He oTOGpaXaeTcs, eCu NULEH3US NO3BONSET CO3AaTh TONbKO KopHesoit LIC;

- MakCMManbHOe KONM4ecTBO CyObeKToB C AeWcTByllWMMKM cepTudmkatamn B none «CybbekTbl ¢
LEeNCTBYOLWUMM cepTUdUKATAMMUY;

- CPOK OeNCTBUSA MLEH3MM B none «[lencTeyet fo».
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3arpyzuTe ¢paiin MMueHsnm

Lic3.lic MposepuTs

Wwmnoptuposats

PucyHok 12 - OkHO MMMopTa AMLEH3MKU NOoC/e YCNELWHOM NPOBEPKM HA BaMAHOCTb

L] Haxxmute KHOMKY <MMI'IOpTMPOBaTb> Anga yCTaHOBKU NIULLEH3UN.

MNMocne ycnewHoro umMnopTta nnLeH3uu bypet:

- BbIBEAEHO Ha 3KpaH yBefoM/eHWe 06 yChelwHoM YyCTaHOBKE IMLEH3UK «YCnewwHo. JInLeH3ns 3arpyeHas;
- 06HOBNEHbI AaHHbIE NMLEH3UM B Nnosie «[leicTByeT fo» okHa «O nporpamme;

- npowusBepeHa 3anucb B XXypHan cobbituit CAENV0O02.

e [locne ycnewHow ycTaHOBKM IMLEH3UU DYHKLMOHAA NPOrpaMMHOro CpeacTsa AOCTYNEH B NOSIHOM obbeMme.

e [lpu nonbiTke MMMNOPTA NULEH3UU, B KOTOPOM B nepeyeHb uMmeH LleHTpoB cepTudmkaumm He BXOOAT MMEHA
nencteyowmx® LleHTpoB cepTuduKaummu (yuutbiBaeTcss KOoMOGMHaumsi uMeHu LleHTpa cepTudukaumm u
KopHeBoro LleHTpa cepTudmkaumm)®, reHepupyetcsa cooblieHre 06 ownbke «B MMNOpPTUPYEMOM NULLEH3UM
OTCYTCTBYET MM OEeMCTBYIOLLEro LeHTpa cepTUdUKaLnmny».

> MIMetowumx cTaTyc «AKTUBMPOBAH» UK «He akTMBMPOBaH».
5 IMnopTupyemas NMLEH3Ms NO3BONSET NOBTOPHO CO3AaTh Nt060I M3 AencTBYOWMX LIeHTpoB cepTudmkaumm.
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3 HAYAJ10 PABOTbI C MPOrPAMMOWN

Mocne Bbibopa nuueH3uu (pasgen 2.1) Heo6X0AMMO MHMLMANU3MPOBATb LLeHTp cepTudmkaumm.

Ong vanumanusaumn LLC ¢ reHepaumelt COBCTBEHHOrO KJO4a HaxMuTe KHOMKy <CreHepupoBaTb KoY U

CO34aTb LEHTP cepTUdMKaLMN> U BbIMOJHUTE MHCTPYKLMM U3 pasgena 3.1.

Ong wHnumanmzaumm LLC ¢ UMNOPTOM CyLLeCTBYHOLWLEro Kao4va M3 KoHTelHepa PKCS#12 HaxmuTe KHOMKY
<MMnopTUPOBaTbL KNOY M CO34aTb LEHTP CePTUDUKALMN> U BbIMONHWUTE MHCTPYKLMM U3 pa3gena 3.2.

3.1 UHnumnanusauma LeHTpa cepTuduKaumm c reHepaumen Knoda

3.1.1 Nunumanusaumus KopHesoro LleHTpa ceptudukaummn c reHepaumei Kawda

Ons nHnumanmsaummn KopHesoro LleHTpa ceptudumkaumm € reHepaumen Kaya BbiNOAHUTE Cieaylolme Wwarn:

Ecnu B none «Tunbl LEHTPOB cepTUdMKaLUMY YKA3aHO 3HAYEHME KKOPHEBOW, NOAYMHEHHDIMY, TO 0TOBpa3nTCS
MoJanbHoe OKHO «OKHO MHMLManM3auumn KOPHEBOro ueHTpa ceptudwmkaumun. War 1/4» ¢ waroM Boibopa
nvueHsum (cM. PucyHok 13). ng nimumanmsaummn KopHesoro LieHTpa ceptudukaumm HeobxoamMmo Bbi6paTh
™MN «KOpHEBOM» M HaXaTb Ha KHONKY <poaonxuTb>.

Ecnv B none «Tunel LeHTpoB cepTUdMKALMU» YKA3aHO 3HAYEHME «KKOPHEBOW», TO AaHHbIN LWAr NPONyCcKaeTcs.

BLIGEPHTE THN LIEHTPA CEPTHONKALHH

KopHeso#n

MOAYHHEHHBIR

PucyHok 13 — OKHO MHUUManu3aumm ueHTpa ceptudukaumu. LWar 1/4 . Beibop TMna ueHTpa ceptudukaumm

Ha ware 2/4 (cMm. PucyHok 14) 3anonHute nons:

«OTOBpaaemMoe uMsa» - BBEAMTE MMs CO34ABAEMOr0 LEHTpa cepTudMKaumu, Kotopoe 6yaert
oTobpaxatbcsi B MHTepdeice LIC Aladdin eCA. OHO MoOxeT comepxaTb OYKBbl NATUHCKOrO W/Mu
Kupunanyeckoro andasuta, uudpbol ot 0 go 9, cumeonbl Tabamubl ASCII, MakcumanbHas anuHa 200
CMMBOJIOB;

«MMs ueHtpa ceptudumkaumm» (Common Name) - Bbibepute MMS CO343aBAaEMOrO KOPHEBOrO LIEHTpa
cepTudurKaLMmn 13 NnepeyHs BO3MOXHbIX MMEH B COOTBETCTBMM C NapaMeTpamMu ULEH3UM;

«CypduMKC pasnnyalolLerocs MMeHU» -  yKaxuTe CydOUKC pas3Myalowerocs MMEHW KOPHEBOTO
ceptudukata (popmat BBoaa cyddukca npuBefneH cnpaBa oT nons). OrpaHuMuMTenu BBOAA MeXAy
napameTpaMu - 3ansTble U 3angTele ¢ npobenamu. [1nMHa BBOAUMOro cy@duKca pasnnyaoLLerocs UMeHu
He Ao/ikHa npesbiwatb 250 6anTt. BBOoA aTpMbyTOB BO3MOXEH B NOOOM Mopsiake, HO B cepTuduKaTe
nopsaoK aTpubyToB H6yneT yCTaHOB/IEH B COOTBETCTBMM C HOMEPaMM MYHKTOB B Tabnuua 2.
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YkaxuTe 0To6paxaemoe UMa 1 Cyddrke pasnnuaioLLerocs UMeHU AN cepTudukara

Wms ueHTpa cepTugmkaLmn
‘ RootCA

PucyHok 14 — OKHO MHMLMANU3aLMKM KOPHEBOIO LieHTpa cepTudukaumm. War 2/4

Tabnuua 2 - MopaepxmBaemble aTpubyThl CydPUKCa pasnnyatoLLErocs MMEHN

N2 HaumeHoBaHue aTpubyTa Onucanue atpubyra
1 EMAILADDRESS= E-mail address (afpec 3neKTpOHHOM NOYTbI)
0OID:1.2.840.113549.1.9.1
2 CN= Common name
OID: 2.5.4.3
3 UID= Unique Identifier (yHMkanbHbIV naoeHTMdUKATOP)
OID: 2.5.4.45
4 SERIALNUMBER= Serial number (cepwiiHbin HOMEp)
OID: 2.5.4.5
5 Ou= Organizational Unit (otoen (opraHusauum)
0OID: 2.5.4.11
6 0= Organization (opraHu3saums)
0ID: 2.5.4.10
7 L= Locality (pavioH)
OID: 2.5.4.7
8 ST= State or Province (o6nactb, kpai, pecnybnuka)
0ID: 2.5.4.8
9 C= Country (cTpaHa, BBOA OCYLLECTBAATL cOrnacHo pernameHTy I1SO 3166)
0ID: 2.5.4.6
10 | T= Title (3arnasue)
0ID: 2.5.4.12
11 SURNAME= Surname (bamunus)
0ID: 2.5.4.4
12 STREET= Street address (agpec - ynmua)
0OID: 2.5.4.9
13 INITIALS= First name abbreviation (MHMUKanbI)
OID: 2.5.4.43
14 | GIVENNAME= Given name (first name - umsq)
OID: 2.5.4.42
15 DC= Domain Component (first) (nepBbiit JOMEHHbIM KOMMOHEHT, NpU MOBTOPHOM
BBOAE — BTOpOM)
0ID: 0.9.2342.19200300.100.1.25
16 | UNSTRUCTUREDADDRESS= | IP Address (IP-anpec)
01D: 1.2.840.113549.1.9.8
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Ne HaumeHoBaHue aTpubyTa

OnucaHue aTpubyTa

17 UNSTRUCTUREDNAME=

Domain name (gomeHHoe nms — FODN)
01D:1.2.840.113549.1.9.2

18 | POSTALCODE=

Postal code (no4ToBbIN MHAEKC)

OID: 2.5.4.17
19 | BUSINESSCATEGORY= Organization type (kaTeropws (TMn) opraHusauum
OID: 2.5.4.15
20 | TELEPHONENUMBER= Telephone number (TenedoHHbIV HOMep)
0ID: 2.5.4.20
21 PSEUDONYM= Pseudonym (ncesgoHum)
0ID: 2.5.4.65
22 POSTALADDRESS= Postal adress (mouToBbIf agpec)
0ID: 2.5.4.16
23 NAME= //Name (nononHuTenbHoe ums)
0ID: 2.5.4.41
24 DN= DN Qualifier (npu3Hak OTAMYUTENBHOTO UMEHM 419 MAEHTUDMKAUUKM CyObeKTa)

0ID: 2.5.4.46

25 DESCRIPTION=

Description (kpaTkoe onucaHue)
0ID: 2.5.4.13

26 INN= NHH (MaeHTUbUKALMOHHBIN HOMEpP HanoronnaTenbLmnKa)
0ID:1.2.643.3.131.1.1

27 | OGRN= Ol'PH (ocHOBHOM rocyaapCTBEHHbIW PErMCTPALMOHHBIN HOMED)
0ID: 1.2.643.100.1

28 OGRNIP= OrpPHMN (ocHOBHOM rocyaapCTBEHHbIN perMcTpaumMoHHbIN HOoMep
WHAWMBMAYaANbHOIO NpeanpuHUMaTens)
0ID: 1.2.643.100.5

29 SNILS= CHUANC (CTpaxoBol HOMEp UHAUBUAYANbHOMO IULEBOrO CYETA)
OID: 1.2.643.100.3

30 INNLE= MHH topuamnueckoro nuua

01D:1.2.643.100.4

Mocne 3amnoHeHUs Noei HAXXMKUTE Ha KHOMKY <[pofomKUTb> AN Nepexoaa K CIeayLeMy Lary.

e Ha ware 3/4 Heo6x0aMMO OMpeaenuTb, Kakoi AO/MKEH MCMONb30BaTbCA KPWUMTONPOBaMAED ANA KaXaoro

anropuTMa Mpu CO34aHMM CepTUdMKATa LEHTPa CEPTUPMKALUM U B MOCIEAYIOWMX CLEHAPUAX BbIMyCKa
cepTndrKaToB CybbeKTOB. 1N OTK/IOYEHHbIX KPUMTONPOBAWAEPOB BbIGOP anroputMa OyLeT HELOCTYNEH U
npu BbIMyCKE CEPTUPMKATOB, HECMOTPS HA [JOMYCTUMble 3HayeHus B WabnoHax. [Ons Bbibopa
KpMNTONpOBaiaepoB 3anonHuUTe cnepyowme nonsa (cM. PucyHok 15):

- «RSA» - none Bbibopa KpunTonpoBanaepa ans anroputma RSA, ponyctumblie BapuaHTbl Bbibopa:
o CraHaapTHbIN (MO YMONYaHWIO);

o Kpuntollpo CSP7 (mocTyneH TOAbKO MpPWU  HaAMuMKM  aKTMBHOTO M MOAK/KYEHHOrO
kpuntonposangepa «Kpuntollpo CSP», paboTatowero Ha cepeepe COBMECTHO C KOMMOHEHTOM
«LleHTp ceptndmkaumm Aladdin eCA»);

o OTtknioveH.
- «ECDSA» - none Bbibopa kpuntonposaigepa ans anroputma ECDSA, nonyctnMble BapuaHThl Bbibopa:

o CraHpapTHbIV (MO YMONYaHUIO);

” MNMonpobHas MHdOpMaums no HacTpoiike B3aumoaencteus MO «LleHTp ceptudukaTtoB goctyna LieHtp ceptudukatos goctyna Aladdin

Enterprise Certificate Authority Certified Edition» ¢ kpuntonposaiaepom «Kpuntollpo CSP» onucaHa B [MpunoxeHuu 5, «PykoBoacTeBa agMUHMCTpaTopa.

YctaHoBka u obcnyxuBanue LleHtpa ceptudukaumm Aladdin Enterprise Certification Authority. «LleHTp cepTudukatos poctyna LleHTp ceptudukatos

poctyna Aladdin Enterprise Certificate Authority Certified Edition». RU.AJIAE.03.01.020 32 01-1».
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o OTKNoUeH.

«OCT P 34.10-2012» - none Bbibopa KpuntonpoBawgepa pna anroputma TOCT P 34.10-2012,
[LOMYyCTUMble BapuaHThbl Bblibopa:

o Kpuntollpo CSP (moctyneH TONMbKO NpU  HaNMYMM  AKTUBHOMO WM MOAKIHOYEHHOro
kpuntonposangepa «Kpuntollpo CSP», paboTatowero Ha cepeepe COBMECTHO C KOMMOHEHTOM
«LleHTp ceptndmkaumm Aladdin eCAv);

o OtkntoyeH (No yMonyaHuio).

Ha cnepyrowem ware He GyaeT AocTyneH AnsA BbiGopa anropuTMm Kik4va, AN KOTOPOro ykasaHo
3Ha4YeHue KpuntonpoBangepa «OTKNOYEHY.

Mpu oTknroYeHUM Bcex KpuntonpoBanaepoB KHonka <[pogomkutb> He OyaeT akTUBMpOBaHa U
nepexoa K cneayowemy wary 6yaet HeBO3MOXEH.

BuiGepuTe KpUNTONPOBAACPOB ANA BCEX KPUNTOrpadryeckinx onepaLvii LeHTpa cepTudukayuu

RSA
CraHAapTHbIN

ECDSA
CraHpapTHbIA

ro

Mpogonxute =

PucyHok 15 - OKHO MHUUMaNM3aLMmM KOpHEBOro LeHTpa ceptudumkauuu. Lar 3/4

Mocne BbIGOpa KPUMNTONPOBAMAEPOB HAXMUTE KHOMKY <[poaocIKUTL> AN Nepexoaa K cleaytolwemy wary.

e Ha ware 4/4 HeobxoaMMO yKa3aTb Cpok aencteus ceptudukata LC v 3apate napameTpbl kpuntorpadum (cm.

PucyHok 16). 3anonHute cnepytolme nons:

«Cpok pencreusa ceptudukaTa» — cpok aencraua KopHesoro ceptudukara (no ymonuanumio — 10 net). Beog
OCYLLECTBNSETCS BPYYHYH WM BbIOOPOM [aTbl OKOHYaHWUS AencTBuS cepTuduMKaTa B OTKPbIBLUEMCS
KaneHaape. MakcuMMarbHblii CpOK AeicTBuA cepTudmukaTta onpeaenserca wabnoHoM «Root CA»E;
ANropuUTM K/toYay» (COCTaB anropuTMOB 3aBUCUT OT BbIOpPaHHbIX MPOBaNAEPOB):

o RSA;
o ECDSA;
o [TOCT P 34.10-2012.
«[nuHa kntoya»:
o pna RSA: 1024, 1536, 2048, 3072, 4096, 6144, 8192 (no ymonuaHutio 4096);
o ana ECDSA: 256, 384, 521 (no ymonyaHuio 384);
o anaTOCT P 34.10-2012: 256, 512 (no ymonyaHuio 512).

«AJ'IFOpMTM X3W-CyMMbI»:

8 Mpo wabnoH «Root CA» cM. B MpunoxeHune 2. OnmcaHme nonei npeaycTaHoBAEHHbIX WabNoHOB cepTMdMKATOB
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o phs anroputMa knova RSA wnm ECDSA: SHA1, SHA256, SHA384, SHAS512 (BbibpaH no
YMONYaHuIo0);

o ana anroputma kntoda FOCT P 34.10-2012: TOCT P 34.11-2012.
- «MecTo XpaHeHMs 3aKpbITOro Koua»:

o [JocTynHble BapuaHTbl BbiGOpa, €CnM KpUNTONpPOBAMAEPOM BbIOPAaHHOTO anropuTMa Kioua
asnsietca Kpuntollpo CSP:

= JlokanbHoe xpanunuuwe Aladdin eCA (BbiGpaHO no ymonyaHuio, TpebyeT 3apaHee
nogrotosneHHom Ha b1CY kpuntonpoBarigepa Kpuntollpo CSP rammbl);

= Kpunolpo CSP (HDIMAGE);

= Kpuntollpo HSM (ZOCTYNHO TOMBKO MpW HaNM4MM NOLKIOYEHWUS KPUNTOMNpOBaWaepa
Kpuntollpo CSP k MAKM «Kpuntollpo HSM», cospaBaemble Ha [TAKM «Kpuntollpo
HSM» 3akpbitble kKntoum LC 9BAAOTCS HESKCMOPTUPYEMBIMY).

o B npotvBHOM cnyyaeT B HaHHOM MNOMe YKa3aHO HeM3MeHsieMoe 3HayeHue «JlokanbHoe
xpaHunuie Aladdin eCAx.

- Yek-60KC «3IKCNOPTMPYEMbIN 3aKPbITbiA KA4Y». Ecnn BbiIBpaHO MeCTO XpaHeHWs 3aKpbiTOro Kawua
«JlokanbHoe xpanmnuuwe Aladdin eCA», faHHbIM 4eK-6OKC BKJIKOYEH MO YMOMYAHUIO M HEOOCTyNeH ans
U3MEeHeHMs.

Mpu BbINycke cepTudmkarta goctyna LleHTpa ceptudpmkaumm pekomeHayeTcsA BbiGMpaTb anropuTmbl

x3w-cymmbl SHA256, SHA384 unn SHA512 (B cny4yae ecnu B KayecTBe anropvurMa Krko4a BbiopaH
RSA unu ECDSA).

Kpuntorpacduyeckas xaw-cyHkuma SHA1 He obecneumBaeTr TpebyemMon 6e30mMacHOCTU U MOXeT
ObITb BblOpaHa TONbLKO NPU He06Xx0AMMOCTU 06ecneYyeHUss COBMECTUMOCTMU.

Ykaxwute cpok gevicteus LIC n napameTpel kpuntorpagum

TeuA LiC
25.12.2034

MapameTpsl KpunTorpagum

RSA

AnvHa knoua

2048

Anroputm

SHA256
MeCTo XpaHeHUsi 3aKpLITOro K/koua LieHTpa cepTiuduKaLymm

HeHua

JNlokanbHoe xpaHunuue Aladdin eCA

Co3patb LIC >

PucyHok 16 — OKHO MHMLMANM3aLMKM KOPHEBOIO LieHTpa cepTudukaumm. War 4/4
MNMocne 3afaHNa 3HAYEHMI HAXKaTb CTaBLUYK aKTMBHOM KHOMKY <Co3path LLC>.
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e B cniyyae HeynayvHon nonbiTku co3fanus LLC 6yaeT otobpaxkeHo coobueHne 06 ownbke (cM. Tabnuua 3).

Tabnuua 3 - MNMepeyeHb coobLEHMI B Clyyae HeyaaqyHoM nonbiTku cosganmns LIC

TekcT ownbKU MpuunnHa

Owmnbka. Owunbka BBOJA HEWM3BECTHOrO MMEHM KOMMOHeHTa cyddukca
HekoppekTHbii KOMMOHEeHT cybdukca | pasnmyatowerocs UMeHu
pasnuyatowerocs uMeHu — <MiMg KOMnNoHeHTa>

Owmnbka. Owunbka HecooTBETCTBMS 3HauyeHMs B KOMMOHeHTe «CN»
JIMUeH3MOHHbIe  OorpaHuMyeHMs He No3BOASIOT | cydduKca pasnuyalollerocs UMEHM 3HAYEeHWH, YKa3aHHOMY B
co3patb LIC ncnonb3ys gaHHoe nMs JIMLEH3UM

Owmubka. Owwubka obpalleHns K KpUNTONPOBAMAEPY aNropuTMa reHepauum

Mpousowna owmnbKa MNpU CO3LAHUM KIILOYEBOM | KSIOUEBOWM Napbl.
napbl ans anroputMma ‘HassaHue anroputma’.

OwmnbKa. Owunbka BanMaaumm BBEAEHHOrO  3HayeHus  aTpmbyTta
Ownbka atpubyta attributeName: 3HauyeHne He | paznuuaouierocs MMeHn®. BO3MOXHbIE 3HAYEHUS MEPEMEHHOM
COOTBETCTBYET pEryasipHOMY BblpaxeHUto: “regex” | «attributeName» 1 COOTBETCTBYIOLIME UM 3HAYEHUS MEPEMEHHON
«regex» npefcTaBfieHbl B Tabimue Huxe:

attributeName regex

C “[A-Za-z){2}$

DN *[A-Za-z0-9"(+\-\/:=? |+$

EMAILADDRESS *[A-Za-zA-9a-90-9._-][+@[A-Za-zA-
fa-20-9._-]+$

SERIALNUMBER A[A-Za-z0-9"(+\-\V/=? |+$

INN “\d{12}$

OGRN “\\d{13}$

OGRNIP "\\d{15}$

SNILS “\\d{11}$

INNLE “\\d{10}$

Owwunbka npu cospaHumn LleHTpa ceptudukaumn. | BHyTpeHHss owmnbka 10
HeussecTHas owmnbka

e [lpu ycnewHom coszpaHmun KopHeeoro LIC u 3aBepleHUM MHULMANM3aLMKU LEeHTpa cepTudukaumm bynet
oToOpaXeHO COOTBETCTBYHOLLEE OKHO (CM. PucyHok 17). B HEM BO3MOXHO:

- cKauaTb cepTmdmkaTt co3paHHoro KopHesoro LIC;
- CKAyaTb Lenoyky cepTudukatos B popmare . pem;
-  WAM OTKPbITb CTPaHULY co3aaHHoro LleHTpa ceptudumkaumm.

Take B pe3synbTaTe YCNeLWHOro co3naHus gaHHoro LLC B KOHTeMHEpe 3akpbiToro kntoya faHHoro LIC 6yayT
cofepXaTbCs 3aKpbITbIi Koy AaHHoro LIC 1 uenouka cepTudukaTos faHHoro LICO.

° MpaBuna BaAMAaUMW 3HadYeHWit aTpubyToB npeacTaeneHbl B lMpunoxenue 4. MpaBuna BaAMAALMM 3HAYEHWIt MONEH MO YMOMYAHMIO
npefyCcTaHOB/EHHbIX LWabNOHOB CEPTUHUKATOB.

0 Ecnm mectoM xpaHeHus 3akpbiToro kiwoda LIC asnsetcs MAKM «Kpuntollpo HSM», To cosmaHHbI 3akpbiThiii kntod LIC 6yper
HE3KCMNOPTUPYEMbIM.
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KopHeBoIi LeHTp cepTudrkaumm yCreLHo co3aH.

OTKpHITL LEHTP cepTrdukalmia

PucyHok 17 — OKHO 3aBepLIeHUS MHULMANM3ALMM KOPHEBOTO LIEHTpa cepTudmKaumm

3.1.2 Uumumanusauma NMoaumHeHHoro LleHTpa ceptudmkaumm ¢ reHepaumeid kKawua

[ng numumanusauum NogunHeHHoro LieHTpa cepTndukaumm ¢ CO34aHMEM KKOUa BbIMOMHWUTE CleayoLme Wwarku:
e Ecnu B none «Tunbl LEHTPOB CEPTUDMKALMM» YKAZAHO 3HAUYEHME KKOPHEBOM, MOAYMHEHHDIN®, TO 0TOBpasnTCs
MoJanbHoe OKHO «OKHO MHMLManU3auuMu KOPHEBOro ueHTpa ceptudwmkaumu. LWar 1/4» ¢ warom Bbibopa
nmueHsum (cM. PucyHok 13). Ons uHuumanusauum lNogumHeHHoro LleHTpa cepTudukaumm Heobxoanmo
BbIOpaTh TMN «[TOAYMHEHHDBIV» M HaXaTb Ha KHOMKY <[poaomKkuTs>.
Ecnv B none «Tunbl UEHTPOB cepTUdMKALMMU» YKA3aHO 3HAYEHWME «MNOAYMHEHHbIM», TO [AaHHbIM Lwar
nponyckaeTcs.

BuiGepHTe THN LEeHTpa cepTuduKaLum

Koptesoi

MOAYMHEHHBIA

PucyHok 18 — OKHO MHUUManu3aumm ueHTpa ceptudukaumu. Lar 1/4 . Boibop TMna ueHTpa ceptudukaumm
e Ha ware 2/4 (cM. PucyHok 19) 3anonHute nons:

- «OTobpaxaemoe uMsi» - BBeAMTE WMS CO3[43BAaEMOro LEHTpa cepTudwukauum, kKotopoe 6yaert
otobpaxatbcsi B uHTepdence LIC Aladdin eCA. OHO MoOXeT copepxaTb OYKBbl NATMHCKOrO M/Mnu
Kupunanyeckoro andasuta, undpbl ot 0 go 9, cumeonbl Tabnmubl ASCII, MakcumanbHas givHa 200
CUMBOOB;

- «WMg ueHTpa ceptudmkaumnm» (Common Name) - Bbibepute MMS CO34aBAEMOro MNOAYMHEHHOrO LieHTpa
cepTuburKaLMmn 13 NepeyHs BO3MOXHbIX MMEH B COOTBETCTBUM C NMapaMeTpaMm JIMLEH3NU;

- «Cyddukc pasnuuarowerocs nMmeHu» - ykaxute cybdukc pasnmyatoerocs nMmeHn nogumHeHHoro LIC
(dopmat BBOZA cyddumkca npuseneH cnpasa oT nong). OrpaHuuMTeNnM BBOAA MeXAYy MapameTpamu -
3ansaTble M 3ansTble ¢ npobenamu. [nvHa BBOAMMOro CyPduKca pasnnyaloLLerocs UMeHM He [O0JIKHA
npesbiwatb 250 6ant. Beog atpubytoB BO3MOXEH B NOOOM nopsigke, HO B cepTudukaTe NopsaoK
aTpunbyToB HyAeT yCTaHOBMEH B COOTBETCTBMM C HOMEpaMu NyHKTOB B Tabauua 4.
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YkaxuTe 0To6paxkaemoe UMsA 1 cydbrKe PasnyaloLLerocs UMeHW Ana cepTudukara

VA LenTpa c

e
SUB_CA_INFORM

Cydduke pasnnuaroLLeroc

PucyHok 19 — OKHO MHMLMANU3auUMM NOAYMHEHHOIO LieHTpa cepTudukaumu. War 2/4

Tabnuua 4 - MopaepxmBaemble aTpubyThl CydPUKCa pasnnyatoLLEroCcs MMEHN

N2 HaumeHoBaHue aTpubyTa Onucanue atpubyra
1 EMAILADDRESS= E-mail address (afpec 3neKTpOHHOM MOYTbI)
0OID:1.2.840.113549.1.9.1
2 CN= Common name
OID: 2.5.4.3
3 UID= Unique Ildentifier (yHMKanbHbIV naeHTMdbMKaTOP)
OID: 2.5.4.45
4 SERIALNUMBER= Serial number (cepwiiHbin HOMEp)
OID: 2.5.4.5
5 Ou= Organizational Unit (otoen (opraHusauum)
0OID: 2.5.4.11
6 0= Organization (opraHu3saums)
0ID: 2.5.4.10
7 L= Locality (pavioH)
OID: 2.5.4.7
8 ST= State or Province (o6nactb, kpai, pecnybnuka)
0ID: 2.5.4.8
9 C= Country (cTpaHa, BBOA OCYLLECTBAATL COrNacHo pernameHTy I1ISO 3166)
0ID: 2.5.4.6
10 | T= Title (3arnasue)
0ID: 2.5.4.12
11 SURNAME= Surname (bamunus)
0ID: 2.5.4.4
12 STREET= Street address (agpec - ynmua)
0OID: 2.5.4.9
13 INITIALS= First name abbreviation (MHMUKanbI)
OID: 2.5.4.43
14 | GIVENNAME= Given name (first name - umsq)
OID: 2.5.4.42
15 DC= Domain Component (first) (nepBbiit JOMEHHbIM KOMMOHEHT, NpU MOBTOPHOM
BBOAE — BTOpOM)
0ID: 0.9.2342.19200300.100.1.25
16 | UNSTRUCTUREDADDRESS= | IP Address (IP-anpec)
01D: 1.2.840.113549.1.9.8
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Ne HaumeHoBaHue aTpubyTa Onucanue atpubyra
17 UNSTRUCTUREDNAME= Domain name (noMeHHoe umsa - FQDN)
01D: 1.2.840.113549.1.9.2
18 POSTALCODE= Postal code (nouToBbI MHAEKC)
OID: 2.5.4.17
19 | BUSINESSCATEGORY= Organization type (kaTeropws (TMn) opraHusauum
OID: 2.5.4.15
20 | TELEPHONENUMBER= Telephone number (TenedoHHbIV HOMep)
OID: 2.5.4.20
21 PSEUDONYM= Pseudonym (ncesgoHum)
OID: 2.5.4.65
22 POSTALADDRESS= Postal adress (nouToBbIit agpec)
OID: 2.5.4.16
23 NAME= //Name (nononHuTenbHoe ums)
OID: 2.5.4.41
24 DN= DN Qualifier (np13Hak OTAMYUTENBHOIO MMEHU ANs naeHTUdUKaunm cybbekTa)
OID: 2.5.4.46
25 DESCRIPTION= Description (kpaTkoe onucaHue)
0ID: 2.5.4.13
26 INN= NHH (MBeHTUbUKALMOHHBIN HOMEpP HanoronnaTenbLmnKa)
0ID: 1.2.643.3.131.1.1
27 | OGRN= Ol'PH (ocHOBHOM rocyaapCTBEHHbIW PErMCTPALMOHHBIN HOMED)
0ID: 1.2.643.100.1
28 OGRNIP= OrpPHMN (ocHOBHOM rocyaapCTBEHHbIN perMcTpaumMoHHbIN HOoMep
WHAVMBMAYaANbHOIO NpefnpuHUMaTens)
0ID: 1.2.643.100.5
29 SNILS= CHUANC (CTpaxoBol HOMEp UHAUBUAYANbHOMO IULEBOrO CYETA)
0ID: 1.2.643.100.3
30 INNLE= MHH topuamnueckoro nuua
0ID: 1.2.643.100.4

Mocne 3anofHeHUS Nosei HaXXMKUTe Ha KHOMKY <[MpoAomKUTL> ANs Nepexona K cieaytowemy wary.

Ha ware 3/4 HeobxoauMO onpenenuTb, Kakoh OO/MKEH MCMONb30BaTbCS KPUMTOMPOBAkLep ANS KaX4oro
anroputT™Ma npu Co3paHuM cepTuduUKaTa LEHTPA cepTMdMKALMM U B MOCIEAYIOWMX CLEHapUsX BbIMycka
CepTUOUKATOB CyObeKTOB. [/ OTK/IIOYEHHbIX KpUNTONPOBaiAepOB BbIGOp anroputMa GyaeT HeJOCTYNEH U

Mpu BbINYCKE CEPTUPMKATOB, HECMOTPS Ha [OOMYCTUMble 3HAYeHUs B

KpUNTOMNpPOBaiAEpOB 3aMoNHUTE cleayolme nons (cM. PucyHok 20):

wabnoHax. [Ona

BblbOpa

- «RSA» - none Bbibopa kpunTonposanaepa ans anroputMa RSA, nonyctumbie BapuaHTbl Bbibopa:

o CraHaapTHbIN (MO YMONYaHWIO);

o Kpuntolpo CSP (gocTyneH TOAbKO MpWM  HANMUMKM  AKTMBHOIMO W

NoAKNHOYEHHOro

kpuntonposangepa «Kpuntollpo CSP», paboTatowero Ha cepeepe COBMECTHO C KOMMOHEHTOM

«LleHTp ceptndmkaumm Aladdin eCAv»);

o  OTknwueH.

- «ECDSA» - none Bbibopa kpuntonposaigepa ans anroputma ECDSA, nonyctMMble BapuaHThl Bbibopa:

! Moppo6Has MHbOpMauMs No HacTpoiike B3aumopeiicTsua MO «LleHTp cepTudmkatos aoctyna LieHTp cepTudukatos goctyna Aladdin

Enterprise Certificate Authority Certified Edition» ¢ kpuntonposaiaepom «Kpuntollpo CSP» onucaHa B [MpunoxeHuu 5, «PykoBoacTBa agMUHMCTpaTopa.
YctaHoBka u obcnyxuBanue LleHtpa ceptudukaumm Aladdin Enterprise Certification Authority. «LleHTp cepTudukatos poctyna LleHTp ceptudukatos

poctyna Aladdin Enterprise Certificate Authority Certified Edition». RU.AJIAE.03.01.020 32 01-1».
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o CTaHpapTHbLIA (MO YMONYaHUIO);
o OtknioveH.

- «[OCT P 34.10-2012» - none Bbibopa KkpuntonpoBavgepa pnaa anroputma OCT P 34.10-2012,
[OnyCcTUMble BapuaHTbl Bbibopa:
o Kpuntollpo (CSPOuwbkal 3aknaaka we ompeaenewa. (nocTyrieH TOMBKO MPWM HANMUYMM AKTMBHOTO M N
ofoKNouYeHHoro kpuntonpoBanaepa «Kpuntollpo CSP», paboTatowiero Ha cepeepe COBMECTHO C
KOMMOHeHTOM «LleHTp ceptudukaumm Aladdin eCA»);
o OTkntoyeH (Mo ymMonyaHuio).
Ha cnepyrowem ware He GyaeT AocTyneH AnsA BbiGopa anropuTM Kik4va, AN KOTOPOro ykasaHo
3Ha4YeHue KpuntonpoBangepa «OTKNOYEH».

Mpu oTKNYeHUM Bcex KpunTonpoBaiaepoB KHomnka <MpoaomkuTb> He GypeT akTUBUpoOBaHa U
nepexop K criegytowiemy Lary 6yaeT HeBO3MOXEH.

BeiGepuTe KpUNTONPOBaiAEPOB ANA BCEX KpUNTOrpaduryeckmnx onepaunii LeHTpa ceptudukaumm

RSA

KpuntolMpo CSP -

ECDSA

CTaHAapTHbIIA

Mpogonxute =

PucyHok 20 - OKHO MHMLMANU3aUMKU NOAYMHEHHOIO LieHTpa cepTnudukaumm. War 2/3
Mocne Bbibopa KpUNTONpPOBaMAEPa BO BCEX MOMSAX HAKMMUTE CTABLUYIO aKTUBHOM KHOMKY <[MpoaomKutb>.
e Ha ware 4/4 HeobxoaMMO 3afaTh NapamMeTpbl kpuntorpadum (cM. PucyHok 21):

- «Anroputm kntoua» (COCTaB anropuTMOB 33aBUCUT OT BbIOPaHHbIX NPOBaiaepoB):
o RSA;
o ECDSA;
o [TOCT P 34.10-2012.

- «[lavMHa knoya» (MO yMONYaHWMIO BbIOMPAeTCs HaMMeHbluas LOCTYMHas AJIMHA K/4va Ans BbIOpaHHOro
anroputMa):

o pna RSA: 1024, 1536, 2048, 3072, 4096, 6144, 8192 (no ymonuanuio 3072);
o phsa ECDSA: 256, 384, 521 (no ymonyaHuio 256);
o anaTOCT P 34.10-2012: 256, 512 (no ymonuaHuio 256).

- «ANroputM X3LW-CyMMbI»:

o phs anroputMa knoda RSA unu ECDSA: SHA1, SHA256, SHA384 (BbibpaH no yMonuyaHuio),
SHA512;

o ana anropuTtMa kntoda FOCT P 34.10-2012: TOCT P 34.11-2012.

- «MecTo XPaHEHUA 3aKPbITOro KaK4a»:
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o [JocTynHble BapuaHTbl BbibOpa, €cnM KpUNTONpPOBAlAEPOM BbIOPAaHHOTO anropuTMa Kioua
asnsietca Kpuntollpo CSP:

= JlokanbHoe xpanunuuwe Aladdin eCA (BbiGpaHO no ymonyaHuio, TpebyeT 3apaHee
nogrotosneHHor Ha b1CY kpuntonposargepa Kpuntollpo CSP rammbl);

= Kpunolpo CSP (HDIMAGE);

= Kpuntollpo HSM (ZOCTYNHO TOMBKO MpW HaNM4MM NOLKIOYEHUS KPUNTOMNpOBaWaepa
Kpuntollpo CSP k MAKM «Kpuntollpo HSM», co3paBaemble Ha MAKM «Kpuntollpo
HSM» 3akpbIiTble kntoum LLC aBnat0TCS HEIKCNOPTUPYEMBIMM).

o B npotvBHOM cnyyaeT B [HaHHOM NoOjfe YKa3aHO Heu3MeHsieMoe 3HauveHue «JlokanbHoe
xpaHunuie Aladdin eCA».

- Yek-60KC «3IKCNOPTMPYEMbIN 3aKPbITbiA KA4Y». Ecnn BbIBpaHO MeCTO XpaHEeHWs 3aKpbiTOro Kawua
«JlokanbHoe xpanmnuuwe Aladdin eCA», faHHbIM 4eK-6OKC BKJIKOYEH MO YMOMYAHMIO M HEAOCTYMNeH Ans
U3MEeHeHMS.

Mpwu BbINyCcKe cepTudukata goctyna LleHTpa ceptudmkaumm pekomeHgyeTcs BbiGMpaTb anroputMmbl
x3w-cymmbl SHA256, SHA384 unn SHA512 (B cny4yae ecnu B KayecTBe anropvurma Krro4a BbiopaH
RSA unu ECDSA).

Kpuntorpacgmueckasa xaw-cpyHkuma SHA1 He obBecneumBaeT Tpebyemon 6e30nMacHOCTM U MOXeT
ObITb BbiOpaHa TONbLKO Npu Heo6XxoAUMMOCTH o6ecneyeHUuss COBMeCTUMOCTM.

Cpok peilcTBua cepTudmkata no yMONYaHUIO YCTaHaBNUBAeTCA paBHbIM CPOKYy AeWCTBUSA,
3ajaHHOMYy B WaGnoHe, UCMOSIb3yeMOM NpU BbiNycke cepTudmkaTta (nognucaHum sanpoca), Ho He
npeBbIlWaeT CPOK AencTBusa ceptucpmkarta KopHesoro LIC.

3apaiiTe napaMeTpbl KpUNTorpapuu
AnropuTM Knioua

RSA

AnvnHa kva

2048

AR

SHA256

Mecto XpaHeHWA 3aKpbITOro Knk4a LeHTpa CEPTL’H‘)L"IKEL‘ML’W

XpaHeHns

NokaneHoe xpaHunuwe Aladdin eCA

Cozpats LIC >

PucyHok 21 — OKHO MHMLMANU3aUMKM NOAYMHEHHOIO LieHTpa cepTudukaumu. War 4/4
MNMocne 3afaHNa 3HAYEHMI HAXKaTb CTABLLYO aKTMBHOM KHOMKy <Co3aaTb LIC>.

o B cnyyae HeypauHoM nonbiTkn co3panmsa LIC 6yaeT otobpaxeHo coobuweHune 06 ownbke (cm. Tabnumua 5).
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Tabnuua 5 - MepeyeHb coobLieHM B ciyyae HeyaaqyHol nonbiTku cosganmns LIC

TekcT ownbKU MpuunnHa

Owwnbka. Owwnbka BBOAA HEWM3BECTHOrO MMEHW KOMMOHEHTa cypdumkca
HekoppeKTHbi KOMMOHEHT cydbdukca | pasnmyatowerocs MMeHu
pasnuyatowerocs UMeHn — <Mmsa KomnoHeHTa>

OwunbKa. Owunbka HeCcooTBETCTBMSA 3HaYeHMs B  KoMMoHeHTe «CN»
JIMLEH3MOHHbIE  OrpaHMYeHMs He MNO3BONAKT | CyPdUKCa Pas3NMYAOLLEroCs MMEHWM 3HAYEHWI0, YKa3aHHOMY B
co3patb LLC ncnonb3ys aaHHoe nMms JIULLEH3UU

Owwnbka. Owmnbka obpalleHuns K KpMNTONpOBanaepy anropuTMa reHepaLmu

Mponzowna ownbka npu CO3LaHMM KIIHOYEBOM | K/KOYEBOM Napbl.
napbl Ang anroputMa “HaseaHue anroputma’.

OwmnbKa. Owunbka BanMaaumm BBEAEHHOr0  3HayeHus  aTpmbyTta
Owwnbka atpubyta attributeName: 3HauyeHue He | pasnuuaiouierocs MMeHu'?, Bo3MOXHblE 3HAYEHWS MEPEMEHHOM
COOTBETCTBYET perynspHOMyY BbipaxeHuio: ‘regex” | «attributeName» 1 COOTBETCTBYIOWME UM 3HAYEHMS NEPEMEHHOM
«regex» nNpefCTaB/eHbl B Tabiuue HUXe:

attributeName regex

C ~[A-Za-Z]{2}$

DN *[A-Za-z0-9"()+\-.\V:=? ]+$

EMAILADDRESS *[A-Za-zA-9a-90-9._- 1+ @[A-Za-zA-
fa-g0-9._-1+$

SERIALNUMBER A[A-Za-20-9"()+\-\/:=? ]+$

INN “\\d{12}$

OGRN “\\d{13}$

OGRNIP “\\d{15}%

SNILS "\\d{11}$

INNLE “\\d{10}$

Owwunbka npu cospavumn LleHTpa ceptudukaumn. | BHyTpeHHss owmnbka MO
HeussecTHas owmnbka

e [lpu ycnewHoM cozganum MogunHernHoro LIC u 3aBeplieHMM MHULMANU3aLMK LeHTpa cepTudukaumum byaet
0TOOpaXXeHO COOTBETCTBYHOLLEE OKHO (CM. PucyHok 22). B HEM BO3MOXHO:

— CKay4aTb 3anpocC Ha CepTl/Iq)l/IKaT C034aHHOr0 NOAYMHEHHOIO LLC,

- MMNopTMpOoBaThb Lenoukn ceptudukatos kopHesoro LIC nocne moanucaHus 3anpoca Ha cepTudumkar
nogynHeHHoro UC;

—  33aKpblTb OKHO UHULUMANN3aUUN LEHTPA CepTVIq)VIKaLI,VIVI.

12 MpaBuna Banupaumn 3HauyeHun aTpubyToB npeacraeneHbl B Mpunoxenue 4. MpaBuna BanuoaumMyu 3Ha4€HMM NONEN MO YMOMYAHUIO
npefyCcTaHOB/EHHbIX LWabNOHOB CEPTUPUKATOB.
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MoAYMHEHHbIN LEeHTp cepTuduKaum CO3/jaH 1 HaXOAWTCS B COCTOAHUM OXUAAHWSA YAOBNETBOPEHYA 3anpoca.

Ans akTMBauuy HeO6X0ANMO CO34aTb CepTUDMKAT B BbILLECTOSLLIEM LIEHTPe cepTudUKaLmm v MNopTUPOBaThb daiin, cogepxalymii
cepTudMKAT LIEHTPA W LIENOYKY ero usaatenei, B

MMnopT1poBaTh LienoyKy ceptupukatos £

PucyHok 22 — OkHO 3aBepLUeHUs MHULMANM3ALMKM NOLUYMHEHHOTO LEHTPA CepTUdMKALIMM

e (kauanTte co3paHHbIN 3anpoc Ha cepTudmkart MogumHeHHoro LLC B dopmate .csr.

e Ha paHHoM 3Tane MopunHeHHbIV LC co3paH, oTobpaxaeTcsa Ha Bknaake «CBOM cepTUdPUKATbI» U UMEET CTaTyC
«3anpoc» (cM. PucyHok 23).

e [Ins nepesopa LIC B cocTosHME KAKTUBUPOBaH»:
- HeobxoAMMO BbIMOMHUTL NoanucaHue 3anpoca Ha KopHesom LLC (cm. paspen 7.3.2.2);
- ¥ 33aTeM MMNOPT NOANMUCaHHOro cepTudukaTa MogunmHeHHoro LC (cm. pasgen 7.3.1.6).
[o ™MomeHTa aktmBaumn y T[logunmHeHHoro LIC B KOHTeWHepe 3aKpbITOrO K/4Ya COAEPXKMUTCS
CaMOMNOANMUCAHHBIA TEXHONOTMYECKUIA CEPTUDUKAT, @ NOC/e YCNELWHOM aKTUBALMK B KOHTEWHEpPE 3aKpbITOro
kntoya MogumHeHHoro LLC 6yayT coaepaTbCs 3aKpbITbil Koy AaHHoro LC v uenoyka cepTMPuKaToB aHHOMO
L|.C13.

LeHTp ceptudukauum Aladdin eCA e SUB_CAINFORM ~ NOTGOST  INITIALADMIN._100 @

Aobasuts ceptupukar v
Tun Oto6paxaemoe . Bnageney [leiicTBuTeneH go CocTosHue Kon-Bo co3pa
NOT GOS SUB_CA_INFORM 51:47

Test SUB_CA_INFORM

PucyHok 23 - OkHo LleHTpa ceptudumkaumu. NMoaunHérHbii LLC B cocTosHumM «3anpoc»

3.2 UHnymnanusauuna LleHTpa cepTUdPUKaLmMm ¢ UMNOPTOM K/HOYA

[ng numumanusauuu LleHTpa ceptudumkaumm ¢ MMNOPTOM BHELLHErO KNo4a n3 KoHTerHepa PKCS#12 BbinonHuTe
cnepyolMe Wwaru:

3 Ecnu MectoM xpaHeHus 3akpbitoro kitoua LIC asnsetcs TMAKM «Kpuntollpo HSM», To cospaHHbIii 3akpbiThiii ko LIC 6yger
HE3KCNopTUPYEMbIM.
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e B noseuBweMcs MofanbHOM okHe «OKHO MHMLMANM3ALMM LEHTPA CEPTUDMKALMM C UMNOPTOM Kitova. Lar
1/3» (cM. PucyHok 24) BbibepuTe daitn KoHTelHepa kntoveit PKCS#12 u BBeaMTe Naposib OT Hero.
MporpammHbIi koMnoHeHT Aladdin eCA noapepxuBaeT cregyloLwme anropuTMbl X3LW-CyMMbI KItoya

npu nmnopte KoHTenHepa KopHeBoro LIC: SHA1, SHA256, SHA384, SHA512, SHA3-256, SHA3-384,
SHA3-512, RSASSA-PSS.

3arpy3uTe daiin koHTelHepa knovel B popmare PKCS#12

@aiin He BLIBpaH Bri6patk daitn

BaeguTe Naponk KoHTeliHepa

Mapone KoHTeAHepa

PucyHok 24 - OKHO MHUUManM3aumm LeHTpa ceptuduKkaumm ¢ uMnopToM Kntova. War 1/3

e [locne Bbibopa daiina 1 BBOAA Napoasi HE06X0AMMO HaxaTb KHONKY <[1poBepuTb>, KOTOpas NOSBASETCS Nocne
MX 3anosHeHuns (cM. PucyHok 25).

® MpoBepuTh

PucyHok 25 — OKHO MHUUManu3aumm LeHTpa ceptudukaumm ¢ uMnopToM Kntova. War 1/3 - nocne 3anonHeHus nonem

Mpun HaxaTMM Ha HeEé MpPOoMCXOAMT NpoBepKa KoHTelHepa knwoven PKCS#12. Ecnn B pe3ynbTaT NpoBEpPKM

BO3HMK/IA ownbKa, TO B OKHe oTobpaxaeTcs cooTBeTCTBYHLEee coobueHne. CMMCOK BO3MOXHBIX OLIMOOK

npueeneH B Tabnumua 6.
Tabnuua 6 — Bo3aMOXHble ownbKM Npu NpoBepKe KOHTeMHepa kntoden PKCS#12

Owunbka Mpuumna
®dopmar ¢aiina

Owwnbka. MopmaT daiina KoHTeiMHepa He cooTBeTcTBYeT PKCS#12.
HekoppekTHbii dopMat daina KoHTenHepa.

Owwnbka. He ynanocb oTKpbITb KOHTEMHEP C NOMOLLBIO YKa3aHHOro Napons.
HeBepHbilt naposib KOHTEeMHepa.

JIMLeH3UOHHbIe orpaHuyeHua

Ouwwnbka. Tun LLC 13 KoHTeMHepa He BXoAuT B pa3peweHHble Tnnbl LC 13
NNLLEH3UN.
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JIMUEH3MOHHbIE OrpaHMYeHMs HE NO3BONAIOT
co3gaTb <Tun LLC> LIC.

OwmnbKa.
JIMUEH3MOHHbIE OrpaHMYeHMs He NO3BONAIOT
co3gatb LIC c umeHem <MUmsa LIC>.

Yka3aHHoe B KoHTelHepa «CN» cyddukca pa3nmyatoLLerocs UMeHu
3HaYeHue He BXOAMUT B NepeyeHb 3HaYeHui umenun LLC u3 nuueHsum.

OwmnbkKa.
JIMLLEH3MOHHbIE OrpaHMYEHUSI HE MO3BONSIOT
co3patb LIC c uspatenem <Mma usparens>.

YKa3aHHbI B KOHTEMHEpPE MMS n3patens ceptudukata He BXOAMT B
nepeyeHb 3HaYEHUI UMeHU KopHeBbIX LLC U3 nnueH3uu.

Ceptudmkar

Owwnbka.
Cpok pencTeus cepTMdukaTa UCTek.

[ata «[lencreuteneH no» ceptudukaTa U3 KOHTeHepa npeBbilaeT
TeKyLLyto.

Ouwwnbka.
Cpok pevicteusi ceptudukata <Mmsa> n3
LLeNnoYKM UCTEK.

Hata «JencreuteneH po» ceptudumkaTa U3 Lenoykm ceptndunkaTos
KOHTEMHepa NpeBbILIaEeT TEKYLLYH.

3a ucknoyeHme ceptudmkata LC 13 KkoHTeNMHepa — B 3TOM ciyyae
oTobpaxaeTcs npenbiaylias owmnbka (bonee KOHKpeTHas).

Ownbka
Ceptudukar He aensetcs ceptudmkatom LC.

Y ceptudumkaTa B none 2.5.29.19 «Basic Constraints» (OCHOBHble
OrpaHuyeHus) He ykasaHo, 4to cybbekToM sBngetcs LLC.

MapameTtpbl Kpuntorpadpun

OwmnbkKa.
HenoooepxxuBaeMbl anropuTM Ktoya:
<AnropuTtm> <[InuHa Kno4a>.

Henopaepxx1MBaeMbiit anropuT™ Ktoua “3HaueHune” ¢ ANUHOI Ktoya
“3HaueHne”;

Owwnbka.
Henopnep>xMBaeMblit anropuT™ X3LW-CyMMbl:
<Anroputm>.

HenogaaepxunBaeMmblit anropuTM X3LW-CyMMbl “3HaueHue”.

Mpouee

OwnbKa.
HeunssecTtHaga owunbKa.

BHyTpeHHss owmnbka MM0O.

e [lpn KOppeKTHOCTM AaHHbIX KoHTeriHepa PKCS#12 B okHe 0TO0OpasuTCs COOTBETCTBYHOWAS MHDOPMaLMS,

BK/ItOYaroLwas (cM. PucyHok 26):
- HaumeHoBaHue usparens:

- HaumeHoBaHue cybbekTa;

- Cpok gevctBust cepTUdmKaTa;
- Llenouky ceptudukartos;

- AnroputM™ Knoua;

- [OanHy knrova.
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3arpyaute ¢aiin KoHTeilHepa knodel B popmate PKCS#12

Root-CA2-admin1gq2W.p12

BeeauTe Nnaponk koHTeliHepa

n efiHepa

® Npoeepute

MNapameTpel KOHTeiiHepa

Root-CA2

PucyHok 26 — OKHO MHMLMANU3aLMK LLEeHTPaA cepTuduKaummn ¢ uMnopToM kitoya. War 1/3. Ownbka NMLEH3NMOHHOIO
OrpaHuYeHus

e [lpu oTCYTCTBMM OWIMOOK CTAHOBUTCS JOCTYMHOM KHOMKA <Mpomomkutb> (cM. PucyHok 27).

3arpy3uTe daiin koHTeliHepa knoYei B popmate PKCSH#12

Roo -admin1q2W.p12

BeeguTe Naponk KoHTelHepa

® MNpoBepuTL

MapameTph! KOHTENR

Mpogon#nte =

PucyHok 27 — OKHO nHuumanumsaumum ueHTpa ceptudukaumm. WWar 1/3. Nocne ycnewHom nposepku
[lns nepexopa K crnenyroLeMy Lary HaXMuUTe KHOMKY <[poaomkutb>.

Tun LUeHtpa ceptucdukaumm (KopHeBon wunu [MogynHeHHbIN) BbIOMpaeTcsi aBTOMaTU4YeCcku B
COOTBETCTBUMU C AaHHbIMU KOHTenHepa PKCS#12.

e Ha ware 2/3 3anonHute nons:
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- «OTobpaxkaemMoe uMsi» - BBEAMTE WMS CO3[43BAaEMOrO LEHTpa cepTUdMKauuu, KoTopoe 6yaert
oTtobpaxartbcs B uHTepderce LIC Aladdin eCA. OHO MoxeT copepxaTb OYyKBbl NAaTUHCKOTO W/Mnu
Kupunauyeckoro andasuta, uudpsl ot 0 go 9, cumonbl Tabnuupl ASCIl, MakcumanbHas gnavHa 200
CUMBOJIOB;

- «MecTo XpaHeHMs 3aKpbiTOro Kao4ya ueHTpa ceptudukaumm». CNMCOK BapWMaHTOB MECT XpaHeHus
3aKpbITOrO K/H0YaA 3aBUCUT OT:

O  anropuTMa KJu4a, yKasaHHoro B KoHTeliHepe PKCS#12;

O KpMNTOMNpOBaMAepa 3akpbITOro KAK4a, onpeaenseMoro npu nposepke KoHTenHepa PKCS#1214;
O Hanuuus akTuBHoro kpuntonposanaepa «Kpuntollpo CSP» Ha xocte LIC Aladdin eCA;

o Hanuuus nopkntouveHus kpuntonposaiaepa «Kpuntollpo CSP» k MAKM «Kpuntollpo HSM».

W npepcraeneH Huxke (cM. Tabnuua 7):

Tabnuua 7 - BapraHTbl MECT XpaHEHWS 3aKPbLITOrO Kikoya

Kpuntonposaiiaep
AnropuTtMm Knroua MecTto xpaHeHus
K/ouya

RSA CTaHaapTHbIN e JlokanbHoe xpaHunuuie Aladdin eCA

e  Kpuntollpo CSP (HDIMAGE)
npy Hannumm akTMBHOro Kpuntonposangepa «Kpuntollpo CSP» Ha xocte LIC
Aladdin eCA

e  Kpuntollpo HSM
npu akTMBHOM KpuntonpoBsaiaepe «Kpuntolpo CSP» Ha xocTte LC Aladdin eCA
W noakntoyeHum kpuntonposangepa «Kpuntollpo CSP» k MAKM «Kpuntollpo
HSM»

RSA KpunTolpo CSP e  Kpunrollpo CSP (HDIMAGE)
npu HannumMm akTMBHoro kpuntonposanaepa «Kpuntollpo CSP» Ha xocte LC
Aladdin eCA

e  Kpuntollpo HSM
npu akTMBHOM KpunTonposaiaepe «Kpuntollpo CSP» Ha xocTe LLC Aladdin eCA
W noakntoueHun kpuntonposaiaepa «Kpuntollpo CSP» k MAKM «Kpuntollpo
HSM»

ECDSA CTaHaapTHbIN e  JlokanbHoe xpaHunuie Aladdin eCA

FOCT P 34.11-2012 | Kpuntollpo CSP e  Kpunrollpo CSP (HDIMAGE)
npu HannymMm akTuBHoro kpuntonposanaepa «Kpuntollpo CSP» Ha xocte LC
Aladdin eCA

e Kpuntollpo HSM
npu akTMBHOM KpunTonpoBaiaepe «Kpuntollpo CSP» Ha xocTe LLC Aladdin eCA
M noakntoyeHun kpuntonposaigepa «Kpuntollpo CSP» k MAKM «Kpuntollpo
HSM»

4 laHHas 3aBUCMMOCTb 0BYCNOBNEHA TEM, UTO BO3MOXHOCTM paboThl C 3aKPbITbIM KNKOYOM B Java 3aBMCAT OT KpUMNTONpoBaiaepa, Co3aaBLiero
OaHHbIA Koy, Hanpumep, npu mncnonb3osaHuu kpuntonposargepa Kpuntollpo CSP pabota npoucxoaut He C CaMMM 3aKpbITbIM K/IKOYOM, a C ero
[LeCKPUNTOPOM — U JOCTYN K AAHHbIM 3aKPbITOrO K/H04a OTCYTCTBYET.

Bo3MOXHO, pe3ynbTaT AanbHENLWMX UCCNeA0BAHUIA MOKAXKET, Kak 060MTH 3TO orpaHuyeHue. M Toraa HeobxonmMmo 6yaet o6HOBUTL Tabaumuy.
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\EPE*EEMDE WMA W MECTO XpaHeHWA 3aKpbITOro Knko4a

€ VINA
RootCA

Mpogonxute >

PucyHok 28 — OKHO MHMLMaNU3auum LeHTpa ceptudukauum. LWar 2/3
[ins nepexopaa K cnefyloweMy Lary HaKMuTe KHonky <MpogomxuTb>.

e Ha ware 3/3 BbibepuTe KpUNTONpOBaMAEpbl 4S8 BCeX KpUnTorpadmuyeckmx onepaumin LeHTpa ceptudukaumm.
[ns BbiBOpa KpUNTONpPOBaKAEPOB 3anonHuTe cnepytowme nons (cMm. PucyHok 29 n PucyHok 30):

- «RSA» - none Bbibopa KpunTonpoBaraepa ans anroputma RSA, gonyctumble BapuaHTbl BbIGOpa:
o CraHpapTHbIV (MO YMONYaHUIO);

o Kpuntollpo (CSPY® (mocTyneH TOAbKO MNPU  HANMUYMM  AKTMBHOTO M MOAK/IOYEHHOIO
kpuntonpoeanaepa «Kpuntollpo CSP», paboTatowero Ha cepeepe COBMECTHO C KOMMOHEHTOM
«LleHTp ceptndmkaumm Aladdin eCAv»);

o Otkniouen.

- «ECDSA» - none Bbibopa kpuntonposaigepa ana anroputma ECDSA, nonyctumblie BapuaHThl Bbibopa:
o CraHpapTHbIV (MO YMONYaHUIO);
o OtknioueH.

- «[OCT P 34.10-2012» - none Bbibopa KpuntonpoBawaepa pna anroputma TOCT P 34.10-2012,
LLOMYyCTUMble Bap1aHThbl Bbibopa:

o Kpuntollpo CSP  (poctyneH TONbKO MpPUM  HaAMYMM  AKTUBHOTO U MOAK/OYEHHOrO
kpuntonpoeanaepa «Kpuntollpo CSP», paboTatolero Ha cepeepe COBMECTHO C KOMMOHEHTOM
«LleHTp ceptndmkaumm Aladdin eCA»);

o OtkntoyeH (No ymMonyaHuio).
- none «ANropuT™ X3LW-CyMMbI»:

o [nga kopHesoro LC 3HaueHue 6epetcs 3 koHTerMHepa PKCS#12 (cM. PucyHok 29). Mpu atom none
3abn10knpoBaHo. Noaaep1BalTCs cneaylimMe anropuTMbl Xaw-cymMmmsbl knova: SHAL, SHA256,
SHA384, SHA512, SHA3-256, SHA3-384, SHA3-512, RSASSA-PSS.

o [nga nogunHeHHoro LUC Heobxoanmo 3aaatb 3HaveHue (cM. PucyHok 30):

> Moppo6Has MHbOpMauMs No HacTpoike B3ammopeiictema MO «LleHTp cepTudmkatos moctyna LieHTp cepTudukatos goctyna Aladdin
Enterprise Certificate Authority Certified Edition» ¢ kpuntonposaiaepom «Kpuntollpo CSP» onucaHa B [MpunoxeHuu 5, «PykoBoacTBa agMUHMCTpaTopa.
YctaHoBka u obcnyxuBanue LleHTpa ceptudukaumm Aladdin Enterprise Certification Authority. «LleHTp cepTudukatos noctyna LleHTp ceptudukatos
poctyna Aladdin Enterprise Certificate Authority Certified Edition». RU.AJIAE.03.01.020 32 01-1».
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= pana anroputMa knwoda RSA wmnm ECDSA: SHA1, SHA256, SHA384 (BbibpaH no
yMonuaHwuio), SHA512;

= ana anroputMa katoda FOCT P 34.10-2012: TOCT P 34.11-2012.

Bbi6epuTe KpUNTONPOBalAEPOB ANRA BCEX KpUNTOrpaguyecknx onepayunii UeHTpa ceptudukaumm

CTaHAapTHbIN

ECDSA

CraHaapTHbIn

NapameTpbi KpunTorpapum

Cozgate LIC >

PucyHok 29 — OKHO MHMLMaNU3aLMKM KOPHEBOTO LeHTpa cepTudukaumu. LWar 3/3

BoibepuTe KPUNTONPOBaACPOB ANA BCEX KPUNTOrpaduyecknx onepauuii LeHTpa ceptudukaumm

CTaHAapTHbIN

ECDSA

CraHAapTHbI

NapameTpbi KpunTorpapum

ANrOpUTM XL

SHA512

Cozpate LIC >

PucyHok 30 — OKHO MHMLMANU3aLUUK NOAYMHEHHOIO LeHTpa cepTudukaumu. LWar 3/3

Mpu oTKnNo4YeHUM Bcex KpuntonpoBaiaepoB kHomnka <MpogomkuTb> He GyaeT akTUBUpOBaHa U
nepexop K crefyolemy wary 6yaeT HeBO3MOXEH.

MNMocne 3apaHnsa 3HAYeHMIM HaxmuTe kHonky <Cosgatb LLC>.

e B pesynbrarte ycnewHoro cospanma LLC oTobpasutcs MoganbHoe OKHO € coobuieHmeM 06 ycnewHoM Co3aaHnm
n aktuaumm LLC (cM. PucyHok 31 1 PucyHok 32). B MofanbHOM OKHe eCTb Clieflytoline KHOMKK:

- <Ckayatb cepTMdMKaAT> — NMPU HAKATUM NPOMCXOAUT CKaunBaHue ceptudukata cosgaHHoro LUC;

- <CkayaTb Lenouyky cepTUdUKATOB> — MPU HaKaTUM NMPOUCXOAMT CKAUYMBAHME LEMOYKM CepTUdMKATOB
co3gaHHoro LUC;
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- <OTKpbITb CO3[aHHbIN LLEHTP CEPTUPUKALMMU> — MPU HAXKATUM HA KHOMKY NPOUCXOAMT Nepexoq, B pasaen
«LleHTp cepTudumKaumm» ¢ akTUBHOM BKNaLKOM «CBOU CcepTUPUKATBI».

KopHeBoi LIeHTp cepTuduKaLmm YCMeLwHO CO34aH v akTVBMPOBaH.

OTKpbITb LEHTP cepTudukaLm

PucyHok 31 — OKHO 3aBepLIeHUS MHULMANM3ALMM KOPHEBOTO LIEHTPa cepTUdmKaumnm

MoAYMHEHHBIV LIeHTp cepTudukaumm yCneLHo co34aH 1 akTUBMPOBAH.

OTKpbITE LEHTP cepTudukaummn

PucyHok 32 — OKHO 3aBepLUeHUs MHULMANU3ALMUM NOAYMHEHHOO LEeHTpa cepTudmKauum
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4 10CTYN K NPOIrPAMME

Mepen HauvanoM pabotbl C LleHTpom cepTudukaumm M pocTyna K pecypcam HeobXoAMMO Mpou3BeCTU
LBycTOpoHHIOI HTTPS-ayTeHTMdUMKaALMIO Nonb30BaTeNs ANS BXOAA B YYETHYH 3anucb, Korga Beb-knMeHT nposepsieT
cepTudukaT Beb-cepepa 1 Beb-cepBep NpoBepsieT cepTUPUKaT BeD-KNUeHTa.

4.1 AyTeHTUPUKaLMA C UCNONb30BaHMEM CepTUPUKATa, NepeHeCEHHOro Ha eCTKUN AUCK

Mony4yeHHbIN aAMUHUCTPATOPOM KOHTEMHEpP cepTuduKaTa AOCTyna ans ayTeHTMdumKauum Ha Beb-cepeepe LleHTpa
ceptudukaumm Aladdin Enterprise Certification Authority Heo6xoamMMo nepeHectn nobbIM yao6HbIM cnocoboM Ha
XECTkmn puck CBT ang ero ganbHenluen yCTaHOBKM B XpaHunuiLe ceptudurkaToB 6paysepa ans coxpaHeHus nHdopMaumm
0 [OBEpeHHbIX cepTUdUKaTax C Lesblo YCNeLWwHOoro NoAKII0UYEHNs K CEpBepPY Ha KIIMEHTCKOM CTOPOHeE.

[na yctaHoBKkM cepTudMKaTa B [OOBEPEHHOE XpaHwunuuwe cepTudukatoB Balero 6paysepa BbIMOJHUTE
HWXeonucaHHble aencTeus. pouecc ycTtaHoBKM cepTudMKaTa [OCTyNa B [OBEPEHHOe XPaHWAUWE pacCMOTPUM Ha
npumepe 6paysepa Firefox:

e Ortkporite 6paysep Firefox - Hactpovikn - [NpueatHocTb M 3awmuta - Ceptudukatol (cM. PucyHok 33).

Haxxmute kHonky <[pocmoTp cepTudukaTos>.

&« c o @ Firefox  about:preferences#privacy
() Baw 6paysep ynposAseTca Bausei opraHnaaLmMen Haittu 8 Hacry
@3 QOCHOBHbIE
3awmra
@ Hauano
MoAASABHOE COASPXMMOE 1 3AWMTA OT BP@AOHOCHBIX NPOTPaMM
Q Mowck BACKMPOBQTH ONOCHOS M OOMAHBIBRIOLLEE COASPIUMOE [opApOBHES
[9] MPHBATHOCTL K BAOKMPOBATE OMGCHLIE 3TrPY3KK
3awmra

Q CHUHXPOHU3ALLAS

Ceptudumkarsl

Banpawwmears y OCSP-cepeepos NOATEEPKASHHE TEKYLLErS NPOCMOTP CepPTUBUKCTOB. ..

cTaTyCca ceptudMkaTos
YCIPOMCTBA 3CALMTI. ..

PucyHok 33 - OKHO HacTpoek 6pay3epa
e Bbibepute Bknaaky «Bawm ceptudukaTbl», B OTKPbIBLUENCS BKNAAKe HAXMUTE KHOMKY <MMnopTMpoBath> (CM.
PucyHok 34).

YNpaBAeHWe CepTUdHUKATAMM b4

Bowwu cepmmdykars Pewerus no ayteHtMdMeaLmm AropM Cepeepbl LieHTpa ceptvdmrkaLmm

Y BOC XPOHATES CEPTUOUKATE OT CASAYHOLLMX OPFCHUICILIMIA, CAYKOLLME AN BALISH MASHTUGMKOLIAK

Mma cepudmraTa YCTROMCTBS 3QLUMTE CepuitHEIf HOMe LeACTBMTEASH NO

a

HWMnopTMPOROTE. ...

PucyHok 34 — OkHO ynpaBneHus ceptudukaTamu
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o Bbibepute KoHTENHEP .pl2, copepKaLLMit 3aKPbITbIV KNHOY U CepTUPMKAT JOCTYNa, NEPEHECEHHbIN Ha XEeCTKUI
AUCK, BbINYLLEHHbIN Ans y4ETHOM 3anucu nonb3osatens (cM. PucyHok 35).

Wma PacnonoxeHne Pasmep Twn Aoctyn
© HepaBHWe

. PetrovAD.p12 3arpysku 4,0kB MakeT cepTukata PKCS#12  Buepa
¥ JlomawHas nanka sublocal.p12 3arpyzkm 4,0kB  Maker cepTndmkara PKCS#12  Buepa

[ PaGouwiicron
"B Buaeo

D AOKYMEeHTLI
+ 3arpyaxu

B Wzobpaxerna

Jd My3bika

+ Apyrue vecra

@ainel PKC512 b

@ OtmerTy = OTrpeITs

PucyHok 35 — OkHo Bbibopa nMnopTupyeMoro daina ceptudumkata
e Beepute PIN-kop 3arpyxaemoro koHTteiriHepa .pl2 B OTKpbIBLIEMCS OKHE W HaxmuTe KHonky <Ok> (cM.
PucyHok 36). PIN-kop ceptudukata asnsetcs aTpubytom 6e€30MacHOCTM M AO/MKeH 6biTb nepenaH
aAMMHUCTPATOPOM C KOHTEMHEPOM 3aKPbITOro K/4a M cepTudukara.

YnpaeaeHne cepTUdHUKaTanmm *

Bawm ceptdmkaTs! PelueHums No ayTeHTUGMKOILMI Mo Cepsepsl LeHTpsl cepmuduralmm

Y BOC XpaHaTCH,

Password Required - Mozilla Firefox

ma ceprtrdgM o] =]
.,—-" BeeAMTE NOPOAL, MCNIOALZYEMBIA AAS LWWDPOBOHKA PEISDEHOM KOMMKM CepTUdMIKaTa:
(-
OTMEHC OK
MOTRETL XCIHWMTE KOMMK COXpaHATE BCE. .. HMMnopTMpoBaTE. . . A

QK

PucyHok 36 - OkHo BBoga PIN-kona ceptudukara
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e B T1abnuue okHa «YnpaBneHue cepTudukataMmuy» NosBUTCA 3anucb 06 MMNOPTUPOBAHHOM cepTudumkaTe (CM.
PucyHok 37). Haxxmute kHonky <OK>.

YnpaeaeHue cepTudUKaramm x

Baww cepTMdmKars Peluenma no ayTeHmdmaLmm Aroam Cepeepsl LleHTpsl CepTUdMKaLmn

Y BQC XPOHATCS CEPTMOUKATE! OT CASAYHOLLMY OPTOHWICLMA, CAYKAOLLME AN BOLLEH MASHTUPUKOLAK

Hmn cepmidmraTa | YerpoiicTeo aaumre | Cepuittsin Homep | Aeirctamrens... |®
+ PetrovAD
PetrovAD MoayAb 3QLMTLI AF:80:24:90:B0:49:74:36:9D:EC:.2A:E0:AL:. .. 28 aerycta 20251,
+ sublocal
sublocal MoayAb 3QLMTLI 2C:15:60:B5:4B:44:C4:6D:F7:62:7F:D4:35:... 28 aerycta 20251,
COXPQHMWTL BCE... MMNOpPTMPOBATL. ..

PucyHok 37 — OkHo «YnpaBneHue ceptudumkatamm»

e B agpecHyiw ctpoky 6paysepa BBeguTe ip-agpec wWauM MNOJHOE [AOMEHHOE MMS CepBepa, BblAABLIErO
MMNOPTUPOBAHHbIN CepTUdMKAT [OCTYNa, HA KOTOPOM Mpou3BefeHa YCTaHOBKA NPOrpaMMHOro KOMMOHEHTa
«LleHTp ceptudumkaumm Aladdin Enterprise Certification Authority».

Hanpwumep:

https://172.22.5.21

e B oTKpbIBLIEMCS OKHE BblbEepuTe cepTudUKaT ANg ayTeHTudmKaumm Ha Beb-cepeepe LieHTpa ceptudukaumm
Aladdin Enterprise Certification Authority (cm. PucyHok 38). Haxxmute kHonky <OK>,

3anpoc MAEHTUPUKaLMKW NoNb30BaTeNs

CaiTy HeoGX0AMMO ONPEASAWTE, C KOKWM CePTMHOMKTTOM BAC ACCOLMMPOBTE:
sub02.presale.asca: 443

OpraH43aumMa;

BripoHO:

BuiGepuTe cepTMdHMKOT AAR MASHTHOMKaLMKA:

sublocal (2« ):B5:4B:44. CA:60:F7.62:7F.D4:35:08:51:5A:05:8B: 15:62)

sublocal (2C:15:60:B5:48:44:C4:60:F7:62:7F:D4:35:08:51:5A:05:8B:15:62)

PetrovAD (4F.80:24:9D:80:49.74:36:9D:EC. 2A:E0: A4:3D:30:8F. AE: 49:FA.99
CepriHer HoMeD: 2L [0:0UBo 48480 4:000F Fo2 /P DA S0UBS oA USBE: 15:02
AenctevreasH ¢ 29 aer. 2023 ., 11:19:04 GMT+3 no 28 aer. 2025 ., 11:19:04 GMT+3
Mcnoas3oeanma kaoua: Digital Signature Non-Repudiafion. kKey Encipherment
Aapeca 3a. nours: Sublocal@test.ru
Kem solaaH: CN=0mskKvantSub,C=RU
MecTto xpaHeHMs: MoayAb 30UMTh

(] 3QNOMHWTL STO pelleHKE

OTMEHD Ok

PucyHok 38 — OkHo Bbibopa cepTudukaTa anig ayteHTudumKaumum
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e [lanee OTKpOETCS CTPaHMLA C NpeaynpexaeHnem cucteMbl 6esonacHoctu (cM. PucyHok 39). Haxmute KHOMKY
<J[1onoNHUTENBHO>.

<« C @ £ He saupuero 172.22.5.21 w

Mpeaynpexaenue: BepostHas yrpo3a
©6e30MnacHoCTH

Firefox oBHOPYXMA BEPOSITHYIO Yrpo3y 6€30MaCcHOCTU U HE CTAA OTKPbIBATL 172.22.5.21. ECAM Bbl NOCETUTE 3TOT CAT,
3AOYMBILLAEHHMKI MOTYT NOMBITATLCS NOXUTUTL BALLY MHGOPMALMIO, TAKYHO KOK MAPOAM, GAPECA SAEKTPOHHOM MOYThI
WMAU AQHHDBIE BAHKOBCKMX KOPT.

Kak Bbl MOXeTe 310 MCanBMTb?

Cropee BCero, 37a NPOBAEMA CBA3AHA C CaMIUM BEG-CAITOM, U Bbl HUYETO HE CMOXETE C 3TM CASAQTb.

ECAV Bbl HOXOAMTECH B KOPTIOPATUBHON CETU WA MCTIOAB3YETE QHTUBMPYCHYIO MDOTPAMMY, Bbl MOXETE CBS3ATECS CO
CAYXBO0M MOAASPKIN AAST FIOAYHEHUSI MOMOLLM. Bbl TAKOKE MOXETE COOBLIMTL QAMUHUCTPATOPY BeB-camta ob 310

npobaeme.

MoapoGHee

BepHyTbcs Ha3aa (PeKomeHAyeTcs) AOTMOAHUTEALHO. ..

PucyHok 39 - CtpaHuua ¢ npegynpexaeHneM cuctembl 6e30nacHoCTH
o [lo HakaTMIO KHOMKM <[lOMONHWUTENbHO> Ha CTpaHWULE npefynpexaeHus cuctemsl 6esonacHocTu
OCYLLeCTBNSIeTCS Nepexof, Ha CTpaHuuy owunbku pacno3HaBaHua ceptudukata (cM. PucyHok 40). HyxHo
MPUHATb PUCKM, HAXKAB KHOMKY <[pUHSATb PUCK M MPOLOMIKUTL> HA TEKYLLEN CTpaHuLE.

KTO-TO MOXET MbITATLES MOAMEHWT HOCTORILLIMIA COAT 1 BAM AYHLIE HE MPOAOAKAT.

CaiiThl NOATBERKACIOT CBOKO MOAAMHHOCTE C MOMOLLBID CepTUdmraTos. Hrefox He aosepset
172.22.5.21, notomy 4TC M3AQTEAL €10 CEPTUGMKATA HEMIBECTEH, CEPTUOMKAT ABASETCS
CAMOTOATMCOHHbIM, MAK CEPBED HE OTNPCBASIET ASACTBUTEALHSIE MPOMEKYTONHIE CEPTUDHKATLL.

Koa ownbin: SEC_ERROR_UNKNOWN_ISSUER

MpocMoTpeTh CepTUdHKaT

BepHyTbca Ha3aa (peKomeHayeTca) TMPHHSATL PUCK W MPOACAXHTL

PucyHok 40 — CTpaHuua oWMBKKM pacno3HaBaHus cepTudukata

e B cnyuyae oTtkasa B pocTtyne kK Beb-uHTepdeiicy LleHtpa ceptudmkaummn Aladdin Enterprise Certification
Authority Onepatop 6yaet yBegomneH coobweHmem 06 owmnbke. Bo3MOXKHbIE MPUYMHBI OTKA3a:

- cepTUdMKaT [OCTyNa NONMb30BaTeNs He UMMNOPTUPOBAH B JOBEPEHHOE XpaHunuiLe bpay3epa;

- OTCyTCTBME u3faTtens ceptudukaTa AOCTyNna, MMNOPTUPOBAHHOMO B JOBEPEHHOE XpaHunumLLie bpay3epa, B
CnucKe paspelléHHbix n3patenel Beb-cepeepa;

- 0CTaHoBKa paboTbl cnyx6 LleHTpa cepTndmkaumm Ha Beb-cepBepe;

- CpOK genctema ceptudmkaTa f0OCTyNa UCTEK;

- [penctBua ceptudukata 6bI10 NPUOCTAHOBEHO UMK CEPTUDMKAT OTO3BaH.

B cnyyae oTkasa poctyna obpatutecs k AomMuHucTpatopy LeHtpa ceptudumkaumun Aladdin Enterprise Certification
Authority.
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OwmnbKa 3arpy3km Moaynei

MonpobyiTe nepesanycTuTb Cef

PucyHok 41 - OkHO «YnpaBneHue cepTuduKaTaMmm»

e B cnyyae ycnewHor ayteHTMdMKaunm nonb3osaTtens 6yget chopMUMPOBAHO 3aWMLEHHOE COeAMHEHNE KNTUEHT
- CcepBep M NpeaoCTaBeH f0CTYN K Be6-uHTepdeiicy LleHTpa ceptndumkaumm Aladdin Enterprise Certification
Authority.

4.2 AyTeHTUPUKALMA C UCNONb30BaHNEM CEePTUPUKATA HA KNIOYEBOM HOCUTene
4.2.1 Hactpoika CBT ana aByx¢akTopHOi ayTeHTMdUKALMK aAMUMHUCTpaTopa No cepTUdUKATY Ha KJIOYEBOM
HocuTene

[na HacTpovikuM CHavana BbINONMHWUTE YyCTaHOBKY EamHoro Knuewta JaCarta (cM. moppaspen 4.2.1), a 3atem
BbINOJHWUTE HACTPOMKy B6paysepa (HacTporky Firefox cM. B nogpasaene 4.2.1.2, Hactpoviky Chromium B 3aBUCMMOCTM OT
OC cm. B nogpasgenax 4.2.1.3 n 4.2.1.4).

4.2.1.1 Ycranoeka EpnHoro Knuenra JaCarta
o [Ing noanepXKu KNHYEBbIX HOCUTENEN npon3BeanTe yctaHoBKy EanmHoro Knuenta JaCarta, ong storo:
- CkonupyiTe Ha KOMMNblOTEP B OA4HY Nanky ¢annbl U3 AUCTpUBYTUBA ANS AaNbHENLILER MHCTANNALMMU:
o install.sh;
o jacartauc_*_ro_x64.rpm;
o jcpkesl1-2_* x64.rpm;
o jecsecurbio * x64.rpm;
o RPM-GPG-KEY-ALADDIN_RD-AQ.public (OtkpbiTbiit kntou AO "Anapaun P.O.").

- [lop nonb3oBartenem c npaBaMn agMMHUCTPATOPA 3anyCTUTE 3MYNATOP TEPMUHANA.
- B IMynaATope TEpMMUHANA npeﬁ,u,me B Nanky c ,D,MCTpM6yTMBaMM, BbIMOJIHMB KOMaHAY:

- YctaHoeute EamHbii KnueHt JaCarta, BbINOAHWB KOMaHAY:
bash install.sh

MNoopobHoe onucaHue npouepypbl ycTaHoBku EpuHoro Knuenwta JaCarta npuBeneHo B pasgene 4
RU.ANAE.03.01.013-01 32 01-2 «EamnHbii KnueHt JaCarta. PykoBoacTBa agMuHMCTpaTopa «AnagavH P.O.».

e Tonbko ansa OC Astra Linux Special Edition 1.7 npov3BeamTe NoAroToBKy onepaLyoHHOR CUCTEMBI, YCTAaHOBMB
LONONIHUTENbHY 6ubnnoTteky cnyxbbl ceTeBoi 6e30MacHOCTM, BbIMOMHMB KOMAHAY OT MMEHMW TeKyLiero
nonb3oBaTens:

apt install libnss3-tools

I Tekywmi nokanbHbIN NONb30BaTeNb AOJDKEH MMeTb NpaBa Ha dannbl Kk nanke ~/.pki/nssdb/.
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e PekoMeHayeTCa oUMCTUTL KW Bpay3epa U paHee NPUMEHEHHbIe pelleHns No ayTeHTUGUuKkauumn B bpaysepe
(ans 6pay3epa Firefox: Hactpoiku -> MpuBaTHOCTL U 3awmTa -> CepTudukaTsl -> MpocMoTp CepTUdUKATOB).

4.2.1.2 Hacrpoiika 6paysepa Firefox ana PEL OC 7.3, AnbT 8 CIN penus 10, Astra Linux Special Edition 1.7

e BbinonHute Hactpoiiky 6paysepa Firefox, ecnn nopknioyeHue k cepeepy LleHTpa cepTudumkaumm Aladdin
Enterprise Certification Authority 6yaeT BoinonHeHo B 3ToM 6pay3epe:

- oTKpoMTe Hactporiku -> MNpuBaTHOCTb M 3awmTa -> CepTUdUKaThl -> YCTPOMCTBA 3alLMThI;

- B AMaNOroBOM OKHE HAXMWTE KHOMKa <3arpysuTb>;

- B OKHe 3arpysku apaisepa Haxmute KHorkKy <0630p> 1 BbibGepuTe dhain Moayna 1ibjcPKCS11-2.so'
(cm. PucyHok 42) u noaTeepaunTe 3arpysky MoAyns, HaxkaB KHOMKy <OK>;

Ynpaenexwe ycTpoicTeamMu

Mogaynu 1 ycTpoACTBa 3aLUWThI MNoapobHocTia 3HauyeHue

Ha4aTb ceaHc

~ NSS Internal PKCS #11 Module
3arpysuTe gpaiiBep ycTpoiictea PKCS#11 -~ B3

3aKQHYMTh CEaHC
061, KpunTocTyX6bl ==

BeeguTe MHOOPMELNI O MOAYNE, KOTOPEIA Bl XOTUTE 406aBUTE.
Moayne 3auyTe! ~ CMEeHUTEL Naponb
- p11—k\t—pr0xy VIMA MoaynA | HoBelid Moayne PKCS#11

~ MoJlyNb BCTPOEHHBIX KOPHEBBIX Cef  VMA daina moayns  /usr/lib64/libjcPKCS11-2.50 Obzop... 3arpysute

Jetc/pki/ca-trust/source
BbIrpy3uts
/lusr/share/pkifca-trust-source OTMeHa

+ 0S Client Cert Module Wcnonb3oBaTth FIPS

PucyHok 42 - HacTpoika 6pay3epa Firefox
- nepesanyctute 6paysep.
4.2.1.3 Hacrpoiika 6paysepa Chromium gng PEL, OC 7.3 u Anbt 8 CI penus 10

e BeinonHute HacTpoiky 6paysepa Chromium, ecnv noakntoueHue kK cepsepy LleHTpa ceptudukauum Aladdin
Enterprise Certification Authority 6yaeT BoinonHeHo B 3ToM 6pay3epe nocpeactsom OC PEQ, OC 7.3 unu Anbt
8 CN, penus 10:

= yoanute Katanor NloKanbHoM 6ubnnoTekm CepTMCbMKaTOB, BbIMOJIHMB KOMaHAy:

rm -rf ~/.pki
|

- COo3paNlTe KaTtanor nokanbHon 6ubnanoTeku CepTMd)MKaTOB, BbIMO/IHMB KOMaHAYy noa TeKylWwnMm
nosb30BaTeNnem:

‘mkdir ~/ .pki/nssdb

- MHUUMANMU3MPYITE JoKanbHyl 6ubAMOTEKY CepTMhMKATOB, BbIMOMHWMB KOMaHAy MNOL  TEKYLMM
NoNb30BaTENEM:

16 ®ann Mogyns 1ibjcPKCS11-2.s0 CO34AETCA NPU yCnewHoin ycraHoske EamHoro Knuenta JaCarta (onvcaHme ycTaHOBKM 6bi1o Bbille B
4.2.1). B 3aBMCMMOCTH OT OMepaLmMoHHOM cucTeMbl haiin MOLYNS MOXKET HAXOAMUTLCA B KaTanorax /1ib, /usr/1ib, /1ib64, /usr/1ib64. [ing noucka
MOXHO MCnonb3oBaTh KoMaHay: find {/lib, /usr/lib,/1ib64, /usr/1ib64} -name 1libjcPKCS11-2.so. B npumepe dain moayns
HaxoauTcs B kaTanore /usr/1ib64 (PucyHok 42).
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certutil --empty-password -d ~/.pki/nssdb -N

- NOAKIUYUTE MOAYAb K JIOKaNbHOM 6MBAMOTEKE CEPTUDUMKATOB nssdb, BbIMONHWB KOMaHAY NOA TEKYLIMUM
NMosb30BaTENEM:

modutil -dbdir sqgl:.pki/nssdb/ -add “JaCarta” -libfile /usr/1ib64/1ibjcPKCS11-2.so
- nepesanycTtuTe bpaysep.
4.2.1.4 Hacrpoiika 6paysepa Chromium gng Astra Linux Special Edition 1.7

e  BbinonHute HacTpoiiky 6pay3sepa Chromium, ecnm nopkntoveHve kK cepeepy LleHTpa ceptudukaummn Aladdin
Enterprise Certification Authority 6ynet BbinonHeHo B 3ToM Hpay3epe nocpeactsom Astra Linux Special

Edition 1.7:
- nopknuute Moaynb nssdb Ans paboTbl C cepTUPUKATAMM, BbINOJHMUB KOMaHAY:

modutil -dbdir sqgl:.pki/nssdb/ -add “JaCarta” -libfile /1lib/libjcPKCS11-2.so

- nepesanyctute 6paysep.

4.2.2 [isyxdakropHas ayTeHTUDUKALMA aAMUHUCTPaATOPa NO cepTUdUKaTYy Ha KNKo4YeBOM Hocutene

o [lonyyeHHbIr ONepaTopoM KJ/IOYEBOW HOCUTENb C 3aMMCaHHbIM Ha HEM CepTMPUMKATOM [ocTyna ans
ayTeHTMdUKauMn Ha Beb-cepBepe LleHTpa ceptudukaumm Aladdin Enterprise Certification Authority
HeobxoamMMo nopkntounTb B USB-nopT npeasapuTenbHOro HaCTPOEHHOO CPeACTBA BblYUCIUTENbHOM TEXHUKM
- paboyero MecTa onepaTopa/agMUHUCTpaTOpa AN ero AasbHeNWen ayTeHTUGUKALMK C LEenbio YCMELIHOro
NOAK/IOYEHUS K CEPBEPY HA KJIMEHTCKOM CTOPOHE.

e  OtkpoliiTe 6pay3ep, Ans KOTOPOro Obifia BbINOAHEHA NEPBUYHAsS HACTPOWKA ABYX(HAKTOPHOM ayTeHTUDUKaLMM
(cornacHo paspen 4.2.1 HacToswero pykoBOACTBA), U BBEAWTE B aApPECHYK CTPOKY ip-aApec uau nosHoe
LOMeHHOoe uMMs cepBepa (B 3aBUcMMOCTM OT SAN, ykasaHHOro B ceptudukaTe Beb-cepBepa), BblAABLIENO
MMMNOPTUPOBAHHbBIN CEpTUHMKAT AOCTYNA, HA KOTOPOM NPOM3BELEHA YCTAaHOBKA MPOrpaMMHOI0 KOMMOHEHTa
«LleHTp ceptudukaumm Aladdin Enterprise Certification Authority».

Hanpwumep:
https://172.22.5.21

e B noasuslieMcs okHe BeeauTe PIN-kon Knto4eBoro Hocutens.

Password Required - Mozilla Firefox

BeeguTe naponk 4nA TokeHa JaCarta-2 GOST PKCS#11.

OTMeHa Sign in

PucyHok 43 — OkHo BBoga PIN-kofda knto4eBoro Hocutens

e B nogsuswemcs okHe Bbibepute cepTUdMKAT C NOAKIOUYEHHOrO KNHYEBOr0 HOCUTENS.
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3anpoc MaeHTug Tena

CaiiTy Heo6X0gMMO ONpPeAennThb, C KAKUM CEPTMHUKATOM Bac acCOLMMPOBaTh:
172.22,5.21:443

OpraHv3auna: «»

BblgaHo: «»

BoiGepuTe cepTUUMKAT ANA NAEHTUGMKALMN:

INITIAL_ADMIN [05:E8:C8:31:6B:9F:90:FB:75:38:88:3E:75:FB:FB:F8:54:1D:C6:BF]

PetrovAD [S5C:81:0B:78:CAB1:EF.CE3D:4C:67:09:E0:9A:1 3:A6:11:33:E2:5C]

AedctenTened c 13 okT. 2023 1., 07:03:10 GMT-4 no 12 okT. 2025 r., 07:03:10 GMT-4
WcnonszoeaHMA knoua: Digital Signature,Non-Repudiation,Key Encipherment
Appeca 3n. nouTsl: initial@admin

Kem epigaH: CH=INITIAL_CA

MecTo XxpaHeHua: Moaynes 3almTel

3aNOMHWTL 3TO pelleHue

OTmeHa OK

PucyHok 44 - OkHo Bbibopa cepTudukaTa Nonb3oBaTeNs 4as ayTeHTMPUKALMM HA cepBepe

Bpemsi AeicTBUA TOKeHa AocTyna — 3 MUHYTLI.

BpeMﬂ AeNCTBUSA TOKeHa 0OHOBNeHuA — 24 yaca, TO eCTb N0 UCTEeUYEeHUID BpeMeHUu AeNCTBUSA TOKeHa
obGHoBReHus 6y,qu Tp66OBaTbCﬂ NnOoBTOpPHanA a)’TeHTVICbVIKaLIVIﬂ nonb3oBaTtenAa AnA [gocTtyna K

cepBepy LleHTpa cepTudmkauun.
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5BbE30MNACHOCTb COEANHEHNA

MopkntoyeHne knuveHTa K cepBepy LleHTpa cepTuduMKauMu BbINOAHSAETCS No npoTokony TLS, KkoTopbli
npeLoCTaBnseT 3aWMdPOBAHHbLIA 0OOMEH AAaHHBIMU U NPOBEPKY NOAMMHHOCTA KOHEYHOM TOUKM.

MpoTokon TLS no3BonseT aBTOPU30BaHHbLIM MOb30BATENAM (aAMUHUCTPAaTOpaM/onepaTopam) KIIMEHTCKOM YacTu
nNporpamMmbl NPOXoAmMTb NPOBEPKY NOAIMHHOCTM cepBepoB LleHTpoB cepTudmkauum, K KOTOPbIM OHKU NoakatoyatoTcs. Mpu

noaknveHMn no npotokony TLS knueHT 3anpalwuvBaeT AelcTBuTenbHbIM cepTudukat y cepsepa. Common Name
cepTudukaTa unm 3HaveHue 3anncu DNS name B paspene Subject Alternative Name f,o/mKHO COOTBETCTBOBATL UMEHU BED-
cepBepa. Pe3ynbTaToM yCTaHOBKM COEAMHEHUS SBNSETCS LOBEPEHHOE MOAK/YEHME U 3aLUMLLEHHbIA 0OMeH Tpadukom

MeXay KNUMEHTOM (aBTOpMBVIpOBaHHbIM FIOﬂbBOBaTEJ'IEM) n cepBepom.

5.1 HacTpoiika aoBepeHHOro coeguHeHus

[ HacTpOMKKM [OBEPEHHOIO COeANHEHMS:

e [loarotoBbTe ceptudukatbl LleHTpoB cepTudukauum, Ha OCHOBE KOTOPbIX CTPOMUTCA LLENOYKa A0BEPUS
cepTMdUKaTaM, MAM LEMOYKY cepTudukaToB LleHTpa cepTuduMKauuu, C KOTOpbIM TpebyeTcs YCTaHOBWUTb

6e3onacHoe coeamHeHune (cM. NyHKT 7.3.1.1 HacToSWero pyKoBOACTBA).

e YcraHoBuTe cepTudumKaThl LleHTpoB cepTudmKaumm Lenoykun LoBepus B 4OBEPEHHOE XpaHunuule bpaysepa.
Mpouecc ycTaHOBKM CepTUPUKATOB PaCCMOTPUM Ha Npumepe Hpaysepa Firefox:

- Ortkporite 6paysep Firefox — Hactpoiku — lNpuBaTtHocTb U 3awmTta - Ceptudukatol (cM. PucyHok 45).

Haxxmute kHonky <[MpocMoTp cepTudmkatos>.

& C @ @ Frefox  about:preferencest#privacy

() Baw Spayaep ynpasAneTcs BOwe OpraHMacuned.

o
CTOTYCO CepTUdMKOTOR

[@3 OcHoBHble
3awmta
@ Homano
MoaAeAbLHO® COoASPHMMOe W 3AWNTA OT EPeAOHOCHLIX NPOrpaMm
Q Mouck BAOKMPOBAT: ONACHOS W OCMOHLIEQIOLES CoASpiMMOe oapobHes
MpUBATHOCTE W BAOKMpOBATS ONACHLIE 3arpYy3KK
[9] SAWMTD |
Q CUHXPOHA3TLMA
Ceptudukarbl
3appawuears y OCSP-cepeepos NOATBEDHASHUE TEKYLLETO NpocMoTp cepTUgUKATOB. ..

YCIpOWCTBA 3ALLMTI. ..

PucyHok 45 - OkHo HacTpoek 6paysepa
Boibepute Bknagky «LleHTpbl cepTudukaumMu», B  OTKPbIBLIEMCS BKNagKe HaXMWUTE  KHOMKY
<MMnopTupoBaTth> U BbibepUTe NpeaBapuTeNbHO NOATOTOBNEHHbIM cepTUdUKAT LleHTpa cepTudukaumm,
npoctaBbTe GNaxku B yek-6okcax «[loBepstb nMpu maeHTUdMKaumm Beb-caToB» M «[loBepsaTb npwu
MOeHTMOUKALMKM NOoNb30BaTesNel 3NeKTPOHHOM MoYTbl». [MoovyepénHO MMMNOPTUPYITE BCe CepTUPUKATDI
LleHTpoB cepTuduKaumm, yyacTByrlMe B MNOCTPOEHUM Lenouku posepus (cM. PucyHok 46) wunu
UMMOPTUPYITE LLENOYKY CEpPTUPUKATOB.
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¥npaenenue ceptndukarammu X

3arpyska cepTugmKkaTa

Bam npegnaraioT JOBEPATL HOBOMY LIEHTpY cepTudukaumim (CA).
Baluu ceptugmkal

Bbl X0TWTE A0BepATL «OmskKvantSubs AnA cnefyowwyx HasHaueHn?

¥ Bac XpaHATCA CepTh
P 4 JNosepaTe Npy uaeHTUdKUKaLMW Beb-caiToe.

a

WmA cepTugukata [oBepATh NpY WABHTUMKALMKA NONL30BaTeNeid INeKTPOHHOMA NoYTEI.

~ AC Camerfirma S.

MNepeg TeM, Kak ONpeAennTLCA © AOBEPUEM K 3TOMY LIEHTPY, PEKOMEHAYETCA NpOBepUTEL ero
cepTUdUKaT, NOAUTUKY W NPoLeAypel (0N BO3IMOXHO).

Global Chambe

Chambers of Ct

~ AC Camerfirma S¢ MpocmoTpeTs MpoBepUTE CEpTUOMKAT LeHTpa

Camerfirma Ch
OTmeHa OK

Camerfirma Gl¢

MMNoOpTUPOBATb...

PucyHok 46 — OkHO ynpaBneHus ceptudukaTamu
e  Bbinyctute (CM. NyHKT 7.4.1 HacTosWwero pykoBoACTBA) 41 IOKANbHOro cybbekTa Be6-cepBepa v YCTaHOBUTE
cepTudukaT Beb-cepaepa (CM. NyHKT 7.13.1 HacToAWEro pyKOBOACTBA), EC/IM 3TO HE CAENAHO paHee.
e [lepesanyctute 6paysep.
o [Ina 6e30nacHOro 4OBEPEHHOrO coeanHeHUs npum obpaleHun K cepeepy LleHTpa cepTudmkaumm ncnonbsyinte
LloMeHHoe uMs (cM. PucyHok 47), ykasaHHoe B aTpubyTte cepTudumkata Beb-cepsepa Subject alternative name
(SAN) (cM. PucyHok 48) 1 cooTBETCTBEHHO YKa3aHHOE B KOHOUIypauMoHHOM daine /etc/hosts/ cepsepa.

C @ OB presale.aeca

PucyHok 47 - AnpecHas ctpoka B bpaysepe

AononHWTensHoe
nma cybbekTa

DNS-uma sub03.presale.aeca

PucyHok 48 - CeptudumkaT Beb-cepBepa
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6 TEXHOJ10 MHECKMNE COCTABJIAIOLLME MNMPOIrPAMMBI

6.1 Ha3zHa4vyeHne TeXHONOrM4YeCKUX CoCTaBNAIOLWMNX

TexHonornyeckMe COCTaBNAwOWME MNPOrpPaMMHOr0 KOMMNoOHeHTa «LleHTp ceptudmkaumm Aladdin Enterprise

Certification Authority» co3palTcs aBTOMaTMUYeCKM, C LeSibl0 MepPBUYHOro 3amnycka NporpaMMHOro KOMnoHeHTa «LleHTp
ceptudukaumm Aladdin Enterprise Certification Authority».

6.2 YCTaHOBKa U HaCTpOﬁKa TeXHONMOrM4eCKunxX cocrasBnamowmnx

Mepen ycTaHOBKOM MpOrpaMMHOro kKomnoHeHTta «LleHTp cepTudukaumm Aladdin Enterprise Certification
Authority» BoO3MOXHO 3a8aTb B aiine KoHdurypaumm /opt/aecaCa/scripts/config. sh nepemMeHHble
OKpYXXeHusl, UCnonb3yeMble CepBMCOM «settings-service» (cM. PykoBoacTBo agMuHucTpaTtopa. Yacts 1.
YcTraHoBKa):

- napameTpsbl TexHonoruyeckoro LleHtpa ceptudumkaumu;

- Kpuntorpaduueckne napameTpbl ceptudukarta TexHonornyeckoro LIC;

- 3ajaHve napaMeTpoB YYETHOM 3aNuUCHK;

- KpunTorpaduyeckme napaMeTpbl cepTUdUKaTa YY4ETHOM 3aNUCKU 3lMUHUCTPATOPA;

- kpwuntorpaduueckme napameTpbl ceptudukata Beb-cepsepa.

B npouecce ycTaHOBKM NporpaMMHOro KomnoHeHTa «LleHTp ceptudmkaumn Aladdin Enterprise Certification

Authority» 6yayT aBTOMaTM4YeCku CO34aHbl TEXHOMOrMYECKNe KOMMOHEHTbI:

- TexHonorunyeckuh LleHtp ceptudukaumm «INITIAL_CA» (no ymonyaHuio);

- NoKanbHble CybbekTbl (NOKanbHbIM CyObekT BebG-cepBepa M Y4€THAs 3anucb afMUHUCTpaTopa
WHULMANU3aLun).

[ins TeXHONOrMyecknx KOMMNOHEHTOB aBTOMATUYECKMU CO34a0TCS:

- Y4YéTHaga 3anucb agMuHuctpatopa nHuumanusaumm «INITIAL_ADMIN» (no ymonyaHuio);

- ceptudukat TexHonorumyeckoro LleHtpa ceptudumkauumn «INITIAL_CA» (no yMonyaHui) €O CpPOKOM
nencrema 24 ropa;

- cepTudukaT yuétHom 3anucu apmuHmctpaTtopa «INITIAL_ADMIN» (no ymonuaHuio) cO CPOKOM AeNCTBUS 2
rona;

- ceptudukar Beb-cepBepa CO CPOKOM AeincTBuS 2 roaa.

Mocne 3aBeplueHMs pa3BEPTbIBaHUS MPOrpaMMHOr0 KOMNoHeHTa «LleHTp ceptnudukaumm Aladdin Enterprise

Certification Authority» B KaTanore

/opt/aecaCa/dist/certificates/account/INITIAL ADMIN.pl2 6yaer pa3melléH cepTudukar

agMuHucTpatopa uHunumanmsaumm INITIAL_ADMIN.p12, Heo6xXoaMMbI 4S9 AanbHeEWen ayTeHTUhMKALUK Ha

Be6-cepBepe. PIN-kon cepTudmkata agMMHUCTPATOPA, 3aAaHHbIA MO YMOMYAHUIO B KOHPUIypaLMOHHOM

danne config. sh, «INITIAL».

MNepBHYHas aBTOpM3aLMa B OTKPbIBLUEMCS MHTepdeNce YCTaHOBIEHHOMO NPOrPaMMHOr0 KOMMNOHeHTa «LleHTp

ceptudukaumm Aladdin Enterprise Certification Authority» no ymonuaHuto BbIMOAHSETCA NOA YYETHOM

3anucblo «INITIAL_ADMIN» ¢ npaBamMu aaMMHUCTpaTopa.

B otkpbiBweMcs uHTepdence nporpaMMHoro cpeactBa «LleHTp ceptudmkauum Aladdin  Enterprise

Certification Authority» oTobpaxeHbi:

- Ceptudukat TexHonornmueckoro LleHtpa ceptudukauumn B pasgene «LleHTp ceptudukauum» Ha BKnagke
«CBOM cepTUPUKATI».

AO «AnadduH P .», 1995-2025 2. Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasnerus Llenmpa cepmuguxayuu Aladdin Enterprise Certification Authority

Cmp. 51/ 271



LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.A/NOE.03.01.020-01 32 01-2

- YyétHag 3anucb «INITIAL_ADMIN» B pasgene «YuéTHble 3anucu». TexHonorumyeckas yyétHas 3anucb
MMeeT HeorpaHUYEHHbIE NPaBa;

- CybbekTbl NOKaNbHOM pecypcHOM cucTeMbl B pazgene «CyobekTbl»;

- Beb-cepBep n U3patenb B pasgene «Hactpoikay.

6.3 YaaneHue TeXHONOrMYeCKUX COCTaBAAIOLLLUX

BHumaHue! HapyweHue HuxkenpMBegEHHOro nopsaka yaaneHusi TEXHONOrM4eCKux CoOCTaBnAOLWMX,

CO3A4aHHbIX Npu pas3BépTbiBaHuM LleHTpa cepTtudmkaumm, mMoxeT npuBecTM K owubkam wu/vunm

nofHoMy GNOKMPOBaHUIO AOCTyNa K NporpaMMHOMYy KOMMOHeHTy «LleHTp ceptudukaunm Aladdin

Enterprise Certification Authority».

[na ypaneHus TeXHONOrMYECKMX COCTABASAKOWMX, HEOOXOAMMbIX [NS MEepPBUYHOr0 3amnycka MnporpaMMHOro
koMmnoHeHTa «LeHTp ceptudmkaumm Aladdin Enterprise Certification Authority», nocne pa3séptbiBaHus LleHTpa
CepTMhUKALUMM U 3arpy3KM INLLEH3UU, BbINOSIHUTE Ciefytolme AeACTBUS:

1) Bbinyctute n muMnoptupymnte ceptuduKat A8 CO34AHHOrO0 NOAYMHEHHOro LleHTpa ceptudukaumm B
COCTOSIHUM «3anpoc» (COrNacHO NyHKTaM o 1 7.3.1.6 HacTosLWLero pykoBoacTaa).

2) YpocTtoBepbTech B TOM, YTO CO34aHHbIN LleHTp cepTudumkaumm akTMBUMPOBaAH.
3) Co3panTe y4ETHYH 3aNMUCh C pONbio KAOMUHUCTPATOP» (CM. NYHKT 7.6.1 HacTOsLWero pyKoBOACTBA).
4) BeinyctuTte cepTUdUMKAT 419 CO34aHHOM YYETHOM 3anMCK (CM. NYHKT 7.6.7 HACTOSILLEro pyKOBOACTBA).

5) BbinonHute ayTeHTUdMKALUMIO NO BbINYWEHHOMY CepTUdUKATy Y4E€THOM 3anmucu (cMm. pasgen 7.3.1.7
PykoBoactea agMuHMUcTpaTopa. Yacts 1. YcTtaHoBka).

6) BbikntounTe NnpoBepky uspgartens TexHonormyeckoro LleHtpa ceptudukaumm (cM. NyHKT 7.13 HacToswero
pyKOBOACTBA).

7) Bbinyctute ceptudmkart Beb-cepsepa, COXpaAHWMB KOHTEMHEP C KHOYEBOM NApoK (CepTUdUKAT M 3aKpbITbIN
kntod) B dopmate PKCS#12 (cM. nyHKT 7.4.1 HacToAWwero pykoBoaCTBa).

8) BbinonHute cMeHy kntoyer Beb-cepBepa B uUensx 6e3omacHocTM (CM. nyHKT 7.13.1 HacToswero
pyKOBOACTBA).

9) VYpanute TexHonornyeckui LleHTp ceptudukaumm (cMm. nyHkT 7.3.1.7 HacToawero pykoBoacCTBa).

6.4 BoccTaHoBNIeHNe [O0CTYNa K nNporpaMMe B C/ly4ae HEKOPPEKTHOro YyAaneHuA
TeXHONMOrnM4eCKnx cocrasnarownx un/vnn GHOKVIPOBKVI AocTtyna

B cnyyae 6GnokMpoBKM OOCTyna K MpOrpaMMHOMY KOMMOHeHTy «LleHTp cepTudmkaumm Aladdin Enterprise
Certification Authority», BO3HMKWeEN B pe3ynbTaTe HEKOPPEKTHOrO YAANEHUS TEXHONOMMYECKUX COCTaBASIHOLLMX,
BOCCTaHOBNEHUWE AOCTYMa BO3MOXHO NPOM3BECTU ABYMS CNOCOBaMu:

e BOCCTaHOB/IEHME M3 pe3epBHOM Konuu (M. pa3gen 9 Pykosoactea agMUHMUCTpaTopa. Yactb 1. YcTtaHoBKa U
obcnyxuanue LlenTpa ceptndumkaumm Aladdin Enterprise Certification Authority);

®  BOCCTaHOB/IEHME TEXHONOMUMYECKMX cocTaBnsowmx (cm. pasgen 10 PykoBoactea agmMuHucTpartopa. Yactb 1.
YctaHoBka n obcnyxusanume LeHtpa ceptudukaumm Aladdin Enterprise Certification Authority).
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7 OYHRUWMW YINPABJ1IEHUA NMPOIrPAMMDI

7.1 BepxHAaa naHenb «LleHTpa ceptudpurauyum Aladdin Enterprise Certification Authority»

BepxHss naHenb (cMm. PucyHok 49) LleHTpa ceptudukaumm dukcrpoBaHa v oTobpaxaercs Ha nobom ware unu
nepexone Mexay pasfLenamu.

~
"y
“’ LieHTp ceprudmkaLmm Aladdin eCA 3 @ Omskkvantsub  MopuuEnHei UC  INMALADMIN @

PucyHok 49 — BepxHssa naHenb okHa «LleHTpa cepTudukaumm»
MNpu HaBe#eHUM Kypcopa Ha MKOHKY MaHenu BCNbIBaeT COOTBETCTBYHOLLEE TEKCTOBOE MOSICHEHUE AN1S KAaXA0ro
3NeMeHTa.

o @ - TMn akTmeHoro LIC (Bo3MOXHble BapuaHTbl: KopHeBow nnmn MoaunHeHHbI);

ol

A bHEHHeR HOpesni

- 0603HaveHume ctatyca LLC.

ST Mpun oTCyTCTBMM OWMOBOK M NpeaynpexaeHnin 0TobpaxaeTcs akTUBHbIN CTaTyC:

O  aKTUBHbI - Mpu HaBeaeHWM Kypcopa OTOBpaxaeTcs BCM/bIBAKLLEE
coobleHne KAKTUBHbINY;

MHOMKATOP «TPEYrONbHMK C BOCKIMUATENbHbIM 3HAaKOM» MPUCYTCTBYET B
CnepyLmMx Cnyyanx:

O WCTEK CPOK [HencTBma cepTudukaTta Tekywero aktmeHoro LC ﬂ Mpwu
HaBefeHMM Kypcopa oTobpakaeTcs BCnbiBatowee coobuieHne «McTek cpok
nencreng ceptudumkata LUC»;

o wucTekaet' cpok meicTeus ceptudmkara Tekyuiero aktmeHoro LiC - Mpu
HaBefeHMM Kypcopa oTobpaxaeTcs BCMabiBawlee coobueHne «Mcrekaer
Cpok pericteus ceptudukata LLC»;

o 3akpbitbii  kaou  LC  Hepoctynen®® - Mpn HaBegeHun Kypcopa
oTobpaxkaeTcs BCnablBaowee coobleHne «3akpbITbli K04 LEHTpa
cepTUdUKaLMM HELOCTYNEHY.

O WCTEK CpPOK [EeNCTBUS NIULLEH3UMU - MNpu HaBepeHun Kypcopa
oTobpaxaeTcs BchbiBalowee coobuieHne «McTek  CpoK  OeicTBuS
NULEH3UNY;

O  BOCTUTHYTO JIMLEH3MOHHOE OrpaHUYeHMe Ha KONMYeCTBO CyObekToB C

[LEeNCTBYIOWMMU  cepTUdMKATAMM - Mpu HaBepeHuu  Kypcopa
oTobpaxaeTcs BcnabiBawowee coobueHne «[ocTUrHyTo npenenbHoe
KONMYECTBO CYObeKTOB C AEMCTBYOLWMMK CepTUDUKATAMU MO JINLLEH3IUNY.,

. OmskKvantSub - uMa Tekyuwero aktuHoro LIC, 3apmaHHOe B MPUMEHEHHOM NUUEH3UKM (He
n3MeHsiemoe). Mpu HaBeaeHUM Kypcopa BCM/bIBAKOT 334aHHbIE UMSI U 3HAUYEHMS

cybdukca pasnmyatowerocs nmenn LC;

7 1o ucteyenus octaétcs MeHee 90 aHeil.

8 Mpu 3anycke cepsepHoro komnoHeHTa Aladdin eCA He yaanoch NOAyuMTb 3aKpbIThii KoY AaHHoro LIC, uTo MoxeT BbiTb 06YCNOBAEHO
yAaneHUeM UK NOBPEXAEHMEM JIOKANIbHO XPAaHUMOrO KOHTEMHEPA 3aKpbITOro Koya IM60 OTCYTCTBUEM JOCTYNa K KPUMMTONPOBAlAepy anroputMa, no
KOTOpOMY 6blna co3aaHa kitoyeBas napa faHHoro LC.
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. HHBIALIC - otobpaxkaeMoe MMs Tekylwero aktMeHoro LLC (3amaétcs npu nepBUYHOM
aKTUBALMM NIMLEH3NM);

- TeKyLWwas aBTopm3auma y4€THOM 3anMcuK Nonb3oBartens;

- CBeAEHUS O TeKyleih BepcMM NPOrpaMMHOr0 KOMMOHEHTA, KOHTAaKTHasi
nHPopmMaums pa3paboTymka, MHOOPMALMS O INLEH3UN.

Mo HaxaTuio Ha KHOMKY <VMIMMOpTMPOBATb NIMLEH3MIO> BO3MOXHO 3arpy3uTb
0OHOBNEHUNE TULIEH3UM.

7.2 boKkoBaA naHenb «LleHTpa cepTuduKayumn»

B 3aBMCMMOCTM OT LWMPUHBI OKHa Bpay3epa 60KOBasi NaHelb MOXET:
e mbo 6bITb 3akpenyieHHOM M oToDpaxatbcs Ha N6OM wWare WAn nepexope Mexay pasgenamu (npu
LWMpUHe okHa bpay3epa 6onee unu pasHoit 1200px). MNpu 3ToM BokoBas NaHenb 0TOH6PAKAETCS B MOTHOM
(cm. PucyHok 50) nnmn komnaktHoM (cM. PucyHok 51) Buae. Boibop Buaa 60koBOW naHenn nponcxoaut no
HaXXaTUH KHOMKM , pacnonoXeHHON BHWU3Y AaHHOM NaHenu;
e 1160 HbITb CKPLITOM M 0TOOPAXKATLCA TONLKO MOC/E HAKATMA HA KHOMKY E KoTopas 0To6paXaeTcs ToNbKO
B LaHHOM pexwuMe (npu WwWupuHe okHa bpay3epa MmeHee 1200px).
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LlenTp ceptudpmka

:, lMNpaeuna goctyna

PucyHok 50 - MonHbii BMA, 60KOBOM NaHenu PucyHok 51 - KomnakTHbIVi BUA 60KOBOWM naHenu

bokoBas maHenb COCTOMT M3 pa3fenos, onpefensolmnx cootseTcTeyowme dyHkuun «LeHTpa ceptudmkaumm

Aladdin eCA», 1 co3gaHa ons opraHusaumm ynpaeneHus LleHTpom cepTudukaumm:

o Paspen «UeHTp ceptudumkaumm» — B LAaHHOM pasaenie BO3MOXHO:

BbINYCTUTb cepTudumkaT LleHTpa ceptudumkaumu;

noanmncaTb 3anpoc Ha BbiNyck ceptudmkaTa NogumHeHHoro LleHTpa ceptudukaumm;
CKayaTb LLenoyky ceptudunKaToB akTMBHOrO LleHTpa ceptndmkaumm;

ckavaTb ceptudmkat KopHesoro u MNMogumHeHHoro LUC B popmate .pem;

0T03BaTb cepTuduKaT MNogumHeHHoro LC;

MOCMOTPETb KapTouKy LleHTpa ceptudumkaumu;

e Pasgen «CepTuduKaTbl» — B LAaHHOM pa3fAesie BO3MOXKHO:

BbINYCTUTb CEPTUPUKAT C 3aKpbIThiM KtouoM PKCS#12 nns cybbekTa;

BbIMYCTUTb CEPTUPUKAT Ha OCHOBAHMU 3anpoca Ang CyobekTa;

BbIMYCTUTb CEpTUHMKAT Ha K/IOHEBOM HOCUTeNe ANs CybbekTa;

NMOCMOTPEeTb CMMCOK BCEX BbIMYLEHHbIX CEPTUPMKATOB CYOBEKTOB, BbIMYLLEHHbIX akTUBHbIM LC, ¢
oTobpaxeHWeM cTaTyca cepTUdMKaTa, CpoKa LeMCcTBUS, TMNa CybbekTa, UMeHU CcybbekTa M CepUMHOro
HoMepa cepTuduKaTa;

NPOU3BECTU NMOUCK BbINYLLEHHbIX CEPTUDUKATOB MO UMEHU CYOBEKTA;

0T03BaTb WJIM NPUOCTAHOBUTb LENCTBME BbIMYLLEHHOTO cepTudmKaTa CyobekTa;
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MOCMOTPETb KAapTOUKY BbIMNyLLEHHOr0 cepTudukaTa cybbekTa;
ckavaTb cepTudumkaTt cybbekTa B hopmate .pem;

CKayaTb LLenoyky cepTudumKaTos;

ckavaTb Tekywmi CRL;

CKayaTb CMMCOK BCeX BbIMYLLEHHbIX cepTUduMKaTos B hopmare .csv;

NPMMEHUTb MAaCCOBble OMnepaLmm K BbibpaHHbIM cepTuduKaTam (0T3bIB, MPUOCTAHOBKA, BO30OHOBIEHME);

. Pazpen «YueTHble 3anucu» — B 4AHHOM pa3nene BO3MOXHO:

€03[aTb HOBYIO YYETHYIO 3aMUCh;
OTPEeAaKTUPOBATb CYLLECTBYIOLLYIO YYETHYIO 3aMUCh;
3a6/10KMPOBATb UM aKTUBUPOBATb CYLLECTBYHOLLYIO YYETHYIO 3aMUCh;

3a4aTb rpynnbl, Ha KOTOPble MPeAoCTaBAAOTCA Npasa Ans ynpasneHns cepTudukatamu CybbekToB, AN
yYeTHOW 3anucu, BeinonHswLwen ponb «OnepaTopy;

BbINYCTUTb CEPTUUKAT 4S9 NOSIb30BaTeNs YYETHOM 3anuncK;

L] Pasgen «I'IpaBMna 40CTyna» — B AaHHOM pa3faesie BO3MOXHO:

MPOCMOTPETb CYLLECTBYIOLLME NPABMAA LOCTYNa;
€034aTb HOBOE NPaBMO AOCTYNa;
0TpeaaKkTMpoBaTh NpaBuIo AOCTYNa;

yaoannTb NpaBuno Aoctyna.

o Paspen «CybbekTbl» — B AAHHOM pa3fesie BO3MOXHO:

Npou3BECTM MOUCK CYyObEKTA MO ero UMeHMU (MK YaCTU UMEHM);
0OHOBUTbL CMMCOK FPyMn U CyOBLEKTOB;

NMOCMOTPETb CyLeCTBYOWME CyObeKTbI;

CO343Tb HOBbIN NIOKANbHbIN CYyObEKT;

BbIMYCTUTb CEPTUPMKAT C 3aKpbITbiM Kntouom PKCS#12 pna cybbekTa;
BbINYCTUTb CEpPTUPUKAT NO 3anpocy Ans cybbekTa;

BbINMYCTUTb CEpTUDMKAT Ha KIOHEBOM HOCUTeNe Ans cybbekTa;
NMOCMOTPETb BCE BbIMyLLEHHble CepTUdMKaTbl AN KAKA0ro CybbekTa;
CO34aTb YYETHYIO 3anuch ANg cybbekTa us rpynnbl «Usersy;
NMOCMOTPETb KapTouKy CybbekTa;

ony6/IMKOBaTb CEPTUPUKAT CYyGLEKTA B PECYPCHYIO CUCTEMY;

. Pazpen «PecprHaﬂ cucrteMa» — B A4aHHOM pa3gesie BO3MOXKHO!

MOAK/OYUTb PECYPCHYIO CUCTEMY A/19 YNpaBieHus cepTudukaTtaMmn JOMEHHbIX NoSib30BaTenei u Apyrux
CybbeKToB;

06HOBUTb CMUCOK CYBbEKTOB PECYPCHOM CUCTEMBI U MX AAHHBIX B PY4YHOM PEXMME.

e Pazgen «LleHTpbl Banugaumum» — B LaHHOM pasfene BO3MOXHO:

HacTpouTb napameTpbl paccoinkmn CRL/Delta CRL;

ckavatb CRL;

06HoBUTb CRL Mo HaxaTuto KHOMKY;

NMPOCMOTPETb CMUCOK YXXe 3aperncTpMpoBaHHbIX LLeHTpoB Banuaaumu;
3aperncTpupoBaTb CTOPOHHUE LIeHTpbl Bannmauuu,

co3patb LleHTp Banupaumu Aladdin Enterprise Certificate Authority;
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- 00beauHUTb TOUKM pacnpocTpaHeHus unu cnyxosl OCSP B knactep;
o Paspen «XypHan cobbiTuit» — B JAHHOM pasaesie BO3MOXHO:

- NOCMOTPETb B MHTEPAKTUBHOM PEXMME MOMHbIA MAU BbIOOPOUHbIM (C NpUMEHEHMEM (UNBTPOB) XXYpHan
cobbITUi;

- CKayaTb XypHan cobbiTuit B popmaTe .CSV No BbIGpaHHbIM NapaMeTpam 3KcrnopTa.

e Paspen «lWabnoHbl» - B AaHHOM pasgene OTOOpaXkeHbl NpenyCTaHOB/EHHble WabMOHbI CEpTUPUKATOB.
B03MOXHO BbINOAHEHME CneayoLWwmx onepauuii ¢ wabioHaMm cepTUPUKATOB:

- K/JIOHWpOBaHue;
- penaKkTMpOBaHWE 3arpyXXeHHbIX U CO3aHHbIX LWAbNOHOB CEPTUPUKATOB;
- ypaneHue WwabnoHoB (KpoMe NpeayCTaHOBAEHHbIX);
- oToGpaxeHWe cnucka WabnoHoB.;
- 3arpyska WwabnoHos ceptnudukatos MSCS.
e Pazpen «Hactpoliku» — B faHHOM pasgene npou3BoOAUTCS:
- HacTpoiKa ayTeHTUMKALMM NpU NMOAKNOUYEHMM K BED-cepBepy;
- 3aMeHa cepTudMKaTa Tekylero Beb-cepeepa;
- ynpaBneHWe CNUCKOM NOAK/YEHHbIX Syslog-cepBepos.

[anee B HacToAWeM AOKYMEHTE MPUBOAMTCS MOSHOE OMNWCAaHME AOCTYMHbIX (QYHKUMI ynpaBneHus LleHTpom
cepTMdMKaLMM ANs KAKLOro pasaena.

7.3 Pa3gen «LeHTp cepTuduKkaumnmn»

Mepexon Ha 3KpaH ynpaBneHus LUeHTpa cepTudMKauumn ocyllecTBnseTcs no Bbibopy paspena «LeHTp
cepTuduKaLmMm» 6OKOBOro MeHH, pacnoioXKEHHOro CneBa Ha rMaBHOM 3KpaHe (cM. PucyHok 50).

Paspen «LeHTp cepTudukaummn» ynpaBneHns LEHTPOM cepTUdUKaLMKM B NPaBOM MoJfie 3KpaHa COLEPXKMUT BKNAAKM
«CBon ceptudukaTbl» (ynpaBneHune cobcTBeHHbIMM KopHeBbiMM U [loAYMHEHHBIMM LeHTpamu cepTudukaumm) u
«CepTMOUKaATbl NOAYMHEHHbIX LEHTPOBY (paboTa ¢ [oAYMHEHHBIMU LLEHTpaMM CepTUDUKALIMM HUKHETO YPOBHS).

[aHHbIM pa3pen AOCTyneH TONbKO NONb30BATENIO C PO/bI0 KALMUHUCTPATOPY.

7.3.1 Bknapka «Ceou ceptudukatbi»

Bua paspena «UeHTp ceptudukaummn» - Bknaaka «Ceou cepTudumkaTbl» NoKasaH Ha pucyHke Hmxe (PUCyHoK 52).
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PucyHok 52 - SkpaH pasgena "LleHTp ceptudmkaummn” — Bknagka «CBom ceptudmKaTtbl»

e Ha paHHOV Bknagke nocne WHUMUMANM3aLUMKM OTODpaXEHbl CEPTUOUKAT TEXHONOTMYECKOro LeHTpa
cepTMdUKaLMM, CO34ABaEMbIi NO YMOMYaHMIO npu ycTaHoBke LleHTpa ceptudumkaummn Aladdin eCA, u
cepTndUKaT LeHTpa cepTUdUKaLMM, CO3AAHHBIN NP MHULMANUZALMUN.

o CeptudukaTbl LeHTPOB cepTudMKauumM B GopmaTte .pem XpaHATCs B 6a3e AaHHbIX (MMS 6asbl AaHHbIX NO
yMonuaHuio, KoHdUrypaums 6asbl 4aHHbIX yka3aHa B Gaine /opt/aecaCa/scripts/config. sh).

e  OTKpbITbIM M 3aKPbITbIA KUK LEHTPOB CepTUDMKALMM XPaHSTCA B KOHTeMHepe PKCS#12 no ymonyaHuio B
kaTanore /opt/aeca/cryptotoken, eciM He WU3MeHeHa KOHOUrypauus pa3BEpTbiBaHUS B
KOHMUrypaumMoHHoM danne /opt/aecaCa/scripts/config. sh.

e T[laponb koHTelHepa PKCS#12 xpaHuTcsa B 6a3e faHHbIX B 3aluMPpoBaHHOM no anroputmy AES256 Buae (Mms
06asbl  JaHHbIX MO  YMOMYaHWl,  KOHduUrypauus  6asbl  AaHHbIX  yKasaHa B ¢aiine
/opt/aecaCa/scripts/config.sh).

e [lna cepTudukaTa LEeHTpa cepTUPUKaumnm us kateropum «CBou cepTUdUKaTbI», UMEIOLLEFO CTATYC KaKTUBHbIN,
LOCTYMHbI HACTPOMKKU, B TOM UYMC/Ie CO3LaHME M NepeHacTpolika cepeucoB nybavkaumm CRL DP u ciayx6bi
OCSP B pasgene «LleHTpbl Banuaaunm».,

e Tabnuua Ha Bknagke «CBOM cepTUMUKATbI» COAEPXUT CleaytoLme nons:

- wuHaukatop «Obpatuth BHMMaHMe Ha LIC» - oTobBpakaeTcs TONbKO MpU Hanuuuu nNpobnem y AaHHOro
ueHTpa ceptudukaumuu. NoapobHee cMm. B Tabnuue Huxe (Tabnuua 8);

- TWN - TUN UeHTpa cepTUdUKaLMK:
o . - ans kopHesoro LIG;
o . - ons nogymMHeHHoro LC;
Ecnun ueHTp ceptudumkaummn 6ol CO34aH C MMNOPTOM Kitoda M3 KoHTenHepa PKCS#12, To none copepxut
MKOHKY-NpeduKc & «/IMNOPTUPOBAHHBIM» TUM K/KOYa.
- oTobpaxaeMoe nms;
- Brajenew;

- [e’CcTBUTENIeH [0 — CPOK AEWCTBUS cepTUdUKaTa (paTta M Bpems):
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O  eC/IM 0 UCTeYEHUS CpoKa AencTBUSa ocTaeTcs MeHee 90 gHEN, TO LBET 3HAYEHMS — OPAHXKEBbIN U
pAOooM oTobpaXkaeTcs MHAMKATOP -, Npu HaBeLeHUU Kypcopa oToDOpaxaeTcs BCMbIBaOLLAS
noackaska «OcTanocbk meHee 90 AHEN [0 UCTEYEHUI»;

o ANna cepTMPUKATOB C MCTEKIIMM CPOKOM AENCTBMS LBET 3HAYEeHMS — KPaCHbIM M psagom
oTo6paxaeTcs UHAMKATOP A npy HaBeLleHUU Kypcopa 0TobpaxkaeTcs BCMbIBaKOLWAs NOACKa3Ka
«CepTUdUKaT ncTeks.

aIfOPUTM K/KYa,;
AJTMHA KNo4va;

COCTOSIHWE — COCTOSIHME LieHTpa cepTuduKaumu:
O  aKTUBWMPOBAH;
o 3anpoc;
O OTO3BaH;
O  MCTEK CpoK;
O He aKTMBMPOBAH.

KO/IMYECTBO CO3[aHHbIX — KOJMIMYECTBO CO3[3HHbIX CEPTMPMKATOB [OCTyna HE3aBUCMMO OT CTaTyca
cepTMdUKaToB.

Tabnuua 8 - MNpuunHbl oTobpaxeHus nHamnkatopa «06paTuTb BHUMaHue Ha LIC»

Tun

MpuunHa oTo6parkeHus

ﬂ Owunbka

Ecnm ncték cpok gencramsa ceptudmkaTa LeHTpa cepTuduKaumm.
Mpu HaBeLEeHWUM KYpCOpa Ha MHAMKATOP OTOBpaxaeTcs BCN/biBatoLLee cooblieHne «McTek cpok
nencreng ceptudukata LC»

BN ouwmbka

Ecnu 3aKkpbIThli KNOY LEHTPA CEPTUDMKALMU HEAOCTYNEH.

MNpwu 3anycke cepepHoro komnoHeHTa LleHTpa ceptudmkaumum Aladdin eCA He yaanocb nonyumTb
3aKpbITbIM KNKOY AAaHHOMO LEeHTpa cepTUdUKaLMK, 4TO MOXET HbITb 00YCIOBNIEHO yaaNneHUeM unm
NOBPEXAEHWEM NIOKANIbHO XPaHUMOI0 KOHTEMHEpa 3aKpbITOro K4a 1Mo OTCYTCTBMEM LOCTYNA K
KpUNTONpoBanaepy anropmMTMa, no KOTopomy Bbina co3aaHa Kn4veBas napa AaHHOTO LEeHTpa
ceptudukaumm.

B ownbka

Ecnu 3aKpbITbIN KKOY LLEHTPa CEPTUDUKALLMM HAXOLUTCS B COCTOSAHUM «KKOY 3KCMOPTUPOBAHY.
MNpu HaBeLleHWMM Kypcopa Ha MHAMKATOp OTOBpaxaeTcs BCNbIBaKoLLee Co0bLeHne «3aKpbITbii KoY
LeHTpa cepTuduUKaLMn HeLOCTyNeH».

BN ouwmbka

Ecnu po ncreyeHuns cpoka pencrems ceptudumkaTa LeHTpa ceptudukaummn octaetcs meHee 90 gHen.
Mpu HaBedeHMM Kypcopa Ha MHAMKATOp oTobpaxaeTcs BChbiBatolee coobleHne «McTekaeT cpok
pencreug ceptudukara LIC».

e [lna ynpaBneHus LeHTpaMu cepTUUKALMKM alMUHUCTPATOPY AOCTYNHbI AEACTBUS, NPUBEAEHHDIE B TabnuLe HUxXe
(Tabnuua 9).

Tabnuua 9 - Bo3MoxHble onepauuu, coepaemble Hag LLC Ha Bknaake «CBou cepTudumKaTbl»

0 LC B cocrosinumn | LLC B cocTosiHum LC B cocTosiHun Heobxoaumoe peicteue ans
nepauus
«3anpoc» «AkTuBupoBaH» | «He akTMBUpOBaH» BbINOJIHEHUA onepaLun

Ckavatb

- + +
ceptudukar
Ckauatb uenouky - + + Bblaenutb cepTMdUKaT M HaxaTb
cepTuduKaTos
CkavaTb cnmcok KHONKY <Ckauatb>
OTO3BaHHbIX - + +
cepTuduKaTon
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LLC B cocTOSIHUMU

LLC B cocTosiHUU

LLC B cocTosiHUM

Heobxoaumoe peiictBue ansa

Onepauus
«3anpoc» «AkTMBMpOBaH» | «He akTMBMpOBaH» BbINOJIHEHUS onepauuu
CkavaTb 3anpoc Ha .
ceptudukar
YaanuTb LeHTp . . Bblaenntb ceptudukat M Haxarb
cepTuduKaumm KHOMKY <Ypanutb>
Bologenutb ceptMdukaT M HaxaTb
MmMnopTupoBaTb .
- = < >
cepTvdUKaT KHOMKY 3arpysute>  unu
KHOMKY
Bolopenutb ceptMdukaT M HaxaTb
MpocMoTp Lenoyku
- + - KHonky Ml B CTPOKe C/ieBa OT UMEHU
cepTUduKaToB
ceptudukara
MNpocmoT
P P Haxatb Ha cTpoky cepTudukata B
KapTOUKM - + + -
3KpaHHoW Tabnuue
ceptTudukara
BbIAENUTb CEPTUPMKAT M  HaxaTb
CMeHa cocTosiHuS _ . + KHOMKY <AKTMBMpPOBaTH>

(akTmBMpoOBaTH)

B CTPOKE 3KpaHHOM Tabiuupbl Miu
KapTouke ceptudukara’’

o  TexHONorM4eckui LeHTp cepTUdUKaLMmM MOXeT BbITb YAANEH NOC/Ee BbIMYCKa M 3arpy3Ku HOBOTo cepTudmKaTa
NS Tekyliero cepsepa (CM. nogpasgen 6.3 HacTosILLEero pyKoBoACTBA).

e HaBknagke «CBou cepTUdUKaTbI» MO HAXKATUIO Ha KHOﬂKy,u,OCTyrIHbI dyHKUMKM fobaBneHus
HoBOro ceptudukata LleHTpa cepTudukaumm, CO3LaHHOrO NPU MHULMANM3ALMM HA OCHOBAHUM TeKyLLEeN
nmuensuun. lobasneHHbI cepTUdUKAT MOXKET CYXUTb 3aMEHOWM TEKYLLEro aKTMBHOMO LeHTpa cepTudKaumm B
cnyyvae KOMNPOMETALMK ero 3aKpbITOro KAtua.

- [ns pobaBneHus ceptudmKaTa LEHTpPa cepTMdMKaLMM C CO34aHMEM Ktova BbibepuTe onumto «Co3aatb
kntou» (nogpobHee cM. pasgen 7.3.1.2);

- [ns pobasneHuns ceptudumkata LLC ¢ MNopToM BHelwHero knaw4a u3 KoHTteriHepa PKCS#12 Boibepute
onumio «<MMNopT BHeLHero kn4ya» (nogpobHee cm. pasaen 7.3.1.2).

7.3.1.1 Kaprouka ceptudukara LIC

o [lepexop Kk 3kpaHy «KapTouka ceptnudukata LIC» ocywecTBNSeTca npu HaxaTuu Ha CTPOKYy cepTudukaTta
Tabnuubl Ha Bknagke «CBon cepTudUKaTbi» B COCTOAHUM KAKTUBUMPOBaH» Unn «He akTuBUMpoBaH» (CM. PucyHok
53 u PucyHok 54).

o B kaptouke aktueHoro LLC pocTtynHbl cnepyrowme pencrams (cM. PucyHok 53):

- BbIFPY3uTb CepTUdMKAT, LENOYKY CepTUDUKATOB MM TEKYLIMIA CMMUCOK OTO3BAHHbIX CEPTUPMKATOB MO
HakaTuio KHomku <CkayaTb>;

- ynanuTb LIeHTp cepTMdUKaLIMM MO HAXATUIO KHOMKKM <YaanuTb>.

19 Mpn ycnewHom akTMBaLmmn LieHTpa cepTuduKaLmm B ypHane cobbiTuii percTpupyertcs 3anucs ¢ kogom CAENV00S.
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PucyHok 53 - KapTouka ueHTpa cepTuduKaLmm B COCTOSHUU KAKTUBMPOBAH»

e B kapTouke HeaKTMBHOrO LLeHTpa cepTUduKaumum AoCTynHbI cneayowme aencteus (PucyHok 54):

- BbIFPY3uTb CepTUMKAT, LLENoYKY CEPTUDUKATOB UM TEKYLWIMI CMMUCOK OTO3BaHHbIX CEPTUOUKATOB MO

HaXaTuio KHonku <CkayaTb>;

- Y[anuTb LEeHTp cepTudmrKaumm Nno HaxkaT1io KHOMNKK <Yaanutb>;

- aKTMBMPOBATb LIEHTP cepTudmukaummn?,

20 Mpwu ycnewwHoi akTMBaLMK LEeHTpa cepTudUKaLmm ByaeT nponseeaeHa 3anuck cobbitns CAENVOOS B XKypHan cobbiTwii.
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e

:;9 LeHTp cepTudukayny Aladdin eCA % @ SUBCAINFORM  NOTGOST  INITIALADMIN.100 @
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B3 Lenouka ceprdukatos
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2414

Cocras

B3 Cepuiibiii Homep 25f4e155fa87154¢50c d72e8a60e0a0ef

PucyHok 54 - KapTouka ueHTpa B COCTOSIHUM «He akTUBUPOBaH»
e B kapTouke ueHTpa cepTudmKaLmm oTobpaxatoTcs cienylowme CBeAEHNS:
- B 3aronoske kapTouku:
o OTtobpaxaemoe nMs LeHTpa cepTudmKaLmm;
o CocrogHue LeHTpa cepTudukaumm;

o WHpukaTop «O6patuTb BHMMaHMe Ha LLC» — oTOGpaXkaeTcs TONbKO Mpu Hanuuuu npobnem y
[laHHOrO LeHTpa cepTudukaumm (Tabnuua 8).
- WAeHTUPUKATOP LLeHTpa cepTUdUuKaumm;
- TWA - TUN UeHTpa cepTudmKaLmmn (KOPHEBOM MU NOAYMHEHHDIN);

- TN KNK4Ya:
O COBCTBEHHbIM — KnoyeBas napa bbina co3gaHa Npu MHULMANU3ALUMK LEHTpa cepTudurKaumu,
O MMNOPTUPOBAHHBIM» - KNtOYeBas napa bblna UMNOPTUPOBaHa M3 KoHTelHepa PKCS#12;

- [loppaspen «Kpuntonposarvaepbl», OTOOpaxakoWwmii BbIOpaHHbIX NPW  CO34aHUM  OAHHOrO LeHTpa
cepTudumKaLMn KpMNTONpoBakaAepoOB anroputMoB. B cnyuyae, ecnn KpuntonpoBanaep HeAOCTyNeH, CeBa
OT €ro Ha3BaHMs 0TOOPAXAETCH UHAMKALMS KTPEYroSbHUK C BOCKNMLATENbHBIM 3HAKOM®», NPU HAaBEAEHUM
Ha KOTOpYIo 0TOOpaxkaeTcs BChbiBakoLwee coobleHne «KKpuntonposanaep HeLOCTYMNEH»;

- Bknagka «CepTudukaty, cogepxallas:

o PackpbiBatowminca cnmcok (aepeso) «Llenouka ceptndukaTosy;
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o (CBeneHus o cepTudMKaTe LEHTPa cepTUdHMKALMM B TaBAUUYHON HDOpME, copepXalume ceayoLme

CTPOKM B POPMATE «K/IOY — 3HAYEHMEN:

UpeHTndukatop  ceptudmkata (3HayeHMe B OAHHOM  MNoje  COOTBETCTBYET
npeHTudukaTopy ceptnudukata 4aHHOro LeHTpa cepTudurkaumm);

MU3patenb (none «lssuer» ceptudukaTa);

Brnapenew, (atpubyt «CN» 13 nons «Subject» ceptudukara);

SDN un3patens (3HayeHue nons «Subject» ceptudmkara);

LeicTeyeT c (aTpubyT «Not Before» us nons «Validity» ceptudmkara);
HeticteyeT no (aTpubyT «Not After» u3 nong «Validity» ceptudukara):

e ecnu Jo ucteyeHus octaetcs meHee 90 OHew, TO LBET 3HAYEHUS — OPaHXXeBbIN
W psigoM oTobpaxkaeTcs UHAMKATOp Al npu HaBeAEeHMU Kypcopa oTobpaxaeTcs
BCr/ibiBaowWwaa noackaska «Ocrtanocb MeHee 90 OHEN 00 UCTEUYEHMUSAY;

e /19 UCTEKLINX CEPTUDUKATOB LLBET 3HAUEHUS — KPACHbIV 1 psaoM 0ToBpaxaeTcs
UHAMKATOP A NpuM HaBeAeHUMM Kypcopa oOTobpaxkaeTcs BCM/bIBakOLLAs
nopckaska «Ceptudukat ucteks.

Anroput™m kntoda (atpmbyt «Public Key Algorithm» u3 nons «Subject Public Key Info»
ceptudmkara);
OnuHa knoya (atpubyt «Public Key Algorithm» u3 nons «Subject Public Key Info»
ceptTudukara);

o PackpbiBatowmiica cnmncok «CocTaBw», COAepXawui cnegylolwyt MHOOpMauMio O nonax

ceptudukara LLC:

CepuiHbiin Homep (none «Serial Number» ceptudukara);

OTkpbIThif KNtoY (Mone «Subject Public Key Infox);

OTneyaTok (BblYMCNSIEMOE 3HAYEHMNE, OTCYTCTBYET B cepTuduKaTe);

Bepcusa (none «Version» ceptudumkara);

MapameTp oTkpbITOro Kntoya (Bceraa «X509»);

AnropuTt™ uudposon nognucu (none «Signature Algorithmy);

OcHoBHble orpaHuueHus (none «X509v3 Basic Constraintsy);

Mcnonb3oBaHue kntoua (mone «X509v3 Key Usage» ceptudukara);

HocTyn K nndbopmaumm o ueHTpe ceptudukaumm (none «Authority Information Access»);
AnbTepHaTnBHoe wuMa cybbekTa (mone «X509v3  Subject Alternative Name»
ceptudmkara);

NoeHtudukaTop kntoya ueHTpa (none «X509v3 Authority Key Identifier» ceptudukara);
NoeHtudukaTop kntoya cybbekTa (none «X509v3 Subject Key Identifier» ceptudukara);

PacwupeHHoe wucnonb3oBaHue knwuva (none «X509v3  Extended Key Usage»
ceptTudukara).

- Bknagka «3aKpbITbli KNOY», COAEpXKaLLas:

o KHonky ans skcnopTta/MmnopTa 3akpbitoro katwoyva LC;

AO «AnadouH P.[].», 1995—-2025 a.

[Ona ueHTpa cepTuduKaumMnm B COCTOSHMM «He akTMBMPOBAH» KHOMKA Ha3blBaeTCs
<JKCnopTUpoBaTb Kau>, ecnn B none «CoCTosHME» HA BKMAAKe «3aKpbITblA KNHOY»
YKa3aHo 3HayeHue «[ocTyneH» M B MNOfe «IKCMOPT KAK4Ya» YKa3aHO 3HAyeHue
«PaspelueH»;
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. Ons LEeHTpa CepTMq)MKaLI,MVI C COCTOAdHMEM 3aKpbITOro Kik4a «Kntou 3KCNOPTUPOBAH»
KHOMKa Ha3bIBAETCA <V|MI'IOpTl/IpOBaTb KNo4>.

* JHaye KHOMKa Ans 3KCnopta/MMnopTta 3akpbitoro knwouva LIC He oTobpaxkaertcs Ha
BKNAAKE «3aKpPbITbIA KJTHOY».

o ANropuTM K/tOYa - Ha3BaHWE anropuTMa K4eBOM Napbl LEHTPa cepTUdUKaLmMu;
o [nvHa kn4a - AfiMHa 3aKpbITOro K/Ya LLeHTpa cepTUduKaumm;
o MecTo XpaHeHus - MecTo XpaHeHWs 3aKpbITOro K/4a LEeHTpa cepTudUKaumm:

= JlokanbHoe xpaHunuie Aladdin eCA;

= Kpuntollpo CSP (HDIMAGE);

= Kpuntollpo HSM

[na ueHtpa cepTudumKaummn € COCTOSAHMEM 3aKpbITOro Kato4va «Knwy 3KCnopTMpoBaH» B AAaHHOM
nose ykasaH rnpoyepk (CUMBON «-»).

o JKCMOPT K/AYa — BO3MOXHOCTb 3KCMOPTA 3aKPbITOrO KNkOYa LEeHTpa cepTudUKaLmu:
= PaspeuweH;
= 3anpeuieH.

[nsa ueHTpa ceptudukaumm B cocTosiHUM «Knou 3KCNopTMpOBaH» B AAHHOM MoJie Npoyepk
(cumBoOn «-»).

o CocTosiHMe - COCTOSIHME 3aKPbITOrO K/KYa LeHTpa cepTudukaumm:
= JlocTyneH;
= HepocTyneH;
= DKCMOPTMPOBAH.
7.3.1.2 Co3panue KopHeBoro LieHTpa ceptudukaumm ¢ reHepaument Kaoua

MNpepBaputenbHo ana cosnanune KopHesoro LIC HeobxoamMmMo ucnonb3oBaHue nunueHsumn Ha KopHesoit LLC. HoBbil
KopHesoi LLC 6yneT co3paBaTbCs Ha OCHOBAHMM TeKywen nuueHsmu. [na cospaHus KopHesoro LLC cneayeT BbINOMHUTD
LIarm HUxe.

JoBagnTe CEPTUGUEKAT

e Ha Bknagke «CBou cepTudUKaTbI» HAXKMUTE KHOMKY
BbiMafatoLem cnucke sbibepute onumio «Co3naTb KAOU».

<[ob6aBuTb cepTUPUKAT> w

e Ecnu Tekywas nnUEH3nsa No3BONSET CO3JaHME KOPHEBOro n noavmHeHHoro LIC, To otobpa3utca MoaanbHoe
OKHO «OKHO MHMLMaNU3aummn KOpHEBOro LeHTpa ceptudukaumu. Lar 1/5» ¢ warom Bbibopa nnueHsum (cM.
PucyHok 55). ns numumanusaumm KopHesoro LleHTpa cepTudukaumm Heobxoamnmo BoibpaTh TMN «KopHEBOM»
M HaXXaTb Ha KHOMKy <[poaoixuTb>.

Ecnu B none «Tunbl LEHTPOB CepTUdMKALMMU» YKA3aHO 3HAYEHNE KKOPHEBOM», TO AAHHbIN LWar NponycKaeTcs.
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BbibepuTe TUN LieHTpa cepTudukayumn

KopHesow

O MoaunHeHHsIM

Mpogonxute =

PucyHok 55 — OKHO MHMUManu3auum ueHTpa ceptudumkauum. LWar 1/5 . Boibop TMna ueHTpa ceptudukalmm

Ha ware 2/5 (cM. PucyHok 56) 3anonHuTe nons:

«OTOBpaxaemMoe wMsa» — BBeAMTE MMS CO34ABAaEMOro LEHTpa cepTudMKaumu, KoTopoe 6yaer
oTtobpaxatbcs B uHTepdeice LC Aladdin eCA. OHO MoXeT copepxaTb OYyKBbl NIATUHCKOTO W/Mnu
Kupunnuueckoro andasuta, umdpbel o1 0 go 9, cumsonbl Tabnuubl ASCll, mMakcumanbHas aauHa 200
CMMBONOB;

«MmMs ueHtpa ceptndumkaumm» (Common Name) - Bbibepute MMS CO34aBaEMOro KOPHEBOrO LIeHTpa
cepTMdUKaLMM U3 NEPEYHS BO3MOXHbBIX MMEH B COOTBETCTBUM C NMapaMeTpaMu NNLLEH3NK;

«CydduKc pasnuualowerocs MMeHu» - ykaxute cyddUKC pasnnyaolLerocs MMeHM KOpHeBOro
ceptudpukata (bopmat BBoga cydpdukca npuseneH cnpasa oT nons). OrpaHuumTenn BBoAa MeXAay
napameTpaMu - 3ansTble M 3angTele ¢ npobenamu. [InmvHa BBoANMOro cydduKca pasiMyatoLLlerocst UMeHu
He [o/KHA npeBblwate 250 6aiit. BBoa aTpnbyToB BO3MOXEH B t06OM Mopsake, HO B cepTUdUKaTe
nopsaok atpubyToB HyneT yCTaHOBNEH B COOTBETCTBMM C HOMepamu nNyHKToB B Tabauua 10.

Mpogonxunte =

PucyHok 56 — OKHO MHMLMaNU3aLUuKM KOPHEBOTO LeHTpa ceptudumkauuu. Lar 2/5

Tabnuua 10 - MNopaepxxmBaemble aTpubyTbl CydPUKCa paznnyatoLLerocs MMeHu

Ne HaumeHoBaHue atpubyra OnucaHune atpubyra
1 EMAILADDRESS= E-mail address (appec aneKTpoOHHOM NOYTbI)
0ID: 1.2.840.113549.1.9.1
2 Common name
0ID:2.5.4.3
3 Unique Identifier (yHMKanbHbI MAoeHTUDUKATOP)
OID: 2.5.4.45
4 SERIALNUMBER= Serial number (cepuiiHbit HOMEp)
OID: 2.5.4.5
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Ne HaumeHoBaHue aTpubyTa Onucanue atpubyra
5 Ou= Organizational Unit (otaen (opraHusaumm)
0ID: 2.5.4.11
6 0= Organization (opraHusauus)
0ID: 2.5.4.10
7 L= Locality (paiioH)
0ID: 2.5.4.7
8 ST= State or Province (o6nactb, kpai, pecnybnuvka)
0ID: 2.5.4.8
9 C= Country (cTpaHa, BBOA OCYLLECTBAATb COrnacHo pernameHTy I1SO 3166)
0ID: 2.5.4.6
10 | T= Title (3arnasue)
0ID: 2.5.4.12
11 | SURNAME= Surname (bamunus)
0ID: 2.5.4.4
12 | STREET= Street address (agpec - ynuua)
0ID: 2.5.4.9
13 INITIALS= First name abbreviation (MHuUKan.)
0ID: 2.5.4.43
14 | GIVENNAME= Given name (first name - umq)
0ID: 2.5.4.42
15 DC= Domain Component (first) (nepBbii 4OMEHHbLIA KOMMOHEHT, NpY NOBTOPHOM

BBOAE — BTOPOM)
01D: 0.9.2342.19200300.100.1.25

16 | UNSTRUCTUREDADDRESS= | IP Address (IP-anpec)
01D:1.2.840.113549.1.9.8

17 UNSTRUCTUREDNAME= Domain name (gnomeHHoe nma — FQDN)
01D: 1.2.840.113549.1.9.2
18 POSTALCODE= Postal code (no4ToBbIN MHAEKC)
OID: 2.5.4.17
19 BUSINESSCATEGORY= Organization type (kaTeropus (TMn) opraH13aumm
OID: 2.5.4.15
20 | TELEPHONENUMBER= Telephone number (TenedoHHbIN HOMep)
0OID: 2.5.4.20
21 PSEUDONYM= Pseudonym (ncespoHuM)
OID: 2.5.4.65
22 POSTALADDRESS= Postal adress (mouToBbIf agpec)
OID: 2.5.4.16
23 NAME= //Name (ZononHuTenbHoe uMs)
0OID: 2.5.4.41
24 DN= DN Qualifier (np13HaK OTAMYUTENBHOIO UMEHU ANS UAeHTUdMKaLMM CyObeKTa)
0ID: 2.5.4.46
25 DESCRIPTION= Description (kpaTkoe onucaHue)
0ID: 2.5.4.13
26 INN= MHH (MoeHTMdMKAUMOHHBIM HOMep HanoronnaTebLmKa)
0ID: 1.2.643.3.131.1.1
27 | OGRN= Ol'PH (ocHOBHOM rocyaapCTBEHHbIW PErMCTPALMOHHBIN HOMED)
0ID: 1.2.643.100.1
28 OGRNIP= OMPHMM  (oCHOBHOM  rOCYOAPCTBEHHbIM  PErucTpauMOHHbIA  HOMeEp

WHAMBUAYANIBHOTO NpeAnpUHUMaTENs)
OID: 1.2.643.100.5
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Ne HaumeHoBaHue aTpubyTa Onucanue atpubyra

29 SNILS= CHUNC (CtpaxoBoi HOMep MHAMBUAYANbHOIO ULLEBOIO CYETA)
OID: 1.2.643.100.3

30 INNLE= MHH topuamyeckoro nmua
OID: 1.2.643.100.4

Mocne 3anoNHeHUs Noei HAXXMKUTE Ha KHOMKY <[pOA0MKUTE> AN Nepexoaa K CeayloLeMy Lary.

e Ha ware 3/5 HeobxoamMMo onpepennTb, KakoW AOMKEH MCMONb30BATLCA KPUMTOMNPOBanMAep AN KaX4oro
anropuTMa MNpu CO34aHMKM cepTUdUKATa LEHTpa CepTUPMKALMM U B MOCIEAYIOWMX CLUEHApUaX BbiMyCka
cepTMPUKATOB CybbekToB. [119 OTK/IYEHHbIX KPUITONPOBanaAepoB BbibOp anroputMa byaeT HeAoCTyrneH U
npu BbiMycke CepTMMKATOB, HECMOTPS Ha [OMNyCTMMble 3HayeHuss B wabnoHax. [Ona Bbibopa
KpUNTOMpOBanaepoB 3anonHuTe cneayrowme nons (cM. PucyHok 57):

- «RSA» - none Bbibopa kpunTonpoBanaepa ang anroputma RSA, gonyctumble BapuaHTbl Bbibopa:
o CTaH@apTHbIN (MO yMONYaHWMI0);

o Kpuntollpo CSP?! (gocTyreH TOMbKO MPW  HaAWYMM  AKTMBHOMO M MOAK/HOYEHHOrO
kpuntonposangepa «Kpuntollpo CSP», paboTatowero Ha cepeepe COBMECTHO C KOMMOHEHTOM
«LleHTp ceptndmkaumm Aladdin eCAv);

o OtknwouveH.

- «ECDSA» - none Bbibopa kpuntonposaigepa ans anroputma ECDSA, nonyctnmble BapuaHTbl Bbibopa:
o CraHpapTHbIV (MO YMONYaHUIO);
o OTtknwoueH.

- «[OCT P 34.10-2012» - none Bbibopa Kpuntonpoeavgepa pna anroputma TOCT P 34.10-2012,
LLOMYyCTUMble BapuaHThbl BblIbopa:
o Kpuntollpo (SpOuxskal 3aknagka we onmpeaenewa. (nocTyneH TONbKO MPWM  HaJMUMM  aKTUBHOMO U
noaxnt4veHHoro Kkpuntonpoainaepa «Kpuntollpo CSP», paboTatoliero Ha cepBepe COBMECTHO C
KOMMoHeHTOM «LleHTp ceptudukauum Aladdin eCA»);
o OTtkntoueH (Mo yMoNYaHuio).
Ha cnepgyrwowem ware He OyaeT AOCTyneH ANA BbiGOpa anropuTM Kiko4va, Ans KOTOPOro ykasaHo
3HavyeHue kpunTonpoBanaepa « OTKIHOYEH».

Mpu oTkn4YeHUM Bcex KpuntTonpoBainaepoB kHomnka <MpoaomkuTb> He OyAeT akTUBUPOBaHa U
nepexop K criegytouiemy Liary 6yaet HEBO3MOXEH.

2! Moppo6Has MHdOpMauMs No HacTpoiike B3aumopeiicTsua MO «LleHTp cepTudmkatos moctyna LleHTp cepTudukatos goctyna Aladdin
Enterprise Certificate Authority Certified Edition» ¢ kpuntonposaiaepom «Kpuntollpo CSP» onucaHa B [MpunoxeHuu 5, «PykoBoacTBa agMUHMCTpaTopa.
YctaHoBka u obcnyxuBanue LleHtpa ceptudukaumm Aladdin Enterprise Certification Authority. «LleHTp cepTudukatos poctyna LleHTp ceptudukatos
poctyna Aladdin Enterprise Certificate Authority Certified Edition». RU.AJIAE.03.01.020 32 01-1».
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Bei6epuTe KpUNTONpPOBaiAEPOB ANA BCEX KPUNTOTPadUUEckix onepauuii LeHTpa cepTudukaLmm

RSA
CraHpapTHLIN

ECDSA
CTaHAapTHbIA

Mpogonxute =

PucyHok 57 - OKHO MHMUMaNM3auum KOpHEBOTO LieHTpa cepTtudukauuum. LWar 3/5
Mocne Bbibopa KPUNTONPOBAMAEPOB HAXKMUTE KHOMKY <[1pOA0MKUTL> AN NEpPexoia K CiefyolweMmy Luary.

e Haware 4/5 Heobxoamnmo Bbi6paTh WabnoH ceptndukata KopHesoro LIC. B cnmcke wabnoHoB oTobpaxkatoTcs
BCE MMelowmecs B nporpamme wabnoHbl ¢ Tunom «KopHeson» (cM. PucyHok 58).

BriGepute WabnoH AN cepTUdUKaTa LieHTpa cepTUhrKaLmm

LWabnox
Root CA

MNpoponxute =

PucyHok 58 - OkHO MHMUMaNU3auumM KOpHEBOro LeHTpa ceptudukauuu. Lar 4/5

Mocne Bbibopa wabnoHa HaxxMuTe KHOMKY <[poaomKuTh> AN nepexoja K ciefyleMy wary.

e Ha ware 5/5 HeobxoaMMO yka3aTb Cpok Aeicteus ceptudukaTa LLC v 3apatb napameTpsl Kpuntorpadum (cMm.

PucyHok 59). 3anonHute cnepytowme nons:

- «Cpok pencreusa ceptudukaTa» — cpok aerncteua KopHesoro ceptudukara (no ymonuauumio - 15 nert). Beog
OCYLLEeCTB/SETCS BPYYHY MAM BbIODOPOM [aTbl OKOHYAHUS AEUCTBUS CEPTUPMKATA B OTKPbIBLUEMCS
KaneHgape. MakcuManbHbIi CPOK AEUCTBUSA cepTuduKaTa onpenensetcs WabnoHOM, BbIOpaHHbIM Ha
npesbloyLLeM Luare;

- «AnroputM Kkto4ay» (COCTaB anroOpUTMOB 3aBUCUT OT BbIOpPAHHbIX NPOBaiAepoB U WabOHOM, BbiIOpPaHHbLIM
Ha npeAabiayliem ware):

o RSA;
o ECDSA;
o TOCT P 34.10-2012.
- «[nvHa knoyax» (LOCTyrnHbIe 3HAYEeHWUs ONpeaensTCs WabnoHOM, BbIOpaHHbIM Ha NpeablAYLEM wWware):
o pna RSA: 1024, 1536, 2048, 3072, 4096, 6144, 8192 (no ymonyanuto 4096);
o ana ECDSA: 256, 384, 521 (no ymonyaHuio 384);
o pnaTOCT P 34.10-2012: 256, 512 (no ymonuaxuio 512).

- «A}'IFOpl/ITM X3W-CyMMbI»:
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o phs anroputMa knova RSA wnm ECDSA: SHA1, SHA256, SHA384, SHAS512 (BbibpaH no
YMONYaHuIo0);

o ana anroputma kntoda FOCT P 34.10-2012: TOCT P 34.11-2012.
- «MecTo XpaHeHMs 3aKpbITOro Koua»:

o [JocTynHble BapuaHTbl BblbOpa, €CAM KpWUMTONPOBAaWAEPOM BbIGpPAHHOrO anroputMa Kikuya
asnsietca Kpuntollpo CSP:

= JlokanbHoe xpanunuuwe Aladdin eCA (BbiGpaHO no ymonyaHuio, TpebyeT 3apaHee
nogrotosneHHon Ha b1CY kpuntonposargepa Kpuntollpo CSP rammbl);

= Kpuntolpo CSP (HDIMAGE);

= Kpuntollpo HSM (ZOCTYNHO TOMBKO MpW HaNM4MM NOLKIOYEHWUS KPUNTOMNpOBaWaepa
Kpuntollpo CSP k MAKM «Kpuntollpo HSM», cospasaembie Ha AKM «Kpuntollpo
HSM» 3akpbitble kntoum LC aBnAt0TCAS HEIKCNOPTUPYEMBIMM).

o B npotuBHOM cnyyaeT B AAHHOM MoNe YKa3aHO Heu3MeHsieMoe 3HauyeHue «JlokanbHoe
xpaHunuie Aladdin eCA».

- Yek-60KC «3IKCNOPTMPYEMbIN 3aKPbITbiA KA4Y». Ecnn BbiIBpaHO MeCTO XpaHeHWs 3aKpbiTOro Kawua
«JlokanbHoe xpanmnuuwe Aladdin eCA», faHHbIM 4YeK-6OKC BKJIKOYEH MO YMOMYAHMIO U HEAOCTYMNeH Ans
U3MEeHeHMs.

Mpu BbINycke cepTudmkarta goctyna LleHTpa ceptudpmkaumm pekomeHayeTcsA BbiGMpaTb anropuTmbl

x3w-cymmbl SHA256, SHA384 nnun SHA512 (B cny4yae ecnu B kKayecTBe anropurma Kioda BbiOpaH
RSA unu ECDSA).

KpunTtorpacduyeckas xaw-cyHkuma SHA1 He obecneumBaeTr Tpebyemon 6e30MacHOCTU U MOXKeT
ObITb BblOpaHa TONbLKO NPU He06Xx0AMMOCTU 06ecneYyeHUss COBMECTUMOCTMU.

Ykaxwute cpok gevicteus LIC n napameTpel kpuntorpagum

TeuA LiC
25.12.2034

MapameTpsl KpunTorpagum

RSA

AnvHa knoua

2048

Anroputm

SHA256
MeCTo XpaHeHUsi 3aKpLITOro K/koua LieHTpa cepTiuduKaLymm

HeHua

JNlokanbHoe xpaHunuue Aladdin eCA

Co3patb LIC >

PucyHok 59 — OKHO MHMLMaNU3auumM KOpHEBOTO LeHTpa ceptudumkauuu. Lar 5/5
Mocne 3afaHNa 3HAYEHMI HAXKMUTE CTaBLUYK aKTMBHOM KHOMNKY <Co3patb LC>.
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e B cnyyae HeypnauHow nonbiTku co3panums LC Bynet oto6paxeHo coobleHune 06 ownbke (cM. Tabnuua 11).

Tabnuua 11 - MNepeyeHb COOBLLEHMI B Cyvae HeyaavyHOM NonbiTkM co3ganms LIC

TekcT ownbKU MpuunnHa

Owmnbka. Owunbka BBOJA HEWM3BECTHOrO MMEHM KOMMOHeHTa cyddukca
HekoppekTHbi KOMMOHEeHT cybdukca | pasnmyatowerocs UMeHu
pasnuuaroLerocs uMeHu — <MiMg KOMNoOHeHTa>

Owmnbka. Owunbka HecooTBeTCTBMS 3HauyeHMs B KOMMOHeHTe «CN»
JIMUeH3MOHHbIe  OrpaHuMyeHMs He NO3BOAAIOT | cydduKca pasnuyalolerocs UMEHM 3HAYEeHWH, YKa3aHHOMY B
co3patb LIC ncnonb3ys gaHHoe nMms JIMLEH3UM

Owmnbka. Owwubka obpalleHus K KpUNTONPOBAMAEPY aNropuTMa reHepauum

Mpousowna owubka nNpuv CO343AHMM KIHOUEBOWM | KSIHOUEBOW Napsbl.
napbl ans anroputma ‘HassaHue anroputma’.

OwmnbKa. Owunbka BanMaaumm BBEAEHHOrO  3HayeHus  aTpmbyTta
Ownbka atpubyta attributeName: 3HayeHne He | paznuualouierocs MMeHu??. Bo3MOXHbIE 3HAYEHWUSA MEPEMEHHOM
COOTBETCTBYET pEryAsipHOMY BblpaxkeHMto: “regex” | «attributeName» 1 COOTBETCTBYIOLIME UM 3HAYEHUS MEPEMEHHON
«regex» npefcTaBfieHbl B Tabimue Huxe:

attributeName regex

C *[A-Za-z]{2}$

DN *[A-Za-z0-9"()+\-\V/:=? ]+$

EMAILADDRESS *[A-Za-zA-9a-40-9._- ]+ @[A-Za-zA-
fa-20-9._-]+$

SERIALNUMBER A[A-Za-20-9"(+\-\/=? ]+$

INN “\\d{12}$

OGRN A\\d{13}$

OGRNIP "\\d{15}$%

SNILS “\\d{11}$

INNLE “\\d{10}$

Owwnbka npu co3pgaHmm LleHTpa cepTudukaumun. | BHyTpeHHss owunbka MO
HeunssecTtHas owmnbka

e [lpu ycnewHom coszpaHmun KopHeeoro LIC u 3aBeplweHUM MHULMANM3aLMU LEHTpa cepTudukaumm bynet
0TOOpaXXeHO COOTBETCTBYHOLLEE OKHO (CM. PucyHok 60). B HEM BO3MOXHO:

- cKavaTb cepTudmkaTt cospaHHoro KopHesoro LIC;
- CKAyaTb Lenoyky cepTudukaTos B popmMare . pem;
— WM OTKpbITb CTPaHULY co34aHHoro LleHTpa cepTudukaumm.

Takxe B pe3ynbTarte yCnewHoro co3aanus gaHHoro LC B KoHTeMHepe 3akpbIToro kitoya gaHHoro LLC 6yayTt
cofepyaTbCs 3aKpbITbli Koy aaHHoro LIC u uenouka ceptudukaTtos gaHHoro LIC%.

22 MpaBuna BanuAaUMM 3HaYeHuin aTpubyToB npeacTasneHbl B Mpunoxenue 4. MpaBuna BanMAaUMM 3HAYEHMI MONEH MO YMONYAHMIO
npefyCcTaHOB/EHHbIX LWabNOHOB CEPTUHUKATOB.

% Ecam MectoM xpaHewus 3akpbitoro knoua LC asnsetcs MAKM «Kpuntolpo HSM, To cospanHbi 3akpbiThliii kmod LC 6yper
HE3KCMNOPTUPYEMbIM.
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KopHeBoW LeHTp cepTuprkaLmmn

OTKpHITL LEHTP cepTrdukalmia

PucyHok 60 — OKHO 3aBepLIeHUS MHULMANM3ALMM KOPHEBOIO LLEHTPA cepTudmKaumm

7.3.1.3 Cospanue MNoaunHeHHoro LieHTpa cepTuduKaumm c reHepaumeit kKnroua

HoBasnTe cepTUdmkar v

o [Ing co3paHus LleHTpa ceptudmkaumm Ha Bknagke «CBOM CepTUPUMKATBI» HAXKMUTE KHOTMKY
<[lo6aBuTb cepTudmKaT>.

e [locne atoro B BbiNnagatolemM cnucke Bblbepute onumio «Co3patb knou» ang co3pganusa LLC ¢ reHepaumei
cobCTBEHHOro KA4a - fpdanbHedwue wark cosdanna LIC onucanbl B pasgene 3.1.2 npu co3paHum
ceptudumkara nogumHeHHoro LC;

o HoBbili LLleHTp cepTndukaumm 6yaeT co3aaH Ha OCHOBAHMM TEKYLLEN IULEH3UM.

7.3.1.4 CospaHue LleHTpa cepTudmKaLmMm C UMNOPTOM BHELLHETO K/OYa

AoBasnTe cepTUdmkar

e [Ins cozpaHus LleHTpa cepTudmKaumm Ha Bkiagke «CBou cepTUdUKATBI» HAKMUTE KHOMKY
<[lobaBuTb cepTnduKaTt>.

e [locne 3TOro B BbINAAAKLWEM CnMCKe Bbibepute onuuio «MMNOpT BHewWwHero knwya» gna cospanms LIC ¢
reHepaumert CO6CTBEHHOrO K/toYa — JanbHerwme warn cospanua LC onucaHbl B pasaene 3.2.

o Hosbih LleHTp cepTudukaumm 6yaeT co3gaH Ha OCHOBAHUM TeKYLLEN TULEH3UN.

7.3.1.5 CkaunBaHue 3anpoca Ha ceptudukar ana LLC B coctosHum «3anpoc»
B cnyuae, ecnm 3anpoc Ha ceptudukat MNopunHéHnHoro LIC no kakuM-nnbo npuymHam He 6bin CKayaH B OKHe
MacTepa MHULMaNu3aumm, cnesyer:
e Ha Bknagke «CBOM cepTUdMKaTbl» BbIOpaTb CO3AaHHbIM MoaunHeHHbid LIC B cocTosiHMM «3anpoc» (cMm.
PucyHok 61).
SUB.CAINFORM  NOTGOST  INITIALADMIN.100 @

Ao6aBTs cepTiduKaT v

Aedcreutenen Ao

PucyHok 61 - OkHO ckaumBaHus 3anpoca Ha cepTudukat ans MogumHénHoro LIC

. Haxatb noABMBLLUYHOCA B CTPOKE Bbl6paHHOF0 Ll,C KHOMKY . M CKa4yaTb 3anpoc B q)opMaTe .Csr.
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e [lanee cnepyeT nofnucatbh CKavyaHHbIM 3anpoc Ha KopHeBoM LleHTpe cepTuduKaumm cornacHo nyHkty 7.3.2.2

HaCToAWero pykoeoacrsa aoMMHUCTpAToOpa.

7.3.1.6 Umnopt ceptudukara NMoaumHeHHoro LIC

BHUMAHUE! CueHapun fiBNsieTCA KOHTEKCTHbIM M ucnosnb3yetcA Tonbko AnAa LIC co cratycom
«3anpoc».

B cnyyvae 3arpy3ku uenoyku ceptudmukaToB, cogepxawien ceptudukar ¢ X3w-anropurMomM noanucu
FOCT P 34.11-2012, Ha xocTe noguuHeHHoro LleHTpa ceptudmkaumm gomkeH 6bITb YCTAaHOBNEH U
noAKInYeH Kk nporpamme kpuntonpoBangep «Kpuntollpo CSP».

MNMocne noanucaHus 3anpoca Ha ceptudmkaT Ha KopHeBOM LeHTpe cepTudmKauumn HeobxoanMo MMNOPTUPOBATh

uenoyky ceptudumkatos ana MNoa4YMHEHHOTO LEeHTpA cepTUdMKALMM B COCTOSHUM «3anpoc».

e Ha Bknagke «CBou cepTudukaTbl» Bbibpath MoaunHeHHbIN LLC B cocTOAHMM «3anpoc», No 3anpocy KOTOpOro

6611 chopMMpOBaH cepTUdMKAT M Lenoyka cepTudukaToB B popmate .pem uam .p7b B pasgene 7.3.1.5

[AHHOro  pykoBoAcCTBa. HaxaTb  KHOMKY E <3arpy3utb> (cM. PucyHok 61) wnam  KHOMKy

_ Ha Bknagke «CBOM cepTUdMKaTbl» ONs BbIGOpA LEMOYKM CEPTUDMKATOB W

dBTOMATMYECKOro conocrtasiieHna COOTBETCTBUA 3anpocCy LI.eHTpa CepTl/Iq)VIKaLI,MM C uenbko yooBneTsopeHUA

3anpoca 1 aktueaumum LleHTtpa ceptudumkaumu.

e [lanee B NOSIBMBLUEMCS OKHE MMMNOPTA LEnoyku ceptudukaTtoB (cM. PUcyHok 62) BbIbpaTh CKavyaHHbIM paHee

dann uenoukn ceptudmkata Ang 3arpyskm B dopMate .pem uaM .p7b. Haxatb KHOMKy <3arpy3utb>,

AKTMBMPOBAHHYIO Nocsie Bbibopa daina Lenoykm cepTMPUKaToB.

3arpysute daiin cojepxalLuii cepTidUKaT LiIeHTPa U Lienoyky ero nagatenelt

OmskKvantSub_chain.pem

3arpysutb

PucyHok 62 - OkHO MMNopTa LenoYkn ceptudmKkaTos

e B npouecce 3arpy3ku ByLeT OCYLWECTBIEHa NPOBEPKA 3arpyaeMoro ceptudukarta, a UMeHHO:

e B

uMeHu nogumHeHHoro LIC, ykasaHHOro B uMnopTupyemMom ceptudukate (KomnoHeHT «Common name» B
none «Subject») Ha COOTBETCTBME MMEHM, YKA3aHHOMY B IMLEH3MM nogynHeHHoro LC;

umeHu kopHeoro LIC, yka3aHHoro B ero ceptudumkare (komnoHeHT «Common name» B none «Subject»)
Ha COOTBETCTBME MMeHU KopHeBoro LLC, yka3zaHHOMY B IMLLEH3UW;

COOTBETCTBMS Mopsiaka pacnonoxenns komnoHeHToB SDN B none «Subject» B ceptudmkate
nogunHeHHoro LLC nopsiaky, ykasaHHoMy B Tabnuua 2;

COOTBETCTBUE CTPYKTYPbI cepTudumkaTa ctaHaapty X.509;
CpoKa AeNCTBUS BCEX CEPTU(MKATOB B COCTABE LLEMOYKM;
aYTEHTUYHOCTb LLeNoYkM (MPOBEPKA OCYLLECTBASETCS KpUNTOrpaduyeckMMmn MeToaamm);

COOTBETCTBME OTKPBLITOrO KAua B ceptudukaTe 3akpbiToMy Khatouvy B [logumMHéHHOM LleHTpe
cepTudmKaumn.

3anpocax Ha ceptTudukat U ceptudukatax LleHTpoB cepTudumkaumm, cospaBaembix Aladdin eCA

komnoHeHTbl SDN B none «Subject» pacnonoxeHbl B CleayoLLeM NOPSKeE:

1)

EMAILADDRESS;
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CN;

uID;

SERIALNUMBER;

0ou;

L;

ST;

DG;

10) G

11) T;

12) SURNAME;

13) STREET;

14) INITIALS;

15) GIVENNAME;

16) UNSTRUCTUREDADDRESS;
17) UNSTRUCTUREDNAME;
18) POSTALCODE;

19) BUSINESSCATEGORY;

20) TELEPHONENUMBER;

21) PSEUDONYM;

22) POSTALADDRESS;

23) NAME;

24
25
26
27
28

DESCRIPTION
INN;

OGRN;
OGRNIP;
SNILS:

30) INNLE.

)
)
)
)
)
)
)
)
)
)
)
)
)
)
) D
)
)
)
)
29)

RU.A/IOE.03.01.020-01 32 01-2

e B cnyyae HeCOOTBETCTBUS KaKMX-MBO NapaMeTpoB UMMOPTUPYEMOTo cepTUdUKaTa (LeNoYku cepTdUKaToOB)

afMUHWCTpaTop bynet yBenoMnéH coobuieHnem o6 owmnbke uMnopta ceptudukata MogunHénHoro LIC (cm.

Tabnuua 12),. a B )XypHan cobbituii 6yaeT npomsseneHa 3anmcb cobbitns CAENVO13.

Tabnmua 12 - MNMepeyeHb cOOBLEHUI B C/ly4ae HeyAa4YHOM NOMbITKM MMMNOpTa cepTudukaTta nogunmHéHHoro LIC

TeKcT owmnoKM

MpuunHa

Owmnbka.
HepenicrButenbHbIn ceptudmkar.

Owwnbka uCTeyeHMss  Cpoka  OencTBus

BXOOAUWEro B COCTAaB LLENOYKH.

ceptudumkara,

Ouwwnbka.
MNpoBepka nybnuMyHOro knw4a ceptudukata He
yaanach.

Ownbka MPOXOXKAEHUS MPOBEPKM COOTBETCTBMSI OTKPbLITOrO
KNt0Ya 3aKpbITOMY KITHOUY.

Owwnbka.
MUma  nopumHeHHoro  LC,  ykasaHHoe B
cepTudmKaTe, HE COOTBETCTBYET JIMLLEH3UMN.

Ownbka HecooTBETCTBMA MMeHW noaumHeHHoro LC,
YKa3aHHOro B ero ceptudumkate (koMnoHeHT «Common name»
B none «Subject» ceptudukata nogumnHeHHoro LC) umenun
(NepeyHto UMeH), YKa3zaHHOMY B IMLLEH3UK.

Ouwwnbka.
Mma kopHeoro LIC, ykazaHHOe B cepTudukare, He
COOTBETCTBYET NULEH3UN.

Owmnbka HECOOTBETCTBMA UMEHM KopHeBoro LLC, ykasaHHOro B
ero ceptudukate (komnoHeHT «Common name» B rnone
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«Subject» ceptudpukata kopHesoro LIC) mMeHu (nepeuHto
umeH) kopHeBoro LIC, ykazaHHOMY B INLLEH3UU.

Owwnbka.
Ceptudmkar  UC copmepXuT  HEKOPPEKTHbIN
nopsaoK KOMTMOHEHTOB cyddukca

pa3nmnyaroueroca UMeHu.

Ceptudmkar  ULC copepXut  HEKOPPEKTHbIN
KOMMOHEHTOB CyhPUKCa pasinYatoLLEroCs MMEHM.

nopaaoK

Owmnbka.

3arpyxaeMas Lenoyka cepTudUKaTOB COAEPXKUT
ceptupumkat  (CN="CN  ceptudukata”), He
asnsowmiica ceptupmkatom LIC

YKa3aHHbIN B OWKOKe cepTUdUKAT U3 LENOYKU He 9BNsSeTcs
ceptupukatom LC (pnar isCA=false, a LOMKEH ObiTb
isCA=true).

OwmnbkKa.
HeussecTtHas owmnbKa.

BHyTpeHHsas owwnbka 0.

e [locne ycnewHoNM 3arpysku LENOYKM CEPTUPMKATOB OTKPbLIBAETCS OKHO C yBeAOMJeHMeM 06 ycrnewHown
3arpyske ceptudukaTa (cM. PucyHok 63) n oTobpaxaetcs cnepyiouwas uHdopmauus o ceptubukate LC:
nspatenb, CyObekT, CpoK [OencTBua cepTudukaTa. Takxke B pesysbTaTe YCMELWHOM 3arpysku LEeMOYKM
CepTMPUKATOB B KOHTEMHEpPE 3aKpbITOro Kntyva aaHHoro LLC 6yayT copepkaTbCs 3aKpbITbli Koy gaHHoro LIC
u uenoyka ceptudukartos aanHoro LIC?*. B XXypHan cobbiTnit npoussoamTca 3anmch cobbitna CAENV012.

Ceptudukar

YCMELLHO 3arpyXeH.

b: RootCA
T: OmskKvantSub
eT: € 30.01.2024 no 01.11.2033

3aKpbiTh

PucyHok 63 — OKHO yBefoMeHUst 06 yCNeLWHOM 3arpy3ku ceptudmkaTta

L] Mo HaxaTuio Ha KHOMKY <33KprTb> B NoCiegHEM OKHE MMMNOpPTa LenoYku CepTMCbVIKaTOB:

- ceptudukat npucsamaetca MNogumHeHHomy LIC;

- paboTa MacTepa MMMNopTa LENoYkn cepTUdUKaTOB 3aBepLUaETCS;

- LC aBTOMaTHYeCKM aKTUBUpPYETCS.

7.3.1.7 YpaneHue LleHTpa ceptudukaumm

e YCnoBus yaaneHus LeHTpa cepTudUKaLmu:

- ypansieMbii LEHTp cepTUdUKaLMM HAaXOAUTCS B COCTOSIHMM «He akTuBMpoBaH» (CM. PUCyHOK 64);

He AKTUBWpOBaH

PucyHok 64 - Paspen «LleHTp cepTudumkaumm» — Bknagka «CBou ceptudumkatbl» — CoctosHue ynansemoro LIC

-  BbIK/IOYEHA NPOBEPKA U3JaTeNs — yAaNIeMoro LeHTp ceptudukaumm (cMm. PucyHok 65, nogpasgen 7.13.2

HaCTosLLEero pyKoBoACTBA).

2* ECnn MeCTOM XpaHeHWs 3aKpbITOro Koua LeHTpa cepTudukaummn asnsetca MAKM «Kpuntolpo HSM», TO CO3AaHHBINA 3aKPbITbIA KiKOY

LeHTpa cepTuduKaumm byaeTt HesKCNoOpPTUPYEMBIM.
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Msgatens Aeiicrauteney fo Npoaepxa wgarens

PucyHok 65 — Paspen «Hactporiku — MNone «PaspewérHblie nsgatenn» - BolkntouyeHne nspatens u3 paspeeéHHbIX

Ona yoaneHua LLEHTpa CepTMd)MKaLI,MVI, HaBeauUTE yKa3aTeslb MbIlK Ha CTPOKY C BbI6paHHbIM LC 1 HaxxmuTe

KHOMKY ﬂ WM OTKPOMTE KapTOUKy BblopaHHoro LLC 1 HaxXMuTe KHOMKY -

B nosBMBLIEMCS OKHE NOATBEPXKAEHUS BHUMATENbHO 03HAKOMbTECh C pekoMeHaaumsamu (cM. PucyHok 66).

BHumaHue! MNocne yaaneHus LeHTpa cepTtudmkaumm 6yayT Takke yaaneHbl:

3anuchb O LieHTpe cepTudukaumumn, ceptudmkaTt 1 3akpbITbIN K04 BbliopaHHoro LIC;

BCe BbiNyLlleHHble cepTUUKaTbl CyObLEeKTOB;

Cy61beKTbl TOKanbHOW peCypCHOW CUCTEMbI;

NPUBA3KY cepTUMPUKATOB K Y4ETHbIM 3anucam Aladdin eCA;

wabnoHbl cepTudMKaTOB, B KOTOPbIX B Ka4vecTBe wusgarTens ykKasaH yaansieMbl LeHTp

cepTudmkaumum;

HacTpoeHHble LleHTpbl Banngauun Aladdin eCA CA.

Ynanenue Llentpa cepmdukaumn YaaneHue LeHTpa cepTidmrkaumm

BrinyujeHHsle cepTumMKaThl Nonk3osateneii ¥ cepeepos ByyT HeBanW/HL! Nocne
MCTEUEHIA CPoKa AeiCTBMA nocneaHero geicteyowero CRL. Mepen BLnonHeHrem
3TOrD AEVICTBHA PEXOMEH/IYEM:

- [inA cepmumkaTa cepeepa MCNONL30BATL cepTudMKaT TexHonormueckoro LIC

- AyTeHTWDHKaLMI0 NPOU3BOAWTE NOJ NONb30BaTeneM superadmin

- CoxpamiTs cpok nyGnukaupm (aedictena) CRL A0 MuHMMANLHOMO

- OnyGnukosats CRL npuHyauTensHo

- Orozeate ceprwiikaT B exiwectoAwem LIC (anA nogumHeHHoro)

AHMHEHHOTO)

Mz nporpammel ByayT ynaneHs Bce wabnoHsl, AnA KoTopex BLDpaH AaHHbi LieHTp
cEpTHMEALIM. C AL

[[] Moareepxgato yaanexue Lientpa ceprudmkaipin

OtmeHa

PucyHok 66 — OKHO noAaTBEpPXAEHUS yaaneHus LleHTpa ceptudmkaumm
Cept1dukaTtbl, paHee BbiMylWeHHble yaanéHHbiM  LUC, OyayT [OencTBUTENbHbI A0  CAedyHLero
3aniaHMPOBAHHOI0 OBHOBNEHUS CMUCKA OTO3BAHHbIX CEPTUPUKATOB.
LeHTp Banupaumu, paHee 3aperucTpupoBaHHbii yaanéHHoiM LLC, He06X0AMMO CaMOCTOATENbHO YAANUTL Ha
cepBepe 0T3biBa.
Ona noatsepxaeHus ypanenus LLC yctaHoBuTe dnar B uyek-bokce «loatsepxpato yaaneHue LleHTpa
CepTUPUKALUMY U HKMUTE CTaBLLYHO aKTUBHOM KHONKY <Yaanutb>. [1ng npepbiBaHMs npouecca yaaneHus LIC
HaxxMuTe KHonky <OTMeHa>.
B pe3synbrate ypaneHus LeHTpa cepTMdMKaLMU B XypHan cobbiTui OyayT 3aperncTpupoBaHbl 3anucu C
KoLaMu:
- CAENV059;
- CAENVO038 (13mMeHeHue cnucka uspatenen);
- CAENVO060.

Mpu nonbiTKe yaaneHus akTUBHOTO WAu paspewéHHoro uspatens LLC 6ynet BbiBeaeHo cooblueHue (CM.
PucyHok 67).
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(O Owmbka

YAOQASHHME HEB (HO, ACHHBIA LLC ABARSTCH QKTMBHBIM.

PMCYHOK 67 - YBepomneHue ob olwmnbke Npn NONbITKE yAaN€HNUA aKTUBHOIO 1IN paBDELIJéHHOFO nsparens LLC

7.3.1.8 3kcnopt 3akpbiToro knwua LleHTpa ceptudmkaumum

3KCI'IOpT 3aKpbITOro Knakw4a LC AOOCTYyNneEH TONbKO And LC c coctosHunem «He adKTUBUPOBAH» N C pa3pelleHHbIM

3KCNOPTOM 3aKpbITOro Kaw4ya. [ns BbINONHEHUS 3KCNOpTa BbINOJIHUTE Cneayowme waru:

B paspene «LleHTp cepTudumkaumm» nepent Ha Bknagky «CBom cepTUPUKATbI®, 3aTEM NepenanTe B KapTouKy
LLC c coctosHuMeM «He akTMBMPOBAH» U C pa3peLleHHbIM 3KCNOPTOM 3aKpbITOro K/oYa.

B otkpbiBwerics kapTouke LLC nepenanTte Ha BKNAAKY «3aKpbiTbld KnoY». Ha AaHHOM BKNagke HaxmuTe Ha
KHOMKY <3KCNOpTUPOBATb KNkY> (CM. PucyHok 68).

Ceprugurar  3akpiTuiil kniod

ANropuTM Kno4a RSA
AnuHa knoua 2048

NokankHoe xpaHunuwe Aladdin eCA

CocToskve foctynen

PucyHok 68 — Bknagka «3aKpbITbil K/OUY» C BO3MOXHOTbI 3KCMOPTa 3aKPbITOro Ko4a

B oTobpazmBlueMCS OKHe «IKCMOPT 3aKPbITOro KAkoUa LeHTpa cepTudUKaummy 3aaante naponb Ang 3aWwmThl
KoHTerHepa PKCS#12, B koTopbIvi ByaeM 3anmcaH 3akpbiTbl Koy gaHHoro LLC, n noateepanTb BBEAEHHbIV
naponb (cM. PucyHok 69).

Maponb HoOMXKeH copepxaTb He MeHee 8 (BOCbMM) CMMBOJIOB C WMCMONb30BAaHUEM LMMP, 3arnaBHbIX M
MPONMCHbIX BYKB, BBOL OCYLLECTBSETCS HA IATUHULE.

Co3paiiTe Napoib ANA 3aWWThI KNKOYEBOro KoHTeliHepa PKCS#12

AeHve napons

KCMOPTMPOBaThL KNKOY

PucyHok 69 - Co3paHue napons onig koHTenHepa PKCS#12 npu akcnopTe 3aKpbITOro knya
[lns 3KcnopTa KAYa HAXXMUTE HA KHOMKY <3KCMOPTUPOBATh KoY>,

Mocne 3TOro B OKHe «3KCMOPT 3aKPbITOro KNtoUa LEeHTpa cepTUdMKaumum» 6yneT oTobpaskeH TEKCT «3aKpbITbli
K/KOY LleHTpa cepTuduKaummn “Jva IIC° ycnewHo 3KcnoptuposaH (cM. PucyHok 70).

M ByneT LOCTYMHO CKaunBaHue KoHTerMHepa PKCS#12, copepykallero aKCNopTMpPOBaHHbIM 3aKkpbITbil kntoy LC,
nyTeM HaXXaTna Ha KHOMKY <CKaHaTb>, ad TaKXe 3aKpbITUE AaHHOIO0 OKHAa NyTEM HaXaTUAq Ha KHOMKY <3aKprTb>.

[ng ckaunmBaHua koHTerHepa PKCS#12 HaxmuTe Ha KHonKy <Ckayatb>.

BHumaHue! lNMocne 3akpbiTUsi AaHHOro OKHa cKauuMBaHue KoHTenHepa PKCS#12, copepxawero
3KCNOPTUPOBaHHbIN 3aKpbIThIN KoY LIC, 6yaeT HepgocTynHo.
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B crniy4dyae yTepu 3KCNOpTUPOBaHHOIo KOHTeVIHepa 3aKpbITOro Knw4a ero BocCtaHoOBJ1I€eHUe 6yneT
HEBO3MOXHO.

% 3KCMOPT 3aKPLITOrO K/HYa LEHTPa CepTUdMKaLmumn

3aKpbITbIA KN4 LIeHTPa cepTUdMKaLMn YCMELHOo 3KCNOPTUPOBaH.

B cny4ae yTepu 3KCNOPTMPOBAHHOINO KOHTEMHEPA 3aKPbITOro K/104a ero BOCCTAHOB/IEHWE HEBO3MOXKHO.

Ckauats ¥

PucyHok 70 — OKHO C ycnewHbIM pe3ybTaToM 3KCNopTa 3akpbiToro katoua LC
e B pe3ynbTarte BbIMOMHEHUS IKCNOPTA 3aKpbiTOro kntova LC:
- 3akpoitoirt kntod LLC BypeT yaaneH U3 Mecta XxpaHeHus, onpefeneHHoro npu co3gaHuu aadHoro LIC;
- UG, kntoy KoToporo 6bin 3KCNOPTUPOBaH, NeperaeT B COCTOSAHNE K4 3KCMOPTUPOBAHY;

- B xypHane cobbitnit 6yaeT 3adumkcmpoBaHo cobbite ¢ kogom CAENV103. lMpu KaxkAoM CKauyMBaHWUM
KoHTerHepa PKCS#12 B okHe «3KCMOPT 3aKPbITOro KkYa LeHTpa cepTudukaumnmy» B XXypHane cobbiTui
6ypet 3admkcmpoBaHo cobbiTme ¢ kogom CAENV105.

7.3.1.9 Umnopt 3aKpbiToro Knto4a LkeHTpa ceptudukaumm
MmnopT 3akpbitoro kntoda LC poctynen Tonbko ang LLC ¢ 3KCMOpTMpPOBaHHbLIM paHee 3aKpbiTbiM KAto4oM. [ns
BbINOSIHEHWUS UMMOPTA BbIMOIHUTE CIELYIOLLME Laru:

e B paspene «leHTp ceptudumkaumnm» nepenamte Ha Bknagky «CBou cepTudumkatbl», 3ateM B KapTouky LIC ¢
cocTtosiHmeM «KJo4 3KCNopTUPOBaH».

e B oTkpbiBlieiica kapTouke LLC neperigmTe Ha BKNAAKy «3aKpbiTbld KNOY». B AaHHOW BKIagke HaXMuTe Ha
KHonky <MIMnopTnpoBaThb kny> (cM. PucyHok 71).

3aKpLITLIA KoY

ANFOPUTM KnioHa

3KCNOPTUPOBaH

PucyHok 71 — Bknapgka «3aKpbITbil K/OY» C BOSMOXHOTbIO MMMNOPTA 3aKPbLITOro KAouya

e B oTobpasuBluEMCS OKHE «MMMOPT 3aKpbITOro KAw4a LeHTpa cepTudMKaumu» Ha ware 1 HeobxomuMMo
BbIOpaTh MeCcTo xpaHeHus ans 3akpbitoro kntoua LLC (cMm. PucyHok 72).

[ocTynHble Bap1aHTbl BbibOpa, ecnm KpuntonposaraepoM anroputma kntova LLC aengetcs «Kpuntollpo CSP»:
o «JlokanbHoe xpaHunuuie Aladdin eCA»;
o «Kpuntollpo CSP (HDIMAGE)»;

o «Kpuntollpo HSM» (Tonbko npu Hanuumm noaknoyeHns kpuntonposanaepa «Kpuntollpo CSP»
K MAKM «Kpuntollpo HSMy).

MHaye B jaHHOM none Bynet ykasaHo «J/lokanbHoe xpaHunuuwe Aladdin eCA».
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BhIGEpUTE MECTO XPaHEHUA 3aKPbITOrO KKYa

JNokansHoe xpanvunvie Aladdin eCA

Mpogonxute >

PucyHok 72 — OkHO «MMNoOpT 3aKpbITOro Kto4a LeHTpa cepTudukaumm». War 1/2
o [lng nepexona K cneayloLlleMy LWary HaXXMUTe Ha KHONKY <[pofomKkuts>.

e Ha ware 2 3arpy3ute darin KOHTeMHepa 3aKpbITOro Ka4Ya M BBeAMTE Mapoab OT Hero (CM. PucyHok 73).
Lonyctumoe paclwmpenue ans 3arpyxaembix @annos — .pl2. MNpwu 3arpyske daina c UHbIM pacliMpPEHUEM B
none 3arpysku daina 6yaeT otobpaxkeHo coobLieHne 06 owmnbke «HekoppekTHbIM hopmaT daiinax.

3arpyavTe KOHTEHEpP 3aKpLITOro ka4a (PKCS#12)

ddc74ec0-70ed-dbcc-b844-4a910bb5a0b9.p12

BeeguTe naponk OT KOHTelHepa

IMNopTUpoBaTL KAKoY

PucyHok 73 - OkHO «MMNoOpT 3aKpbITOro Kko4a LeHTpa cepTudukaumms». War 2/2

o [locne 3arpysku dalrina KOHTEMHepa 3aKpbITOro Kak4a M BBOAA MAPONS OT HEro HaXMWUTE Ha KHOMKY
<MMNopTMpPOBaThb KY>.

e B cnyyae HeynauyHoM NOMbITKM MMMOPTA 3aKPbITOro kiya 6ynet oTobpaxeHo coobuieHne 06 owmbke (cMm.
Tabnuua 13).

Tabnuua 13 - MNMepeyeHb COOOLLEHUI B ClyYae HeyAa4yHOM NONbITKM MMMNOpPTa 3aKpbiToro katoya LC

TekcT owmnbKH MpuuunHa

HeBepHbili naponb YKa3aHue HeBEPHOro Naposs OT KOHTelMHepa 3akpbiToro kityda LLC

3aKpbITbIii KNOY He COOTBETCTBYET OTKpbITOMY | pu MOMbITKE MMMOPTA 3aKPbITOrO K/KYa, HE COOTBETCTBYIOLLErO
Knouy LIC OTKpbITOMY Kitouy AaHHoro LiC

Llenoyka ceptudukatoB B umMnopTMpyeMoM | [pu nomnbiTKE MMMOpTa KOHTEMHepa 3aKpbiTOro KJua, LEnovka
KOHTEHEpPE HEe  COOTBETCTBYET  LIEMOYKE | CEPTUPMKATOB B KOTOPOM HE COOTBETCTBYET LIEMOYKE CEPTUDMKATOB
ceptudukatos LLC naHHoro UC

e [lpu OTCYTCTBMM OWMBOK MpU MUMMOPTE 3aKPLbITOrO KA4Ya B OKHe «MMNOPT 3aKpbITOro Kuva LEHTpa
ceptuduKaumum» b6ynet oTobpaxeH TEKCT «3aKpbiTbid KN4 LEeHTpa cepTudukaumm “Mma IIC ycnewHo
MMNOPTUPOBaH.» (CM. PucyHok 74).

B okHe «/IMNopT 3aKpbITOro Kko4a LeHTpa cepTuduKaummy» 6yaeT LOCTYNHO 3aKpbiTUE AAHHOMO OKHA NyTeM
Ha)XXaTus Ha KHOMKY <3aKpbITb>.
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SH%Z[JI:-ITI:H;T KN4 LeHTpa (e[}TMq}MKEL(MI-"\ YCNewHo UMNopTPOBaH.

3aKpbiTh

PucyHok 74 — OKHO C yCnelHbIM pe3ynbTaToM MMNopTa 3akpbiToro katoua LIC
e B pesynbraTte BbINOAHEHUS UMMNOpPTa 3aKpbIiToro Katova LLC:
- 3akpbiteit knoy LC 6yneT nomelleH B XpaHunuue, BblbpaHHoe Ha ware 1 okHa «MMNopT 3aKkpbITOro
K/HoYa LeHTpa cepTuduKaLmm»;
- UG, kntoy KoToporo 6611 MUMNOPTUPOBAH, NepenaeT B COCTosHME «He akTUBMPOBaHY;

- B xypHane cobbiTuit 6yaet 3admkcMpoBaHo cobbiTne ¢ kogom CAENV107.

7.3.2 Bknapka «Ceptudukarbl MoauMHEHHbIX LEHTPOB»

o Bknapgka «Ceptudukatbl lNogunMHeHHbIX UeHTpoB» (cM. PucyHok 75) npepHasHauyeHa pns pabotbl ¢
Ceptudukatamm MogunHeHHbix LLC. B cnucke ceptudukatoB nogumHeHHbix LLC oTOGpaxkatoTcs TONbKO
cepTudurKaThl, BbINYLWEHHbIE aKTUBHbBIM LEHTPOM CepTUdUKaLUK.

e BapuaHTbl cOCTOSHWMS M BO3MOXHbIX OMepauuii Hap cepTudukatamm w3 Kateropum «CepTudukaThl
lMopYMHEHHBIX LLeHTPOB» C YYETOM HaBeLeHHOro ykasaTtens mbiwn u 6e3 npueeneHbl B Tabnuua 14.

e Haxatne Ha kHonky <[loanucaTb 3anpoc+> 3anyckaeT cueHapui noanucu 3anpoca MogunHeHHoro LIC u3
kaTeropun «CeptudukaTbl [TOAYUHEHHBIX LLEHTPOBY.

LieHTp cepTudmkaumm Aladdin eCA . 00tCA  RootCA  INITIALADMIN @

Nognucats 3anpoc +

Anroputm knioua Anuna xnioua

PucyHok 75 - SkpaH «Ceptudukatbl [Tog4YMHEHHBIX LEHTPOB»
e  VHdopMaumnoHHbIe 3neMeHTbl 3kpaHa «CepTndukaTtbl [NoAYMHEHHBIX LLEeHTPOB» — HeynpaBnseMble TabanyHbie

nons:

- u3paTens;

- Bnajeneu;

- [JencTBuTeneH 1o (aata);
- QNropuTM KIKYa;

- AJIMHA KNHOYa;

- COCTOSIHME (BapWaHTbl COCTOSIHUIA: AeNCTBUTENbHbIN, 0TO3BaH, UCTEK CPOK).
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. yl'lpaBJ'IF{EMbIE nonsg. B cootBeTctBMM C cocTosHMEM [logYyMHEHHOro CepTVId)VIKaTa npu nomMown KHOMOK

ynpaBneHUA, pacnosioXKeHHbIX Ha TabAMUYHbIX nosigx, BO3MOXHbI OENCTBUS, npuBeaeEHHbIE B Tabnuua 14.

Tabnuua 14 - [encrensa Hag ceptudmkaTamu MNogUMHEHHBIX LEHTPOB

CocTosiHue ®OyHKUMK ynpaBneHus ceptudukaTamm
ceptudumkara CKavaTb yAanUTL 0TO3BaTh
DeNCTBUTENbHbIN + +
OTO3BaH +
UCTEK CPOK + +

o  ®yHkuMM ynpaBneHus MNoguynMHeHHbIMK cepTUDMKATAMM:
- CKayaTb — CKauuBaHue cepTudumkata (6e3 noaTsepxoeHus);
- yHanuTb - yaanenue ceptudukaTta c NoaTBepXKAEHUEM;

— 0TO3BaTb — OT3bIB CepTl/I(bl/IKaTa C NoOATBEPXAEHUNEM.

7.3.2.1 Kaprtouka ceptudumkara nogumHérnHoro LIC

o [lepexop K 3kpaHy «KapTouka ceptnudukarta LLC» ocywecTBngeTcs npu HaxXaTuM Ha CTPOKY cepTudukaTa

Tabnuubl Ha Bknagke «CBown ceptudmkatbl» (cM. PucyHok 53).

e

"'é; LeHTp ceptudukaumn Aladdin eCA

Root-CA2 RootCA INITIA|

SUB_CA_INFORM

DeRermenshi
Naet aTop LIeHTPa CcepTMdrKaLin

2b300d0-416e-4b76-a4!

B3 Uenouka ceprudmkartos

B3 cepuitbii Homep eOfe0e1bd07add

PucyHok 76 - JkpaH kapTouku ceptudukata MNMogumHénHoro LLC B cocToHUN «[eACTBUTENbHbINY
e [locTynHble gencTeus B kaptouke ceptudukata LLC co ctatycom «[lencTBUTENbHbIN» BO3SMOXHO:
- BbIrPy3uTb CEPTUOMKAT MO HAXATUIO KHONKKM <CKayaTb>

— 0TO3BaTb CepTMdJMKaT LLC no HaxaTuwo kHonkun <OTo3BaTbh>.
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Ha6op KHOMOK B KapToO4kKe UC B 3aBucumocTu oOT CTaTtyca cemechKaTa LcC COOTBETCTBYET I'IpVIBe,EI,éHHbIM

nencremam B Tabnuua 14.

o B kaptouke LleHTpa ceptudmkaummn oTobpaxaoTcsa cneayolime CBeaeHns:

MOEHTUDUKATOP LEeHTpa CeEpTUPUKALMM;

Lernouka ceptudurKaToB;

naeHTMduKaTop cepTMduKaTa;

n3aaTesb;

BnageneL;

SDN Bnapeneua;

CPOK [eNCTBUS (KAENCTBYET C», KAENCTBYET NO»);

ANIfOPUTM K/KYa;

AOJIHa KNYa,

COCTaB:

O

O

O

cepuiHbIi HoMep (none «Serial Number» ceptudumkara);

OTKpbITbIN KNtoY (none «Subject Public Key Infow);

0TrNeyaTok (BblYUCISEMOE 3HAaYEHUe, OTCYTCTBYET B cepTudmkaTe);

Bepcus (none «Version»);

napaMeTpbl OTKPbITOro Knto4a (Bcerga «X509»);

anroput™ undposon nognucu (none «Signature Algorithmy);

OCHOBHble orpaHuyeHus (none «X509v3 Basic Constraints»);

ucnonb3oBaHue kntoya (none «X509v3 Key Usage» ceptudukaTa);

[0CTyn K MHbopMaumm o LeHTpe ceptudukaumm (none «Authority Information Access»);
anbTepHaTMBHOE UMS cybbekTa (none «X509v3 Subject Alternative Name» ceptudumkara);
naeHTudukaTop Ktoya LeHTtpa (none «X509v3 Authority Key ldentifier» ceptudukara);
npeHTudukaTop knoya cyboekta (none «X509v3 Subject Key Identifier» ceptudukara);

pacwmpeHHoe ucnonb3oBaHue kitoua (none «X509v3 Extended Key Usage» ceptudukara).

7.3.2.2 NMoanucaxue 3anpoca Ha KopHesom LIC

e [locne npenBapUTENbHOrO CKauMBaHWs 3anpoca Ha cepTudwmkaT MopumHéHHoro LIC u nepeHoca ero Ha

KopHeeoi LLC BbINOAHWTE NOANMCAHME COMNACHO HUXKEMNPUBEAEHHON MHCTPYKLMM.

e [lpn aktuBHom KopHeBoM LIC, oT uMeHM KoToporo 6yaeT BblgaH cepTMdMKAT, Ha Bknaake «CepTudukatbl

MofYMHEHHBIX LEHTPOB» HaXaTb KHOMKY <lNoanucate 3anpoc+> (cM. PucyHok 77)

BHumaHue! MNognucaHue c¢hann-3anpoca v Bblgavya NognuMcaHHOro ceptucgpukara npomMsBoguTcs oT
LIC B cocTosiHUM «AKTUBUpPOBaH» Ha Bknagke «CepTudukaTbl NOAYNHEHHBLIX LLEHTPOBY». 3anpoc Ha
ceptudukaT NMNogunHéHHoro LIC MoxeT 6bITb NoanucaH Tonbko oaunH pa3 KopHeBbim LIC.

BbIHYCKaeMbIe CepTM(*)VIKaTbI NOAYUHEHHbIX LUEeHTpPOB CepTVICbMKaLIVIVI AOJDKHbI NoANUCbIBaTbCA C
ucnosib3oBaHUeM anroputma XJ3W-CyMMbl LeHTpa cep'rmwaauuw, Ha KOTOpPOM noanucbiBaeTcs
3anpoc, BHe 3aBUCUMOCTU OT YKa3aHHOro B 3anpoce anroputma X3aw-CyMmbil.
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AINFORM  NOTGOST  INITIALADMIN_100 (@

Mopnucats 3anpoc +

Bnageney Aeiicrautenen o Cocronmme

CTpok Ha cTpamye 10 v

PucyHok 77 — OkHo «CepTudukaTbl MogunmHeHHbIx LLCx»

e [lanee 3arpy3ute 3anpoc B dopmaTe . csr, CKavyaHHbIM Ha ware 7.3.1.5, HaxaB kHonky <BeibpaTb dann> (cMm.

PucyHok 78).

Boibepute wabnoH ceptudwmkata MOAUMHEHHOrO UeHTpa cepTuduKauuu (Hanpumep, npenBapuTENbHO

MOAFOTOBNEHHbIM WABNOH NYTEM penakTMPOBaHWS KIOHWMPOBAHHOTO MpeayCcTaHOBMEHHOro LWabnoHa
MopumHEHHOTO LeHTpa cepTudukaumm B pasgene «LabnoHbi»).

Cpok pencteus ceptudumkata MonumHenHoro LLC onpenensetca wabnoHoM «Sub CA»%, HO He mpeBblwaeT
cpok pewctensa ceptudmkata KopHesoro LC.

3arpy3uTe 3anpoc
Daiin He BbIbpaH

Bei6partk daiin

Bei6epute wabnoH

La6noH

PucyHok 78 — OkHo Bbibopa ¢anna 3anpoca

Ha Tekywem wware, nocne Bbibopa daina 3anpoca, BO3MOXHO M3MEHUTb BbIOOP, HaXaB KHOMKY <M3MeHUTb> (CM.
PucyHok 79).

e HaxmuTe cTaBLIyl0 aKTUBHOW KHOMKY <3arpy3uTb> (cM. PucyHok 79).

25 Mpo wabnoH «Sub CA» cMm. B Mpunoxenne 2. OnucaHune nonei NpeaycTaHoBAEHHbIX WaBNOHOB CepTUPMKATOB
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3arpyauTe 3anpoc

OmskKvantSub.csr

BeibepuTte wabnoH

3arpyauTe

PucyHok 79 - OkHo 3arpy3ku ¢arna 3anpoca

e [lpu HaXaTUM KHOMKM <3arpy3uTb> NPoOMCXOAMT 3arpy3ka dann 3anpoca B KopHesoi LLC (TeKyLMIA aKTUBHBIN
KopHesoin LLC u3 kateropuu «CBou ceptudukatsbl»). [lanee agMUHUCTPATOp BUAUT yBELOMIIEHUE O TOM, YTO
ceptudukat MogunHeHHoro LUC ycnewHo chopmuposaH n nognucan KopHesbim LLC (cM. PucyHok 80).

CepTunKaT nojuuHeHHoro LIC YCMNeLwHo cpopMUPOBaH W NOAMMCaH.
AnA akTMBauUK HeobXoAMMO CKayaTk LienoYky cepTugUkaToBs, NepeHect Ha APM ¢ nogunHeHHbIM LIC 1 iMnopTMpoBats.

CkauaTs Lenouky ¥

PucyHok 80 - OkHo ycnewHoro ¢popMmMpoBaHmsa n noanucu ceptudumkarta
e B cnyyae ecnu Ha OCHOBAHMM 3arpy)KeHHOro 3anpoca paHee 6bin BbinyweH ceptudukat MNogunHérHoro LC
afMuHucTpaTop bynet yBenoMnéH coobueHmeM (cMm. PucyHok 81).

5t). MpuuHa: Heeoamo

PucyHok 81 - YBefoMAEHWE O TOM, YTO MO 3arpyXeHHOMY 3anpocy paHee BbiMyweH cepTudmkar

e Heobxopumo ckayatb uLenouky ceptudukatoB LIC B dopmarte .pem, HaxaB KHonky <CkayaTb LeEmnoyky
cepTudukaToB>, B okHe «O6paboTka 3anpoca» Ha AaHHOM Luare Ans fanbHenwero uMnopTa Ha Noag4YMHEHHOM
LLeHTpe cepTUdUKaLMU.

o (Ckayatb cHOPMUPOBAHHbIM U MOAMMUCAHHBIM CepTUDMKAT, A TaKXKe LLenoyKy cepTMdMKaTOB MOXHO MO3AHee,
oTkpbiB BKnaaky «CepTtudukatbl [TOAYMHEHHBIX ULEHTPOB», BbIOPAaB HYXHbIM CepTMOMKAT M  HaXaB

nosaBUBLUYHOCA KHOMKY H ona  CKaydynBaHUA CepTl/Iq)VIKaTa nnn  LUeno4YKu CepTl/Iq)l/IKaTOB, Bbl6paB

COOTBETCTBYHOLIMIM MYHKT B PACKpbIBLIEMCS MeHI0 (CM. PucyHok 82).
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N @

Mognucats 3anpoc +

AeiicTauTeneH Ao CocToAHmMe

311

PucyHok 82 - OkHo Bknagku «CepTudukatbl [NoguMHEHHbIX LEHTPOBY C BbIGPaHHbIM CEPTUDUKATOM
o [lanee nepeHecute ceptudukat Ha MogumHEHHbIM LLC 1 BBINOAHUTE UMMNOPT LENOYKM CepTUDMKATOB COrNACHO
NyHKTY 7.3.1.6 HacToswWwero pykoBoACTBa.

7.4 Pa3gen «CepTuduKaTbi»

Pazpen «CeptndukaTbl» obecneynBaeT NpocMoOTp M ynpaB/ieHWe cepTudmrKaTamMm CyObEKTOB B COOTBETCTBUM C
npaBaMu YYETHOWM 3anMcK NoJsib3oBaTens. MNonb3oBaTento C posiblo «KAAMUHUCTPATOP» AOCTYMNEH NMPOCMOTP U yrnpaB/ieHue
BCEMMU cepTUdUKaTamMm 6e3 orpaHuyeHuit no cybwvektaM. [Monb3oBatento ¢ ponblo «OnepaTop» AOCTYyNeH MPOCMOTP U
ynpasneHue ceptudurkaTamMmm CybbeKTOB, NpaBa Ha KOTOPble NPefoCTaBNEHbl A1 YYETHOM 3anncu.

lNepexon Ha 3KpaH ynpaB/ieHUS LEHTpa cepTudUKaLMM OCYLLECTBASIETCS MO Bbibopy pasgena «CepTUduKaTbl»
H6OKOBOro MeHI0, pacrnosIoKEHHOTO C/ieBa Ha rMaBHOM 3KpaHe (cM. PucyHok 50).

Ha paHHOM 3KkpaHe oToBpaxatTcs BCe CO3[aHHble cepTuduMKaThbl NONb30BaTeNel, KOHTPONNEpOB AOMEHA, Beb-
cepBepoB.

LieHTp cepTudmkauyum Aladdin eCA SUB.CAINFORM  NOTGOST  INITIALADMIN_100 (@

Co3Aars ceprvdukar

Wa6non : Aeiictanren... Cocronmme

\a Marshall
Dena Marshall Smartcar

Dena Marshall Smartca

CTpok Ha cTpakiue 10 v  1-10w3

PucyHok 83 - SkpaH pa3gena MeHto «CepTudukaTbl»
o Ha 3kpaHe pasgena «Ceptudumkatbl» 0ToOpaXkeHbl MHOOPMALMOHHbIE 3N1EMEHTHI (TabnyHbIE NONS):

- CepwiHbIi HoMep cepTUdMKaTa;
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nms cybbekta (CN);

T™MN WwWabnoHa ceptudukata (wabnoH);

[aTa Bbinycka ceptudukaTta;

[aTa CpoKa OKOHYaHUA AeNCTBUA cepTudUKaTa (GEUCTBUTENEH [0);

TEKYLWMI cTaTyC cepTudmKaTta (COCTosHME).

e [loCcTynHbl cnegytolime onepaummn no pabote ¢ cepTUPUKaTaMu:

BbIMYCK HOBOrO CcepTUdUKaTa;

MOMCK BbINYLWEHHbIX CEPTUDUKATOB;

COpTMpOBKa CepTUdMKATOB,;

NpoOCMOTpP CNUCKa cepTUHMKATOB C 33AaHHBIMU KPUTEPUAMMU;

cbpoc Bcex NpUMeHEHHbIX GUIBTPOB UK BbIBOPOYHAs OTMEHA BbI6paHHOro dunbTpa;
ckaunBaHue cepTndukaTos B popMate . pem;

CKauMBaHMeE LenoYvkn cepTMdUKaToB;

M3MeHeHue cTaTyca cepTuduKaTos;

NpOCMOTpP KapTouku cepTudmkara;

3KCMOPT CNMUCKA BCEX BbIMYLLEHHbIX CEPTUDUKATOB C aTpubyTamu;

MacCoBble Onepauum C BbINyLWEHHbIMKU CEPTUDUKATAMM.

RU.A/IOE.03.01.020-01 32 01-2

e Bce co3paHHble cepTudmkatsl (B dopMaTe . pem) M 3aKkpbiThie Koy (B dopmate PKCS#12) cybbekToB bynyT

CoXpaHeHbl B 6a3e AaHHbIX (MM 6a3bl AaHHbIX MO YMOMYaHMIO, KOHGUIypaLmMs 6a3bl AaHHbIX YKa3aHa B daiine

/opt/aecaCa/scripts/config.sh).

e Bce co3paHHble cepTudmKaTbl CybbEKTOB Ha 3KpaHe pasaena oTobpaxaloTcs B Buae TabauLbl C narMHaumen.

o (CkaumBaHMe KoHTerHepa PKCS#12, copepallero 3akpbiTbli K04 M CEPTUPUKAT, AOCTYMNHA TObKO B OKHE

Mo 3aBEPLIEHUIO CO3AaHUS cepTUdMKaTa.

7.4.1 Boinyck cepTudmkaTa

Bbinyck cepTudMKaToB ANs CyObHLEKTOB, He MMEKLWMUX AelCTBylowWMe cepTuduKaTbl, JOCTYMNeH
TONLKO NpPU YCNOBUWU, YTO JIMLIEH3MOHHOE OrpaHuYeHMe Ha KONMYeCTBO CyGbLEKTOB, Brapelowmnx
OeACTBylOWUMNU cepTudmMKataMu, He AOCTUrHyTOo. B cnyvae, ecnu cyGbekT yxe sBnseTcsA
BrnagenbueM OeNCTBYIOLEro cepTUdMKaTa, KONMMYECTBO CepTU(PUKATOB, KOTOpoe MOXeT ObITb
co34aHo Ans AaHHOro cyGbekTa, He orpaHu4YeHo.

e [lna Bbinycka ceptuduMKata AN CYLIECTBYIOLWErNO WM HOBOrO cy6bekTa HaxmuTe kHonky <Co3paThb

cepTudukaT> u BoibepuTe cnocob co3naHus U3 BbiNafaoLLero cnmcka (cm. PucyHok 84):

C 3aKpbITbIM Kto4oM (PKCS# 12);
Ha OCHOBaHWM 3anpoca;

Ha K/1l04eBOM HOCUTENE.

o bonee nogpobHo npouenypa Bbinycka ceptudumkata npuseneHa B «punoxenune 1. CospaHune ceptudumkaTta

ons cybbekTan.
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Co3gatb ceptupukar »

C 3aKpbITbIM Kntoyom (PKCS#12)
Ha ocHoBaHun 3anpoca

=
Ha kntoyeBom HocuTene

aHuue 10 v 1-2u32

PucyHok 84 - Boinyck ceptudukaTa B pasgene «Ceptudukatol»

7.4.2 Nouck ceptudmkaToB

Crpoka noucka (cM. PucyHok 85) npepgHasHaueHa ans noucka ceptudukatos no umeru (none Common Name),
anbTepHaTUBHOMY MMeHM cybbekTa (none SubjectAltName) u cepuitHomy Homepy cepTudmkata (none Serial Number).
Mounck 3anyckaeTcs aBTOMaTUMYECKM NpU BBOAE MCKOMOTO 3HaYEHWUS B CTPOKY MOMCKA, pe3ynbTaT noucka byaeT oTpaxeéH
Ha 3KpaHHOM Tabnuue.

Co3paTe ceptumkar v

CepwiiHbliA HOMep CN Wa6noH Jarta co3gaHus [AeicTBnTeneH o CocrosiHne

5D50C8724AB8 PetrovAD WEB-Client 09.02.2024 11:55:51

A25E1F66CD4FAE7OFF2! PetrovAD WEB-Client 09.02.2024 15:54:50

PucyHok 85 - MownckoBas cTpoka B pasgene «CepTudukatbl»

e [lna cbpoca pesynbTaToB MOMCKA M BO3BpATy K MOJHOMY MEPEYHI0 cepTU(dMKATOB B 3KpaHHOM Tabnuue
yAanuTe CooepXKMMoe CTPOKM MOMCKa.

7.4.3 CoptupoBka ceptudukaTos
e (CpencrtBa COPTUMPOBKM BbIMYLEHHbIX CEPTUOMKATOB NpeACTaB/eHbl 3eMeHTaMU Bblbopa HanpasieHus
COPTMPOBKM B 3arosioBke TabauLbl 3KpaHHOW hopmbl (M. PucyHok 86):
- «CepuiHbIli HOMep» — COPTUPOBKA OCYLLECTBASETCS B MOPSAKE BO3PACTaHUS UK YObIBAHUS 3HAYEHUS;
- «CN» - coptupoBka ocyuiecTensetcs B andaBUTHOM NOPAOKE;
- «lWabnoH» - ocywecTBngeTca rpynnMpoBka No Tmny WwabnoHa;

- «[lata co3paHus», «[eicTBUTeNneH Oo» — COPTMPOBKA OCYLIECTBNSAETCA B MOPAAKE BO3pacTaHWs WM
y6blBaHWUSA 3HaYEeHMS AaTbl.

L] COpTVIpOBKa NpoONCXOAUT TONIbKO MO OAHOMY 3HAYEHUIKO NMPKU HaXATUU Ha COOTBETCTByPOIJJ.VIﬁ 3aronoBokK

Tabnuubl. AKTUBHOE 3HayeHue, MO KOTOPOMY BbiNOJIHEHA GuAbTpaums 0603Ha4YeH 3HAKOM ‘ C npasoMn
CTOPOHbI OT 3arofoBKa Tabnuupbl.

CepwiiHbliA HoOMep CN Wa6noH ~ [ata co3paHna AeiicTBUTENEH A0 CocTosiHue

PucyHok 86 - Mons coptupoBsku cogepxkumoro pasgena «Ceptudukartbiy»

e Takxe 0To6pasuTb B OnNpeneséHHOM MOpsAKe CMUCOK CepTU(HUKATOB (OTCOPTUPOBATh) B KOJIOHKE BO3MOXHO

MO HAXATUIO KHOMKM . <[leicTBMS B KONOHKE>, BbIOPaB U HaXKaB B packpbiBLieMCs MeHto «CopTMpoBaTth...»
(cM. PucyHok 88).
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7.4.4 ®unbTpaumsa ceptudukaToB

7.4.4.1 NpumeHeHue punbTpoB

e [lna BbIBOpPOYHOro NpocMoTpa cepTUPUKATOB Ha dKkpaHe paspena «CepTUdUKaTbI» BO3MOXHO NMPUMEHEHUE

¢bunbTpoB. [ng oTOGpaxeHUs NapaMeTpoB GUAbTPaUMM N8 BCEX KOMOHOK Tabiuubl HaXMMUTE KHOMKY

<®unbTp> . 3arosI0BKM KOJIOHOK 3KPaHHOM Tabnuubl 6yayT AONOAHEHbI NOAsMM GWAbTPA AN KaXO4O0M

KOJIOHKM (CM. PucyHok 87):

- WwabnoH. BoibepuTe wabnoHbl cepTUdMKATOB 4SS OTOOPAXEHUS CMMCKa CepTMdMKATOB, KOTOpble Oblin

BbIMYLLEHbl HA OCHOBAHMM BblOpaHHbIX LWABNOHOB;

- AaTa co3aaHus. BblﬁepVITe 33 Kakou nepuon co3gaHuna 0T06pa3VITb CEpTVId)VIKaTbI Ha 3KpaHe, BBEAUTE AaTy
C NOMOLWbK KNnasBnatypbl Unun BblﬁepVITe B pa3BeEpPHyBLIEMCA KaneHgape;

- peictBuTeneH 0o. Boibepute 3a Kakoi nepuopd AaTbl OKOHYaHMS AeACTBMA 0TO6PasuTb cepTUdUKaThl Ha

3KpaHe, BBEAMTE AaTy C MOMOLLbIO KNaBMUATYpbl UK BbIGEPUTE B pa3BepHYBLIEMCS KaNeHAApE;

- coctosiHue. Beibepute coctosiHMsa cepTuduKaToB Ans OTOOpaxeHus (aKTMBMPOBAH, MPUOCTAHOBIEH,

OTO3BaH).

CepuitHbii Homep c LWa6noH ~

fAara cozpaHns AeiicTBUTENEH [0 CocrosHue

PucyHok 87 - lNons dunbTpa 3aronoBKOB IKPaHHOM Tabnumubl

e Bbibepute 0gHO MAM HECKONbKO 3HA4YeHUM GunbTpoB, nocne Bblbopa GuabTp OyaeT NpUMEHEH cpasy

dBTOMaTUYeCKHU.

L] HOBTOPHOE HaXaTne KHOMKU <CDMJ'Ipr> . CKpOET nonAa Bbl60pa Kputepues q)MﬂpraLl,MM, HO He OTMEHAEeT

NPUMEeHEHHble PUNbTPbI.

e 3arofioBku Tabauupl, 41 KOTOPbIX MPUMEHEH DUNLTP, BYAYT OTMEYEHbl 3HAKOM n

7.4.4.2 Copoc NnpUMEHEHHBIX PunbTPOB

. [ng ouncTkm I'IpMMEHéHHbIX d)W'IprOB ONA KaXKA0ro 3arosloBKa KOJTIOHKU:

- HaXMWTE KHOMKY . <[leiicTBUS B KONOHKE> M B pPACKpbIBLUEMCS OKHE Bblbepute MyHKT «O4UCTUTDL

dunbTp» (CM. PucyHok 88);
[lara cozpaHns ¥
05.02.2024 14:46:02
09.02.2024 11:55:51
09.02.2024 15:54:50
05.02.2024 14:46:04
12.02.2024 16:42:15

09.02.2024 09:42:13

[AelicTBUTENEH A0

CopTupoBartk /Jlata co34aHuWA Mo BO3pacTaHuio

CopTHpOBaTk /laTa CO34aHuA Moy

QuncTuTe GUnbLTP

OtdunsTposate no [lata cosgaHus

CKDEIT}: ,ﬂlaTa CO34aHKNA KONOHKY

PucyHok 88 - KHonka <OuncTutb> dunbtp

e [Ing nONHOM OTMEHbI BCEX NMPUMEHEHHbIX GUABTPOB NO BCEM KONOHKAM BOCNOJIb3yiTeCh KHOMKOWM <COHpocHTb

dunbTp> _ Ha 3KkpaHe pasgena «CepTudukatbi».
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7.4.5 CkaunBaHue cepTMpMKaToB
[na ckaumBaHUS HaBeAWTe yKasaTeslb MbIlM Ha BblOpPaHHbIA CepTUhUKAT B 3KPaHHOM Tabnuue, HaxmuTe

NOSIBUBLUYHCS KHOMKY H (cM. PucyHok 83) 1 B packpbiBluEMCS MOAMEHI0 Bbibepute nyHKT <CkauaTtb ceptudumkaT> nnm
«CkayaTb uenoyky» B dopmaTe .pem (cM. PucyHok 89).

LeHTp ceptudukaumm Aladdin eCA i SUB.CAINFORM  NOTGOST  INITIAL ADMIN_100 @

Cosaath cepTupukaT v

CepuitHblit Homep ' LWa6non aTa co3pa. i g Coctoanue

Dena Marshall

PucyHok 89 - lMNoaMeHto «Ckayatb cepTUdUKaT/LENOUKY»

7.4.6 Cratyc ceptudukaTos

e B03MOXHble BapMaHTbl COCTOSIHUS U LOCTYMNHblE AEACTBUS HaL CepTUGDUKATAMMU B 3aBUCUMOCTH OT COCTOSIHUS
npuseseHbl B Tabnaunua 15.

Tabnuua 15 - JocTynHble AeNCTBUS Hag, cepTUdUKaTaMM B 3aBUCUMOCTM OT COCTOSIHUS

[octynHble pencTeuns
CoctosiHne ceptudumkarta
aKTUBaLMS NpUOCTaHOBKA OT3bIB
AKTMBMPOBAH + +
NpUOCTaHOB/EH + +
0TO3BaH

o (CMeHa CoCTOsHUS cepTudMKaTa NPOU3BOAUTCS MOCPEACTBOM Bbl6Opa HYXXHOrO 3HaYEHWUS M3 BbiNaLaOLLErO
MEHI0 Npu BblAeNEHUU CTPOKM cepTudumkaTa (cMm. PucyHok 90).

Aara eeinycka AeAcTBuUTeAeH A0 CocrosHue

PucyHok 90 — Boinagatowiee MeH CMeHbl COCTOSHMS cepTudmKaTta

. I'IpM CMeHe COCTOAHMA CepTM(bMKaTa nocpeacTteoM pagMOKHOMKK NOABAAETCA OKHO C 3anpoCcoOM Ha
noaTBeEPXAEHUE onepaLmn, B 3aBUCMMOCTM OT TUNA onepauun npegycMoTpeHa pasiMyHaa akTUBHOCTb ONA
O3aHHOIo OKHa:

- akTuBaums (cMm. PucyHok 91)

Ecnn pocTurHyTo npeaernbHOe KONMUYECTBO CYOBHLEKTOB C AEUCTBYHOWMMM cepTudumkatamm B
COOTBETCTBMM C fNULEH3Mel, Npu MNONbITKe aKkTUBaUUM cepTudukata cybGbekTa, y KOTOpPOro
OTCYTCTBYIOT AencTBywwMe cepTudmkarbl, Oyaetr otTobpaxaTbcsi coobweHue 06 owunbke
«JIMLEeH3UOHHble OrpaHUYEeHUs He NO3BONISAIT aKTUBMPOBATb AaHHbIN cepTudukart. [OCTUrHYTO
npepenbHoOe KONIMYECTBO CYyOBHLEKTOB C AEACTBYHOLWMNMU cepTudMKaTaMmy.
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AKTUMBMPOBATL CEPTUDUKAT?

Mapareas: KDCI1
DbeKT:

Aencmeyet: ¢ 19.05.2022 no 18.05.2024

OtmeHa

PucyHok 91 — OkHO akTMBaLuKu cepTudukaTa
- 0T3bIB (CM. PucyHok 92);

I BHUMAHUE! OaHHylo onepauuto Hefb3s OTMEHUTb.

Orosearb ceptipurkar?

©T NoBAMSITE HO paboTy

: OmskKvantSub
test
7: ¢ 01.08.2023 11:45:46 no 31.07.2025 11:45:46

be3a yrkasaHus Npu4KHbl

PucyHok 92 — OkHo oT3bIBa cepTudmKaTta

Bo3MoyHble NpUYMHbI 0T3bIBA (B COOTBETCTBUM C pasaenoM 6.3.2 RFC5280):
- Heucnonb3yemblit (unused) — UCKIOYEHME BNALENbLA U3 CUCTEMDI/YBONBHEHUE;

- npuHaanexHocTb nsmeHeHa (affiliation Changed) - cmMeHa gaHHbIX Bnagenbua;
- KoMnpomeTaums kntova (keyCompromise);

- KoMnpoMmeTaums ueHTpa ceptudukauumn (CACompromise);

- 3aMeHeH (cepTMdPUKAT) — 3aMeHEH Ha UHOM cepTUdMKaT;

- 6e3 ykasaHus npuunHbl (unspecified).

e [lpuocTaHoBKa fencTeua ceptudukata (cM. PucyHok 93):
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[MPUOCTAHOBUTE ASMCTBHE CepTUDHKATA?

: Krasnova EN

1ByeT: ¢ 25.07.2022 no 24.07.2024

PrucyHok 93 — OKHO NpMOCTaHOBKM AENCTBUS cepTUdMKaTa

7.4.7 Kaptouka ceptudukara

o [lpoCcMOTp AaHHbIX cepTudmrKaTa BO3MOXEH NOCPEACTBOM CTpaHMUbl «KapToyka ceptudukartan.
e [lepexon K 3KpaHy «KapTtouka ceptudukarar» (c™m.

LeHTp ceptudumkaumu Aladdin eCA X SUB_CAINFORM  NOTGOST  INITIALADMIN_100 @

Ceptudukar Dena Marshall

B3 Lenouka ceprudukaros

Cocras

VcTopus: U3MeHeHus cepTudukara

e PucyHok 94) ocywectBnaeTca npu HaXaTuu Ha CTPOKy cepTudukata Tabnuubl rNaBHOrO 3KpaHa pasgena
«Ceptudukatbl» (cM. PucyHok 83).
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LeHTp ceptudumkaumm Aladdin eCA X SUBCAINFORM  NOTGOST  INITIALADMIN_100 @

A
o
%

Ceptudukar Dena Marshall
B3 Uenouka ceprudmkatos

VpeHTudmKkaTop

Cocras

VICTOpYA U3MeHeHun cepTudukaTa

PucyHok 94 — OkHo «KapTouka ceptudukaTta»

o OrnasneHune KapTouku ceptudmKaTta BKIOYaET B cebs:

TMN-ceptudukKata;
MPUHAANEXHOCTD;

™R cybbekTa.

e [lng Bo3BpaTa Ha rMaBHbIM 3KpaH pa3gena «CepTudukatbl» npocnenoBaTb Mo CTpenke _

e [Ing u3MeHeHus cTaTyca cepTudukaTta BoibpaTb M3 BbIMAAAOLWEro CMCKa AEMCTBME B COOTBETCTBME € Tabnuua 15.

Ecnn pocTurHyto npeaenbHOe KONMMYECTBO CYOGBHLEKTOB € AenCTByWOWMUMM cepTudmkatamm B
COOTBETCTBMM C NULEH3Mel, Npu MNONbITKE akTUBauuu cepTudukara cybbekra, y KOTOpPOro
OTCYTCTBYIOT AencTBywuwme cepTtudukarbl, Oyaetr otTobpaxaTbcs coobweHue 06 owunbke
«JIMLEeH3UOHHbIE OrpaHUYEeHUs He NO3BONISIT aKTUBMPOBATb AaHHbIN cepTudmkat. [JOCTUIHYTO
npepenbHoOe KONIMYECTBO CYyOBHLEKTOB C AEeMCTBYHOLWMUMU cepTudmkaTammy».

e [lnga ckaumBaHua CepTVId)VIKaTa HaBeauTe yKa3aTeslb MbllK HA KHOMKY ., BO BCMJibiIBAKOLWEM MEHIO Bbl6epMTe

<CkauvaTb ceptTudukat> cybbekta unm <CkayaTb Lenoyky> cepTMPUKaToB.

e B KapTouke cepTMduMKaTa 0TOOpaxKaloTCs Cieaytolme CBefeHus:

naeHtTudmkaTop;

uspatens;

Bnagened;

SDN Bnagenbua;

CPOK AENCTBUS (KBENCTBYET C», KAENCTBYET NO»);
anropuTM KIHua;

JJIMHA KoYa.

o Kaprouka ceptudmKaTa COAEPXKUT pacKpbiBaOLWMECS BKIALKM:

«Llenoyka ceptudukaToB». PackpoiTe NoAMeHI0, HaXaB B CTPOKe C UMEHEM BKNAAKWM CMMBON . Ha
pacKpbiBLIEMCS 3KpaHe 0TobpaxeHbl Bce LieHTpbl cepTudmMKaumm, yyacTeytowme B NOCTPOEHUN LENOYKM
ceptudukartos, HaumHaa ¢ KopHesoro LC, Ha ocCHOBe KOTOpOro CTpOMTCS LenoYka A[oBepus
cepTudukaTtaM, oo KoHeyHoro LleHTpa cepTudukaumm, BblAABLLErO TEKYLWMM cepTUdUMKAT cybbekTa (CM.
PucyHok 95).
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Operator |

PucyHok 95 - OkHo kapTouku ceptudukara. lNogmeHto «Llenouka ceptndmkatos»

- «CocraB». Packponte Bk/agKy, HaXaB B CTPOKE C UMEHEM BKNAAKM CUMBON . Ha packpbiBluemcs
3KpaHe oTobpaxeHbl cnepytoLime nons (cM. PucyHok 96):

O  CepwiiHbIi HOMep;

O  OTKPbITbIN KtOY;

O  OTnevaTok;

o Bepcus;

O MnapaMeTp OTKPbITOrO K/oua;

O anroput™ umMdpoBON NOANUCH

O  OCHOBHblE OrpaHUYeHus;

O MCMONIb30BaHUE KIHOYa;

o poctyn uHdopMaumm o LeHTpe cepTuduKaumm;

O  anbTepHaTMBHOE UM CybbekTa;

O MOEeHTUHUKATOP KIKYa LEHTPA;

O  MBeHTU UKATOP KtoYa cybbekTa;

O  pacClUMpeHHOE UCMOb30BaHME KoYa.

Mpu nepexofe Ha BbIGpaHHOE MNoJie, B NPaBOii YacTu 3KpaHa byaeT oTobpaxeHa MHGOPMaLMS, COOTBETCTBYIOLLAS
BblAE/IEHHOMY MOJTHO.

PucyHok 96 - OkHo kapTouku cepTudmkaToB. Bknagka «CoctaB»

- «McTopusi u3MeHeHUs cepTudmkaTa». PackpoiTe BkNaaKy, HaXaB B CTPOKE C UMEHEM BKNaAKWM CUMBON
. Ha naHHoM BKnapke 3admkcmMpoBaHa MHPOPMaLMS O BCEX COBEPLUEHHBIX HAA CEPTUPUKATOM LEeNCTBUAX
B XpOHOM0rnyeckom nopsake. Ha packpbiBlueMcs akpaHe oTobpaxkeHbl nons (cM. PucyHok 97):

O [[adTa — AaTa COBEpPLIEHHOro OencTBuS;
O NONb30BaTENb — yHéTHa‘iI 3anncb, NoA K0T0p0171 6b110 COBEPLWIEHHO OaHHOE nelncTeue,;

o cobbiTne — gencTeue, COBepLIEHHOE Hag CepTUPUKATOM.
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PucyHok 97 — OkHo kapToukn ceptudmkatos. Bknagka «McTopus usmeHeHms ceptudmkatar»

. Bbixog u3 KapTO4KHn CepTMdJMKaTa oCyLwecTBndaeTca no KHonke <BO3BpaT> M N0 KHOMKaM BK/agKn rnaBHOMo

MEHI0.

7.4.8 DKcnopT CNMCKA BbIMYLWEHHbIX CepTU(HUKATOB

o [lpy MCNnonb30BaHUM YY4ETHOM 3aNMUCK C POSb0 «ALMUHUCTPATOP» MOXHO COXPaHWUTb MOJIHbIA CMMCOK BCEX

BbIMYLWEHHbIX CepTUHMKATOB B BMAE .CSV Parina.

e [lpu ncnonb3oBaHMK y4ETHOM 3anuncu «OnepaTop» B CNMUCOK .CSV daina ByayT cobpaHbl TONbKO BbINYLLEHHbIE

CepTVId)VIKaTbI TEX Cy6beKTOB, npaBa A0CTyna Ha KOTOPbl€ HAa3HA4Y€Hbl 4aHHOMY onepaTtopy.

e [lnq BbIrpy3Kku Cnncka cepTUOUKATOB HAKMUTE KHOMNKY RENEEEE <Ckauats see ceptudukatsl B popmate CSV>.

Mpoucxoaut GOopMUPOBaHME CMMCKA CEPTMMUKATOB, MO 3aBEPLIEHUI0 AEACTBMA M FOTOBHOCTM K BbIrpy3Ke

CMUCKa CEPTUMMKATOB KHOMKA NEPEXOAMUT B COCTOSIHME _ Haxmute kHonky <CkauaTb (roToBO)>

ANnAa COXpaHEHUA NOAroTOBNEHHOIO CNKUCKa CepTMCbMKaTOB.

e (CoxpaHeHue crnucka cepTMPUKATOB B BUAE Zip-apXMBa NPOUCXOOMUT MO BbIGBpaHHOMY NMyTW B OTKPbIBLUEMCS

OKHe coxpaHeHus darnna (cm. PucyHok 98).

BOCANTE MMA GAAN ANA COXPANEHMA...

Wmn: | certificateszip

@ Aovawsannanka

B centificates zip

O Paboumi cron
B Buaeo

D Aoxymerml
B vsobpaxerin

4 myzea

+ Jpyrve wecra

84160 Apxi

® Ormermms

03.47

ApxnaZIP -

3 Coxpanure.

PucyHok 98 — OKHO yKa3aHusi NyTM COXpaHeHus danna

e BobirpyxeHHbin darnn .csv (3aapxvMBMPOBaHHbLIA NPU BbIrpy3ke) MpeacTaBNeH B TEKCTOBOM dopmarte ans

npeacTaBneHns TabanyHbIX AaHHbIX, FAEe CTPOKM TEKCTA COAEepKaT Mons Tabnuubl, pa3aenéHHble 3anaTbiMu.

CchopMupoBaHHas Tabnuua copepxuT cnepyrowme ctonbubl (M. PucyHok 99):

- fingerprint — coaepXuT YHUKaNbHbIA YNCNOBOW OTNEYATOK cepTudukaTa;

- cafingerprint - cooepXWT YHUKanbHbIM YMCNOBOM OTNEYaToK cepTudumkaTa LEeHTpa, NoAnMCaBLIero

ceptTudukar;

- expire date — copepXuT 3Ha4YEeHUe [AATbl KrOAEH O0%;
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- issuerdn - COOAEPXKUT OTIMYNTENBHOE UMA U3OATENA;

- revocation date - cogepXuT gaty oT3bIBa;

- revocation reason — COAEPXMT NPUUMHY OT3blIBa;

- serialnumber - cogepXxuT cepuiHbIin HoMep cepTudmKaTa;

- status - COAEPXKMT TeKyLLMiA CTaTyC cepTudmkara;

- subjectdn - coaepXuT OTIMYMTENBHOE MM AepXKaTens CepTUPUKaTa;

- create date - coaepXMT AaTy BbINycKa CepTUPHUKATA;

- username — COAEPXKWT uMs aepaTtens ceptudukara;

- subject alt name - coaepXuT LONOJIHUTENIbHbIE UMEHA LepXKaTens;

- template - cooepXuT HauMeHoBaHMe WabNoHa;

- algorithm - copepxut 0603HaueHme anropmuTMma;

- key length — cogepxut anuHy kniova;

RU.A/IOE.03.01.020-01 32 01-2

- history — cogepXxuT uctoputo nameHeHui ceptudgukarta B gpopmate JSON.

A B c

fingerprint _leafingerprint  expire date

3 1

3248419822 € 0183238c980881 s
1

47b18421ec42: 0183238c98088] HsmHHHHH
7c13052621aff 0f83238c98d88] #HwHkH##HE
1

©411492e40dc 083238c98d88] #HwHEH
0f0cch22a0 1

i
declcl
110ffbd7a6f1a 0f83238c9BUBS1 #ukuumsasss
bd8edcl14e36 0f83238c9BUBS] #ukumsstE

f9c96f3951e7c 0f83238c980881 #emmmmrmrny
419d620b: 1

0014: 1

dsbfafa

5

730

1
0633509741501 083238c98088] #HwiHHH#IHE
01f 1
o 1
feb8cd: 1e 1
1 1
23421a1f5bdc: 0183238098881 #emmmrnrns
defch24f54d 1
179 1
c73f: b4 1
df; 1
88bb73a7ae7] 0f83238c98088] st

D
issuerdn
CN=SubCA242,
CN=SubcA242,
CN=SubcA242,
CN=SubcA242,
CN=SubCA242,
CN=SubCA242,
CN=SubCA242,
CN=SubCA243,
CN=SubCA243,
CN=SubCA243,
CN=SubCA2432,
CN=SubCA242,
CN=SubCA242,
CN=SubCA242,
CN=SubcA242,
CN=SubcA242,
CN=SubcA242,
CN=SubcA242,
CN=SubCA242,
CN=SubCA242,
CN=SubCA242,
CN=SubCA243,
CN=SubCA243,
CN=SubCA243,
CN=SubCA242,
CN=SubCA242,
CN=SubCA242,
CN=SubCA242,
CN=SubcA242,
CN=SubcA242,
CN=5ubCA242,

E F

revocation date revocation reason

G H

serialnumber  status

02.09.2022 13:18 Revoked: Cessation ¢ 7f7b2814f3alez HOLD
31.08.2022 21:56 Revoked: Cessation ¢ 29644f7f1ac7c61 HOLD

01.09.2022 13:39 Suspended:
Active
02.09.2022 10:42 Suspended:
31.08.2022 21:56 Suspended:
31.08.2022 21:56 Suspended:

Certifical 699edc111ecle REVOKED
5110646202431 ACTIVE

Certificat §7f2c7275957bt REVOKED

Certificat 79878f39¢5d53C REVOKED

1 J K
subjectdn  createdate  username
CN=SUbCA242 sssssssEsss SUDCA2AD
CN=DC s DC

CN=cheburger ssssssrH cheburgen

L M
subjectaltname template
null OCSP Signer RSA
dNSName=DC, gu Domain Cont RSA
rfc822name=cheb Smartcard Loj RSA

CN=SubCA242 s SUDCA242-web dNSName=SubCA WEB-Server RSA

CN=OP1_242 HE##H#HH###E OP1 242
CN=0P2_242 HE#HH#HI##I#E OP2_242

rfcg22name=opl¢ WEB-Client RSA
rfcg22name=op2¢ WEB-Client  RSA

Certifical 17: 0. REVOKED

04.09.2022 14:46 Revoked: Cessation c 659787bd69df9" HOLD
31.08.2022 21:56 Revoked: Cessation c 6360503883063: HOLD

01.09.2022 18:34 Suspended:
02.09.2022 10:42 Suspended:
02.09.2022 10:03 Suspended:
01.09.2022 13:39 Suspended:
01.09.2022 12:38 Suspended:
01.09.2022 12:37 Suspended:
01.09.2022 18:34 Suspended:
01.09.2022 13:28 Suspended:
01.09.2022 15:01 Suspended:
Active
01.09.2022 17:30 Suspended:
01.09.2022 15:57 Suspended:
01.09.2022 16:37 Suspended:
01.09.2022 17:49 Suspended:

Certificat 560360648609 REVOKED
Certificai 09feb09eaf1dei REVOKED
Certificat 54a9be9bad1dz REVOKED
Certificat 3602020073 1at REVOKED
Certificat 6a60fb1d27e71; REVOKED
Certifical 3bfaob012fbd3¢ REVOKED
Certifical 1dc1aac2042d3t REVOKED
Certifical 35e5fc0c0410c8. REVOKED
Certifical 201fe017d371d; REVOKED

c

CN=tushkan  ssssssssssss tushkan
CN=SUBCA sy SUBCA
CN=ttitttt sttt
CN=0P1 247 ssssisssss OP1 242
CN=ushkan  ssssssssssss ushkan
CN=tushkan  ssssssssssss tushkan
CN=SUBCA  sssssssssss SUBCA
CN=0CSP  02.09.20229:54 OCSP
CN=paukan  sssssssss paukan
CN=testop  sssssssssY testop
CN=DC s DC

< ACTIVE
Certificat 7061a34d5576b REVOKED
Ce at 2df664eb41687. REVOKED
Certifical 124f06965c59bc REVOKED
Certificat 5fa7bdd816ce9: REVOKED

04.09.2022 12:03 Revoked: Cessation c 6ed38ad110d43 HOLD

04.09.2022 8:50 Suspended:
Active

Certificat 365612cc14a7f9 REVOKED
513¢1b4479c38¢ ACTIVE

04.09.2022 12:02 Revoked: Cessation c4d70ce1e01f42¢ HOLD

05.09.2022 15:58 Active
Active

04,09.2022 12:03 Revoked: Cessation ¢ 3c13

666cbb74489ed ACTIVE
17b0c9697f993C ACTIVE

CN=op: operator
CN=operator ##ssisss operator
CN=paukan  Hssssts paukan
CN=Guest s Guest
CN=test BRI tast
CN=kruchinini 06.09.2022 0:37 kruchinina
CN=C<PIP® PIP ststisttitetttst CcPIP” PIP®
CN=0P2 242 #wunu#ngasats OP2_242
CN=CLIENT2 #Hsastinnnt CLIENT2
CN=0CsP 02.09.2022 9:54 OCSP
CN=0P1_242 ##itHH#iHRH OP1_242

rfcg22name=eaca  Smartcard Lo RSA
rfc822name=tushi Smartcard Loj RSA
dNSName=SUBCA Domain Cont RSA
rfcB22name=tt@ti Smartcard Lo RSA
rfcB22name=test WEB-Client RSA
rfcg22name=ushk Smartcard Loy RSA
dNSName=tushka Domain Cont RSA
dNSName=SUBCA Domain Cont RSA
dNSName=0CsP, Domain Cont RSA
rfcg22name=pauk Smartcard Loj RSA
rfcg22name=swsd WEB-Client  RSA
dNSName=DC, gu Domain Cont RSA
rfcg22name=swsd WEB-Client  RSA
rfc822name=test¢ WEB-Client  RSA
rfcg22name=pauk Smartcard LofRSA
dNSName=Guest, Domain Cont RSA
rfcB22name=test¢ Smartcard Lo RSA
rfcB22name=alexe Smartcard Lo RSA
rfc822names=dfsd| Smartcard Loj RSA
rfcg22name=swsd WEB-Client  RSA
dNSName=CLIENT Domain Cont RSA
dNSName=0CsP, Domain Cont RSA
rfcs22name=op1 WEB-Client  RSA

HOLD

05.09.2022 16:11 Revoked: Cessation ¢ 7aaeSh17cf1c57 HOLD

Ci
CN=testuser s testuser2

rfes22name=eaca Smartcard Lo| RSA
rfe822name=testu Smartcard Lo) RSA

algorithm key length

2048

PucyHok 99 - lMpuMep 3KCNOpTMPOBaAHHOIO daisa CNMCKa BbIMYLLEHbIX CEPTUHUKATOB.CSV

7.4.9 MaccoBble onepauum ¢ cepTuduKaTamm

[lns MaccoBoi onepaumu, NpUMEHSIEMON K BbIGpaHHOMY MHOXECTBY CEpTUdMKATOB JOCTYNA, HAXKMUTE KHOMKY

4

Bel6epuTe TUN onepaunn

-
Bo306HOBUTE AercTBYE

B03206HOBKTE AelicTEBME

n PWOCTaHOBUTb

Oro3eats

PucyHok 100 - OkHoO BbINO/MHEHMS MacCoBbIX onepauui. Lar 1

BbIGEpMTe HEO6XO,IJMMyIO onepaunio n3 paCcKpbiBalOWEroca CnuckKa. ﬂ,OCTyI’IHbI caienywuwme tmnbl onepau,mﬁ:

- BO30OHOBNEHWE AENCTBUS;
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- NPUOCTAaHOBUTDb,
— 0TO3BaTb.

MNpn BbIbOpe onepaumm «OTO3BaTb» A[OMOAHUTENBHO Heobxoammo OyaeT ykazaTb MPUYMHY OT3biBA U3
BbINaJaoLLero crnmcka.

o Haxmute KHOMKy <[TpogonxuTb>.

e Ha cnepyiowem ware, 4O NpUMEHEHMUS MOMCKA B NeBOM CTonbue OkHa OyayT oTobpaxeHbl nepsbie 100
cepTMdMKaTOB C COOTBETCTBYKOLLMM CTaTyCOM (B 3aBMCMMOCTM OT BblOpaHHOM onepaumu Ha ware 1) B
andasuTHOM nopsaake no atpnbyty Common Name. B cnyyae, ecnn HaripgeHo 6onee 100 ceptudukartos
COOTBETCTBYHOLEro BbIBpaHHOM onepauum CTaTyca, To TpebyeTcs yTOUHWUTb NapaMeTpbl NoMCKa cepTUDUKATOB.

Takxe BO3MOXHO OCYLLECTBUTb MOMCK CEPTUPUKATOB MO OTIMUMTENBHOMY MMeHM cybbekTa Subject Distinguished Names,
NS KOTOpbIX TpebyeTcs NpuUMeHuTb BbIbpaHHYl0 onepauumto, B eBoM ctonbue okHa LWara 2 (cm. PucyHok 101). Mowuck
cepTMdUKATOB MPOU3BOAMTCA C YYETOM TeKyllero cTatyca cepTudukata U BbIBpaHHOrO TMna onepaumu Ha ware 1,
oTobpaxaeTcs He 6onee 100 pe3ynbTaToB Noucka, ana Bbibopa 6onee 100 ceptudmkaTos TpebyeTcs YTOUHWUTL M MOBTOPUTD
MOMCK.

Hanpumep, npu Bbibope T1Na onepauun «Bo3o6HOBUTL» MOMCK OCYLLECTBAAETCA TONLKO Cpeam cepTUPUKATOB CO
cTaTycoM «[1puoCTaHOBNEH, 411 KOTOPbIX A4OMYCTUMO BbIMOAHUTL AAHHbIN TUM OMEPALMU.

e Bbibepute, HaiiaeHHble cepTUdUKATbI, OTMETUB MX (axKaMu .

>
e [lepeHecuTe OTMeYEHHble (AaXKKaMM CepTUPMKATbI B MPABYH 4aCTb OKHA, HaXaB KHOMKY . KoTopas
HaXo4MTCS MeXAY NPaBO M NEBOM YACTbO OKHA BbIMOIHEHMS OMepaLyUMn.

4

BoibepuTe cepTUdMKaTLl ANA AanbHellled pa6oTel

BriGpaTe

BeifpaHo Q
6 bl 1 BbIO|

Q pet

PetrovAD HeT AaHHbix

PetrovAD

PetrovAD

PetrovAD

PetrovAD

PetrovAD

PucyHok 101 - OkHo BbinonHEHMs MaccoBbix onepauuit. Lar 2. Co3gaHune cnucka BbibpaHHbIX cepTUdUKATOB
e B cnyyae Heob6XOAMMOCTU WCKIIOYEHWUS M3 BbIOPaHHLIX CepTUUKATOB, K KOTOPbIM OyAeT MpUMeHeHa
MaccoBas onepauus, oTMeTbTe hiakkaMu cepTudmKaTa U3 CNUCKA B NPABOM YAaCTU OKHA, U HAXXMUTE KHOMKY

AO «AnadduH P .», 1995-2025 2. Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasnerus Llenmpa cepmuguxayuu Aladdin Enterprise Certification Authority

Cmp. 95/ 271



LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.A/NOE.03.01.020-01 32 01-2

A
@

BuibepuTe CepTUUKATLI ANIA AaNbHEILIEH PaBoTh

BoibpaHo

BuibpaTs ‘ Q. pet

PetrovAD PetrovAD
PetrovAD
PetrovAD
PetrovAD

PetrovAD

Mpoaonxute >

PucyHok 102 — OKHO BbINOAHEHMS MAcCcoBbIX onepaumii. LLar 2. PegaktMpoBaHme cnmMcka BbIOpaHHbIX CEpTUPUKATOB
o [lng nepexona Ha CNeayloLWmi lWar HaKMuTe KHomnKy <[Mpoaomkuts>.

e B oTKpbIBLIEMCS OKHE NOATBEPAUTE AEMCTBUE, HAXaB KHOMKY «[puMeHnTb» (cM. PucyHok 103).

4
MpuocTaHoBUTL AeicTBME 5 cepTrdrKaToB?

MpumeHnTL

PucyHok 103 - OKHO BbINOJIHEHMS MACCOBbLIX onepauuid. LLar 3

e B c/iydae ycnewHoro BbINOSIHEHUS onepaLmmn agMUHUCTpaTop ByaeT yBeLOMNEH Ha ware 4.

YenelwHo Np1oCTaHOBN@HO AeACTBME 5 CepTHHKATOR

3aKpbITh

PucyHok 104 - OkHO BbINOMHEHMS MAacCOBbIX onepauui. Lar 4

Ecnu BbiBpaHHas Ha ware 1 onepaums He MOXET ObITb BbINOAHEHA B CBSA3U C NIMLEH3UOHHBIMU OFPaHUYEHUSIMMU
€O BCeMM cepTUdMKATaMM, BbIBPAHHbBIMM Ha Wware 2, TO B AAHHOM OKHe 0TOBpakaeTcs KONUYeCTBO M NepeyeHb
CN 13 cepTndukaToB, 419 KOTOPbIX Onepauna He bbiia 3aBeplieHa ycnewHo (cM. PucyHok 105).

YcnelwHo Bo306HOBNEHO AeiicTBue 3 cepTudmkaToB

Onepauyus He 6bina ycnewHo BLINONHEHa ANA 2 cepTuduKaTos: test3, test8

3aKpbITh

PucyHok 105 — OkHo BbinosnHeHMS MaccoBbix onepauuit. LLar 4. MNepeveHb cepTMdUKATOB, 415 KOTOPbIX ONepauns He
6bina 3aBepLueHa ycrnewHo
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7.5 HacTpoiiKa yBegoMneHuit 06 ucte4eHUn CpoKa AeicTBUA CepTUPUKATA

MporpaMMHbIi KOMNoHeHT «LleHTp cepTudukaumm Aladdin eCA» noanepxvBaeT BO3MOXHOCTb YBEAOMEHUS

Nonb30BaTesIel NO 3NEKTPOHHOM NoyTe 06 MCTEeYEeHUU CpOKa AENCTBUS CEPTUDUKATOB.

OTnpaBka yBefoMNEHUI 06 UCTeYeHUM CPOKa LeicTBuS cepTudukata ukcupyetcs B XXypHane cobbiTuid €
kogom CAENVO054 «oTnpaBka yBegomneHus Ha nouty». CoBbITMS coXpaHaTca B Tabnauuy 6asbl AaHHbIX
«aecaca» (uMsa 0asbl AaHHBIX MO YMOMYaHWUIO, KOHGWrypauusi 6asbl AaHHbIX yKasaHa B davine
/opt/aecaCa/scripts/config.sh), cxema 6a3bl gaHHbIx «delivery», Tabnuua «delivery_log».

Mpy “cnonb3oBaHWM HACTPOEK MO YMOMYaHWUKO NporpaMma OAHOKPATHO OTMPAaBUT 3NIEKTPOHHbIE MUCbMa C
yBELOM/IEHWEM MO C/ieayoWweMy pacnmcaHuIo:

- 30 pHel 0O UCTEYEHUS CPOKa;

- 7 OHel [0 ucTeyeHus Cpoka;

- 1 neHb po UcTeyeHus cpoka.

Mo ymMonuyaHui 3TM yBegomneHus OyayT OTMpaBneHbl MO 3MIEKTPOHHOW MouTe, YKasaHHOM B aTpubyTte
«msUPN» noMeHHOro nonb3oBaTtens, Cpok AeNCTBUS CEpTUPUMKATA KOTOPOro UCTEKAET.

YCnoBus BbINOMHEHWS YBEOOMEHUS 06 MCTEUEHUM CPOKA AENCTBUS cepTUdMKaATa CybbekTa:

CTaTyC cepTudMKaTa, CPOK KOTOPOro UCTEKAET — aKTUBHbIN;

- pnga cybbekTa, cepTMdmMKaT KOTOPOro UCTEKAET, ONpeaeneH aapec 3/IeKTPOHHOM NoyTbl B none «msUPNy»;

- npousBeneHa HaCTpoWmKa napameTpos KOH(UIypaLMOHHOro danna
/opt/aecaCa/dist/environment/event-delivery.env. Hactpoiika  pgaHHoro  daiina
oCyLLecTBAsSeTCSs nocpeacTsoM HaCTPOMKM KOHOUIYpPaLMOHHOIO danna

/opt/aecaCa/scripts/config.sh, NOYTOBOW MNporpaMMbl M  YCMEWHOr0  OGHOBNEHMSA
NporpaMMHOro CpeacTBa;

- CO03[4aH U HaCTpOEH XOTAa 6bl 04MH WabnoH yBe,lJ,OMﬂeHlAﬁ.

7.5.1 Hactpoiika napameTpoB KoHpurypaumoHHoro ¢aiina config.sh

Otpepaktupyiite KOHPUrypaLMOHHbIN dann config.sh, pa3MeLLEeHHbIN no agpecy
/opt/aecaCa/scripts/config.sh, BbINOSHMB KOMaHAY:

sudo nano /opt/aecaCa/scripts/config.sh

bnok HacTpoiikM yBegoOMIEHUIM 006 UCTEYEHMM CPOKA AENCTBUSI cepTUdMKATA KOHPUrypauMoHHOro danna
/opt/aecaCa/scripts/config.sh 1 onMcaHue HacTpoek npuBeneHbl B Tabnuua 16.

Tabnuua 16 - lMepeMeHHble OKPYXXEHUS, UCMoNb3yeMble cepBUCOM event-delivery-service, daiina config. sh

3HauyeHue napaMeTpa

MapameTp Onucanue

no YMO/T4aHHUIO

MepemeHHble OKpyKeHus, ucnonbsyemble event-delivery-service

email host 127.0.0.1 yKaxuTe ip-agpec no4ToBOro cepsepa

email port 25 YKaXXute nopT NOYTOBOro cepsepa

email login aeca

YKa>XUTe NOrnMH Nosb30BaTeNd, No4 KOTOPbIM NPpOM3BOAUTCA
adBTOpM3auua B NOYTOBOM CcepBepe

email password aeca

BBEAUTE NApOJib N0/Ib30BaTENA, N0 KOTOPbIM NPOU3BOAUTCA
dBTOpM3aumna B NOYTOBOM cepsepe
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3HavyeHne napameTpa
MapameTtp OnucaHue
no YMONYaHuIo
; KaXkuTe afpec nouythbl, C KOTOPOM ByneT Npon3BOAMTLCS
email from no reply@aeca.ru y P . P y P
= = pacchbinka yBefoMIeHUN
yKaxuTe nepuog nposepku B Buae CRON-BbipaxkeHus, no
: KOTopoMy ByAeT BbIMONHATLCS NPOBEPKA CPOKOB AENACTBUSA
email schedule '0 0 12 * * *! POMY Y POBEP . P
= CepTMbMKaTOB U pacchinka YBeAOMIEHWU (MO YMONYAHUIO -
Kaxabli feHb B nongeHs (12:00))
Mdnar oTNpaBKM NOYTOBbIX YBELOMNEHUI, EC/IU BbIK/I. TO
email enabled true COOOLLEHNS HE OTNPABAAITCS, HO MOMEYATCS, KaK
OTNpaBNeHHble
email protocol smtp [MpoTOKON NOAKNIOYEHMS K MOYTOBOMY CepBepy
email smtp auth false ®nar: ucnonbzosaHve SMTP-aBTopu3aumm
; ®nar: ucnonb3oBaHue aupekTMBbI start tls npu nogknyeHnn K
email start tls false
NMo4YTOBOMY CepBepy

e [1n9 NpUMEHEHUS BHECEHHbIX HACTPOEK CIEQYET 3aNyCTUTb CLLEeHapUii OOGHOBNEHMS, BbIMOIHWUB KOMaHAY:

sudo bash /opt/aecaCa/scripts/install.sh

YCTaHOBWMK OGHapYXKWT YCTAaHOBNEHHYID BEPCMI0O MPOTPAMMHONO KOMMOHEHTA M MPELOXWT BbiGpaTh
Heo6X0aMMOoe LefCTBUE B MUHTEPAKTUBHOM pEXUME, s 3anycka npoLiecca 06HOBNEHNUS BBEAUTE B TEPMUHANE UUbPY «2%.
Mo OKOHYaHWIO mpouecca OBHOBNEHMS MPOrpaMMbl BbIMOHEHHbIE HACTPOMKM KOHGUrypauMoHHOro daina 6yayT
NMPUMEHEHDI.

7.5.2 Hactpoiika wab6i10HOB yBeAOMIEHUI 06 UCTEeUeHUHU CpoKa AeincTBua ceptudukara

e B 6ase gaHHbix B Tabnuue «delivery.delivery template®» XpaHMTC Habop WabAOHOB PacCblIKu
yBELOMIEHUN,

o Kaxnablii wabnoH onpepenseT ciefyolime napaMeTpbl OTNPaBKU YBELOMIEHUS:
- HauMeHoBaHue WabnoHa;
- NpU3HaK He0H6XO0AMMOCTM 3anycka BbINOSHEHUS AeNCTBUIA NO 3TOMY LWABNOHY;

- OTCEXMBAHME BPEMEHM OKOHYAHWMS CpoKa AeicTBMS cepTuduKaTa, 48 OTNPaBKM YBELOMNIEHWI B
YCTaHOB/NEHHDIN B WabioHe CpoK.

- TeMy NuCbMa, YKa3aHHY Npu OTNpaBke YBEAOMEHMSI.
e [lo ymMOn4aHuo co3aHbl WabnoHbl, onMcaHHblie B Tabnuua 17.

Tabnuua 17 — LabnoHbl, HACTPOEHHbIE MO YMOMYAHUIO

Bpems, oTcnexuBaemoe
HaumeHoBaHue MpusHak .
ID [0 OKOHYaHUSA JencTBus Tema oTnpaBnsemMoro nucbma
wabnoHa 3anycka
ceptudukara, Mc

1 | 30 auei ACTIVE 9592000000 Cpok peincrtsus Bam?ro cepTndukaTa
ucrekaet yepes 30 gHen

2 | 7 amei ACTIVE 604800000 Cpok peincrtsus BaLEero cepTndukaTa
ucTekaet yepes 7 aHewn

3 | 1 nems ACTIVE 86400000 Paccbinka 06 ucteyeHmnn cpoka OencTems
ceptTudukara yepes 1 geHb
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e YBepomneHue GopMmMpyeTcs No CnefyowmM npaBunam:
- TeMa NncbMa B COOTBETCTBUU C yKa3aHHOI;I B Lua6n0He;
- TeKCT NUMCbMa B COOTBETCTBMM C AAHHbIMM cepTuduMKaTa. TeKCT nnucbMa umeeT GopMmaTt, NPUBELEHHbIN B
NIUCTUHre:
BnpaBcTBynTe, {certificate.username}!

Bpema pelicTBua cepTudmkaTa ucTekaeT {certificate.expire date}
duHTepnpPUHT cepTudmxaTa: {certificate.fingerprint}
CepnliHer HOMep cepTudmurara: {certificate.serial number}

e [lngd npocMOTpa CNMCKa CYLLECTBYHOLWMX WabNOHOB YBEeAOMIEHWUI BbINONHUTE KOMaHAY:

sh /opt/aecaCa/scripts/email config.sh -list

e  OTpemakTupyiTe CyLLeCcTBYOWMIA WabAoH NpU HEO6XOAMMOCTH, BbINOSHUB KOMaHAY:

sh /opt/aecaCa/scripts/email config.sh -edit <id> <name> <subject> <interval>
<status>

roe:
id - AEHTUPUKATOP CyLLEeCTBYHOLEro WabIoHa;

template name - Ha3BaHMe LWabNoHa;

subject - TeMa coobLweHus;

interval - Bpems L0 OKOHYAHUS CPOKA AENCTBUS cepTUdMKATA B MC;
status - cratyc paccoinku (ACTIVE, INACTIVE).

MpuMep peaakTMpoBaHUs WabioHa YBEAOMIEHMUS:

bash /opt/aecaCa/scripts/email config.sh -edit 4 "2 uaca" "lcrexaer uepes 2 uaca"
7200000 INACTIVE

e [lng co3aaHMa HOBOTO Wa6NoHa YBEAOMEHMI BbIMONHUTE KOMaHY:

sh /opt/aecaCa/scripts/email config.sh -new <name> <subject> <interval> <status>

roe:
id - MAEHTUPUKATOP CYLLECTBYHOLLErO WABIoHa;

name - Ha3BaHuWe WaboHa;

subject - Tema coobuieHus;

interval - Bpems 40 OKOHYAHUS CPOKA AEWNCTBUS cepTudmKaTta B MC;
status - cratyc paccoinku (ACTIVE, INACTIVE).

e [lpuMep co3LaHMUs HOBOTO WabnoHa YBEAOMEHHUIA:

./email config.sh -new "1 uac" "McrekaeT uepes uac" 3600000 INACTIVE

INSERT 0 1
id | template name | subject | interval | status
et o Fom Fo——
1 | 30 mHeMm | Cpok mcrexkaeT uepes 30 muem. | 2592000000 | ACTIVE
2 | 7 nuem | Cpok mcTexkaeT uepe3 7 IHEHU. | 604800000 | ACTIVE
3 | 1 meHb | Cpok mcTexkaeT uepe3 1 IeHb. | 86400000 | ACTIVE
4 | 1 uac | YicTekaeT uepes uac | 3600000 | INACTIVE

(4 cTpoxm)
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° Ona NPUMEHEHNA BHECEHHbIX HAaCTpOEK cneayeT nepe3anyCctutb CEPBUC, BbIMOJIHUB KOMaHAY:

sudo systemctl restart aeca-ca.service

7.5.3 Hactpoiika napamMeTpoB NOYTOBOrO AILlMKA NOMIb30OBaTENS

e  YKa3aHHbIM B WabnoHe NOYTOBbIN ALWMK MOMb30BATENS, LOMKEH UMETH CIeAYIOLLME HACTPOMKM:
- paspeLlueH JOCTyn K NOYTOBOMY SILLMKY C MOMOLLbI0 NOYTOBLIX KMEHTOB;
- OTKIHOYMTb AaBTOMATUUYECKOE YAaneHMe nmuceMm, nomMmeveHHbix B IMAP kak yoanéHHble;
- pa3spewuTb JocTyn no npotokony POP3.

7.5.3.1 Hactpoiika nouytoBoii nporpammbl AHaekc.Mouta

e HacTpo¥ka noyToBOM NporpaMMmel NokasaHa Ha npuMepe HacTpoiku Angekc.louta (cm. PucyHok 106).

Bce HacTpoiiku > [louToBble NporpaMmbi

Pa3spewmTs AoCTyN K noy y AWKy C MOYTOBLIX KNIMEHTOB
v C cepeepa imap.yandex.ru no npotokony IMAP

Cnoco6 asTopusauuu no IMAP

v Maponu npunoxennit u OAuth-TokeHb!
/ OTkniounTs asTOMaTUECKOE yaaneHve nucem, nomedeHHbIx B IMAP kak yaaneHHsle
vc cepeepa pop.yandex.ru no npotokony POP3

A\ [lanHbint cnocob aBTopU3aumMm He COOTBETCTBYeT TpeboBaHuaM 6e30NacHOCTH, Mbl He PEKOMEHAYEM ero UCMoMnb30BaTh.
BblgenuTtb BCE/CHATBL BbiaeneHue

v Bxogsiwue
\/OTnpaBJ'IEHHbIe
/ Cnam

\/ﬂoﬁaanmh K TeMaM nucem co cnamom nometky [SPAM]

v YepHoBuKU
v Mpu nonyyeHun nouTsl no POP3 nucbma B nouToBoM sAwmke AHaekc MoyTsl nomMeyaTth Kak NpoYuTaHHbIe

COXPaHUTb U3MEHeHUs!

PucyHok 106 — Hactpoiku noutoBoro siwmka Axgekc.lloyta gnga nonyyeHmsa ysefLoMneHms o6 uctedyeHmm cpoka
cepTudukaTa

@ e B Hactpoiikax akkayHTa SHpekc.llouTbl @ o [lepeignte B pasgen «Joctyn K BawuMm
BblbepeTe NyHKT MeHo «be3onacHocTby (CM. LaHHbIM» (cM. PucyHok 108).
PucyHok 264).

& [loCTyn K BalWUM AaHHbIM

CalTbi ¥ NPUNOXEHIUS, KOTOPLIM Bbl Pa3peLnnm AOCTYN K AaHHbIM
aKKayHTa

do HobasuTb BHEWHMe akKayHTbI
06 2

o

~a Ynpasnatb gocTynamu

80  Naponu npunoxeruit

PucyHok 108 - Mopgpasaen «[ocTyn K BallMM AAHHbIM»
aKKayHTa No4ToBOro swmka Yandex
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(& TnaeHas
Nakkbie

Yandex Pay

G
5
QO Cemws
Q

BesonacHocTe )

) Moppepxxka

(® Cnpaeka

PucyHok 107 - Paspen «be3onacHocTb» akkayHTa
noyToBoro awuka Yandex

@ o [leperigute B nogpasgen

npunoxeHui» (cM. PucyHok 109)

«[Maponu

Maponu npunoxXeHuA

CrneumansHeie NaPoNi, KOTOPbIE AAIOT AOCTYN TOMBKO K HYKHEIM
AGHHBIM,
Kak 310 paGoraer?

spark Apple
S oura: AR, POP3 SMTP

Apple Calendar
]

Kanewiaps - CalDAV

= OTNpaeka yeeaoMNeHUi NpoexTa
loTa - IMAP, POP3, SMTP

aladdin
MouTa - IMAP, POP3, SMTP

Co3naTh NAPONb NPUAOKEHUA
BoiGepHTe, K KaKiM AAHHBIM HYKHO NPEAOCTABMTS AOCTYR

Nouta
MAP, POP3, SMTP

=

Dains
&

WebDAV

@ KoHTakTsi
CardDAV

Kanewnaps
8 Ciow f

ApToMaruMTONL

My3biKa, Paauo, HaBHraTop

PucyHok 109 - MNMoapazzen «Maponn NpunoxeHuins»
aKKayHTa noyToBoro swmka Yandex

@ o [lepeitgute B nogpasgen «louta», «Co3patb
naponb npunoxexus» (cM. PucyHok 110)

1n32

Hosbiit naponb
NPUNOXKeHUs
Novra - IMAP POP3 SMTP

( MipuaymaTe ywa napons
|

PucyHok 110 - Co3paHue napons npunoxeHus

@ HoBbI# Nnaponb HEO6X0AMMO COXPaHMUTD.
Mpu noTepe BOCCTaHOBNEHUE HEBO3MOXHO. Bo3MoxeH
c6poc 1 co3paHue HOBOrO.

@ [aHHbIM naponb He0BX0AMMO BHECTU B
KOHMbUrypaumMoHHbIn dann config. sh B napametp
email password
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7.5.3.2 Hactpoiika noutoBo# nporpammbl MS Exchange

e HacTpoMka MO4YTOBOM MpoOrpamMmbl NMoOKasaHa Ha npuMepe HacTpoikn MS Exchange (cM. PucyHok 111).

Y6enutech, Uto HacTpoeH npoTtokon SMPT B HacTporikax MS Exchange.
I Mpwn HacTpoke npoTokona SMTP no4ToBOro silinka no ymosn4yaHuio JOJKeH ObITb BbIOpaH 587 nopr.

i [outa

(© NapameTpsi
Apnsixn
» O6ume
+Mowra

NapameTpsl POP 1 IMAP

Ecnm Bas KyXHO NoR

ATHCH K NOYTOBOMY ALLAKY N0 APOTOKONY POP WM IMAR, McnonkayiiTe ca

HacTpoiika POP

Henoctynho

Hacrpoiika IMAP

Henocrynmo

Hacerpoiika SMTP

» Kanenaape

PucyHok 111 - Hactporiku noutosoro siwmnka MS Exchange ons nonyyeHus ysegomneHus 06 ncreyeHmmn cpoka
ceptudumkaTa
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7.6 Pa3gen «Y4Yé€THble 3anucu»

Paspen «Y4éTHble 3anmMcu» obecneymBaeT BO3IMOXHOCTM YNPaBAEHUS LOCTYNOM K MHTepdencam ynpasnieHus Ha
OCHOBE poJiel, a TaKXKe ynpasieHne AaHHbIMU U OrPaHUYEHUAMM AAHHbIX.

Mepexop Kk pasaeny «Y4YETHble 3anucu» OCYLLECTBASETCS NO BbibOpy pasaena «Y4YETHble 3anucn» BOKOBOrO MEHH,
pacnofioXeHHOro C/ieBa Ha rMaBHOM 3KpaHe (cM. PucyHok 112).

Ha 3kpaHe pa3gena «Y4Y€THble 3anuMcu» oTobpaxkeHbl cneayoLime nons:

LienTp ceptudpmnkaumm Aladdin eCA RootCA2  CA1  adminca i @@

Cospate +

Otobpaxaemo... Ponb TNorux [ara cospaHns CocrtosHue
admin_ca ADMINISTRATOR admin_ca 11.02.2025 17:12:14
Onepatop OPERATOR 12.02.2025 11:49:12
admin_ra ADMINISTRATOR adminra 12.02 2025 17:25:35
admin_ca 1 ADMINISTRATOR admin_ca 1 13.02.2025 12:28.06

MBeaH OPERATOR WMBan 12.03.2025 14:51:11

Crpok Ha ctpanuye 50 v 1-5u35

PucyHok 112 - 3kpaH pasgena MeHto «Y4éTHble 3anucu»

) E — COOTBETCTBYHOLLMIA CMMBON 0603HAYaET, YTO JaHHas YYETHASA 3aMuCb CO34aHa ANs CybbekTa BHeLWHeN
(nooKNOYEHHOM) pecypCHOM CUCTEMBI;

e oTObOpaxkaemMoe MM — UAEHTUPUUMPYET BNafeNbLa YYETHOM 3anmncu, cooTBeTcTByeT nonto «OTobpaxaemoe
UMS» B OKHE CO34aHMS YY4ETHOM 3anucy;

. pOsib — YKa3bIBaeT H360p ANCKPETHbIX NMpas. Bo3MoxHble ponwu:

- Onepatop - o6naaaeT npasamMu Ha paboTy C CyGbeKTaMu rpynbl, Hag KOTOPOM OH MOXET OCYLLECTBATb
CBOW pOJiEBble MpaBa, WM MNpUHAANEXAWMMU UM cepTudMKaTaMu (BbIMYCK, OT3blB, MPUOCTAHOBKA M
B0306HOB/IEHME CcepTUdMKaTa), MMEET MOAHOMOYMA 3arnycka OBHOBIEHMSA CMUCKA CYBbeKTOoB. TakuM
06pa3oM onepaTopy JOCTYMHbI CleayowmMe pasaerb:

o «CepTuduKatbl», rae LOCTYMHbI CEPTUGUKATbI CyOBEKTOB, HA KOTOPbIE OMNepaTopy NPeAOCTaB/EHbI
npaBa B COOTBETCTBMM C NpaBuUiaMu gocTyna.

o «CybbekTbi», rae AOCTYNHbI CyObekTbl peCypCHbIX CUCTEM, Ha KOTOPbIe OnepaTopy NpeaocTaBeHsbl
npasa B COOTBETCTBMM C NMpaBUNaMM JOCTYNA, U MPUHAANEXALWNM UM cepTudumKaTam, 6e3 npounx
OrpaHUYEHUN.

o «PecypcHble cucTeMbl», rae 4OCTYNeH 3anyck CMHXPOHKU3aLMK CYyGbEKTOB PECYPCHOM CUCTEMDI, Ha
KOTOpYI0 onepaTopy NpeAocTaB/ieHbl NpaBga B COOTBETCTBMUM C NPaBMIaMu A0CTyna.

o «llabnoHbl», rae fLOCTyNeH NpocMoTp WaboHOB, Ha KOTOpbIe onepaTopy NpeaoCcTaBAeHbl NpaBa
B COOTBETCTBMM C NpaBuUiaMmu gocTyna.

- A,EI,MMHMCTpaTOD - O6J‘Ia,ﬂ,36T HEOrpaHMYEHHbIMM BO3MOXHOCTAMKU, B TOM 4UCIe WUMEET A[0CTyn K
YMPaB/EHUO YYETHbIMM 3aMUCIMU U MOXET AeNnerMpoBaTtb noaHoMoums OnepaTopy Ha MpOCMOTP M
MCNoNb30BaHMe WabAOHOB NPU CO3AaHUN CEpTUDMKATOB ANs CyObEKTOB, a TaKXKe Ha pPaboTy € cybbekTamu
rpynn 6e30nacHOCTH PecypCHbIX CUCTEM;
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® JIOTMH — NOKa3blBa€T MapaMeTp yLIETHOI;i 3annucn onga aBTopusaumnu, coaepxxut Common Name CY6'bEKTa.
JToruHel YYETHbIX 3anucei goNXKHbI BbITb YHUKaNbHbIMU]

e  [1aTa CO3[aHMA — MOKa3blBAET AATy CO3[4aHUS YYETHOM 3anmcu;
®  COCTOSIHME — OTOBpakaeT COCTOSIHME YYETHOM 3anncK (aKTMBMPOBAH WM 3a610KMPOBaH).

Bxop nop y4&THOM 3anMcblo Nonb30BaTeNs Ha CEPBEP OCYLLECTBASETCS NPY NOMOLLM CepTUdUKATA, BbIMYLLEHHOTO
C ncnonb3oBaHueM LWabnoHa «Web-client». MoapobHee 0 HacTpolike ayTeHTUOUKALMM LN BXOAA B YYETHYIO 3aMuCb CM.
pa3fen 4 HacTosLWeEro pyKoBOACTBA.

B nporpamme oTcnexuBaeTcs M (GUKCUPYIOTCA [aTa M BpeMs NOCAefHer aKTUMBHOCTM MO/b30BaTeNen.
Onepaumsmu, 06HOBASIOLWMMU 3aMUCb O NOCIeAHEN aKTUBHOCTM MOSIb30BATENS, SBNSIOTCS:

e ycnewHas ayTeHTUduKaums, Bkaoyas ayteHTudbmkaumo B LleHTpe pernctpaummn Aladdin eRA;

e ycrewHoe obHOBNEHME MapKepa A0CTyna, BKAUast ero o6HoBneHune B LleHTpe pernctpaumm Aladdin eRA.

UeHtp ceptudumkaumm Aladdin eCA aBTOMaTMyeckM ONIOKMPYET y4yeTHble 3anMCM MNOSb30BaTeNel C PONblo
«Onepatop», nepuopg MacCMBHOCTU KOTOpbIX npeBbiCuN 3HaueHwue, yKasaHHoe B napameTtpe
block_inactive_account_delay26 KOoHdurypaumoHHoro danna. 3anyck NpoBepKU MNEPUOAA HEAKTUBHOCTU W

6/10KMpPOBKa COOTBETCTBYIOLLMX YYETHbIX 3aMMCel NOMb30BaTeNei C ponbto «OnepaTop» BbIMOMHSAIOTCA MO PacnmMCaHuIo B

27

COOTBETCTBUM CO 3HAYEHUEM MapaMeTpa block_inactive_account_cron KOHd)MrypaLI,MOHHOFO q)aﬁna.

Mpn o6HoBneHun MO c Bepcuu 2.1 Ha 2.2 ANA BCeX CYLIECTBYHLWMUX B NMporpaMme Ha MOMEHT
OOHOBIEHUA y4eTHbIX 3anucen B Ka4ecTBe AaTbl U BpeMeHU nocriegHen akTUBHOCTU B 6a3y AaHHbIX
3anucbIiBaeTcA Aarta u Bpemsi BbINONHEeHUs OGHOBIIEHUS.

7.6.1 Co3paHue y4YETHOM 3anucu Nosib30BaTeNs NOKa/bHOro pecypca

MopsaoK co3paHus yuyeTHoM 3anucun ans nonb3osatens LlenTtpa ceptuddukaumm Aladdin eCA:
e Ha naHenu cneBa BbibepuTe pasaen «YyeTHble 3anmcu» E

e Haxmute KHOMKy (cM. PucyHok 112).
e B oTkpbiBWEMCS OKHE BbINOAHUTE Chefyolme AencTeua (cM. PucyHok 113):
- BblbepuTe ponb y4eTHON 3anucy;

-  YKaXkuTe MM$, KOTOpOe OTODpaxaeTcs Ha BepxHeil naHenu Beb-uHTepdeiica mocne aBTOpM3aLMM
nonb3oBaTens;

- JNIOTMH - WMA Yy4yeTHOW 3anucu (BaHHble ana nons «Common Name» npu Bbinycke ceptudukaTa
nonb3ogarens).

I BHUMAHMUE! JlorvHbl (MMeHa) y4eTHbIX 3anvMcen AOMKHbI ObITb YHUKaNbHbIMM.

% TJo yMOTYAHHIO B TAHHOM NApaMeTpe yKa3aHo 3HaueHue «0», 0603Hayatollee OTCYTCTBME OTPAHUYEHUS HA HEAKTHBHOCTH TOJIb30BATENICH.
27 [o yMOJTYAHMIO — KAJKIYIO TOJTHOYb.
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BribepuTe ponb

() AamunmcTparop

Oneparop

| Otobpaxaemoe uma

| Nomu

PucyHok 113 — OKHO c034aHMS HOBOM YY4ETHOWM 3aMMCK OKASIbHOMO NOJIb30BaTENS

e HaxmuTe KHOMKy .

e lng co3naHHOM y4eTHOM 3anmncK Nonb3oBaTtens C ponbto «Onepatop» co3faTe npaBuaa LocTyna wabnoHam
n cybbekTaM (CM. nogpasgen 7.6.5).

e g co34aHHOM yY4eTHOM 3anncM AGMUHUCTPATOPA HACTPOMKa Npae He TpebyeTcs, Tak Kak OrpaHUYeHUi ans
3TOM ponu He Byger.

7.6.2 Co3paHue y4yeTHOM 3anMucu AN NOAKIKYEHHOrO cy6bekTa

Ona cospanus y4éTHOM 3anmMcyM LOMEHHOro nonb3oBaTens nepeiaute B pasgen «CyBbekTbi» LleHTpa
CepTMdUKaLMM 1 CO3AaNTE YYETHYIO 3aNUCb B COOTBETCTBMM C pa3aenom 7.8.8 HacTosLWero pykoBoACTBa.

7.6.3 UsMeHeHue cTaTyca Y4ETHOM 3anucu
Mpu HaBeoeHMM Kypcopa Ha CTPOKY C OaHHbIMM BblOpaHHOM YYETHOM 3anmucu OTOOPAXKAKTCA MHCTPYMEHTbI

yNpaBAeHUs YY4ETHOW 3anuCbio (BO3MOXHOCTb YNPABAEHUS CTAaTYCOM TeKyluen YYETHOM 3anucu) (cMm. PucyHok 114):

— MO HaXaTuio KHOMKM <3abnokmposaTtb> _ BO3MOXHO MPUOCTAaHOBWUTb AEWNCTBUE aKTUBHOM
BbIOpaHHOM YYETHOM 3anNnCK Uu

- N0 HaXaTUI KHOMKM <AKTMBMPOBATb> - [LeicTBue 3abNIOKMPOBAHHOM paHee YYETHOM 3anucH
6yneT B0O306OHOBNEHO.

PucyHok 114 - [locTynHble AeACTBUS HAL, YY4ETHBIMU 3aNUCAMM
7.6.4 PepaktupoBaHue YYETHOM 3anucu

e [lo HaxaTuo Ha KHONKY <PepakTnpoBaTb> (B cTpOKe YYETHOM 3aMMCK) OTKPbLIBAETCS KAPTOUKA YYETHOM
3anucK, cogepxalwas cnepytowme nonsa (cm. PucyHok 115):

- pefaKkTMpyeMmblit BbIOOp Ha3HAYeHHOW ponu;

- penaktupyemoe otobpaxaemoe umsa (OHNO);
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- Tabnuuy c napameTtpamu ceptnudumkatoB («CN», «[lata cozpanusy, «[dencreuteneH no» n «CoCTosHMEY),
KOTOpble MPUBSA3aHbl K YYETHOW 3anucu. Y Kaxaoro ceptudukaTta pefakTMpyeMblit CTaTyC (BOCTynHble
fencteua npuseneHbl B Tabnuua 15), a Takke KHOMKY CKauMBaHus cepTudukarta B GopmaTe .pem.

o [lepexopn B KapTO4YKy CBA3AaHHOIO cepTMdmMKaTa BOSMOXEH MO HAXKATUIO HA CTPOKY BbIOpaHHOro cepTndukaTa
B KapTOUKe Y4ETHOM 3amnncu.

AeihcTBIT Ao CocTonHNe

COXpaHITE MSMEHEHNS

PucyHok 115 - OkHO pepakTMpoBaHue YYETHOM 3anucu

e KapTouka yyéTHOM 3anmcu, KoTopas B TEKYLMIA MOMEHT aBTOPU30BaHa, AOCTYMHA TONLKO A4S MPOCMOTpa.

7.6.5 HasHaueHune npaB onepatopy

[na Ha3HayeHus npaB onepatopy nepengute B pasgen «[lpasuna poctyna» LeHtpa ceptudmkaumm wm
Npou3BeauTe Ha3HaYeHue NpaB B COOTBETCTBUM C pa3AenoM 7.7 HaCcTosLWero pykoBoacTBa.

7.6.6 YpaneHue y4y€THOM 3anucu

e [lo HaXaTUO Ha KHOMKY <Ypanutb> ﬂ (B CTpOKe Y4ETHOM 3anMMCK) OTKPbLIBAETCS OKHO NOATBEPXKAEHUA
yaaneHus y4étHon 3anuck (cM. PucyHok 116)

YaannTb y4eTHYH 3anucb?

Onepauua HeobpaTUma. [laHHele YYeTHOW 3anNnC BYAYT HeJOCTYMNHLI.

Yaanute

PucyHok 116 - OKHO NOATBEPXAEHMS YAANIEHUS YY4ETHOM 3aNMCH
o [locne noAaTBepXAEeHUS [LOEUCTBMSA HAXKATMEM KHOMKU <YaanuTb> aaMUHUCTpaTop OyaeT yBedOMAEH
BCN/IbIBAKOLWMM coobuieHneM «lonb3oBatens yCnewHo yaanén!ys.

7.6.7 Bbinyck ceptuduKaTa ans y4eTHOM 3anucu

+ L
e [lo HaxaTuo Ha kHonky <Co3paTb ceptudumKaT> (B cTpoKe Y4YETHOW 3amucK) B BbINAAANOLLEM MEHIO
BbibepuTe cnocob Bbinycka (cM. PucyHok 117):

—  C3aKpbiTbIM K/THOHOM;
— Ha KJ1K4eBOM HOocCHuTene.

o CepTudumkar bygeT co3aaH C UCNONb30BaHMEM BHyTpeHHero wabnoHa ECA-Auth. 3HaueHne nong «Common
Name», OyneT 3anojiIHEHO aBTOMATMYECKM M COOTBETCTBOBATb JIOFMHY YYETHOM 3anucu, A9 KOTOPOW
BbINyCKaeTcs ceptudmkar.
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e bonee noapobHo npoueaypa Beinycka ceptudukata npusesneHa B «lMpunoxenue 1. CozpaHue ceptudukaTa
Ans cybbekTan.

+ C 3akpbiTbiM KniouoMm (PKCS#12)

& Ha knoueBom HocuTene

PucyHok 117 - Paspen «YueTHble 3anucu». KHOMKa Bbinycka ceptudukata

7.7 Pa3spen «lNpaBuna gocryna»

Paspen «MpaBuna foctyna» obecneymaeT BOIMOXHOCTb NPeOCTaBNEHUS NONb30BaTENAM C ponibio «OnepaTtopy,
a TaKxe rpynnam 6e30nacHOCTH 3aperMcTpUpoBaHHbIX PecypcHbix cucTeM?® goctyna Ha:

® pOCMOTP M pepakTMpoBaHue CyObekTOB, CO34aHWe, YMNpaBleHWe CTaTycoM W nybaukauui ux
cepTMduKaTos;

® MpOCMOTPp U NCNONIb30BaHME wabnoHoB npu co3naHuun CEpTMd)MKaTOB ana Cy6'beKTOB.

OnepaTopy npu OTCYTCTBUM MpaBUA JOCTYNa, MO KOTOPbIM €My MPSMO MM KOCBEHHO (Yepe3 Hac/ledoBaHWe oT
rpynnbl 6€30MacHOCTH, B KOTOPYI BXOAMT CYObLEKT, Ha OCHOBE KOTOPOro Obila CO3[4aHa yyeTHas 3anucb LAHHOTO
onepartopa) npefoCTaBneH AOCTYn K wWwabnoHaMm, OyaeT HEeAOCTyrNeH MpPOCMOTP M MCMOMb30BaHWE MpU CO3L4aHWM
CepTMOUKATOB BCEX CYLLECTBYHOWMX B MPOrpaMme WabnoHoB.

Mepexon B pasgen «lMpaBuna [oCTyna» OCyWeCTBAseTCs vepe3 HOKOBOE MEHI0, PAcnoiioXeHHoe c/eBa Ha
rnaBHOM 3KpaHe (cM. PucyHok 50).

B maHHOM pa3pene oTobpaxatoTcs BCe CyllecTBylowme npasuna goctyna (cM. PucyHok 118).

{ &% LienTp ceptucbukaumm Aladdin eCA RootCA2 CA-1  admin_ca_1 0
Coapate +

CyGbeKkThl gocTyna ObbekTsl focTyna Onepaunu

MocTyn Kk cyOnbekTam admin_ca PKI (nomeH: al} PenaktupoBaHue; Ynpag.

[MocTyn K wabnoxam WeaH; Onepartop Bce wabnoHs! Mpocmotp; Mcnons3oBaH.

[ocTyn K cybbektam Bce onepatopbl Bce cybbexTbl PenaktupoBaHue; Ynpas. .

CTpoK Ha cTpatmue 50 ~  1-3M33

PucyHok 118 - JkpaH pa3pena MeHwo «[1paBuna poctyna»
e Ha 3kpaHe pasgena «[paBuna goctyna» oto6paxeHsl UHGOPMALMOHHbIE 3/1IEMEHTbI (Tabnn4YHbIe NoNs):
- none «Tun», oTobpaxatowee TMN Npasunia foctyna. JlonyctTuMble BapuMaHTbl 3HAYEHUI B lAHHOM ronie:
= [JocTtyn K wabnoHawm;
= [loctyn K cybbeKkTaMm.
- none «CybbekTbl AOCTyNay», COAepXallee nepeyeHb Nonb3oBatenen ¢ ponbio «OnepaTop», a Takxe rpynn

6e30nacHoCTH 3aperncTpnpoBaHHbIX peCypCHbIX CMCTEM, KOTOPbIM NpenocTtaBieH A0CTyn B COOTBETCTBUU
C NpaBuUIOM;

- none «06bEKTbl A0OCTyna», COAEep)Kallee nepeyeHb OOLEKTOB A0CTyna B COOTBETCTBMM C AAHHBIM
npasunoM. O6bekTamMM A0CTyNa B 3aBUCMMOCTM OT TUMA NpaBuia MOTYT ABAATLCS WaBA0HbI UK TPYNMbI
6e30MacHOCTH;

2 HasHaueHue npaBun [0CTyNa rpynnaM 6€30MacHOCTM 3aperuCTPUpPOBaHHbIX PECYPCHBIX CUCTEM MpeAHasHadeHo obecneunsath
BO3MOXHOCTb 151 HAC/Ie[0BaHUS AaHHbIX MPaBUI ONEPaTOPaMMu, YYETHbIE 3aMMCU KOTOPbIX CO3/AaHbl HAa OCHOBE CyGbEeKTOB AaHHbIX rpymmn 6e30MacHOCTy.
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- none «Onepau,mw», cogepxkauwee nevyeHb 40OoNyCTUMbIX onepau,wﬁ, KOTOpbl€ MOTyT BbIMOJIHATb Cy6'beKTbI
poctyna c obbekTamu ooctyna.

e JlocTynHbl cnepytowme onepaumu no paboTe ¢ NpaBuaaMu JocTyna:

- NpOCMOTP CMMCKa npasua 4OCTYNa;

COo3AaH1e HOBOro Nnpasw/ia A0CTyna;
- peAakTMpoBaHue npasuna 4oCTyna;

- yHaneHue npaswnia AocTyna.

Mpun o6HoBneHun Aladdin eCA CE ¢ Bepcum 2.1 Ha Bepcuio 2.2 B npaBuiax AocTtyna cyobekTbl unm
00BbeKTbl AocTyna, siBNAOWMecs noapasaeneHUsAMA 3aperucTMpoBaHHbIX PECYpPCHbIX CUCTEM,
oyayt ypaneHbl. Ecnu B npaBune poctyna Bce Cy6beKTbl MMM OOGBLEKTbI AOCTyNa SBAAKTCA
noapasaeneHUs MU 3apermcTMpoBaHHbIX PECYPCHbIX CUCTEM, TO TaKoe NpaBuno 6yaet yaaneHo.

Mpun obHoBneHun Aladdin eCA CE ¢ Bepcumu 2.1 Ha Bepcuio 2.2 cybbeKTbl JIOKanbHON pecypcomn
cucteMbl nepectalwT ObITb uYneHamu nopgpasgeneHusa «Local» (paHHoe noppasgeneHue
ucnonb3oBanocb B NpaBunax AocTyna AN BblAayyM MOJIHOMOYUM Ha JOKanbHYK PecypcHYyo
cuctemy). Bce cyO6beKkTbl NOKanbHOW PeCypCHOW CUCTEMbl CTaHOBATCA 4JleHaMu rpynnbl
«JlokanbHble CyObEeKTbI».

7.7.1 Co3paHue npaBuna pocryna
e [lo Haxatuio kHonku <Co3paTtb +> Ha MMaBHOM 3KpaHe pasgena «[lpaBuna AOCTyNa» NPOMCXOAMT 3amnyck
cLeHapua co3aaHus npasuna focTyna.

e B oTkpbiBwemca okHe «Co3pgaHue npaBuna AocTyna» Ha ware 1 BbibepuTe TMN npaBuia [oCTyna M3
cnepylownx BapuaHTos (cM. PucyHok 119):

- [octyn K wabnoHam (BbIBpaH No yMONYaHUI);

- Joctyn K cy6bektam.

Buibepute TMN npaBuna

JlocTyn k wabnoxam

() Hocryn k cybbektam

MNpopomiuTs -

PucyHok 119 - Llar 1 okHa «Co3aaHue npaBuia 4ocTyna»

e Ha ware 2 okHa «Co3aaHue npaBuna goctyna» Bbibepute cybbekTbl focTyna. [lonyctumble BapuaHTbl Boibopa
cybbekToB focTyna:
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BbIOOp nepeyHs CyObEeKTOB AOCTyNna BPYYHYH MpU BKAKYEHUU pexuma «BbibpaTb onepatopoB wunau
rpynnbi» (cM. PucyHok 120). MNpu Bbibope faHHOrO pexuma AoCTyneH Bblbop TMna cybbekToB AOCTyNa
(onepaTop unu rpynna) ans otobpaxkeHus. B none «BbibpaTb» HEO6X0AMMO BbIOpaTh CYObEKTHI AOCTYMA,
npuM HeobXxoAMMOCTM BOCMOb30BABLUMCH MOWMCKOM, 3aTEM MepeHecTM ux B none «BblbpaHo» nyTem
HaXkaTusl Ha CTpenKy Brnpaeo. B none «BbibpaHo» ByayT NpuCyTCTBOBAaTb BCE paHee f0OaBNEHHbIE B HETO
CyObeKkTbl JOCTYNa BHE 3aBUCMMOCTM OT TOro, Kakoi TMN Anis oTobpaxeHus cybbekToB A0CTyna Bbl6paH
ong nons «Beibpatb». [Ans ucknoyeHns cybbekToB AOCTYyNa U3 nonsg «BeibpaHo» He0H6X0AMMO BbILENUTD
UX U NepeHecTM obpaTHO B none «BblbpaTb» MyTEM HaXaTus Ha CTpPenKy BneBo. B ciyyae, ecnu B none
«Bbl6paHO» He fobaBNeH HM OMH CYObEKT AOCTYNa, Mepexon Ha CeayoLMiA War HefOCTyNeH;

BuibepuTe cybbekThl gocTyna

() Bce oneparopul

Buibpate onepaTtopoB UNK rpynn.l

- Tun

Oneparopbl

BiGpath

[NpogoruTe -

PucyHok 120 - War 2 okHa «Co3aaHre npaBmaa 4oCcTyna» npu Bolbope pexxuma «BbibpaTe onepatopos uau rpynmbi»

BbIGOp BCEX OMEepaTopoB WM Tpynmn Mpu BKAKOYEHUU pexuma «Bce onepatopbi» (cM. PucyHok 121). Mpu
BbIOOpe AAHHOMO pexuMa cyobekTaMu AoCTyna ByayT SBASTbCS BCE NOMb30BaTeNM C ponbio «Onepatop»,
a TakXe BCe rpynnbl 6e30MacHOCTM 3aperncTpUpPOBaHHBIX PECYPCHBIX CUCTEM (B TOM YMC/Ie Te, KOTOpble
OyLoyT CO3LaHbl UM MONYYEHbI U3 PECYPCHOM CUCTEMBI NO3AHEE). B LaHHOM pexmMe yKasaHue OTAe/bHbIX
OMepaTopoB UM FPYMM Ha AAHHOM LWare HeAOCTYMHO.
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Bribepute cyObLexTsl goctyna

Bce onepatopb!

() Buibpars onepaTtopos WK rpynnk

MNpopomkuts >

Pucynok 121 - LWar 2 okHa «Co3paaHne npasuna focTyna» npu Boibope pexunma «Bce onepartopbi»

e llepexog Ha CleAYIOLWMIA War OCYLECTBASETCA MO CTaBLUEN aKTMBHOM KHomnke <MpoaomkuTe> nocne eoibopa
cy6beKkToB AocTyna.

e B okHe «Co3gaHue npaBuia AOCTyNa» Ha ware 3 BbibepuTe 06beKTHI 4OCTYNA.

e Ecnn Ha ware 1 6bin BbIGpaH TMN «[locTyn K WwWabsoHaM», To HeE06X0AMMO BblOpaTh WABAOHbI, HA MPOCMOTP M
MCNo/b30BaHMe KOTOPbIX HE0HX0AMMO NPefoCTaBUTb NOAHOMOYKS. [lonyCcTUMble BapuaHTbl Bbibopa 06bekToB
pocryna:

- BbIOOp WABMOHOB BPYYHYK NPW BKIKYEHMU pexmnMa «BbibpaTb WwabnoHbl» (cM. PucyHok 122). B none
«BbibpaTtb» HeobxoaMMo BbIbpaTh WabnoHbl, NpM HEO6XOAMMOCTM BOCMOJb30BABLIMCH MOUCKOM, 3aTEM
nepeHecTu ux B none «BoibpaHo» nyTeM HaxaTus Ha CTpesiky BNpaso. [ ncknoyeHns WwabnoHoB 13 nons
«BbibpaHo» HEOOX0AMMO BbIAENUTb UX WM NepeHecTn obpaTHO B none «BblbpaTb» nyTeM HaxaTus Ha
cTpesnky BneBo. B cnyyae, ecnu B none «BbibpaHo» He 06aBNEH HU OAMH WABOH, Nepexoa, Ha CneayoLLmii
Wwar HepoCTyneH;

- BblIbOp BCex WabnoHOB Npu BKAKOUYEHUM pexxuma «Bce wabnoHbi» (cM. PucyHok 123). MNpu Bbibope faHHOMO
pexuMma obbekTaMu goctyna byayT aBnaTbca BCe WabnoHbl (B TOM yucie Te, KOTopble 6yayT co3faHbl
nosaHee). Mpu Boibope pexnmMa «Bce wabnoHbl» ykazaHMe OTAENbHbIX WabNOHOB HA AAaHHOM Luare 6yaet
HeLOoCTYMHO.
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Buibepute obbexTsl goctyna

(O Bce wabnoksl

Buibpatt wabnoHbl

ALD PRO Domain Controller 22 ECA-Auth

ALD PRO Smaricard Logon 22 Domain Controller
ECA-Auth-2

ECA-User

ECA-WEB-server

Mponomiuvre >

BribepuTte 0bbekTH focTyna

Bee wiabnoxel

(O) Buibpats wabnoHs!

Mpopormxute =

PucyHok 123 - LlLar 3 okHa «Co3paHue npaBuia 4oCTynas npu Boibope pexuma «Bce wabnoHbl»

e Ecnn Ha ware 1 6bin BoIGpaH TMN «[ocTyn K cybbekTam», TO He06X0ANMO BbIOpaTb CyObEKTbI, HA NPOCMOTP M

MCMONb30BaHME KOTOPbIX HE06X0AMMO NPeAOCTaBUTb NOHOMOUMS. [LoMyCTUMble BapuaHTbl BbiGopa 06beKTOB
nocTyna:

BbIOGOp CyObEKTOB BPYYHYK MpU BKIKOYEHUU pexuma «Bbibpatb rpynnbi» (cM. PucyHok 124). B none
«[lomMeH» HeobxoauMo BblBpaTh pecypcHyto cuctemy. B none «BbibpaTb» HeobxoanMMo BbiOpaTh rpynmbl
6e3onacHocT1, Mpu HeobXOAMMOCTM BOCMONb30BABLUMCH MOMUCKOM, 3aTeEM MepeHecTu UX B Mofne
«BbibpaHo» MnyTeM HaxkaTus Ha CTpenky Bnpaso. [ns wuckayeHus rpynn 6esonacHocTv w3 nons
«BblbpaHO» HEOOXOAMMO BbIAENWUTb UX U MepeHecT obpaTHO B none «BbibpaTb» nyTeM Haxatus Ha
cTpenky Bneeo. B cnyyae, ecnu B none «BbibpaHo» He fo6aBneHbl HX OfHA rpynna 6e30nacHOCTU MU HU
O[MH OrepaTtop, Nepexon, Ha CNeayoLLMiA War HeAoCTyNeH;

BbIOOp BCex CyObekTOB Npu BKAOYEHUM pexunma «Bce cybbekTbi» (M. PucyHok 125). Mpu Boibope
[laHHOTO pexuma obbekTaMu AocTyna 6yayT BnSTbCA BCe CyObEKTbl 3apernCcTpupoBaHHbIX PECYPCHbIX
cucTeM (B TOM uucne Te, KOTopble ByayT co3paHbl nosgHee). MNpu Boibope pexmma «Bce cybbekTbi»
yKa3zaHue OTAesbHbIX rpynn 6e30nacHOCTM 3aperncTpupoBaHHbIX PECYPCHbIX CMCTEM HA AAHHOM Lare
6ypeT HepJoCTyMNHO.
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Bribepute 00LekTH gocTyna

(O Bce cybbekTbl

BuiDpart rpynnk

DnsUpdateProxy (nomeH: al) - lIS_IUSRS (nomeH: al)

Incoming Forest Trust Builders

- DnsAdmins (nomen: al)
(nomen: al)

an PKI (DoMeH: al)
a Protected Users (goMe: al)

-~ AIMHHACTPATOpb! (10MEH: al)

MNpopomiuTs -

PucyHok 124 - Lar 3 okHa «Co3gaHue npasuaa focTyna» npu Boibope pexunma «Boibpatb rpynnbi»

BuibepuTe 00bekTHI AOCTYNA

Bce cybbextbl

() Buibpats rpynns

lNpoponmawmTe -

PucyHok 125 - War 3 okHa «Co3paHue npaBuna LocTyna» npu Boibope pexxuma «Bce cybbekTbi»

I'Iepexou, Ha CJ'IED,yIOIJJ,VIVI war ocywecTBngaeTca no CTaBLIEW aKTMBHOW KHOMKEe <|_|pOLI,OfI)Kl/ITb> nocne Bbl60pa
06beKTOB aocrtyna.

Ha ware 4 okHa «Co3pnaHue npasBuna goctyna» bynet otobpaxeHa MHbOpMaLMsa O CO34aBAEMOM Mpasuie

[OCTYyna, BKAOYaKLWas B cebs: TMn npaeBuna, nepeyveHb BblOPaHHbIX paHee CybbekToB A0CTyna U 06bEKTOB
[0CTyna v onepaunn (cM. PucyHok 126).
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MpocmoTp U NOATBEPXNEeHWe NpaBuna AocTyna

Tun npaeuna

Hoctyn K wabnoxam

CybbekTbl goctyna

Bce oneparoptl

06ObLeKTLl gocTyna

ALD PRO Domain Controller; ALD PRO Smartcard Logon

Onepauyun

IMpocmotp; Mcnonk3osanue

Co3fars NpaBuno

PucyHok 126 - War 4 okHa «Co3aaHue npaBuna goctynay - «[pocTMOTp U NOATBEPXKAEHME NpaBMaa fOCTyNa»

e [locne HaxaTtusi Ha kKHonKy «Co34aTh NpaBMIO» CO34aHHOE NpaBuno ByaeT oTobpaXaTbCa B CMUCKE NpaBun
poctyna. Mocne po6aBneHuss mpaBuna LOCTyna Cyb6bekTam [0CTyna, BblOpaHHbIM Ha ware 1 AaHHoro

cueHapus, Npu Co34aHnKU cepTUDUKATOB ANs CYOLEKTOB peCypCHbIX CUCTEM ByaeT JOCTYMHO UCMONb30BaHUE
WabsoHOB, BbIOPaHHbLIX Ha Ware 2 4aHHOr0 CUeHapws.

7.7.2 PepakTupoBaHue npaBuna AocTyna
Mocne co3paHus npaBuna AoCTyna, NpuM HAaBELEHUM Kypcopa Ha CTPOKy A06aBNEHHOro npaBuna AocTyna

NOSIBNSETCS BO3MOXHOCTb €r0 pefakTMpOBaHWA — MPU HAXATUKM Ha KHONKy <PepakTupoBaTb> (cM. PucyHok 127)
OTKPbIBaeTCs OKHO «PefakTupoBaHue npaBuia AOCTyna» ANg pefaKTMPOBaHWS nepeyHs Cy6bekToB A0CTyna M 00bekToB
[0CTyNa, YKasaHHbIX NpU Co3daHuMM npasuna poctyna (cM. PucyHok 128, PucyHok 129, PucyHok 130, PucyHok 131).
YnpasneHue coctaBoM CybbekToB [0CTyna M OObeKTOB [AOCTYyNa B MNpaswie [OCTyNa Mpu ero peaakTMpoBaHWMM
OCYLLECTBNAETCA aHANOMMYHO MX BbIBOPY NpU CO34aHUM NpaBuna focTyna.

LleHTtp ceprudmkaumm Aladdin eCA RootCA2  CA1  admincait (@

Cozpare +
CyGnexTbl gocTyna O6BbeKTLl AocTyna Onepauvm

Hoctyn K cyDbekTam admin_ca PKI (nomeH: al) PepaktupoBaHue; Ynpaene. ..

Hoctyn K wabnoHam Bce onepatopk! ALD PRO Domain Controll... lNpocmoTp; Mcnonb3oBaqne

[octyn K wabnoHam WBaH; Onepatop Bce wabnoHb! lNpocMoTp; Mcnons3oBaHue

HocTyn Kk cyObekTam Bce onepatops! Bce cybbexThl PenaktupoBaHue; Ynpaene

CTpok Ha cTpanuye 50 v  1-4u34

PucyHok 127 - KHonka pefakTMpoBaHMs NpaBuia A0OCTyNa
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Bribepute cybbekTsl noctyna

Bce onepatopsi

BriDpars oneparopoB UK Ipynnbi

Tun
Oneparopbi

Buibpars

2 123412

adminra

Buibpano

admin_ca

admin_ca_1

MNponomsiuts =

PucyHok 128 - OkHo «PepakTupoBaHue npasuna AocTyna», war 1

Buibepute 00bekThl gocTyna

Bce 11abnoxs!

Bbibpars wabnoHbl

Bhibpath

Domain Controller

ECA-Auth

ECA-Auth-2

ECA-User

ECA-WEB-server

Buibpato

ALD PRO Domain Controller

ALD PRO Smartcard Logon

MNpoponyums -

PucyHok 129 - OkHo «PepakTtupoBaHue npasmaa Aoctynay, war 2, Tun npasuna - «Joctyn K wabnoHamy»
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Buibepute obbekThl fOoCTYNa

Bce cybnekthl

Bribpats rpynnsi

Lomen
TNokankHaA pecypcHas cuctema

Boibpars BuibpaHo

oe JIOKANbHbIE CYOBEKTHI (OMEH:

- = DnsAdmins (gomeH: al)
JlokansHas pecypcHas cHcTeMa)

an DnsUpdateProxy (aomes: al)

lNpopomxmTe >

PucyHok 130 - OkHo «PepakTMpoBaHue npasuna AocTyna, war 2, Tun npasuna - «Joctyn K rpynnams»

MpocMoTp 1 NoATBEPKAEHHE NPaBMNa JOCTyna

Tun npaBuna

Jloctyn k cybbekTam
CybbekTsl focTtyna
Bce oneparopsl

ObbekTsl gocTyna

DnsAdmins (nomen: al); DnsUpdateProxy (nomeH: al)

Onepauuu

MpocmoTp; PenaktupoBanuke, YnpaeneHue ceptudmukaramu

CoxpaHuTb H3MeHeHUA

PucyHok 131 - OkHo «PepakTtMpoBaHMe npaBmna AocTyna», war 3

e /I3MeHeHwue TMMa npaBuna LOCTyna HeAoCTYMHO.

e [lpy pesakTMpOBaHUM NpaBuNa AOCTYNA UCKIOYEHWME BCEX CyOBLEKTOB AOCTyNna WAM OObLEKTOB JOCTYNa W3
npaswia JoCTyna HeLOCTYMHO.

. MNocne HaxaTus Ha KHOMKY «COXpaHMTb M3MEHEHUA» NpaBMNO A0CTyna 6y,u,eT M3MEHEHO.
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. Mocne pobaBneHus npasuna Aocrtyna, Nnpn HaBeoEHUU KypCcopa Ha CTPOKY [06aBNeHHOrO npasunia ooctyna

NOSIBNAETCS BO3MOXHOCTb €ro YA3ANEHUS — MPU HAXKATUM Ha KHOMKY <YAanutb> ﬂ (cM. PucyHok 132) Ha
3KpaH byneT BbiBeAEHO OKHO MOATBEPXAEHUS BblIOpaHHOro AeicTeums (cM. PucyHok 133).

LleHTp cepTudpukauum Aladdin eCA

INocTyn k cyObekTam

HocTyn K wabnoHam

NocTyn K wabnoHam

HocTyn K cyObekTam

PucyHok 132 - KHonka yaaneHus npasmia focryna

CybbexTsl gocTyna

admin_ca

Bce oneparopsi

Onepatop; MeaH

Bce oneparopsi

Yoanute NpaBuno gocTyna?

Tun: JocTtyn K wabnoHam
CybnekTnl noctyna: Protected Users (aomeH: winad); Organization Manage_ .

0bbekTsl gocTyna: Bece wabnoHbl

Onepayuu: MpocmoTtp; McnonbsoBaHue

PucyHok 133 — OkHO yaaneHus npasuna foctyna

ObLexTbl gocTyNa

PKI (gomen: al)

ALD PRO Smartcard Lo...

Bce wabnoH.!

DnsUpdateProxy (aomeH. ..

RootCA2  CA1 admnca 1 (@

Coapare +

Onepaunmn

Penaktupoeanue; Ynpae_

Mpocmotp; Wcnons3oea. ..

MpocmoTp; Wcnonb3osa. ..

PenaktvpoBaHue, Ynpase...

CTpOK Ha CTpaHuye 50 v  1-4u34

e B pesynbTaTe ypaneHus npaBuna LOCTyna CyGbekTbl [OCTYMNa, YKasaHHble B NpaBuie AOCTYNa, NnotepsioT
[OCTYN Ha NPOCMOTP M UCMOb30BaHMeE WabMoHOB, YKa3aHHbIX B 06bekTax fOCTyMNa AaHHOrO NpaBuna.

7.8 Paspen «Cy6beKTbi»

Paznen «Cy6bekTbl» 06ecneymBaeT BO3MOXHOCTb MPOCMOTPA CYOLEKTOB MOAK/IUYEHHbIX U YAANEHHbIX PECYPCHbIX
CUCTEM, BbINYCKa CEPTUGUKATOB A1 CYOHLEKTOB M CO3AaHME YUYETHLIX 3anuncei pns cybbekToB TMNa «[onb3oBaTesby.

Monb3oBaTeNto C ponblo «ALMMHMCTPATOP» AOCTYMEH MPOCMOTP M YNpaBleHWE BCEMU CYObEKTAMM BCEX
peCcypCcHbIX CUCTEM 63 OrpaHUYEHMA, CO3aHME HOBOTO IOKaNbHOIO CybbekTa.

Monb3oBaTento ¢ ponblo «OnepaTop» AOCTYNeH NPOCMOTP KapTouku Cy6bekTa, BbiMycK cepTUdMKaTa M co3aaHue
YYETHbIX 3anuceit Ona CyObekToB, MpaBa Ha KOTopble NpefoCTaBneHbl YYETHOW 3anucu. onb3oBaTento C posibio
«OnepaTop» HEBO3MOXXHO Ha3HauYWTb JOCTYN K JIOKaNbHOM 6a3e Cy6bLEKTOB.

I'Iepexo,u, B pa3nen «Cy6'bEKTbI» ocyuwiecTBnigaeTca vepes 6okoBoe MEHI0, paCnosIOXXEHHOE C/IEBA Ha [N1aBHOM

3KpaHe (cM. PucyHok 134).
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LleHtp cepTndmkaumm Aladdin eCA Root-CA2  CA1  admin_ca 1 o

Buibpats rpynnel Be3onacHocTM ~ Q Coapate +

CybObexT MyTs PecypcHan cuctema
W2019-DC CN=W2018-DC,OU=Domain Control al
AamubucTpatop ana AC CN=AamuHucTpatop ana AC,CN=U___ al
W10-ARM1 CN=W10-ARM1,CN=Computers,DC... Ell
AERA CN=AERA,CN=Computers,DC=al,D. al

Cnyxba nna RA CN=Cnyxb6a ana RA CN=Users DC__ al

PucyHok 134 - SkpaH pa3gena «CybbekTbl»

B pa3gene AoCTynHbl cnenywme 31IEMEHTDI:

CTpOKa Nomcka cybbekTa. [Momck cybbeKkToB OCYLLECTBASETCS MO BXOXAEHMIO TEKCTa B aTpMbyThl CyObekTa B
€ro KapTouke 1 B NyTb CybbekTa.

kHonka «Co3paaTtb» Ang CO34aHMs NI0KaNbHOro CybbekTa;

none BblbOpa pecypcHOM CUCTEMbI C MMEHAMW MOAK/IKYEHHBIX PECYpCHbIX cucTeM. B paHHoOM none
MpUCYTCTBYET BO3MOXHOCTb BbiBOpa BCEX BHELWHWUX PECYPCHbIX CUCTEM (3HaYeHue «Bce BHeLHMe pecypcbl»)
M NOKaNbHOW PeCypCcHOM cuCTeMbl (3HaueHue «JlokanbHas pecypcHas cucrema);

none Bbibopa rpynn 6e30MacHOCTM pecypcHoW cucTembl. B gaHHOM nmone oTobpaxatoTcs TONbKO rpynnbl
6e30nacHoCTH, B KOTOPbIX B PeCypCHOM cMCTeMe MpUCYTCTBYHT cyObekTbl. B naHHOM none npucytcTyeTt
BO3MOXHOCTb MOMCKa rpynn 6e30MacHOCTM, a TakKXe BO3MOXHOCTb YKa3aTb 3HauyeHue «bes rpynnbl
6e3onacHocTu» Ans oTobpaxeHus cybbekToB, He BXOASLWMX B rpynnbl 6e30nacHoCTy;

CMUCOK CyBbeKTOB, cofepXalluii cnenytolme nons:

- MMKTOrpamma Eﬂ «CepTndukaT» — oToOOBpaxaeTcs, ecim y CybbekTa MMeKTCs AEeNCTBYIOLMIA CepTUPUKATDI,

nMpu HaBeLEHWM Kypcopa Ha NUKTOrpamMMy OTOBpaXKaeTcs KONMYECTBO AEUCTBYIOLLMX CEpPTUPMKATOB
CcybbekTa;

- «CybbekT» — 3HayeHue atpnbyTta «Common name» AAaHHOro CybbekTa;
- «[lyTb» - comepXxuT OTAnYUTENbHOE UMS CyObeKTa B pecypCHOM CUCTEME;

- «PecypcHas cuctema» - COQEPXWT Ha3BaHWE PECYPCHOM CUCTEMbI, KOTOPOW MNPUHALNEXUT OAHHbIN
CyobeKT.

B pasnene «CyGbeKTbl» AOCTYMHbI CleAyolWMe AeNCTBUS:

- NpOCMOTpP CyObEKTOB MNOAKNHOYEHHbIX PECYPCHbIX CUCTEM C BbIBOPOM rpynmnbl 6e30nacHoCTy;
- NpOCMOTpP CyObEKTOB NIOKANbHOW peCYpPCHOM CUCTEMBI;

- NOMCK CybbekTa;

- CO3[aHuWe HOBOro CybbeKkTa SI0KasbHOM pecypCHOM CUCTEMBI;

- penakTMpOBaHWe 3HaYeHUs aTpubyToB CyObEKTA IOKANbHOM PECYPCHOM CUCTEMBI;

- MpOCMOTpP KApTOUYKM CyObekTa;

- NPOCMOTP CNMCKa CepTMdMKaTOB, BbiMyLeHHbIX LleHTpoM ceptudmkaumnm ans cybbekTa;

- ynpaBneHue CTaTycoM CepTUhUKATOB, BbiNyLEHHbIX LLleHTpoM cepTudukauum ang cybbekTa;
- nybnukaumsa ceptudmkaTa CybbekTa B peCcypCcHY CUCTEMY;

- 3KCnopTt cepTuduKaTa cybbekTa;

- Co34aHue cepTUdUKaTa ANg CyobekTa;

- CO3[aHue YYETHOM 3anucK ans cybbekra.
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o MNpoeHTnduKaumsg NOKanbHbIX U MOAKNOYEHHbIX CyObeKTOB B LleHTpe cepTMdMKauMu oCylecTBASIeTCS Mo
aTpubyTy UUID.

7.8.1 MNMpocMOTp Cy6LEKTOB peCcypCHbIX CMCTEM

e [lpocMOTp CyObEKTOB OCYLLECTBNSETCS NOCPELCTBOM BbIOOPA MCTOYHMKA:

BCE BHELWHMe pecypcCbl — NOAK/KYEHHbIE CJ'Iy>K6bI KaTa/loros,;

NOKANbHbIA pecypc — NOSIBASETCS B C/yvae, eC/iM B NOKanbHOM 6ase paHHbix LleHTpa ceptudukaumm
NPUCYTCTBYET XOTS Obl OAMH CYyObeKT;

BHELUHUM pecypc, 0To6pa>KaeMoe MMA KOTOPOro COOTBETCTBYET MMEHU KOHTPO/IJIEPpA AOMEHA.

o B paspene «CybbekTbl» B BEPXHENM MaHENM PACroONOXKEHbl 3NEMEHTLI Bbibopa pecypca U GunbTpaumm (CMm.
PucyHok 135):

none «PecypcHasi cMCTEMa», MO HAXATUIO Ha KOTOPOE B BbIMAJAOLWEM MeEHI0 BbiGepUTE NOKA/bHYHO
PECYPCHYI0 CWUCTEMY, MOAKIIOYEHHbIA pecypc WM BCe BHEWHWE pecypcbl A OTOGpaXKeHMsl BCeX
Cy6BLEKTOB BHELUHUX PECYPCHBIX CUCTEM;

none «Bbl6bpaTb rpynnbl 6e30nacHOCTUY, AN 0TOOPAXKEHUS Ha IKpaHe CybbeKTOB onpeneneHHow rpynmbl
H2XMWTE Ha Moje M B BbINAAANLWEM MEHI BblbepuTe Heobxoaumylo rpynny. B cnyyae ecaum rpynna
6e30MacHOCTM He BbibpaHa, To 6yayT oTobpaxkeHbl BCe Cy6beKTbl BbIGPAHHOrO UCTOUYHUKA. [115 NoKaibHOro
pecypca rpynnbl 6e30MacHOCTM OTCYTCTBYIOT. B cnucke «BbibpaTh rpynny 6e3onacHocTUs oToGpaxatoTcst
TO/IbKO T€ rpynmnbl 6€30MacHOCTH, KOTOPble COAEPXKAT 0AMH Unu Bonee cybbekToB. Mpynnbl 6e30NacHOCTY,
He UMeoLLMe YNeHOB, He ByayT NokasaHbl B CMUCKE M HE LOCTYMHbI 4115 BbI6OpPa;

Bce BHellHWe pecypcbl - Buibpats rpynnsl 6e3onacHocTH ~ Q

PucyHok 135 - BepxHss naHenb skpaHHOM GopMbl BKNagku «CyobekTbi»

7.8.2 Mouck cy6bekToB

o B paspene «CybbekTbl» B BEpXHEW NaHeNM pacrnonoXeH 3neMeHT noucka (cM. PucyHok 135). MNone nowucka

npefHa3HayeHo AN Moucka cybbekToB Mo komnoHeHTaM SubjectDN u SubjectAltName B BbiGpaHHOM

pecprHoﬁ cucteMe. lnsg noncka Ha4yHUTE BBOA, UMEHM Cy6'beKTa B CTpOKe, NOUCK HaYMHAETCA aBTOMATUYECKHU

yepe3 1 cekyHAy Mnocie npekpalieHust BBoAa C KiaBuaTypbl. [ns cbpoca noucka M oTobpakeHus BCex

CyOBLEKTOB BbIGPaHHOW PeCcypCHOM CUCTEMbBI OUMCTUTE CTPOKY MOMCKa.

7.8.3 CopTrpoBKa cy6beKkToB

e (pencrtBa COPTMPOBKM CYyOBLEKTOB BbIGpaHHON pecypCHOW CUCTEMbl MPELACTaB/EHbl 3/IEMEHTaMM Bbibopa

HanpaBneHWsi COPTUPOBKU B 3aronoBke Tabnuubl 3kpaHHOM dopMbl (M. PucyHok 136):

«CyBObeKkT» — COPTUPOBKA OCYLLECTBASETCS B aNdaBUTHOM NOPSAKe;
«[MyTb» — COPTMPOBKA OCYyLLECTBNAETCS B andaBMTHOM nopsake cogepxmmoro atpubyta Common Name;

«PecprHaﬂ cucrteMa» — COpTMpoOBKa OCYLECTBNAETCA B a)'l(baBMTHOM nopanke.

e CopTMpOBKa NpPOMUCXOOMT TONbKO MO OAHOMY 3HAYEHUI0 MPM HAXATUM HA COOTBETCTBYHLLMIA 3arojoBOK

Tabnunupbl. AKTUBHOE 3HauYeHMe, N0 KOTOPOMY BbIMONHEHa COpPTUPOBKa, 06o3HauveHo 3Hakom I ¢ npasoi

CTOPOHbI OT 3arosioBKa Tabnumupbl.

CyobekT Myt = PecypcHasn cuctema
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PucyHok 136 - Mons copTMPOBKM COAEPXMMOro 3KpaHa pazgena «CybbekTbl»

7.8.4 Kaprouka cy6bekTa

e [1poCcMOTp AaHHbIX CyObeKTa BO3MOXEH NOCPEACTBOM CTPaHMUbl «KapTouka cybbekTax.

o [lepexon k 3kpaHy «Kaptouka cybbekTa» (cM. PucyHok 138) ocywecTBnseTcs mpu HaxaTuu Ha CTPOKY
cybbekTa rnaBHOro 3kpaHa pasgena «CybbekTbl» (cM. PucyHok 134).

o Kaprouka cybbekTa BKIOYAET B ceba cneayome MHGOPMaLMOHHbIE NOSS:

- cBefeHus o cybbekTe:
O W3 KAKOW pecypCHOM CUCTEMbI NONYYEH CyObeKT;
O  CTaTyc No/nb30BaTens B PeCypCHOM CUCTEME;
o upeHtudukatop UUID;

SID (maeHTndKaTop 6esonacHocT)?;

- artpubytel SAN n SDN (cm. Tabnmua 18);

- cBefeHus 060 Bcex cepTudMKaTax CybbekTa, paHee BbiMyLeHHbIX LleHTpoM cepTudmkaumu:

¢)

O CEepWWHbIN HoMep;

o Common Name Bnagenbua cepTudukara;
o wabnoH;

O  [aTa co3haHus;

O [aTa OKOHYaHWS fencTBUS;

o paTa nybnukauuu B pecypCHyo CUCTeMy;
O COCTOsIHMe cepTudUKaTa.

e [loCTynHble AeNCTBUS B KAPTOUKe cybbekTa:

- €034aTb CEpPTMOMKAT ANs BbIOpPAaHHOro CybbekTa C 3aKpbITbIM KAKOYOM, Ha OCHOBAHWMM 3anpoca MM Ha
KNOYEBOM HOCUTENe MO HaXaTuio Ha KHonky <Co3patb ceptudukar> _ (c™. paspen 7.8.7,
HaCcTosL,Eero pykoBoACTBa);

- CO3paHue Y4ETHOM 3anncu Ang TeKyllero cybbekTa no HaXaTUI0 Ha KHOMKY _ Tonbko ans
cybbekTa TMNa «[lonb3oBaTENbY;

- BblbpaTtb Habop atpmbyToB SDN 1 SAN, oTob6paxkaeMbix B KapTouke CyObekTa, B BbINAAAIOLLEM MEHIO (CM.
PucyHok 137);

Bce atpubyThl

ATpWBYTbI CO 3HaYEHWUAMM

PucyHok 137 - ®unbTpaums otobpaxaembix aTpubyToB B KAapTOUKe CybbekTa
- onybnnkoBaTb cepTUdUKAT B PECYPCHYHO CUCTEMY (TOSIbKO AJ1S NOAKIYEHHbIX CybbeKToB). [10 HaxaTuio

Ha KHOMKY m npoucxoauT 3anucb ceptudukata B popmate LDIF B aTpubyT userCertification
BblIOpaHHOro cybbekTa pecypCHOM CUCTeMbl, A8 KOTOpOro BbinyweH ceptudukat. Ecnm aTpubyt
userCertification 3anonHeEH, TO NPOMCXOAMT Nepe3anncb COAEPXKMMOTO;

29 SID MoxeT BbITb NonyyYeH Ana CybbekTa TONbKO M3 pecypcHbix cuctem MS AD, SambaDC, PE[ AOM» u «AnbT [loMeH». [1na cy6bekToB
pecypcHbix cucteM FreelPA n ALD PRO paHHbIM aTpubyT OTCYTCTBYET.
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- 3KCnopt CepTMd)VIKaTa BbI6paHHOFO CY6'bEKTa Mo YKa3aHHOMY O14 COXpaHeHuna anl?ma Mo YKa3aHHOMY NyTU

no KHormke E <CkavaTb>;

- nepexopj B KapTouKy cepTudukaTa;

- M3MEHMUTb CTaTyC CepTM(dMKATOB, BbIMyLWEHHbIX 419 AAHHOrO CybbekTa B COOTBETCTBMM C Tabnmua 15 B
none ceptudukarta «CocTosaHmes.

Mpwn akTMBaUum cepTudukata yumTbiBaeTCs OrpaHUYeHUs MIULEH3NU: eCNu B NporpaMmmMe JOCTUTHYTO
MaKcuMarnbHoOe KOJINYeCTBO CYyOBLEeKTOB C AeACTBYHOLWMUMU cepTuduMKatamu Mo JMLEH3UU, TO
aKkTuBauusa ceptucdukata B KapTouke CyObeKTa AOCTynHa TOJSIbKO NMpU YCIIOBUU, YTO Yy OaHHOro
cybbeKkTa ecTb pgeuncTBylOWMe cepTudmkatbl, MHaA4Ye NpPUM NONbITKE akTUBauum cepTudpukarta
oTobpaxaeTcs coobuieHne 06 ownbke «JIMLEH3MOHHbIE OrpaHUYEeHUS He NO3BONAIT aKTUBUPOBaTb
OaHHbIn cepTudukat. [OCTUrHyTO npeaenbHOe KOMIMYECTBO CYOHLEKTOB C AeMCTBYHOLWMMMU
cepTudmkaTtammy;

- penakTMpoBaTb 3HAYEHUS B NONSAX aTPUOYTOB (TONBKO ANS NOKANbHbIX CYObEKTOB).

Lientp ceptudmkaumm Aladdin eCA RootCA2 ~CA1  INITIAL ADMIN

PecypcHas cuctema al
Craryc nonb3oBarens B pECypPCHOR cucteme AxrvBeH
WpeHTudpmkarop ad678c33-d2a9-4723-885e-e4bc05a5919a

SID 5-1-5-21-547660938-1736220417-1383325155-1124

Commeon name MBau

Domain qualifier CN=WMean,CN=Users,DC=al,DC=rd,DC=ru
Email Address (E) useri@al.rd.ru

Given name MBau

Name Wean

MS UPN, User Principal Name useri@al rd.ru

RFC 822 Name useri@al.rd.ru

[ara Deicren. . OnybnukoBaH B
co3aaHuA no PECYPCHYIO CUCTEMY

CepHiHLIA HoMep LLiabnox Cocrosanue

ECA- 07.05.2025 07.05.2027 07.05.2025
Auth 13:24:59 13:24:59 13:25:43

20b9de1c2172a71a3d. ..

PucyHok 138 - OkHO NpocMOTpa KapTOUKM NOAK/IHYEHHOrO CybbeKTa (BKIOUEHO 0TOBpaXeHUe «ATpUBYTbI CO 3HAUEHUSAMMY)

e Bbixon M3 KapTO4kM cybbekTa OCyLLecTBAsSETCs No KHonke <Bosspat> [ < Cyosoas Y pasgen «Cyb6bekTbl» U No
KHOMKaM pasfenos HOKOBOM NaHenu.
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Tabnuua 18 - ATpubyTbl cybbekTa
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Atpubyr

Bo3MO)XHble 3HaueHus

MpeactaBnexune B API

MpeacTaBneHne B KIMEHTCKOM
KOMMOHEHTe

PecypcHas cuctema,
K KOTOpOW
MOLK/YEH CYyObEKT

PecypcHas cuctema, k
KOTOPOM NOAKNOYEH
cybbexT

resource: {

id (UUID),
commonName (string),
name (string)}

Mone «[MonyyeH n3 pecypcHow
CUCTEMBI» B KapTouke cybbekTa

[1ns nokanbHbIX CyObeKTOB BCeraa
oTobpaxaeTcs 3HaveHue «JlokanbHas
pecypcHas cuctemay.

®dnar noaknYeHus
k PC

Cyb6beKT NoAKYeH K
pecypcHoit cucteme
(true)

"isConnected": true

OTobpaxeHne cybbekTa B Cnmcke
CyObEKTOB PECYPCHOM CUCTEMBI, K
KOTOPOW OH MOAK/HOYEH.

JNokanbHbIN cybbeKT
(false)

"isConnected": false

OTob6paxeHue cybbekTa B Cnmcke
Cyb6bEKTOB JIOKANbHOM pecypCcHOM
CUCTEMDI.

cTpykType PC

®nar 6n0ok1poBkM B | [N NOAKNOYEHHBIX K "isBlocked" Mone «CraTyc B pecypcHOM cucteme» B
PC PC cybbekToB: KapTouyke cybbekTa.
cybbekT 3a6/10KMPOBaH B [1nsi nokanbHbIX Cy6beKTOB BCeraa
PC (true) nnu 0TOBPAXAETCSH CUMBOJ &-».
CyObekT He
3abnokumposaH B PC
(false)
[1ng nokanbHbIX
CyObeKTOB:
Bceraa false
NpeHTndukaTop string($uuid) "id" Mone «MpeHTndmKaTop» KapToUKM
cybbekTa
PacnonoxeHue Crtpoka "distinguishedName" Mone «MyTb» B cnucke cybbekToB B
cybbekTa B pasgene «CybbekTbl»

Bpems obHoBneHns | [ata B popmate ISO "updated” -

cybbekTa 8601

Bpems cospanus [ata B dopmare ISO "created” -

cybbekTa 8601

SID% Crpoka "sid" Mone «SID» KapTouku cyGbekTa

Atpu6ytbl SDN

(UID)

Cnucok cTpok "CN" Mone «Common name» B KapTouke
Common name
cybbekTa
Unique Identifier Cnucok cTpok "UID" Mone «Unique Identifier (UID)» B

KapTouke cybbekTta

Email Address
(Mail)

Cnucok cTpok

"EMAILADDRESS”

Mone «Email Address (El)» B kKapTouke
cybbekTa

30 SID mMoxeT 6bITb MONyyeH Ans CybbekTa TONbKO U3 pecypcHbix cuctem MS AD, SambaDC, PE[, AIM» u «AnbT [loMeH».
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Atpubyr

Bo3MO)XHble 3HaueHus

MpeactaBnexune B API

MpeacTaBneHne B KIMEHTCKOM
KOMMOHEHTe

. Cnmncok cTpok "SN" Mone «Serial number» B KapTouke
Serial number
cybbekTa
. Cnmncok cTpok "GIVENNAME" Mone «Given name» B KapTouke
Given name
cybbekTa
Initials Cnucok cTpok "INITIALS" Mone «Initials» B KapTouke cybbekTa
Surname Cnmncok cTpok "SURNAME" Mone «Surname» B KapToyke cybbekTa
o . Cnncok cTpok "ou” Mone «Organizational unit» B KapTouke
Organizational unit
cybbekTa
N Cnuncok cTpok "0" Mone «Organization» B kapTouke
Organization
cybbekTa
Locality Cnncok cTpok L Mone «Locality» B KapTouke cybbekTa
. Cnncok cTpok "ST" Mone «State or province» B KapTouke
State or province
cybbekTa
. Cnncok cTpok "DC” Mone «Domain component» B kapTouke
Domain component
cybbekTa
Country Cnncok cTpok "C" Mone «Country» B KapTouke cybbekTa
Unstructured Cnucok cTpok "UNSTRUCTUREDADDRESS" Mone «Unstructured address» B
address KapTouke cybbekTa
Cnucok cTpok "UNSTRUCTUREDNAME" Mone «Unstructured name» B kKapTouke
Unstructured name
cybbekTa
Cnucok cTpok "POSTALCODE" Mone «Postal code» B kKapTouke

Postalcode

cybbekTa

Business category

Cnucok cTpok

"BUSINESSCATEGORY"

Mone «Business category» B KapTouke
cybbekTa

Cnucok cTpok "TELEPHONENUMBER" Mone «Telephone number» B kapTouke
Telephone number
cybbekTa
Cnucok cTpok "PSEUDONYM" Mone «Pseudonym» B KapTouke
Pseudonym
cybbekTa
Cnucok cTpok "POSTALADDRESS" Mone «Postal address» B KapTouke
Postal address
cybbekTa
Street Cnucok cTpok "STREET" Mone «Street» B kapTouke cybbekTa
Name Cnucok cTpok "NAME" Mone «Name» B kapTouke cybbekTa
Title Cnucok cTpok T" Mone «Title» B kapTouke cybbekTa
Domain Qualifier Cnucok cTpok DN Mone «Domain Qualifier» B kapTouke
cybbekTa
Cnucok cTpok "DESCRIPTION" Mone «Description» B kapToyke

Description

cybbekTa
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Atpubyr Bo3MoXKHble 3HaueHus MpeactaBnexune B API MpeacTaBneHne B KIMEHTCKOM
KOMMOHEHTE

MHH Cnncok cTpok "INN" Mone «MHH» B KapTouke cybbekTa

OrPH Cnucok cTpok "OGRN" Mone «OMPH» B KapTouke cybbekTa

OrPHUIM Cnucok cTpok "OGRNIP" Mone «OTPHUMM» B kKapTouke cybbekTa

CHMNC Cnucok cTpok "SNILS" Mone «CHUJIC» B KapTouke cybbekTa

MHH 101 Cnncok cTpok "INNLE" Mone «MHH FOJ1» B kKapTouke cybbekTa

Atpubytbl SAN

MS GUID, Globally | string($uuid) "MS_GUID" Mone «MS GUID, Globally Unique

Unique Identifier Identifier» B KapTouke cybbekTa

RFC 822 NAME Cnucok cTpok RFC822NAME Mone «RFC 822 NAME» B KapTouke
cybbekTa

MS UPN, Cnucok cTpok "MS_UPN" Mone «MS UPN, UserPrincipalName» B

UserPrincipalName KapTouke cybbekTa

DNS Name Cnucok cTpok DNS_NAME [one «DNS Name» B KapTouke
cybbekTa

IP address Cnucok cTpok "IPADDRESS” Mone «IP address» B kapTouke cybbekTa

Directory Name

Cnucok cTpok

“DIRECTORY_NAME"

Mone «Directory Name» B kapTouke
cybbekTa

Uniform resource
identifier

Cnncok cTpok

"UNIFORM_RESOURCE_ID"

[Mone «Uniform resource identifier» B
KapTouke cybbekTa

Registered
identifier

Cnncok cTpok

"REGISTERED_ID"

Mone «Registered identifier» 8
KapTouke cybbekTa

Kerberos KPN,

Cnucok cTpok

"KRB5PRINCIPAL"

[Mone «Kerberos KPN, Kerberos 5

Kerberos 5 Principal» B kapTouke cybbekTa
Principal
Permanent Cnncok cTpok "PERMANENT_IDENTIFIER" Mone «Permanent identifier» B
identifier KapTouke cybbekTa
Xmpp address Cnucok cTpok XMPP_ADDR Mone «Xmpp address» B kapTouke
cybbekTa
Cnucok cTpok "SRV_NAME" Mone «Service Name» B KapTouke

Service Name

cybbekTa

Subject
Identification
Method

Cnucok cTpok

"SUBJECT_IDENTIFICATION_METHOD"

Mone «Subject Identification Method» B
KapTouke cybbekTa

7.8.4.1 PepaktupoBaHue aTpubyToB CyOobEKTa

e [lna cy6beKTOB NOKaNbHOM pecypCHOM CUCTEMbI LOCTYNHO pefakTMpoBaHue Bcex atpnbytos SDN u SAN.
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e [lna cybbeKkTOB NOLKNOYEHHOM pecypcHOM cucTeMbl pepaktupoBaHue atpubytoB SDN unu SAN, 3HaueHus

KOTOPbIX NONy4YeHbl Ll,eHTpOM CepTl/Iq)l/IKaLl,Ml/I n3 pecprHon CNCTEMbI, HEAOCTYMHO. Bce octanbHble anl/I6YTbI

SDN wnu SAN gocTynHbl oNs peaakTUpOBaHMUS.

e [lna cybbekToB Nt06OV pecypcHOM CUCTEMbI pedaKTMpPOBaHWe CBeAEHUIM 0 CybbekTax B MX KapToukax (mons

«MonyyeH wus3

pecypcHo# cuctembl», «Ctatyc B pecypcHon cucteme», «UUID») HepocTynHbl Aans

PEAAKTUPOBAHMS.

e [lpv BBOAE/PELAKTUPOBAHUM 3HAUYEHUI aTpMOYTOB, yKazaHHbIX B Tabnuua 19, ocywectsnsercs Banuaaums.

[ng Bcex ocTanbHbiX aTpnbyTOB CyObEKTA Bannaaums oTCyTCTBYET.

Tabnuua 19 - JonyctuMble 3Ha4YeHUs aTpubyToB

Atpubyr

Mpasuno Banupauum

Country Honyctumble cumsonel: "A"-"Z", "a"-"z".
[lnvHa 3HaYeHMs [oMKHa COCTaBNSTb 2 CUMBONA.
Domain qualifier Honyctumble cumsonsl: "A"-"Z", "a"-"z", "0"-"9", """, "(", )", "+, U -t L N T =T, ", npoben.
Email Address (E) Oonyctumele cumsonel: "A"-"Z", "a"-"z", "A"-"4", "a"-"a", "0"-"9", ".", "@", "_", "-".
MopmMart 3HaueHus: "text@text".
Serial number Honyctumble cumsonsl: "A"-"Z", "a"-"z", "0"-"9", """, "(", ")", "+, ", -t S T =", Y, npo6en.

RFC 822 Name

Honyctumble cumBonel: "A"-"Z", "a"-"z", "0"-"9", ".", "@", "_",
Ecnu HeobxoaMMOo MCNONb30BaTh KUPWUAULY, TO KUPUAAULY He06X0AMMO Npeobpa3oBaTh B 1AaTUHULY
¢ nomolbto Punycode (nogpobHee cm. RFC 3492) 1 BBeCTM nonyyeHHOe 3HaveHue B nosne. MNpu 3ToM
npeo6pa3oBbiBaTb MOXXHO TO/IbKO JOMEHHYH YaCTb.

(Mopmar 3HaveHus: "text@text".

DNS Name Honyctumble cumonsl: "A"-"Z", "a"-"z", "0"-"9", "-", ".", "*".
Ecnv Heo6x0AMMO MCMONB30BaTb KUPUAULY, TO KUPUANULY HEO6X0AMMO Npeobpa3oBaTh B NATUHULLY
¢ nomouwbto Punycode (nonpobHee cm. RFC 3492) u BBeCTM NoNyyeHHOe 3HaueHue B none.

IP address Honyctumblie cumsonsr: "A-"F", "a"-"f", "0"-"9", ".", "".

®opmar 3HaveHus: IPv4-anpec unm IPv6-appec.

Directory Name

(dopmat 3HauYeHUs: NoCNeLoBaTENbHOCTb MAEHTUPUKATOPOB OTHOCUTENbHBIX OTUYUTENbHBIX UMEH
(RDN) v nx 3HaueHuit, oTAeNeHHbIX 3ansTol unu 3angtoi ¢ npobenom (Hanpumep, O=organization,
OU=Department, L=City, DC=Component, C=RU..). [JonyckaeTrcs unCNonb3oBaHue CneayLLmxX
noeHtTndukatopos RDN: EMAILADDRESS, CN, UID, SERIALNUMBER, OU, O, L, ST, C, T, SURNAME,
STREET, INITIALS, GIVENNAME, DC, UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME,
POSTALCODE, BUSINESSCATEGORY, TELEPHONENUMBER, PSEUDONYM, POSTALADDRESS, NAME,
DN, DESCRIPTION.

B kauectBe naeHtudukatopa RDN gonyckaertcs ykasanue OID (dopmat OID gomkeH cOOTBETCTBOBATh
pekomeHpauum ITU X.660).

Registered Identifier (OID)

Honyctumbie cumsonel: "0"-"9", ".".
®opmar 3HaveHus: OID B cooTBeTCcTBUM C pekoMeHaaumei ITU X.660.

MS UPN, User
Name

Principal

Honyctumble cumsonbi: "A™-"Z", "a"-"z", "A"-"S1", "a"-"a", "€", "E", "0"-"9", ", @", ", - /"

(Mopmar 3HaveHus: "text@text".

MS GUID, Globally Unique
Identifier

Honyctumble cumBonbl: "A"-"F", "a"-"f", "0"-"9". lnuHa 3HaYeHUs [OMKHA COCTaBNATb 32 CMMBONA.

Kerberos KPN, Kerberos 5
Principal Name

Honyctumble cumsonbi: "A™-"Z", "a"-"z", "A"-"", "a"-"a", "€", "E", "0"-"9", ", @", ", - /"

MopMart 3HaueHus: "text@text".

Permanent Identifier

®opmar 3HaveHus: "value/OID", rae "value" - nobas nocnenoBaTenbHOCTL cMMBONOB, a "OID" - OID
B COOTBETCTBUM C pekoMeHaaumeint ITU X.660. [JonyckaeTcs oTCyTCTBME 3HayeHus "text’, Hanpumep,
"/1.2.2.3.4.5".

Xmpp address

[onycTumble cumsonsl; "A"-"Z", "a"-"z", "A"-"4", "a"-"a", "&", "E", "0"-"9", ".", "'@", "
(dopmart 3HaueHus: "text@text".

Subject Identification

Method

®opmar 3HaueHus: "OID:text:text", rae "OID" - OID B cooTBeTCcTBUM C pekoMeHaaumel ITU X.660, a
"text" — nobas nocnenoBaTeNbHOCTb CUMBOJOB.
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Atpubyr Mpasuno Banupauum
MHH Honyctumbie cumBonbl: "0"-"9". [aMHA 3Ha4YEeHUS [OMKHA COCTaBNATb 12 CMMBONOB.
OrPH Honyctumbie cumBonbl: "0"-"9". [MHA 3HAa4YEeHUS [OMKHA COCTAaBNATb 13 CMMBONOB.
OrPHUMN Lonyctumble cumBonbl: "0"-"9". lnnHA 3HaYeHUs fomKHA cocTaBnsaTb 15 cumBonos.
CHUNC Lonyctumble cumBonbl: "0"-"9". lnnHa 3HaYeHUs fomkHa coctasnsTb 11 cumBonos.
MHH KON Lonyctumble cumBonbl: "0"-"9". lnnHa 3HaveHUs fomkHa coctasnstb 10 cumBonos.

o [Ing penakTMpOBaHMS 3HaYeHUst aTpmMbyTa B KapTouke CyObekTa HaxXMuTe KHOMKy <PepaktupoBatb> , B

OTKpbiBLWLWEMCA OKHE BBEOAMUTE HOBOE 3HA4YeHUE anVI6yTa B COOTBETCTBYWOLWEM nose, B COOTBETCTBUU C

yCnoBuSAMM Banuaaumm (cM. PucyHok 139).

[nsa pobasneHns 3HaueHns aTpubyta (byaeT ykasaHo B none atpubyta yepes 3ansTyto) HAKMUTE KHOMKY
<[1o6aBUTb 3HAUYEHMUE +>;

[lng ypaneHus 3HavyeHus atpubyTa HaxMUTE KHOMKY <YAanuTb 3HauyeHue aTpubyTta> ﬂ Mpu 3TOM Y
atpubyta «Common name» Hesb3s YAANUTb NOCNEAHEE 3HAYEHUE;

Ons COXpaHEHUA pe3ynbTaTta HAXXMUTE KHOMKY <COXpaHMTb>;

[lns BbIx04a U3 peXnMa peflakTUpOBaHWs 6€3 COXPaHEHWSI U3MEHEHWI UM HAXXMMUTE KHOMKY <3aKpbITb>.

e [lpy CMHXPOHM3ALMKM OTPELAKTMPOBAHHOE Nosie aTpubyTa GyAeT 3aMEHEHO 3HAYEHWEM COOTBETCTBYHOLLETO

aTpubyTa cybbeKTa CMHXPOHW3MPOBAHHOM PECYPCHOM CUCTEMDI, €C/IM OHO 3aMOJIHEHO A1 3TOF0 JOMEHHOMO

cybbekTa B pecypcHoi cucteme!

PucyHok 139 — OkHO pefakTMpOBaHWUS 3HaYeHMs aTpubyTa B KapTouke cybbekTa

7.8.5 Cy6beKTbl IOKa/IbHOW pecypCHOM CUCTEMBI

e JlokanbHyto 6a3y cy6bekToB GOPMUPYIOT:

cybbekTbl, CO34aHHble ADMUHUCTPATOPOM NyTEM Bbi30oBa MeToaa API;

CyObeKTbl OTKNHYEHHOM PpecypcHOWM CucTeMbl (yOANEHHOM paHee 3apermcTpUpoOBaHHOM pecypCHOM
cucTeMsbl), aTpubyt cybbekta «isBlocked» npuHuMaer 3HaueHue «false». B cnyyae noBTOpHOro
NOLKNIOYEHUS PeCYpCHOM CUCTEMbl CBSI3U CyObekTOB C rpynnamu OyayT BOCCTAHOBAEHbl, OOHOBNEHbI
aTpmbyTbl B COOTBETCTBUM C AAHHBIMU U3 PECYPCHOM CUCTEMDI;

CybbekTbl, 3arpykeHHble B 6a3y paHHbix Aladdin eCA npu nNoOAKIOYEHUM PECYPCHOM CUCTEMbI, HO
OTCYTCTBYHOLLME B CMINCKE CYOHLEKTOB, NOSYYEHHOM MO Pe3yNbTaTaM BbIMOSHEHWUS MOAHOM CUHXPOHM3aLMK
pecypcHoi cucteMbl. ATpubYT cybbekTa «isBlocked» npuHMMaeT 3HaveHue «false;

cybbekT Beb-cepBepa, aBTOMATMYECKM CO3[aHHbIM MNpu pa3BépTbiBaHUKM LleHTpa ceptudukaumm, ¢
napaMeTpaMmu, yKasaHHbIMW B KOHPUrypaLMOHHOM daine /opt/aecaCa/scripts/config. sh:

o napameTp hostname 3a4aéT 3HaYeHme atpnbytoB «Common name» n «DNS Name» nokanbHOro
cybbekTa;
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O napameTpbl initial server key algorithmu initial server key bits 3apgawoT
3HauveHus KpunTorpadumuecknx napameTpos cepTudukaTa Beb-cepsepa;

o napametp initial server password 334aéT 3HaYeHMe Napons KoHTenHepa ceptudukara
Beb-cepsepa.

o JloKanbHbIM CYyObEKT OTK/IOUYEHHOM PecypCHOW CUCTEMbl MpU MOAKIYEHUU PECYPCHOM CUCTEMbl, rae
CYLLEeCTBYET AaHHbIN cybbekT, OyneT nepeHecéH M3 6a3bl 10KaNbHOM PeCypCHOM cucTeMbl (aTpubyT cybbekTa
«isConnected» npuMeT 3HauyeHue «truey). Mpu 3ToM ByaeT BbiNnonHEHO 0OHOBNEHWe aTpubyToB cybbekTa B
COOTBETCTBUM C ero aTpubyTamum U3 pecypcHoi cuctemsl (cM. Tabamua 20), octanbHble Tekywue aTpubyTsl (TO
€CTb Te, KOTOPble He BblIn NONyY€EHbI U3 PECYPCHOM CUCTEMbI) HE U3MEHSTCS.

e [IpoBepka cybbeKTOB OCYLW,ECTBNSETCA MO aTPUbYTY «id».

LleHTp ceptudmrkaumm Aladdin eCA admin ca 1 (@

JlokanbHan pecypcHana cuctema Buibpats rpynnei besonacHocTn Co3pate +

Cybnexr My PecypcHan cuctema
AERA CN=AERA DC-local DC=rescurce lNokansHaA pecypcHas CUCT.
CN=aera,DC=local, DC=resource lNokansHaA pecypcHas CUCT.

CN=AERA DC-local DC=rescurce lNokansHaA pecypcHas CUCT.

CN=21312 DC=local DC=resource lNokansHaA pecypcHas CUCT.

PucyHok 140 - SkpaH pasgena MeHto «CybbekTbl». JTokanbHbIA pecypc
7.8.5.1 Co3paHune HOBOro cy6beKTa JIoKalbHOM pecypCHOM CUCTEMBI

e JlOCTYMHO TOMbKO MOJIb30BATENIO C POSIbI0 «ALMUHUCTPATOPS.

e [lng co3paHMs HOBOrO NOKanbHOro cybbekta Haxmute kHonky <Co3patb> (cM. PucyHok 140), B
OTKpbIBLUEMCS OKHe (cM. PucyHok 141) BBeanTe nMs co3paBaemoro cybbekta (CN), nobaBbTe HeobxoaMMble
aTpubYyTbl M 33[aMTe UM 3HAYEHMS.

Ona pobaBneHns atpubyta HaxmuTe KHOMKYy <[lo6aBuTb atpmbyTt +> u Bblibepute aTpubyT B Cnucke
BO3MOXHbIX aTpubytoB SDN u SAN (cMm. PucyHok 142). MNpu HeobxoamMMoOCTH BOCMNO/b3yeTecb MOMCKOM U
NMPOKPYTKOM CrmcKa.

MonHbIA CNMCOK AOCTYMHbIX aTpMbyToB NpuBeaéH B Tabnmua 18.

Nanee ykaxuTe 3HaYeHUs BbIOpaHHbIM aTpUOYTOB MM yaANUTE aTpUBYTbI, HaxkaB KHOMKY <Yaanutb> .

Mpu oTcyTctBUMM 3HaveHus B none «Common name» WAM HECOOTBETCTBUM BBELEHHOIO 3HAYEHUN
ponyctumomy dopmaty co3gaHue cybbekTa 3anpeLeHo.

ATpubyTbl cybbekTa

Common name
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PucyHok 141 - Co3paHue cybbekTa

Q na

Common name
Directory Name
DNS Name

Given name

Kerberos KPN, Kerberos 5 Principal Name

MS UPN, User Principal Name

Organizational unit
RFC 822 Name
Service Name
Surname

Unstructured name

PucyHok 142 - [lo6aBneHune aTpubyTa cybbekTa

e [locne KOppPEKTHOrO 3aMOsHEHMSI BCEX BbIOpaHHbIX nosner atpubyToB 6yaeT AOCTYNHO Co34aHue cybbekTa no
HaxaTuto Ha KHonky <Co3patb cybbekT> (cM. PucyHok 143).

Co3paTb cybbekT

PucyHok 143 - Co3paHue cybbekTa. 3anonHeHue none

e [lpu co3paHuu nokanbHoro cybbekta LleHTp cepTudUKaLMM aBTOMATUUECKM HA3HAYaeT HOBOMY CyObekTy
naeHtudumkartop (UUID).

e B pesynbTaTe co3daHMa cyObekTa agMuHUCTpaTop OyAeT yBeAOMNEH BCM/bIBAOWMM cooblieHneM 06
YCMELHOM CO3aHuUM CybbekTa.

7.8.6 Cyb6beKTbl BHELWHEro pecypca

e  BHewHwWit (NoakoYEHHbIN) pecypc hOpMUPYETCS B pe3ynbTaTe PerncTpaumu ciyxobl KaTanoroB JOMEHHbIX
cnyx6 Samba DC, PEL AIIM, ALD PRO, FreelPA, AnbT [lomeH unu MS Active Directory.

o [lookntoyeHHbln pecypc byneT oTobpaxkeH TOMbKO NOCNe perncTpauum pecypCcHOM CUCTEMbI Ha BKagke
«PecypcHas cuctema» (CM. NyHKT 7.9.1 HacTosLWero pykoBoacTsa).

e (OO6GHOBNEHWE CNUCKOB M AAHHbIX CYOBEKTOB pecypCHOM CUCTEMbI MPOMCXOAUT NO NPaBMIAM, NPUBEAEHHLIM B
nyHKTe 7.9.3 HacTosLero pykoBoaCTBa.
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o [locne NoaknYeHUs BHELHEN pecypCcHOW cucTeMbl, 0OHOBNEHUS U BbIBOpa UCTOYHMKA B none «PecypcHas
cucTemay, cybbekTbl OyayT oToBpaxeHbl B BUAE CNMUCKA B OKHe BKNAAKM «Cy6bekTbl». BO3MOXHO HacTpouTb
oTobpaxeHue onpeneneHHow rpynnbl 6€30NacHOCTM UK BbIBECTU MOJHbIA CMUCOK, YNOPSA0UYMB CYyObEKTbI B
andasuTHOM nopsake no umenn (CommonName) (cM. PucyHok 144).

LienTp ceptudmukauum Aladdin eCA & RootCA2  CA-1

admin_ca_1 o

- Buibpartk rpynnbl besonacHoctn v Q Co3pate +

Cybwexr MyTe

PecypcHas cucrema

W2019-DC CN=W2019-DC,0U=Domain Controllers, _. al

Anmunuctpartop ana AC CN=AamuHucTpatop ana AC,CN=Users, al

W10-ARM1 CN=W10-ARM1,CN=Computers,DC=al,... al

PucyHok 144 - SkpaH pa3zgena MeHto «CyobekTbi». [1oaK/YeHHbI pecypc
e  3arpyska AaHHbIX OCYLLECTBNSETCS U3 BCEW PECYpPCHOM CUCTEMDbI, HAYMHASA C TOUKM NOLKNOYEHUS, YKa3aHHOM
B HaCTpoOMKax noaknoveHns KopHesoro kaTtanora.
e [lng Kax4oro 3arpy>xeHHOro nosb30BaTens u KomnbloTepa 6yaeT co3aaH CcybbekT U MOArpYXeHbl BCe Mons,
oTHocswmecs K SubjectDN u SubjectAltName. MpeobpasoBaHune copepxumoro 3anucu LDAP B nons 6asbl
CyObEKTOB pecypCHOM CUCTEMbI MPOUCXOAMT B COOTBETCTBMM € Tabnuua 20.

Tabnuua 20 - MNMpeobpasoBaHue faHHbIX CyObEKTOB PECYPCHOM CUCTEMDI

Mone B 6asax Samba DC, MS AD, PELL AIM, Mone B 6azax ALD PRO, FreelPA ans TMNOB Cy6beKTOB
ATpu6yT cy6bekTa AnbT [lomeH ana TMNOB Cy6bLeKToB
Aladdin eCA
Monb3osarens KomnbioTep Monb3oBarenb Komnblotep CepBuc
Id ObjectGUID ObjectGUID ipaUniquelD ipaUniquelD ipaUniquelD
cn cn
Common name cn cn krbPrincipalName
uid
Initials - - initials - -
Surname sn - sn - -
Given Name givenName - givenName - -
Organization - - krbPrincipalName | krbPrincipalName krbPrincipalName
Name name name - serverHostName -
MS GUID - ObjectGUID - - -
Domain Qualifier | distigushedName distigushedName entrydn entrydn
Description description - - - -
DNS Name - dNSHostName - fqdn -
Email Address mail ) mail - )
(Mail) userPrincipalName krbPrincipalName | krbPrincipalName
mail mail -
RFC 822 NAME - krbPrincipalName
userPrincipalName krbPrincipalName | krbPrincipalName
MS UPN userPrincipalName - krbPrincipalName | krbPrincipalName krbPrincipalName
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Mone & 6asax Samba DC, MS AD, PEQ AZIM, Mone B 6azax ALD PRO, FreelPA ans TMNOB Cy6beKTOB
ATpuBYT cybbeKTa AnbT [loMeH Ang TMNOB Cy6GbeKToB
Aladdin eCA
Monb3oBarenb Komnblotep Monb3oBarenn Komnblotep CepBuc
Unique Identifier i i uid - i
(UID)
Kerberos KPN, - krbPrincipalName
Kerberos 5 - - -
Principal
SID objectSid objectSid - - -

. Ecnu paHHble nons OTCYTCTBYHT B ONUCaHNU CY6'bEKTa B MOAK/IOYEHHOM AOMEHE, TO B LWWabnoHe npu BbiNnycke
CepTVId)VIKaTa COOTBETCTBYHOLWME NONA 3aNONHAKTCA NYCTbIMU 3HAYEHUAMMN.

o VpeHTndMKaLMS NOLKIOYEHHBIX CYyObekTOB B LleHTpe cepTuduKaLmmu ocywecTenseTcs no atpubyTy Id.

7.8.7 Co3paHue ceptudukarta ansa cybbekta pecypcHoin CUCTEMBI

-
e Bbibepute cybbekT, Ans KOTOporo Heob6xoAMMO CO34aTb CepTUDUKAT, HAIXKMUTE MOSABMBLUYKOCS KHOMKY
<Co3paTb cepTuduUKaT> U BbIbEpUTE CNOCOD CO34aHMA U3 BbiNaAALWEro cnmucka (cM. PucyHok 145):

- C 3aKpbITbIM K1tO4OM (cM. Mpunoxexune 1. Co3naHne ceptudukaTa ang cybbekra);
- Ha ocHoBaHuu 3anpoca (cm. Mpunoxenune 1. Cozpanune ceptudukaTa ons cybbekra);

- Ha knoyeBoM Hocutene (cm. Mpunoxenune 1. Co3paHune ceptudmkaTa ans cybbekTa).

Mpu Bbinycke cepTudMkaTta 3Ha4YeHMs nNoOnen WabnoHa 3anoSIHAKTCA aBTOMaTU4YeCcKU
COOTBETCTBEHHO aTpubyTam, yKasaHHbIM Ans cybbekrta B pecypcHon cucteme. Ecnu atpubyTr
OTCYTCTBYeT B KapTouKke [JOMEHHOro cy6beKTa, To Heo6xoAMMO OoTpeAaKkTMpoBaThb €ro 3HayeHue B
KapTouke cy6bekTa LieHTpa cepTucdukaumu.

LlenTtp ceptudmkauunm Aladdin eCA ) CA-1  admin_ca_1 o

Buibpath rpynnsl GesonacHoctn ~ Q

Cybnexr Myts PecypcHas cuctema

W2019-DC CN=W2019-DC,0OU=Domain Controllers,... al

AnmuHucTtpaTop ana AC CN=AomuHuctpartop ana AC,CN=Users,. al

W10-ARM1 CN=W10-ARM1,CN=Computers,DC~l,... al C 3aKpbiThiM Kniouom (PKCS#12)

i Ha octiosanuu 3anpoca
AERA CN=AERA, CN=Computers,DC=al, DC=rd__.

@ Ha wouesom HocuTene

Cnyxba ana RA CN=Cnyx6a nna RA,CN=Users DC=al D
PucyHok 145 - OkHo BbiNycka cepTudukaTa asig cybbekTa pecypCHOM CUCTEMbI

e [lpu Bbinycke cepTU(OMKATOB AN CYObEKTOB BHELHUX (MOAKIOYEHHbIX) PECYPCHbIX CUCTEM BO3MOXHO
ny6nukoBath ceptudukat B popmate LDIF B aTpubyT userCertification cybbekta pecypCHOM CUCTEMBI
(nyTém pobaBneHus, a He nepesanuncu aTpubyTa), NpocTaBuB dnar B Yek-60kce «[ybnmkoBaTb cepTudumKat B
peCcypCHYl0 CUCTEMY» OKHa BbiNycka ceptudukaTa. 1o ymonuaHuio dnar BbINOAHEHUS ny6aMKaumu
cepTudUKaTa BKIIHOYEH.

e T[locne Bbibopa wWwabnoHa cybbekTa pecypcHOW CUCTEMblI Ha CHeayloLleM Liare Mnoas aBTOMaTUYeCcKu
3anoHATCSA AaHHbIMK CyObeKTa B COOTBETCTBMM € Tabnuua 20.

e Ecnu 3HaueHus aTpubyTOB OTCYTCTBYHOT, TO HEOOXOAMMO MX BBECTM B COOTBETCTBYHLLME MONS B KAPTOUKE
cybbekTa.
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Bonee noppobHo npouenypa Bbinycka ceptudukata npuseaeHa B «Mpunoxenune 1. CospaHune ceptudmkaTa

Ans cybbekTan.

7.8.8 Co3paHue yyéTHOM 3anucu pasa cybbekTa

Bb|6ep|/|Te Cy6'bEKT JIOKaNbHOM UK NOAKAOYEHHOM pecprHoﬁ CUCTeMbI, Ana KoToporo HeobxoaMMo co3aaThb

YYETHYH 3annuCb U HaXXMUTE KHOMKY B CTPOKe Bbl6paHHOF0 nonb3oBatens <Co3patb YYETHY0 3anmcb> (CM.

PucyHok 146).

LleHTp ceptudpukaumm Aladdin eCA RootCA2 CA-1  adminca_l @@

Buibpats rpynnsi GesonacHocTn ¥ Q Coapare +

Cybnekr MyTe PecypcHan cucrema
W2019-DC CN=W2019-DC,0U=Domain Controllers,...
Anmunuctpatop ana AC CN=Anmunuctpatop ana AC,CN=Users,

W10-ARM1 CN=W10-ARM1,CN=Computers DC=al,._.

PucyHok 146 — Boibop cybbekTa o9 Co34aHUs YYETHOM 3anmcu
B oTKpbIBWEMCS OKHe C03[4aHus HOBOW yyeTHoW 3anucu (cM. PucyHok 147) none «OTobpaxkaemoe ums»
aBTOMAaTMUYECKM 3aMofiHeHo JaHHbiMM aTpubyta «Common Name» cybbekta, HO AOCTYNHO AnA
penakTMpoBaHus, M cooTBeTcTByeT nonto «O®UO» B paspene «YuéTtHble 3anucu». lNone «JlormH» He
oTobpaxaeTcs B OKHe CO34aHUS HOBOWM YYETHOM 3anMuCK M 3aMOJHAETCS MO YMONYaHUI0 B COOTBETCTBMU CO
3HauveHueM atpubyta «Common Name» BbiIbpaHHOro cybbekTa.
Bbibepute ponb, NpMMeHseMyto K CO30aBaEMOW YYETHOM 3anucu.

Haxmute kHonky <Co3aaTth> 418 CO34aHMS YYETHOM 3anucK Ans cybbekTa.

Belbepute posb

AaMuHUCTpaTop

Onepatop

Co3gatb

PucyHok 147 - OKHO co34aHUsi HOBOM YY4ETHOM 3anncu

[ns co3paHHOM yyeTHOM 3anmcK ¢ ponbto «OnepaTop» Npou3BeanTe HACTPOMKY NpaB AOCTYNa K rpynnam u
06bEKTaM pecypCHOii CUCTEMbI B COOTBETCTBUM C NMYHKTOM 7.6.5 HACTOSILLEro pyKoBOACTBa,

I BHUMAHMUE! JIlorvHbl (MMeHa) y4eTHbIX 3anmMcen AO0MKHbI ObITb YHUKaNbHbIMM.

31 YyeTHble 3anucu, CO3AaHHbIE HA OCHOBE CYBbLEKTOB, HACIEAYIT MOMHOMOYMS B COOTBETCTBMM C MpaBMiaMu AOCTYNa Ha NpOCMOTP W

UCnonb3oBaHue WaboHOB M NOHOMOYUS Ha A0CTyn K Cy6'beKTaM pecypCHbIX CUCTEM OT rpynn 6e3onacHocTu, B KOTOpble BXOAUT Cy6'b€KT, CBSI3aHHbIN C

[AHHOW YYEeTHOM 3anucbio.
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7.9 Pa3spgen «PecypcHble cucTeMbl»

Paspen «PecypcHble cucTeMbl» obecneunBaeT noayvyeHue AAHHbIX CyOBEKTOB C Lenbl YNpPOLLEHHOMo BbiMyCKa
cepTudumKaToB cybbekTaM noaaepxxmBaembix cyx6 katanoros Linux u Microsoft (ganee — pecypcHbie CUCTEMBI), @ TaKXKe
LEHTPaNM30BaHHY NYHAMKALMIO BbINMYLWEHHbIX CEPTUPMKATOB B KAPTOUKY CyObekTa Cnyx6bl KaTanoros.

Kaxpas pecypcHas cuctema, 3apeructpupoBaHHasi B LleHTpe ceptudmkaumm Aladdin eCA, MoxeT uMeTb
HECKOJIbKO TOYEK NOAK/IYEHMUS.

Mepexon B pasgen «PecypcHble CUCTEMbI» OCYLLECTBASETCS Yepe3 HOKOBOE MEHI0, pacnofioeHHOe CieBa Ha
rnaBHOM 3KpaHe (cM. PucyHok 148).

e Ha ocHoBHOM 3KpaHe pa3gena «PecypcHblie cucTeMbl» 0TOOPaXKeHbl Cleaytowmne MHPOpMaLMOHHbIE MOt (CM.

PucyHok 148):

- WM JOMEeHa - OOMeH MOAKNYEHHOM pecypCHOM CUCTEMDI;

- nocnepHee obHOBNeHue — gaTa M BpeMa nocnefHen CMHXPOHM3auMu C 6a30M CyObekTOB pecypcHOM
CUCTEMBDI;

- CTaTyC - CTaTyC pEeCcypCHOW CUCTEMbI, KOTOpbIi Ha3HA4YaeTcs B COOTBETCTBMM C KPUTEPUSIMM,
npuBefeHHbIMU B Tabnuue Huxe (Tabnuua 21);

Tabnuua 21 — CTaTycbl pecypCcHOM CUCTEMbI U KPUTEPUM UX MPUCBOEHMS

CraTyc pecypcHOit cucTeMbl Kputepuu npucsoeHus cratyca pecypcHoi cucrteme

OxunpaHue 06paboTku Bce TOukM nopknoyeHMs K OAHHOM pecypCHOM CUCTEME OXMAAKT NepBoM
CUHXPOHU3ALMK (NpW perncTpaLmm pecypCcHOM CUCTEMDbI)

YcnewHo Bce TOYKM NOAK/IIOUYEHUS K PECYPCHOM CUCTEME YCMEWHO CMHXPOHM3UPOBAHbI

B npouecce Kakas-nMbo Touka MOAK/IIOUEHWUS K PECYPCHOM CUCTEME HaxoauTcs B npolecce
CMHXPOHM3aLMKU UNK YaaNEHUS

Owmnbka Y pecypCHOW CUCTeMbI HET TOYeK, HaXOAAWMXCS B NPOLECCe CUHXPOHM3ALMK, U eCTb
X0T$ 6bl 0fiHA TOUKA, CUHXPOHM3ALMS KOTOPOM 3aBepLUeHa C OLIMOKOM

- CybbeKTbl —KONMYECTBO CYObEKTOB, 3arpy>KEHHbIX U3 PECYPCHOM CUCTEMDI;

=] o
- -I'II/IKTOFpaMMa «Oqepe,cua» NoKa3sblBae€T, 4YTO pecCcypCHOU CUCTEME Ha3HA4Y€Ha 3a4d4a, KOoTopasa

MocTaB/fieHa B oYepenb, Tak Kak B JaHHbIi MOMEHT BbINOMHAETCS Apyras 3a4aya.
PecypcHbIM cMcTEMaM BO3MOXHO Ha3HAYUTb BbIMOJIHEHWE CeLyOWMX 334au:
O MOMHA CMHXPOHM3ALMS PeCcypCHOW cucTeMsl (CM. pa3gen 7.9.3.3);

O YaCTMYHAs CUHXPOHM3ALMSA PECYpCHOW CUCTeMbl (CMHXPOHM3ALUMS TOYKM MNOAKIHOYEHUS
pecypcHoi cucteMbl) (cM. pasgen 7.9.3.4);

O YyAaneHue 3aperucTpMpoBaHHONM pecypCHOM cucTeMbl (CM. pasaen 7.9.5);
O yhaneHue TOYKM NOAK/IOYEHUS 3aperMCTpUPOBAHHON pecypCcHOWM cucteMsl (CM. pasgen 7.9.6).

HasHaueHMe pecypcHOM CMCTEME HOBOW 3adayuM C MOCTAHOBKOM B O4Yepedb COMPOBOXAAETCA
yBelOMUTENbHbLIM CO0bBLLEHMEM «YCnewHo. 3aaaya NocTaBleHa B OUepeby.

MOBTOPHO Ha3HauYMUTb PECYPCHOM CUCTEME 3adauy, YXKEe HaXoaALlylCsa B ouyepeau, HeBO3MOXHO. [laHHoe
[NeACTBME COMPOBOXAAETCA YBEAOMUTENbHbIM coobleHneM «Owubka. 3amadya yxe Haxoautca B
ouepean».
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LieHTp ceptudukauum Aladdin eCA RootCA2  CA1  adminca 1 (@

3apemvcTpupoBats +

Wma nomena Mocnenxee o6HOBNEHWE Craryc

al 12:52:47 02.04.2025 YeneluHo

PucyHok 148 — SkpaH pasgena «PecypcHbie cucteMbl»
e LleHTp ceptudukaumm Aladdin eCA nossonsieT B3aMMOAENCTBOBATbL C HECKOIbKUMU PECYPCHBIMU CUCTEMAMMU:
Samba DC, PE AOM, MS AD, FreelPA, ALD PRO un Anbt [JomeH:

- CNUCOK cybbekToB (nonb3oBaTenei, KOMMNbOTEPOB M cepsucoB (Tonbko ans ALD PRO u FreelPA)), nx
aTpubyThl U cepTUdUKaTDI;

- CMUCOK M CcOCTaB rpynn 6e30nacHoCTM.

o VpeHTnduMKaLMS 3arpy>kKaeMblx CyObEKTOB PeCYpPCHOM CUCTEMbI MPOU3BOAMTCS MO UX aTPUBYTY «id».

e B paspgene «PecypcHble CUCTEMBI» AOCTYMHbI CNIeAYOLIME BO3MOXHOCTH:

- peructpaumsa (MOAKNHOYEHUE) PECYPCHOM CUCTEMbI AJ1S BbIMYCKA CEPTUPMKATOB M YYETHLIX 3anucei
cybbekTam cnyx6 katanoros (cM. pasgen 7.9.1);

- nepexopj B KapTOUYKY pecypCHOM cuctemsl (CM. pasgen 7.9.2);
- 3anycK NOMHOM CMHXPOHMU3ALLMK PecypCcHO cucteMsl (cM. pasgen 7.9.3.3);

- yhaneHue 3aperucTpMpoBaHHOM pecypCcHOM cucteMsl (M. pasgen 7.9.5).

7.9.1 Pernctpaumsa TOUKU NOAKNIOYEHUS

e [lna nopknioyeHus pecypcHon cuctembl ALD PRO wnun FreelPA k Lentpy ceptudukaummn Aladdin eCA
HeobxoAMMO NpenBapUTENbHO CO34aTb PO/ib Ha KoHTposnepe nomeHa ALD Pro/FreelPA. [Ina 3toro Ha
KoHTponnepe nomeHa ALD Pro unu FreelPA BbinonHute cnepytoLuye KOMaHAabl C NpaBaMu Cynepnonb3oBaTens:

ipa permission-add "eCA - Reader" --right={read, search} --bindtype=permission --
attrs=*
ipa permission-add "eCA - Manage certificate" --right=write --bindtype=permission --

attrs=usercertificate

ipa privilege-add "eCA - Integrations privilege" --desc="IpuBujaeruy ojsg MHTeTpaLUU C
eCA"

ipa privilege-add-permission "eCA - Integrations privilege" --permissions="eCA -
Reader" --permissions="eCA - Manage certificate"

ipa role-add "eCA - Integrations" --desc="Pojsb mnsa uHTerpaumum c eCA"

ipa role-add-privilege "eCA - Integrations" --privileges="eCA - Integrations
privilege"
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ipa role-add-member "eCA - Integrations" --users=<lMsa DOJIb30BaATENA>

Ona ycnewHown nybnukaumm ceptudumkaToB B pecypcHyto cuctemy ALD Pro unm FreelPA Tpebyetca
MOAK/OYEHME K PECYPCHOW CUCTEME OT UMEHM MOJb30BaTeNsi C MUHMUMalbHbIM HABOPOM MOSTHOMOUMIA:

- Hanuuue ponu «Service Role» Ans NnoaknoUeHUs K peCypcHoM cucTeMme;

- Hanuune poan «helpdesk» wnn ponu «User Administrator» panga nybnukauum cepTM@UKaToB
nonb3oBaTenen;

- Hanuuue ponn «Enrollment Administrator» onsa nyénukaumm cepTMPUKATOB KOHTPONNEPOB AOMEHA.

e [lna nopkntoveHus Kk pecypcHoi cucteme Samba DC, Anbt lomeH, PEL AIM nnn MS AD HeobxofMMO CO34aTb
YUYETHYIO 3aNMCb HA KOHTPO/SIepe AOMEHA C NpaBaMu, NO3BOASIOWMMM NONYYUTb AaHHble (Hanuuue ponen
«Domain Users» u «Cert Publishers» png nybnmkaumm ceptTudukaToB nonb3oBartenen).

e 3anyck cueHapws perucTpaumm TOUKU NOAKIYEHUS NMPOUCXOAMUT N0 HAXATUIO KHOMKKM <3aperncTpupoBathb +>
Ha rNaBHOM 3KpaHe ynpas/ieHus «PecypcHOM CUCTEMBI» MM MO HaXaTUIO KHOMKK <[106aBuTb +> B KapTouke
PECYpCHOW CUCTEMbI B Moapasfene «TOUYKM NOAKIOUEHUS .

. B OTKPbIBLUEMCA OKHE 3aMONIHUTE Cnegyruime nona:

- Tun - Bbibepute B CNMCKe TMN MOAK/IOYaeMown pecypcHoln cuctemol: Samba DC, Anbt [lomen, ALD PRO,
MS AD, FreelPA, PEL ALM;

- yek-6okc «Mcnonb3oBatb TLS ang nogkntoyeHus» — Bblbepute Tun coeguHenus. Mo ymMonyaHuto Yyek-60kc
LNg coefuHeHus Mo npoTokony TLS Bcerga BkatoyeH. B cnyvae ucnonb3oBaHMs He3aWMLWEHHOTO
CoeaMHEHUs CHUMUTE OTMETKY YeK-b0oKCa;

- afpec XoCTa — YKaXuTe NoJIHoe JOMEeHHoe nMs unu IP-agpec ToukM NOAKNIOYEHNS PpEeCYPCHOM CUCTEMDI;
— TOYKa NOAKNHYEHUA — YKAXKUTE TOUKY NOAKNHOYEHUA B CbOpMaTeI

DC={nepBoe momMeHHOe wuwMda},DC={BTOPOE HOMEHHOEe MMA} UT.A.;
= JIOTUH — YKaXUTe nm4 yLIETHOﬁ 3anncn aAMUHNCTpAToOpa KOHTPOJIJIEpa AOMEHA:

o pna Samba DC, Anbt [omeH, PEO AOM u MSAD wMa yyeTHOM 3anucu agMUHUCTpaTOpa
yka3biBaeTcsa B dopmate RFC822Name;

o pna ALD PRO u FreelPA ums yuyeTHOM 3anuMcuM agMUHUCTpATOpa YyKasbiBaeTca B ¢dopmare
Distinguished Names.
- Mapofib — YKaXuTe Napoib YYETHOW 3anucu aAMUHUCTPATOpa KOHTpoiepa JOMEHa.
Maponb xpaHuTcs B 6a3e AaHHbIX B 3awmndpoBaHHOM no anroputMy AES256 Buae (KoHGUrypaums 6asbl
[aHHbIX YKa3aHa B KOHPUrypauMoHHOM daine /opt/aecaCa/scripts/config. sh).

e [IpvMepbl 3anNONHEHHOM MoOMen NpU MNOAKNHOYEHUU PECYPCHOM CUCTEMbI OIS Pa3sHbliX TUMOB MCTOYHMKOB
npuBeAEeHbl Ha COOTBETCTBYHLLMX PUCYHKax (cM. PucyHok 149, PucyHok 150, PucyHok 151, PucyHok 152,
PucyHok 153, PucyHok 154).

e T[locne 3anonHeHUs BCEX NOMEN HAXMUTE KHOMKY <3apeructpupoBath>. B pe3ynbTaTe ycnewHom perucrpanmm
pecypCcHoW cucTeMbl ByeT BbiBeAEHO COOTBETCTBYHOLLEE YBEAOMUTENbHOE COobLeHue.

AO «AnadduH P .», 1995-2025 2. Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasnerus Llenmpa cepmuguxayuu Aladdin Enterprise Certification Authority

Cmp. 133 /271



LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.A/NOE.03.01.020-01 32 01-2

BeeawnTe napamMeTpbl TOYKKW NOAKAKYEHRA

- Twvn

| ALD PRO

Wcnone3oBate TLS 4nA nogknoyeHUA

aldpro3

3aperncTpupoBaTe

PucyHok 149 - lMpumep peructpauum pecypcHon cuctemsl ALD PRO

Beegwnte napaMeTpbl TOYKK NOAKNHOYEHNA

~ Tan

‘ FreelPA

Mcnonb3oBats TLS AnA nogkniodeHun

- Aape

freeipa.domain

3aperncTpupoBaTh

PucyHok 150 - Mpumep peructpauum pecypcHon cuctemol FreelPA
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Beeante napamMeTpel TOYKW NOAKNHYEHWUA

- Tun
‘ MS AD

Mcnoneb3oBaTk TLS Ans noaknoveHms

3aperucTpupoBaTh

PucyHok 151 - MNMpumep pernctpaummn pecypcHoim cuctemol MS AD

BeeAnTe NnapameTpbl TOUKW NOAKITHOYEHNS

- Tun
Samba DC

Mcnone3oBaTh TLS Ans noAknoyeHWs

- Norwx
Adr presale.aeca

3aperucTpupoBaTh

PucyHok 152 - Mpumep peructpauum pecypcHon cuctemsl Samba DC
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Beegute napameTpbl TOYKKM NOOKNK4YEeHUA

-
AneT [lomeH

Wcnonk3oeare TLS AnA noaknioyeHna

- Agpec xocTa

192.168.1.135

- Touxa NOAKNIONEHNA

DC=al,DC=rd,DC=1u

- Norux

adminca@al.rd.ru

Mapone

3apemicTprpoBaThs

PucyHok 153 - lNpumep peructpauum pecypcHomn cuctemsl AnbT JJomeH

Beegute napamMeTpbl TOYKM NOAKNHOYEHWSA

- Tun

RED ADM

cnonb3oBaTk TLS AnA noaknoyeHns

3aperucTpupoBatk

PucyHok 154 - Mpumep peructpaummn pecypcHon cuctemol PEJ AIM
e [lpu perncTpaummn pecypcHoOM CMCTEMbl MOTYT BO3HUKATb ClieflytoLue OWnbKU:

- coobuweHune «Owmnbka LDAP ayTeHTUdDMKaUMK: HenpaBubHbIA NOMMH UKW Naposib» — NPU BBOAE HEBEPHbIX
[LaHHbIX YYETHOM 3aNUCK aAMUHUCTPATOPA AOMEHA;

- coobuweHune 06 ownbke noaknoyeHuns no 3agaHHoMy URL (appecy xocTa);
- coobuieHune 06 ownbke npu yctaHoBNEHMM TLS-coeanHeHus;

- coobleHne 06 OWKMBKE MPU HAMUMK YXKE 3aperncTPUPOBAHHON PECYpCHOM CUMCTEMbl C YKa3aHHbIMU
[aHHbIMK,;

- coobuweHne «Owmnbka NOOKNIOYEHMS K PECYPCHOM CUCTeMe» MpPU BO3HMKHOBEHWWM APYrUx OWKMBOK
MOAKNIOYEHMS K PECYPCHOM CUCTEME.
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e Ecnu peructpaums TOUYKM MOAKIKOYEHMUS BbIMOMHANACH M3 KAPTOYKM PECYpCHOM CUCTEMbI U B pe3y/bTaTe
yCNeLHoW perncTpaLmMm 6b110 onpeaeneHo, 4To TOUKa NOAKIYEHNS MPUHALNEXUT MHOM PECYPCHOM CUCTEME,
Mocie HaxkaTusi Ha KHOMKY «3aperMctpupoBaTb» OTOOGpaXaeTcs MOAaNbHOE OKHO C MHdbopMauuein o
NPUHAANEXHOCTU PErMCTPUPYEMOM TOUKM NOAKNHOYEHUS PYroi pecypcHoi cucteme (cM. PucyHok 155).

3aperucTpupoBaHHas To4Ka nogkmodednss SAMBA_DC He npunaanexvr gomeHy WINAD.

[NanHan ToMKa nogknoveHns gobasnerna B gomeH SAMBA.

PucyHok 155 - MopanbHoe 0KHO € MHpOpMaLMen 0 NPUHAANIEXHOCTU PEFUCTPUPYEMON TOUKM NOAKIIOYEHWUS APYroi
pecypcHoit cucteme

e [lpu ycnewHoM NOAK/IOYEHUN K PECYPCHOM cucTeMe ByAET BbIMONHEHA NOMHAA CUHXPOHU3ALMS AAHHBIX U3
TOYKM NOAKOYEHMS, YKa3aHHOW npu permuctpaumm Base DN (dc=...).

7.9.2 KapTouka pecypcHOM CUCTEMbI

lNpocMoTp MHbOpMaumMM O pecypcHOM cucTeMe BO3MOXEH B ee KapTouke. lNepexop k «KapTouke pecypcHOM
cuctembl» (CM. PucyHok 156) ocyliectBnsieTcs nNpu HaXaTuM Ha CTPOKY pecypCHOM CucTeMbl B paspene «PecypcHble
cucteMmbl» (cM. PucyHok 148).

[ % Lentp ceptudmkauunm Aladdin eCA RootCA2 CA1  admin_ca_1 o

OomeH al

WpeHTudukarop dc45407d-fic3-4c73-9c0a-75122183eaf9
MNMocneaHee obHoBNeHKHe 12.02.2025 11:10:05

Cratyc Cwnbra

CyObexTbl 12

Apnpec xocTa Touka noaxno. .. Mocnegxee Cratyc
obHoBReHHe

192.168.86.129 DC=al,DC=rd,DC=r MS_AD admindc_ca 020420251 Ownbka

PucyHok 156 — KapTouka pecypCHOM cUCTEMbI
B kapTouke pecypCcHOI cucTeMbI NMpeAcTaBeHa cneayolwas MHGopMaLms:

e M4 AOMEH3;
®  VHWKaNbHbIW MAEHTUDMKATOP PECYPCHOW CUCTEMDI;

. nata U BpemM4a nocnegHen NonbITKM NOAHOM CUHXPOHU3aUNn pecprHoﬁ CUCTEMDI;
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CTaTyC pecypCHOM CMCTEMbI, KOTOPbIA Ha3HAYaEeTCs B COOTBETCTBUM C KPUTEPUSMU, MPUBEAEHHbIMU B Tabnuue
Bbiwe (Tabnuua 21);

KOJIMYECTBO CYOHLEKTOB, MOTYYEHHBIX U3 PECYPCHOM CUCTEMDI.

MHPOPMALMS 0 TOUKAX MOLK/THOUYEHUS PECYPCHOW CUCTEM:

agpec XocCTa - noJiHoe AOMEHHOE UMA UNn IP—a/J,pec TOYKM NOAKNKYEHUA pecprHoﬁ CUCTEMDI;

Touka nogkntoveHns — Base DN (Distinguished Name) yHWKanbHbIN MaEHTUPUKATOP KOPHEBOIO 06beKTa
B LDAP-kaTanore, kotopbiit cogep>xut B cBoeM DN-06bekTbl, Noy4aeMble M3 TOUKM NOAKIOUYEHUS;

T™MN — TMN pecypcHor cuctembl: SambaDC, AnbT nomeH, ALD PRO, MS_AD, FreelPA, RED ADM.
NOTWH (MMS) YYETHOM 3aNUCK alMUHUCTPATOPA KOHTPO/IIepa AOMEHa;
[aTa M BPeMS MoC/IeAHEeN NOMbITKM CUHXPOHM3ALMMU TOUKM MOAKIIOUYEHUS;

CTaTyC TOYKM MOAKIOYEHMS, KOTOPbIM HA3HAYAETCS B COOTBETCTBMM C KPUTEPUSIMM, NMPUBEAEHHBIMU B
Tabnuue Huxe (Tabnuua 22);

Tabnuua 22 - CTaTyCbl TOYKM NOAKOYEHUS U KPUTEPUM UX NPUCBOEHMUS

C'ra'ryc TOYKU NOAKNHYEHUSA KpuTepuM NPUCBOEHUSA CTaTyCa TOYKE NOAKNHYEeHUA

OxunpaHne 06paboTkm Touka nOAKIOYEHUS PECYPCHOM CUCTEMbI OXWAAET MepBOM CUMHXPOHM3auuu (npu

pEerucTpaLmm pecypcHoM CUCTEMbI)

YcnewHo Touka NoAKAOYEHMS K pecypCHOM CMCTEME YCnewHO CUMHXPOHU3NPOBaHa

B npouecce Touka NOAKNIOYEHNS K PECYPCHOM CMCTEME HAXOAMTCSA B MpoLEecce CMHXPOHM3aLUn
WK yaaneHus

Owmnbka MNocnenHAs CMHXPOHM3aLMS TOYKM NOAKNHOYEHMS 3aBEPLUEHA C OWKNBKOM

[=]

L= o
- - MUKTOrpamMma «Oqepe,u,b» MOKa3blBaeT, YTO TOYKE NOAKIHYEHUA peCcypCHOU CUCTEMblI HAa3Ha4YeHa

3afaya, KoTopasi MoCTaB/eHa B oYepeab, Tak Kak B JaHHbI MOMEHT BbINOMHAETCS Apyras 3a4ava.
ToykaM NOAK/YEHUS PECYPCHBIX CUCTEM BO3MOXHO HAa3HAYUTb BbIMOSHEHWUE CeAyOWMX 3a4aY:
O YaCTUYHas CMHXPOHM3ALMS pEeCYpCHOM CUCTeMbl (CMHXPOHM3aLMsS TOYKM  MOAK/IOYEHUS
pecypcHoi cucteMbl) (cM. pasgen 7.9.3.4);
O yHhaneHue TOYKM NOAKMYEHUS 3aperncTpUpOBaHHON pecypCcHOW cucTeMmsl (CM. pasgen 7.9.6).
HasHaueHMe TOYKe MNOAKMIOYEHUS PEeCcypCHOM CUCTEMbI HOBOW 33a4ayM C MOCTAHOBKOM B ovepenb
COMpPOBOXAAETCS YBEAOMUTENbHBIM CO0BLLEHMEM «YCMelHo. 3aaa4a NoCTaBleHA B 0Yepeb.

[MOBTOPHO Ha3HaYMTb TOYKE MOAK/IOYEHMS PECYPCHOM CMCTEMbI 33a4auy, YKe HaxXOASLYHCS B ovepeau,
HEeBO3MOXHO. [laHHOe fAeliCTBME CONPOBOXAAETCS YBeAOMUTENbHbIM coobleHneM «Owmnbka. 3apaya yxe
HaxXoAMTCS B ouepeau».

B kapTouke pecypcHoi CcMCTEMbI [OCTYMHbI CIeAyIoLME AeHCTBUS:

3anycK NOJIHOM CMHXPOHM3ALMUKM PeCypCHOM cucTeMsbl (CM. pasgen 7.9.3.3);

yAaneHue 3aperucTpupoBaHHOM pecypcHOM cuctemsl (cM. pasgen 7.9.5);

perucTpaums HoBOW TOUYKM NOAKIOYEHUS K pecypCHOM cucteme (cm. pasgen 7.9.1);

3anyCcK YacTMYHOM CMHXPOHM3ALMM TOUYKM NOLAKNOYEHUS (CM. pa3gen 7.9.3.4);

U3MEHEeHMEe NapaMeTPOB, YKa3aHHbIe NpU perncTpauuu TO4YKM NoaKAYeHus (cMm. pasaen 7.9.4);

yAaneHne TOYKM NOAKNOYEHUs (CM. paszen 7.9.6).
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7.9.3 CMHXpPOHM3ALMA PeCYpPCHbIX CUCTEM

7.9.3.1 Buabl CMHXPOHU3ALMUMU PECYPCHBIX CUCTEM

LeHTtp ceptudmkaumm Aladdin eCA noonepxuBaeT cnegyolme BUAbl CUHXPOHWU3ALNUK:

MonHas.

CUMHXpOHM3aLMs cnncka cybbekToB (Monb30oBaTeNiel, KOMMbOTEPOB M cepBuCOB (Tonbko gns ALD PRO wu
FreelPA), nx atpnbytbl n ceptudurkaTbl, CMMCOK U COCTaB rpynn 6€30MacHOCTH) BbIMOMHSETCS U3 BCEX TOYEK
NOAKITIOYEHUSI K PECYPCHOM CUCTEME.

YactuuHas.

MpyM YacTUYHOM CUMHXPOHM3ALMKM  BbLIMOHAETCS CUHXPOHM3ALMS BCEX [AAaHHbIX BblIOPaHHbIX TOYeK
NOAK/IOYEHUS K PECYPCHOM CUCTEME, MOMYUYEHHBIX NPU NONHOM CUHXPOHM3ALUMK, 33 UCKNIOYEHUEM CBELEHUN
06 ypaneHuu cybbekToB 1 rpynn 6€30nacHOCTH U3 pecypCHOM CUCTEMBI.

Cy6beKkTbl pPecypcCHOM CUCTEMbI, KOTOpble He MOryT ObiTb CUHXPOHU3UPOBaHbI, OyayT
OTCYTCTBOBaTb B CNUCKe CYyObEeKTOB AaHHON pecypCHOM cuctembl. OnGKka CUHXPOHMU3ALMU ANs
KaXAoro cy6beKkTa pecypcHOW cucTteMbl OyaeT 3admkcupoBaHa B XKypHane coOGbITUA C KOAOM
CAENV090.

CMHXpOHM3ALMS PECYPCHOM CUCTEMbI MPOU3BOAMTCS MOCTPaHUYHO®Z [lpuM 3TOM MakCMManbHO BO3MOXHOE

KO/IMYECTBO 0ObEKTOB, noJiy4aeMbIX Npu BbIMNOJIHEHUM OAHOrO 3aMpoca, 3a8aéTcs B NapameTpe ldap_partition_size

B KOHUrypaumoHHom daine /opt/aecaCa/scripts/config. sh.

7.9.3.2 PeXXuMbl CUHXPOHU3ALMK PECYPCHBIX CUCTEM

ABTOMaTMYECKUIA PEXUM CUHXPOHU3ALMUM.

B LaHHOM pexuMe CUHXPOHU3aLUMs BCEX 3apernCcTpUMPOBaHHbIX TOYEK MOAKAHYEHUS K PECYPCHBIM CUCTEMAM
BbIMOJIHAIETCA MO pacnucaHuio B cootBeTcTBUM € CRON-BbipakeHMeM, yKa3aHHbIM B KOHOUIYpaLMOHHOM
danne /opt/aecaCa/scripts/config. sh:

- N9 33[laHus pacnucaHus NoaHOM CUHXPOHU3aumm ykaxuTe 3HayeHne CRON-BbipaxxeHus ons napameTpa
ldap synch resource (3HayeHue mo ymonyanwto ‘0 0 O * * * — 3amyck MONMHOW CMHXPOHM3ALMK
KaXXAyH NOSIHOYb);

- 0N 33[4aHMS PacnMCaHMs YAaCTUYHOM CUHXPOHM3aUMKM yKaxuTe 3HavyeHne CRON-BbipaxeHus pang
napametpa ldap synch connection point (3HayeHue no ymonuanuio ‘0 */30 * * * *- 3anyck
YaCTMYHOM CUHXPOHM3ALMM KAXKAbIE MONYACA).

ABTOMaTM3UPOBAHHbIA PEXUM CUHXPOHU3ALMM.

B [maHHOM pexume 3amyck CMHXPOHM3AUMM BbLINOMHIETCS MO KOMaHAe MoNib30BaTeNnss C  poJiblo

«ALMUHUCTpaTOpX:

- 3anyCcK NOJIHOM CMHXPOHM3ALUMM BbIGPAHHbLIX peCypCHbIX CUCTEM (CM. pa3gen 7.9.3.3).

- 3anycK YaCTMYHOM CUHXPOHM3ALMM BbIOPAHHbBIX TOYEK NMOAKNHOUYEHUS K PECYPCHbIM CUCTEMaM (CM. pa3gen
7.9.3.4)

7.9.3.3 lNMonHaa CMHXPOHMU3ALMSA PECYPCHOM CUCTEMbI B aBTOMAaTU3UPOBAHHOM peXUMe

3anyck MONHOM CUMHXPOHM3AUMKM PECYPCHOM CUMCTEMbI MOXET OCYLLECTBAATLCS MYTEM HaXaTUsi HA KHOMKY

<O6HOBUTL> ANS pecypCHOM CUCTeMbI B pa3gene «PecypcHble cucTembl» (CM. PucyHok 157) unmn nytemM Haxatus Ha KHOMKY

<O6HOBUTL NOSHOCTBLH> B KAPTOYKE pecypCHOM cncteMbl (CM. PucyHok 156).

32 |lenTp cepTudmKaumm Aladdin eCA nonyyaet faHHbIe M3 PeCYpCHOM CUCTEMbI HaCTAMM, BbIMOJHSASA HECKOMbKO 3aNpOCOB C OrPaHUYEHMEM Ha

MaKCMManbHOE KONMYECTBO BblAaBaeMbiXx 0ObEKTOB BMECTO OAHOMO 3anNpoca Ha BbIFPy3Ky Cpa3y BCeX AAHHbIX.
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Llentp ceptucbmkaumm Aladdin eCA RootCA2  CA1  admin_ca_1 o

3aperucTpupoBats +
Wma gomeHa MocnegHee oBHOBNEHWE Cratyc CybObexTbl

Ell 18:16:33 02.04.2025 Ycnewxo

PucyHok 157 - 3anyck nonHOM CMHXPOHM3aLUMM pecypcHOM CUCTeMbI U3 pasaena «PecypcHble cucTembl»
7.9.3.4 YacTuHas CMHXPOHMU3ALMUSA TOUKM NOAKIIOUEHUS B aBTOMATU3UPOBAHHOM peXume

3anyck YacTUYHOM CMHXPOHWU3ALLMM TOUKM MOAKIHOYEHUS OCYLLECTBAATLCS NMYTEM HAXKaTUS Ha KHONKY <OBHOBUTL>
N9 BbIOPAHHOM TOUYKM NOAKNHOYEHUS B KapTOUYKe peCcypcHOM cuctembl (cM. PucyHok 158).

LieHTp ceptudmkaumm Aladdin eCA RootCA2 CA1  admin_ca_1 o

OomeH al

WpeHTudmkartop dc45407d-fic3-4c73-9c0a-75122183eafd
lNocnenHee obHoBNEHne 12.02.2025 11:10:05

Craryc YenewHo

CybbekTbl 13

Appec xoc... - Mocnegxee Cratyc
obHoBneHne

192.168.86.12¢ DC=al,DC=rd,C MS_AD admindc_... 02.04.202... YenewHo

PucyHok 158 - 3anyck 4acTMUYHOM CUHXPOHM3ALMU TOYKU MOAKIHOUYEHUS
7.9.4 PepakTupoBaHue NapaMeTpoB TOUKU NOAKIHOYUEHUS
e [lng penakTMpoBaHUS NapaMeTpoB TOUKMU NOAK/IOYEHNUS HEOOX0AMMO B KQpTOUYKe pecypCHOM CUCTEMbI HAXaTb

“J
Ha KHonKy <PepakTnpoBaTtb> 0KO0J10 TOUKM nopkntoyeHus (cM. PucyHok 159).
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LleHTp ceprudmkaumm Aladdin eCA Root-CA2  CA-1  admin_ca 1 o

OowmeH al

MpeHTudukarop dc45407d-ffc3-4c73-9c0a-75122183eafd

MocneaHee obHoBneHne 12.02.2025 11:10:05

Cratyc YenewHo

CyObeKThl 13

Apnpec xoc... Touka nog... Mocnenxee Cratyc
obHoBnEeHne

192.168.86.12¢ DC=al,DC=rd,C S admindc__ . 0. 2. YenewHo

PucyHok 159 - OkHo pasgena «PecypcHas cuctemar. KHonka pegaktnposaHus PC
e [locne 3TOro OTKpbIBAeTCS OKHO [ANS penaKTMPOBaHWs MOJiei, 3amosIHEHHbIX MNpU  CO34AHMM  TOUKM
nopxtoyeHus. Tun NoaKIYaeMOro pecypca U3MeHWUTb HEBO3MOXHO (CM. PucyHok 160).

McnonezoBate TLS Ans nogknrouyeHna

PucyHok 160 — OkHO penakTMpoBaHUs noakntoveHns k PC
e [ln9 coxpaHeHMs U MPUMEHEHUS NApaMeTPOB HEOBX0AMMO HaxXaTb KHOMKY <COXpaHUTL>.

7.9.5 YnaneHue 3apernctpupoBaHHO pecypcHOI CUCTEMOMA

e YpaneHue pecypCHOM CUCTEMbI MOXET OCYLLECTBAATLCS NMYTEM HAXATUS HA KHOMNKY <YAanuTb> Ans pecypcHomn
cucTembl B pasgene «PecypcHble cuctembl» (CM. PucyHok 161) unun nytem HaxaTtusa Ha KHONKY <Ypanutb> B
KapTouke pecypcHon cuctemsbl (cM. PucyHok 1560wmnbka! UCTOUHUK CCbINKK He HalaeH.).
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LleHTp cepTucukaumm Aladdin eCA RootCA2 ~ CA1  admin_ca_i (@

3apemcrpupoBare +

Wma nomeHa MocnegHee oGHoBNEHKE Crartyc CybbekTbl

al 09:30:00 03.04.2025 Ycnewno

PucyHok 161 - YpaneHue pecypcHoi cucTembl U3 paszena «PecypcHble cucTeMbl»
e T[locne 3Toro oTo6pasmnTCa OKHO MOATBEPXKAEHUS BbIOPAaHHOroO AencTBuS (CM. PucyHok 162).

Ypanutb gomeH sambadc?

OﬂepaTOpbl, KOTOpPbIM NpeaocTaB/ieHbl MpaBa Ha rpynribl, NoJy4eHHbIe N3
sambadc, noTeparnT CBOW MONHOMOYNA.

YAansaTca opraHn3aumoHHble e4nHNLbE! U rpynbl 6€30MacHOCTI, NoNYyYEeHHbIe
13 AgoMeHa sambadc.

Cy6beKTbl, MONyYEHHbIE 13 AOMeHa, byayT nepeBeseHbl B 10KaNbHYH
pecypcHyto cucTemy.

Yaanutb

PucyHok 162 — OKHO noAaTBEPXAEHUS yOANEHUS PECYPCHOM CUCTEMDI
e [Inq yoaneHus HOXKMUTE Ha KHOMKY <YAanuTtb>.
e B pesynbraTe ynaneHnns pecypcHoi CUCTEMBI:

- BCe CyGbekTbl, MOAYYEHHbIE M3 3TOM PECYpPCHOM CUCTEMDbI, BYAYT NepeBeAeHbl B JIOKANbHYIO PECYPCHYHO
cucrteMy;

- 6y,IJ,YT yaoaneHbl rpynnbl 6630I'IaCHOCTl/I, NoJly4€HHbIE U3 3TOM pecprHoﬁ CUCTEMDI;

- onepartopbl, KOTOPbLIM BblIM NPEAOCTABAEHbI NPaBa Ha rpynbl, NONYYEHHbIE U3 3TOM PECYPCHOM CUCTEMDI,
NOTEPAOT CBOM MOSTHOMOUMS.

7.9.6 YpaneHue TOUKM NOAK/IOUYEHUS K peCYpCHOM cucteMe

e YpaneHue TOYKM MOAK/OYEHMS OCYLLECTBASETCA MNYTEM HAXATUS HA KHOMKY <YAanutb> AN TOYKM
NOAKNHOYEHMS B KAPTOUKe pecypCHOM cuctembl (CM. PucyHok 163).
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LienTp ceptucpukauymm Aladdin eCA RootCA2  CA-1  adminca 1 (@

OomeH al

WpeHTndurarop dc45407d-fic3-4c73-9c0a-75122183eaid
MocnegHee oOHOBNEHHe 12.02.2025 11:10:05
Craryc Yeneuso

CyOhLekTh 13

Appec xoc... Touka noa... Tun MNMocnegxee Craryc
obHoBneHne

192.168.86.12¢ DC=alDC=rdC MS_AD 03.04.202... Yenewro

PucyHok 163 - YpaneHue pecypcHOW CUCTEMbI U3 KapTOUYKU PeCYpPCHOM CUCTEMDI

e [locne 3T0ro 0T06pa3nUTCA OKHO MNOATBEPXKAEHUS BbIOPAHHOIO AeicTBus (cM. PucyHok 164).

Ypanutb Touky nogkntoueHuns FREE_IPA gomeHa freeipa?

Oneparopsbl, KOTOPbIM MpeAoCTaB/eHbl NpaBa Ha rpynmnbl, NoJlyYeHHble 13
TOouKkM nogxntoueHnsa FREE_IPA, noTepatoT cBOV NOIHOMOUNSA.

YAanaTca opraHn3aunoHHble eAnHULBl U Fpynnbl 6@30MNacHOCTA, NoyYeHHble
13 ToYKW nogkntoyeHua FREE_IPA.

Cy6BbeKTbl, MONyYEHHbIE 13 AOMeHa, ByAyT nepeBejeHbl B I0KaNbHYH
PEeCypCHYO cucTeMmy.

Yaanutb

PucyHok 164 — OkHO noaTBEPXAEHMS YAANEHUS TOYKM NOAK/IYEHUS
o [Ing yoaneHus HaXKMMUTE Ha KHOMKY <Yaanutb>.
e B pesynbtaTte yganeHus TOYKM NOAKNHOYEHMS:

- BCe CcybbeKTbl, NOSYYEHHbIE M3 3TOM TOUKM MOAKNIOYEHUS, BYLYT NepeBefeHbl B JIOKANbHYIO PeCYpCHYH
cUcTeMmy;

- 6yayT yaaneHsl v rpynnbl 6€30nacHOCTH, MONYYEHHbIE U3 3TOM TOUYKM NOAKNOUYEHMS;

— onepatopbl, KOTOPbIM 6binn npenocTtaBNE€Hbl NpaBa Ha rpynnbl, NONYYEHHbIE U3 3TOM TOYKM NMOAKAOYEHMS,
noTePAKT CBOM NONTHOMOYUA.
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7.10 Pa3gen «LeHTpbl Banungauum»

I'Iepexo.u. B pasgen «Ll,eHprI Bannaaunn» BbINMOHAETCA Yepes H6okoBOE MeHH0, pacnonoXXeHHoe C/1eéBa Ha rMaBHOM

3KpaHe (cM. PucyHok 165). [laHHbI pasaen AOCTyNeH TONbKO AJ1S NOMb30BaTENS C POb0 KAAMUHUCTPATOPY.

LlenTp ceptudpmkaumm Aladdin eCA RootCA2 ~ CA1  adminca1 @@

{© AstoobHoenenne CRL

3apemcTpupoBate +

192.168.86.131

PucyHok 165 — 3kpaH pasgena «LleHTp Banupaumm»

Pazgen «LleHTpbl BanuaaumMm» npeaHasHauyeH A9 BbiMONHEHWUS CNeayoLMX CLEHAPUEB:

ABTOMaTVI3MpOBaHHaﬂ ny6m4|<au,m| CMMUCKOB OTO3BaHHbIX CepTVId)VIKaTOB CRL no koMaHae YNOJITHOMOYEHHOTO
nosb3oBartens.

Pernctpaunsa LeHTpoB BanuaaLmu.
Hactpoiika napamMeTpoB LLeHTPOB Banugaunm.
YpaneHue UueHTpOB BanuzaLmm.

HacTpoiika nepuona aBToMaTMueckoro obHosneHuns Tovek nybnmkaummn CRL 1 cpoka pencTBus nepekpbiTUs
Delta CRL ong akTMBHOrO LieHTpa cepTudumKaumm.

JKCNOPT aKTyaNnbHOro CAMCKA 0TO3BaHHbIX cepTudmkaToB CRL.

JKCMopT cepTUdMKaTa TEKYLLETO U3AAIOLEr0 LEHTPa cepTUdMKaLmu.

Co3paHue nonb3oBaTenbckmx Todek pacnpoctpaHerms CRL, Delta CRL u AlA.

My6nmkauma CRL, Delta CRL n AIA B LDAP-kaTanor Touyek pacnpoCcTpaHeHMs peCcypCHbIX CUCTEM.
MpocmoTp cnyx6 OCSP, 3aperncTpMpoBaHHbIX LLEHTPOB Ba/IMAALMM.

Co3paHue nonb3oBaTenbckom cnyxosl OCSP.

7.10.1 Hacrpoiika nepMoaM4YHOCTM aBTOMaTMYeckoro o6HoeneHusa CRL

Y106bl HaCTPOUTb NEPUOANYHOCTL aBTOMaTUYeckoro obHoenexnms CRL u dpopmumposanHusa Delta CRL, Ha BepxHeWi

naHenu pasgena «LleHTp Banupaumm» packporite cnucok <AstoobHosneHue CRL> (cm. PucyHok 166).

B packpbiBweMcs nHGOpMaLMOHHOM BNoKe NpeacTaBAeHa CleayoLwas MHhopMaums:

Tekywuii nepuofs o6HoBneHus nybnukaumun CRL u cpok pevicteusa nepekpbitnus CRL (CRL overlap).
[ata v Bpems nocnenHen nybnmkaumm CRL.

[ata n Bpemsa cnepytowen nybnaumkaumm CRL.

Tekywmi nepnoa o6HoBneHus nybnunkaumm Delta CRL;

CraTyc HacTpoiku aBTOMaTMYeCcKOM reHepaumm u nybnukaumn Delta CRL npu u3MeHeHMM CTaTycoB
cepTudmMKaToB.
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{¥ AsroobHosnenne CRL

7d/12h
03.04.2025 13:49
10.04.2025 13:49

Hactpouts

PucyHok 166 — lMpocmoTp HacTpoek aBToMaTuyeckoro obHosneHms CRL

BHUMAHUE! Tpn wn3MeHeHUM NepUOAUYHOCTM aBToMaTuveckoro obHoBrneHuss CRL wu
¢opmupoBaHus Delta CRL Toukm nybnukaumMm akTMBHOIO LUeEeHTpa cepTudumkauum
nepeHacTpavBaeTcs Bpems nybnukaumm Bcex cnuckoB CRL Tekywero ueHTpa ceptudumkaumm.
Bpems ny6nukaunmm CRL cMHXpOHM3NPOBaHO NpU HacTpolke nepuoga nyénukauum, NpyM co3gaHum
HOBOroO cepBuca ny6nukauum, npu nyénukauum no komaHae (Bkntodasa REST API) u oguHakoBo ans
BCeX To4YeK Ny6rnuvKaumm TeKyLero LeHTpa ceptudukaumm.

¢ B packpbiBwemcs nHdbopMaLuMoHHOM Bioke HaxMuTe KHOMKY <HacTpouTb> (cM. PucyHok 166).

e B oTKpbIBWIEMCS OKHE BbIMOAHUTE HACTPOMKY CieAyloWnX napaMeTpoB aBToMaTnyeckoro obHosneHns CRL
(cM. PucyHok 167):

- Mepuop obHoBneHus (nybnukauum) CRL (crlperiod) (bopmat BBoaa: 1m, 1h, 1d, 1mo, 1y — MuHyTa, yac,
[leHb, Mecsa, roa).

- Cpok pencreusa nepekpbitusa CRL (crlOverlapTime) — BpeMeHHOM 0TpPe30K A0 UCTEYEHUS CPOKA AEUCTBUSA
Tekywero CRL, 3a koTopblii 6yaeT nybnukosaTbcst HoBbid CRL (dopmat BBoga: 1m, 1h, 1d, 1mo, 1y —
MWHYTAa, Yac, AeHb, MecaL, roa).

- [lns BknoueHus pexxuma reHepaumm u paccoinku Delta CRL yctanosute dnaxok «Paccoinate Delta CRL».

- Mepuop obHoBnenuns Delta CRL (deltacrlperiod) - Bpems mexay nybnukaumsmm Delta CRL. MNpwu BBOAE
3HaYeHMs, NPEBLILLALLErO 3aAaHHbIM nepuon o6HoBneHus CRL, 6yneT BbiBeAeHO NpeaynpexaeHue u oo
BBOJA KOPPEKTHOIO 3HAYeHUsI COXPAHUTb HACTPOMKKM ByAeT HEBO3MOXHO.

[na BKNOYEHUS pexmMma aBTOMaTuyeckon reHepauuun u nybnukaumm CRL (Delta CRL) npu M3meHeHun
CTaTycoB (0T3blBE/NPUOCTAHOBKE/BO30OHOBNEHUN AEUCTBUS) CEPTUDMKATOB YCTaHOBUTE  (NIAXKOK
«[eHepupoBaTb 1 NybnnkoBaTb HOBbIM CRL npu M3MeHeHun cTaTycoB cepTudunkaToB» unum «leHepupoBaTtb
u nybnmkosatb HOBbIM Delta CRL npu M3mMeHeHun cTaTycoB cepTUPMKATOB» (MPW BKIKOYEHHOM paccCblake
Delta CRL).

BHumaHue! Mepuopn nybnukaumm CRL pomkeH ObiTb Gonblie nepuoaa nyo6nukauum

Delta CRL. Mepuon ny6nukauumu DeltaCRL moxeT ObiTb He 3aaaH, Torgaa Delta CRL He
ny6nukyeTrcs.
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- Mepuon oBHOBNEHWUA

7d

- CpoK JAeiCTBHA NepexpLITiA

12h

Pacceinarte Delta CRL

- MNepwog oDHOBNEHMA
1m

l'eHepupoBaTs U NyonukoBaTs HOBLIA Delta CRL npu M3MeHeHWH CTaTyCcoB
cepTudmKaros

CoxpaHuTe n onyDiMKoBaThL

PucyHok 167 - Hactporika aBToMaTnyeckoro obHosneHns CRL
e 3HaueHusa nepuoaoB o6HosneHus nybnmnkaumin CRL u Delta CRL cnepyeT BbIGMpaTh MCX0AS U3 MHTEHCMBHOCTU
0OHOBEHMS CNUCKA CEPTUPUKATOB B KOHKPETHbIX YC/IOBUSX IKCMTyaTaLuu.

e  3HauyeHMWe CpoKa [LeWCTBUS NepeKpbITUS CTOUT BbIOMPATb MCXOAS U3 CIEAYIOLLMX PEKOMEHAALMM:

- Cpok pencrteua nepekpoitna (crlOverlapTime) pomkeHn coctanate 1/10 oT 3HayeHus nepuopda
obHoBneHus nybnukaumii CRL (crlperiod), Ho He 6onee 12 yacos. [py 3TOM AOMKHbI BbINONHATLCS ABE
pekoMeHAALMU, NPUBELEHHbIE HUXKE.

- Cpok pevicteusa nepekpbitug (crlOverlapTime) He pomkeH 6biTb 6onblue nepuosa obHoeneHus Delta CRL
(deltacrlperiod), ecnv BbINONMHSIETCS CnefyolLee YCI0BUE, MPUBELEHHOE HUXKE.

- Cpok penicteus nepekpbitus  (crlOverlapTime) He pomkeH ObiTb MeHblwe 1/5 oT wHTepBana
PaCCUHXPOHM3ALMM BPEMEHU B CETU (0ObIYHAS PAaCCUHXPOHM3aUMs cocTaenseT He 6onee 10 MuUH).

e aiinbl CRL copepxaT c/ieayloliMe [OaHHble, YKa3blBalOWME Ha BpeMs AENCTBUS CMMCKA OTO3BAHHbIX
cepTMPUKaTOB:

- <last Update> - pata 1 Bpemsi BctynneHus B cuny CRL (MOMeHT Havyana oencTeums).

- <Next Update> - parta un Bpems cnenytowero obHosnenms CRL (MoMeHT nctedyeHus cpoka agencrams CRL,
korpa CRL cTaHOBUTCS HEAENCTBUTENbHBIM ANS MPOBEPKM).

e [lpu nnaHupoBanun cpoka pencteus CRL HeobxoauMo yuuTbiBaTb BpeMs cneaytolleir nybankauum
<Next Publish> (MoMeHT Bbinycka LeHTpoM cepTudukaummn Hosoro CRL).

e Mexay HaCTPOEHHbIMU 3HAYEeHWSIMU WM 3HAYEHUSIMM, KOTopble ykasbiBatoTcsa B danne CRL (Delta CRL) u
BbIBOASTCA B MHTEpDENCE NONb30BaTENS, AO/MKHA ObITh CiefyroLLas CBsi3b:

- pna CRL:
o <Last Update> = <Bpems co3paHuna CRL>

o <Next Publish> = <Last Update> + <crlperiod>
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o <Next Update> = <Next Publish> + <crlOverlapTime>
- pna Delta CRL:

o <Llast Update> = <gpems co3panus Delta CRL>

o <Next Publish> = <Last Update> + <deltacrlperiod>

o <Next Update> = <Next Publish>

Mpwu kaxpon HoBoM reHepauun CRL yBennmunsaercs sHayeHne Homepa Bepcum (CRLNumber).

Mpu «kaxpon Hooh reHepaumm Delta CRL yBenuumBaetcs 3HadeHme CRLNumber wuHAaukaTopa
(DeltaCRLIndicator) n cootsetcTayeT ToMy CRL, Ansg KOTOPOro ykasaHa pasHuua.

Cnyx6a CRL DP HauuHaet pacnpoctpaHats CRL u Delta CRL ¢ 60nblwinM HOMEPOM (BEPCUM UM UHAMKATOPA)
Cpa3y nocse ero NoCTynieHus U NpoBePKM NOANUCK U3aaTens.

Ecnu paccoinka Delta CRL BbikntoyeHa, HO Ha BK1aake «TOUKM pacnpoCTpaHeHMs» 3aperncTpMpoBaHbl TOUKM
pacrnpocTpaHeHus AaHHOro TUMa, TO OHKU He ByayT nonagatb B co3gaBaemble ceptudukaTel. B aToM cnyuae
TOYKM PpaCrpoCTpaHeHns OyayT OTMeuyeHbl BOCKAMLATEbHbIM 3HAaKOM B TPEYroJibHUKe, C O0TOBpaxeHueMm
BCN/IbIBatOWeEro coobueHuns «Touku pacnpoctpaHenms Delta CRL He 6ymyT nonagaTe B CO34aBaeMble
cepTuduKaThl, Tak Kak pacceinka Delta CRL BbiknoveHa (cMm.

Delta CRL

LleHTp BanuaauMm

& Astomarnueckan 192.168.86.131

PucyHok 168 - MHamkaums Toukn pacnpoctpaHeHus Delta CRL npwm BoikntoueHHOM paccoinke Delta CRL

7.10.2 ABToMaTU3MpPOBaHHasA Ny6aMKaLmMsa CNMCKa oTo3BaHHbIX cepTudukatoB CRL

CnuCoK OTO3BaHHbIX CepTU(HUKATOB MOXET ObiTb OOHOBAEH BHEMJAHOBO MO KOMaHAE YNOJAHOMOYEHHOro
Mofib30BaTeNst C ponbio «ALMUHMUCTpaTop». [ns 3TOro Ha BepxHeM maHenu BKNaaku «LleHTpbl Banupaumu» paspena
«LleHTpbl Banupaumm» Haxmute KHorky <O6HoBuMTb CRL> (cM. PucyHok 169). lNpu 3ToM Talimep aBTOMaTM4eCKOM

nybnaukaumm CRL copacbiBaeTcs, U HAUMHAETCS HOBbIMA OTCYET BPEMEHM NYBMKALUM.
Bce creHepupoBaHHble CMCKM OTO3BaHHbIX cepTuduKaToB B Gopmate .crl 6yayT coxpaHeHbl B 6ase AaHHbIX

(koHMUrypaums 6a3bl JaHHbIX YKa3aHa B Gaine /opt/aecaCa/scripts/config. sh).

T AstoobHosneHwe CRL

PucyHok 169 - O6HoeneHne CRL no koMaHae aaMMHUCTpaTopa

7.10.3 JKcnopT aKTyasbHOro CNUCKa oTo3BaHHbIX cepTudukaros CRL

[lns BbIrpy3KM Cnmcka oTo3BaHHbIX cepTudukaToB CRL BbINONHUTE Ciepytolwme AeHCTBUS:

Ha BepxHeit naHenu Bknagku «LleHTpbl Banupauuu» pasgena «LleHTpbl Banupaumms HaxkMuTe KHOMKY

<Ckauatb CRL> .

B oTKpbIBLIEMCS OKHE B 3aBUCMMOCTH OT TekyLero coctosHua LenTtpa ceptudukauumn Aladdin eCA BoinonHute

O4HO 13 Cnesywmx enCTBUN:

- Ecnu B LeHTpe ceptudukaumm Aladdin eCA He 3apernctpupoBaH HM 0aMH LeHTp Bannaaummn u CRL paHee
He nybnukoBancs, To onybaukynte u Bbirpysute HoBbli CRL (cM. Pucynok 170). Ons 3Toro B
COOTBETCTBYIOLEM Mofie yKaxuTe cpok aencteus CRL 1 HaxmuTe kHOMKy <CreHepupoBaTh M CKayaTb>.
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HeT HacTpoeHHbIX TOYeK pacnpocTpaHeHeHns CRL

Ans reHepauum Hosoro daiina CRL 3agaiite cpok AecTBus

Cpok pedicreus CRL

m

CreHepupoBaTtb U cKavaTb

Pucynok 170 - Mybnukaums v Bbirpyska Hosoro CRL

- Ecnm B UeHTpe ceptudumkaummn Aladdin eCA He 3aperncTpnpoBaH HM O4MH LEHTp Banupaumm, a CRL paHee
nybaMKoBancs, To BbINOAHWUTE OLHO U3 CiefyolWmnX AencTBui (cM. PucyHok 171):

o Bbirpysute nocnegHuit onybnukoBaHHbid CRL. [lns 3TOro ycTaHoBWTE nepekaoyatens B
nonoxexue «CkayaTb NOCNEAHUI» U HAKMUTE KHOMKY «CKavaTb».

o Onybnukyite un Bbirpyaute HoBbivi CRL. a9 3TOro ycTaHOBMTE MepekntoyaTtenb B MOSOXKEHME
«CreHepupoBaTb HOBbIM», B COOTBETCTBYIOLLEM MONE YKaxuTe cpok aeicteus CRL u Haxmute
KHOMNKy <CreHepMpoBaTb M CKa4aTb>.

Mndopmauums B nocaeaHem CRL MoxeT 6biTb HEQKTYAALHOM

Craqars

PucyHok 171 - Bbirpy3ka nocnegHero onybnnkosaHHoro CRL
- Ecnm B LleHTpe cepTudukaumm Aladdin eCA 3apernctpupoBaH XoTs 6bl 04MH LEHTP BaAngaumu, ckavamTe
nocnenHuit onybnukoBaHHbl CRL, HaxaB kHonky <CkayaTb nocnegHuii> (cM. PucyHok 172).

Ckauars nocaeaqmin CRLNe 18 or 15.11.20227

CKauaTh NOCASAHMIA

PucyHok 172 - Bbirpyska nocnegHero onybnmkoaHHoro CRL

I Bpems B akcnopTupoBaHHoM CRL yka3aHo B hopmaTte GMT+0.
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7.10.4 YnpaBneHue LeHTpaMu BaiMAaaLmMH

BO3MOXHO CO38aHME HeCKONbKMX 3anuMcer AN  pasHbiX LEHTPOB BanuaauMu, BKAKYAOWMX TOUKM
pacnpocTpaHeHus CNUCKOB 0TO3BaHHbIX cepTudukaToB (CRL DP) u uHdopmauum o ueHtpe ceptudukaumm (AlA).

7.10.4.1 Perucrpaums LeHTpa Baaiuaaumm

Mpouecc perncTpaumm LeHTpa BanuaLmMm 3akioyuaetcs B aktueaumm cnyx6 AlA, CRL DP n OCSP.

Mepen perncrpaumeit LeHTpa BanuaaLMmM BbINOAHKUTE Cledylolme AencTeus:

PassepHuTe nporpammHbIii komnnekc «LleHTp Banupauum Aladdin Enterprise Certificate Authority» cornacHo
nokyMeHTy «lleHTp ceptudukaTtoB poctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBopacTBo agMuHucTpaTopa. Yactb 3. LleHTp Banupauum Aladdin Enterprise Certification Authority».
Bbirpysute ceptudukaT y4yéTHOW 3anmMcM MNONb30BaTeNs C ponbild KAAMUHUCTPATOP» UEHTpa Banuaauuu
(koHTenHep PKCS#12, no ymonuyanuio umsa daina - superadmin.pl2). Maponb K KOHTEMHEPY HaXOAMTCA B
danne «generated_passwords.txt».

lepeHecuTe NOArOTOBNAEHHbIE [AaHHble HAa KOMMbKOTEP, C KOTOPOrO BbIMOJHAETCS MNOAK/IOYEHWe K
Beb-mHTepdency LleHTpa ceptndukaumm Aladdin eCA.

Hactporite aBTomatuyeckoe obHosnenne CRL (cm. pasgpen 7.10.1).

Onybnukyite CRL B aBTOMaTUM3MpoBaHHOM pexume (cM. pasgen 7.10.2).

[na peructpaumu LeHTpa BanuMaaLMm BbiNONHUTE CAeaytolue 0eACTBMUA:

Mepeionte Ha BkNagky «LeHTpbl Banupaumu» pasgena «LleHTpbl BanuaauuMm» M HAXKMUTE KHOMKY

B oTkpbiBweMca okHe (cM. PucyHok 173) ykaxute napamMeTpbl LEHTPa BaNnMaaLmuu:

- B none «WMma xocrta» ykaxwute IP-agpec unmM nonHoe AOMEHHOE MM$S KOMMbOTEPA C YCTAHOBMEHHbIM

LUentpom Bannpauum Aladdin eCA.

- Haxmute kHonky <BblbpaTb @ann> u ykaxute nytb K KoHTenHepy PKCS#12 (superadmin.pl2) c

CepTMhMKATOM YYETHOM 3anncu ¢ ponblo «AgMuHucTpaTop» LlenTpa Banuaaunm Aladdin eCA.

- B none «lMaponb koHTelHepa» BBeaMTe Naposnb K koHTerHepy PKCS#12 (naponb 6yneT pa3melleH B 6aze

[aHHbIX B 3awmndpoBaHHOM no anroputMy AES256 Bupe).

3apemcTprpoBaTs
HaxkxmuTe KHOMKy .
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YkaxuTe napamMeTps! LIHTpa Banuaalum

Wmn xocTa

192.168.86.131

3arpyzaute daiin koHTelHepa PKCS#12

superadmin.p12

3apecTpupoBaTs

PucyHok 173 — Pernctpaums LeHTpa BanmMaaumm

Ha nocnenHem wware B oTKpbIBWEMCS OKHe oTobpaxaeTcs nHdopMaums 06 ycnewHow perncrpaumm LeHTpa
Bauaaumn (cM. PucyHok 174).

LieHTp BanuaaLyvu yCrellHo 3aperMcTpUpoBaH

[na akimeayum crnyx0s OCSP Ha ueHTpe Banuaauuu NoanviiMTe 3anpoc

Moanucars 3anpoc OCSP

PucyHok 174 - 3aBeplueHune perncTpaumu LeHTpa Baanaauum

B TekyLueM OkHe Bbl MOXETe MepeinTn K npoueccy noanucanmsa 3anpoca OCSP, HaxaB kHonky <Moanucatb
3anpoc OCSP>, unu BbINOMHUTL JaHHOE AEWCTBMS MO3XE M3 KApTOUKM LLeHTpa Banupauuu (CM. pasgen
7.10.4.2).

Echu 3anpoc OCSP He nopnucaH Ha 3Tane perncTpauMu UeHTpa Banupauuu, TO LEHTPY Banufauuu
Ha3HauvaeTcsa craTtyc «Oxumpaet noanmcb 3anpoca OCSP» (cM. PucyHok 175).

LleHTp cepTudpukaumm Aladdin eCA

{© AstoobHoBneHne CRL

192.168.86.131

PucyHok 175 - LleHTp Banuaaumm B ctatyce «Oxuaaet noanmco 3anpoca OCSP»

Cxema B3ammopencteusa LeHtpa ceptudmkaumm Aladdin eCA u LeHtpa Banupaumm Aladdin eCA nocne

uHmumanmsauum cnyx6 CRL DP, AIA n OCSP npepncraBneHa Ha pucyHke HUxXe (cM. PucyHok 176).
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coanare OCSP
BEOO NApaMeTpoB
Kne4a

pmn LIC

NapaMeTPbl KR0Ya

CO3ATE 3anpoc CsF

MOANKCETE JANPOC

car-haAn aanpoca

cepTudukar OCSP

coxpadeHne ul OCSP
T
url OCSP |

]

: |

CTATYC ONEpaLMA ! |

! |

! i

1 i

I I

WMNopTMPoBATE CRpTMdKaT
FANYCTHT CysBy

——— 3 @ C— T

PucyHok 176 — Cxema B3anmopgenictaus N0 «LeHntp ceptudmkauumn» u MO «LleHTp Bannmaunmn»

7.10.4.2 Noanucaxue 3anpoca OCSP-cepBepa
I BHumaHwue! Mepep akTuBaumen cnyx6bl OCSP Heob6xoanmo HacTpouTb aBToo6HOBNeHne CRL.
[nga aktnBauuu cnyx6bl nognuwmte 3anpoc OCSP-cepsepa:

. Ecnu Bbl He Havanu npouecc noanncaHna 3anpoca OCSP Ha atane perncTtpauumn UeHTpa Bannaoaumu, OTKpOﬁTe

ero KapTouky (cM. pasgen 7.10.4.3) u B pasgene «OCSP» HaxmuTe KHONKY _

e B oTkpbiBweMca okHe (cM. PucyHok 177) ¢ nomouibio GnaxkoB BbibepuTe AOMONHUTENbHbIE paClUMpeHus

OCSP (no ymMonuaHuio peKOMeHA,0BaHO BblIOpaTh BCe PaCLUMPEHUST) U HAKMUTE KHOMKY <[MpoaomKuTb>:

- <Craryc HewnsBecTHbIXx ceptudumkatoB GOOD (pekoMeHmyeTcs)> — pacluMpeHue onpepensier, 4to Ans
noboro ceptndumkaTta, He ykasaHHoro B CRL, oteeT cepBepa «good», a eCnu He yAaNnoch YyCTaHOBMUTb CTATyC
cepTuduKaTa (cepsepy He n3BeCTeH usaartens) — oTBeT «unknown (off))».

- <Bkntouatb Lenouky ceptudmKaToB B OTBET (peKoMeHAayeTca)> U <Bkntouatb cepTudukaT NoanmcuK B OTBET
(pekoMeHayeTCs)> — paclWMpeHns OnpefensoT COOTBETCTBEHHO BK/OYATb MM He BKAKYATb LEMNouKy
ceptTudukatos u ceptudukat nognucu (ceptudmkat OCSP) B oTeeT cepaepa.
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Pacwumpenna OCSP

Craryc HeW3BeCTHbIX cepTudhukator GOOD (pekomeHayeTca)
Brmiouats yenouky cepTHhMKaTOR B OTBET (PEKOMEHAYETCA)

Bxniouats ceptudpmkaT noanuck B oTBET (pekoMeHayeTca)

Mponomkuts =

PucyHok 177 —Bbibop pacwmpenmnii OCSP. War 1

e B oTKpbiBlIEMCS OKHE (CM. PucyHok 178) ykaxkute napameTpbl Kpuntorpadum:

- AnropuTt™m Kntoya:

RSA_1024;

RSA_2048 (BbibpaH Mo ymMonyaHuio);
RSA_4096;

ECDSA _224;

ECDSA_256;

ECDSA_384;

ECDSA 521;

- Anroput™ X3LW-CyMMbl:

MD5_WITH_RSA;

SHA1 WITH_RSA;
SHA256_WITH_RSA (BbibpaH no yMonyaHui);
SHA3%84 WITH_RSA;
SHA512 WITH_RSA;
SHA3 256 WITH_RSA;
SHA3_384 WITH_RSA;
SHA3 512 WITH_RSA;
SHA1 WITH_ECDSA;
SHA256 WITH_ECDSA;
SHA384 WITH_ECDSA;
SHA512 WITH_ECDSA;
SHA3_ 256 WITH_ECDSA;
SHA3 384 WITH_ECDSA,;
SHA3 512 WITH_ECDSA.

BHumaHue! Heo6xogMmMo BbIGUpaTb anropuTM X3W-CyMMbl, copaepXalimi Ha3BaHue BbiOpaHHOro
anroputma Knw4va B cBoeM HasBaHuu. Hanpumep, npu BbiGope anroputma knwouva RSA_1024
Heo6xoAMMO BbIOUpPaTb anropuTM X3aw-cyMmbl us BapuaHtoB MD5_WITH_RSA, SHA1 WITH_RSA,
SHA256_WITH_RSA u T.n.

o [Inga 3aBepweHns npouecca noanuck 3anpoca OCSP HaxmuTe kHoNKy <loanmcatb U 3anyCcTuTb>,
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YikaxuTe napaMeTpsl kpuntorpadum

~ ANTOpHTM KMIo4a

| RSA_2048

~ ANTOPHTM X3ML-CYMME
SHA256 WITH_RSA

MNoanucats U 3anycTuTb

PucyHok 178 - Beibop napameTpos kpuntorpadu npu obpabotke 3anpoca OCSP. War 2

e B oTkpbiBwEMCS OkHe ¢ coobuweHreM 06 ycrnewHon akTuBauumn cnyxool OCSP HaxMuTe KHONKY <3aKpbITb>
(cM. PucyHok 179).

Cnyx6a OCSP ueHTpa Banuaauvy ycnewHo akTMBMpoBaHa

PucyHok 179 - Cnyx6a OCSP ycnewHo 3anylueHa

BHumaHue! B cnyyae ownbkn aktuBauum cnyx6bl OCSP 6yaeT BbiBeAeHO coobleHue «Owubka
noanucaHuA 3anpoca M 3anycka cepBuca. lpoBepbTe noaknyeHne n paborocnocobHocTb LIB.
CpaBHUTe aTpUOyTbl MMEHU CyObeKTa C 3aperMcTpMpoBaHHbiMU cepBucamu LIB. ATpubGyTbl He
OOJKHbI COBNaaaTh».

Bo3MOXHble NPUYUHbI OLLNGKM:
— LUeHTp Banupauum HeagoCTyneH.
— HekoppekTHbI BbIGOP KOMOUHALUKM anropuMTMa Kno4va u anropMTtMma XaLl-CyMMbI.

— Hanuuve B ueHTpe Banupauum akTuBupoBaHHoM cnyx6bl OCSP, y koTtopon B ceptucukarte
yKka3aH aHanornysbii SDN (oTnuuntenbHoe nmsa cy6beKTa) nsgartens.

B pe3ynbTate BbINOAHEHHbIX AEWCTBUI ByaeT BbinyweH ceptudukat OCSP-cepBepa cpokoM AeWCTBMA HA 2 roda.
MpocMOTp KapTOYKM M BbIrpy3ka cepTudmkaTa LOCTYMHbl Ha Bkiagke «CepTudukatbi». MMocne noanucaHus 3amnpoca
OCSP-cepBepa Ha BbiNyck cepTudUKaTa LLeHTp BaNuaaLmMu NepexoamT B COCTOsSHUE «3anyuieH» (cM. PucyHok 180).

) LleHTp ceptudpmkaumu Aladdin eCA

L] © AsroobHoBnenne CRL

192.168.86.131

PucyHok 180 - LleHTp Bannpaumm B COCTOSHUM «3anyLLeH»
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7.10.4.3 MNpocMOTp KapTOUKM LEHTPa BaMAaLMK

[lns npocMoTpa KapTouki 3apermcTpMpOBaHHOIO LEHTpa Banuaaumm (cM. PucyHok 181) nepeitanTe Ha BKNaAKy

«LlEHprI Banunoauuu» pasgena «LleHprI Bannoaunun» U LWENKHUTE B CMUCKE CTPOKY C Bbl6paHHbIM LEHTPOM Banaaumnu.

@

Lientp ceptucpukauum Aladdin eCA RootCA2 CA1  adminca 1 (@

192.168.86.131

URL hitp://192.168.86.131:8080/aecaCdp/api/v2/cri/get-crl/14
Homep nybnukarjum 15897

MocnepHaa nybnukauua 03.04.2025 17:40

Crnegyiowan nnaHupyeman nyonukauyma 10.04.2025 17:40

Cpok nedCTBMA 00 11.04.2025 05:40

hitp://192.168.86.131:8080/aecaCdp/api/v2/aia/get-aia/15

hittp://192.168.86.131.8080/aeca-valocsp

PucyHok 181 - KapTouka 3aperMcTpMpoBaHHOMo LLEeHTpa Baanaaumuu

MNMocne pernctpauum ueHTpa Banuaaumm cospatotcs cnyxbol CRL DP mn AIA, a B KapTouke LEeHTpa Baauaaumu

noABNAKTCA UX agpeca

B kapTouke LeHTpa BanuaaumMu 4OCTyNHbI CNeayoLiMe onepauum U MHbopMaLms:

e YpaneHwe ueHTpa Banupaumm (cMm. pasgen 7.10.4.4).
e [ina cnyx6bl CRL DP:

Bbirpy3ska cnmcka oTo3BaHHbIX cepTudumkatoB CRL. [ns 3T0ro Haxmmte kHonky <CkavaTb>.

My6nukauua nocnegHero creHepupoBaHHoro CRL B LleHTpe Bannaauuu Aladdin eCA. Ins 3Toro Haxmure
KHonky <OnybnunkoBaTb Tekywmit CRL>.

MpocmoTp URL Beirpy3kn CRL. URL 6yaeT BkitouaTthes B BbinyckaeMble ceptudukatsl (cM. 7.10.9). YTobel
ckonupoaTb URL B 6ydep obMeHa, wenkHute psaoM ¢ agpecom CRL DP 3Hauok .

[MpocMoTp nopsipkoBoro Homepa ny6amnkaumm CRL.

MpocmoTp patbl M BpemeHu nocnenHen nybnukaumm CRL.

MpocmoTp paTtbl M BpeMenu cneayowen nybamkaumm CRL.

MpocMoTp AaThl M BpeEMEHU OKOHYaHus cpoka aeiicteus CRL.

o [inga cnyxo6ebl AlA:

Bbirpyska ony6nvkoBaHHOro cepTtudukata Tekywero usgarwlero ueHTpa ceptudukaumn. [ng 3toro
HaXMuTe KHonKy <CkayaTtb>;

MpocmoTp URL Bbirpy3sku ceptudmkata nspatens. URL 6yaeT BKNOYATLCS B BbiMyCKAaEMble CEPTUPUKATDI
(cm. paspen 7.10.9). Ytobbl ckonupoBath URL B 6ydep obMeHa, uwienkHUTE psSaoM C afipecoMm

AlIA 3Hayok .
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Ins cnyx6bl OCSP - npocmoTtp URL OCSP-cepeepa. URL 6yaet BknouatbCs B BbiMycKaeMble CepTUOUKATDI
(cM. paspen 7.10.9). Yrtobbl ckonupoBath URL B 6ydep obmeHa, wenkHute psgoM ¢ agpecom OCSP

3HA4Y0K .

7.10.4.4 YpaneHue UeHTpa Banuaaumm

[ns ynaneHms 3aperucTpMpoBaHHOro LieHTpa BaAuaaLmm BbINONHUTE Cleaytolime 4edCTBuUS:

MNepenoute Ha BKNaaky «LleHTpbl Banuaaunmn» pasgena «LleHTpbl Banuaaunm».
HaBenwTe ykazaTtenem Mol Ha BbIOPAHHbIW LLEHTP BanuAaLMM B CIUCKE U HAXXMUTE KHOMKY ﬂ <Ypanutb>

WA OTKPOWMTE KapTOYKy LEeHTpa Banuzaumm (cMm. pasgen 7.10.4.3, PucyHok 181) u HaxxmuTte KHONKY - .

LlenTtp cepTudpukaummn Aladdin eCA RootCA2  CA-1  adminca1 (@

¥ AstoobHoBneHne CRL

3aperucTpupoBath +

192.168.86.131 (]

PucyHok 182 - YpganeHue ueHTpa Banupaumm

B oTkpbiBweMcs okHe (cM. PucyHok 183) noateepaute yaaneHune, Haxas KHOMKY <YAanuTb>.

YAanuTh LEHTP Banuaauuu?

Onepauus HeobpaTuma. Bce AaHHbIe 0 TEKyLLeM LieHTpe Banuaaummn byoyT
yaaneHsl.

Yaanexue LieHTpa Banualuy MOXKeT NPUBECTY K Nnpobriemam npu nposepke

CTaTyCcOB CepTU(IMKATOR, COAEPKALLMX CCLIKM HA TOUKM pacnpocTpaHeHus CRL,
Delta CRL, AlA, a Taioke cnyxby OCSP pauvHoro LleHtpa Banuaalum

PucyHok 183 -lNoaTtBepxaeHune yaaneHusa LeHTpa Banmaauum

7.10.5 YnpaBneHune ToukaMu pacnpocTpaHeHus

Bknapka «Touku pacnpocTpaHeHus» pasgena «LleHTpbl Banuaaumm» npeaHasHavyeHa ans:

- [lpocmotpa URL Touek pacnpoctpaHeHuss CRL, Delta CRL u AlA, 3aperucTpupoBaHHbiX LleHTpoB
Bannaaumm Aladdin eCA, o6pasylowmnx aBTOMaTMYECKME TOUKM pacnpocTpaHeHusl. [laHHble TOuKM
pacnpocTpaHeHus 0603HaYeHbl B CMIMCKax 3HAYKOM (none «Tun).

- Peructpauuun, penaktMpoBaHus U yaaneHus BHewHux Tovek pacnpoctpaHeHus CRL, Delta CRL u AlA
0b6pa3yllux NoNb3oBaTeNbCKME TOUKM pacnpocTpaHeHus. [JlaHHble TOUKM pacnpocTpaHeHus 0603HaYeH bl
B CMMCKaX 3HaYKOM E (none «Tuny»);

- Ynpasnenus pexxumom nybnmkaumm CRL, Delta CRL n AIA B LDAP-kaTanor pecypcHbiX CUCTEM (LOMEHHbIe
cny>Bbl KaTanoros) NoJb30BaTENbCKUX TOHEK PACNPOCTPAHEHMS.

- YnpaBneHus 3anucbio TOYEK PacrnpoCTpaHeHUs B BbiMyCcKaeMble CepTUPUKATDI.

- YnpaBneHus npuoputeTamMu Touek pacnpoctpaHeHus. [puopuTeT onpenensieT ouepénHocTb 3anucn URL
TOYeK pacnpocTpaHeHUs B cepTUdUKaTbl CybbekToB (CM. pasaen 7.10.9).

- 0O6bveanHeHUs ToYeK pacnpoCTpaHeHUs B KNacTepsbl (N0 TUMY) Ans MPOKCUPOBAHUS AOCTYNA K HUM C Lienbio
pacnpeLeneHuns Harpysku.
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e TOuYkM pacnpocTpaHeHus CrpynnuMpoBaHbl MO TUMY pacnpocTpaHsembix aaHHbix (CRL, Delta CRL nnn AlA) n
npeacTaBneHbl Ha BKNagke « TOUKM pacnpoCcTpaHeHUs» CnMckamu B TabnmyHoM Buae (cM. PucyHok 184):

- Twn - TMN TOYKM pacnpoCTpaHeHUs (aBTOMATUYECKas UM NONb30BaTENbCKAN).

- LleHTp Banupaummn — IP-agpec uan nonHoe AOMEHHOE MMS KOMMbloTepa C YCTAHOBAEHHbIM LleHTpoMm
Bannaaummn Aladdin eCA (Tonbko Ans aBTOMaTUYECKMX TOUEK pacnpoCTPaHeHus).

- URL - appec cepBepa TOUYKM pacnpoCTpaHeHUS.
- [lpuoputet — uncnoBoe 3HaveHue ot 0 go 1000.

TOYKM pacnpoCcTpaHeHUs pacnonaralTcs B CNMCKax B Nopsiake y6bIBaHUS Ha3HAaYEHHOrO UM NpuUopuTeTa.
Ecnu npuoputeTbl TOYEK pacnpocTpaHeHWUs COBMAAAoT, TO Bbille B CNMUCKe ByaeT pacnonaratbCs TOYKa, B
napameTpbl KOTOPOM U3MeHeHUs Bbln BHECEHbI NO3aHee (B TOM uMcie 1 AaTa Co3aaHums).

- Jlata u3MeHeHus — gata M BpeMsa NOCAeQHero pefakTMPOBAHWMS MapaMeTpoB TOYKM pacnpOCTPaHEHUs
(n3meHeHne URL 1 npuopuTeTa, a Takke cocTaBa Knactepa 4/ TOYKM pacnpoCTpaHeHus).

- [ybnukaumsa - ctatyc nocnefHen nybnukauumn B TOUKy pacnpocTpaHeHus («Ownbka» unu «YcnewHoy).
Ecnn ong nonb3oBaTenbCkoM TOYKM PAcNpoOCTpaHEHMs He BKoYeH pexunm nybnmkauum CRL, Delta CRL
unu AlA) B LDAP-kaTanore pecypcHoi cucteMbl (GOMeHHOM cyx6e KaTanoros), TO TOUYKE Ha3Hauvaercs
cTaTyc nybaukaumm «BbikntoueHas.

- [ata ny6aukaumu — gaty M BpeMst NoCNeAHeN NonbITKM Ny6AMKaLMM aHHbIX B TOYKY pacnpoCTPaHEHMS.

- HEPEKJ'IPO‘-IaTETIb, NO3BOANSIOLLMUM ynpaeaaTb 3anUCbl0  TOYKUM PpPaCNpOCTpaHEHUA B BbllyCKaeMble
CepTM(DMKaTbI. I'IpM BbIK/TIOYEHHOM nepeKat4yaTene 3anmcb TO4eK pacnpoCTpaHEHUA B CepTM(DMKaTbI He
BbINOJTHAETCA.

LiewTp Banuaa... URL Mpuopurter [ara usmeHeHnsa MNMybnukauus [ara nybnuka... 3anuchb B CEpTH...
hitps:/faecalva. .. 15 07.05.2025 16 Ouwmbra 2005202511 .

hitp://aeva 808 07.05.2025 16 Ouwmbra 2005202511 .

Delta CRL

LiewTp Banuaa... URL Mpuopurter [ara usmeHeHnsa MNMybnukauus [ara nybnuka... 3anuchb B CEpTH...

hitps:/faecalva. .. 100 07.05.2025 16 BhbiknioueHa .

hitp://aeva 808 07.05.2025 16 YenewHo 2005202511 .

LieHTp Banuaa... URL Mpuopuret [ara usmeHeHns My6nukaums Oara ny6nuka... 3anuck B CEpTH...
123123 07.05.2025 16... Boikmiouena [ ]

http://aeva:808.. 07.05.2025 16___ YenewHo 07.05.202516__. (]

PucyHok 184 - [MpocMOTp CNMCKOB TOYEK PacnpoCTpaHeHus
YnpaBneHue TOYKaMM pacnpoCTPaHEHUS BKIKOYAET Cieaytolme AedCTBUS:

o (CospaHue (perucrpaLms) HOBOM TOUKM pacipoCTPaHeHus.
e PepaktnpoBaHue TOUKM pacnpoCTpaHEeHUs.
e YpaneHwe CO34aHHOM TOUYKM pacnpOCTpaHEHUS.

. yl'lpaBJ'IEHME 3anMnUCb0 TOYEK PacnpoCTpaHEHUA B BbllMyCKaeMbIe CepTMd)VIKaTbI.
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o (O6beanHeHWe ToYeK pacnpoCTPaHEHUS B KnacTep.

7.10.5.1 Co3paHne Nonb30BaTe/IbCKOM TOUKM PacnpoCTpaHeHuUs

Monb3oBaTenbCKMeE TOUKM NpeaHa3HAYeHbl NS PpacnpoCTPaHEeHUS:
e (Cnucka oT3biBa ceptudukatos (CRL).

e PasHocTHOro cnucka ot3biea ceptudukatos (Delta CRL).

CepTudurKaToB M3aaOWMX LEeHTpoB cepTudukaumm (AlA).

B LUenTtpe ceptudukaumm Aladdin eCA pnns nonb3oBaTeNbCKMX TOYEK PacnpOCTPaHeHUs peann3oBaHa
BO3MOXHOCTb NybAuMKaummM pacnpocTpaHseMbix JaHHbix B LDAP-katanorM pecypcHbix cuCTEM (OOMEHHbIX Cnyx6
kaTtanoros): Samba DC, Anbt JomeH, ALD PRO, MS AD, FreelPA, PE[L ALIM. lpu BKAOUYEHWUM pexumMa nybaukauuu ans
TOYKM pacnpoCcTpaHeHus HeobXo0aAMMO yKa3aTb PeKBMU3UTLI NogkodeHns k LDAP-kaTanory:

e |P-appec unu nonHoe AOMEHHOE MMS KOHTpOJIepa AOMEHa.

e /IMd 1 naponb y4eTHOM 3anncu agMMHMUCTPATOPa AOMEHa.

Ona nomeHos Samba DC, Anbt [omen, PEQ AOIM u MS AD ums yyeTHOM 3anuck ykasbiBaeTcs B ¢popmare
RFC822Name, pna ALD PRO u FreelPA -8B dopmate Distinguished Names.

BHumaHue! YcnewHaa ny6nukauua B ALD PRO unu FreelPA Bo3MOXHa TONbKO NMpPU Hanu4uumm y
agMuHucTpaTtopa gomeHa ponen «Service Role» u «Enrollment Administrator». YcnewHasn
ny6nukauusa B Samba DC, PEQ AOM, AnbT JJomeH unu MS AD BO3MOXXHa TOJMIbKO NpU HanNn4uum y
agMuHUcCTpaTopa gomeHa ponen «Domain Users» u «Cert Publishers».

e URL - nyTb k 06bekTy B LDAP-kaTanore ons nybnaunkaumm pacnpocTpaHaeMbiX AaHHbIX.

Mpumep URL ang Touku pacnpoctpaHeHms CRL:

ldap:///CN=SUB CA INFORM,CN=SUB CA INFORM,CN=CDP,CN=PublicKey Services,CN=Services,
CN=Configuration, DC=<1 KOMIOHEHT IOMEHHOT'O MMEHWU>, .., DC=<moCJenHM}) KOMIIOHEHT IOMEHHOTO
vMeHu>?certificateRevocationlList?base?objectClass=cRLDistributionPoint

Mpumep URL anga Toukn pacnpoctpaHeHums Delta CRL:

ldap:///CN=SUB CA INFORM,CN=SUB CA INFORM,CN=CDP,CN=Public Key Services,CN=Services,
CN=Configuration, DC=<1 KOMMIOHEHT IOMEHHOTO MMEHWU>, .., DC=<mOoCJenHM) KOMIIOHEHT IJOMEHHOTO
mMeHn>?deltaRevocationList?base?objectClass=cRLDistributionPoint

Mpumep URL ons Touku pacnpocTpaHeHus cepTUdUKaTOB U3[AIWKUX LeHTPOB cepTudmkaumm (AlA):

ldap:///CN=SUB_CA INFORM,CN=AIA,CN=Public Key Services,CN=Services,

CN=Configuration, DC=<1l KOMIOHEHT IOMEHHOT'O WMMEHWU>,.., DC=<IOCJEeNHN) KOMIOHEHT

noMeHHOTO uMeHU>?cACertificate?base?objectClass=certificationAuthority
MopspoK CO34aHUS NOMb30BATE/IbCKOM TOUYKM PACMPOCTPAHEHUS

o [lepeiaunTe Ha BKNAAKY «TOYKM pacnpocTpaHeHus» pasgena «LleHTpbl BanMaaumm.

e  HaxmuTe KHOMKY u BbibepuTe B cnmcke «lonb30BaTenbCkas».
e B oTkpbiBlIEMCS OKHe (CM. PucyHok 185) BoinonHuTe cnepyrolimne LencTeus:
- B cnucke «Tun pacnpocTpaHsieMbix AaHHbIX» BbibepuTe TMN pacnpocTpaHsembix aaHHbix (CRL, DELTA,
AlA).
- Ytobbl BKNHOUYUTDL peXXMM NybamMKauumn pacnpocTpaHsembix aaHHbIX B LDAP-katanor pecypcHon cuctemsl
(noMeHHOM cnyxbbl KaTanoros), yCTaHOBUTE (AXKOK:
o <[ybnukosatb CRL B TOUKY pacnpoCTpaHEeHUS> - NpU CO34aHMM TOUKKM pacnpocTpaHeHus CRL.

o <My6nukoeatb Delta CRL B TOUKy pacnpoCTpaHEHUS> - MPU CO3AAHMUM TOUKM PACNPOCTPAHEHUS
Delta CRL.
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o <My6nukoeaTb AIA B TOYKY pacnpoCTpaHEeHWs> - MPU CO3LAHMM TOYKM PaCNpPOCTPAHEHUS
CepTMdUKATOB M3JAIOLLMX LLEHTPOB CEPTUDUKALLUM.

YKa)uTe NapameTphl TOUKU pacnpoCTpaHeHUs

~ TN PacTPOCTPAHABMEX [JAHHEX

CRL

~ URL TOYKM pacnpoCTpaHeHuA
Idapz/l/{CN=SUB_CA_INFORM,CN-SUB_CA_INFO
RM,CN=CDP,CN=PublicKey Services,CN=Services,

CN=Configuration,DC=al DC=rd?

- Mpwopwrer

100

Mybnukoeats CRL B TOUKy pacnpocipaseHns

Mponomkute >

PucyHok 185 - Co3pgaHune ToukM pacnpocTpaHeHus

B none «URL» ykaxxute URL Toukn pacnpocTpaHeHus.
Mpu ykasaHum URL BO3MOXHbI cnepytolme cooblieHns o6 owmnbkax:

o «YkaszaH URL cyuwecTBylowen To4kn pacnpoctpaHeHus» - BBeaéHHbii URL cosmagaetr ¢ URL
paHee 3aperncTpMpoBaHHON TOUKM pacnpocTpaHeHus (ntboro Tmna).

o «HekoppekTHbIli BBOA» - BBeAEHHbI URL coaepXXuT 0aMH UM HECKObKO Npo6enos.

Ecnu Bbl co3paeTe TOUKY pacnpocTpaHeHus C BOSMOXHOCTbIO Ny6aMKaLumu pacnpocTpaHAeMbIX AAHHbIX B
LDAP-kaTanor pecypcHoi cuctembl, ykaxute B none «URL» nyTb k obbekty B LDAP-katanore gns
ny6aMKaLmMm pacnpocTpaHaeMbiX AAHHbIX.

B none «lpuoputeT» ykaxknte NpUopuUTET TOUKM pacnpocTpaHeHus (uncnosoe 3HavyeHue ot 0 go 1000).

TOYKM pacnpoCcTpaHeHMs PacronaraoTcs B CNMUCKE B Nopaake yobiBaHMS Ha3HAYEHHOrO MM NPUOPUTETA.
Ecnu npuopuTeTbl TOUEK pacnpoCTpaHeHUs COBNAAAMOT, TO Bbllle B cnucke ByaeT pacnonaratbCs TOUKa, B
napameTpbl KOTOPOW U3MEHEHUS BblIM BHECEHbI NO34HEE, HAYMHAS C MOMEHTA ee CO3AaHus.

Ecnu Bbl co3paeTe TOUKY pacnpocTpaHeHWst 6€3 BO3MOXHOCTU My6aMKaLMKM pacnpoCTPaHSEMbIX AaHHbIX,
HaxMuTe KHomKy <Co3paTb>. B pesynbTaTe 6yAeT co3aaHa nofib30BaTeNlbCKasi TOYKa pacnpocTpaHeHus.
Ecnm Bbl co3maeTe TOUKy pacnpoCTpaHEHMS C BO3MOXHOCTbIO MyBAMKaLMU pacnpoCTPaHSIeMbIX AaHHbIX,
HaXMUTE KHOMKY <[1pofo/IKnUTb>.

o B otkpbiBweMcs okHe (cM. PucyHok 186) BoinonHute cnegyrolime oencTeums:

B cnucke «Tun pomeHa» Bbibepute TMN LOMEHHOW CNyX6bl KaTanoroB pecypcHon cuctembl (Samba DC,
Anbt JomeH, ALD PRO, MS AD, FreelPA, PELL AIM).

B none «A,u,pec XOCTa» YKaXXute IP-a,u,pec M1 NoONHOE AOMEHHOE UMA KOHTpON/1iepa AOMEHAa.

B nonax «JlornuH» u «aponb» ykaxute COOTBETCTBEHHO MMS M NapoJib YY4ETHOM 3aMMCU aAMUHUCTPATOPA
KOHTpOJiIepa AOMEHa.

YTtobbl ycTaHOBUTL TLS-coeamHeEHME C KOHTPOAEPOM AOMEHA ANSl pacnNpOCTPaHEHUS AAHHbIX, YCTAHOBUTE
dnaxok «Mcnonb3osate TLS ans noakntodenus. o yMonYaHWO MCNosb3oBaHWe npoTtokona TLS ans
COeAMHEHUS C KOHTPONNEePOM AOMEHA BK/IHOYEHO.

Haxmute kHonky <Co3aatb>.
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YkaxuTe napaMmeTpsl nyGnukatum

MpoToxon

Tun pomeHa
MS AD

Anpec xocta
192.168.23.131

Norun

admindc@al rd

Mapone

Wcnone3osate TLS Ana nogknioueHna

PucyHok 186 - YkaszaHue napameTpoB nybaukaumm ang TOUKM pacnpocTpaHeHums

7.10.5.2 PepakTupoBaH1e nonb30BaTe/IbCKOM TOYKN PacnpoCTpaHEHUs

nOpFI,lJ.OK penaktmpoBaHUA NoNb30BaTENIbCKOM TOUYKM pacnpoCTpaHEHUA:

o [lepeiaunTe Ha BKNaaKy «TO4YKM pacnpocTpaHeHusa» pasgena «LleHTpbl Banuaaumm».

e HaBeguTe ykasaTenem mbliwu Ha BblOpaHHY Cyxby B CMUCKE U HAXMUTE KHOMKY <PepaktvpoBaTbh>
(cM. PucyHok 187).

Llentp ceptudmkaumm Aladdin eCA RootCA2  CA-1  INITIALADMIN (@

@ AstooOHoBneHne CRL

Co3zparte v

Tun LlenTp Banupa... URL MNpuoputer [ara nameHeHuA My6nuxkauwns Oara nybnuka... 3anuchk B CEPTH...

htips://aecaiva.__. 15 07.05.2025 16 Ouwmbka 20052025 11:_ [}

http://aeva 808 0 07.05.2025 16 Owmubka 20052025 11 o

PucyHok 187 — MHmMumanusaums npouecca pefakTMpOBaHMS MOb30BaTE/IbCKOM TOUKM pacnpoOCTPaHEHUS
e B oTkpbiBlIEMCS OKHe (CM. PucyHok 188) BbinonHuTe cnepyroline fLencTeus:

- [lpu HeobxoaMMOCTM B COOTBETCTBYHOWMX nonax naMeHute URL M npuopuTeT TOYKM pacnpoCTpaHeHUs
(onucaHue u npaBuna 3anoiHeHns nonen cM. B pasgene 7.10.5.1).

- Ecnm pexum nybnmkaummn pacnpoctpaHsembix AaHHbIX B LDAP-kaTtanor pecypcHoM cucTeMbl BbIKHOYEH, A

Bbl HE XOTWUTE €ro BK/OYaTb, TO HaXXMUTE KHOMKY <COXpaHUTb M3MEHEHMUS> ONS 3aBepLIeHUs npouecca
penakTMpoBaHus.
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Ecnu pexxum nybnvkaumm pacnpocTpaHsembix faHHbix B LDAP-kaTtanor pecypcHoi cucteMbl BKKOYEH, @
Bbl XOTWUTE €ro BbIK/OUYUTb, CHUMUTE naxok <[ybnukoBaTb CRL B TOuYKy pacnpocTtpaHeHus> (npwu
penakTMpoBaHum Touku pacnpoctpaHenus CRL), <My6nukoBath Delta CRL B TOUKy pacnpocTpaHeHus>
(npv pefakTMpoBaHMM ToUKM pacnpocTpaHerus Delta CRL), <Iy6nukoBaTtb AIA B TOUKY pacnpocTpaHeHus>
(Nnpy pepakTMpOBaHMM TOUYKM PACNPOCTpaHeHUs CepTUdMKATOB M3OAOWMX LEHTPOB cepTudMKaLumn) U
HaxMuTe KHonkKy <COXpaHUTb M3MEHEHUA> AJ1F 3aBEPLIEHWS NPOLLecca pefaKTUPOBaHMUSI.

Ecnmn pexxum nybnmkauum pacnpoctpaHsembix gaHHbix B LDAP-katanor pecypCHOM CUCTeMbl BK/KOYEH, A
Bbl HE XOTUTE €ro BbIKNOYATb, TO HAXMWUTE KHOMKY <[pOAO/MKWUTL> AN WM3MEHEHUS MNapaMeTpoB
ny6MKaLMM TOYKM PacnpoCcTpaHeHus.

Ecnm pexxum nybnaunkaumm pacnpoctpaHsembix aHHbiXx B LDAP-kaTanor pecypCHOM cucTeMbl BbIKIOYEH, A
Bbl XOTUTE €ro BK/OYWUTb, yCTaHoBuTe dnaxok <Mybnukosate CRL B TOuKy pacnpocTpaHeHus> (npwu
penakTMpoBaHum Touku pacnpoctpaHenuns CRL), <My6nukosats Delta CRL B Touky pacnpoctpaHeHus>
(npv pepakTMpoBaHumM ToukM pacnpoctpaHermus Delta CRL), <Iy6nunkosaTtb AIA B TOUKy pacnpocTpaHeHus>
(Np1 pefakTMpPOBaHMM TOYKM PACMpPOCTPAHEHUs CepTUUKATOB M3LAIOWMX LEHTPOB cepTuduKaumm) u
HaXXMUTE KHONKY<INpoAomKUTL> ANS YKa3aHUS napamMeTpoB Ny6amKaLmm TOUKM pacnpoCTpaHEHMS.

- URL ToMKM pacnpocTpanesd —————————————————
‘ https:#aeca/validation?distributionPoint=true3 ‘

~ Mpuopurer

K |

[[) nyGnukosate CRL B TOUKY pacnpoCTpaHeHus

CoXpaHWTL W3MEHEHHA

PucyHok 188 - PepakTpoBaHue Nonb30BaTebCKOM TOYKM pacnpoCTpaHeHms

B oTkpbiBleMcs okHe (cM. PucyHok 189) Bbibepute TMn OOMEHHOM CNyXObl, YKaxuTe agpec KOHTponnepa
[OMEHa, UMS U Mapofib YYETHOM 3anucu agMUHUCTpaTOpa KOHTPOASepa LOMeHa (OnmMcaHue W npaBuna
3anonHeHuns nonew cm. B pasgene 7.10.5.1) n Haxxmute kHonky <COXpaHUTb U3MEHEHUS>.

~ Tn fomena
‘ MS AD

- Ajpec xocTa

‘ 192.169.1.34

- Morws

‘ admin@al.rd

- Mapans

Mcnonb3oBaTh TLS ANs NOAKNINEHUs

CoXpaHWTb H3MEHEHHA

PucyHok 189 — PepakTnpoBaHue napameTpoB nybankaLmm nonb3oBaTeNbCKOM TOUKM PacnpoCTpaHeHUs
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7.10.5.3 PepakTupoBaH1e aBTOMaTUUECKON TOUKM PpacnpoCTpaHEeHUs

Ons penakTMpoBaHUA NapaMeETPOB ABTOMATUYECKOM TOYKM pacnpoCTpaHEHUA BbIMONHUTE Cenyouimne OencTBums:

MepenauTte Ha BKNaaky «TOUYKKM pacnpocTpaHeHus» pasgena «LleHTpbl Banuaaumm».
HaBepguTe ykasatenem MbllK Ha BbIBpaHHYD aBTOMATUYECKYH TOUKY PAacnpOCTPaHEHUS B CMIUCKE U HAXXMUTE
KHOMKY <PepaktupoBatb> (cM. PucyHok 187).

B oTtkpbiBwemcs okHe (cM. PucyHok 190) B COOTBETCTBYIOLLEM MOJIE U3MEHUTE NPUOPUTET aBTOMATUYECKOM
TOYKM pacnpoCTpaHeHUs (ONMCcaHWe 1 NpaBua 3anoJIHEHUS Monei cM. B pasaene B pasgene 7.10.5.1). MNocne
3TOr0 HaXMMUTE KHOMKY <[1poA0IKUTL>.

MpwopureT

21

Mpofon#uTe =

PucyHok 190 - PepakTnpoBaHue aBTOMATMYECKOM TOYKM PacnpoOCTPaHEHUS

B oTtkpbiBwemcsa okHe (cM. PucyHok 191) HaxmMuTe kHOnKy <COXpaHUTb U3MEHEeHUs>.

MpoTokon

CoXpaHWTb H3MEHEHHA

PucyHok 191 - PepakTnpoBaHMe aBTOMATMYECKOW TOYKM PaCcnpOCTpaHEHMS

7.10.5.4 YpaneHue nonb30BaTe/IbCKOM TOYKU PacNpOCTpaHEeHUs

Ons yAaneHua NoJb30BaTeIbCKOM TOUKM pacnpoCTpaHEHNA BbINOMHUTE Chenyouimne LencTems:

MepenanTte Ha BKNAOKY «TOYKM pacnpoCcTpaHeHUs» pasgena «LleHTpbl Banngauumn»,

Hasegute YKa3aTesieM Mblln Ha Bbl6paHHyIO dBTOMATMYECKYH TOYKY paCcnpoCTpaHeEHNsA B CMUCKE U HAXXMUTE

KHOMKY ﬂ <Ypanutb> (cM. PucyHok 192).

LleHTp Banmg... URL Mpuopurer Llata U3MeHeH... My6nukauma DNara ny6nuka... 3anuch B CEpPTH...

https:/faecalv... 15 07.05.20251... Owndxa 20.05.20251... [ ]

hitp-//aeva:80. .. 07.0520251_. Ownbra 200520251 .

PucyHok 192 -WHuumanmsaums npouecca yaaneHus To4KM pacnpoCcTpaHeHus
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e B oTkpbiBweMcsa okHe (cM. PucyHok 193) noaTBepauTe yaaneHue TOUKM PacnpOCTPaHEHUS, HAXKaB KHOMKY
<Ypanutb>.

YaanuTth TOMKY pacnpocTpaHeHua?

PucyHok 193 - MNMoaTBepXaeHUe yoaneHu s Nosib30BaTeNbCKOM TOYKM PacnpoCTpaHeHUs

7.10.5.5 Co3paHune knacTepa ToUeK pacnpocTpaHeHus

06bveanHeHMs ToUek pacnpoCcTpaHeHUs B KacTepbl MOXET NoTpeboBaTthCs AN NPOKCUPOBaHMS AOCTYNA K HUM C
LleNblo pacrnpeaeneHmns HarpysKku.

Knactep mMoxeT 6bITb OpraHmM3oBaH TONbKO M3 Toyek pacnpocTtpaHeHus ogHoro Tnna (CRL, DeltaCRL unn AlA).
Knactep MoxeT 6bITb OpraHM30BaH Kak M3 aBTOMaTUYECKMX, TaK U U3 MOSb30BATENbCKUX TOUEK PacnpoCTpaHEeHHUS.

Co3paHue Knactepa BO3MOXHO ABYMS cnocobamu:

e [lyTeM cO38aHUs HOBOrO KnacTepa U A0OaBNEHWS B HETO YXE CYLLECTBYHOLMX TOYEK PAaCnpOCTPaHEHMS.
e [lyTeM co3pmaHus knactepa Ha 6ase paHee CO34aHHON TOUKM PacrnpoOCTPaHEHUSI.
MopsaaoK co3aaHust HOBOTO KiacTepa U Ao6aBneHMs B HErO paHee 3aperucTpUpoBaHHbIX TOYEK PacnpOCTPaHEHUS:

e [lepeiipute Ha BKNaAKy «TOUKM pacnpocTpaHeHusa» pasgena «LernTpbl Banugaumm».

e  HaxmuTe KHOMNKY u BbibepuTe B cnncke «Knacteps.
o B otkpbiBwemcs okHe (cM. PucyHok 194) BoinonHute cnepyrowime oencTems:
- B cnucke «Tun» Bbibepute TMN 00bEAMHSAEMDBIX B KNACTEP TOMEK PACMPOCTPAHEHUS:
o CRL - pns pacnpocTpaHeHus CnMcKa 0TO3BaHHbIX CepTUHUKATOB.
o Delta CRL - pna pacnpocTpaHeHust pa3HOCTHOMO CMCKA OTO3BaHHbIX CEPTU(HMKATOB.
o AlA - png pacnpocTpaHeHus cepTUHUKATOB U3AAIOLMX LLEHTPOB cepTUdMKaLUK.
- B none «URL» ykaxute URL 6anaHcupoBwmka Harpysku. Mpu ykasaHun URL BO3MOXHbI cnepytolime
coobueHuns 06 owmnbkax:

o «YkaszaH URL cyuwlecTtBylowen ToUKM pacrnpocTpaHeHus» - BBeaeHHbi URL coBnapaet ¢ URL
paHee 3aperMcTpMpoBaHHOM TOYKM PacipoCTpaHeHus.

o «HekoppekTHbI BBOA» - BBeAeHHbIM URL copepXXuT 0fMH U HECKONbKO Npobenos.

- B none «[Mpuoputet» yKaxkunte npuoputeT Knactepa (umcnosoe 3HaveHue ot 0 go 1000).
Knactepbl M TOUYKM pacnpoCTpaHeHWUs pacnofaraloTcs B CNMCKax B Nopsake yobiBAaHWS HAa3HAYE€HHOMO UM
npuopuTeTta. Eciv npuoputeThl KNACTEPOB M/MNIM TOUEK pacnpoCTpaHeHUs COBNAAAOT, TO Bbile B CNMUCKE
6ypeT pacnonaraTbCa Knactep U/Maun Touka, B napaMeTpbl KOTOPbIX M3MeHeHUs Bbliv BHECEHbI No3aHee (B
TOM YMCiie U faTa Co34aHus).

- HaxmuTte kHOMKy <[1poaomxutb>.
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Tun

‘-CRL

- URL
https://aecalvalidation?
distributionPoint=true1

MNpoponxute =

PucyHok 194 - Co3gaHue knactepa Todek pacnpoctpaHeHus. LWar 1

e B otkpbiBlIEMCS OKHe (cM. PucyHok 195) BeinonHuTe cnepyrowmne nencTamns:

B cnucke «Bbibpatb» c nomowpto dnaxkos Bbibepute URL TOouek pacnpocTpaHeHwus, KoTopble
HeobxoaMMo 00beaMHWUTL B KNactep, M LWENKHWUTE 3HAYoK ° B pesynbtate BbiGpaHHblE TOUKM
pacnpocTpaHeHus ByayT nepeMelLeHbl B CNMCOK «BbiBpaHo».

YT06bl M3MEHUTL CMUCOK TOYEK PACNpOCTpaHeHUs, obbeauHsSEeMbIX B Knacrtep, B cnucke «BoibpaHo» c
nomMowbio dnaxkos Bbibepute URL Touek pacnpocTpaHeHus, UCKIYAEMbIX M3 KNacTepa, U LLEeNKHUTE

snauok @.B pe3ynbTaTe BblOpaHHbIE TOUYKM PAaCNpOCTPaHEHUS ByayT nepeMelLeHbl B CNMCOK «BbibpaTtby.
Y106bl HAMTK TOYKM PACMPOCTPAHEHNS B CMIMCKAX, UCMONb3YITE NONS NOMCKA.

Haxmute kHonky <Co3aatb knacrep>.

BhibepuTe TouKM pacnpocTpaHeHus ANnA o0beIMHeHUA B KnacTep

BhiOpath

>
o hitp:/f192.168 .86.131:8080/aecaCdpfapiv2/cri/iget- TpK OTCYTCTENM TOUEK, BLIOPAHHBIX ANA 00LEAUHEHUA, GyAeT
crir4 €03AaHa NONL30BATENLCKan TOYKa PacNpOCTPaHEHHS

2 nhtips:ifaeca/validation?distributionPoint=true

Co3pare knactep =

PucyHok 195 — Co3paHue knactepa Todek pacnpocTtpaHeHus. LWar 2

B pesynbTaTe 6yaeT co3aaH Knactep TOYEK pacnpoCcTpaHeHUs B COOTBETCTBMM C Ha3HAYEHHbIM MPUOPUTETOM.

nOpFI,lJ,OK C034aHMA Knactepa Ha OCHOBE CyLLI,ECTByPOLIJ.eﬁ No/1b30BaTEIbCKOM TOUKM pacnpoCTpaHeHUA:

e [lepeiaute Ha BKNaAKy «TOUKM pacnpocTpaHeHus» pasgena «LleHTpbl Banuaaumm.

e Bbiaenute BbIGpaHHYIO NOIb30BATENbCKYKD TOUKY PacnpoOCTPaHEHUs B CMUCKe M HaxXMuTe KHomKy <Co3paTb
knactep> & (cMm. PucyHok 196).
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LleHTp BanmA... URL Mpuopurtet [aTta U3MeHeH... My6Gnukauua DNara ny6nuka... 3anuck B CEpTH...

hitps:/faecalv 15 07.05.20251__. Owmbka 200520251 .

hitp-//aeva:80._. 070520251 Owmbka 200520251 .

PucyHok 196 - Co3paHue knactepa Ha OCHOBE 33apernCcTpMPOBaHHOM TOYKM pacnpoCTpaHeHus

e B oTKkpbiBlIEMCS OKHE (CM. PucyHok 195) BoinonHWTe cnepyrolmne AencTeus:
- B cnucke «Bbibpatb» ¢ nomouwpio dnaxkoB Bbibepute URL TOuek pacnpocTpaHeHus, KOTopble

HeobxoaMMo 006beaMHWUTb B KNacTep, M LWENKHUTE 3Ha4yokK ° B pesynbtate BblOpaHHblE TOYKM
pacnpocTpaHeHus ByayT nepeMelleHbl B CNMCOK «BbibpaHoy.

- Yto6bl M3MEHUTb CMMCOK TOYEK PacnpoCTpaHeHUsl, 0ObeauHAEMbIX B KnacTep, B cnucke «BbibpaHo» C
nomoubio dnaxkos Bbibepute URL Touek pacnpoCTpaHEeHMS, UCKIOYAEMbIX M3 KNacTepa, U WeNKHUTe

snauoxk @.
- YT06bI HAWTU TOUYKM PACNPOCTPAHEHUS B CMMUCKAX, MCMONb3YITE NONS NOMCKaA.
- Haxmurte kHonky <Co3aaTb Knacrep>.

B pesynbrate 6ymet co3paH knactep ¢ URL M npuopuTeTOM MONb30BaTENbCKOM TOYKM PaCnpOCTpaHEeHMs, Ha
OCHOBEe KOTOPOM OH Bbin cO3AaH.

7.10.5.6 MpocMoTp cocTaBa KnacTepa ToUeK pacnpocTpaHeHUs

[lns npocMoTpa Touek pacnpocTpaHeHNs, 06beAUHEHHbIX B KNacTep, BbINOSHWUTE Cleaytolme LeACTBUS:

o [lepeiaunTe Ha BKNaAKy «TOUKM pacnpocTpaHeHus» pasaena «LleHTpbl Banuaaumm.

e Packpoiite coctasB knactep B cnucke. [1ns 3Toro B CTpoke BbIOpPaHHOro Knacrepa LWeNKHWTE 3HAYOK
(cM PucyHok 197).

Llentp ceptudpmkauym Aladdin eCA

I AsroobHoBneHne CRL

Tun LleHTp Banupayuu URL

&5 Knacrep https://aecalvalidation?. ..

2 Tonb3oBaTensckan https://aecalvalidation?

& Asromarnueckan 192.168.86.131 http://192.168.86.131:8

PucyHok 197 -TMpocMoTp cocTaBa knactepa ToYeK pacnpoCcTpaHeHUs
e YT06bI CKpbITb COCTAB KACTEPA, WeNKHWUTe 3HavoK el

7.10.5.7 PepakTupoBaHue KiacTepa TOUEK pacnpoCcTpaHeHuUs

Ona penakTmpoBaHUA COCTaBa KaCTepa TOYEK pacnpoCTpaHeHMsa BbINOHUTE cheayoume nencTeums:

o [lepeitgute Ha BKNaaky «TOYKM pacnpocTpaHeHus» pasgena «LleHTpbl Banuaaumms.
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e HaBeguTe ykasaTenem MbllM Ha BbIGPAHHbINM KNAcTeEP B CMMCKE M HAXMUTE KHOMKY <PepakTupoBaTb
knacrep> (cM. PucyHok 198).

LlenTp ceptudukaumm Aladdin eCA RootCA2 CA1  adminca1 (@

© AstoobHoBnenwe CRL

Coapatb v

LienTp Banun... URL Mpuopuret ara usmeHe.... MyGnukaumnsa Oata nyonuk...

Knactep https:/laecalv.__. 12 08.04.20251

Monb3oBater — https:/laecalv... 12 08.04.20251.. Buikniouena

Astomarudec 192 168.86.131 http//1192.16__ 08.04 2025 1 Oumbka 08042025 1

PucyHok 198 - MHunumanmsaumsa npouecca peaakTMpoBaHus Knacrepa
e B oTkpbiBweMcs oKkHe ynpaBneHus knactepoM (cM. PucyHok 199) uaMeHuTe cocTaB Knacrtepa U HaXMuUTe
KHOMKY <COXpaHWUTb U3MEHEHUS>.
B cnucke «Bbibpatbh» ¢ nomowpbio dnaxkos Boibepute URL Touek pacnpocTpaHeHus, KoTopble HeobxoamMmo

[06aBUTL B KIACTEP, M LUENKHUTE 3HAYoK ° B pesynbtarte BbiGpaHHbIE TOYKM PACNpOCTPaHeHus GyayT
nepeMelleHbl B CMMCOK «BbiBpaHo». UToBbl MCKIOUMTL TOUKM pacrnpocTpaHeHns U3 Knactepa, Boibepute B

cnucke «BbibpaHo» ¢ nomMolbto GraxkoB URL Touek pacnpocTpaHeHMs M WeaKHUTE 3HAYO0K o. YT06bI HANTK
TOYKM PACcNPOCTPAHEHUS B CMMCKAX, UCMONb3YITE NONS NMOMCKa.

OTpepakivpyiite COCTaB Knacrepa

BrIGpats BriGpaHo

o hitipsifaecaivalidation? o hitp://192.168.86.131:8080/aecaCdp/apivz/c
“= distributionPoint=true3 crif4

CoXpaHUThL M3MEHEHUA

PucyHok 199 - PepakTnpoBaHue cocTaBa Knactepa
[lns penakTMpoBaHMS NapaMeTpoB KnacTepa BbIMOMHUTE Cieayolwue eiACTBUS:

o [lepeiiaute Ha BKNaaky «TOYKM pacrnpocTpaHeHus» pasgena «LleHTpbl Banuaaumms.

e Hasepgute ykasaTtenem MbiWwKM Ha BbIOPaHHbLIN KNacTep B CMCKE M HAXKMUTE KHOMKY <PepakTupoBaTtb>
(cM. PucyHok 200).
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LleHTp ceptudpmkaumm Aladdin eCA RoolCA2 CA1  admincal (@

® AetoobHoBnenne CRL

Cospate v

Tun LlenTp BanuA... URL Mpuopurer [laTa usMeHe. .. MyGnukaums [ata nybnuk...
& Knacrep hitps.//aecal... 08.04.20251...
2 lonbaoBater — hitps.//aecal... 08.04.20251... BuiknioyeHa

& Astomarnuer  192.168.86.131 hitp:#/192 16 08.0420251__. Ouwmbka 08.04.20251

PucyHok 200 - MHuMumManu3aums npouecca pefakTMpoBaHMS NapaMeTpoB KiacTepa

e B oTkpbiBwemcsa okHe (cM. PucyHok 201) B cootBeTcTByrOWMX nonax musamenute URL, npuoputeT knacrtepa
TOYEK PacnpoCTPaHeHUst U HaxXMUTe KHoMKy <COXpaHWTb U3MEHEHWsS> (OMMCaHMe U MpaBuNa 3aMNONHEHMS
nonewn cm. B pasgene 0).

URL Tours pacnipocTpasess

htips.//aecalvalidation ?disiributionPoini=true2

Mpwopuret
L+ ]

CoXpaHWTb M3MEHeHUA

PucyHok 201 -PepaktupoBaHus knactepa To4eK pacnpoCcTpaHeHMs

7.10.5.8 YpaneHune knactepa To4eK pacnpocTpaHeHuUs
[lna ynaneHus knacrepa Touek pacnpoCTpaHeHUs BbINMONHUTE Clefyolme feidcTBUS:

e [lepeiaunTe Ha BKNaaKy «TO4YKM pacnpocTpaHeHusa» pasgena «LleHTpbl Banuaaumm».

e HaBegute ykasaTeneM MbllWKM Ha BbIOpaHHbIA KNactep B CMKUCKE M HAXKMUTE KHOMKY E<Y,qanmb>
(cM. PucyHok 202).
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LienTp ceprudmnkaumm Aladdin eCA RootCA2 CA1  admin_ca_1 o

© Astoobhosnenne CRL

Co3pare v

Tun LienTp Ba... URL Mpuopuret [ata usm... My6nuka... Oara nyo...
& Knacrep — https:/lae... 08.04.20_.
& Aesroman 192.168.86.13 hitp//192. .. 08.04.20... Ownbka 08.04.20...

2 lombios — hittps:/fae... 08.04.20... BuiknioyeHa

PucyHok 202 - MHnumanusaums npouecca yaaneHmsa knacrepa

B oTtkpbiBwemcs okHe (cM. PucyHok 203) noatsepamTe yaaneHue, Haxas KHOMKY <YAanuTb>.

YanuTk Knacrep To4eK pacnpocTpaHeHus1?

Bce BXoAslIME B KNACTEP TOUKA PACTIPOCTPAHEHUs BYYT BO3pallieHb B CIMCOK.

Ynanuie

PucyHok 203 -lMoaTBepXaeHUE yaaneHms Knactepa

B pesynbTaTte Knactep ToYek pacnpocTpaHeHus 6yaeT yaaneH. MNpu 3ToM TOUKM pacnpoCTPaHEHHS], BXOAMBLLUKE B

Knactep, 6yayT UCKOYEHbI U3 HEFO M LOCTYMHbI B CMIMCKE TOYEK PACMpPOCTPAHEHMSI.

7.10.6 YnpaBsneHue cnyx6amu OCSP

Bknagka «Cnyx6bl OCSP» pasgena «LleHTpbl Banuaaumu» npegHasHayeHa ans:

MpocmoTtpa URL cnyx6 OCSP, 3apernctpupoBaHHbix LleHTpoB Banupaumm Aladdiny eCA, obpasyrowmx
aBTOMaTH4yeckue cyXk6bl. [JlaHHble cnyX6bl 0603HaYeHbl B CMMUCKE 3HAYKOM (none «Tuny).

Pernctpaumnm ctopoHHux cnyx6 OCSP, cywecTBylWMX UM pa3BepTbiBaEMbIX HA CepBepax B
MHDOPMALMOHHON cucTeMe, 06pasylolMX MONb30BaTeNbCKUe CAYX6bl. [laHHble cnyxbbl 0603HaYeHbl B
CMMUCKE 3HAYKOM H (none «Tun).

YnpaBneHus npuoputetom cnyxb OCSP. MpuoputeTt onpenensiet oyepénHoctb 3anucu URL cnyx6 OCSP B
ceptudumkatsl cybbekToB (cM. pasgen 7.10.9).

YnpaBneHus 3anucbio cnyx6 OCSP B Bbinyckaemble cepTudumkatol. O6beanHeHne cnyxb OCSP B knactepbl
[LNS NTPOKCMPOBAHUS LOCTYNa K HAM C LLeNiblo pacrnpefeneHus Harpysku.
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MHdopmaums o cnyxbax OCSP npencrasneHa Ha Bknaake «Cnyx6ol OCSP» paspena «LleHTpbl Banuaauumn»

(cm.

LleHnTp ceptudukaumu Aladdin eCA RootCA2 CA1 INITAL ADMIN (@

© AstoobHoBneHne CRL
Coapats v
LleHTp BanuaaLm URL MpuopureT [larta u3meHeHns 3anuchk B cepTHdIMKATEI

URL12312 : 07.05.2025 16:_.. .

http://aeva:808... 07.05.2025 16:... [ ]

PucyHok 204) cnuckom B TabnnyHOM Buae:

e Tun - TMna cnyx6sl OCSP. (nonb3oBaTenbckas Ay aBToMaTMyeckas).

e LUeHntp Banupaumun - IP-agpec unuM nonHoe AOMEHHOE WMMS KOMIMbKOTEPA C YCTAaHOBAEHHbIM LleHTpom
Banupaumun Aladdin eCA (Tonbko Ans aBTOMATUYECKUX CITYXO).

e URL - aapec cepsepa cnyx6bl OCSP.

o [Ipnoputet — uncnosoe 3HaveHne T 0 go 1000. Cnyx6bl OCSP pacnonaratoTca B cnmMcke B nopsake yobiBaHMS
Ha3HayeHHoro MM npuoputeta. Ecnn npuoputetol cnyxb OCSP coBmagatoT, TO Bbie B Cnucke byper
pacnonaratbcs ciyxba, B napameTpbl KOTOPOM M3MEHEHMs Obin BHECEeHbl MO3J4Hee, HauyMHas C Aata u
BPEMEHU ee CO3AaHus.

e [lata u3MeHeHus — AaTa v BpeMs NocnegHero pefakTMpoBaHua napaMeTpoB cnyxbbl OCSP (M3meHeHne URL
¥ npuopuTeTa).

o [lepekntoyartenb, no3sonsoWMii ynpasnatb 3anucblo cnyxd OCSP B Bbinyckaemble cepTudukaTbl. lpu
BbIK/IIOYEHHOM nepeksitoyaTene 3anucb cnyxd OCSP B cepTUdUKaTbl HE BbINOAHAETCS.

LleHtp ceptudmkaumm Aladdin eCA RootCA2 CA1 INITAL_ ADMIN @

© AstoobHoBneHne CRL

Co3pate v

LleHTp BanuaaLum URL Mpuopuret [lata u3MeHeHns 3anucsb B cepTUdIMKATEI

URL12312 : 07.05.2025 16:_. .

http:/faeva:808. .. 07.05.2025 16.... o

PucyHok 204 -Cnuncok 3apernctpupoBaHHbix cnyx6 OCSP

Ynpasnenue cnyxbamu OCSP BkntovaeT cnegyolime onepaumu:

o Co3pgaHue (perncrpauums) nonb3osatensckux cnyxo OCSP.

e PepakTupoBaHuWe Nosib30BaTeNbCKMX M aBTOMaTU4eckux cnyx6 OCSP.
e YpaneHwe nonb3osatenbckux cnyx6 OCSP.

o (Ob6vbennHeHWe NONb30BATENLCKMX M aBTOMaTUUeckux cnyx6 OCSP B knactepbl.

7.10.6.1 Co3paHune nonb3oBaTenbckoi cnyxo6or OCSP

Mopaaok co3paHms nosib3oBaTenbckon cnyxool OCSP:
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o [lepeiigute Ha Bknagky «Cnyx6bl OCSP» paspena «LleHTpbl Banugaumms».

Haxxmute KHOnKy u Bbibepute B cnucke «Monb3oBaTenbckas» (CM.

LlenTp ceptudukauum Aladdin eCA RootCA2 CA1  INITIAL_ADMIN (@

w

U AetoobHoBneHne CRL

Co3pare v

LleHTp BanuaaLmm URL MNpuopuret Nata uameneHus 3anuck B cepTMdMUKATBI
URL12312 07.05.2025 16:... (]

http/faeva:808. .. 07.05.202516.... @

PucyHok 204).

o B otkpbiBwemcs okHe (cM. PucyHok 205) BeinonHute cneayrowme oencTems:
- B none «URL» ykaxuTe URL cnyx6b1 OCSP.
Mpw ykazanmm URL BO3MOXHbI ciepyrowme coobweHms 06 owmnbkax:

o «YkazaH URL cywectsytowen cnyxbol OCSP» - BBepgeHHbii URL coBnagaetr ¢ URL paHee
3aperucTpupoBaHHon cnyx6el OCSP.

o «HekoppekTHbIii BBOA» - BBefeHHbI URL conep>xut oguH 1 Heckonbko npobenos.

- B none «Mpuoputet» ykaxunte npuoputeT cnyxbbl OCSP (uncnosoe 3HayeHune ot 0 o 1000).

Cnyx6bl OCSP pacnonaratotcs B cnucke B nopsake ybbiBaHMS Ha3HAaYeHHOro MM npuopuTeta. Ecam
npuoputeTbl cnyx6 OCSP coBnagatoT, To Bbile B cnucke byaeT pacnonaratbes cnyx6a OCSP, B napameTpsl
KOTOpOW U3MeHeHWs Bblnn BHECEHbI MO34HEE, HAYMHAS C MOMEHTA ee CO3AaHMS.

~ URL
hitps:/faeva 8888/noredirect html

Mpwopurer
80

PucyHok 205 - Co3panue cnyx6bl OCSP
- Haxmure kHonky <Co3patb>.
B pesynbraTe 6yaet co3paHa nonb3oBatenbckas cnyxba OCSP.
7.10.6.2 PepakTupoBaHue Nonb30BaTesibckoi cnyx6bl OCSP
[lns pepakTMpoBaHMs NapaMeTpoB Moab30BaTenbckoi cnyx6sl OCSP BbinonHUTE cnedytowme eicTBUS:
o [lepeipgute Ha Bknaaky «Cnyx6bl OCSP» paspena «LleHTpbl Bannoaumm».

e HaBegute ykazatenem Mol Ha BblIGpaHHYD CNyXOy B CMUCKE U HAXMUTE KHOMKY <PepakTupoBatb>
(cM. PucyHok 206).
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LlenTtp ceptudbukaumm Aladdin eCA RootCA2 CA-1  admin_ca i1 0

@© AsroobHoBneHune CRL

Coapare v~

LleHTp Banupaumum URL Mpuopurer [ara uameHeHWA

2 Monk3oBar.. hitps://aeva.888. .. 1 08.04.202517:4...

& Asromarmd... 192.168.86.131 hitp://192.168.86... 08.04.2025 12:5...

PucyHok 206 —MHunumanmsaumsa npouecca peaaktmposanus cnyxbbl OCSP

e B oTkpbiBlemcs okHe (cM. PucyHok 207) B cooTtBeTcTBYOWMX nonsix uamenute URL 1 npuoputeT cnyx6bl
OCSP (onucanue u npasuna 3anonHeHus nonen cm. B pasgene 7.10.6.1). MNocne 3TOro HaxMuTe KHOMKY
<CoxpaHWTb U3MEHEHUS>.

URL
hitps://aeva:8888/noredirect html

Mpwopurer
L. ]

CoxpaHuTb M3MEHeHUA

PucyHok 207 - PepakTvpoBaHuMs nonb3oBaTenbckon cnyxbbl OCSP
7.10.6.3 PepakTtupoBaHue aBToMaTU4eckoi cnyx6bi OCSP

[na pepakTpoBaHUs napaMeTpoB aBToMaTuueckom cnyxbol OCSP BbinonHUTe cnepytolime AencTeus:

o [lepeipgute Ha Bknaaky «Cnyx6bel OCSP» paspena «LleHTpbl Banupaumm».

e HaBegute ykazaTeneM MblliM Ha BbIOPaHHYIO aBTOMATUYECKYK CIYXOYy B CMAMCKE M HaXMWUTE KHOMKY
<PepaktupoBatb> (cM. PucyHok 206).

o B otkpbiBwemcs okHe (cM. PucyHok 208) B COOTBETCTBYIOLWEM MOME U3SMEHUTE NMPUOPUTET aBTOMATUYECKOM
cnyx6bl OCSP (onucanve u npasuna 3anonHeHus nonewn cMm. B pasgene 7.10.6.1). lNocne 3T0ro HaxmuTe
KHonky <COXpaHUTb U3MEHEHUS>,

MNpuopurer
L]

COXpaHWTL M3MEHEHWA

PucyHok 208 - OkHO pepnaktupoBaHus aBTomMatTiueckon cnyxbol OCSP

7.10.6.4 YpaneHne nonb3oBaTenbCKoi cyxobl OCSP

[na ynanenus nonb3oBaTenbckon cnyxbbl OCSP BbinonHUTE Cnepyowme LencTems:

o [lepeiigute Ha Bknaaky «Cnyx6bl OCSP» paspena «LleHTpbl BanmMaaumm».
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e HaBepuTe ykasaTesieM MbILKM HA BbIOPAHHYHO CYKOY B CMUCKE U HAXKMUTE KHOMKY O <Ypanutb> (cM. PucyHok
209).

LleHTp ceptucbmkauum Aladdin eCA RootCA2 CA1  admincat (@

© AstooOHoenenne CRL

Co3pate v

LlenTp Banuaaunn URL MproputeT [ata nsmeHeHnsA

2 Nonk3oBat https:/faeva 888 1 08.042025 174

& Asromarn 192.168.86.131 http://192.168.8__. 08.04.2025 12:5

PucyHok 209 -MHunumanmsaums npouecca yaanexums cnyxool OCSP

e B oTKpbiBlIEMCS OKHE (CM. PucyHok 210) noaTeepamTe yoaneHue cyx0bl, HAXaB KHOMNKY <YaanuTb>.

Ynanute cnyxby OCSP?

PucyHok 210 - lMNoaTeepxaeHue yaaneHus nonb3oBatenbckoi cnyxbbl OCSP

7.10.6.5 Co3paHue knacrepa cnyx6 OCSP

O6bennHenuns cnyx6 OCSP B knactepbl MOXET noTpe6oBaThC ANd MPOKCMPOBAHMA LOCTYNa K HUM C LEbio
pacnpeneneHus Harpysku. Knacrep MoxeT 6biTb OpraH130BaH Kak U3 aBTOMaTMYECKMX, Tak U U3 MO/b30BaTeIbCKUX CTYXO
OCSP.

Co3paaHue kiactepa BO3MOXHO ABYMS Cnocobamu:

e [lyTeM co34aHMsl HOBOTO KflacTepa 1 L06aBNEHNS B HErO YXe cylecTByrowmx cnyxo OCSP.
o [lyTem co3faHus kKnactepa Ha 6ase paHee co3paHHoM cnyx6bl OCSP,
MopsaoK Co34aHMs HOBOFO KlacTepa U f06aBfeHUs B HEFrO paHee 3aperncTpupoBaHHbix cyx6 OCSP:

o [lepeiigute Ha Bknaaky «Cnyx6bl OCSP» paspena «LleHTpbl Banupaumm».

e  HaxmuTe KHOMKy u BbibepuTe B cnncke «Knactep».
o B otkpbiBweMcs okHe (cM. PucyHok 211) BeinonHute cnepyolime oencTems:
- B none «URL» ykaxwnTe URL 6anaHcMpoBLUMKa HAarpy3KK.
Mpu ykazanmm URL BO3MOXHbI cnepyrowme coobweHms 06 owmnbkax:

o «YkazaH URL cywecTBytoweit cnyx6sl OCSP» - BBeneHHbI URL coBnazaet ¢ URL cywecTsytowel
(paHee 3aperucTpupoBaHHOM) TOUKM PacnpOCTPAHEHMUS.

o «HekoppekTHbili BBOA» - BBeAeHHbI URL cogepXuT 0aMH U HEeCKONbKO npobenos.

- B none «lpuoputeT» ykaxunte npuoputeT Knactepa (umcnosoe 3HaveHue ot 0 go 1000).
Knactepsbl n cnyx6bl OCSP pacnonaratoTcs B Cnmnckax B nopsake yobiBaHWS HA3HAYEHHOTO UM NPUOPUTETA.
Ecnn npuoputeTbl knactepos u/unu cnyx6 OCSP coBnagatoT, To Bbiwe B CNucke ByneT pacnonararbes
Knactep u/unu cnyxba, B napameTpbl KOTOPbIX M3MEHEHUs OblNM BHECEHbl MO3JHee, HauyMHas C AaThl
CO34aHUS.

- Haxmure kHonky <[MpoaomkuTb>.
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hitps://cafvalidation?ocspService=true

Mpuopurer

o

lNpopom#wmTe =

PucyHok 211 - Co3panue knactepa cnyx6 OCSP. War 1

e B otkpbiBweM okHe (cM. PucyHok 212) BbINOAHWUTE Cneayrowme encTeums:

B cnucke «Bbibpath» ¢ nomowbto dnaxkos Bbibepute URL cnyx6 OCSP, kotopble Heobxoaumo
06beMHUTb B KNACTEP, U WENKHWUTE 3HAYOK ° B pe3ynbTaTe BbibpaHHble cyxbbl 6yayT nepeMelleHbl B
CMUCOK «BbibpaHo».

- UY706bl M3MeHUTb cnncok cnyx6 OCSP, obbeauHseMbix B knacTep, B cnucke «BbibpaHo» C MOMOLLbHO

dnaxkoB Bbibepute URL cnyx6, MCKNOYaeMbiX M3 KnacTepa, U LWEeNKHUTE 3Ha4yoK o B pesynbrarte
BblOpaHHbIe CNyX6bl OyAyT NepeMeLleHbl B CMMCOK «BblbpaTtby.

- Ytobbl HaNTK cnyxBy B CNMCKaX, MCNONb3YMTE NONS MOMCKA.

- Haxmute kHonky <Co3paTb knactep>.

Buibepute cnyx0bl OCSP ana obbeauHeHns B knactep

BuiGpaHo

& hitp//192 168.66.131:8080/3eca valocsp Tp# OTCYTCTBMH CIY3KO, BLIOPAHHBIX ANs
oGLeHHEHNs, GYAET CO3AaHa NONB30BATENLCKAn

cnyx6a OCSP

2 nhiips:ifaeva:8888/noredirect htmi

Co3pars knactep

PucyHok 212 - Co3panue knactepa cnyx6 OCSP. War 2
B pe3synbTtate 6yaeT co3gaH knactep cnyx6 OCSP B COOTBETCTBMM C HA3HAYEHHbLIM NPUOPUTETOM.
MNMopanok co3aaHus kKnactepa Ha 6ase CyLlecTByoLWEel Noab30BaTeNbCkol cyxbbl OCSP:

o [lepenaunTe Ha Bknaaky «Cnyxobbl OCSP» paspena «LleHTpobl Banupaumms.

e Bbigenute BbibpaHHYH nonb3oBaTenbckyto cnyxby OCSP B cnvcke u Haxxmute KHonky <Co3aaTb kKnacrep>
(cM. PucyHok 213).

AO «AnadduH P .», 1995-2025 2. Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasnerus Llenmpa cepmuguxayuu Aladdin Enterprise Certification Authority

Cmp. 172/ 271



LlenTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.ANAE.03.01.020-01 32 01-2

LlenTtp ceptudomnkaumm Aladdin eCA RootCA2  CA-1  adminca 1 {f

© AstoobHosnenne CRL

Coapate v

LlenTp Banugaunn URL Mpuopwurer [ata nsmeHeHNsA

= [ons3oeare... https://aeva:8888/... 1 08.04.2025 17:41:48

& Asromartiue. . 192.168.86.131 http://192.168 86 1 08.04.2025 12:50:57

PucyHok 213 - MHnumanmsaums npouecca co3aanus knacrepa cnyx6 OCSP
e B oTKpbIBLIEMCS OKHe CO3AaHMUS knacTepa (CM. PucyHok 214) BbinonHuTe cnepyiowme 4encTeus:
- B cnncke «Bbibpatb» ¢ nomolbto dnaxkos Bbibepute URL cnyx6 OCSP, koTopble Heobxoammo

06beAMHUTb B KN1acTep, U WeAKHUTE 3HAYOK ° B pesynbTate BblOpaHHble Cykbbl 6yayT nepemMelleHbl B
cnucok «BbibpaHo».

- UYtobbl M3MeHuTb cnucok cnyxb OCSP, obbegnHseMbIX B Knactep, B Crnmcke «BblBpaHO» C MOMOLLbHO
dnaxkoB BblbepuTe URL cnyx6, MCKNOYaEMbIX M3 KNACTepa, U LWESIKHUTE 3HaY0K (< ]
- UYT06bl HaWTH CNyX6Y B CNMCKAX, MCNONb3YITE NONS NOUCKA.

- Haxmurte kHonky <Co3aaTb Knacrep>.

Bribepute cnyx0sl OCSP anA 00beanHeHnA B Knacrep

BriGpars BLIGpaHo

HeT faHHbix a http://192_168.86.131:8080/aeca-
valocsp

Co3pars knacrep

PucyHok 214 - Co3paHue knactepa u3 nosib3oBaTenbckon cnyxool OCSP
B pesynbTate 6ypet co3paH knactep ¢ URL u npuoputetoM nonb3oBaTenbckon cyxbbl OCSP, Ha oCHOBaHMM

KOTOpOW OH 6bla CO34aH.

7.10.6.6 MpocMoTp cocTaBa knacrepa cnyx6 OCSP
[nsa npocmotpa cnyx6 OCSP, 06beAMHEHHBIX B KNacTep, BbIMOJHUTE C/iefyolime AeACTBUS:

o [lepeipute Ha Bknaaky «Cnyx6bl OCSP» paspena «LleHTpbl Banuoaumm».

e Packpoiite coctaB knactep B cnucke. [Ins 3Toro B CTpOKe BbIOpaHHOrO KiacTepa LWENKHUTE 3HAY0K
(cM. PucyHok 215).
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LenTp ceptudmkaummn Aladdin eCA

I AstoobHoBneHne CRL

LienTp Banuoaumu URL Mpuopurer
Knactep https:/faeva:8888/n 87
MonkzoBaten... https://ca:8888/
ABTOMaTHYeC. .. 192.168.86.131 http://192.168.86.1...

Monb3oBaten https-/laeva:8888/n

PucyHok 215 -TpocmoTp coctaBa knactepa cnyxb6 OCSP
e  YT06bI CKPbITH COCTAB KNACTEPa, WENKHUTE 3HAYOK .
7.10.6.7 PepaktupoBaHue Knacrepa cnyx6 OCSP

[na pepakTnpoBaHus coctaBa knactepa cnyx6 OCSP BbinonHMTe cnepyowme oencTBus:

o [lepeigute Ha Bknaaky «Cnyx6bl OCSP» paspena «LleHTpbl Banugaumms.

e HaBeguTe ykasaTenem MbilWM Ha BbIOPAHHBIA KNacTep B CMCKE U HAXMUTE KHOMKY <PepakTnpoBatb
knacrep> (cM. PucyHok 216).

LleHTp ceptudmkaumm Aladdin eCA RoolLCA2 =~ CA1  admin_ca_t (@

@ Astoobuosnenne CRL

Cozpate v

LieHTp Banuaauuu URL Mpuoputer [aTta usmeHeHusa

Knacrep hitps://aeva.888... 8 09.04.2025 09....

[Monb3oBa. .. hitps://ca.8888/ 09.04.2025 09....

ABTOMATH 192.168.86.131 http://192 168 8. 09.04.2025 09:__

MNonb3oBa hitps://aeva:888. .. 09.04 2025 09:._.

PucyHok 216 - MHMumanusaums npouecca pefakTMpoBaHMS COCTaBa Kiactepa

e B oTKpbIBLLIEM OKHE ynpaBneHus knactepom (cM. PucyHok 217) nsmeHute coctas Knactepa u HaXMmUTE KHOMKY
<CoXpaHUTb U3MEHEHUS>.

- Y706l pobaButb cnyxbel OCSP B knactep, Bbibepute URL cnyx6 B cnucke «BbibpaTtbh» € nmoMoLbio

hNAXKKOB U LLENKHUTE 3HAYOoK ° B pe3ynbTate BbibpaHHble cnyxbbl ByayT nepemMelleHbl B CMMCOK
«BbI6paHO».

- Ytobbl ncknountb cnyxbol OCSP u3 knactepa, Boibepute URL cnyx6 B cnucke «BbibpaHo» ¢ moMoLbo

GNaxKoB M LWENKHUTE 3HAYOK L pe3ynbTate BbibpaHHble Cnyxbbl OyayT nepemelleHbl B CMMCOK
«BbiBpaTb».

- Y706bI HATH CNyxBy B CMCKAX, UCMNOMb3YITE NONS NOUCKA.
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OTpeaakTupyiTe COCTaB Knacrepa

Boibpars

3 nitps:/ica:8888/ £ hitp://192.168.86.131:8080/aeca valocsp

2 nhitps:/faeva:8888/noredirect. himl

CoxXpaHuTb H3MeHeHWA

PucyHok 217 - PepakTnpoBaHue cocTaBa knactepa cnyx6 OCSP
[na pepakTnpoBaHus napaMeTpoB knactepa cnyxk6 OCSP BbinonHUTe cneayolme oenCcTBus:

o [lepeipute Ha Bknaaky «Cnyxbbl OCSP» paspena «LleHTpbl Banugaumms.
e HaBegute ykaszaTeneM MblliM HA BblOpaHHbIM knactep cnyx6 OCSP B cnucke M HaxXMUTE KHOMKY

<PepakTupoBatb> (cM. PucyHok 218).

LlenTtp ceptucbmkaumm Aladdin eCA admin_ca_1 o

© AetooCHoenexne CRL

LlenTp Banuaauuu URL Mpuopurer JlaTta nsmeHeHusa
Knactep https:/faeva.888. .. 09.04.202509:3...
Monk3oBar. https://ca:8888/ 09.04.202509:3...
ABTOMATHY. . 192 168.86 131 http://192 168 8 09.04 2025 09:3. .

Mons3oBaT. https://aeva:888... 09.04.2025 09:3...

PucyHok 218 - MHuumanusaums npouecca pefakTMpoBaHUg NapaMeTpoB Knactepa
e B oTkpbiBweMmcsa okHe (cM. PucyHok 219) B cootBeTcTBytOWMX nongx musmenute URL, npuopwuteT knactepa

cnyx6 OCSP u HaxmuTe kHONKy <COXpaHUTb M3MEHEHUS> (OMMCAHME U NpaBMAa 3anoJIHEHWUS MOMeln CM. B
pasgene 7.10.6.5).

URL
https://cadp:8888/noredirect

Mpuopurer
(]

CoXpaHUTb M3MEHEHUA

PucyHok 219 - PepakTnpoBaHue napamMeTpoB knactepa ciyxbbl OCSP
7.10.6.8 YpaneHue knacrepa cnyx6 OCSP

[na ynanenus knactepa cnyx6 OCSP BbinonHuTe cnepyolime oencTemns:

o [lepeiipute Ha Bknaaky «Cnyx6bl OCSP» paspena «LleHTpbl Banupaumm».
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e HaBegute ykasaTtenem MbiwM Ha BblOpaHHbIA KNAacTep B CMAMCKE W HAXMUTE KHOMKY ﬂ<y,qanMTb>
(cM. PucyHok 220).

Llentp ceptudpukauum Aladdin eCA admin_ca_1 o

© AsroccbHoBneHue CRL

Cospare v
LlewTp Banupa. .. URL Mpuopurer [aTta usmeHeHnsa
Knactep https:/faeva 88 09.04 202509
Monb3oBa https:/fca-8888/ 09.04 202509
ABTOMATH. .. 192.168.86.131 http://192.168.... 09.04.2025 09:...

Monb3oea... https:/faeva:88... 09.04.2025 09:...

PucyHok 220 - MHnMumanusaums npouecca yaaneHnms knacrepa cnyx6 OCSP

B oTkpbiBwemcsa okHe (cM. PucyHok 221) noatsepauTte yaaneHue, Haxas KHOMKY <YAanuTb>.

Ypanutb knactep cnyx6 OCSP?

Bce BxoasaLyme B knacrep cnyx6ol OCSP 6yayT Bo3palleHbl B CNUCOK.

Yaanutb

PucyHok 221 - MNoaTeepxaeHUe yaaneHus knactepa cnyxo OCSP

B pe3ynbTtaTe knactep cnyx6 OCSP 6ynet yaaneH. [Mpu 3tom cnyxbbl, BXoaawume B kKnactep, 6yayT UCKAOYEHbI U3
Hero 1 JoCTynHbl B cnmcke cnyx6 OCSP.

7.10.7 Hacrpoiika TexHuueckoro peweHus «LleHTpa Banuaaumm»
7.10.7.1 Hacrpoiika c ncnonbsosaHuem se6-cepsepa Nginx
Dna Astra Linux SE 1.7

MoaroTtoBbTe cepeep, Ha KOTOpPOM 6y,u,eT pa3MelleHa Nosib30BaTeNIbCKaa TOYKa I1y6J1VIKaLLMVI CNUCKOB OTO3BaHHbIX
CepTMqJMKaTOB, NS 3TOro NoCNefoBaTeNIbHO BbIMOMHUTE AENCTBUS AN YCTaHOBKMU Be6—cepBepa Nginx:

e YctaHoBuTe nakeT u3 opuumnanbHoro penosutopus OC (ana PEL OC) unu pacwmpeHHoro penosutopus (ans
Astra Linux SE 1.7), BbINONHWB KOMaHAY C NpaBamMu Cynepnob30BaTens:

sudo apt install nginx

e  3anycTuTe yCTaHOBEHHbIN Beb-cepBep, BbINOJHUMB KOMAHAY:

systemctl start nginx

e [Jlo6aBbTe BEO-CepBEP B aBTO3arpysKy, BbIMOJHUB KOMaHLy:

systemctl enable nginx

o Cospavite dann KOHPUrypauuu, BbINOIHUB KOMAHAY:

sudo nano /etc/nginx/conf.d/crl-dp.conf
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[obaBbTe B CO3[aHHbIM KOHOUIYpaUMOHHbIA dann /etc/nginx/conf.d/crl-dp.conf cneanywliee
coflepXxummoe:
server
listen 80;

server name localhost;

location /crl-dp/ {
root /var/www;

autoindex off;

roe /var/www/crl-dp - Kkartanor, B KoTtopoM 6OyayTt pasmewenbl dannbl CRL, Delta CRL u AlA ang
pacnpocTpaHeHus (CKayMBaHUs).

e Ypanute dannbl /etc/nginx/sites-enabled/default 7 /etc/nginx/sites—
available/default (MpK UX HAIMYMKU B CUCTEME), BbIMOHUB KOMAHAbI:
sudo rm /etc/nginx/sites-enabled/default

sudo rm /etc/nginx/sites-available/default
o Cospavite Katanor /var/www/crl-dp, BbIMONHWB KOMaHAY:
sudo mkdir /var/www/crl-dp

e BbinonHuTte nepesanyck Beb-cepeepa Nginx Ana NPUMEHEHWUS M3MEHEHWI KOHOUIypauuW, BbINOMHUB
KOMaHay:

sudo systemctl restart nginx

e DOkcnopTtupywte u3 LleHTpa ceptudmkaumm, cornacHo nogpasgeny 7.10.8 Hactoswero pykoBOACTBa, 4SS
pacnpocTpaHeHus cnenytowme danbl:
- CMMUCOK 0TO3BaHHbIX cepTudmkaToB CRL;
- CNUCOK n3MeHeHui nocnegHero onybnmkosaHHoro CRL - DeltaCRL;
- CepTUdMKaTbl LEHTPOB CEPTUDUKALMUM.
e Pa3smectute B kaTanore /var/www/crl-dp nonyyeHHble pannbl CRL, Delta CRL u/mnu AlA.

o Ybeputechb, uto dannbl CRL, Delta CRL nau AIA poctynHbl ang ckaumsaxums. [Ing atoro Heob6xoanMo Ha Ntob6om
apyrom APM, nnga KOTOpOro cepBep MNOJIb30BAaTENbCKOM TO4YKM pacnpocTtpaHeHns CRL DP ssnsetcs
LOCTUXMMBIM, NepeiTu B 6pay3sepe no ccbiike:

http://IP/crl-dp/FILENAME

roe IP - IP-agpec cepBepa nosib30BaTENLCKOM TOUKM pacnpocTpaHeHuss CRL DP, FILENAME - ums nwoboro us
(daiino., nobaBneHHbIX B KaTanor /var/www/crl-dp, Hanpumep:

http://192.168.0.125/crl-dp/SUB_CA.crl

Lna OCPEL OC7.3
MNogroTtoBbTe cepsep, Ha KOTOpOM 6y,EI,ET pa3MeLlleEHa NONb30BATENIbCKAA TOYKaA I'IYGJ'IMKaLI,VIl/I CMUCKOB OTO3BAHHbIX
CepTMq)VIKaTOB, 419 3TOro Nocnef0BaTelbHO BbINOIHUTE AENCTBUS ANs YCTaHOBKMU Be6-cepBepa Nginx:
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sudo

e YcTtaHoBuTe nmakeT u3 opuumancHoro penosutopmsa OC (ana PEL OC) unam paclwumpeHHOro penosutopus (ans
Astra Linux SE 1.7), BbINOAHMB KOMaHAy € NpaBaMu Cyrnepnonb3oBaTens:

dnf install nginx

e  3anycTute yCTaHOBNEHHbIM BeO-cepBep, BbINOJHMB KOMaHAY:

systemctl start nginx

o [obasbTe Be6-cepBep B aBTO3arpy3ky, BbiMOJIHUB KOMaHAY:

systemctl enable nginx

o Cospavite dann KOHPUrypauuu, BbINOAHUB KOMAHAY:

sudo nano /etc/nginx/conf.d/crl-dp.conf

[obaBbTe B CO3[aHHbIM  KOHOUIypauumoHHbii ¢ain /etc/nginx/conf.d/crl-dp.conf cneaywliee
COLEePXKMMOE:
server

listen 80;

server name localhost;
location /crl-dp/ {

root /var/www;

autoindex off;

roe /var/www/crl-dp - Kartanor, B KoTopoM 6yayt pasmeuweHbl ¢annbl CRL, Delta CRL u AIA ang

pacnpocTpaHeHus (CKauMBaHUS).

sudo

sudo

sudo

sudo

sudo

e VYpanute dannbl /etc/nginx/sites-enabled/default 7 /etc/nginx/sites-—
available/default (Mpu UX HAIMYMKU B CUCTEME), BbIMOTHUB KOMAHAbI:

rm /etc/nginx/sites-enabled/default

rm /etc/nginx/sites-available/default

e PacwupbTe nonuntunku selinux, BbINOMHWB KOMaHAy:
semanage permissive -a httpd t

o Cospavite KaTanor /var/www/crl-dp, BbIMOJIHWB KOMaHAY:
mkdir /var/www/crl-dp

e BbinonHuute nepesanyck Beb6-cepepa Nginx Ans NpUMEHEHUS M3MEHEHWI KOHQUrypauuu, BbIMOMHUB
KOMaHay:

systemctl restart nginx
e JkcnopTupyite u3 LleHTpa ceptudmkaumm, cornacHo noppasneny 7.10.8 HacTosuiero pykoBoACTBa, Ans
pacnpocTpaHeHus cneayowue dannbl:

- CMMUCOK 0TO3BaHHbIX cepTudmkatoB CRL;

- CMUCOK M3MeHeHuit nocnegHero onybnmkosaHHoro CRL — DeltaCRL;
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- CepTUdUKaTbl LEHTPOB CEPTUDUKALMUM.
e Pa3smecturte B kaTanore /var/www/crl-dp nonyyenHbie dannsl CRL, Delta CRL u/mnu AlA.

e Ybeputech, uto pannbl CRL, Delta CRL naun AIA poctynHbl ana ckaunanums. [lng atoro Heob6xoanMo Ha nobom
apyroMm APM, nns KOTOpOro cepBep MO/Mb30BaTeNIbCKOW TOYkM pacnpoctpaHeHmus CRL DP asnsetcs
LOCTUXMMBIM, NepeiTu B 6paysepe no cCbiike:

http://IP/crl-dp/FILENAME

roe IP - IP-agpec cepBepa nonb30BaTeNnbCcKoW ToUkM pacnpoctpaHeHus CRL DP, FILENAME - ums nio6oro u3
daino., nobaBneHHbIX B KaTanor /var/www/crl-dp, Hanpumep:

http://192.168.0.125/crl-dp/SUB_CA.crl

Ona OC AJIbT 8 CI
MoAroToBbTE CepBEP, HA KOTOPOM BYAET pa3MeLLeHa NOIb30BaTENbCKAs TOUKA MyBMKALMM CMUCKOB OTO3BAHHbIX
CepTMhMKATOB, ANS 3TOr0 NOC/EeA0BaTENbHO BbINONHWUTE AEMCTBUS ANS YCTaHOBKM Be6-cepBepa Nginx:

e YcraHoBuTe nakeT u3 opuumnansHoro penosutopus OC, BbINOAHMB KOMaHAy C NpaBaMu Cyneprnonb3oBaTens:
sudo apt-get install nginx
e  3anycTuTe yCTaHOBJIEHHbI Beb-cepBep, BbINONHWB KOMaHAY:
systemctl start nginx
e [lo6aBbTe BeH-cepBep B aBTO3arpy3Ky, BbINOJHMB KOMAHAY:
systemctl enable nginx
o Cospaiite ann KOHUrypauuu, BbINOIHUB KOMAHAY:
sudo nano /etc/nginx/sites-enabled.d/crl-dp.conf

[obaBbTe B CO3AaHHbIM  KOHOUIypauUMOHHbIM  dan  /etc/nginx/sites-enabled.d/crl-dp.conf
cnepyrollee COLepPXKUMOe:
server
listen 80;

server name localhost;

location /crl-dp/ {
root /var/www;

autoindex off;

roe /var/www/crl-dp - KkaTtanor, B KoTtopoM 0OyayT pa3smelweHbl dannbl CRL, Delta CRL u AlA pang
pacnpocTpaHeHus (CKaYMBaHUA).

e VYpanute dannbl /etc/nginx/sites-enabled.d/default.conf UM /etc/nginx/sites-
available.d/default.conf (Npy UX HaNU4YMUU B CUCTEME), BbIMOSHUB KOMaHAbI:

sudo rm /etc/nginx/sites-enabled.d/default.conf

sudo rm /etc/nginx/sites-available.d/default.conf

o Cospavite katanor /var/www/crl-dp, BbIMOJHUB KOMaHAY:
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sudo mkdir /var/www/crl-dp
e BbinonHuute nepesanyck Beb6-cepepa Nginx Ons NpPUMEHEHUS M3MEHEHWW KOHPUrypauuu, BbiMOJIHMB
KOMaHay:
sudo systemctl restart nginx
e JkcnopTupyite u3 LeHTpa ceptudukaumu, cornacHo nogpasgeny 7.10.8 HacToswero pykoBOACTBa, AnS
pacnpocTpaHeHus cneaywowue annbl:
- CMMUCOK 0TO3BaHHbIX cepTudmkaTtoB CRL;
- CNMUCOK n3MeHeHui nocnegHero onybnmkosaHHoro CRL — DeltaCRL;
- CepTUdUKaTbl LEHTPOB CEPTUDUKALMUM.
e Pasmectute B kaTanore /var/www/crl-dp nonydyeHHbie dannsl CRL, Delta CRL u/mnu AlA.

e Ybeputechb, uto dannbl CRL, Delta CRL nnaun AIA poctynHbl gng ckaumarums. [Insg atoro Heo6xoanMo Ha 1toH6oM
apyrom APM, nons KOTOpOro cepBep MNOJIb30BAaTENbCKOM TO4YKM pacnpocTtpaHeHns CRL DP sensietcs
LOCTVMXKMMBIM, NepeiTn B Bpay3epe o CCbiKe:

http://IP/crl-dp/FILENAME
roe IP - IP-agpec cepBepa nonb30BaTeNbCKOM TOUYKM pacnpocTpaHeHns CRL DP, FILENAME - ums noboro us
¢dannos, nobaBneHHbIX B KaTanor /var/www/crl-dp, Hanpumep:

http://192.168.0.125/crl-dp/SUB CA.crl

7.10.7.2 Hactpoiika ¢ ucnonb3oBaHuem Beb-cepepa Apache

IOna OC Astra Linux SE 1.7
MoarotoBbTe CEpBEP, HAa KOTOPOM OYAET pa3MelleHa No/b30BaTebCKas TOUYKA Ny6AMKaLMM CMCKOB OTO3BAHHbIX
cepTMdmMKaTOB, A5 3TOFO NOC/IEA0BATENIbHO BbINOMHUTE AEMCTBUS 415 YCTaHOBKK Beb-cepBepa Apache:

e  YCTaHOBWTE MAKeT, BbIMONHUB KOMaHAY C MpaBaMu Cynepnonb3oBaTens (0T MMeHM Nofb3oBaTens root, MM6o ¢
ncnonb3oBaHWeM sudo):

sudo apt install apache2

e  AKTMBMpYIATE MOAYIU, BbIMNOIHUB KOMAH/bI:
sudo aZenmod ssl
sudo aZenmod proxy
sudo aZenmod proxy http
sudo aZenmod headers
sudo aZenmod cgi
sudo aZenmod rewrite

sudo aZenmod http2

e [lob6aBbTe BebG-cepBep B aBTO3arpy3Ky, BbIMOJHUMB KOMaHAy C NMpaBaMu Cynepnosnb30oBatens:
sudo systemctl enable apache?2

o Cospavite dann KOHPUrypauuu, BbINOAHUB KOMAHAY:
sudo nano /etc/apache2/conf-available/crl-dp.conf

[obaBbTe B CO3[aHHbIA KOHDUIYPALMOHHbIA daiin /etc/nginx/sites-available/crl-dp cneaywliee
coflepXmmoe:
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<VirtualHost *:80>
AstraMode off

ServerName localhost

Alias /crl-dp/ "/var/www/crl-dp/"

<Directory "/var/www/crl-dp/">
Options -Indexes
AllowOverride None

Require all granted

<Files "*">
Header set Content-Disposition "attachment"
</Files>
</Directory>
</VirtualHost>
roe /var/www/crl-dp - Katanor, B KoTopoMm 6yayt pasmewatbcs dannbl CRL, Delta CRL n AIA gng
pacnpocTpaHeHuns (CKaYuBaHMs).
o (Cospavite B KaTanore /etc/apache2/conf-enabled cCbiiky Ha CO3AaHHbLIA KOHOUIYypaUMOHHbLIN  dann
/etc/apache2/conf-available/crl-dp.conf, BbinoNHMB KOMaHAYy:
sudo 1ln -s /etc/apache2/conf-available/crl-dp.conf /etc/apache2/conf-enabled/
e AkTuBMpYIMTE MOAYNb headers, BbINONHUB KOMaHAY:

sudo aZ2enmod headers

o Cospavite katanor /var/www/crl-dp, BbINOJHWB KOMaHAY:

sudo mkdir /var/www/crl-dp

e BbinonHute nepesanyck Beb-cepsepa Apache ong npuvMeHeHUs M3MEHEHU KOH(Urypauuu, BbINOJIHMB
KOMaHay:

sudo systemctl restart apache2

e JKCnopTupyiTe U3 LleHTpa cepTudukaumu, cornacHo noapasgeny 7.10.8 HacToswero pykoBOACTBa, AJiS
pacnpocTpaHeHUs cepyloLme Gainbi:

- CMMCOK 0TO3BaHHbIX cepTudmkaTos CRL;
- CMUCOK n3MeHeHui nocnegHero onybnmkosaHHoro CRL - DeltaCRL;
- CepTMduKaTbl LEHTPOB CEPTUDUKALMM.
e Pa3smectute B KaTanore /var/www/crl-dp nonyyeHHble dannsl CRL, Delta CRL u/mnu AlA.

o Ybeputechb, yto dannbl CRL, Delta CRL naun AIA poctynHbl ang ckaumsaxums. [Ing atoro Heob6xoanMo Ha N1toH6om
apyrom APM, ponsa KoTOporo cepBep MNOJIb30BaTENbCKOM TO4vkM pacnpoctpaHeHns CRL DP gasnsgetcs
LOCTUXUMBIM, NepeiTu B 6pay3sepe no ccbiike:

http://IP/crl-dp/FILENAME

roe IP - IP-agpec cepBepa nonb3oBaTeNbCKOM TOUKKM pacnpocTtpaHeHus CRL DP, FILENAME - uMms nio6oro u3
(daiino., [obaBneHHbIX B KaTanor /var/www/crl-dp, Hanpumep:
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http://192.168.0.125/crl-dp/SUB_CA.crl

Ona OCPELN 0OC7.3
MoaroToBbTE CEpBep, Ha KOTOPOM ByaeT pa3MeLleHa Nob30BaTeNbCKAs TOUYKA NyBANKALLMM CUCKOB OTO3BAHHbIX
CEpTUPUKATOB, ANS 3TOr0 NOCAeA0BaTENbHO BbIMOMHWUTE AENCTBMS ANS YCTAaHOBKKM Beb-cepBepa Apache:

e  YcTaHOBMTE NakeT, BbINOJHWB KOMAHAY C NpaBaMu Cynepnonb3oBatens (0T UMeHW NoJsib3oBaTens root, inbo ¢
ncnonb3oBaHWeM sudo):

sudo dnf install httpd

. YcTaHoBUTE LOMONHUTENbHbIN MoA4ynb Ang UCnonb3oBaHUA NPOTOKO/A ssl B apache, BbINO/THMB KOMaHAy C
npaBamMun Ccynepnonb3oBaTena (OT MMEHM Nonb3oBaTens root, IM6O C UCNONb30BaHMEM SUdO)I

sudo dnf install mod ssl

e [Jlo6aBbTe BeG-CEpBEP B aBTO3arpysKy, BbINMOJHUB KOMaHAY C NMpaBaMu Cynepnosib3oBaTens:

sudo systemctl enable httpd

e Cospavite dann KOHbUrypaunuu, BbINOJIHUB KOMaHAY:

sudo nano /etc/httpd/conf.d/crl-dp.conf

[JobaBbTe B CO34aHHbIA KOHOUIYpaUMOHHbIK Gdain /etc/httpd/conf.d/crl-dp.conf cnepywouwee
COLlepXXMMOE:
<VirtualHost *:80>

ServerName localhost

Alias /crl-dp/ "/var/www/crl-dp/"

<Directory "/var/www/crl-dp/">
Options -Indexes
AllowOverride None

Require all granted

<Files "*">
Header set Content-Disposition "attachment"
</Files>
</Directory>
</VirtualHost>

roe /var/www/crl-dp - KaTanor, B KoTopoMm 6yayt pasmewatbcs ¢annbl CRL, Delta CRL n AIA png
pacnpocTpaHeHus (CKaYMBaHUA).

o Cospavite katanor /var/www/crl-dp, BbIMOJIHUB KOMaHAY:

sudo mkdir /var/www/crl-dp

e BbinonHuTe nepesanyck Be6-cepBepa Apache [ons NpUMEHEHWUS U3MEHEHUI KOHGOUrypauuu, BbIMOJIHMB
KoMaHay:

sudo systemctl restart httpd
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e JkcnopTupyite u3 LeHTpa ceptudukauuu, cornacHo noppaspeny 7.10.8 HacToswero pykoBOACTBa, AnS
pacnpocTpaHeHus cneaywowue annbl:

- CMMUCOK 0TO3BaHHbIX cepTudmkaTos CRL;
- CMMUCOK M3MeHeHuit nocnegHero onybnmkosaHHoro CRL — DeltaCRL;
- CepTUdUKaTbl LEHTPOB CEPTUDUKALMUM.
e Pa3smecturte B kaTanore /var/www/crl-dp nonyyenHbie dannsl CRL, Delta CRL u/mnu AlA.

e Ybeputech, uto dannbl CRL, Delta CRL nnaun AlIA poctynHbl ana ckaunanums. [1ng atoro Heo6xoauMo Ha ilobom
apyroMm APM, nns KOTOpOro cepBep MNOJIb30BAaTENbCKOM TO4YKM pacnpocTtpaHeHns CRL DP ssnsietcs
LOCTUXMMBIM, NepeiTu B 6paysepe no cCbiike:

http://IP/crl-dp/FILENAME

roe IP - IP-agpec cepBepa nonb3oBaTeNbCKOM TOUKKM pacnpocTpaHeHus CRL DP, FILENAME - uMms nio6oro u3
¢dannos, nobaBneHHbIX B KaTanor /var/www/crl-dp, Hanpumep:

http://192.168.0.125/crl-dp/SUB CA.crl

Lna OC AJIbT 8 CN

MonroToBbTE CepBEp, HA KOTOPOM BYAET pa3MeLLEeHa NOIb30BaTeNbCKas TOUKa MNy6IMKALMKM CMMCKOB OTO3BaHHbIX
cepTMdUKaATOB, ANS 3TOrO NOC/EA0BATENbHO BbINOSHATE AEMCTBUS AN YCTaHOBKM Be6-cepBepa Apache:

e  YcTaHOBWTE NaKeT, BbINOJHMB KOMAH/Y C MpaBaMu Cynepnosib30BaTens (0T UMEHW NoNb3oBaTens root, 1Mbo ¢

“cnonb3oBaHuneMm sudo):

sudo apt-get install apacheZ2-mod http2

e YcTaHoBWUTE MOAynb Ssl, BbINOMHMB KOMaHAY C NpaBaMu Cynepnosib3oBaTtens (0T UMeHM NoNb30BaTens root,
nmbo ¢ ncnonb3oBaHueM sudo):

sudo apt-get install apache2-mod ssl

o Cospaiite dannbl:
- /etc/httpd2/conf/mods-available/http2.load, BbINOAHMB  KOMaHAy C  nNpaBamu

cynepnonb3oBaTtena:

sudo cat /etc/httpd2/conf/mods-available/http2.load

BHecuTe cnepyowmii TEKCT B CO34aHHbIV (aiin:

LoadModule http2 module /usr/lib64/apache2/modules/mod http2.so

- /etc/httpd2/conf/mods-available/http2.conf  BbINOSHMB  KOMaHAy C  MpaBaMu
cynepronb3oBatens:

sudo cat /etc/httpd2/conf/mods-available/http2.conf

BHecuTe cnepyowmii TEKCT B CO34aHHbIV (aiin:

# mod http2 doesn't work with mpm prefork
<IfModule !mpm prefork>
Protocols h2 h2c http/1.1

# # HTTP/2 push configuration
#

# H2Push on

#

# # Default Priority Rule
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H2PushPriority * After 16

# More complex ruleset:

H2PushPriority * after
H2PushPriority text/css before
H2PushPriority image/jpeg after 32
H2PushPriority image/png after 32

H2PushPriority application/javascript interleaved
# Configure some stylesheet and script to be pushed by the webserver

<FilesMatch "\.html$">
Header add Link "</style.css>; rel=preload; as=style"
Header add Link "</script.js>; rel=preload; as=script"
</FilesMatch>
Since mod http2 doesn't support the mod logio module (which provide the %0
format) ,

S o S SR S S S SR S S SR S 3 9 4R 3 36

H

# you may want to change your LogFormat directive as follow:

#

# LogFormat "$v:%p $h %1 su %t \"%r\" %>s $B \"${Referer}i\" \"&%{User-Agent}i\""
vhost combined

# LogFormat "$h %1 %u %t \"%r\" %>s %B \"${Referer}i\" \"%{User-Agent}i\""
combined

# LogFormat "$h %1 %u %t \"%r\" $>s $B" common
</IfModule>

e  AKTMBMpYIATE MOLYNU, BbIMNOIHUB KOMAH/bI:
sudo aZenmod ssl
sudo aZenmod proxy
sudo aZenmod proxy http
sudo aZenmod headers
sudo aZ2enmod cgi
sudo aZenmod rewrite

sudo aZenmod http2

e  Bkntouute https nopT no yMonyaHuio, BbINOHUB KOMaHAy C NpaBaMu Cynepnonb3oBaTens:
sudo aZenport https

o Cospavite dann KoHPUrypauuu, BbINOIHUB KOMaHAY:
nano /etc/httpd2/conf/sites-available/crl-dp.conf

[obaBbTe B CO3[aHHBIA  KOHOUIYpaUMOHHbIA (dain  /etc/httpd2/conf/sites-available/crl-
dp.conf cnegylollee COAepXUMOE:

<VirtualHost *:80>

ServerName localhost
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Alias /crl-dp/ "/var/www/crl-dp/"

<Directory "/var/www/crl-dp/">
Options -Indexes
AllowOverride None

Require all granted

<Files "*">
Header set Content-Disposition "attachment"
</Files>
</Directory>
</VirtualHost>
roe /var/www/crl-dp - Katanor, B KoTopoMm 6yayt pasmewatbcs dannbl CRL, Delta CRL n AIA gng
pacnpocTpaHeHus (CKaunBaHus).
o (CospaviTe B KaTanore /etc/httpd2/conf/sites-enabled CCbINKY Ha CO3AAHHbIA KOHDUIMYPALMOHHBIV
dann /etc/httpd2/conf/sites-available/crl-dp.conf, BbINOJHUB KOMAHAY:

In -s /etc/httpd2/conf/sites-available/crl-dp.conf /etc/httpd2/conf/sites-enabled/

e Ypanute u3 katanora /etc/httpd2/conf/sites-enabled ccbinky Ha ¢ann 000-default.conf,
BbIMO/IHUB KOMaHAY:

sudo rm /etc/httpd2/conf/sites-enabled/000-default.conf

e AkTuBMpYMTE MOAYNb headers, BbINONHUB KOMaHAY:

a2enmod headers

o Cospavite KaTanor /var/www/crl-dp, BbIMOJHWB KOMaHAY:

sudo mkdir /var/www/crl-dp

e BobinonHute nepesanyck Beb-cepsepa Apache ong npuMeHeHUs M3MEHEHU KOH(Urypauuu, BbINOJIHMB
KOMaHay:

sudo systemctl restart httpd2

e JkcnopTupyite u3 LeHTpa ceptudukaumu, cornacHo noppaspeny 7.10.8 HacToswero pykoBOACTBa, ANS
pacnpocTpaHeHuns cnepytowme Gannol:

- CMWUCOK 0TO3BaHHbIX cepTudmkaTos CRL;
- CMMUCOK n3MeHeHuit nocnegHero onybnmkosaHHoro CRL - DeltaCRL;
- CEepTUPMKATbI LEHTPOB CEPTUDUKALLMMN.
e Pa3smectute B kaTanore /var/www/crl-dp nonyyeHHble pannbl CRL, Delta CRL u/mnu AlA.

o Ybeputechb, uto dannbl CRL, Delta CRL nau AIA poctynHbl ang ckaumsaxums. [Ing atoro Heob6xoanMo Ha NtoH6oM
apyrom APM, ponga KoTOporo cepsep MNOJIb30BaTENbCKOM TO4vkM pacnpoctpaHeHns CRL DP gasnsgetcs
LOCTUXUMBIM, NepeiTn B 6pay3sepe no ccbiike:

http://IP/crl-dp/FILENAME

roe IP - IP-agpec cepBepa nosib30BaTENLCKOM TOUKM pacnpocTpaHeHns CRL DP, FILENAME - ums nwoboro us
daiino., nobaBneHHbIX B KaTanor /var/www/crl-dp, Hanpumep:

http://192.168.0.125/crl-dp/SUB_CA.crl
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7.10.8 Nonyuenue daiinos CRL, Delta CRL u AIA
7.10.8.1 MonyueHue PaitnoB nocpeacTBOM 3anycka CKPUNTa M3 COCTaBa NPOrpaMMbl
MpenBaputenbHO HEOBX0AMMO MOAFOTOBUTL CKPUMT, OTPEAAKTUPOBAB €ro UCXOLHbIN KO, BbIMOSHUB KOMaHAY:

sudo nano /opt/aecaCa/scripts/export-ca-data.sh

BHecuTe akTyanbHble 3HaYEHUS CnepyroLwmnx napamMmeTpos:

e paeHTMdMKaTop ueHTpa cepTudumkaummn, darnnol CRL, Delta CRL n AIA koToporo 6yayT 3KCNOpTUMPOBAHbI
(napameTp CA ID MOXHO BblAenuTb, Kak KpanHuin napametp URL ueHTpa cepTudukaummn, Hanpumep:
https://sub01.presale.aeca/access-certificates/4a660253-09bf-4cc6-a363-871a9c4cbd8c, roe 4a660253-
09bf-4cc6-a363-871a9c4cbd8c — npentudukartop LIC);

e MyTb K Nanke xpaHeHus cepTudukata ana astopusaumun B LIC (napametp CERTIFICATE PATH), B Ciyvae
MCNONb30BaHMS 3HAYEHWI MO YMOMAYAHWUIO [ON8 3TUX MapaMeTpoB HeobXoguMO C€o3paTb  Kartanor
/opt/aecaCa/dist/account;

*  nyTb K (ainy KoHTeiHepa pl2 ana asTopusaumun B LLIC (napametp P12 PATH);

e naponb OT KOHTelHepa p12 gns asTopusaumm B LIC (napametp P12 PASSWORD);

e nyTb K danny ceptudukata ana astopusaummn B LIC (napameTp CERT PATH), B C/ly4ae MCMosib30BaHMA
3HaYeHW No yMONYaHU HeobXoAMMO co3aaThb KaTanor /opt/aecaCa/dist/account;

e nyTb K danny koya ceptudukata gns astopusaummn B LIC (napametp KEY PATH), B C/ly4ae MCNOb30BaHUS
3HaueHun no YMONYaHMI0 ans 3TUX napameTpoB HeobxoaMmo €o3aatb KaTanor
/opt/aecaCa/dist/account;

e xoct LLC (MoxeT 6bITb Kak localhost, Tak 1 BHewWwHWI agpec, napameTp SERVICE HOST);

e nyTb K nanke 3kcnopta ¢ainos CRL, Delta CRL u AlA (napameTp DOWNLOAD PATH);

e 33[epxKa Mexay npoBepKaMu cTaTyca B CekyHAax (napametrp STATUS CHECK DELAY).

e [lna skcnopTa GainoB 3anycTute CKPUMT, BbINOAHWB KOMaHAy (C npaBamMu cynepnonb3oBaTens unu sudo):
sudo bash /opt/aecaCa/scripts/export-ca-data.sh

B pesynbTaTe ycnewHoro BbINMOAHEHWS CKPUMTA B KaTanor, yKasaHHbI B napameTpe DOWNLOAD PATH, 6yayt
akcnopTupoBaHbl dannbl CRL, Delta CRL 1 AIA, a Takxe apxuB «certificates.zip» co CMMCKOM cepTUPUKATOB, BbIMYLLEHHbIX
LC, naeHTMdUKaTOp KOTOPOro yKasaH B napameTpe CA ID.

7.10.8.2 MonyueHue daiinos nocpeacTBOM Ucnonb3osaHus meronos REST API

[nsa nonyyenus davinos CRL, Delta CRL 1 AIA Heob6x0aMMO ayTEHTUHULMPOBATLCS B NPOrpaMMe No cepTuduKaTy
poctyna. AyTeHTMdMKaLMa ocCyllecTBaseTcs nyTeM obpalleHus K MeToay MAeHTUdUKauuu u ayTeHTudukauum no
ceptudukaty poctyna nybnumyHoro APl (cM. onucaHue MeToda v NpuMep ero ucnonb3oBaHusa B pasgene 1.1 gokymeHTta
«LleHnTp ceptudukartos goctyna Aladdin Enterprise Certificate Authority Certified Edition. PykoBoacTtBo agMUHUCTpaTOpa.
Yactb 2. Mpunoxenue 3. Onncanmne metonos REST API» RU.ANTAE.03.01.020 32 01-2.

B pesynbtate ayteHTMduKauuMum no ceptudukaty poctyna OymeT nosydeH Mapkep AOCTyna, KOTopbid byper
MCnonb30BaThCs Aanee.

Echn npu panbHelwueM MCnonb30BaHUM Mapkepa LOCTyna B OTBeTe Ha obpaweHue kK metogam APl 6yaoer
copepxartbcs coobuieHne 06 owmnbke «Cpok genctaus JWT TOKeHa UcTek», He06X0AMMO MCNOIb30BaTb METO, OOHOBNEHMS
Mapkepa Aoctyna (CM. onucaHWe MeToda M NpuUMep ero UCnosb3oBaHus B pasgene 1.2 nokymeHTa «LleHTp ceptudmkaTos
poctyna Aladdin Enterprise Certificate Authority Certified Edition. PykoBoactBo agMuHucTpatopa. Yactb 2. Mpunoxexue
3. Onucanme metopos REST API» RU.AJIOE.03.01.020 32 01-2.

Ona nonyyenus ¢arna CRL Heobxoanmo mcnonb3oBatb Meton nonyvyeHns CRL no naoeHtudumkatopy LleHTpa
cepTudukaumm (CM. onucaHuve metofa B pasgene 6.7 pokymeHta «LeHTp ceptudukartos poctyna Aladdin Enterprise
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Certificate Authority Certified Edition. PykoBoacTBo agMuHucTpaTopa. Yacts 2. lMpunoxenue 3. Onucanune metonos REST
APIl» RU.AJIOE.03.01.020 32 01-2).
lNpumep ncnonb3oBaHus MeToaa (Yepes yTuamty curl):

curl -k --location 'https://192.168.111.100/export-
service/api/v2/public/export/certificate-authorities/e5291624-fac6-4d5f-aee’-
d57be0372489/crl' --header 'Cookie:
token=eyJhbGci0iJSUzUxMiJ9.eyJzZXNzaW9uSWQi0iI2Njc3NGU12S1jODkzLTRMOWQtODM4Yy1l1MzQzZG
QIMGE3ZjUiLCIpYXQiO0JE3MTAZMTIZODAsImV4cCI6MTcxMDMxMjU2MHO .MyycCgr89HeahIsnsn vUXxeSqw
FVIWRJUtPIkVMTbxq7BrzjGlcjFNJ9rEXx9]jGKeSaTMbuwhmjX4aODGnPWCSFcl8DUCQFA—
85BTYgvGL5ns5kXfCe2Wxmr70P ] —
7XMAZBI98JydXkLEbMRx7F10TeNW1ZY3JKwKvi9yFxbWrojB3yNg2ak39cvNj4AFKCEBFONE8UxKPoyXKDXeq
COxEv2UK8mhF7Um40d9B1LW1CuNgKExyqTGr1DDKJIcYjoWBh4 9pQFAc3mG bv7pBtTY7 vwuVNAelBAQj1lkUm
_scA 1-gARBh-oaU ZTGXNe-zpXKIiTDM-uFXLTuImZXRA'

roe:

192.168.111.100 - IP-agpec xocta AECA-CA;

e5291624-fac6-4d5f-aee7-d57be0372489 - wupeHtudukatop LeHTpa ceptudwmkaumm (MoxeT 6biTb
nonyyeH n3 URL kaptouku LleHTpa ceptudumkaumm);

eyJhbGci0iJSUzUxMiJ9.eyJzZXNzaWIuSWQi0iI2Njc3NGU1ZS1jODkzLTRMOWQtODMAYy11MzQzZG
Q1IMGE3ZjUiLCJIpYXQi0jE3MTAzZMTIzODASImV4cCI6MTcxMDMxMjU2MHO . MyycCgr89HeahIsnsn vUXxeSgw
FVIWRJUtPIkVMTbxq7BrzjGlcjFNJ9rEXx9]GKeSaTMbuwhmjX4a0ODGnPWCSFc18DUCQFA- -
85BTYgvGL5ns5kXfCe2Wxmr70P] -
TXMAzBI98JydXkLEbmRx7F10TeNW1ZY3JKwKvi9yFxbWrojB3yNg2ak39cvNj4AFKCEBFOnNE8UxKPoyXKDXeg
COxEv2UK8mhF7Um40d9B1LW1CuNgKExyqTGr1DDKJIcYjoWBh4 9pQFAc3mG bv7pBtTY7 vwuVNAelBAQj1lkUm
_scA 1-gARBh-oaU ZTGXNe-zpXKIiTDM-uFXLTulmZXRA - MapKep [0CTyna, MONYYEHHbI B pe3ynbraTe
ayTeHTUPUKaLUm

MonyyeHHbIM OTBET Ha obpalleHue K MeTody (Mpu OTCYTCTBMM OWKMOGOK) HEOBXOAMMO COXpaHWTb B dain c
pacwupeHuneM «crl».

[na nonyyennsa danna Delta CRL Heobxoaumo ncnonb3osath Metoq nonyyeHus Delta CRL no uaeHtudukatopy
LleHTpa ceptudumkauum (cM. onucaHuMe MeToda B pasgene 6.8 pokymeHta «LleHTp ceptudukatos poctyna Aladdin
Enterprise Certificate Authority Certified Edition. PykoBoactso agmuHucTtpatopa. Yacte 2. [Mpunoxenune 3. OnucaHue
metonos REST API» RU.AIOE.03.01.020 32 01-2).

MNpumep ucnonbsoBaHus MeToaa (Yepes yTunuty curl):

curl -k --location 'https://192.168.111.100/export-
service/api/v2/public/export/certificate-authorities/e5291624-fac6-4d5f-aee’-
d57be0372489/delta-crl' —--header 'Cookie:
token=eyJhbGci0iJSUzUxMiJ9.eyJzZXNzaWIuSWQi01iI2Njc3NGU1ZS1jODkzLTRmMOWQtODMA4Yy11MzQzZG
QIMGE3ZjUiLCIpYXQiO0JE3MTAZMTIZODAsImV4cCI6MTcxMDMxMjU2MHO .MyycCqr89HeahIsnsn vUXxeSqw
FV1IWRJUtPIkVMTbxq7BrzjGlcjFNJ9rEXx9jGKeSaTMbuwhmjX4a0DGnPWCSFcl8DUCGFA-
85BTYgvGL5ns5kXfCe2Wxmr70P] -
TXMAzBI98JydXkLEbmMRX7F10TeNW1ZY3JKwKvi9yFxbWrojB3yNg2ak39cvNj4AFKCEBFONE8UxKPoyXKDXeg
COxEv2UK8mhF7Um40d9B1LW1CuNgKExyqTGr1DDKJIcY]joWBh49pQFAc3mG bv7pBtTY7 vwuVNAelBAQj1lkUm
_scA 1-gARBh-oaU ZTGXNe-zpXKIiTDM-uFXLTuImZXRA'

roe:

192.168.111.100 - IP-appec xocta AECA-CA;

€5291624-fac6-4d5f-aee7-d57be0372489 - wupeHtudukatop LeHTtpa ceptudwmkaumm (MoxeT 6biTb
nonyyeH n3 URL kaptouku LlenTpa ceptudumkaumm);

eyJhbGci0iJSUzUxMi1J9.eyJzZXNzaWIuSWQiOiI2Njc3NGU1ZS1jODkzLTRMOWQtODM4Yy11MzQzZG
QIMGE3ZjUiLCIpYXQiOJE3MTAzZMTIZODAsImV4cCI6MTcxMDMxMjU2MHO .MyycCqr89HeahIsnsn vUXxeSqw
FV1IWRJUt PIkVMTbxq7BrzjGlcjFNJ9rEXx9jGKeSaTMbuwhmjX4a0DGnPWCSFcl 8DUCGFA-
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85BTYgvGL5ns5kXfCe2Wxmr70P 7 —
7XMAZBI98JydXkLEbmRx7F10TeNW1ZY3JKwKvioyFxbWrojB3yNg2ak39cvNj4AFKCEBFOnES8UxKPoyXKDXeg
COxEv2UK8mhF7Um40d9B1LW1CuNgKExyqTGr1DDKJIcYjoWBh4 9pQFAc3mG bv7pBtTY7 vwuVNAelBAQ])1lkUm
_scA 1-gARBh-oaU ZTGXNe-zpXKIiTDM-uFXLTuImZXRA - MapKep [J0CTyna, MONYYEHHbIA B pesynbrate
ayTeHTUdUKaLmu.

MonyyeHHbIM OTBET Ha obpalleHue K MeTody (Npu OTCYTCTBMM OWKMOBOK) HEOBXOAMMO COXPaHWTb B (ain c
pacwmpeHumem «crl».

[nsa nonyyeHuns danna AIA Heo6xo0aMMO UCNONb30BaTb METOA, NoNyveHus ceptudukata LleHTpa ceptudukanmm
no uaeHtndpukatopy Llentpa ceptudmkauum (cM. onucaHme Metoda B pasgene 6.5 pokymeHTta «LleHTp cepTudukartos
poctyna Aladdin Enterprise Certificate Authority Certified Edition. PykoBoacTBO agMuHucTpatopa. Yactb 2. Mpunoxexue
3. Onucanune metogoe REST API» RU.ANAE.03.01.020 32 01-2).

MNpumep ncnonb3oBaHus MeToaa (Yepes yTuamty curl):

curl -k --location 'https://192.168.111.100/export-
service/api/v2/public/export/certificate-authorities/e5291624-fac6-4d5f-aee’-
d57be0372489/certificate' --header 'Cookie:
token=eyJhbGci0iJSUzUxMiJ9.eyJzZXNzaWIuSWQi01iI2Njc3NGU1ZS1jODkzLTRmMOWQtODM4Yy11MzQzZG
QIMGE3ZjUiLCIpYXQiO0JE3MTAZMTIzZODAsImV4cCI6MTcxMDMxMjU2MHO .MyycCqr89HeahIsnsn vUXxeSqw
FVIWRJUtPIkVMTbxq7BrzjGlcjFNJ9rEXx9]jGKeSaTMbuwhmjX4aODGnPWCSFcl8DUCgFA—
85BTYgvGL5ns5kXfCe2Wxmr70P ] —
7XMAZBI98JydXkLEbmRx7F10TeNW1ZY3JKwKvi9yFxbWrojB3yNg2ak39cvNy4AFKCEBFOnE8UxKPoyXKDXeqg
COxEv2UK8mhF7Um40d9B1LW1CuNgKExygTGr1DDKJIcY]joWBh4 9pQFAc3mG bv7pBtTY7 vwuVNAelBAQj1lkUm
_scA 1-gARBh-oaU ZTGXNe-zpXKIiTDM-uFXLTuImZXRA'

roe:
192.168.111.100 - IP-appec xocta AECA-CA;
e5291624-fac6-4d5f-aee7-d57be0372489 - wupeHtudukatop LenTpa ceptudwmkaumm (MoxeT 6biTb

nonyyeH n3 URL kapTouku LlenTpa ceptudumkaumm);
eyJhbGci0iJgSUzUxMi1J9.eyJzZXNzaWIuSWQiO1iI2Njc3NGU1ZS1jODkzLTRmMOWQtODM4Yy11MzQzZG
Q1MGE3ZjUiLCIpYXQiOjE3MTAZMTIZODAS ImV4cCI6MTcxMDMxMU2MHO . MyycCqr89HeahIsnsn vUXxeSqw
FV1IWRJUtPIkVMTbxq7BrzjGlcjFNJ9rEXx9jGKeSaTMbuwhmjX4a0DGnPWCSFcl8DUCqFA-
85BTYgvGL5ns5kXfCe2Wxmr70P] -
TXMAzBI98JydXkLEbmMRX7F10TeNW1ZY3JKwKvi9yFxbWrojB3yNg2ak39cvNj4AFKCEBFONE8UxKPoyXKDXeg
COxEv2UK8mhF7Um40d9B1LW1CuNgKExyqTGr1DDKJIcYjoWBh49pQFAc3mG bv7pBtTY7 vwuVNAelBAQjlkUm

_scA 1-gARBh-oaU ZTGXNe-zpXKIiTDM-uFXLTuImZXRA - Mapkep [A0CTyna, MOMy4EHHbIA B pesynbraTe
ayTeHTUdUKauun.
OTBeT Ha obpalleHue K MeToLy (MPU OTCYTCTBMM OLIMBOK) HEOHXOAMMO COXPaHUTDL B ain C pacllMpeHneM «pemn.

7.10.9 NapameTpbl TOUEK pacnpocTpaHeHus B cepTudukare

B cozpaBaembix LleHTpom cepTtudmkaumm Aladdin eCA ceptnudukatax cydbekToB B pasaene «x509v3 extensions»:

e B nopgpaspene «x509v3 CRL Distributions Points» ykasaHnbl URL-agpeca Touek pacnpocTtpaHeHus CRL B
COOTBETCTBUM C NEPEYHEM M MOPSAKOM Tovek pacnpoctpaHerms CRL.

e B noppaspene «x509v3 Freshest CRL» ykasaHbl URL-agpeca Touek pacnpoctpaHeHus Delta CRL B
COOTBETCTBUM C NEpeYHEM U NOpsSAKOM Todek pacnpocTtpaHeHus Delta CRL.

e B noppazpgene «Authority Information Access» B nonax «CA Issuers» ykasaHbl URL-agpeca Touek
pacnipocTpaHeHus AIA B COOTBETCTBMM C MepeyHeM U NOPSAKOM Touek pacrnpocTpaHeHus AlA.

e B noppaspene «Authority Information Access» B nonax «OCSP» ykasaHbl URL-agpeca cnyx6 OCSP B
COOTBETCTBUM C NepeyvHeM u nopsakom cnyxb OCSP.
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7.11 Pa3sgen «ypHan cobbiTnii»

XypHan cobbIThit NpefiHa3HauYeH AN BbIIBNEHUS C/Iy4aeB HapyLleHUs NOAUTUKKM Be30NacHOCTM NpU 3KCMayaTaLmm
LLC Aladdin eCA. B xxypHane ayauta perucTpmpytoTcsa cMcTeMHble COBbITUS, CBA3aHHble ¢ paboToi M0, a Takke cobbiTHs,
CBSI3aHHblE C U3MEHEHUAMU HACTPOEK U AENACTBUMAMM MOSb30BaTENEN.
Paspen «XypHan cobbiTui» npefHa3Ha4yeH A4Jig MOAHOrO0 MAM BbIGOPOYHOrO MPOCMOTPa MCTOPUM COOBLITUI
cepsepa, GOPMMPOBAHUS U BbIFPY3KM XXypHana cobbITUiM MO 3a4aHHBIM KPUTEPUAM.
o [lepexon B pasgen «XKypHan cobbiTui» (cM. PucyHok 222) ocywecTBnseTcs 4vepe3 6G0OKOBOE MEHIO,
pacnosioXeHHOe CNeBa Ha rMaBHOM 3KpaHe (cM. PucyHok 52).

. [aHHbIN pa3snen ooCTtyneH ToN1IbKO N0b30BaTeNIAM C POJIbHO «aAMUHUCTPATOP».

pingvi @

Ckavare %

PucyHok 222 - 3kpaH pasgena «XXypHan cobbiTuii»

e [lporpaMMHbii  KomMnoHeHT «LleHTp ceptudumkaumm Aladdin  eCA» ocHaweH dyHkumerr cbopa
AMArHOCTUYECKOW MHGbOPMaLLMK, KOTOpas NOMYYAET U aKKYMYMUPYET 3aMUcKu O COBbITUAX AN NOCAeayoLLEro
aHanu3a B 6a3ze AaHHbIX «aecaca» (MM 6a3bl AAHHbBIX MO YMONYAHUIO, KOHPUrypaumus 6asbl AaHHbIX YKa3aHa
B ¢anne /opt/aecaCa/scripts/config. sh).

e B npouecce pabotbl nporpaMmMHoro KomMnoHeHta «LeHTp cepTudukaumm Aladdin eCA» cucteMHble cnyxbbl 1
KOMMOHEHTbI MPUNOXEHUS PErMCTPUPYOT BCE Npou3BoauMble aeicteus. [Npousowepwmre cobbiTus
3anucbIBalOTCS B (Painbl pernctpaumm cobbiTMii € pacluMpeHMeM . 1og, PacrnosioXKeHHble B Nankax
COOTBETCTBYHOLIMX CepBuCOB, KOTOPbIMU Hb1IM WUHWULMUPOBAHbI cobbITHs no nytu
/opt/aecaCa/dist/logs/’mma cepsuca’. @aninbl peructpaumm CcobbITUIA, CO3laBaeMble B
noakatanorax /opt/aecaCa/dist/logs/, uMeroT npaea goctyna 640 (rw-r-----). Cpok xpaHeHus pannos
peructpaumm cobbituin coctanset 10 oHen ¢ orpaHunyeHmem pasmepa B 50 M6.

e Ha paHHOM 3KkpaHe (cM. PucyHok 222) oTobpaxkatoTcs BCe 3aperncTpMpoBaHHble cobbiTus (M3 cnucka Tabnmua
230wunbKa! UCTOUHMK CCbINKM He HalaeH.) B BUAE Tabnumubl C narMHaumen.

e B T1abnuue oTobpaxeHbl cnefyolime MHPOPMaALMOHHbIE 31eMEHTbI (TabanyHbIe Nons):

- para cobbitus;
- UMg Y4ETHOM 3anucu, AerCTBUS KOTOPOW NOBNEKNU CODbITHE;
- ponb (aMUHKUCTpATOp, onepaTop);
- KaTeropus cobbiTusi (MHPOpPMALMOHHOE, OLIMDKa);
- Kopg cobbiTns;
- OMnucaHue.
e B paspene «XKypHan cobbituii» AOCTYMHbI Ceayowme onepaumu:
- NpOCMOTpP NOAPOBHOrO ONMCAHUS COBLITUS B €r0 KAapTOUKe;
- BbIFpy3Ka XXypHana cobbituit B pain popmara .csv B 06bemMe, BbINONHEHHOM BbIOOPKMU;
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—  NOJHbIA UK BbIBOPOYHbIA MPOCMOTP XKYpHaNa CobbITUIA.

7.11.1 YnpaBneHue 3KpaHHOI Tabnuuen

e [lng KaxaoW KOMOHKM 3KPaHHOM Tabnuubl (CNpaBa OT Ha3BaHWS 3aro/j0BKa) AOCTYMHA KHOMKA ynpaBAeHus

LencTBuaMu . <[eicTBus B KONOHKe>. [10 HAXKATUIO AAHHOM KHOMKKW Pa3BOPaYMBAETCS MEHIO (CM. PUcyHOK

223) B KOTOPOM BO3MOXHO (B 3aBMCMMOCTM OT NMPUMEHEHHbIX paHee AEeUCTBUI - (GUNbTP, COPTUPOBKA,

M3MEHEeHMe WNPUHbI, CKPbITUE KOOHKM):

- OYUCTUTb COPTMPOBKY, C/IM paHee ObIN0 NPUMEHEHO JaHHOE eNCTBUE, U BEPHYTbCS K 0TODPaXXEeHMIO BCEX
COObITUI B KOJTIOHKE;

- COpPTMPOBATb MO BO3PACTaHUI/yObIBAaHMIO 3HAYEHMI B KOJIOHKE;

- 0YMUCTUTb GUAbTP, ecnn paHee BbiN0 NPUMEHEHO AAHHOE OENCTBME, M BEPHYTbCS K OTOOPaXXeHMIO BCeX
COObITUI B KONTOHKE;

- oTdunbTpoBaTh, 0TO6pasuB none s Bbibopa KpUTEpUS GUAbTPALLUK;

- BpocuTb pasMep KOMOHOK, COPOCHB LUMPUHY KOJIOHOK K 3HAYEHMIO «MO YMONYAHUION;
- CKpbITb KOJIOHKY M3 0TOBpaXKaeMbixX Ha 3KpaHe;

- 1oKa3aTb BCE KOJIOHKM, 0TOOPA3MNB Ha IKpaHe paHee CKPbITble KONOHKM.

Y4etHas sanuce T

INITIAL_ADMIN

PucyHok 223 - KHonka <[leicTBus B KONOHKE>

e [Jlna cbpoca NpUMEHEHHLIX (GUALTPOB CNliefyeT HaxaTb KHonky <CopocuTb GuNbTp> _ B
pe3ynbTaTe 4ero B 3KpaHHOM Tabnuue pazgena «KypHan cobbituii»  OyayT OTOOpaXeHbl BCe
3aperncTpupoBaHHble CoBbITUS.

Lentp ceptudunkaumm Aladdin eCA

Datac... ~ YyeTHanA 3anucb Ponb

12.03.2025
12:34:00

SYSTEM AnMuHuCTpaTop

PucyHok 224 - KHonka <Copocutb punbtp>

7.11.2 Bbi6opka co6biTHi € NOMOLLbLIO HDUNLTPOB

JlokanbHble GuNbTPbI pacnonoXeHbl B 3arofioBkax Cronbuos cnucka. Kaxabii dunbTp npeaHasHayeH Aans
BbIOOPKM 3anucert 0 cobbITUAX MO NapaMeTpam, NPeacTaBleHHbIM B AaHHOM cTonbue. Bbl MOXeTe BbINOSHUTL BbIOOPKY
3anucei, NpUMEHUB HECKOIbKO GUIbTPOB.

Mo yMonYaHUIo NoKanbHble GUNLTPbI CKPbITbl. YTOGbI packpbiTh CNMUCKM GUNBTPOB, HAKMUTE .
YTo6bl BbINOSHUTL BbIGOPKY 3anMcei 0 COBLITUSX, paCKpOiTe CMUMCOK GuUbTpa B BbIGPAaHHOM CTONBLE U YKaXMUTE
KpUTEPMM ONS BbIGOPKM.
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[ata cobbiTMA YyeTHan 3anucb Y

admin_ca_1

05.03.2025 14:14:37 admin_ca AOMMHHCTPATOp

18.02 2025 16:18:06 admin_ca 1 AnMUHKUCTparop
18.02.2025 14:47:44 adminra AOMUHHCTDATOP
18.02.2025 16:19:21 INITIAL_ADMIN (yaaneHa) AnmuHucTparop
05032025 12:54'58 SYSTEM ANMUHUCTPATOP

18.02.2025 14:47:42 admin_ca 1 AOMMHHCTPATOp

PucyHok 225 - Boibopka 3anuceit 0 CoBbITMSIX C MOMOLLbIO NOKANbHOrO GunbTpa

B sxypHane cobbiTuii IoKanbHble GUILTPbI MO3BOSIOT 0TOOPATL 3aNMUCK O COBLITUSAX MO CIEAYIOWMUM KPUTEPUSIM!

BPEMEHHOM OTPE30K, 3a KOTOPbIN BblI0 3aperncTpUpoBaHo cobbITUE;

MMEHa YYEeTHbIX 3anuceit nonb3oBaTenei, KoTopble BblM MHULMAaTOPaMu AENCTBMIA, B pe3y/ibTaTe KOTOPbIX
BblM 3aperncTpMpoBaHbl COObLITUS;

POSIM YYETHbIX 3anucei nosib3oBaTesieid, KoTopble BblM MHULMATOPAMU AEUCTBUIA, B pe3y/bTaTe KOTOPbIX
OblM 3aperncTpupoBaHbl CO6LITHS;

KaTeropum cobbITUiM, KOTOPbIE OTPAXAT MHPOPMALMOHHDBIVM XapaKTep COObITUIA UAKN OWKOKY;

KoAbl cobbITHI — YHUKalbHbIE VI,D,EHTVId)VIKaTopr CobbITHI onpeneneHHoro tmna.

UT06bl OTMEHWTb AeincTBUE BbIOpaHHOro @uabTpa, HaXMUTE B 3aronoBke cTonbua | n Bbibepute B cnucke
«OUnCTUTD DUNBTP».

YyeTHan 3anucb Y Ponb Y
admin ca 1 A nEsan aeTnaTAn

SYSTEM QUUCTUTEL COPTUPOBKY
CopTtupoBaTs YueTHaA 3anuck No Bo3pacTaHuio
SY
CopTupoBats Y4eTHas 3anuch no yoniBaHuIo

OuncTUTL runsTp

COpocuTE pa3Mep KONOHOK

CKpbITh YYeTHaA 3anuch KOMOHKY

PucyHok 226 - OTMeHa oeicTBuS GUAbTpa MM UCKIIOYEHME BbIOPaHHbLIX KpUTEPUEB

YTt06bl CKpbITb GUABTPLI, HAXKMUTE - MNpw aTom pencrene GUALTPOB HE OTMEHSETCA.

[lng nonHow OTMeHbl BCEX MPUMEHEHHbIX (UIBTPOB HaXMUTE KHOMKY <CHpocuTb GubTp> _ Ha
BEPXHEW NaHenu pasaena «XypHan cobbiTuins.

7.11.3 CoptupoBKa cobbiTHi

CpenctBa copTMpOBKM CODOLITUI Ha 3KpaHe paspena «KypHan cobbiTui» npencTaBneHbl 31eMeHTaMu Bblbopa

HanpaBneHus COPTUPOBKM B 3arofioBKe Tabaunubl 3KpaHHOM dopmbl (CM. PucyHok 227):

- [aTa cobbiTis — ynopsaoYMBaHMe OCYLLECTBISIETCA OT CTapbIX K HOBbIM MM OT HOBbIX K CTApbiM 3aMnUCsaM
coObITUI;

- yuéTHas 3anucb — yNnopaaouYMBaHMe OCyLLeCTBAAeTCS B andaBUTHOM NOPSAKeE;
- pofib — YNopsA0YMBaHME OCYLLECTBAAETCA B aNhaBUTHOM MOPALKE;

- Kop cobbITus — ynopanovymBaHue AaHHbIX B NoOpaakKe BO3pacTtaHUAa Unu YGbIBaHVIFI KoAda.
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‘ Aara cobbitua ~ YueTHan 3anuce Pone Kareropus cobbirus Kopa cobbitua OnucaHve

PucyHok 227 — lNons cOpTMPOBKM COQEPXKMMOr0 3KpaHa pasgena «KypHan cobbiTnin»
e [1n5 BbINOJHEHMS COPTUPOBKM MO BbIOPAHHOW KONOHKE TabnuLbl HAXMUTE Ha 3aro/I0BOK BbIOPaHHOM KOIOHKM
WK MCNONb3yMITe KHOMKY <[leicTBue KONoHKM> (cM. pasaen 7.11.1).

e (CopTMpoBKa MPOWMCXOAMT TOJIbKO MO OAHOMY 3HAYEHMIO MPWM HAXKATUM Ha COOTBETCTBYIOLMM 3arosioBOK
KOJIOHKM Tabnuubl.

e AKTMBHOE nosie Tabauubl, MO KOTOPOMY BbINOJIHEHA COPTUPOBKA, 0603HAYEHO 3HAKOM ‘ C NpaBOM CTOPOHbI
OT 3aroJioBKa TabnuLbl.

e [Ins cOpoca COPTUPOBKM B KAXKA0W KONOHKE:
- HaXMWTe KHOMKY . <[leiicTBMSI B KOMOHKE> M B PaCKpPbIBLIEMCS OKHE BblbepuTe NyHKT «OunctUThb

COpTMPOBKY» (CM. PucyHok 223);

= WUIN HECKOJIbKO pa3 HaXXMUTE Ha 3arojioBKe KOJIOHKK, ansa KOTOpOVI npuMeHeHa COpTUPOBKa.

7.11.4 Nowuck cobbiTuit

Ctpoka noucka (cM. PucyHok 231) npegHa3HavyeHa 4/ NoUcKa 3anucein cobbITUMI B XKypHane no COAEPXKUMOMY
KoNoHkM «OnucaHune» n nonam nogpasgena «MoapobHOCTU» KapToukM cobbiTus. [TOMCK 3anyCcKaeTcs aBTOMaTMYECKM Npwm
BBOJE MCKOMOIO 3Ha4YeHMs B CTPOKY NMOMCKA, pe3ynbTaT noncka byaeTt oTpaéH Ha 3KpaHHOM Tabnuue.

Q mn

[ata cobbitua ~ YyeTHan sanuch

PucyHok 228 - lNMouckoBas cTpoka B pasaene «>KypHan cobbiTuii»

e [lna cbpoca pe3ynbTaToB MOWMCKa WM BO3BPATy K MONHOMY MepeyHio COObITUI B 3KpaHHOM Tabnuue ynanute
COZEPXXMMOE CTPOKM MoMCKa.

7.11.5 KapTtouka cobbiTus

e [lpocMoTp noapobHOro onucaHusa cobbITUS BO3MOXEH MOoCcpencTBoM okHa «CBoicTBa cobbiTua» (kapTouyka
cobbITunS).

e T[lepexon k okHy «CBOMCTBa cobbITUA» (CM. PucyHok 229) ocyLiecTBNSeTCS NpU HaXXaTUKM Ha CTPOKY COObITUS B
pasnene «XypHan cobbITuit» (CM. PUcyHOK 222).
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YyerHan 3anuch
Ponb

IP-agpec MCTOMHHEA
Kareropua cobbitua

Kop, Cobbitus
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11.02 2025 17:16:22
SYSTEM
AJIMHHUCTPaTOP
Wndpopmauma

CAENV006
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Onucatue

AYTEHTHM(DHMKALMA NONbL30BATENA

©WO nonb3oBaTENA admin_ca

Ponb

ADMINISTRATOR

AYTEHTH(DHKATOD 1d5321e7-edd8-421a-9b19-edc25c07b7c0

THN ayTEHTHDUKALAN CERTIFICATE

PucyHok 229 - OkHo «CBowcTBa CobbITUSA» (KapTouka cobbITUS)

e KapTouka cobbiT1s BK/IHOYAET B 68 CeayoLyo MHGOPMaLMio:

- noppazgen «0O6uiMe CBeAEHNUSA», COAEPXKALULWIA CleaytoLmMe Nons:

(@]

[©]

(@]

O

«[laTa cobbITUS» — COAEPXMT AaTy U BPEMS COBbLITUS;
«YUeTHas 3anucb» — COAEPXKMUT NOTMH YYETHOM 3aMUCH MHWULMATOPa COBbITUS;
«Posib» — COAEPXUT POJib YYETHOM 3aMNMUCU MHULMATOPA COBbLITUS;

«IP-appec uctoyHuka» - IP-agpec y3na, C KOTOpOro Oblfa BbIMOMHEHA AyTEHTUPUKALMS
nonb3oBarens (MHUUMATopa cobbITUS);

«KaTeropus cobbITus» — COpepPXUT KaTeroputo cobbitns (MHbopmaums unu Owmnbka);
«Kop, cobbiTus», coaepalluee Ko cobbiTusa (CnMcok KoaoB cobbiTnii cMm. B Tabnuua 23);

«OnuncaHmes.

- nopgpaszzen «MoapobHOCTUY», coaepyKalumii Nons pacluMpeHHOro onucaHus cobbitnsa. CocTaB nonei cM. B
Tabnuua 23.

. ﬂOCTyI’IHbIe LencTeus B KapToyke cobbITHS:

- KonupoBaHue cobbiTna B 6ydep obMeHa (cm. nogpasaen 7.11.6);

—  33aKpblTe OKHa C MOMOLbI HaXXaThA Ha KHOMKY <3aKprTb>.

7.11.6 KonupoBaHue cobbiTua B 6ydep o6MeHa

[na konupoBaHus cobbitna B 6ydep obMeHa cneayert:

®  OTKpbITb KapTOuKy CObbITUS (CM. PucyHok 229);

. B KapTO4Ke CoObITMSI HAXKaTb Ha KHOMKY _ <KOHMpOBaTb>. I'IpM 3TOM NpoOnCXoanT KONMpoBaHne

cooepXxumMmoro nonen KapTO4KHK cobbITHS B 6y¢ep obmeHa B cbopMaTe «Ha3BaHue nong: 3HaueHue B NoJse;
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e  M0C/e 3TOro BCTaBUTb coaepxumoe bydepa obMeHa (Hanpumep, B TEKCTOBbIM dain — cM. PucyHok 230).

O6wwve cBeneHuA:

fara cobeiTua: 20.12.2024 14:36:34
YyeTtHan 3anuce: SYSTEM

Ponb: ADMINISTRATOR

Kareropuna cobbitvA: INFO

Koa Cofkitva: CAENV006

OnwucaHue: ayTeHTUMKaUMA NonL3oBaTena

MoppobHocTu:

®UO nonsaosarena: INITIAL_ADMIN_100

Ponk: ADMINISTRATOR

AyTeHTudmkaTop: 9¢71c2b7-861b-4937-9¢16-2d0c3a7cabgf
Tun ayTenTudvkaummu: CERTIFICATH

PucyHok 230 - lMpuMep KonMpoBaHUS COOLITUS B TEKCTOBBIN (ain

7.11.7 DkcnopT XXypHana cobbiTuit
e Onpepenute napameTpbl 3KCNOPTUPYEMOTO XXypHana CobbITUIA, 4151 3TOr0 HACTPOWTE PUNLTPbI B COOTBETCTBUM

C 334aHHbIMU KPUTEPUAMMU:

- [aToi (BbIGpaHHLIM NEPUOAOM);

- YYETHOM 3aNMUCbl. 3HAYeHMe YYETHOM 3anMcy MNOMb30BATENS M €r0 POSM 3arNMUCbIBAOTCS B MOMEHT
coBeplueHns cobbitua. B cnyyae pepnaktMpoBaHusa  YY4ETHOM 3anMcu  MNONb30BaTens (M3MeHeHwus
0T0OpaXXaeMoro UMEeHU UK PoNiM YH4ETHOM 3aMMCK) 3aMUCb COOLITUS OCTAETCS HEM3MEHHOM;

- ponbio;

- Kateropuewn cobbiTns;

- KOZOM CobbITuS.

o be3 npumeHeHus dunbTpos, ByayT IKCNOPTUPOBAHLI BCE COBbITUS.
e [Ing BbIrpy3Ku XypHana cobbITUin HaxXMuTe KHoMKy <CkayaTb>, pacrnosioXXEHHYH0 Ha BepXHeW naHenun sKpaHa
pasgena «)KypHan cobbiTni». KHOMKa MeHseT CBOE COCTOSIHME B 3aBMCMMOCTM OT CTaTyca npolecca:

- cKayatb - CMCTeMa roToBa K HOBOMY (POPMUPOBAHMIO M CKAUMBAHMIO XKYpHaa COBbITUIA;

- CKauuBaHue BbIMNOAHAETCA - HauMHaeTCs NoAroToBka aina, COLEpIKaLLero 3anucu
XypHana co6bITUi, COOTBETCTBYIOLWME KpUTepuaM dunbTpa MAM CIOBY AN Moucka (Mpu OTCYTCTBMM
33faHHbIX B QUALTPE WAM CTPOKE MOMCKA 3HauyeHuit GyayT 3KCMOPTUPOBaHbI BCE 3amMuCU XypHana
COObITMI). HaxaThe Ha KHOMKY B TEKYLLEM COCTOSHUM HE NOBAEYET HUKAKMX AeNCTBUIA;

- CKayaTb (roToBO) - dain XypHana cobbITUI roToB AN CKauMBaHus. HaxaTtve Ha KHOMKY
3anyckaeT cKaumBaHuWe daina XypHana cobbiTUIM MO yKa3zaHHOMY NyTU (B COOTBETCTBMM C HACTPOMKaMu

6paysepa). Mocne 3aBepLieHUs CKauMBaHuUs daina, cTaTyC KHOMKW BO3BPALLAETCS B COCTOSHUE «CKavaThb».
e BoirpyxeHHbin danin umeetr ¢dopmart .csv, cogepxumoe danna npeactasneHo B koguposke UTF-8 ¢
pasgenuTeneM nonei “;” M OOCTYNHO AN8 OTKPbITUA N06bIM TEKCTOBLIM pEaakTOpoM (pekomeHayemas
nporpamMma npocMoTpa 3anucen xypHana cobbituin — MS Excel).
e Bpems xpaHeHus 3anuceit B xxypHane cobbiTuit coctansieT 180 fHel No yMONYaHWIO C MOMEHTA CO34aHUs
XypHana (cM. pa3gen 7.11.8 HacTosiwero pykoBoACTBa).

e Bo3MOxHble co0bLLeHuMs XXypHana cobbiTuii NnpuBeaeHsbl B Tabnuue Hke (Tabnuua 23).
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MpuumHa, BbI3BaBLLASA 3aNUCh B
Kop cobbiTua Kateropus co6bitus CopeprkaHue onucaHus B XXypHane
XypHan

3anycK cnyxobl CAENVO000 INFO 3anyck cnykbbl:<HaMMeHOBaHWe CepBMUCa>:<MapaMeTpbl 3anycka ecnun ecTb>

OCTaHOBKA C/TYXXObl CAENVO001 INFO OCTaHOBKa CNybbl:<HaUMeHOBaHWe cepBUCa>
umMnopT nanueH3nn:<CN-kopHesoro>:<CN-CA>:<cpok gencteusa>:<dnar

MMNOPT NNLLEH3UN CAENVO002 INFO OPT MUEH3 CN-Kopresoro>:<CN-C CPOK ASHCTE bna
OCSP>:<kon-BO aKTUBHbIX>

wnbka umnopta nnueHsmn:<CN-kopHeBoro>:<CN-CA>:<cpok

ownbKa MMNopTa NULEH3UK CAENVO003 ERROR 0 - Oka OpTa MHEH3 CN-kopHesoro>:<CN-C cpo
pencrena>:<dnar OCSP>:<kon-Bo akTUBHbIX>:<TEKCT OLUMOKM>
npoBepka nuueH3nm:<CN-kopHesoro>:<CN-CA>:<cpok gencraus>:<dnar

NpoBepKa NNLEH3UU CAENV004 INFO posep N P pok A ¢
OCSP>:<k0n-BO aKTUBHbIX>
olwnbka nposepkn nnueH3nn:<CN-kopHesoro>:<CN-CA>:<cpok

owmnbKa NpoBepkKa NMLEH3UN CAENVO005 ERROR < posep . P P
pencteua><pnar OCSP>:<kon-BO aKTUBHbIX>:KTEKCT OWUOKU>
AyTEHTUDUKALMA NONb30BATENAKUMA>XPOSb>:<CEPUINHBIN HOME

ayteHTUduKaumsa nonb3osatens | CAENV0O06 INFO T pukay P P P
ceptudmkaTa>:<Tmun ayteHTUdUKaLUN>

ownbKa ayTeHTUPUKALMM CAENVO007 ERROR OLIMOKA ayTEHTUDUKALMMLCEPUIHDBIA HOMEP CepTUDMKATA><TEKCT OLIMOKN>

aKTUBaLMA LeHTpa

LA LEHTP CAENV008 INFO aKTMBaLUMS LeHTpa cepTudmkaunmn:<CN>:<DNS>

ceptTudmKaumm

owmnbKa akTMBaLuu CAENVO009 ERROR ownbKa akTMBaLmMu LeHTpa ceptudukaunmn:<CN>:<DNS>:<TekcT owmnbku>

CO34aHMe 3anpoca Ha CAENVO10 INFO YcnewHoe co3aaHue 3anpoca Ha cepTUPUKAT LEeHTPa

ceptudukat LIC ceptudmkaumm:<CN>:<DNS>
Owwnob

owmnbkKa co3paHmns 3anpoca CAENVO11 ERROR LUMOKa CO3AAHMS 3aNPOCa HA CEPTUPUKET LEHTPa
ceptudmukaumnm:<CN>:<DNS>:<TeKcT ownbkun>

AMIOPT CEpTUGUKATa LIEHTDa YcnewHbln UMNopT cepTuduKaTta LeHTpa CepTuduKaummn m Lenoykm

e TI/IF()DVIKap i HeHTp CAENVO012 INFO CepTMPMKATOB, YCMeLlHble NPOBEPKM LLENMOYKM CepTUPUKATOB, yCneLwHas

P 4 npoBepKa CONocTaBneHUs oTKpbITbIX knoyen:<CN>:<CN-kopHeBoro>
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MpuumHa, BbI3BaBLLASA 3aNUCh B
Kopa, cobbiTus Kareropus cobbitus CopepxaHue onucaHUs B XXypHane
XypHan

ownbka uMnopTa ceptTudukara CAENVO13 ERROR olwmnbka nmnopta ceptudmkaTta LeHTpa ceptudukaumm:<CN>:<CN-

LeHTpa cepTudmKaumu KOPHEBOro>:<TeKCT ownbkn>
BbINyck ceptudmkaTa:<CN>:<SAN>:<wabnoH>:<Bug,
onepaunm>:<KCLeHapUN><pecypcHas cucTeMa>:<aaropuTm>
roe

BbINYCK CepTUUKaTa CAENVO14 INFO <BM[ onepaumu> - oauH u3 BapuarTos ‘PKCS12”, “no 3anpocy”
<CueHapuit> - 04MH M3 BapMaHTOB “NoAnuch 3anpoca nogdunHeHHoro LIC”,
“cepTnduKaT yuetHoi 3anucu”, “ceptudumkart cybbekta”

<CN>:<SAN>< ><

owmnbka Bbinycka ceptudukata | CAENVO1S ERROR OLIMOKa BbiMyCka cepTquMKaTa CN>:<5AN>:<wabnow>:<ena
onepauun>:<CLUeHapuUin>:<pecypcHas CUCTEMa>:KanropuTM>:<TeKCT oWwmnbKu>

perncTpauns uexTpa CAENVO16 INFO perucTpauma LeHTpa Bannaaummn:<ykasaHHbIM agpec LeHTpa Banuaauumn>

BaMaaLmm

-< v

oUMKa perncTpaLLm CAENVOL7 ERROR oWnbKa perncTpaLmu LeHTpa BanmnaaLmMn:<yKasaHHbIA agpec LeHTpa
Ba/IMAALMMU> <TEKCT OLIMOKU>

aktuBauma OCSP ueHTpa CAENVO18 INFO aktuBauma OCSP:<apgpec LeHTpa Banuaaunmn>:< CepunHbIN HOMep

CERIZHEYY ceptudmkaTta>

OWMGKa aKTHBALMH CAENVO19 ERROR olwnbka aktueaummn OCSP:<agpec LeHTpa BanMaaumnm>:< CEpUMHbIN HoMep
cepTudmKaTa><TeKCT OWnbKu>

7 < >< ><

HacTporika neprona CRL CAENV020 INFO HacTporka nepunoga CRL:<xnepuoga CRL>:<nepekpbite CRL>:<nepuopn
DeltaCRL>

oLIMBKa HACTPOTKN CAENVO21 ERROR owmnbka HacTponku nepuopda CRL:<nepuopa CRL>:<nepekpbitne CRL>:<nepuopg,
DeltaCRL>:<TekcT OWwmnbKM>

nybnaukaums CRL CAENV022 INFO nybnukaumsa CRL:<xHoMep CRL>:<cpok AeiCTBUS>:<afpec TOUKMU Ny6ankaummn>

< >< 7 ><

oumbKa nyGANKaLMH CAENV023 ERROR ownbka nybnmkaummn CRL:<Homep CRL>:<cpok aencTBus>:<agpec TOUYKM
ny6AMKaumMm>:<TEKCT OWnNBKN>

fobaBneHune pecypcHom CAENV024 INFO nobasneHue pecypcHomn )

cUcTeMsl CUCTEMbI:XHAaUMEHOBAHME> [ <TUM>:<aAPEC>:<TOUKA>:LKCNYXKEOHbIA NOrnH>
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MpuumHa, BbI3BaBLLASA 3aNUCh B
Kopa, cobbiTus Kareropus cobbitus CopepxaHue onucaHUs B XXypHane
XypHan

olwnbka fobaBneHMs pecypcHoOM

owmnbka gobaBneHus CAENV025 ERROR CUCTEMbI:XHAaUMEHOBAHUE> KTUMN>:<aApPeC>:<TOYKA>:<CNYXKEOHbIN NOrMH>:<TEeKCT
ownbku>

M3MEeHeHMe pecypCcHOM U3MeHeHWe pecypCcHoM

Pecyp CAENV026 INFO peCyP 5

cUcTeMsl CUCTEMbI:XHAaUMEHOBaHME> <TUM>:<aApec>:<TOUYKa>:<CNYXXeOHbIN NOrnH>
OWNBKa M3MEHEHUS PECYPCHOA

ownbKa M3MeHeHus CAENVO027 ERROR CUCTEMbI:XHAaUMEHOBAHME> <TUM>:<AAPEC>:<KTOUKA>:LCNYXKEOHbIN NOTUH>:<KTEKCT
ownbku>

CUHXPOHM3aLUMa pecypca CAENV028 INFO CMHXPOHU3aLMS pecypca:<HAaMMEHOBAHMNE>:<KON-BO CyObEKTOB>
ownbKa CMHXPOHM3aLUKN pecypca:<HauMeHOBaHWe>:<K0J-BO

ownbKa CUHXPOHU3ALMM CAENVO029 ERROR P pecyp
CyOBbEKTOB>:<TEKCT OWMOKMU>

CO3[aHue y4eTHOM 3anncu CAENVO030 INFO Co3paHue y4eTHOM 3aNUCKU:<NOT.UMA><pONb>

owmnbKa co3aaHuns CAENVO031 ERROR Owwnbka co38aHMA YYETHOM 3aNUCK:<NOr.UMA>XPONb><TEKCT OWNOKM>

. M3MEHEHME YYETHOW 3aMUCU<IONUMA><POSIb>:< CEPUNHBIN HOME

M3MEHEHME YYETHOM 3aMnCH CAENV032 INFO y P P P
ceptudukarta>
ownbKa M3MEHEHUS YHETHOM 3aMUCU:LNOr.UMA><pPOSb>< CEPUIHbINA HOME

ownbKa M3MEHEHMS NpaB CAENV033 ERROR y P P P
cepTudmKaTa>:<TeKCT OWUBKU>

COXpaHeHue npas onepartopa CAENVO034 INFO BBOA, NPaB 0NepaTopa:<for.ums>:<[CNncok npas)>
ownbKa COXpaHEHUS NpaB onepaTopa:<aor.MMsa>:<[CNUCoK Npas]>:<xonucaHue

owmnbKa coxpaHeHus CAENVO035 ERROR P P paTop [ pae]
ownbku>

CTaHoBKa cepTudmKaTa Beb- L

ZepBepa pvd CAENV036 INFO yCTaHOBKa cepTudmKaTa Beb -cepBepa:< CEpUIHbIM HOMep cepTudukaTa>
OlIMOKa YCTAaHOBKM cepTuduKaTta Beb -cepeepa:< CepuliHbIi HOMe

OLWM6Ka YCTaHOBKM CAENVO037 ERROR y Pt pBepa:< cep P
cepTudmKaTa>:<onmcaHme ownbkn>

. M3MEHEHME CMMUCKA pa3peLlleHHbIX u3gaTtenen:<uma nsgatens><” pobasnen”

M3MeHeHue CnucKa ulpartenem CAENVO038 INFO B R Pazp

vnu “yoanen”>
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MpuumHa, BbI3BaBLLASA 3aNUCh B
Kopa, cobbiTus Kareropus cobbitus CopepxaHue onucaHUs B XXypHane
XypHan
ownbKa M3MEHEHUN CMIMCKA Pa3peLleHHbIX ugaTenen:<ums usgatens>:<”
OLIMGKa M3MeHEHMS CAENVO39 ERROR JMenel cxa pasp
nobasnen” unm “yoaneH” >:<TekcT ownbkm>
MOAK/OYEHME K KNOYEBOM MOAKNIOYEHME K KNHOUYEBOMY HOCUTENID:XMApKMPOBKA HOCUTENN>:<TUN
A Y| cAENv042 INFO A y PKp
HoCUTENo HocuTens>
NOAK/YEHME K KIIOUYEBOMY HOCUTENO:XMapKMPOBKA HOCUTENN><TUN
ownbKa NoAKIYEHNS CAENV043 ERROR y PrUp
HoCuTEns>:<onucaHue ownbKu>
Co3[aHue KoHTelHepa Ha CAENVO44 INFO CO3[aHue KOHTeHepa Ha K1o4YeBOM HOCUTeNe:<MapKMpoBKa HocuTens>:<ID-
KNHOUYEBOM HocuTene KOHTelHepa>:<anroputm>
owmnbkKa co3naHUs KOHTEMHEPA Ha KNIOYEBOM HOCUTENE:XMapKUpOBKa
ownbKa coznanms CAENVO045 ERROR P PKP
HocuTens>:<ID-cepTudUKaTa>:<anropuTM>:<onncaHue owmnbKku>
3anucb cepTudmkaTa Ha 3anuncb cepTudurKaTa Ha KJOYEBOM HOCUTENb:<MapKMpPOBKa Hocutens>:<ID-
epTud CAENVO46 INFO prud prvp
KJTO4EBOM HOCUTENb ceptudmkaTta>
owmnbKa 3anucb cepTUdUKATA Ha KJIKOUEBOW HOCUTESIb:<MapKMPOBKaA
ownbKa 3anncH CAENVO047 ERROR pTvd prup
HocuTensi>:<ID-cepTudUkaTa>:<onmcaHme owmnbkm>
nybnaukaums ceptudumkaTta B CAENV048 INFO nybaukaumsa ceptudmkata B pecypcHom cucteme:<pecypc>:<CN-cybbekTa>:<
pecypcHoOWM cucteme CepUMHbIM HOMep cepTuduKaTa>
olwKnbkKa nybnmkauumn ceptudmkaTa B pecypcHon cncteme:<pecypc>:<CN-
owubka nybnukauum CAENVO049 ERROR y U', < P pecyp pecyp
cybbekTa>:< cepuiiHbIN HoMep cepTudUKaTa>:<TeKCT OWNBKK>
coxpaHeHue xypHana B CSV CAENVO050 INFO coxpaHeHue xypHana B CSV:<punbtp>
ownbKa coxpaHeHUs CAENVO051 ERROR OLIMOKA COXpaHeHUs XypHana B CSV:punbTp>:<TeKCT OWNOKM>
reHepaums CRL CAENV052 INFO reHepaumsi CRL:<Homep CRL>:<cpok gencreums>
owmnbkKa reHepaumm CAENV053 ERROR olwnbka reHepaumm CRL:<Homep CRL>:<CpoK AeNCTBUS><KTEKCT OLUMOKMK>
OTMNpaBKa yBeLOM/IEHUS Ha .
noqzy y CAENVO054 INFO OTnpaBKa yBeaomneHus Ha nouty:<CN>:<email>:<wabnoH>
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MpuumHa, BbI3BaBLLASA 3aNUCh B
Kopa, cobbiTus Kareropus cobbitus CopepxaHue onucaHUs B XXypHane
XypHan

owwnbka oTnpas BefoMNeHMs Ha nouTy:<CN>:<email>:<wabnoH>:<Tekc

OWMBKa OTNPaBKH CAENVO55 ERROR WADKA OTNPABKM YBEAOMNEHMA Ha NOUTY L7 SAbNOR=-STeKCT
ownbku>

0T3bIB cepTudMKaTa CAENVO056 INFO OT3bIB cepTndukaTa: nocne obHosnenums:certSerialNumber:<ID-ceptudumkara>
Mn : : i <ID-

pPMOCTaHOBKa CepTUdMKaTa CAENVO57 INFO puocTaHoBKa cepTudmKaTta: nocne obHoBneHus:.certSerialNumber:<iD
ceptudukarta>
A : : i <ID-

DeaKTUBALMSA CEpTUBUKATS CAENVO5SS INFO KTMBaLUS CepTVId)l/IKa:I'a nocne obHosneHus:certSerialNumber:<ID
ceptTudukaTta>rrevocationReason:<fpununHa oT3biea>

Hayano yaaneHus LeHTpa CAENVO59 INFO Hauano ypaneHus ueHtpa ceptudukaumm: nocine obHoeneHns: <CN>:<CN-

cepTuduKaumm KOPHEBOro unu noguymHeHHoro>, DNS <” cyddumkc pasnmyarowerocs MMeHn">

OKOHYaHMe yJaneHunsa LeHTpa CAENVO60 INFO KoHew ypaneHus ueHtpa ceptudmkaumm: nocne obHosneHns <CN>:<CN-

cepTudukaumm KOPHEBOro unu nogumHeHHoro>, DNS <” cyddukc pasnuuarowerocs umeHn™>

owmnbKa Npu yaaneHnu LeHTpa CAENVO61 ERROR owmnbka yaaneHus ueHtpa ceptnudukaunm:<CN>:<CN-kopHeBoro nnm

cepTuduKaumm nofynHeHHoro>, DNS <” cypdukc pasnmyatowerocss UMeHn”> :<Tekct owmnbKu>

o} C

Hatan PW TKU KypHana CAENVO064 INFO Hayano ouncTku xypHana cobbitui

CobbITHI

0 C

KOantme oumcTin XypHana CAENV065 INFO KoHeLl o4ncTKM XypHana cobbitui
CoBbITHI
2;”61?1_'(“3;[)” OHMCTKE Xyprana CAENV066 ERROR Owmnbka 0UNCTKM XXypHana cobbITUS: <OUNLTP>:<TEKCT OWnBKK>
o}

Hatan ?pXMBauMM Kyprana CAENVO067 INFO Hauano apxuBaunu xypHana cobbiTui

CobbITHI

OKoHHanne apxmiaumm CAENV068 INFO KoHel apx1Bauuu ypHana cobbiTuii

XypHana cobbITui

owmbka npu aprBaumm CAENV069 ERROR Ownbka apxmBaLmm XXypHana cobbITUS: <GUNBTP>:<TEKCT OLMOKMN>

XypHana cobbiTui

AO «AnadouH P/.», 1995-2025 .

Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasneHus Lienmpa cepmugukayuu Aladdin Enterprise Certification Authority
Cmp. 199/ 271




LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition

RU.ANAE.03.01.020-01 32 01-2

MpuumHa, BbI3BaBLLASA 3aNUCh B
Kopa, cobbiTus Kareropus cobbitus CopepxaHue onucaHUs B XXypHane

XypHan
D,(:6aBMTb wabnoH Cep'I;MCbMKaTa CAENVO70 INFO [ob6aBuTb ma”6n0H ceptdmKaTa <HauMeHoBaHue WwabnoHa> B “LleHTp
B "LleHTp perncrpaumm perucrpauum
oumbKa npu A06aBnEHMM Owwubka npu fobaBneHun wabnoHa cepTudurkaTa <HaMMeHOBaHMWe WabnoHa>
wabnoHa cepTndukaTta B CAENVO071 ERROR P v A » P
“ » B “LleHTp peructpauum
LeHTp peructpauumu
YﬁpaTb wabnoH CepTl:ICbMKaTa B CAENVO72 INFO Y6paTb ma6n?H cepTudmKaTa <HaMMeHOBaHMe WabnoHa> B “LleHTp
LleHTp peructpauumu peructpauum
owmbka npu ybopke wabnoHa

>

cepTudmKara & “LleHTp CAENVO73 ERROR 9Lu146|<a npw y60pKe”Lua6n0Ha ceptuduMKaTa <HauMeHoBaHMe WabnoHa> B

R LleHTp permctpaumm
perncrpaumm
ycnetinas nposepka CAENVO074 INFO YcnewHas npoBepka LeaoCTHOCTU UCNONTHAEMbIX (alinos.
KOHTPOJIbHbIX CYMM
HeycnewHas NpoBepka CAENVO75S ERROR ﬂp(BBepKa LLeNIOCTHOCTU UCMONHAEeMbIX (GaiIoB NpoLaa HeYCneLwHOo: <CNMCoK
KOHTPOJIbHbIX CYMM darnos, KOTOpble He yaanocb NpoBepuTL>
PacnakosKa Knioued LIC CAENVO76 INFO YcnelwHas NnpoBepKa LeIoCTHOCTU KOHTEHEPOB 3aKPbIThIX K/OYeN LeHTpa

cepTudurKaLMmM NpU pacnakoBKe.
Oum6Kva npu pacrnakoBke CAENVO77 ERROR HeycnelwHas npoBepka LLeNoCTHOCTM KOHTEMHEPOB 3aKPbITbIX K/OYen LeHTpa
kntouen LLC cepTMdUMKaLMK NPU pacrnakoBKe: <TEKCT OLUMOKK>
Ckauan KokTediHep PKCS#12 CAENVO7S INFO YCI'IELLIHHbIVIHBKCI'IopT KOHTelHepa 3aKpb|T0fo K/t0Ya 3a npeaenbl NPorpaMMmbl
<CepuiiHbIM HOMep cepTUdUKaTa B KOHTeMHepe>

CkaueH ceptudmkar CAENVO79 INFO CkavaH ceptudukar
CkaueHa uenouyka ceptudmkata | CAENVOSO INFO CkavaHa uenouka ceptudmkaTta
JKCNopT 3anpoca Ha CAENVOS1 INEO YcneLwH bl 3KCNOPT 3anpoca Ha cepTUdUKaT LLeHTpa cepTUduKaLmum 3a
ceptudukat LIC npenenbl NporpaMmbl
Owwnbka akcnopTa 3anpoca Ha CAENVOS2 ERROR HeycnewwHbI 3KCnopT 3anpoca Ha cepTuduKaT LeHTpa ceptudumkaumm 3a
ceptudukat LIC npeaensl NPorpammol
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an‘-IMHa, Bbi3BaBLUas 3anucCb B

Kopa, cobbiTus Kareropus cobbitus CopepxaHue onucaHUs B XXypHane
XypHan
Ownbka akcnopTa KOHTENHepa Owwnbka akcnopTa KOHTeMHepa 3aKpbITOro KYa 3a npeaenbl NporpaMMbl
CAENVO085 ERROR o o
PKCS#12 <CepuMHbIN HoMep cepTudmKaTa B KOHTEMHepe>
YcnewHoe co3gaHue o o o
. A CAENVO086 INFO YcnewHoe co3faHue pe3epBHOM KOMMUK <NyTb K CO34aHHOM pe3epBHOM Konuu>
pe3epBHOM KOMNuK
Owunbka co3paHng pes3epBHON o
Kormm pesep CAENVO087 ERROR Owwnbka co3naHusa pe3epBHOM KOMUU: <TEKCT OWMOKU>
YcnewHoe BoCcCTaHOBAEHME U3 CAENVOSS INFO YcnewHoe BOCCTaHOBNEHME U3 pe3epBHOM KOMWUK <MyTb K MCMONb30BAHHOM
pe3epBHOM KONuu pe3epBHOW KoNuu>
Ownbka BOCCTAHOBNEHUS U3 o
CAENV089 ERROR OwnbKa BOCCTAHOBNEHMUS U3 pe3epPBHOM KOMMUU: <TEKCT OIMOKMN>

pe3epBHOM KONuu

Ownbka cMHXpoHM3aUMK CybbekTa:TekyLlee 3HaYeHMe:naeHTuduKaTop

Ouwbka cuHxporK3aLMH CAENV090 ERROR cybbekTa:<uaeHTudukatop cybbvekra>,DN cybbekTa:<DN

cybbekTa

y cybbvekTta>,upgeHtudukatop PC<upgentudukarop PC>:<npuymHa owmnbkm>
Co3/4aHue npasuna foctynaTekywee 3HaveHne:Kateropusa npasuna focrtyna:
Kateropusi npasuna goctyna,CybbekTbl npaBuna goctyna:[ cybbekTsl npasuna

Co3paHue npaBuna goctyna CAENVO091 INFO P P faocty Y P Aocrynaf cy P

pocryna],06bekTbl npaBuna gocrtyna:[obbekTol Nnpasuna goctynal,Onepaumm
npaeuna goctyna:lonepaumu npasuna Loctynal

Owwnbka co3pgaHms npasuna Ownbka co3pgaHus npaBuna JoCTyna:

CAENV092 ERROR
poctyna <TEKCT OWnbKn>
pefakTUpoBaHWe NpaBuia AoCTyna:no o6HoBneHMs:CybbekTbl NnpaBmna
PenakTupoBaHue npasuna CAENV093 INFO poctyna:[ cybbekTbl npaBuna gocryna],06bekTbl NpaBuna 4OCTyna:[06bekTbl

Aoctyna npasuna gocrynal, nocie obHoBneHna:CybbekTbl NpaBuna AocTyna:[ cy6bekTbl
npasuna pocrynal,06bekTbl NpaBuna focTyna:[06bekTbl NpaBuna LocTynal

Ownbka n3MeHeHuUst npaBuna CAENV094 ERROR OwnbKa n3MeHeHuUst NnpaBuna JocTyna:
focTtyna <TeKCT oWnbKu>
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MpuumHa, BbI3BaBLLASA 3aNUCh B
Kopa, cobbiTus Kareropus cobbitus CopepxaHue onucaHUs B XXypHane
XypHan

yAaneHue npasuna AocTyna:Tekyuiee 3HavyeHme:Kateropus npasuna gocryna:

Yaaneme npasuna aocTyna CAENV09S INFO KaTeropus npasuna goctyna,CybbekTbl MpaBuna goctyna:[ cybbekTbl npasuna
pocryna],06bekTbl npaBuna gocrtyna:[obbekTbl Nnpasuna gocrynal,Onepaumm
npasuna gocTyna:[onepauuy npasuia focTynal

Owwubka ynaneHus npasuna CAENV096 ERROR Owwubka yfaneHus npasuna [ocTyna:

foctyna <TEeKCT ownbKu>
Y - i<

[ob6asneHune Syslog-cepsepa CAENVQ97 INFO cneLm?loe Aobaenenue Syslog-cepsepa: <anpec o
X0CTa>:<nopT>:<NpoToKoN>:<dnar oTnpaBku cOOOLEHNIT>

Owwubka pobasneHus Syslog- CAENV09S ERROR Owwubka nobasneHus Syslog-cepsepa:

cepsepa <TEKCT OWnbKn>

N3meHeHWe napameTpoB CAENVO99 INFO YcnewHoe nsmeHeHne napameTtpos Syslog-cepsepa: <aiJ,pec

Syslog-cepBepa X0CTa>:<NopT>:<NPOTOKON>:<Pnar oTNpaBkK COOBLEHNIA>

Ownbka nameHeHus CAENV100 ERROR Ownbka nsmeHeHuns napameTpos Syslog-cepsepa:

napameTtpoB Syslog-cepsepa <TeKCT ownbKu>

Ynanenue Syslog-cepBepa CAENV101 INFO ycnewroe yaanenue Syslog-cepsepa: <aapec .
X0CTa>:<nopT>:<NpoTOKON>:<dnar oTnpaBku cOOOLLEHNIT>

Owwubka ypaneHus Syslog- CAENV102 ERROR Owwubka ynanenus Syslog-cepsepa:

cepsepa <TeKCT ownbKu>
Co3paHue kopHeoro LIC: <OTobpaxaemoe uma LC>, <Umg LLC>, <Cyddukc
pasnuuatowerocs umerHn>, <Kpuntonposagep RSA>, <Kpuntonposaiaep

Co3paHue kopHesoro LIC CAENV103 INFO ECDSA>, <Kpuntonpogangep N0CT>, <Cpok percreuna LUC>, <Anroputm
Kno4ua>, <[AnuHa knya>, <AAropuT™ X3LW-CyMMbI>, <MeCTo XpaHeHUs
3aKpbITOro Knya>

Owwnbka co3aaHmst KOPHEBOTO CAENV104 ERROR Owwnbka co3paHus kopHesoro LC: <OTobpaxkaemoe ums LLC>, <Mma LLC>,

UcC <lMpnunHa ownbkmn>
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MpuumHa, BbI3BaBLLASA 3aNUCh B
Kopa, cobbiTus Kareropus cobbitus CopepxaHue onucaHUs B XXypHane
XypHan

Co3paHue nogunHeHHoro LC: <Otobpaxaemoe ums LLC>, <Mma LLC>, <Mms
kopHeBoro LLC>, <Cyddukc paznmyatowerocs uMeHn>, <Kpmuntonposanaep

Co3paHue nogunHeHHoro LC CAENV105 INFO RSA>, <Kpuntonposargep ECDSA>, <Kpuntonposangep NOCT>, <Anroputm
Knoya>, <[nmHa kn4a>, <AAropuTM X3W-CyMMbI>, <MeCcTo XpaHeHUs
3aKpbITOro Knya>

Ownbka co3gaHus CAENV106 ERROR Owwnbka co3gaHms noaunmHeHHoro LLC: <Otobpaxkaemoe ums LIC>, <Uma LC>,

nog4mnHeHHoro LIC <MpuunHa owmbKu>

KCMOPT 3aKphITOro Kioua LIC CAENV107 INFO JkcnopT 3akpbiToro kntova LC:<MapeHTudumkatop LLC>:<OTobpaxkaemoe ums
LUC>:<Nms LLC>:<3kcnopTMpoBaH M3 XpaHUAMLLA>

Owwnbka sKcnopTa 3aKpbITOro CAENV108 ERROR Owwubka skcnopTa 3akpbiToro knova LUC: <MpeHtudukatop

kntova LC LUC>:<0tobpaxkaemoe nma LC>:<Ums LLC>:<XpaHunumie>:<TekCT owmnbkm>

CKauaH 3aKpbiTilt Kty LIC CAENV109 INFO CkayvaH 3akpbiTbiv kntou LLC:<UpeHTUdumKaTop LLC>:<OTobpaxaemoe ums
UC>:<Mma UC>

Ownbka ckauymMBaHUs 3aKpbITOro Owwubka ckaumBaHus 3akpbiToro knoya LLC: <MaeHTudukartop

kntoya LIC CAENVLIO ERROR LUC>:<0tobpaxaemoe nma UC><Uma LLC>:<TekcT owmnbKu>

MIMIOpT 3aKpbITOro Knioua LIC CAENV111 INFO MmnopT 3akpbiToro kntoya LLC:<MaeHTudukatop LLC>:<OTo6paxkaeMoe nms
LUC>:<Nms LLC>:<MMnopTMpOBaH B XpaHunuwe>

Owmnbka MMNopTa 3aKpbLITOro CAENV112 ERROR Owwnbka nmMnopta 3akpbiToro kntoya LLC: <MaeHTndukatop

kntoya LIC LUC>:<0tobpaxaemoe nma UC><Uma LLC>:<XpaHunuie>:<TekcT owmbkm>

AO «AnadouH P/.», 1995-2025 .

Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasneHus Lienmpa cepmugukayuu Aladdin Enterprise Certification Authority
Cmp. 203/ 271




LlenTp ceptudmkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.ANAE.03.01.020-01 32 01-2

7.11.8 ApxuBupoBaHUe U OUUCTKA XXypHana cobbITHiA

e [lporpaMMHbIt  KOMMOHeHT «LleHTp cepTudumkaumm Aladdin  eCA» obecneynBaeT HacTpauBaemoe
apxXuBUpOBaHMe COObITUIA C OLHOBPEMEHHOW O4McTKOM XKypHana co6bITUIA B 4aCTM 3aapXMBUPOBAHHBIX
CobbITUN.

e Jlng HacTpoKM NapaMeTPOB apXMBaLMK U OUYUCTKU OTPEAKTUPYITE NEepeMEHHbIE OKPYXXEHUS], UCMOJb3yeMble
cepsucom logs-service B kKoHduUrypaunoHHoMm daine /opt/aecaCa/scripts/config. sh:

- archive millis ago - BpeMf xpaHeHWs cobbITui (Mo ymonyanuio 180 oHel) B MMAAMCEKYHAAX.
3anucu co CPOKOM AABHOCTU BOJBLLUMM UM PaBHBIM BPEMEHU XpaHeHWs ByayT 3aapXMBMPOBaHbI;

- archive cron - NepuoaMYHOCTb 3amnycka apxuBauuu (3HayeHue ykasbiBaetcsd B dopmare CRON-
BbIpaXXeHMs, 3HaueHue no ymondanuio — ‘000 1 **). Mo yMonuaHuMio npouecc apx1eaumum 6yaeT 3anyLeH
NpY HaCTyNAEHUU NEPBOro YMCNa KaXAoro Mecsua;

- archive path - nyTb coxpaHeHus cOpMMPOBAHHOrO apXuBa.

e ApxuB B dopmate .zip, copepxawmh .csv dann, ¢ MMeHeM logs-<maTa ¥ BpeMs CO3IaHUudA
apxuea>.zip OyneT coxpaHéH Ha cepBepe, rae pa3BepHyT LLeHTp cepTudukaLmu, B Nanke (Mo yMOAYaHUIO)
/opt/aecaCa/dist/archive.

7.12 Pa3pgen «lLlabnoHbI»

PacwupuTb BO3MOXHOCTM LleHTpa cepTUdMKauMM BO3MOXKHO MpM MOMOLWM CO34aHMS CMELMANU3UPOBAHHBIX
MHAMBUOYaNbHbIX WABN0HOB cepTUdUKATOB.

o T[lepexopn B paszen «lWabnoHbl» (cM. PucyHok 231) ocyuwiectenseTcs yepe3 60KOBOE MEHI0, PaCcnoNOXeHHOe
cneBa Ha 3kpaHe (cM. PucyHok 52).

LlenTp ceptucpmkaumm Aladdin eCA

%

Uma - CospaHo ceptudukaroB [ara cospnaHuA LleHTp cepTudmka. .. Tun cyGbekTa
ALD PRO Domain Co 09.07 2024 21:56:51 NioBoi YcTpoicTBo
ALD PRO Smartcard ... 09.07.2024 21:56:51 NioBoii Monk3oBarents
Domain Controller 09.07.2024 21:56:51 Nioboi Ycrpoiicteo
ECA-Auth 09.07 2024 21:56:52 Mioboik lNonb3oBarens

ECA-Auth-2 05.03.2025 15:24:38 Moo MNonb3oBarens

PucyHok 231 — 3kpaH pasgena «LLIabnoHbi»
e Ha akpaHHoit Tabnuue pasnena «LLabnoHbl» 0TOBpaxKeHbl cleayoLmne KONMOHKM:

- YyCnoBHOE 0603HayeHne BMAa WabnoHa:

o - - MpeayCcTaHOB/IEHHbIE MO YMOAYaHMIO WabMOoHbI, CO3aHHble B MOMEHT ycTaHOBKM LleHTpa
ceptudukaumm Aladdin eCA. laHHbIM BUA WABNOHOB HE NOANEXMUT PEAAKTUPOBAHMIO;

e} . — KJIOHUPOBAHHbIE WwabnoHbl ang penakKTMpoBaHusa C LENbO CO34aHMA HOBOIo wabnoHa ¢
3da4aHHbIMU NApaMETPaMU;

o u - MMMOPTMPOBaHHbIe WabnoHel (Hanpumep, 3 MS CS).
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-  WUMA — COAEPXMUT HasBaHWe wabnoHa. B cnyyae KNOHMPOBaHWA NpeaycTaHOBMEHHOMO LWAbnoHa wuAu
MMNOPTMPOBAHHOIO MO yMonuyaHuio OyaeT npepnoxeHo umsa B dopmaTte «Konus_'MMsS MCXOLHOrO
WwabnoHa», NpU KINOHUPOBAHWUM MMMNOPTUPOBAHHOIO WABMAOHA MO YMONYaHWKD OyAeT NpeasioKeHo UMS
wabnoHa B popMaTte « »;

- C034aHo cepTUdUKATOB — KOIMYECTBO CEPTUDMKATOB, BbIMYLLEHHbIX N0 AAHHOMY LWABNOHY;
- [aTa co3faHua — AaTa co3paHms (KNOHMpOBaHMS) WabnoHa;

- LUEeHTp CepTMCbVIKaLI,l/Il/I = LEHTp CepTMCbMKaLI,VIVI, B KOTOpOM 6y,IJ,ET BbINOTHATBHCA BbINYCK CepTVId)VIKaTOB no
OaHHOMY ma6n0Hy. Echn B paHHOM napameTpe wabnoHa YKa3aHO 3HauyeHue ((ﬂf060171>>, TO BbINYCK
CepTMd)MKaTOB no AAaHHOMY ma6n0Hy A0CTyneH B ntobom LEHTpEe CepTMCDMKaLI,l/IM. I'IpM 3TOM 4514 BbinyCKa
CepTMd)MKaTOB 6y,n,eT MCNONb30BaTbCS aAKTUBHbIM B [AAaHHbIA MOMEHT LEeHTp CepTl/Iq)l/IKaLl,l/Il/I. Ons
npenyCcraHoOBNEHHbIX WabnoHOB AAHHbIN napaMeTp Bceraa MUMeeT 3Ha4yeHne «ﬂro60171»;

BHumaHue! Mpu o6HoBneHnn MO c Bepcunm 2.1 o Bepcuu 2.2 BceM wWwabrnoHam pns
napameTpa «LleHTp cepTudmkaumm» yctaHaBnmBaeTcs 3Ha4yeHue «J1io6om».

- Tin cybbekTa - onpepenset TMN CybbekTa, A4S KOTOPOro npefHasHayeH AaHHbi wabnoH (KOpHeBoM
LleHTp ceptudukauum, nogumMHéHHbIN LleHTp cepTudukaumm, ycTponcTBo, N0Nb30BaTeNb).

BHumaHue! MNMpu o6HoBneHun MO ¢ Bepcumn 2.1 oo Bepcun 2.2 paHee npuMeHseMbin Oonsi
wabnoHoB napameTp «Tun cepTucdmkata» npeobpasoBbiBaeTcA B napameTp «Twun
cy6bekta» no cnegywwum npaBunam. LWabnoH ¢ tunom ceptudmkata «KopHeBon»
npUHUMaeT 3HayYeHue ansa Tuna cybbekta «KopHeBom LIC». LLlabnoH ¢ Tunom ceptudukarta
«MoAYMHEHHbIN» NPUHMMaeT 3Ha4YeHue Ans Tuna cybbekTa «MogumHeHHbIN LIC». LLabnoH ¢
TMnom ceptudukata «lonb3oBaTenbLCKkMU» NPUHUMaAET 3Ha4YeHMe ONns TMna CcybobekTa
«Monb3oBaTenb» (3a UCKNOYEeHMEM WabrnoHoB no ymonyaHuto « WEB-Server», «<ECA-WEB-
Server», «<OCSP Signer», «Domain Controller», «<ALD PRO Domain Controller», «SCEP
Management», Ans KOTOpbIX yCTaHaBNMBaeTCs 3aHa4YeHue Tuna cyobekTa «YCTPOUCTBOY).

e [lpocMoTp Habopa nonei NpeayCcTaHOBAEHHbIX WABAOHOB® BO3MOXKEH MO KMKY «MbIWUKOM» HA BbIOPaHHbINA
wabnoH. CnMcok npeayCcTaHOBNEHHbIX WabNOHOB:

- Domain Controller;

- Smartcard Logon;

- WEB-Client;

- WEB-Server;

- S/MIME;

- ECA-Auth;

- ECA-User;

- ECA-WEB-server;

- ALD PRO Domain Controller;
- ALD PRO Smartcard Logon;
- OCSP Signer;

- Root CA;

- Sub CA;

- SCEP Management.

o  [leicTBUS AOCTYMNHbIE HA4 BCEMU BUAAMM LWIABNOHOB:

5 3HaueHus nonei WabNOHOB CEPTUMMKATOB MO yMoNnuYaHuio cM. B [Npunoxenue 2. OnucaHue nonen npeaycTaHOBNEHHbIX WABNOHOB
cepTuduKaToB.
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- NPOCMOTP MOJIHOrO CMMCKa WabNoHOB WK NO pe3ynbTaTaM NoOMCKa;

- 3arpyska HoBbIX WabnoHos cepTudukaTos MS CS;

- KJIOHMpoBaHue (co3paHue) WwabnoHa;

- NOMCK WabnoHoB;

- COpPTMPOBKa Wab/ioHOB.

[leiicTBMS LOCTYNHbIE Had KNIOHMPOBAHHLIMU U UMMOPTUPOBAHHbLIMU BUAAMM LIABNOHOB:
- penakTMpoBaHWe WabnoHa;

- COXpaHeHuWe pe3y/bTaToB pefakTMPOBaHMSA WabnoHa;

- ypaneHue wabnoHa uan MaccoBoe yaaneHue WwabioHoB..

[lob6aBneHHble WabnoHbl LOCTYMNHbI AJ19 UCNONb30BAHUS Ha BKIAJKe

Bce wabnoHbl Ha 3KpaHe pasgena oTobpaxkatTca B BUAE Tabauubl C narMHaumnen.

7.12.1 NoucK wabnoHoB

Crpoka noucka (cM. PucyHok 232) npefHa3HavyeHa Ang noncka WwabnoHOB B 3KPaHHOM Tabnuue no conepxmMmomy

KONOHKKU «MmMsa». MNounck 3aNyCKaeTcqa aBTOMaTU4eCKu npmn eBoae MCKOMOIro 3Ha4eHUA B CTPOKY NOMCKaA, pe3ynbTaT NOUCKaA

bynet oTpaXEH Ha 3KpaHHOM Tabnuue.

LleHnTp ceptucbukaumm Aladdin eCA

O, ALD

Uma - CospaHo cepTuduraToB

B  ALDPRO Domain Controller

a8 ALD PRO Smartcard Logon

PucyHok 232 - lNMouckoBas cTpoka B pasgene «LLabnoHbi»

Ins cbpoca pe3ynbTaToB NOMCKA M BO3BPATY K MOSIHOMY MepeYHIo WabAoOHOB B 3KpaHHOI Tabnuue yaanute
COLEPXMMOE CTPOKM NMOMUCKA.

7.12.2 CoptupoBka wabnoHos

CpencTBO COPTMPOBKM CMMCKa LWAbNOHOB NpefcTaBAeHO 31eMEHTOM BblboOpa HampaBneHWs COPTUPOBKK B
3arofIoBKax KONMIOHOK 3KpaHHOW Tabnuubl (M. PucyHok 231) - nonamu «Mma» (coptMpoBKa B andaBUTHOM
nopsaake), «[ata co3gaHus» (CopTMpoBKa B nopsake Y6biBaHMS/BO3pacTaHus), «Tun cybbekTa»
(ynopspoumBaHve no tuny cybbekta B andaBMTHOM MOpsAKe), MO BMAy wWwabnoHa (npeayCTaHOBEHHbIN,
MMNOPTUPOBAHHbIN, KNOHUPOBAHHbLIN), «LleHTp cepTudukauum» (ynopsoouMBaHue MO HA3BAHMIO LLEHTPa
cepTuduKaumm B andaBUTHOM NOpAaKe).

CopTpoBKa NPOUCXOAMUT TONbKO MO OAHOMY 3HAUYEHWMKO MPU HAKATUM Ha COOTBETCTBYHLIMIA 3aroNoBOK
KONOHKM TabnuLibl.

AkTMBHOE nosie Tabnaunubl, N0 KOTOPOMY BbINOJHEHA COPTUPOBKA, 0603HAYEHO 3HAKOM ‘ C NpaBOW CTOPOHbI
OT 3arosIoBka Tabnunubl.

Ins c6poca copTMPOBKM B KOMIOHKE HECKO/IbKO pa3 HaKMMUTE Ha 3aro/IoBKE KOOHKM, 1Sl KOTOPOW NPUMEHEHa
COpTMPOBKa.

7.12.3 Kaprouka wabnoHa

[ng npocMoTpa KapTouku WwabnoHa He0H6X0AMMO LLENKHYTbL IEBOM KHOMKOW MbILM HA HY)KHOM LWabnoHe Ha
rNaBHOM 3KpaHe BKNagku «LLabnoHbi».
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Llentp ceptucpmrkaumm Aladdin eCA RootCA2  CA-1  admin_ca 1 o

- MmA wabnoxa

ECA-Auth-2

WpeHtudmkarop 98b5967c-c666-4e3c-abae-1817e7917135
[ara coznaHuAa 05.03.2025 15:24:38

[arta nameHeHus 05.03.2025 15:24:38

CeoiicTEa PaclumpeHna KOMMOHEHTLI MMEHU CEPTHIDHKATA

O6wue LiudppoBaHue

- MepwWop, ASHCTBUA CEpTUDMEKEATd ————————————————
‘ 2 RSA
- MUHMMANsHaR ANWHAE KNioua

‘ 1024

- LleHTp cepTHMEKaLIMI
‘ IioBod ECDSA

- MUHMMAnNLHAA ANAHAE KIoUa

‘ 256

- Tun cybbekTa

‘ Mons3oBarens

[] NyGnukosarh cepTUUKAT B PECYPCHYD CHCTEMY

PucyHok 233 — OKHO KapTo4ku WwabnoHa

L] B OTKpPbIBLUEMCA OKHE aAMUHUCTPATOPY AOCTYMNHbI:

KHOMKAa BO3BpaTa Ha BKNaaKy «LlabnoHbi»;

KHOMKa . ONA KNOHUPOBaHUA TeKYLLEero WwabnoHa;

KHonka <CoxpaHuTb> A9 3aNUCK U3MEHEHMUI Nonei TekyLlero WwabnoHa, 40CTyNHasa ANs BCex WwabnoHoB,
KpOME npeaycTaHOBNEHHbIX;

none «Mmsa wabnoHay;
none «MoeHTMPUKATOP» COREPXKMUT NOCTOSHHBIA MAEHTUDMKATOP WABMOHA;

f[aTa M Bpems CO3faHWs WabnoHa (oNs NpenycTaHOBAEHHbIX WAbAoOHOB - 3TO fata M BpeMms
pa3BépTbiBaHMs/06HOBNEHUs LleHTpa cepTudUKaumm, 1S UMNOPTUPYEMbIX WAbNOHOB - 3T0 AaTa v Bpems
3arpysku wabnoHos B LleHTp cepTuduKaumm, ons HOBbIX WABNOHOB — 3TO AaTa U BPeMS KNOHUPOBAHUS
wabnoHa);

[laTa U BpeMs M3MeHeHus WabnoHa;

UHpopMaLms, chopMMpoBaHHaa B BuAe BkNamok «CBoicTBa», «PacwmpeHus», «KOMMNOHEHTbI MMEHU
ceptudukaTar.

7.12.3.1 Bknapka wa6bnoHa «CBoicTBa»

Ha Bknagke wabnoHa «CBoicTBa» AOCTYMHbI Nons (cM. PucyHok 234):

e obwue:

none «lepuop pencreus ceptudumkatar». @opmat Beoga: 1d,1m,1ly - vac, aeHb, Mecs, rof;

none «LleHTp cepTudukauum» - LeHTp cepTudurKaLMK, B KOTOPOM BO3MOXEH BbIMYCK CepTUOMKATOB MO
[aHHOMY WabnoHy.

none «Tun cybbekTa» - onpeaenser TMn cybbekTa, A/ KOTOPOro npefHa3HayeH [aHHbIM WabnoH
(kopHeBo# LleHTp cepTudmkaumn, NOAYMHEHHBIN LleHTp cepTudmkaLlmmn, yCTpoMCTBO, NONb30BATEND).
uek-6okc «[ybnukoBaTb CEpTUDUKAT B PECYPCHYIO CUCTEMY .

AO «AnadduH P .», 1995-2025 2. Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasnerus Llenmpa cepmuguxayuu Aladdin Enterprise Certification Authority

Cmp. 207 / 271



LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.A/NOE.03.01.020-01 32 01-2

o LlundpoeaHue (NnepeyeHb LOCTYMHbIX aNTOPUTMOB 3aBUCUT OT KPUMTONPOBAAEPOB BbiIOPAHHOIO A1 LaHHOIO
wabnoHa LeHTpa cepTudUKaLumMm — U3gatens CeEpTUPHUKATOB):
- RSA;
- ECDSA
- TOCT P 34.10-2012.

CsoiicTBa Pacumpesus KOMINOHEHTHI MMEHN CepTUdMEaTa

Obwme LLincpposaHue

- Mepwon ASACTBUA cepTUdMkaTg ——————————————

| 2 RSA
- ~ MUHMMANEHARA ANWHE KNkoua

‘ 1024

~ LleHTp cepmudMKaumn

| CA-1 ECDSA
~ MUHHMANLHARA ANMHA KTioua

‘ 256

~ Tun cybuekTa

‘ MNonk3oBatens D [OCT P 34.10-2012

[J] MyBnukoBaTh CepTUGIMKAT B PECYPCHYH) CUCTEMY

PucyHok 234 - Bknapgka «Csowctea» wabnoHa ceptudumkarta

7.12.4 Bknagka wabnoHa «Pacwumpenuns»

Ha Bknagke wabnoHa «Pacwmpermss» focTynHbl:

®  CMUCOK C MHOXECTBEHHbIM BbIOOPOM «/ICNoMb30BaHMe KITHoYay;

e yek-6okc «CynTaTh 3TO paclUIMpEHNE KPUTUHECKMMY A1 CIMCKA «MCNonb30BaHME KoYay;

®  CMUCOK C MHOXECTBEHHbIM BbIOOPOM «PacliMpeHHoe MCMOob30BaHUE KoYa»;

e KHOMKa a pSOOM CO CNUCKOM «PaclimpeHHoe MCnonb3oBaHWE KYa», MNPU HaXaTUM Ha KOTOPYHO
OTKPbIBAETCS MOAanbHOe OKHO «MaeHTUhUKATOpbl paCcLUIMPEHHOrO UCMONb30BAHUS KJH0Ya», B KOTOPOM eCTb
BO3MOXHOCTb CO3[aBaTb MOJb30BaTe/IbCKME WMAEHTUGDUKATOPbl PACLIMPEHHOTO WCMOMb30BAHUS  KJHOYa
(nogpobHee cm. pasgpen 7.12.11). KHonka [OCTynHa TONbKO AN WA6MOHOB, He BXOASAWMX B NepeyveHb
npenyCcTaHOBNEHHbIX*;

e yek-60Kc «CumnTaTh 3TO pacIIMPEHMUE KPUTUHECKMMY NS CNUCKA «PacliMpeHHoe UCMob30BaHME KIouay;

e yek-6okc «Bkntountb SID cybbekTa B cepTudukats. [pu BKIOYEHHOM ONuMM B None cepTudukaTa cybbekTa C
OID 1.3.6.1.4.1.311.25.2 6ynet 3anucaH ero SID (npu Hanuuue paHHoro atpubyTta y cybbvekta). SID mMoxer
ObITb NOSTYYEH TONBKO ANsi CyObeKTOB pecypcHbix cuctem MS AD, SambaDC, PELL AOM u AnbT [JomeH.

®  CMWCOK C BO3MOXHOCTbIO yaaneHus u nobasnenHus snemeHtos «OID nonutuku ceptudukatay;

e yek-60Kc «CYMTaTh 3TO paclUMpeEHUE KPUTUUYECKMMY AN cnucka «OID nonuTuku ceptudmkaTa.

** MNepeueHb NpeAyCTaHOBNEHHbIX WabnoHoB cM. B Mpunoxerue 2. OnucaHune nonei npeaycTaHoBAEHHbIX WaBNoHOB CepTUPMKATOB
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CBoiicTEa PacLumMpeHus KOMMNOHEHTH! MMEHH CEPTHMKATA

OID nonuTUkv cepTudukata

Lindpoean nognuce Mognuce ceprudmkara

MoAnKce CNUCKOE 0T3LIBA

TMioboe paciuMpeHHoe HCNONEI0BaHWE KMKUA

AyTeHTudmkaumA knueHTa  AyTeHTudhurauma cepeepa

PucyHok 235 — Bknagka «Pacwmperusa» wabnoHa ceptudukata
Mpu HaBeoeHUM Kypcopa Ha 3HayeHus B none «PaclwmpeHHoe MCnonb30BaHMe KYa», a TakKe Ha 3HAYeHUs B
BbINaAaloLWeM Cnncke, 0TobpaXkaeTcs BCN/bIBAOLWLASA MOACKA3Ka, coaepxalas «OID» n «OnucaHme» BbI6paHHOro 3HaYeHUs
(cm. PucyHok 236).

AyTeHTUHUKALMA KAMEHTa LleHTp pa

PucyHok 236 — BcnnbiBatowwas NoAckaska 3HaYeHUst paClUIMPpEHHOI0 UCMOb30BaHMUS Kto4a

7.12.4.1 Bknapka wabnoHa «KoMnoHeHTbl UMeHU cepTudUKaTa»

Ha Bknagke wabnoHa «KoMNoHeHTbl UMeHU cepTUdUKaTa» LOCTYMNHbI (CM. PucyHok 237):
e  OTAMYUTENbHOE UMS CYObekTa;

® aA/IbTEPHATMBHOE NMA Cy6'bEKTa.

CsoiicTea Pacwmpetna KOMMNOHEHTHI MIMEHW CEPTHDMKETA

OTnu4uTeneHoe UMA cybLekTa AnbTEpHaTUBHOE UMA CYOLEKTa

Common name RFC 822 Name

MS UPN, User Principal Name

PucyHok 237 — Bknagka «kKOMMNOHEHTbl UMeHU cepTudukaTay wabnoHa cepTudumkaTa

7.12.5 Co3paHue HOBOrO WabnoHa

o (Co3paHue MHAMBMAYANBHOTO WABA0HA BO3MOXHO Ha 6a3e CyLwecTByOWUX B CUCTEME WABNOHOB 1 COCTOUT M3
TPEX 3Tanos:
- KNOHWpOBAHUS BbIOPAHHOrO WabAoHa;

- penakTMpOBaHWE KNOHMPOBAHHOrO WabnoHa B COOTBETCTBMM CO CMEUMPUKONA WMHAMBUAOYANBHOIO
wabnoHa;
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- COXpaHeHUA WU3MEHEHWUI, BHECEHHbIX B KﬂOHVIpOBaHHbIVI WabnoH.

7.12.5.1 KnoHupoBaHue wabnoHa

. Bbioenute I'Ipe,IJ,YCTaHOBfIEHHbe/'I WabnoH Ha Bknaake «LlabnoHbi» YKa3aTenem «Mblllb».

e HaxmuTe nossumBLIYOCS B CTPOKE KHOMKY <KNnoHMpoBaTb> .

e B OTKpbIBWEMCA OKHE MOATBEPXAeHUs AeicTBusa (M. PucyHok 238) npu HeobxoaMMOCTV OTpefakTupyiTe
MMs HOBOrO LWAabnoHa B COOTBETCTBYHOLLEM MONE U HAKMUTE KHOMKY <KNOHWMpOBaTb> ANS CO34aHUS HOBOTO
wabnoHa Ha OCHOBaHMM BbIOPAHHOIO NpeayCTaHOBNIEHHOIO WabnoHa.

e VMg HOBOro WabnoHa AOMKHO BbITb YHUKANBbHO, MOXET COAEPXATh KUPUNULLY, NaTUHULY, NtoOble CUMBOSbI,
OrpaHMYMTENM BBOAA MeXAy MapameTpamu - npobenbl, AJMHA BBOAMMOrO WMMEHW He OrpaHuyeHa c
MaKCMManbHoOM namatbto go 1 6.

e Ecnm uma coxpaHsemoro wabnoHa He YHMKaNbHO, HMXKE MOAS BBOAA MMEHM Wab/ioHa MOSBUTCS TEKCTOBOE
npenynpexaeHue, u onepauns coxpaHeHus He ByneT BbINOAHEHA.

L] Ona npepbiBaHUA nencTems KNOHNUPOBaHUA WwabsoHa HaxMuTe KHOMKY <0OTMeHa>.

KnoHmpoBaTb wabnoH OCSP Signer?

~ Wima HoBorO W Ha

Konwns_OCSP Signer

KnoHvpoBaTtb

PucyHok 238 - JkpaH pa3gena MeHto «LLlabnoHbl»

e B cyyae ycnewHoro knoHWpoBaHus wabnoHa cepTudukaTa agMMHUCTpaTop ByaeT yBefOMEeH CO0bLEeHNEM
Ha akpaHe «LLlabnoH ycnewHo KNOHMPOBaH». B pe3ynbTate co34aETCA NoAHas Konus BblOpaHHOro wabnoHa.

7.12.6 PepaktupoBaHue wabnoHa

e PepaktupoBaHuWe NpUMEHWMO AN KIOHMPOBAHHOMO WAGMOHA MAM MMMOPTUPOBAHHOMO (3arpy>KEHHOTO)
wabnoHa MS CS.

e PepaktupoBaHWe NpeayCcTaHOBAEHHbIX WabI0HOB HEAOCTYMHO.

o ,UJ'IFI Bb|6paHHOF0 WwabnoHa AOOCTYNHbI ANA peaakTMpoBaHUA 3N1€MEHTbI, YKa3aHHbIE B Ta6r|14u.e HUXe (Ta6r|v1ua
24).

Tabnuua 24 - MNong wabnoHa, LOCTYNHbIE A4S U3MEHEHUS Yyepe3 rpaduyeckmii MHTepdeiic

HasBaHue Tun JonycTtuMble 3HaYeHuUs

Nma wabnoHa Crpoka OrpaHuuenue: 255 cumBonos

Bknapka «CBoicTBa»

MNepuopn pencteua | Ctpoka *y *mo *d
«CBowcTBa» ceptudumkata 3HauyeHMe He MOXeT npeBbIwaTh 25 net
LlenTp Cnucok ®  CMUCOK CO3AaHHbIX LLeHTPOB
ceptTuduKaumm cepTUdUKaLmm;
e toboM.

AO «AnadduH P .», 1995-2025 2. Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasnerus Llenmpa cepmuguxayuu Aladdin Enterprise Certification Authority

Cmp. 210/ 271




LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.A/NOE.03.01.020-01 32 01-2

HasBaHue Tun HonycTtuMble 3HaueHuUs

Tun cybbekTa Cnucok e KopHeBoM LleHTp cepTudmkaumu;
NOAYMHEHHBIN LieHTp
cepTUdUKaLmK;

YCTPOMCTBO,;

nonb30BaTeb.

Paspen Anroput™m knwoya Tpu vek-60okca e RSA
«LLndposaHue» e ECDSA
e [OCT P 34.10-2012
[ocTynHo BKOYEHUE BCEX YeK-OOKCOB

OLHOBPEMEHHO
MuHMManbHas Tpu cnmcka (cnucok ans RSA:
OJIMHA KNo4ya Kaxporo yek-bokca) e 1024
e 1536
e 2048
e 3072
e 4096
o 6144
e 8192
ECDSA:
e 256
e 1384
e 521
FOCT P 34.10-2012:
e 256
e 512

Bknapgka «Pacwupenuns ceptudukaTa»

Mcnonb3oBaHue Kntoya Cnncok ¢ MHOXECTBEHHBIM e llndposas noanuce
BbIGOpOM e [loaTBepxaeHWe NoAAMHHOCTH
e llindposaHue knouen
e |lindposaHue AaHHbIX
e (CornacoBaHue knoueit
e [lognuce cepTudukaTos
e [loAnuCb CNUCKOB OT3bIBA
e Tonbko WwudpoBaHue
e Tonbko pacwmdpoBaHue
Yek-60kc «CumTaTh 3TO pacwmpeHune Yek-60KC e BkntoueH
KPUTUYECKUMY» 019 NoNs e  BbiknoueH
«Mcnonb3oBaHue knoya»
Yek-60kc «Bkntoyatb SID cybbekTa B Yek-60KC e BkntoyeH
ceptudumkar o  BbikatoueH
PacwupeHHoe nucnonb3oBaHue Kio4a CnnCoK € MHOXECTBEHHbBIM e Jloboe pacwmpeHHoe
BbiGOpOM MCNoNb30BaHUe KIHYa

CSN 369791 TLS knueHT
CSN 369791 TLS cepsep
AyTeHTUdMKaLNA KTMEHTa
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HasBaHue Tun HonycTtuMble 3HaueHuUs

MopnucaHne Koaa

EAP yepe3 LAN (EAPOL)

EAP yepes PPP

Mopnucanne ETSI TSL

3almTa 3NeKTPOHHOM NOYThI

ICAO nognucaHue cnucka

OTKNOHEHUM

YnpasneHue Intel AMT

® /IHTepHeT-0OMeH Knto4YaMu ans
IPsec
AyTeHTudMKauma knmeHta Kerberos
LleHTp pacnpocTpaHeHns Kn4en
Kerberos

e [lognucaHue koMMepyeckoro MS
Kopa
Moanucanne MS pokyMeHTa
BocctaHoBnenune MS EFS
3awundposaHHasg MS darinosas
cmcTeMa

e [lognucaHue nugmsmayanobHoro MS

Koaa

Bxop ¢ MS cmapT-KkapTon

OCSP nognucaHt

MopnucaHue Adobe PDF

AyTeHTuduMKaumsa PIV kapTol

SCVP knueHt

SCVP cepBep

Dowmen SIP

SSH knueHT

SSH cepsep

AyteHTudukaums cepeepa

OTmeTKa BpeMeHu

ICAO nognucaHne 0CHOBHOrO

Crnucka

Yek-60kc «CymMTaTh 3TO pacnpeHne Yek-60KC e BkntoueH
KpUTUYeCKUM» ans nons «PacwmperHoe e BbikntoueH
MCNO/b30BaHME KoY

OID nonutukm ceptnudukara MNMone BBOAA OID B dopMaTe, onpefeneHHOM CTaHAAPTOM
ITU X.660

Yek-60kc «CumTaTh 3TO pacwmnpeHune Yek-60KC e BkntoueH
kputnyeckum» ang nons «OID nonuTmkm e  BbiknoueH
ceptudukaTta»

Bknapka «KoMMNoHeHTbl MeHU cepTudUKaTas

Common name
Unique Identifier (UID)
Given name

Initials

OtnnuntensHoe umsa cybbekTta (SDN) CnNUCoK C MHOXECTBEHHbIM
BbIGOpOM
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HasBaHue Tun HonycTtuMble 3HaueHuUs

Surname
Organizational Unit
Organization
Locality

State or Province
Domain Component
Country

Postal Code
Business Category
Telephone number
Pseudonym

Postal address
Street

Name

Title

Domain qualifier
Description
Unstructured address
Unstructured name
Email Address (E)
Serial number

MHH

OrPH

OrPHMN

CHUCN

MHH 0N

Yek-6okc «Obs3aTensHoe» ansa nonemn Yek-60KC e BknioueH

OTINYUTENBHOTO UMeHU cybbekTa (SDN) o BbikntoueH

3HayeHne no yMonyaHuio (Npu nobasneHnn
HOBOFO MONS) — BbIK/THOYEH.

[loctyneH ans Kaxnoro nons
OTNIMYUTENBHOIO UMEHM CybbekTa.

Yek-60Kc «Banupauma» ona nonem Yek-60KC e BkioueH

OTIMYUTENBHOrO UMeHM cybbekTa (SDN) e  BbiknoueH

3HayeHue no yMonyaHuio (Npu fobaBneHun
HOBOIO NONS) — BbIK/IOYEH.

AnbTepHaTnBHOe UMs cybbekTa (SAN) CnNUCOK C MHOXECTBEHHbIM e RFC 822 Name
BbI6OpOM o DNS Name
e |P address
e Directory Name
e Uniform resource identifier
e Registered Identifier (OID)
e MS UPN, User Principal Name
e MS GUID, Globally Unique
Identifier
e Kerberos KPN, Kerberos 5 Principal
Name

e Permanent ldentifier
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HasBaHue Tun HonycTtuMble 3HaueHuUs

Xmpp address
Service Name
Subject Identification Method

Yek-60okc «Ob693aTensHoe» ansa noneu Yek-60KC e BktoueH
afbTEPHAaTUBHOIO MMEHM CyObeKTa e BbikntoueH
(SAN) 3HayeHne No yMonvaHuio (Npu fobaBneHun

HOBOFO MONSs) — BbIK/THOYEH.
[locTyneH ans Kaxknoro nons
anbTePHATUBHOIO MMEHU CYyObEKTA.

Yek-60kc «Banupaums» ons nonen Yek-60kC e BkntoueH
anbTepHATUBHOIO UMEHM CybbeKTa e BbikntoueH
(SAN) 3HaueHune no ymonyaHuio (npu nobasneHun

HOBOIO MONS) — BbIKNHOYEH.

e [lna nonent «OtnuumtenbHoe mums cybbvekta» (SDN) u «AnbTtepHaTuBHoe mums cybbekta» (SAN) Bo Bknaake

«KOMMOHeHTbl UMeHU cepTudmKaTa» focTynHa dyHKUMS Noucka npu Bolibope 3HayeHui (cM. PucyHok 239 u

Tun nona
MHH| ~ I

PucyHok 240).

NHH

WHH HoNn

PucyHok 239 - lMouck npu Bbibope 3HaYeHus B none «OTanymTeNnbHoe uMs cybbekTan

Directory Name
DNS Name

Kerberos KPN, Kerberos 5 Principal Name

MS UPN, User Principal Name

RFC 822 Name

PucyHok 240 - Mounck npu Bbibope 3HaYeHUs B nosie «AnbTepHAaTUBHOE UMS CybObeKTa»

e [lpu Bbibope napameTpoB LWKGHPOBaHUS BbIOMPAETCS MUHMMaNbHAas AJIMHA K43, T.e. MpuU BbiMycKe
ceptudukaTa Nno AaHHOMY WabnoHy Ans BbI6OpPa MUHMMANbHOW ANAWMHBI KAoYa ByayT AOCTYNHbI 3HAYEHUS
HauMHas OT YCTAHOBNEHHONO0 MMWHUMANbLHOrO W BCE 3HayeHWs 6Gonee YCTaHOBMEHHOrO MWHWMAsbHOTO
3HaYeHUs AAMHbI KNKOYa.

e (opwmat BBOAA nepuoaa aevcteusa ceptudumkara: 1d,1m,1ly - vac, aeHb, MecsL, roa.

e MNcnonb3ynte npeanaraemMble 4ek-60KCbl ANS [ONOAHUTENBHOM HACTPOMKM WabnoHa ceptudmkaTa:

- Ecnm BkntoyeH Yyek-60kc «CYMTaTh 3TO pacluMpeHne KpUTUHECKUM» ANS pacluMpeHuns, OHO NOMeYaeTcs Kak
KpUTMYEeCKoe Mpu CO34aHUKU cepTuduKaTa No AaHHOMY wWwabnoHy (cM. PucyHok 241). Mpu obpaboTtke
ceptudukaTa, nmerowwero atpubyTbl, A8 KOTOPbIX YCTaHOBMAEHbI YeK-60Kcbl «CunTaTh 3TO paclumpeHue
KPUTUYECKMMY», MOTYT ObITb OTK/JIOHEHbI, eciv npasuna o6paboTku nonei ceptMduMKaToB CUCTEMbI He
coaepxart oTMeYeHHbIX aTpmbyToB (noapobHee cM. ctaHaapT RFC 5280).
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CynTarke 3T0 pacllWpeHHe KpUTUYECKAM

PucyHok 241 - Mone yek-60kca «CunTaTh 3TO pacluMpeHne KpUTUYECKUM»

- [lpu BkntouyeHHOM uvek-6okce «Ob6s3atenbHoe» ansa nons 6yaetr Heob6X0AMMO yKasaTb MUHUMYM O[HO

3Ha4yeHWe B mpouecce co3aaHus ceptudumkata Nno A3AHHOMY WAb/OHY, @ NpU BbIKNKOYEHHOM Yek-H6okce
3HaYeHus o1 4aHHOTO MoAs MOryT BbITb He YKazaHsbl. [pu BKNOUeHHOM Yek-6okce «Banuaauuuy» ona nons
6yLeT BbINOMHATLCS BaNMAALMS 3HAYEHUI, YKA3bIBAEMbIX MOAb30BATENEM ANS AAHHOMO NOMs B npouecce
co3faHuna ceptudumkata (cM. PucyHok 242).

[[] ObasatentHoe [¥ Banupaumn

PucyHok 242 - None vek-6okca «06s3aTensHoe» n «Banupauuay»

e Vcnonb3yiTte kHonku <[obaButb none> (cM. PucyHok 243) Ha BKknagkax wWwabnoHa «PacwwupeHus» wu
«KOMMNOHEHTbI UMeHM cepTUdMKaTa» ans GopMUPOBAHMS CNELMANM3UPOBAHHOMO WabioHa ceptTudukarta.

PucyHok 243 — KHonka <[1o6aButb none> wabnoHa cneunannanpoBaHHOro ceptudukara

7.12.6.1 CoxpaHeHne BHECEHHbIX 3MEHEHUI B LIAGIOH

L] Ona COXpaHEHUA BHECEHHbIX U3MEHEHMI B LIAONOHE HaXMUTE KHOMKY B KapTo4dke wabnoHa <COXpaHVITb>

CoxpaHuTb < o
paCnoNoXeHHYKD B MpaBOM BepxXHeEM yrny 3KpaHHOMU (bOprI. CoxpaHeHMe M3MEHEeHUU

npoucxoauT 6e3 NoaTBepXKAEHUS.

e [lpn nepexope 06paTHO Ha Tekyuyto Bkaaky «LlabnoHbi» uan apyryto Bknagky LleHtpa ceptudukaumm B
cnyyae, ecnu nNpefBapuTenbHO BHECEHHble B peaakTUpyemblid WabnoH M3MEHEeHWs He Oblin COXPaHEHBI,
NOSIBNAETCS OKHO NOATBEPXKAEHUA AeNCTBUA (CM. PUCYHOK 244), B KOTOPOM NPW HAaXaTUKU KHOMKMU:

- <[MOKMHYTb CTPaHULy> BHECEHHbIE U3MEHEHMS B TeKyLeM WwabnoHe 6yayT yTepsiHbl U OCYLLECTBIEH BbIXOA
M3 KapToyku WwabnoHa;

- <0OTtMeHa> ByaeT OCYLIeCTB/EHO 3aKPbITME OKHA MOATBEPXKAEHWUS M BO3BPAT K peAaKTUPYEMOM KapTOUKe
WwabnoHa.

Bbl ,EI,EI:;ICTBLﬂTe.FIbHO XOTWTE MNMOKNHYTE CTpaHWLUYy bes CO)(paHEHWﬂ?

MoKUHYTL CTPaHULY

PucyHok 244 - lNMopTeepxaeHue BbIX0Aa M3 KapToykM WwabnoHa 6e3 coxpaHeHUs U3MEHEHUI

7.12.7 YpaneHue wabnoHa

e JlaHHAs GYHKUMS NPYMEHUMA TONbKO A CO3A4aHHbIX, KNOHUPOBAHHbIX M 3arpy>eHHbIX WabnoHOB.

e JlanHas dyHKkuma HE npumMeHnMa png npeaycTaHOBAEHHbIX Waba0HOB.

e [Ipu HaBeaeHWUM HA CTPOKY C HYXXHbIM WabnoHOM ByaeT AOCTYNMHA MKOHKA ﬂ <Ypanutb>. [locne HaxaTus Ha
KHOMKy <YpanuTb> OyneT BbiBEAEHO Ha 3KpaH OKHO noAaTeepxaeHus pencteus (cM. PucyHok 245), rpe
BO3MOXHO OTMeHWTb BblOpaHHOe p[encTBue, HaxaB KHomky <OTMeHa>, unuM MNoATBepAWTb yAaneHue
BbIOpaHHOTO WabioHa, HAaXaB KHOMKY <YAanuTb>,
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Ypanutb wabnoH Konua_OCSP Signer?

Ypanutb

PucyHok 245 - OkHO noaTBepxaeHus yaaneHus wabnoHa ceptudmkarta

B cnyyae ycnewHoOro BbIMONHEHWS yaaneHus wabnoHa cepTMduKata aaMuHUCTpaTop Oyaer yBenoMmneH
coobuieHneM Ha 3kpaHe «LLabnoH ycnewHo yaanéu».

Bbi6paHHbIl WabnoH yaanseTcs U3 CMCTeMbl M CTAHOBUTCS HEAOCTYMHbIM ANna Bcex onepauuin. CeptudukaTsl,
BbIMYLLEHHbIE HA 3TOM LIabNoHe, OCTaOTCS AENCTBUTENbHBIMMU.

7.12.8 Maccosas onepauus (yaaneHnus) ¢ wabnoHamm

ILns MaccoBoit onepaunu yaaneHusl, NpUMEHSNEMOM K BbIGPaHHOMY MHOXECTBY LUAB/IOHOB, HAXXMUTE KHOMKY
- <MaccoBble onepauum>, KOTOpas 3anyckaeT OKHO BbIMOJHEHWS MacCOBOW ONepaLmu.

B oTkpbiBlIEMCS OKHE (CM. PuUcyHOK 246) O NpUMEHEHUS NMOMCKA B NEBOM CTONIOLE OKHA ByayT 0ToOpaeHbl
nepsble 100 wabnoHoe B andaBuTHOM nopaake. B cnyyae, ecnm HalpeHo 6onee 100 wabnoHos, To TpebyeTcs
YTOUYHWTb MApaMeTPbl B CTPOKE MOMCKA. TakxKe NOMCK BO3MOXHO OCYLLECTBUTb MO MMEHU LWABN0OHA, KOTOpbI
noanexuT yaanexuto. Mouck Npoms3BoaMTCS AnS BUAOB LWABGMNOHOB: MMNOPTUPOBAHHbIM U KIOHUPOBAHHbIM, K
KOTOPbIM NMPUMEHMMA OMepaLms yaaneHums.

BbibepwuTe, HalaeHHble cepTUdUKATbI, OTMETUB X PIAXKKAMM .

>
MepeHecuTe oTMeYeHHble (naxkamMu CepTUhUKaTbl B MPaBYH YacTb OKHA, HaXaB KHOMKY . KoTopas
HaXOAMTCS MEXY NPaBOM M IEBOW YACTbIO OKHA BbIMOSIHEHMS OMepaLmm.

Buibepute wabnoHs Ana aanbHelen paboTs

BuiGpats

Konua_WEB-Client [] Konus_OCSP Signer
Konua_WEB-Server

ECA-Auth-2

Konusa_ECA-Auth

Konua_ECA-User

Mpopormivre =

PucyHok 246 — OkHO BbINoAHeHMs1 MaccoBbix onepaunii. LWar 2. CospaHne cnmncka BblOpaHHbIX WabnoHoB

B cnyyae He06X0AMMOCTU UCKNOUYEHNUS M3 BbIOpaHHbIX WabnoHOB, K KOTOPbIM ByAeT NpMMeHeHa MaccoBas

o <
onepaums, oTMeTbTe hNaxkaMu WabAOHbl U3 CMMCKA B NMPaBOM YaCTU OKHA, U HAXMUTE KHOMKY - (c™m.
PucyHok 247).
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Buibepute wabnovbl AnA aansbHerwei pabotol

BuiGpate

ECA-Auth-2 Konua_OCSP Signer

Konua_ECA-Auth Konua_WEB-Server

0O
O
O
[] Konma_ECA-User Konua_WEB-Client

Mpopomyute =

PucyHok 247 - OkHO BbINOAHEHMS MaccoBbix onepauumid. LUar 2. PepaktupoBaHue cnucka BbiGpaHHbIX WabnoHoB

e [lng nepexopa Ha CNeaylowWwmii Wwar HaxmMuTe KHonky <MpoaomkuTb>.

e B oTKpbIBLIEMCS OKHE MOATBEPAUTE AeiCTBUE, HAXAB KHOMKY «[1puMeHuTby (CM. PucyHok 248).

Yaanuts 3 wabnoxa?

MpumeHnTs -

PucyHok 248 - OKHO BbINONHEHMS MaccoBbIX onepauui. LLar 3

e B cnyyae ycnewHoro BbINOJHEHUS OonepaLmMmn agMUHUCTpaTop ByAeT yBeJOMNEH Ha ware 4.

YcneunHo yaaneHo 3 wabnosa

PucyHok 249 — OkHO BbINONHEHMS MAacCcoBbIX onepauui. Lar 4

7.12.9 Wa6noHbl MSCS

7.12.9.1 3kcnoprt wabnoHos ns MSCS

o [ing skcnopTa wabnoHOB 3anycTuTe CKpMNT mscs2aeca.psl M3 KoMMnnekTa NoCTaBKM Ha pabouyem MmecTe C
yCTaHOB/EHHbIM LleHTpom cepTudukaumm MSCS oT uMeHU agMUHKUCTpaTOopa.

° ,D,J'IFI YCNELWHOro BbINOMHEHNA CKpUNTA HEOGXO,EI,MMO MHTEPHET-COeaNHEHUE. ,ﬂ,ﬂfl yCcnewHoro BbIMNOJIHEHUA
ckpvnTa B oddnariH pexxume TpebyeTcs npeaBapuTenbHO CKavaTb 1 ycTaHoBUTb nakeT NuGet.

e  CKpMNT 3aMnycKaeTcsl Kak KOHCOMbHOE MPUNoXeHUe U paboTaeT B pexxMMe KOMaHAHOM CTPOKM, rpadmyeckuii
UHTepdeic He NpefyCMOTPeH. 3anyck CKpUMTa NPpoU3BeCTU OT UMEHU afMUHUCTPATOPa.

e PesynbtaTtoM paboTbl CKpuNTa ABNSETCA COXpaHeHWe Bcex wWwabnoHoB cepTudukatoB n3z MSCS B nanky
CA\temp\ Ha xocTe.
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LLIabnoHsl COXpaHAKTCA B d)opMaTe .CSV C pa3genntenemM To4Kka C 3anaTon.

Mpu nmnopte wabnoHa n3 MSCS K Ha3BaHWO WabnoHa pomkeH pobasnatbca npedpukc «MSCS ». Ecam B

CUCTEME YXKE CYLLECTBYET Wab/oH, COBNAAAOLMIA C UMEHEM MMMOPTUPYEMOTO, TO K UMEHU UMMOPTUPYEMOTO

pomkeH pobasnatecs cybduke «_1» 1 T.4. (CHeTUMK Kon

7.12.9.2 3arpyska wa6noHa MSCS

nn).

[ns 3arpy3ku nonyyeHHbix wabnoHos MSCS B LleHTp Ceptudukaumun Aladdin Enterprise CA:

Tabnuua 25

HaXXMUTE KHOMKY <3arpysuTb WabnoHbl> - B oTkpbiBlIEMCS OKHe BbibepuTe .csv dain wabnoHos MSCS B

JIOKaNbHOM Nanke u HaxxmuTe KHOMKY <OTKprTb>.

B pe3ynbTate wabnoHsel MSCS 6yayT UMNOPTUPOBAHbI, U aAMUHUCTPATOp byneT yBeAOMNEH CcOobLeHneM Ha

3KpaHe «XX WwabsoHOB YCMELWHO 3arpy>eHo», rae «XX»
PucyHok 250).

L T e AP FARF R i e

EYRT.S

@} 33 wabroHa yenelwHo sarpykeHo!

- KONIM4ECTBO YCNELWHO 3arpy>XeHHbIX WwabnoHoB (CM.

A
X

v e e

PucyHok 250 - YBepgomneHnue 06 ycnewHom 3arpy3ske wabnoHos MSCS

B cnyyae, ecnn wabnoHbl He OblIM MMMNOPTUPOBAHbI, aAMUHUCTPATOp OyaeT yBeAoMieH COobLieHMeM

«HeB03MOXHO 3arpy3utb wabnoHbi» (cM. PucyHok 250).

(D Hesoa

He

rPY3UTh

KTHLIA opmMar ga

WabACHHI.

X

MAQ.

PucyHok 251 - YBepgomneHue o HeyfauHoM 3arpy3ke wabnoHos MSCS

Mons, 3arpyxaemble 13 danna umnopta wabnoHos MSCS, npuseneHsl B Tabnumua 25.

- Mons, 3arpyxaemble 13 danna wabnoHos MSCS

Ha3BaHue
nonsa B danne

OnucaHue

HazBaHue none B AECA

TmplName Nma wabnoHa Mmsa wabnoHa
DN OTtnnuntenbHoe ums OTtnnumtensHoe nmsa
SubiName AnbTepHaTMBHOE UMS cybbekTa 1 TpeboBaHue ANnbTepHATUBHOE UMS CyObEKTa;
) 0653aTeNbHOCTM B OQHOM CTPOKE dnaxok «0bsizaTenbHOE»

Alghoritm ANroput™ LWndpoBaHUS ANroput™ WndpoBaHus
AlgMinLen MuHMManbHaa ganHa Kn4a MuHMManbHaa garMHa Kn4a
ValidPeriod Mepuop pencremns Mepuop, pencreus
KeyUsage, Mcnonb3oBaHue Ko4a;

. Mcnonb3oBaHue knoya “ »
CritExts (NaXoK “CYMTaTh 3TO pacClUMpPeHUEe KPUTUYECKUM
EKU, PacwmpeHHoe ncnonb3oBaHue Kaya PaclumpeHHoe ncnonb3oBaHue Koya;
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Ha3BaHue
nons B ganne

OnucaHue Ha3BaHue none B AECA

CritExts dnaxok “cuMtaTbh 3TO paclIMPEHNE KPUTUYECKUM”
Polices, NonuTuin OID nonutuku ceptndmkara;
CritExts hnaxokK “cuMTaTh 3TO paclUMPEHUE KPUTUHECKUM”

Mpu umnopte wabnoHoB u3 MSCS 3HayeHWe mapameTpa «Tun cybbekTa» Ans MMNOPTMPYEMOro WabsioHa

onpenensTcs Ha OCHOBAaHMM 3HaYeHwus B none «SubjType»:

3HauveHue «User» - Tun cybbekTa «lonb3oBartenby;
3HaveHune «Computer» - TN cybbekTa «YCTPONCTBOY;
3HavyeHue «CA» - Tun cybbekTa «KopHesow LIC»;

3HaveHue «CrossCA» -Tun cybbekTa «logunHeHHbIn LLC».

e [lpu umnopte wabnoHos n3 MSCS ans napametpa «LleHTp cepTudukaummn» umMnopTupyemoro wabnoHa dbyner

YCTaHOB/IEHO 3HauYeHue «J1iboi».

e [lpn noBTOpHOM 3arpy3ke daina wabnoHos MSCS, Bce wabnoHbl ByayT 3arpy>KeHbl NOBTOPHO. MMs wabnoHa

6yner CchopMMPOBAHO M3 3HAYEHMSs, 3anMcaHHoro B nosne wabnoHa «TmplName», M MpuUCBOEHUEM

NopsAKOBOro HoMepa (CHeTYMK KOMUHM).

7.12.10 Pa6oTa ¢ wabnoHamu ceptudukaToB

e  3arpy)eHHble M CO3aHHble WabaoHblI JOCTYMHbI As1 UCMONIb30BaHMSA NPU BbIMYCKE CEPTUGUKATOB Ha BKNAAKE

«CepTndukatbl» u «CybbekTbl» (CM. nogpasnen 7.4 u 7.7 HacToswero PykoBoacTBa agMUHMUCTPATOPa).

7.12.10.1 NpeHTndukaTop WabnoHa

e [lpu hopMMPOBaHUM 3asIBKM Ha CEPTUDMKAT HEOBXOAMMO YKa3biBaTb MAEHTUdUKATOP WabnoHa — Ha3BaHWE

WabnoHa UIKu ero UaeHTUbUKaTOP.

e VpeHTndukaTop HOBOro (KNOHMPOBAHHOrO) wWwabnoHa BO3MOXHO BbiaenuTs M3 URL wabnoHa. Otkporite

CO3JaHHbIN WabnoH, BblAeNMUTe afpec, yKasaHHbIM B CTpoKe 6pay3epa, onpeaenuTe UaeHTUhUKATOp WabnoHa,

ncxons us ctpyktypbl URL-appeca. Hanpumep:

https://172.22.5.21/template/8548d5dc-c063-40£f9-842d-3e35326fcall

UMEET CTPYKTYpY

NPOTOKOJN: //ip-ampec mnu muMsa cepBepa LC/HauMeHOBaHME pasz3lela/mMueHTuomMxaTop mabiaoHa

Takum

00pa3oM, uAeHTUDUKATOpP CO3AaHHOro WwabnoHa wmeeT BuA 8548d5dc-c063-40f9-842d-

3e35326fcall.

o [Ing npefyCTaHOBMEHHbIX WabMOHOB MAEHTUPUKATOPBI NpuBeaeHbl B Tabnauue Hmke (Tabnuua 26).

Tabnuua 26 — MaeHTUdMKATOpbl NPeAyCTaHOBEHHbIX WabnoHOB

Ha3BaHue wabnoHa UpeHTndukatop
ALD PRO Domain Controller 11ec34a4-d03e-4059-92f0-9c09b08bffea
ALD PRO Smartcard Logon 18d9bd4e-6f15-423f-8137-ac8416ad6874
Domain Controller bf2dac0a-f05f-49dd-95b4-e50691489b6a
ECA-Auth 8ecba810-7f48-4c4e-b803-99a97146e2ba
OCSP Signer aac2e49b-9c8e-4869-80cl-eef526ba75ab
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Root CA 9129245a-eaad-4ebc-a2a4-8845ac0336fb

Smartcard Logon 2a03e458-50cd-46b8-82cd-d5612ed3b647
S/MIME 0c234243-18cf-4c05-b699-537731b2436f

Sub CA af3b0355-1798-4c64-98f7-a9c70407db1c
WEB-Client 059a38f5-f345-4275-b79f-e7e6cc3cbb68
WEB-Server 08c66f99-218a-46ef-bdee-6a2b3b26a4f1
SCEP Management 3e5df3d4-683c-4252-b862-467589¢2225b
ECA-WEB-server 25bbd733-4d8c-43ce-ba5a-e9826eb7bléc
ECA-User 2d58b30c-3965-4555-9af4-fec4552af21e

7.12.11 Pa6ota ¢ naeHTM(PUKATOpaMM paclUMPEHHOro UCMOIb30BaHUSA KIOUa

MopanbHoe okHO «MaeHTudKMKaTOpbl paclMPEHHOro MCNOAb30BaHUS KtoYa» (M. PucyHok 252) obecneunsaet
BO3MOXHOCTb MPOCMOTPa MAEHTUGDUKATOPOB PaCLUIMPEHHOIO MCMOMb30BaHWUA KNKOYa, a TakKe CO34aHMe WU ydaneHue
NOJiIb30BaATENbCKUX UAEHTUPHUKATOPOB PaCLUMPEHHOIO UCMOJb30BAHUA KoYa.

MopganbHoe okHO «MaeHTUdKKaTopbl pacliMpEHHOr0 UCMOb30BaHUA KYa» JOCTYNHO MOMb30BATENO C PONbO
«AOMUHUCTpATOP».

OTKpbITME MOJANbHOFO OKHa «MAeHTUdMKATOPbl PaCLUMPEHHOrO MCMONb30BaHMUS KiOYa» OCYLLECTBASIETCS M3

BKNagku «Pacwwupenus» kaptouku wabnoHa (cM. pasgen 7.12.4) HaxaTMeM Ha KHOMKY . pAOgOM CO CMWUCKOM
«PaclwmpeHHoe Ucnonb3oBaHUE Koua.

Ons 3aKpbiTMe MOAA/IbHOIO OKHa C/ieayeT HaXaTb KHOMKY <3aKprTb>.

Cosgate +

Mma QID OnwncaHwue

Monb3oBaTenbCKUiA MaeHTUdKKA... 2.5.29.37.04 OnucaHwne ¢ N0Nb30BaTeNbCKOTO ...

PucyHok 252 - MopanbHoe 0kHO «MaeHTUdUKATOpbl paclUiMPEHHOTO MCMOJb30BaHMUS KiloYa»
B MopanbHoe okHe B TabnuuHoit ¢dopMe oTobpaxeHa cieaylolwas MHdopMaums 06 uMAeHTUMKATOpax
pacWMpPeHHOro UCMob30BaHMs Ktoya:

e TuUN — yCnoBHOE 0603HayeHre BHaa:
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- m - NpefyCTaHOB/IEHHbIE MO YMONYAHUIO MAEHTUDMKATOPLI PACLIMPEHHOIO MCMNOMb30BAHUA KIOYa,
CO3[aHHble B MOMEHT ycTaHoBKM LleHnTpa ceptudukaumm Aladdin eCA%. He nognexaT pefakTMpOBaHMIO;

- E - CO3[aHHble M0/b30BATENEM (MOIb30BATENLCKUE) UAEHTUPUKATOPbI PACLUIMPEHHOTO MCMOIb30BAHMS

K/tova.
o UMZ;
e OID;

L onuncaHue.
B MoganbHOM OkHe AOCTYyNnHbI cnepywouwme OencTBums:

e  CO34aHME MO/b30BATENIbCKMX MAEHTUGOMKATOPOB PACLUMPEHHOrO MCMOMb30BaHMA Kawua (CM  pasgen
7.12.11.1);

o yoaneHne noJib30BaTe/IbCKUX M,D,eHTM(bMKaTOpOB paClWIMPEHHOI0 MCNOJIb30BaHUA KJKO4a (CM. pa3snen
7.12.11.2).

7.12.11.1 Co3paHune Noab30BaTeNbCKOro uAEHTUGMKATOPa pacliMPeHHOro MCMOIb30BaHMUS Kloua

[na co3gaHua Nonb30BaTENbCKOTO MAEHTU(dMKATOPa pPaCIMPEHHOTO MCMOAb30BAHMA K/OYa  BbIMOJAHUTE
cnegyrolme waru:

e B MopanbHoM okHe «MaeHTUdUKaTOpbl pacluMPEHHOrO UCMOb30BaHUS KNHOUa» HaxkMuTe KHonky <Co3path>;

e B nogsuBemca mMopanbHOM OkHO «(Co3gaHue uAeHTUPUKATOpa PaCLUMPEHHOr0 WCMOMb30BaHMS KKYa»
BBeguTe cnenytowme nong (cMm. PucyHok 253):

-  UMS - UM CO34aBAaeMOro MAeHTUdMKATopa pacIMPEHHOro WCMOoNb30BaHWs kitoya. [None ssnsetcs
YHUKaNbHbIM W 00913aTeNlbHO K 3amnofHeHuto. Mpu BBOAE CYLLECTBYIOLLErO 3HaYeHust 6yaeT oTobpaxeHo
coobuieHne 06 ownbke «YKa3zaHHOE UMS YXKE MCMOMb3YeTCs»;

- OID - OID co3naBaeMoro uaeHTMdGHKaTopa pacliMpeHHOro MCnosb3oBaHug Kitoda B popmate OID*. Mone
ABNSAETCS YHUKaNbHbIM M 0653aTeNbHbIM K 3anonHeHuto. [pu BBOAE CylecTBYOWEro 3HayeHus byaert
oTobpaxeHo coobuieHne 06 ownbke «YkasaHHbIM OID yxe ncnonbsyercs»;

- OonucaHune - onucaHunga co3anaBaeMoro M,El,eHTl/I(Dl/IKaTOpa paClWMPpEHHOro MCNONIb30BaHUA KNKO4Ya. He
ABNngeTCs 06593aTeNbHbIM K 3aN0THEHUIO.

YKaxuTe fgaHHble l-"\,ﬂEHTI“If])\-"\KaTD;:\a PacClUMpPEHHOro UCNOABL30BAHNUA KAKO4Ya
Wmis

Moii EKU

olp
1.2.203.7064.1.1.369791.3

Onumcarve

MNone3osatensckmii EKU

Cozgate =

PucyHok 253 — MoganbHoe okHO «MaeHTudMKaTOpbl paclUMPEHHOTO UCMONb30BAHMS KNKOYa»

. [na co3panusa MLI,EHTMq)MKaTOpa PaClWMPEHHOIO0 UCNO/Ib30BaAHNA K/TKOYa HAXKMUTE KHOMKY <Co3patb>.

% OnucaHue npeaycTaHOBNEHHbIX WAEHTUPMKATOPOB paCIUMPEHHOTO WCMOMb30BaHMA Kmoya cM. B [lpunoxeHne 5. OnucaHme

npeayCcTaHoBNEHHbIX MAEHTU(DUKATOPOB PaCLIMPEHHOTO MCMONb30BaHMS KoY.
%6 B cooTeeTCTBMM C pekoMeHaaument ITU X.660.
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MNocne 3toro 6y,u,eT CO3[aH NONb30BaTENbCKUIA M,D,eHTVIq)VIKaTOp pacWMpeHHOro NCnosb3oBaHUA KNko4a.

7.12.11.2 YpaneHne nonb30BaTeNbCKOro MAeHTU(HUKATOpPa paclUMPEHHOro UCMOb30BAHUS K/KOUa
[na ypaneHus nNONb30BaTENbCKOrO MAEHTUDUMKATOPA PaCIMPEHHOrO MUCMOMb30BAHUS  K/KOYA  BbINOJHUTE
cnepyolmMe Wwaru:
e B MoganbHOM okHe «MaeHTuduKaTopbl pacluMpeHHOro UCNONb30BAHMS KOUYa» HAWAMTE NONb30BATENIbCKUM
naeHTUdUKaTop, KOTOPbIA HEOOX0AMMO YAANUTD;
e B cTpoke C MAEHTU(DUKATOPOM HAKMUTE HA KHOMKY ﬂ <Ypanutb>,
Mocne 3Toro Nonb30BaTENbCKUIA MAEHTUDMKATOP PaCLUMPEHHOMO MCNOJIb30BaHMS ByaeT yaaneH.

Ecnn mnpeHTudMKaTop pacliIMpeHHOro MCMOMb30BaHUA KIYa ucnonb3yetrcsi B labnoHax, TO
yhaneHve 3aBepluMTCs C owuUbKkon: «YpaneHue wuaeHTuduMkaTtopa HeAOCTYNMHO, TaK KaK OH
ucnonb3dyetrcad B wabnoHe <WUmsa Tekywero wabnoHa>». Ecnu wWabnoHOB HeCKONbKO, TO
oTobpaxaeTcs UMA nepsoro no andasuty WabnoHa.

YpaneHue npeaycrtaHOBII€HHbIX M.quTVId)VIKaTOp pacwnpeHHoOro ncnonb3oBaHusa He4OCTYNHO.

7.13 Pa3zgen «HacTpoKku»

Pazpen «Hactporikn» obecneumBaert:

- ynpaeneHue paboToil Beb-cepBepa M LOCTYMOM K HEMY: BO3MOXHOCTb CMEHbI K/touel Beb-cepBepa U
ynpaBieHne u3gatensaMm cepTMhUKATOB YUETHLIX 3aNUCer Ang f0CTyNa K HEMY;

- ynpaeneHue nepeyHeM MOAK/OYEHHbIX K nporpamMe Syslog-cepBepoB, Ha KOTOpble ByAEeT BbIMONHATLCS
OnpaBKa AaHHbIX 0 CODLITUAX ayauTa NPOrpamMmsl.

Mepexon B pa3pen «Hactpoikm» (cM. PucyHok 254) ocyliectsnsetcs yepe3 60KOBOe MEHI0, PacrosioKeHHOoe
CNieBa Ha rMaBHOM 3KpaHe (cM. PucyHok 52).

Pazpen «Hactpoiiku» Bkntoyaet B cebs cnepytolime BKIALKK:
- Beb-cepsep;
- Syslog.

[aHHbIN pa3nen AoCcTyneH ToNbKO B peXxume agMUHUCTPAaTopa.

LieHTp cepTudmxaysu Aladdin eCA

MagaTens

Nposepxa nagatens

PucyHok 254 - SkpaH pasgena «Hactponku»

e Bknapka «Beb-cepBep» NMo3BONSET OCYLLECTBNATL NPOCMOTP AaHHbIX Tekylero cepTudukata Beb-cepsepa,
M3MeHeHWe Tekyllero ceptudukata Beb-cepBepa, MPOCMOTP WM pefaKTMpPOBaHWE CMMCKa paspelleHHbIX
uspatenen cepTmdmKaToB.

o Ha 3kpaHe Bknaaku «Beb-cepsep» oToOpaxeHbl (CM. PUCyHOK 254) npucyTCTBYIOT Cnefytolme noapasaensl;
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CepTudukar;

PaspeweHHble nspatenw.

e B noppaspene «Ceptudukat» B TabnuuHon cdopme oTobpaxeHa cneayowas nHbOpMauMs O TeKyWweM

ceptudukare Beb-cepsepa:

B none «Mms» - CN, ykasaHHbIi B cepTudukaTe;
B none «M3patenb» - SDN nsparens ceptudukara;

B nosne «[encTteuteneH Ao» - AaTa OKOHYaHUS OeNCTBUS cepTudmKaTa.

e B noppaspene «PazpelieHHble usgatenu» B TabnuyHon Gopme otobpaxaeTcs cnepyowas nHdopmaums ob

n3gatensx cepTuduKaToB:

B none «OTobpaxkaemMoe UMa» - oTobpaxaeMoe UMA LLeHTpa cepTudmKaunm;
B none «M3patenb» - CN, yka3aHHbI B cepTUdMKaTE LEHTPa;
B none «[encTeuteneH fo» - Aata OKOHYaHUS AENCTBUA cepTudmMKaTa LLeHTpa.

ONg Kaxaoro usgatens B cCrnucke B cronbue «[lpoBepka u3matens» MNpuUCYTCTBYET Mepek/oyaTeb,
NO3BONAIOLLMIA BKIIOUMTD UM UCKITIOUUTL LLEHTP CEPTUOUKALMM U3 CNIMCKA Pa3peLLEHHbIX U3AaTene.

T UenTp cepriduxaumi Aladdin eCA RootCA 122121212 INTALAOMIN )
%

foSasure +

PucyHok 255 - SkpaH paspena «Hactpoiku», Bknagka «Syslog»

e Bknagka «Syslog» no3BonsieT oCcyLeCTBAATb NPOCMOTp CNncKa v napameTpoB Syslog-cepBepos, AobaBneHue

Syslog-cepBepa B CMUCOK, pefakTMpoBaHWe napaMeTpoB Syslog-cepBepoB U3 CMUCKa, BKAOYAs yrpaB/ieHne

oTnpaBKkon coobuleHni Ha AaHHbIN Syslog-cepsep, yaaneHue Syslog-cepBepoB M3 CMcKa.

e Ha akpaHe Bknagku «Syslog» (PucyHok 255) B nogpaspene «Syslog cepBepbl» NpUCYTCTBYIOT Cleaylouime

31EMEHTbI:

KHonka «[Jo6aBuTb», NpefHasHadeHHas ans o6asieHus HoBoro Syslog-cepeepa B CNMCOK;

Moppaspen «Syslog-cepsepbi».

e B nognpasanene «Syslog-cepeepbl» B TabnM4HON GopMe COAepXUTCS Ceayolas MHhopmaums:

B nosne «Agpec xocta» - agpec xocta Syslog-cepsepa;
B none «Mopt» - nopt Syslog-cepsepa;
B nose «lpoToKo» - NPOTOKO, MO KOTOPOMY BbIMOJHAETCSA OTNpaeka coobuieHne Ha Syslog-cepeep;

B none «OTnpaBKka COOBLLEHMI» NPUCYTCTBYET NEPEK/IYaTENb, MO3BONSIOWMIA BKIKYUTL UK BbIKITOUYUTD
oTnpaBKy coobuieHne Ha AaHHbIR Syslog-cepsep.
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7.13.1 YcraHoBKa cepTtudmkaTta Be6-cepBepa

MNpenBaputenbHO HEOOXOAMMO BbINYCTUTL CEPTUDUKAT AN CYyOGbeKTa JIOKa/IbHOM pecypcHOM CUCTeMbI (415
ABTOMATMYECKM CO3[AHHOr0 NOKaNbHOrO cybbekTa npu pa3BépTbiBaHuM LleHTpa ceptudumkaumm (cm. 7.8.5
HaCcTosLLEr0 PYKOBOACTBA) UM HOBOIO CO3J43HHOr0 cyobekTa) (cM. MpunoxeHue 1) co 3HaYEHMAMMU B NONIX
wabnoHa WEB-Server npu Bbinycke ceptudukaTa:

- «obuee uMsa» — UMs Beb-cepBepa, oTobpaxkaeMoe Ha 3KpaHe, B pasaene «HacTpoiiku», pekoMeHayeTcs
yKaszaTb UM CEpBEpa;

«AOMEHHOE MMSA» — UMs XOCTa, HAa KOTOPOM pa3BEpHYT LleHTp cepTudMKaumMM, AOMKHO COBMafaTbh
yKa3aHHbIM B darne /etc/hosts.

[lns cMeHbl Ktouel BbibepuTe BEG-CEPBEP U HAXMMUTE MNOSBUBLUYKOCS KHOMKY ﬂ

B nosBuBlueMcs okHe (cM. PucyHok 256) BbibepuTe daiin cepTudmkaTa 1 BBeaMTe naponb daina KoHTeHepa,
3a/laHHbIN Npu BbiNycke cepTudukaTta Bedb-cepsepa.

HaxxmMuTe akTMBMpOBaBLIYOCS KHOMKY <CMEHWUTb KNOUM>,

3arpyauTe ¢pain koHTeliHepa PKCS#12

®Paiin He BeIGpaH BribpaTtk daiin

BeeauTe naponb KOHTelHepa

| MNaponk KoHTEAHEpa

PucyHok 256 — OkHO cMeHbI Kntoyer Beb-cepeepa

MNMocne cMeHbl cepTUdMKaTa Beb-cepBepa agMMHUCTpATOp OyaeT yBeaoMnéH coobuweHnem «CepTudukaT
n3MeHEéH» (cM. PucyHok 257).

CepTurKar n3meHeH.

3aKpbITh

PucyHok 257 — OkHo yBepomneHus o6 ycnewHom cMeHe Kntoder Beb-cepeepa

[anee Gynet BbiNnonHeHa aBTOMaTMueckas nepesarpy3ka Beb-cepBepa. B pesynbTate nepesarpysku Beb-
cepeepa B «XKypHan cobbitmi» Oyner 3anmcaHo cobbite ¢ kopoM CAENVO40 B cnydvae ycnewHoM
nepesarpysku Be6-cepsepa mnam coboitne ¢ kogom CAENV041 B cnyyae owmbku B npouecce nepesarpysku
Beb-cepsepa.

Iins ycTaHoBKM Be30nacHOro coegMHeHUs € cepBepHOM YacTbio LleHTpa ceptudmkaumm Aladdin eCA (nocne

YCTaHOBKM HOBOro ceptudukaTta Beb-cepBepa) CHOBa 3anycTute Gpay3ep W BbINOAHUTE MOAK/KYEHME K
LleHTpy ceptudmkaumm.
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e AgMuHucTpaTopy 6yaeT npeanoXeHo BbibpaTh cepTUdUKAT AN MAeHTUOUKALMM U ayTEHTUdMKALMKM (MK
OCTaBMTb TEKYLLMIA, U34aTeNb, KOTOPOro aKTMBMPOBAH B «Pa3pelwéHHbiX n3aatensax») (cM. PucyHok 258). bonee
noapobHo npoueaypa ayTteHTUdMKauuMm no ceptudukaty npuBeLeHa B pasfene 6 [OOKYMeHTa
RU.ANOE.03.01.020 32 01-1.

3BI'IPOC MAEHTM¢MKBI.|MM none3oBaTens

CalTy HeoSX0AMMO ONPEASAWTE, C KOKUM CepTUOUKTTOM BOC ACCOUMMPOBOTL!
172.22.5.21:443
OproHWaauUma: «»
BeiaoHO: oo
BoiGepuTe cepTUd@MKAT AAR MASHTUGMKOLMKA:

INMAL_ADMIN (28:64:91:84:E0:0E:93:F0:29:11:FC: 14:7B:38:DA:30:81:B1:44:65) ~
MHGropMaLmMa O BRODOHHOM CcepTudikare:
Kony seaan: CN=INITIAL_ADMIN
CepWiHuin Homep: 28:64:91:84:E0:0E:93:F0:29:11:FC: 14:7B:38:DA:30:81:B1:44:65
Aeictauressd ¢ 23 aer. 2023 r., 09:16:20 GMT-4 no 22 aer. 2025 ., 09:16:20 GMT-4
McnoasaoeaHua katoua: Digital Signafure Non-Repudiation Key Encipherment
Aapeca 3a. novtw: Infial@admin
Kem eriaoH: CN=INITIAL_CA
MecTto xpaHeHus: Moayas 30T

JONOMHMTE 370 pelLSHWe

(o)) TI=TT] OK

PucyHok 258 — Bbibop cepTndukaTta nosnb3osatens

7.13.2 PaspewéHHble usgarenm

e Ha 3kpaHHOM Tabnuue B none «PaspelléHHble u3paTenu» oTobpaeHbl Tekywwue ceptudukaTel LleHTpos
cepTuduKaLmu (TEXHONOTMYECKOr0 M CO3[aHHOrO, MpU YCTAaHOBKE MPOrpaMMHOr0 CpefcTBa M 3arpys3ku
NNLLEH3UMN).

e [lnq pocTyna nosib30BaTens C poJbld aAMUHWUCTpaTop/onepaTtop K TekyleMmy BeG-cepsepy HEOGXOAMMO

aKTMBMPOBATb M3aaTens ceptudumkaTa yYETHOM 3anNncu, NnepeBUHYB NON3YHOK BMPaBo n
e [N UCKNIOYEHUS M3LATENS U3 «Pa3PELLEHHbIX» HEOOXOAMMO BbIAENUTb M3ATeNs U A€aKTMBMPOBATb B nose

«[poBepka u3pnaTens», nepeasuHyB MOJ3YHOK BEBO A c cepTMdMKaTOM MONb30BaTeNs, BbIMYLWEHHbIM
MCKMOYEHHBIM M3aaTeneM, ayTeHTudUKaums He ByaeT ycnewHor, B 4OCTyne K Be6-cepeepy 6yaeTt oTkasaHo.

7.13.3 No6aBneHue Syslog-cepsepa
e [lna pobasneHus Syslog-cepeepa Heobxoaumo B pazpene «Hactpoiiku» Ha Bknagke «Syslog» HaxaTb Ha
KHONKy «[Jo6aBuTb».

e B otobpasusluemca mopanbHoM okHe «[lo6aBneHune Syslog-cepsepa» (PucyHok 259) Heobxoanmo ykasaTb
cnepytowme napameTpbl gobasnsemoro Syslog-cepsepa:

- B none «Apgpec xocta» - agpec xocta Syslog-cepsepa (IP-agpeca unu DNS-ums);

B cnyu4ae, ecnu agpec xocTta Syslog-cepBepa He yKka3aH, B nosie «kAgpec xocta» 6yaeTt oTobpaxaTbcs
coobueHne 06 ownbke «ObsA3aTeNnbHO K 3anofIHEHUIO» (KHoMKa «[lo6aBuTb» GyAeT He[oOCTYNHA).

B cnyuae, ecnu ykasaHHbIN agpec xocta Syslog-cepBepa cogepXuT npoben, B none «Agpec xocta»
O6yaeT oTo6paxaTbcA coobuieHne o6 ownbke «HekoppekTHbIN BBOA» (kHonka «[o6aBuTb» GyaeTt
HeOoCTyMNHa).

- B none «[Mopt» - nopt Syslog-cepsepa (umcno B guanasoHe ot 0 o 65535);

B cnyyae, ecnu nopT He yKa3aH, B AaHHOM nore BBoAa 6yaeT oTobpaxaTbcAa cooblieHne o6
owmnbke «O6a3aTeNnbLHO K 3anonHeHuto» (KkHonka «[lo6aBuTb» OyaeT HeAOCTYNHa ANA HaXaTus).
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B cnyuae, ecnu B none «MopT» ykazaHO 3Ha4yeHuWe, He COOTBETCTBYyMoLee hopmaTy BBOAA, B
baHHOM norne OyneT otobpaxaTbcsi coobweHne o6 ownbke «HeKoppeKkTHbIM BBOA» (KHOMKa
«[o6aBnTb» byaeT HeQoOCTYNMHA ANA HaXaTus).

- B none «lpotokon» Bbibpat npotokon UDP (ykasaH no ymonyanuio) nnm TCP.

- 10C/e 3TOro HaXaTb CTABLUYO LOCTYMHOM KHOMKY «[106aBUTb.

YkaxuTe napameTpel Syslog-cepeepa

PucyHok 259 - MoganbHoe okHO fobaeneHus Syslog-cepeepa

e T[locne HaxaTua Ha KHonky «Jlo6aBuTb» B cnucok Syslog-cepeepos bynet nobasneH HoBbIM Syslog-cepsep ¢
napamMeTpamM, yKasaHHbIMU B MoJasibHOM OkHe «[lobaBneHune Syslog-cepsepax. [pu 3TOM nepeknoyaTtenb
«OTnpaBka coobueHnin» y nobasneHHoro Syslog-cepsepa no ymonyaHuio 6yaer HaxoauTbCS BO BK/TOYEHHOM
COCTOSIHUM.

Ecnn B cnucke yxe npucytctByoT 10 Syslog-cepBepoB, nocne HaxaTus Ha KHOMKy «[o6aBuUTb»

6yaeT oTobpaxaTbcA coobuieHne o6 owunbke «Owunbka. MakcumanbHoe Konu4vecTBo Syslog-
cepBepoB — 10» (PucyHok 260). Npwu aTtom HOoBbIN Syslog-cepBep He byaeT fob6aBneH B CNUCOK.

() Ouwmbka

MakcMManbHoe Konu4ecTeo Syslog-cepeepos — 10

PucyHok 260 - Owwnbka npu npesbileHn MaKCMManbHOro Konuyectsa Syslog-cepsepos

7.13.4 PepakTupoBaHue napametpoB Syslog-cepBepa

e [lna pepakTMpoBaHus napameTpoB Syslog-cepeepa Heobxogumo B paspene «HacTpoMku» Ha BKnagke
«Syslog» B cTpoke nt0b0oro n3 uMeroLWMxca B cnucke Syslog-cepBepoB HaxaTb Ha KHOMKY «PefakTMpoBaTb».

e B otobpasuBwemcs mopanbHoM okHe «PepaktuposaHue Syslog-cepsepa» (PucyHok 261) pgonyctumo
penakTMpoBaHuWe cneayrowmx napametpos Syslog-cepsepa:
- Appec xocTa;

B cnyuae, ecnu agpec xocta Syslog-cepBepa He yka3aH, B nosne «Agpec xocta» 6yaeT oTrobpaxarbcs

coobueHne 06 ownbke «O6GA3aTeNbHO K 3anoriHeHU» (KHonka «CoxpaHuUTb U3MeHeHusi» GyaeTt
HeAOoCTYMNHa).

B cnyu4ae, ecnu ykasaHHbIW agpec xocta Syslog-cepBepa coaepXxuT npo6en, B none «Agpec xocray
Oypetr oTo6Gpaxarbcs coobleHue 06 owunbke «HekoppekTHbIn BBoA» (kHonka «CoxpaHUTb
M3MeHeHUsA» OyaeT HeQOCTYMNHa).

- [Mopt (B popmaTe uncna B guanasoHe 0-65535);

B cnyyae, ecnu nopTt He yKa3aH, B AaHHOM fnone BBoAa bypeT oTobpaxarbcsa cooblieHne ob
ownoke «0O6aA3aTeNbHO K 3anofIHEHMIO» (KHonka «CoxpaHUTb U3MEHeHUsA» ByaeT HeJoCTynHa ons
Haxartus).
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B cnyuae, ecnu B none «MopT» ykazaHO 3Ha4yeHuWe, He COOTBETCTBYyMoLee hopmaTy BBOAA, B
bJaHHOM norne OyneT otobpaxaTbcsi coobwieHune o6 ownbke «HekoppekTHbIM BBOA» (KHOMKA
«CoxXpaHNUTb U3MeHeHusi» GyaeT HeQOCTYNHA AN HaXaTus).

- TMpotokon (UDP unu TCP).

YkaxuTte napameTpsl Syslog-cepeepa

- Anpec xocTa
| 192.168.117.4

- Mopr
| 514

- Mporokon

| UDP

CoXpaHUTL HaMeHeHus >

PucyHok 261 - MopanbHoe OkHO peaakTupoBaHua Syslog-cepsepa

7.13.5 YpaneHnue Syslog-cepsepa
e [lna pepakTMpoBaHus napameTpoB Syslog-cepeepa Heobxogumo B paspene «HacTpolku» Ha Bknagke
«Syslog» B cTpoke nt0b0ro n3 UMerLWmxca B cnucke Syslog-cepBepoB HaXxaTb HA KHOMKY «YAanuUTb».

e B oT06pasuBLIEMCS AMANOrOBOM OKHE MOATBEPXAEHUS yaaneHus Syslog-cepsepa (PucyHok 262) B cTpoke
«Ypanutb Syslog-cepeep?» ByneT coaepXaTbCs agpec xocTa yaangemoro Syslog-cepsepa (PucyHok 262).

e [lng ynaneHus BbibpaHHoro Syslog-cepBep HaxaTb Ha KHOMKY «Y4anUTb.

Ypanute Syslog-cepeep 192.168.117.47

Onepauuna Heobpatuma. OTnpaska cooblyeHuWii Ha faHHbIA Syslog-cepeep byaet
HE[lOCTYNHa_

PucyHok 262 - lnanorosoe OKHO noatsepxaeHus yaaneHus Syslog-cepsepa

e [locne HaxaTus Ha KHOMKY «YAanuTb» B AMANIOrOBOM OKHe NMOATBEPXAEHUS yaaneHus Syslog-cepsep byaet
yhaneH U3 cnucka otobpaxaeMblx Ha Bkiagke «Syslog» B pasgene «Hactpoiiku». MMpu 3TOM AOMXKHO
oTobpaxarbcsa cooblieHue 0 ycnewHoM yaaneHun Syslog-cepeepa (PucyHok 263).

& Ycneuwmnol

Syslog-cepeep yaaneH

PucyHok 263 — CoobuweHune 06 ycnewHoMm yaaneHmmn Syslog-cepeepa
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8 MOUNCK N YCTPAHEHWE HEMCMPABHOCTEN

Un. Mpo6nema Bo3moxkHas npuumHa Cnoco6bl peweHus
3a610KMPOBaHbI WCTEK CPOK BEeNCTBUS IMLEH3UN UK o
MposepbTe B 0kHe «O nporpamMmMme» Cpok AeUCTBUS TULEH3UMU U KOIMYECTBO
Moo1 KHOMKM BbINYCKa ncyepnaH IMMUT LOCTYNHbIX ANS

DOCTYMHbIX AN8 BbINycka ceptudukatos (cM. paspen 3.1
cepTudmKaToB BbINYCKa CEPTUHUKATOB y y pTv (e p )

Mpoun3Benunte oueHKy pecypca Bawero K B cooTBeTCTBMM C TpeboBaHMeM
1. HexBaTka annapaTHbIX pecypcoB K annapaTHbIM pecypcaM, yKasaHHbIM B nepBoi 4actu PykoBopctea
aaMUHUCTpaTopa

MpekpalueHme MpoBepbTe Hanuume yctaHoBneHHoro MO cornacHo pasaeny 3 PykoBoACTBO

ycTaHosku M0 Mnm aaMuHucTpatopa RU.AJIAE.03-01.020-01 32.

002
obHoBNEHNE

Aladdin eCA 2. He KOppEeKTHas yCTaHOBKa MU Takxe nposepbTeE N NpU HeobxoaMMoCTm nepeknunTe TeKyLWy BEpPCUO
OTCYTCTBME NPOrpaMMHOro jaVa-KOMI’IOHeHTOB, BbIMOJIHUB KOMaAHAbI:
KOMMOHEHTA, YKa3aHHOro B

sudo update-alternatives --config java
TpeboBaHuK

sudo update-alternatives --config javac

sudo update-alternatives --config javap

M3MeHUTe HacTpOMKY KOHOUrypauMoHHOro darnna KoHTponnepa AoMeHa
1. BkntoueH npotokon TLS /etc/samba/smb.conf, nob6aBus B pa3gfen [globall:

ldap server require strong auth = no

[poBepbTe NOAKOYEHNE K KOHTPOANEPY LOMEHA, MCMOJb3YS MHCTPYMEHT
ldapsearch:

- Nony4yeHue cnucka nonb3oBaTenei

ldapsearch -D "Administrator@pki-test.local" -w
"Qwertyl234" -b "DC=pki-test,DC=local" -H
"ldap://192.168.111.148" " (objectCategory=user)"

- NoAyYeHMe CNMUCKa KOMMbIOTEPOB
2. MpoBepuTb NOAKNOYEHME K

KOHTpONfepy AoMeHa Samba ldapsearch -D "Administrator@pki-test.local" -w
"Qwertyl234" -b "DC=pki-test,DC=local" -H
"ldap://192.168.111.148" " (objectCategory=computer)"
- NonyyeHue cnucka rpynn 6e3onacHoCTU

HeT noaknoyenus ldapsearch -D "Administrator@pki-test.local" -w
1003 K pecypcHoii "Owertyl234" -b "DC=pki-test,DC= pki-test " -H
cucteme "ldap://192.168.111.148" " (objectCategory=group)"

roe:
Administrator@pki-test.local - UMA aAMMHUCTPATOpPa AOMEHA;
Qwertyl234 - napofb alMUHUCTPATOpa OMEHa;

pki-test, pki-test - AOMeEHHOEe uM4;

192.168.111.148 - ip-aapec KOHTpoAnepa AOMEHa.

B oTBeT Ha 3anpoc Bbl AO/KHbI NOYYUTb CUCOK 0GBEKTOB, UTOBLI
yBeUTbCA, UTO YCTAHOBIEHO COEAMHEHME C ldap-cepBepoM 1 OH oTBevaeT
Ha 3anpocl.

[poBepbTe NOAKYEHNE K KOHTPOANEPY LOMEHA, UCMOb3YS MHCTPYMEHT
ldapsearch:
3. MpoBepuTb NoaxntyeHue K

- NoNy4YeHMe CNUcKa nonb3oBaTenei
KOHTponnepy nomeHa ALD PRO

ldapsearch -D
"uid=admin, cn=users, cn=accounts, dc=domain,dc=local"
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-w "Qwertyl234" -b "dc=domain,dc=local" -H
"ldap://192.168.0.10" " (objectclass=x-ald-user)"
- NONy4YeHue CNUcka KOMMbTEPOB

ldapsearch -D

"uid=admin, cn=users, cn=accounts, dc=domain,dc=local"
-w "Qwertyl234" -b "dc=domain,dc=local" -H
"ldap://192.168.0.10" " (objectclass=nshost)"

- nonyvyeHne cnucka rpynn 6e3onacHoCcTH

ldapsearch -D

"uid=admin, cn=users, cn=accounts, dc=domain,dc=local"
-w "Qwertyl234" -b "dc=domain,dc=local" -H
"ldap://192.168.0.10" " (objectclass=ipausergroup)"

rae:

users, accounts

Qwertyl234 - napofib aAMMHUCTPATOpa LOMEH3;
domain, local - AOMEHHOEe UM,
192.168.111.148 - ip-aapec KOHTpoANepa AOMEHA.

B otBeT Ha 3anpocC Bbl A0/DKHbI MONYYNUTb CMUCOK 06beKTOB, YTOObI
yﬁe,ﬂMTbCFl, YTO YCTaHOBNEHO CoeanHeHune C ldap—cepBepOM M OH OTBEYaeT
Ha 3anpochbl.

Bxop B nHTepdeinc
LleHTpa
cepTuduKaumm ¢
BbIMYLLEHHbIM

Bpaysep Chromium He
noaLepXunBaeT cepTuduKaThl

roo4 cepTuduKaToM anropuTMoM LMdpoBaHUs Wcnonb3osars Apyrovt Gpaysep
HEBO3MOXEH B ECDSA512
bpaysepe
Chromium
lNpobnema BO3HUKAET NpU HanUuUK
B XpaHunuwe ceptudumkatos OC
ceptudmkara LC c aHanornyHbim
SDN u3patento ceptudmkata Beb-
cepBepa.
Bxop, B uHTepdeic OHa cBs3aHa ¢ anroputMoM
LeHtpa npoBepku cepTudukaTa Beb-
cepTUUKaLMy cepaepa bpaysepom Firefox ,ﬂ,ﬂﬂ“ 1. MpoBepbTe cocTaB cepTUdUKaToB foBepeHHbIX LIC B xpanHuamiye OC
HEBO3MOXEH B peLIeHUs yI3BUMOCTH, CBSA3AHHOM C
1005 . 2. B ciyyae HecoOTBETCTBMSI YCTaHOBUTE cepTuduMKaT u3patens
6paysepe Firefox. NoAN0roM CepBepHOro
ceptudmkata Beb6-cepBepa
Owwnbka cepTudukara:
SEC_ERROR_BAD S 1. Firefox nonyyaet ceptudukat
IGNATURE Be6-cepBepa OT cepBepa
2. lMocne 3TOro BbIMOMHSET MOUCK B
xpanunuiue ceptudukatos OC
ceptudmkarta LLC no SDN uspatens
ceptudmkata
3. M panee BbINONHSET NPOBEPKY
Len0YKM No OTKPbITbIM KIK0YaM
MNposeputb aiin opt/aeca/pl2/truststore.jks Ha npeamer
coAepxaHus 3anuMcu 0 cepTUdMKaTe  TEXHONOMMYECKOro  LieHTpa
cepTudurKaumu, cozgaHHoro npu ycraHoske MO Aladdin eCA.
Exon B MHTEpeiiCc 3anuch o cepTuduKaTe TexHonoryeckoro LIC cneyioliero Buaa:
eHTpa n
Nnooé6 CepT:;MKauMM YRanéu ceptudukar keytool -import -alias managementca -file cert.pem -
HEBO3MOXEH. TexHonorudeckoro LIC keystore ./truststore.jks
Owwbka 500
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roe cert.pem - cepTMdUKaT TexHonornyeckoro LLC, MOXeT ObITb NoyyYeH
B pesynbraTe KOHBepTaLuum KOHTeMHepa PKCS#12
opt/aeca/pl2/superadmin.pl?2 :
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openssl pkcsl2
nodes -clcerts

-in superadmin.pl2 -out cert.pem -

Maponb KoHTelHepa cepTudumkata TexHonornmyeckoro LIC ykasaH B daine
/opt/aeca/generated passwords.txt

HeBo3MOXHO
NOAKMYUTLCA K
TOKEHy Ansi
BbIMyCKa
ceptudmkaTta nocne

Tpebyetcs paspewmts M0 JC-

1. B appecHyto cTpoky 6paysepa BBeauTe:
https://localhost:24738/admin/token_manager.html

ooz ycraHosku JC- WebClient goctyn k pecypcy 2. Bo BCn/bIBalOILEM OKHE NpeaynpexaeHus 6paysepa noaTeepanTe
WebClient. ,ﬂeﬁCTBMﬂ.
Coobuenne
«M0 JCWebClient
He YyCTaHOBNEHO»
MycToit dann
Wab6IoHOB Mo Otkpoiite Powershell oT “MeHM aAMMHWUCTpaTOpa M 3ajaiiTe Bepcuio
3aBepLUeHNto npoTokona 6e30MacHOCTH, BbIMOIHUB KOMaHAy:
noos paboTbi ckpunTa Tpebyetca Hactpoiika tls [Net.ServicePointManager]::SecurityProtocol =
mscs2aeca.ps1ake [Net.SecurityProtocolType]::T1lsl2
nopta wabnoHos
MSCS
HeBo3MoxHO
NPUMEHNUTD KoHBepTupyite ceptndukart, CreHepuMpoBaHHbI C WCNOMb30BaHWEM
BbIMYLUEHHbIN anropuTMa XxewwuposaHuus sha256, B ¢opmate .pl2 B ¢dopmat .pem ¢
lc-Leep:'TTMpq(J):Kaumm CepTudukaTt AocTyna creHepupoBaH C noMolilkio openssl:
Aladdin eCA MCNOMb30BaHWEM aNropnT™Ma openssl pkcsl2 -in <wmmsa kOHTelNHepa>.pl2 -out <muma
1009 xelmpoBanus sha256, u IeKOOMPOBAHHOTO Odaliia>.pem
ceptndmkar B .
ornepaumoHHOi onepaunonnas CMCTeMHa Windows we openssl pkcsl2 -keypbe PBE-SHA1-3DES -certpbe PBE-
) noAAepXMUBAET [aHHbINA anropuTMm
cucteme Windows SHA1-3DES -export -in <uMmsa IEeKOOUPOBAHHOTO
(B yacTHocTH, darna>.pem -out <uMa KOHTelHepa>.pl2
WinServer2012/20
16)
YcTaHoBneHHoe paHee ssl coefnHeHne
Owmnbka HeaencTBuTeNbHO. Bo3HukaeT, ecniv B
Cannot read MOMEeHT 06HOBNeHUs cepTuduKaTa
1010 properties of Be6-cepBepa 6bl10 OTKPbLITO Mepesarpy3uTe cTpaHuuy bpaysepa
undefined (reading Heckonbko BKNaAoK, 1Mbo Bbin
‘data’) nepesanyLueH (Mo Kakum-n1mbo
npuunHam) Be6-cepsep
Owwnbka 3anpoca K o
noi1 CTopOHHeMy Owwnbka noakntoyeHus K LieHTpy BbinonHuTe HacTporiky 6e30mMacHOro COefMHeHWs COrnacHo pasgeny 5
— ceptudukaummn no npotokony https «be3onacHoCTb coeAMHEHUA» HACTOALLErO PYKOBOACTBA
He ynaetcs
BbIMONHWUTb
aBTOpU3aLMIO NPH Ha knveHTe BbINONHWUTL KOMaHAbI:
pecypcHol cucteme  KnueHT BBOAWMACS B LJOMEH O sudo kinit <aIMMHMCTPATOP HOMEHA>
Mno12 ALD PRO/FreelPA.  o6HOBNeHUs KOHdUrypaLum .
CoobuieHne: «<He  cepTUdUKATOB AOMEHa e
YAanoce nposepuTs M noBTOpUTb MOMBITKY aBTOPU3aLMK.
LlenouKky
cepTndurKaToB»
1. MpoBepbTe NnoTpebneHne onepaTMBHOM NaMATU HA XOCTE C MOMOLLbIO
Mepuoamnyeckas KOMaHAbl top:
0CTaHOBKa . - BMiB Mem 3HayeHue total - 370 06wMit 06beM onepaTUBHOM
HepocTaTok onepaTMBHOW NamMaT Ha
Mo13 U NageHue namsTy;
cnyx6bl xocre -BMiB Mem 3HayeHue free — 3T0 cBOHOAHAN onepaTuBHas NaMsThb;
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aecaca.service

- B CTpoKe Tabnunubl USER=aeca 3HayeHue B KONOoHKe RES - 3T0
notpebnsemas LLC onepatvBHas namstb.
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[ins koppekTHOM paboTbl LIC cyMMa free M RES fomKHA 6bITb He MeHee
10T16%.

2. Ecnv nonyyeHHoe 3HaveHue MeHbwe 10 6, To npu ucyepnaHuu
CcBOOOJHOM OnepaTMBHOM NaMaTM oom-killer octaHasnueaet LC.

B maHHOM ciyyae pekoMeHAyeTCs NpoaHann3npoBaTh COCTaB CTOPOHHEro
MO Ha xocTe 1 ero notTpebneHne NamMaTH, HaNpUMep, C NOMOLLBIO KOMaHA,
top unmn htop.

3. Mocne 3toro cnepyet nMbo fo6aBUTb HEOBXOAMMOE KONUYECTBO
onepaTMBHOM NamaTu, NMbo yaanuTb ¢ XxocTa ctopoHHee M0, ocBoboaus
3TUM OMNepaTMBHYIO NaMsTb.

7 TpeboBaHs K annapaTHOMy obecnedeHunio cM. B pasaene 2.2 PykoBoactsa agMuHucTpaTopa. Yactb 1. YcraHoska 1 obcnyxusanue LleHTpa
ceptudukaumm Aladdin Enterprise Certification Authority.
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MPUJIOHREHUNE 1. CO3OAHNE CEPTUOURATA 1A CYB'bEKTA

BHumaHue! Co3pgaHue ceptudukata ¢ 3akpbiTbiM Kntovem PKCS#12 n cospgaHue ceptudmkarta Ha
KINO4YeBOM HOCUTESe BO3MOXHbI TOJNbKO AN CyLeCcTBYHOLWero cyobeKkTa fiokanbHou (CM. nogpasaen
7.8.5 HacTosero pykoBOACTBa) UMM NMOAKIOYEHHbIX PecypcCHbIX cuctem (cm. nopgpasgen 7.8.6
HacTosiwero pykoBoacTtsa)!

Co3paHve cepTudukata cybbekTa Mo 3anpocy, BO3MOXHO KakK pAnsl  CylecTBYHLero
npeaBapuTeNnbHO CO3AAHHOIO JioKanbHOro cyb6bekta (cM. nogpasgen 7.8.5.1 HacTosiwero
pykoBoAcCTBa) MNU cybbeKkTa BHelHeW pPecypcHOW cucTteMbl (CM. nogpasgen 7.8.6 HacToswero
pykoBoACTBa), Tak U cyGbekTa, co3gaBaeMoro B npouecce Bbinycka cepTtudukarta. Mpu atom
CyGbeKT Ha OCHOBaHMM 3anpoca OyaeT co3faH TOMbKO MNPW YCMELWHOM CO34aHMKM ANS Hero
cepTudmkaTa cozgaBaeMoro B npouecce BbiNycka cepTudmkara.

BHumaHue! CepTudmkar n 3akpbiTbii Kntoy B KOHTeMHepe PKCS#12 BO3MOXHO CKayaTb TOJNIbKO B
nocnegHem OKHe BbiNycka cepTudmkara «ob ycnewHoM co3pgaHum cepTudmukaTta» no HaxkaTuro Ha
KHonky <Cka4yaTb>. [lanee, nocne 3aKpbITUsi OKHa, CKayMBaHMe BbiNyLWweHHoOro ceptudukara ans
cybbekTa B pasgene «Ceptudukarbi» 0OCTYNHO TONbKO B hopmarte .pem!

1.1 Cnocobbl co3aaHNA cepTUPUKATOB

o Ha Bknagke «Ceptndukatbl» Npu HaXkaTum Ha KHOMKy <Co3aaTth cepTMdMKaT> AOCTYNEH BbINMyCK cepTudmKaTa
(cM. PucyHok 264):

—  C3aKpbITbIM K/NKOYOM ON4 CyLWeCTBYHOLWEro Cy6beKTa;
— Ha OCHOBaHWM 3anpoca,

— Ha KJIlo4eBOM HocHuTene.

Cosaars cepmadmear A

PucyHok 264 - KHonka «Co3paatb ceptudukaT» Ha Bknagke «CeptudukaTbl»

e Ha Bknagke «YYéTHble 3anucu» NpU BblAENEHUM CTPOKM YYETHOM 3aMMCKU M HaxaTum KHonku <Co3paTb
cepTudUKaT> AOCTYNEH BbINYCK cepTUdUKaTa AN YYETHOM 3anucu (cMm. PucyHok 265):

—  C3aKpbITbIM K/KOYOM;
— Ha OCHOBaHWM 3anpoca,
— Ha K1Kn4YeBOM HOCUTENE.

Ceptudumkar byper co3pgaH C MCNonb3oBaHueM BHyTpeHHero wabnoHa ECA-Auth. 3Hauvenne nons «Common
Name» 6yneT 3anonHeHO aBTOMATUYeCKM M COOTBETCTBOBATb JIOTMHY YYETHOM 3anucu, AN KOTOPOW BbIMyCKaeTcs
cepTuduKar.
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PucyHok 265 - KHonka «Co3aath cepTUdUKaT» Ha BKNagke «YYETHble 3anmncu»

e Ha Bknagke «CybbekTbl» Mpu BbIAENEHUM CTPOKM CyObeKkTa M HaxaTtuu kHonmku <Co3paTb ceptTudumkaTt>
LOCTyneH BbiNyck ceptudmkata (cM. PucyHok 266):

—  C3aKpbITbIM K/HO4YOM,
- Ha OCHOBaHWU 3anpocCa,

— Ha K/NK4YeBOM HoCUTENE.

PucyHok 266 - KHonka «Co3path ceptudukaT» Ha Bknagke «CyobekTbl»
e B pesynbTaTte HaxaTMs Ha KHOMKY CO34aHMA cepTUdUKaTa NOSBUTCS OKHO CO3AaHMs cepTudumKaTa.

1.2 NapameTpbl Kpuntorpadum cepTUPUKATOB Y4YETHbIX 3anucerd nosb3oBaTenem u
LleHTpoB cepTuduKaumumn

B Ttabnuue onpeneneHbl KoMbuHauuu ceptudukatoB LleHTpa ceptudukauum, K KOTOPOMY MNPOUCXOAUT
noaKnYeHe nonb3osatens (onepaTopa/agMMHMCTPATOPA), M MCMNONb3yeEMOro ANs ayTteHTudwukaumm ceptudukaTa
YYETHOW 3anMcu NoNb30BaTeNs, NPU KOTOPbIX ByAeT NPOUCXOAMUTb YCNeLWHas ayTeHTu@uKaumsa nonbsosatens Aladdin eCA.

Tabnuua 27 - YcnewHble KoMbuHauum ceptudukaTos LeHTpa cepTudmkaumm u y4€THOM 3anucy nonb3osartens npu
ayTeHTUdMKaLMM HA cepBepe

Anroput™ M pnunHa Kntoya ceptudmkarta Anroput™m 1 AnuHa Ktova ceptudukata
OnepauuoHHas cucTemMa .
LleHTpa ceptudukaumm YYETHOM 3anucu nonb3osarens
RSA:
2048-4096,
SHA256-SHA512 RSA:
2048-8196.
ECDSA: ECDSA:
Astra Linux Special Edition 1.7 CMoneHck 256-521, 256 52'1
SHA256-SHA512
rOCT P 34.10-2012%:
OCT P 34.10-2012: 256-512
256-512,
FOCT P 34.11-2012
RSA:
2048-4096,
SHA256-SHA512 RSA:
2048-8196.
ECDSA: 048-8196
. . - ECDSA:
Astra Linux Special Edition Bepcusa 1.8 CMoneHck 256-521, 256-521
SHA256-SHA512
roCT P 34.10-2012%:
FOCT P 34.10-2012: 256-512
256-512,
FOCT P 34.11-2012

38 AyTeHTUdMKaums nonbzosatens Aladdin eCA no ceptudukaty ¢ anroputmom knoua FOCT P 34.10-2012 gocTynHa TOAbKO NpU HaAMuWm

noakntodenus Aladdin eCA k CK3M «Kpuntollpo CSP» 1 ucnonb3oBaHum «cpnginx» B KadecTBe Beb-cepsepa Ans Aladdin eCA.
39 AyTeHTMdmKaums nonbzosatens Aladdin eCA no ceptudukary ¢ anroputmom kaoua FOCT P 34.10-2012 gocTynHa TOAbKO NpU HaAMuWm

noakntodenus Aladdin eCA k CK3M «Kpuntollpo CSP» 1 ucnonb3oBaHuu «cpnginx» B KadecTBe Beb-cepsepa Ans Aladdin eCA.
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RSA:
2048-4096,
SHA1-SHA512 RSA:
ECDSA. 1024-8196.
ECDSA:
PE, OC 7.3 256-521,
SHA1-SHA512 256-521
FOCT P 34.10-20124:
rOCT P 34.10-2012: 256-512
256-512,
rOCT P 34.11-2012
RSA:
2048-4096,
SHA1-SHA512 RSA:
1024-8196.
ECDSA: ECDSA.
PE 256-521 :
noce s;ils SI-;A512 256-521
FOCT P 34.10-20124:
rOCT P 34.10-2012: 256-512
256-512,
rOCT P 34.11-2012
RSA:
2048-4096,
SHA1-SHA512 RSA:
1024-8196.
ECDSA: ECDSA.
An n 1 256-521 :
OC Anbt 8 CIM, penus 10, Cepeep Sliils Sl_;ASH 556521
FOCT P 34.10-2012%:
rOCT P 34.10-2012: 256-512
256-512,
rOCT P 34.11-2012

1.3 Ny6nuKkauuna cepTuPUKaTa B peCypCHYI0 CUCTEMY

e [locne ycnewHoro co3aaHus cepTudukaTta npu BbINOIHEHUMU BCEX YCTOBUIA HUXKE NMPOUCXOAMT ero nybamnkaums
B PECYPCHYIO CUCTEMY:
- cepTMdumKaT b6bin co3aaH ans cybbekTa, NOAKNOUYEHHOO K pECYPCHOM CUCTEME;
- CcepTMdMKaT co34aH no wabnoHy, B KOTOPOM BK/OYeHa Nybnukauma ceptudukaTa B peCypcHy0 cucteMy

(cM. yek-6okc «IybnmMkoBaTb cepTMdUKAT B pecypcHyo cuctemy» B nogpasgene 7.12.3.1).

B cnyyae ycnewHow nybamkaummn ceptudmkaTa B peCypcHYH cUcTEMY 0TOOpa3uTCs BCrbiBatoLwee cooblueHne
«CepTuduKaT ycrnewHo onybinMKOBaH B peCYPCHYO cucTeMy». B xypHan cobbiTuit 3anucbiBaeTcs cobbiTue ¢
kogoM CAENV048.
B cnyuae ownbku nybnmkauum ceptudukaTa B peCypcHyr cucteMy oTobpasutcs BChnbiBakowee coobuieHne
«Owubka nybnmkaummn ceptudukaTa B pecypcHyo cuctemy». B xypHan cobbiTuit 3anucbiBaeTcs cobbithe ¢
kognom CAENV049. Takxe ceptudumkart 6ygeTt noMeyeH, Kak Tpebyrowmnin nybnmkaumm.

40 AyteHTndmKaumsa nonbsosatens Aladdin eCA no ceptudukaty ¢ anroputMom Knoua FOCT P 34.10-2012 mocTynHa TONbKO MpW Hanuumm
noakntoyeHus Aladdin eCA k CK3U «Kpuntollpo CSP» 1 ucnonb3oBaHuu «cpnginx» B KayecTBe Be6-cepBepa ans Aladdin eCA.

41 AyteHTMdMKaums nonb3osatens Aladdin eCA no ceptudukaty ¢ anroputMom kioua FOCT P 34.10-2012 foCTynHa TONbKO MNPW Hanuumm
noakntouveHns Aladdin eCA k CK3M «Kpuntollpo CSP» 1 ncnonb3oBaHumn «cpnginx» B KayecTse Beb-cepsepa ansa Aladdin eCA.

“2 AyteHtdmkauma nonssosatens Aladdin eCA no ceptudukarty ¢ anroputMom kntoda FOCT P 34.10-2012 gocTyrnHa ToNbKO NPy HanMumu
noakntouveHns Aladdin eCA k CK3M «Kpuntollpo CSP» 1 ncnonb3oBaHumn «cpnginx» B KayecTse Beb-cepsepa ansa Aladdin eCA.
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e LC Aladdin eCA BbinmonHseT aBToMaTMyeckylo nybnukaumio ceptudukaTos, Tpebyowmx nybamkaumum npu
BKNOYEHHOM ¢nare 1dap automatically certificates publication enable no pacnucaHuio,
3afaHHOMy B napameTpe ldap automatically certificates publication cron (B
KOH(dUrypauMoHHOM daiine /opt/aecaCa/scripts/config. sh). Takke 45 BbINONHEHUS Ny6AMKaLMM
HeobxoaMMO, 4TOObI BNajenbLeM cepTUPUKaTa ABASNCS NOAKIOUYEHHbIA K PeCYPCHOM cUCTEME CYyObeKT.

Mpu ycnewHow nybamkaumm ¢ ceptudmkaTta CHUMAETCA MOMETKA, YTO OH TpebyeT nybnmkaumm.

o Ceptudukar nybnmkyercs B dopmate LDIF B atpnbyTt userCertificate (o189 pecypcHbix cucteM Samba
DC, Anbt JomeH u MS AD) un userCertificate;binary (ana pecypcHbix cuctem ALD Pro u FreelPA)
BbIOpaHHOTO CybbekTa pecypCHOM CUCTEMbI, AN KOTOPOro BbinyweH cepTudumkat, nyTéM gobaBneHus, a He
nepesanucu atpunbyra.

e [lna ycnewHon nybnaunkaumum ceptudukatos B pecypcHyto cuctemy ALD Pro u FreelPA TpebyeTcs nogkntoyeHne
K pecypCHOWM cucteMe OT UMEHM MoJib30BaTens, C MMHMManbHbIM HABOPOM NpaB MoJsib30BaTens:

- Hanuuue ponu «Service Role» pns NoakNOUYEHUs K peCypCHOM CUCTEME;

- Hanuune ponun «helpdesk» wunu ponn  «User Administrator» gns nybnvkaumm cepTMdUKaTOB
Nnonb30BaTenen;

- Hanuuune ponu «Enrollment Administrator» ons ny6nmMkaumm ceptudUKaToB KOHTPOJISIEPOB JOMEHaA.

1.4 Co3paHue cepTUPUKaTa C 3aKPbITbIM KNo4oM PKCS#12

Co3paHue cepTtudmkata BO3MOXKHO TONBbKO Ans cywecTteylouwero cybbekra! lpeaBaputensHo
co3panTe nokanbHbIN cyObekT (cMm. nogpasgen 7.8.5.1 HacTosero pykoBoacTea) Unu BblbepuTte
CyOBLeKT BHELLHEN pecypCcHOM cucteMbl (CM. noagpasgen 7.8.6 HacToALWEro pykoBoACcTBa).

e B nosgsulueMcs okHe (cM. PucyHok 267):

- npu Bbinycke cepTudmkata B pasgene «Ceptudukatbl» Heo6XoaMMo Ha ware 1 BBECTM YacTUYHOE MU
No/IHOE 3HayeHue Noboro atpubyTta cybbekTa, A KOTOporo 6yAeT BbiNyleH cepTUdMKaT;

-  MOWCK CyOBbEKTOB BbINONHAETCS MO 3HAYEHMAM B UX aTpUBYTax v SBNSETCS PErMCTPOHE3ABUCUMDIM;
- B pe3ynbTate OyayT 0To6paXeHbl HalAeHHble CyObeKTbI C YKa3aHWEM KpaTKOM MHbopMaLmu:

= «CN» - 3HayeHue atpnbyta «Common Name» cybbekTa;

= «ID» - npeHTudukatop cybbvekTa;

= «UPN» - 3HaueHue atpubyta «MS UPN, User Principal Name» cy6bekTa;

= «DNS» - 3HaueHue aTpnbyTa «DNS Name» cybbekTa;

" MUKTOrpaMMbl HaIMYMS NOAKNIOYEHMS CYObEKTA K peCYypCHOM CUCTEME m (cM. PwucyHok 267).

- B pesynbTtate noucka B nonsx «CN», «UPN» u «DNS» oTo6paxaloTcs BCce 3HaYeHMs! COOTBETCTBYIOLLENO
nosto aTpubyTa Cy6beKTa, pasfenuTeNb 3HaYeHWi B nosie — 3ansTas ¢ npobenom;

- B pe3ynbtate nomcka nons «CN», «UPN» n «DNS» He oTobpaxatoTcs, ecnu B COOTBETCTBYHOLLEM AAHHOMY
nont aTpubyTe y cybbekTa OTCYTCTBYHOT 3HAYEHUS;

- BblbepuTe CyBbEKT U HaXKMUTE KHOMKY <[MpoaocmkuTb> ANns nepexona K wary 1;

- NpM BbiNycke cepTudukata B pasgenax «CyobekTbl» U «YUETHbIE 3anmcuy» war 1 He TpebyeTcsa 1 NepBbIM
warom 6yaneT BbI6op WwabnoHa ans Bbinycka ceptudukaTa (cM. PucyHok 268).
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Beibepute cybbexT

C, test

CN=Test

I aabi-fitd -4ci0-Satt-Gelat Meal st

DNS= yandex de, yandex net, yandex jobs, yandex test
GN= Vowell

D= 1234 M1 -4CT0-9261-6e0aGTHGal s

UPN= voweli@lesLlocal

2] 470 Y36t Gelat Ea0ut
DNS= yandex test

Ha#exo Bonee 100 cyfhesTor, YTOMHWTE NOWCE

PucyHok 267 - OkHo co3paHug ceptudukata PKCS#12. War 1. Mouck cybbekTa

B oTkpbiBlIEMCS OKHE (CM. PucyHok 268) Heobxoaumo BblbpaTh WabAoH M3 BbINAAAOLWErO CNMUCKA B None
«BblbepuTe WabnoH» ans Bbinycka ceptudukaTa. Nocne Boibopa wabnoHa B 0kHe oTobpaxaeTcsa nHdopmaums
0 UeHTpe cepTudukaumm, B KOTOpoM byaeT BoinyweH ceptudukat. LleHTp ceptudumkaumm, B KoTopoM byaet
BbiMyWeH cepTMhUKAT, onpenenserca npu co3pgaHuu wabnoHa (cM. noppasgen 7.12 HacToswero
pykoBoacTBa). Ecnu B wabnoHe B KavecTBe LeHTpa cepTudukaLmum BoibpaHo 3HayeHune «J1toboi», To BbiNycK
cepTndMKaTOB MO AaHHOMY WabnoHy AocTyneH B NoboM LeHTpe cepTudukaumu. Mpu 3ToM Ang Bbinycka
ceptndumKaToB ByaeT UCMONb30BaH akKTUBHDbIW B AAHHbIA MOMEHT LEHTP cepTUdUKaLUN.

Mpu BbiNycke cepTuduKaTa M3 pasgena «YYétHble 3anmcu» WabnoH GyaeT onpenenéH MO YMOMYAHUIO U
Bblbopy He nopnexut. lNepexon Ha CneayloWwMii War OCYLWECTBASETCS MO CTaBlIel aKTUBHOWM KHOMKe
<[Mponomxutb> nocne Bbibopa wabnoHa.

BriGepuTe watnoH
UlaGinox

ECA-User|

lNpopomwuTe -

PucyHok 268 - OkHo co3paHusa ceptudmkata PKCS#12. War 2. Boibop wabnoHa ceptudmkara

B okHe Llara 3 ykasaHbl aTpubyTbl B COOTBETCTBMM C BbIOpaHHbIM (Ha MpenblayleM Lliare) WwabNoHOM
cepTudHMKaTa (noapobHoe onuncaHue nNonei NpefycTaHOBAEHHbIX WabnoHoB cM. B Mpunoxerue 2. OnucaHue
nosei npenycTaHOBNAEHHbIX WabMIOHOB cepTUdMKATOB). 3HaUEHUE aTPpMBYTOB 3aMO0JIHAETCS aBTOMaTUYECKK B
COOTBETCTBMM C laHHbIMM B KapTOUKe CyobekTa (CM. noapasaen 7.8.4 HacTosLWero pyKoBOACTBa) M U3MEHEHMIO
HE NOANEXMT.
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B cnydyae ecnm B anM6yTe YKa3aHO HeCKOJIbKO 3HAYEHWN, B BbIMNAAANOLLEM MEHIO 6y,EI,ET npegnoxxeH Bbl60p
3Ha4YeHna U3 CywecTByrowmnx UM BO3MOXHO [obaBneHne 3HayeHus anl/I6yTa N0 HaXaTuk KHOMNKK

<[lo6aBnTb> cnpaBa OT COOTBETCTBYHOLLErO nona (ECJ'WI anM6yT COOEPXNUT HECKOJTIbKO 3Ha4YeHUH, TO npu
HaBeAEHUN MbIWKU Ha  KHOMKY <,£|,O6aBVITb>, OHA CTAHOBMUTbLCS AKTUBHOM - KpaCHOro Ll,BeTa). Takxke

LONONHUTENbHO [00aBNeHHOe 3HayeHue aTpubyTa MOXHO YAaAUTb MO  KHOMKE ﬂ cnpaeBa ot
COOTBETCTBYIOLWeEro nons atpubyra (cM. PucyHok 269).

Ecnu paHHble aTpubyTOB OTCYTCTBYHOT, TO HEOBXOAMMO BBECTU 3HAYEHUS B COOTBETCTBYIOLLME NOJS B KAPTOUKE
cybbekTa (cM. pasgen 7.8.4 HacToAwero pykoBOACTBA).

Heobs3aTtenbHble nons MOryT OCTaBaTbCA HE3ANO/THEHHbIMU.

HaxmuTe CTaBLUYO aKTUBHOM KHOMKY <MpofomkuTb> Ans Nepexoaa K CefytoweMy Lwary.

Mpogonxute =

PucyHok 269 - OkHo co3paHua ceptudmkaTta PKCS#12. War 3. ATpubyTbl ceptudmkaTta

o [lanee Heob6xo0aMMO CO34aTb NApO/b C NoATBEpXAEeHUEM (CM. PucyHok 270) B COOTBETCTBMM C MpaBuIaMu
BBOZA Napons:

Anga NnpocMoTpa BBOAUMbIX CUMBOJ10B HeobX0aMMO HaXaTb KHOMKY E Ha TEKyLIJ,eﬁ CTpOKe;

naponb AO0/MKEH COOEPXKATb HE MEHee 8 CMMBOMIOB C UCMNONb30BaHMEM Ll,l/l¢’p, 3arnaBHbIX U NPOMNUCHbIX
6yKB, BBOA, OCYLWLECTBNAETCA Ha NATUHULE;

€C/Y B NapoJie UCMOb3YIOTCS 3anpeLLeHHbIe CUMBOJIbI, TO paMKa Mosisi BBOAA NpUobpeTaeT KpacHbIi LBET;

€C/IM Naponu He COBMaAaloT, TO pPaMKa Mo NOATBEPKAEHMS OKPALUMBAETCA B KPACHbIN LiBET.

KHonka <|-|p0,D.OJ'I)KVITb> AO0CTYyNHa TONbKO nocne BBoAa U BEPHOro NOBTOPEHUA Naposid B COOTBETCTBMU C
npasuinamMmn Beoaa.
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Mpogonxute >

PucyHok 270 - OkHo co3paHus ceptudukata PKCS#12. Lar 4. Beon napons KOHTeMHepa

o [lanee HeobxoauMMo BbIGpaTb NapameTpbl KpunTorpaduu U3 BbiNaLAOWEro CNMCKA 3HAYEHWH anroputMa
kntoya (cM. PucyHok 271). Mo ymonyaHuio BbibpaHo 3HaveHne «RSA-2048».

[docTynHble anropuTmbl oOnpeAensAlTcsA BblOpaHHbIM WAaGNoOHOM (ecnu KpunTonpoBawngep
anropuTma He 3asiBneH B wWabnoHe, ero BbIOOp OyaeT HemocTyneH), a Takke 3aBUCAT OT
KpunTonpoBangepoB LUeHTpa cepTudukaumm®®, ykasaHHOro B BbliOpaHHOM LWwabnoHe (ecrnu B
wabnoHe B KavyecTBe LIEHTP cepTudUKauuM yCTaHOBIIEHO 3Ha4yeHue «Jbon», AOCTyNHble
anroputmMmbl OyayT 3aBUMCETb OT KPUNTONPOBaNAepPOB aKTUBHOIO LieHTpa cepTudukaumm).

e [locne Bbibopa anropuT™Ma HaxxMuTe KHonky <Co3gaTb cepTudumkar>.

Cozpatb cepTudukar -

PucyHok 271 - OkHo co3aaHus ceptudukata PKCS#12. Lar 5. Beibop napameTpoB Kpuntorpadgum
e [lanee no HaxaTuto kHonkKM <Co34aTb cepTUdUKAT> OTKPbIBAeTCS GUHaNbHOE OKHO CO34aHus cepTuduKaTa 1
oTobpaxaeTcs KpaTkas MHGopmMaLmMs 0 CO3aaHHOM cepTudumkaTe (cM. PucyHok 289).

BHumaHue!Tonbko B AJAHHOM OKHE BO3MOXHO CKayaTb cepTUUMKAT U 3aKPbITbIN KIHOY B KOHTEMHepe
PKCS#12, nocne 3akpbITUSi OKHa CKavyaTb cepTudMKaT BO3MOXHO TONbLKO B hopmaTte .pem.

43 BbIbop KpMNTONPOBaiAepOB OCYLECTBASETCH NPU CO3AaHMMU LLEHTPa CepTUdUKaLIMM.
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Ceptudukar yCrewHo co3fiaH

M3patens: OmskKvantSub

Cy6vexT: PetrovAD
JevicteyeT: ¢ 12.02.2024 no 11.02.2026

Ckauars ¥

PucyHok 272 - OkHo co3paHus ceptudukata PKCS#12. MHdpopMupoBaHue 06 ycrnewHoM co3aaHnm ceptudukata

e B pesynbtate Bbinycka ceptudumkaTa C 3akpbiTbiM knwovom PKCS#12 pns cywecTByrowero cybbekta
CreHepMpoBaHa K/oYeBas Napa B COOTBETCTBMM C 33AaHHbIMW NapaMeTpaMu Kpuntorpapum.

e [lpu ycnewHoM co3naHum ceptudukaTa U BbINOJHEHUM BCEX YCIIOBUI HUXKE NMPOUCXOAMUT ero nybavkaums B
pecypcHyio cuctemy (nogpobHee cm. n 1.3 Nybnukaumsa ceptnudukata B peCypcHyo cuctemy):

- ceptudmkar Gbln CO34aH 4a CyGbekTa, MOLKNOYEHHOTO K PECYPCHOI CUCTEME;

- CepTMOMKAT CO34aH Mo WaboHy, B KOTOPOM BKJIHOYEHA NYOAMKALMs CEpTUDMKATA B PECYPCHYIO CUCTEMY.

1.5 Co3paHue cepTudmKaTa cyb6beKTa no 3anpocy

Co3spaHue cepTudmkata BO3MOXHO KaK AN CyLWEeCTBYHLEro npeaBapuUTeribHO CO34aHHOro
nokanbHoro cy6bekrta (cM. nogpasnen 7.8.5.1 HacToslLWero pykoBoAcTBa) unm cyobekTa BHeLWHeN
pecypcHon cuctembl (cMm. nogpasgen 7.8.6 HacToOsILlero PyKOBOACTBA), TaKk M cyb6bekTa,
co3gaBaeMoro B npouecce Bbinycka ceptudukara. Mpu aTom cy6HLeKkT Ha oCHOBaHMM 3anpoca byaer
co3aaH TONbKO NpU ycnewHoOM co3faHun ans Hero ceptudukara.

e [lpenBaputenbHble YCI0BUS BbINMOMHEHUS CLEHAPUS:

- davn-3anpoc ana cybbekTa AomkeH ObiTb MOArOTOBNAEH 3apaHee B CTOPOHHEM LieHTpe cepTudukaumm
(Hanpumep, npu nomoum MO «EauHbii knmeHT JaCartay);

- pacwupeHue darn-3anpoca AOMKHO ObITb *** _csr UK *** _ req;

- davn-3anpoc pomkeH O6biTb CHOPMUPOBAH C Y4YETOM M3BECTHbIX AAaHHbIX Bbl6paHHOro wabnoHa
koMmnoHeHTa «lUeHTp ceptudukauumn Aladdin Enterprise Certification Authority». Hanpumep, nons
ucnonb3oBaHusa wabnoHa «Domain Controller» B 3anpoce foMKHbI HbITb Yka3aHbl napameTpbl DNS Name
n MS GUID;

- no davny-3anpoca paHee He 6bla BbiNyweH cepTUdmKar.

1.5.1 Co3panue cepTudukarta cyobekra no sanpocy B paspene «Ceptudukarbi»
B pasgene «CepTudukatbl» nocsie Haxatus Ha kHonky «Co3aatb cepTuduKaT» B BbiNafatoLLEM CNMCKe Bbibepute
dyHKUMo «Ha oCHoBaHWM 3anpocax.

e B otkpbiBlIEMCS OKHE (CM. PucyHok 273) 3arpy3uTe dain-3anpoc (3arpyxaercs no kHonke <Bbibpatb pann>).
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3arpysuTe 3anpoc

daiin He BLIDpaH Buibpats gain

PucyHok 273 - OkHo co3paHus ceptudukaTa no 3anpocy B pasgene «Ceptudumkatsoi». War 1. 3arpyska 3anpoca
e T[locne Bbibopa ¢aina-3anpoca Ha AAHHOM Llare aBTOMATMYECKM BbIMOMHAETCA nouck cybbekTa no CN,
yKasaHHOMY B danne-3anpoca:
- Ecnu HalpeH Bcero oamH CybbekT, TO HA AaHHOM Luare nofg nosiem Bbibopa darna oTobpaxkaeTcs TekcT
«[Mo paHHbIM B 3anpoce HanaeH cybbekt CN (ID: subjectID)», roe CN - 3HayeHue atpubyta CN cybbekTa,
a subjectlD - npeHTMdukaTop faHHOro cybbekTa. A Takke onumu Boibopa cybbekTa, Ans KoToporo byaer
co3naH ceptudukat (cMm. PucyHok 274):

o «Co3patb ceptudukat onsa cybvekta CN (ID: subjectID)», roe CN - 3HayeHue atpubyta CN
cybbekTa, a subjectlD - wupeHTMPUKaATOp JaHHOro cybbekta. [aHHas onuusa BbibpaHa no
yMon4aHuio. Boibepute gaHHy0 onumio, YTobbl CO34aTb CEPTUOUKAT AN YKA3aHHOTO CyObeKTa;

o «Co3patb cepTMdMKAT A9 HOBOro cybbekTa». BbibepuTe [naHHy onuuio, 4Tobbl CO34aTb
cepTudumKaT Ang HOBOro CybbeKkTa, KOTOpbI ByaeT co34aH Ha OCHOBaHMM AaHHbIX 3anpoca.

3arpysute 3anpoc

test.csr

Mo gaHHeIM B 3anpoce HangeH cybbekT Test (ID: b1c8627f-c5b9-4565-bef1-35e5c0fc00a2).

Cozpats cepmudpukar ans cyosekra Test (ID: b1c8627fc5b9-4565-bef1-35e5c0fc00a2)

(:) Cozpats ceptudmkar Ans HOBOTO cybLekTa

MNpoponxuts >

PucyHok 274 - OkHo co3gaHust cepTudukata no 3anpocy B pasgene «Ceptudukatbi». Lar 1. 3arpy3ska 3anpoca. HavaeH
OOMH CcyObekT
- Ecnu HalipeHo Heckonbko CyObekToB, Ha AaHHOM LWware nog nosnem Bbibopa daina oTobpaxaercs TekcT
«[Mo gaHHbIM B 3aNpoce HaMAEeHO HECKOIbKO CybbeKkToB». A Takxke onumm Bbibopa cybbekTa, Ans KOToporo
6ypet co3paH ceptudmkart (cMm. PucyHok 275):

o «BbibpaTtb cybbekT Ha cnepywoweMm ware». [laHHaa onuus BbibpaHa nNo ymonyauuio. Boibepute
[aHHY0 onuuu, 4Tobbl Ha CNeayoleM lare BblOpaTb CyObEKT, AN KOTOporo OyaeT co3paH
ceptudukaTt*;

o «Co3pmatb cepTM®MKAT OJis HOBOro CybbekTa». BblbepuTe OaHHy onuuio, 4ToObl CO34aTb
cepTMdUKaT 418 HOBOrO CybbekTa, KOTOpbIM OyAeT cO34aH Ha OCHOBaHWM AaHHbIX 3anpoca.

* Ecnv faHHas onuus BbiGpaHa, obLiee KONMYEeCTBO Waros B AaHHOM CLeHapuu ByneT yBeNMUYeHo Ha 1, Tak Kak ByAeT npucyTCTBOBaTh war
2/5 c BblbopoM cy6bekTa. [Mpu Boibope apyrux onumii Ha ware 1 oblee KOAMYECTBO LIArOB CLEHAPUS HE U3MEHUTCS M ByaeT coCTaBnaTb 4, Tak Kak Luar
2/5 bynet OoTCYTCTBOBATHL
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3arpysute 3anpoc

test.csr

Mo AaHHLEIM B 3aNpoce HaiifeHo HeckonbLKo CybLeKkToB

Bribpare cyOLekT Ha crieayiolleMm ware

() Coanats ceptudmkaT ans HoBoro cybbeTa

Mpopor#ute =

PucyHok 275 - OkHo co3paHus cepTudukata no 3anpocy B pasaene «Ceptudumkatol». Lar 1. 3arpyska 3anpoca.
HalineHo HeckonbKo cybbekToB
- Ecnv He HalaeH HM oaMH CyObEKT, TO HA AAHHOM LWare nog nonem Bbibopa daina oTobpaxkaeTcs TeKCT
«[Mo maHHbIM B 3anpoce He HaiaeHbl cybbekTbl. CepTudukaT 6yaer co3gaH Ang HOBOro cybbekTa» (CM.

PucyHok 276). lanee no cueHapuio ceptudukat ByaeT co3aaBathCs 4N HOBOro CybbekTa, KOTopbiv byaeT
CO3[aH Ha OCHOBAHMM AAHHbIX 3aNpoOCa;

3arpy3ure 3anpoc

asdfasdf123.csr

Mo paHHLIM B 3anpoce He HalaeHbl cybbekThl. CepTudmkar Oyaer co3naH Ans HOBOro cybbekTa

PucyHok 276 — OkHO co3paHus cepTudukaTa no 3anpocy B pasgene «Ceptudukatol». Lar 1. 3arpyska 3anpoca. He
HaMLeH HU O4MH CyObeKT

- Ecnm no paHHOMy 3anpocy paHee yxe 6bin BbiNylWeH cepTuduKaT, B none 3arpysku daina otobpaxaercs
coobuieHne 06 owubke «lMo maHHOMY 3anpocy yxe Obin BbiMyweH cepTudukat». [pyu 3TOM KHOMKa
«[MpoponXknTb» HEQOCTYNHA ANS HaXaTusi, U Heobxoammo nnubo BbIGpaTh Apyroi darn-3anpoca, nmbo
OTMEHWTb co3aaHune ceptudmkaTa.

e [lepexopn Ha wWwar 2 BO3MOXEH TONbKO NpuU YCNOBMM, YTO Ha ware 1 6bina BoibpaHa onums «Bbibpatb cybbekT
Ha CnedyloWeM ware», MHaye wwar 2 6yaeT nponyuieH U Npou3oinaeT nepexoq cpasy K wary 3%, Haxmure
KHOMKyY <[pooomkuTb> Ang nepexona K cleayoLemy wary.

e (War 2/5) B nossmBweMcs okHe (cM. PucyHok 277):

- oTobpaxaeTcs MOMCKoBasi CTpOKa, B KOTOPOM aBTOMaTuyecku ykasaH CN v3 MMnopTupoBaHHOro Ha
npeaplayleM Lware 3anpoca, a Takxke CybbekTbl, COOTBETCTBYIOLLME KPUTEPUIO MOMCKA;

- MNpuW 3TOM YyKa3aHHOE aBTOMATMYECKM 3HAYEHME B MOWUCKOBOM CTPOKE MOXET ObiTb M3MEHEHO, U MOXHO
BBECTM YACTMYHOE WKW MOSIHOE 3HayeHue nboro atpubyta cybbekTa, ANs Kotoporo OyaeT BbiMyLieH
ceptudukart;

- NOUCK Cy6b6KTOB BbINOJHAETCA NO 3HAYEHUAM B UX anM6yTaX n aBnaeTca peructpoHe3aBUCUMbIM;

“> TMpwu nponycke wara 2 obLiee KOJMYECTBO WAroB CTaHeT 4, a HyMepauus Waros CABMHETCA: Wwar 3/5 cTaHeT waroM 2/4, war 4/5 - warom
3/4, war 5/5 - warom 4/4.

AO «AnadduH P .», 1995-2025 2. Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasnerus Llenmpa cepmuguxayuu Aladdin Enterprise Certification Authority

Cmp. 241/ 271



LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.A/NOE.03.01.020-01 32 01-2

- B CMuMcKe CyObeKTOB AN KaXAoro cybbekTa oTobpaxkaeTcsa KpaTkas MHOOpMaLms, Cofep)allas:
o «CN» - 3HaueHue atpubyTa «Common Name» cybbekTa;
o «ID » — npgeHTndukaTop cybwvekTa;
o «UPN» - 3HaueHue aTpubyta «MS UPN, User Principal Name» cybbekTa;
o  «DNS» - 3HaueHue atpnbyta «DNS Name» cybbekTa;

O MMKTOrpaMMbl HanM4Msa nogkntdeHuns cybvekra K pecypcHon cuctemeCN, UPN (npu Hannuunm), ID

W MUKTOrpamMMy, oToBpaxarLLas Hannumne NoAKIYeHUs CybbekTa K pecypcHoi cucteme m
- B pe3synbrtaTte nomcka B nonax «CN», «<UPN» n «DNS» oTobpaxatoTcs BCe 3Ha4YeHMs COOTBETCTBYHOLLENO
nonto atpubyta cybbekTa, pasaenuTesb 3HAaYeHUIM B Noe — 3andras ¢ npobenom;

- B pe3ynbTtaTe nomcka nons «CN», «UPN» n «DNS» He oToBpaxatoTcs, eciu B COOTBETCTBYHOLLEM AAHHOMY
nosito atpubyTe y cybbekTa OTCYTCTBYHOT 3HAYEHUS;

- Bbl6epMTe Cy6'bEKT N HAXXMUTE KHONKY <|-|pO,D,Oﬂ)KMTb> anga nepexona K cnenywouwemy wary;

Brifiepure cyfLexr

b1 -4 70-9aEr- Gelab T Eanar

. ya yandex jobs,

a2k 1-4C70-Sa6H5e 06T BalH

HafpeHo Gonee 100 cyGLexTos, YTOUHMTE NORCK

PucyHok 277 - OkHo co3paHus ceptudukaTa no 3anpocy B pasgene «Ceptudumkatsi». Lar 2. Beibop cybbekTa

o (War 2/4 unun 3/5) B noseueLueMcst okHe (cM. PucyHok 278) BbibepuTe WabnoH, Ha OCHOBAHMM KOTOPOro 6yaeT
CO34aH cepTUdMKAT (NpeanonaraeTcs, YTO aLMUHUCTPATOP 3apaHee 3HaeT KakoW LWabnoH HeobxoauMmo
BbI6paTh). [Tocne Boibopa wabnoHa B okHe 0TobpaxaeTca MHbOPMaLMs O LeHTpe cepTUdMKaLUK, B KOTOPOM
byaneT BbinyleH cepTudukar. LleHTp ceptudumkaumu, B KOTOpoM ByaeT BbinylieH ceptudumkat, onpenensercs
npu co3faHuu wabnoHa (cM. nogpasaen 7.12 HacToswero pykosoactsa). Ecnu B wabnoHe B ka4yecTse LeHTpa
cepTuduKaumm BbibpaHo 3HauveHue «J110b6oM», TO BbINYCK CepTUUKATOB NO AAHHOMY WABNOHY AOCTYMNeH B
ntobom ueHTpe cepTudukauuu. Npu 3TOM Ansa Bbinycka cepTUPMKATOB OyAeT MCMOMb30BaH aKTMBHbIN B
[aHHbIA MOMEHT LeHTp cepTudukaumm.
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Buibepute wabnoH
LliaBnox

ECA Usel

MNpoponyuts -

PucyHok 278 - OkHo co3paHus ceptudukaTa no 3anpocy B pasgene «Ceptudumkatol». Lar 3. Boibop wabnoHa
e [locne Bbibopa wabnoHa HaxxMuTe KHOMKY <Mpofomkutb> Ansg nepexona K cneayioLemy Lwary.

e (War 3/4 wnu 4/5) MNporpamMma npoBepsieT 3anpoCc Ha COOTBETCTBME MOJel 3anpoca Ha cepTudumkart u
aTpubyTtoB cybbekTa No npasunam, NnpueeaEHHbIM B Tabnunua 28. Npoeepka 9BNSeTCS perncTpoHe3aBUCMMON.
Mpu 3TOM B C/lyyae, eciM B mpouecce Bbinycka cepTudukaTa No 3anpocy CO343eTCs HOBbIM CyObekT, TO
BaNMAauUMs 3HAYeHWW M3 NoOnei 3anpoca Ha COOTBETCTBME aTpubyTaM cybbekTa He npomsBoaMTCsS (U
BO3MOXHOCTb BO3HUKHOBEHMS owMOKM N24 13 Tabnuua 28 ucknoyeHa).

Ecnv Bo Bpems o6paboTku 3anpoca npousowna owubka, B OKHe pesynbrata 06paboTku 3anpoca
oTobpaxatoTcs coobueHns 06 owmnbkax B NoNsSX 3anpoca, rae oHu Oblnm 06HapYXeHbl, C LBETOBOW (KpaCHOM)
WHAMKAUMEN U Npeaynpexpatowen MKOHKon (cM. PucyHok 279 un PucyHok 280).

MepeyeHb BO3MOXHbIX OWIMOOK NpeactaBneH B Tabnmua 29.

Tabnuua 28 - CooTBeTCTBME MOJE 3anpoca WabnoHy BbinyckaeMoro cepTudumkaTa

3HaueHue| Atpubyt |Bo3smoxkHOCTb
Mone B wabnoHe | nonsB | cy6bekta | cospaHus MNone B cepTudukare Bo3MoHble ownbKu*
3anpoce AECA ceptudukara

Mpasuna nposepku cooteetcTBMa SDN none

1) Ownbka N922, ecnu 3HayeHue B
3anpoce He NPOXOAMUT BaNMAALMIO MO

EcTtb, oba3atenbHoe| EcTtb Het Het -
wabnony
2) Ownbka N24

EcTb, 0ba3aTenbHoe Het Het Het - Ownbka N21
1) Ownbka N922, ecnv 3HayeHue B
3anpoce He NPOXOAMUT BaNMAALMIO MO
lwabnoH

EcTb, 06g3atenbHoe| Ectb Ectb Ha MpucyTcTByeT Y

2) Ownbka N4, ecnu 3HaYeHue B
3anpoce He COOTBETCTBYET 3HAYEHMIO
aTpubyTa cybbekTa

EcTb, 0ba3aTensHoe Het Ectb Het - Ownbka N21

1) Owunbka N22, ecnu 3HaYeHue B

EcTb, 3anpoce He NPOXOAMUT BaMAALMIO MO
EcTtb Het Het -
Heobs3aTenbHoe wabnony
2) Ownbka N24
EcTb,
Het Het Ha OrcyTcTByeT -
Heobs3aTenbHoe
1) Ownbka N2, ecnu 3HaYeHue B
3anpoce He NPOXOAMT BaIMAALMIO MO
EcTb Wwabnony
’ EcTtb Ectb a MpucytctByeT
Heobs3aTenbHoe A pncy y 2) Ownbka N4, ecnu 3HayYeHue B

3anpoce He COOTBETCTBYET 3HAYEHMIO
aTpubyta
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3HaueHune| ATpubyt |Bo3MOXXHOCTBL
Mone B wabnoHe | nonsB | cyébekta | cospaHus Mone B ceptudukare Bo3smoHble ownbku*
3anpoce AECA ceptudukara
EcTb,
Het Ectb Ha OrcytcTByeT -
Heobsi3aTenbHoe
Het EcTb Het Het - Owwnbka N23
Het Het Het Ha OrcytcTByeT -
Het EcTb Ectb Het - Owwnbka N23
Het Het Ectb Ha OrcytcTByeT -
MNpaBuna nposepku cootsetcTBus SAN nonen
1) Owunbka N22, ecnv 3HayYeHue B
3anpoce He NPOXOAMUT BaiMAALMIO MO
EcTtb, obsasatenbHoe| EcTtb Het Het - P poxon Al
wabnoHy
2) Ownbka N24
EcTb, 0ba3aTenbHoe Het Het Het - Ownbka N21
1) Ownbka 2, ecnu 3HaYeHne B 3anpoce
He NpoXOoAMT Bannaaumio no wabnoHy
2) Owwubka 4, ecnu 3HaYeHUe B 3anpoce
He COOTBETCTBYET 3HAUYEHUI0 aTpubyTa
cybbekTa
EcTb, 06g3atenbHoe| EcTb Ectb Ha MpucyTcTByeT y
McnpaBneHune ykasaHHbIX OWwWMB0K
[OCTYMHO Ha 3Tane nepeonpeaeneHus
3HaveHui gnga nonei SAN, yKazaHHbIX B
wabnoHe.
Owwnbka N21
McnpaBneHue ykasaHHOM OWwMOKM
EcTb, o6g3atensHoe| Het Ectb Ha MpucytcTByeT P y
[OCTYMHO Ha 3Tane nepeonpeaeneHus
SAN (nyTem BbibOpa 3HaueHus ans nons
n3 aTpubyTa cybbekTa).
1) Ownbka N22, ecnu 3HaYeHue B
EcTb, 3anpoce He NPOXOAMUT BaNMAaLMIO Mo
EcTb Het Ha OtcyTcTBYeT P POXOA Aall
Heobs3aTenbHoe wabnoHy
2) Ownbka N24
Ectb
’ Het Het a OTcytcTBYET -
Heobsi3aTenbHoe A YTCTBY
MpucytcTyeT, ecnun none He 6bino
yAaneHo Ha 3Tane nepeonpenenexHuns
3HaueHuit ans noneit SAN, ykasaHHbix|1) Ownbka N22, ecnv 3HayYeHue B
Ects B WwabnoHe 3anpoce He NPOXOAMUT BaMAALMIO MO
’ Ectb Ectb [a Unu wabnoHny
Heobsi3aTenbHoe
OrtcyTcTByeT, ecnu none 66110 2) Owunbka 4, ecnm 3Ha4YeHUe B 3anpoce
yAaneHo Ha 3Tane nepeonpefeneHns |He COOTBETCTBYET 3HaueHuo aTpubyTa
3HauveHuit gns nonei SAN, yKasaHHbIX
B WabnoHe
MpucyTtcTyeT, ecnun none He 6bino
yAaneHo Ha 3Tane nepeonpenenexHuns
3HaueHuit ans nonei SAN, ykasaHHbIX
B WabnoHe
EcTb,
Het Ectb [a Unm -
Heobsi3aTenbHoe

OrtcyTcTByeT, ecnu none 66110
YAANEHO Ha 3Tane nepeonpenenexHuns
3Ha4eHu ang nonen SAN, yKazaHHbIX

B WabnoHe
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Mone B wabnoHe

3HaueHune| ATpubyt |Bo3MOXXHOCTBL
nonaB | cybbekta | cospaHua Mone B ceptudukare Bo3smoHble ownbku*
3anpoce AECA ceptudukara

Het Ectb Het Ha OrcytcTByeT Owwnbka N23
Het Het Het Ha OrcytcTByeT -
Het Ectb Ectb Ha OrcytcTByeT Owwnbka N23
Het Het Ectb Ha OtcytcTBYET -

HeBO3MOXHO CO3[aTh CEPTM(MEAT No 3anpocy no watnoHy

WamenuTe gaHHbie 3anpoca win Bxibepute Apyron wabnox.

Paanuuaioleecs nMs cyobekta

CN

ANLTEPHATHBHOE MMA CyDbLekTa

RFC822NAME email@address com

DNS_NAME www.domain.com

MS_UPN email@address.com

MS_GUID ©4134486122d452495cT71503eabf7 31

PucyHok 279 — OkHO co3paHus cepTudukaTa no 3anpocy B pasgene «Ceptudukatol». Lar 4. Pesynbtat 06paboTku

3anpoca C oWMBKOM B NoJie pasiMyatoLerocs UMeHu cybbekTa
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3arpyseH 3anpoc Ha cepTudurKaTt Ans

Pasnnualolleecs UMA cybbekTa

0O6uwee nvs

JNomeH

Oraen

OpraHn3ayua

Agpec

PalioH

06AacTL, Kpan

CrpaHa

AnbTepHaTWBHOE MMA CyGbeKkTa

RFC 822 NAME —
DNS NAME -

MS GUID 3252345

IP Adress 192.168.11.15

Mpoponxute -

PucyHok 280 — OkHO co3paHus cepTudukaTa no 3anpocy B pasgene «Ceptudukatol». Lar 4. Pesynbtat 06paboTku
3anpoca C OWMBKaMM B NONSAX afibTEPHATUBHOIO MMEHU CybbekTa

Tabnuua 29 - MepeyeHb BO3MOXHbIX OWMOOK 06paboTku 3anpoca

OwunbkKa CoobuweHune

Owwnbka N21 | «OtcyTcTByeT 0693aTeNibHOE nonex»*t

Ownbka N22 «3HauyeHue B MoJe He COOTBETCTBYET perynapHoMy BeipaxkeHmuio: \"%s\"”, roe \"%s\»*’

Owwnbka N23 | «lone oTcyTcTBYET B WAbNOHE»

Ownbka N24 | «3HayeHue B NoJsie He COOTBETCTBYET 3HAYEHMIO aTpnbyTa CybbekTa»

Ecnu cospanue cepTudmrkaTa HEBO3MOXHO, TO CYLLECTBYET ABE BO3MOXHOCTU:

—  BEPHYTbCS Ha NpeablAyLLMiA LWar U CMeHWUTb WabaoH HA NOAXOAALLMNM;

- nepeco3gatb $ann-3anpoc C y4eTOM BbISB/IEHHbIX NPU CBEPKe OWKMOOK M nepe3arpysuTb Gainn-3anpoc,
BEPHYBLUMCb Ha NpeablayLLMe WarK no HaxaTuo KHonku <Hasapg>.

B pe3ynbTtaTe ycnewHon 06paboTkm 3anpoca Ha cepTudumKaT CybbekTa Ha ceayolwem ware otobpaxaercs
(cM. PucyHok 281):

46 OnucaHme nonei npeayCcTaHOBAEHHbIX WabnoHOB cM. B Mpunoxenune 2. OnucaHue nonei npeaycTaHoOBAEHHbIX WabAoHOB cepTMhMKATOB.
47 MpaBuna BanMaaUMu 3HaueHW Nonei NpeaycTaHoBNEHHbIX WABNOHOB CM. B punoxenune 4. MpaBuna BaAMaaumMm 3HaveHWin nonen no
YMONYaHMI0 NpefyCcTaHOBNEHHbIX WabnoHoB cepTUdHKaTOB.
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- Ta6nv|u,a, copepXaulaa:

(@]

(@]

nepeyeHb Nosewn, 3a8aHHbIX B WwabnoHe (B ctonbue «Monsy»);

NUKTOrpamMmsl, oTobpaxatome obssatensHble M HeobszaTenbHble nons wabnoHa (8 ctonbue «B
wabnoHe»). Muktorpamma «anka» M ykasbiBaeT Ha Heo6S3aTeNbHOCTb NONS, @ NUKTOrPaMMa
«[lgoitHas ranka» A YKa3blBaeT Ha 0093aTeNlbHOCTb NONS;

3HauYeHus Ons nonem, 3aAaHHbIX WabNoOHOM, NoNyYeHHbIe 13 3anpoca Ha cepTudmKaT (B cTtonbue
«3HauyeHue 13 3anpoca);

3HauyeHus, KoTopble ByayT yKa3zaHbl B NONSIX CO34aBaeMoro ceptudukara (B ctonbue «3HaueHue
B cepTuduKaTe).

- JaHHble Tabnuupl pa3aeneHa Ha ABe OCHOBHbIE YacTu:

o

(@]

pasnuuatoweecs ums cybbekTa (Subject DN);

fononHuTenbHoe uMsa cybbekTa (Subject AltName).

- KkHonka <[pogomkuTb> AN nepexoaa K Ceaytllemy wary;

- KkHonka <Hazapg> gns BO3BpaTa K npeblayuiemy Lwary;

- kHonmka <OTMeHa> [nns 3aBepleHus paboTbl MacTepa Co3faHusi cepTudmKata 6e3 coxpaHeHus

pe3ynbTaToB.

B cnyuae, eciv B daine-3anpoce CyWecTBYHOT LOMOJHUTENbHbIE MONS CYObLEKTHBIX WMAEHTUDUKATOPOB,

OTCYTCTBYIOLLME B TEKYLLEN peanu3aumnn®®, To oHu naeHtubuumpytotcs no napamerpy OID.

3arpy;eH 3anpoc Ha cepTudukar ana no wabnoHy

Paznuualouieeca uMA cybbekra

CN

Test8717 Test8717

AnkTepHaTUBHOE UMA cyDbekTa

RFC822NAME test8717@mail ru test8717@mail ru

[YERUY

test8717@mail ru test8717@mail ru

Mpopomknte >

PucyHok 281 - OkHo co3aaHus ceptudukata no 3anpocy B pasgene «Ceptudukatbi». LLar 4. PesynbTaTt ycnewHom

06paboTkuM 3anpoca

e [locne ycnewHown 3arpysku anna 3anpoca HaxxMuTe KHonKy <lMNpofomkute> Ang Npoao/mKeHus npouenypbl

BbIMyCKa cepTUdUKaTa aNis CybbekTa, KHOMKY <OTMeHa> Ans NpekpalleHus npoLeaypbl Bbinycka cepTudukara

Wnu KHonky <Hasan> ansa Bo3BpaTa Ha NpeablayLimii war.

8 [Ina cnpaeku - https://www.alvestrand.no/objectid/2.5.4.html, pa3gen Subdirectory references.
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e (War 4/4 vnu 5/5) B nosBMBLIEMCA OKHE YKa3aHbl aTpMOYTbl B COOTBETCTBMM C LwabioHOM cepTudukata®.,
3HaueHne aTpuBYTOB 3aMO/HAETCS aBTOMaTMYECKM B COOTBETCTBMM C JAHHbIMM B KapTouke cybbekta® u
M3MEHEHUI0 He NoasiexxuT. B cnyyae ecnun B aTpubyTe yKasaHO HECKObKO 3HAYEHMUH, B BbINAJAlOLLEM MEHHD
byneT npefnoxeH BbIGOP 3Ha4YEHUS U3 CYLLECTBYIOLLMX UM BO3MOXHO foDaBneHue 3HavyeHus aTpubyTta no

HaXaTuto KHonku <[obaBuTb> cnpaBa OT COOTBETCTBYHOLWEro nona (ECI'IVI anl/I6yT CoaoePXNUT HECKOJIbKO
3HAYeHUN, To Npun HaBe4eHNN MbIWKN Ha KHOMKY <ﬂ,06aBMTb>, OHa CTAaHOBMUTLCS AaKTUBHOM — KpaCHOro LI,BETa).

Takke pononHuTenbHo Ao6aBneHHoe 3HayeHue aTpubyTa MOXHO YAANUTb MO KHOMKe ﬂ cnpaea ot

COOTBETCTBYtOLLEr0 nons atpubyta (cM. PucyHok 282).

Mpu OTCYTCTBMM AOCTYMHbIX 419 YKa3aHMsl 3Ha4YeHui B none obs3atenbHoro atpnbyTta 6yaeTt oTo6paxarbCcs

owmnbKa «Y cybbekTa OTCYTCTBYET YKa3aHHbIN aTpubyT».

MepeyeHb JOCTYMNHbIX Ang Bbibopa 3HaveHui B nonsax SAN BkitoyaeT B cebs:

-  3HayeHus COOTBETCTBYIOLEro Moo aTpnbyTa cybbekTa;

- 3HAYyeHus OAHHOro Monisd U3 3anpoca, eciv y cybbekTa B COOTBETCTBYIOLLEM aTpubyTe eCTb aHanorMyHoe
3HayeHue, OTAMYaloWeecs OT 3HAYeHUs B 3anpoce TONAbKO perncrtpaMuM CUMBONOB (TakMe 3HayeHus
OTMeYeHbl MUKTOrpaMMon «3anpoc» D)

Heobs3aTtenbHble nons MOryT 0CTaBaTbCA HE3AMNO/ITHEHHbIMU.

AnsTepHAETWBHOR MMA CyDLerTa
RFC 822 Name
test@test.ru

MS UPN, User Principal Name

perrito.com

Dsuperrilo com

= : c .
naMMarshall@superrilo com Co3natk cepTMdMKaT -

PucyHok 282 — OkHoO co3paHus cepTudukaTa no 3anpocy B pasaene «Ceptudukatoi». LLar 5. ATpnbyTbl cepTudmkaTa

e [lanee no HaxaTuto kHonku <Co3aaTb cepTndumKaT> OTKPbIBAETCS GUHANbHOE OKHO CO3aaHus cepTudukaTa u
oTtobpaxaetcs Kpatkas uHdopmauus o co3faHHOM cepTudukate (cM. PucyHok 283). Y cospaHHOro
cepTudukaTa 3HaueHums B nonigsx SDN cooTBETCTBYIOT 3HaUeHUAM B cooTBeTCTBYHOWMX nonsx SDN 3anpoca, Ha
OCHOBE KOTOpOro 6bl1 CO3AaH cepTUdUKaT.

e B xypHan cobbiTuit Npu yCnewHoM co3aaHnm cepTudmkata Ha OCHOBaAHMM 3anpoca 3anuCbiBaeTCs cobbiTme ¢
kogom CAENVO78. Mpu nonbiTke NOBTOPHOrO CO34aHUs CcepTMdPMKATa Ha OCHOBAaHMM OLHOrO 3anpoca Ha
[AHHOM Lare oTobpaxaeTcs owmnbKa, a B XXypHan cobbiTuii 3anucbiBaeTcs cobbitne ¢ kogom CAENVO15.

BHumaHue! TonbKko B 4JaHHOM OKHE BO3MOXHO CKavaTb cepTUdUKaT 1 3aKPbITbIN KNKOY B KOHTEMHepe
PKCS#12, nocne 3akpbITUSi OKHa CKavyaTb cepTudMKaT BO3MOXHO TONbLKO B hopmaTte .pem.

4% MoapobHoe onucaHue nonei NpeayCcTaHOBAEHHbIX WabnoHOB cM. B Mpunoxenne 2. OnucaHue nonei NpeaycTaHOBAEHHbIX WABNOHOB
cepTndUKaToB.

0 MoapobHee cM. pasaen 7.8.4 HaCTOALLErO PYKOBOACTBA.
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Ceptudpukat YCMeWwHo co3aax

WMagatens: OmskKvantSub

Cy6nekT: PetrovAD
JelicTeyeT: € 09.02.2024 no 08.02.2026

Ckauats ¥

PucyHok 283 — OkHO co3paHus cepTudukaTa no 3anpocy B pasgene «Ceptudukatbl». Pe3ynbTart ycnewHoro co3gaHus
ceptudumkaTa
e [lpu ycnewHoM co3naHnm cepTMdUKaTa M BbIMOJHEHUM BCEX YC/IOBUIM HUXKE MPOUCXOAMT ero nybnukaums B
pecypcHyto cuctemy (nogpobHee cM. n 1.3 Nybnukaumsa ceptnudumkata B peCypcHyo cuctemy):
- cepTMdumKaT bbin co3aaH ans cybbekTa, NOAKIOYEHHOTO K PECYPCHOM CUCTEME;

- CepTMOMKAT CO34aH Mo WabioHy, B KOTOPOM BKJIHOUYEHA NyBANKALMs cepTUdHMKA.

1.5.2 Co3paHue cepTuduKara cydbbekTa no 3anpocy B pasgene «Cy6beKTbl»

B paspene «CybbekTbi» (B cnucke CyObEKTOB MM B KapTouke CybbekTa) mocie Haxatus Ha kHonky «Co3patb

ceptudukaT» BbibepuTe 13 BbiMafarlLero cnucka GyHKLMI «Ha oCHOBaHUK 3ampocax.

e B oTKpbIBLIEMCS OKHe 3arpy3uTb dain-3anpoc, a Takke BbibepuTe wWabnoH ceptudmkata B COOTBETCTBUM C
3anpocom (mpeanonaraercs, YTo aflMMHUCTPATOP 3apaHee 3HaeT, ANg Kakoro cybbekTta 3arpyxaercs dain-
3anpoc u Kakon WwabnoH Heobxoaumo BeibpaTh). MNocne Boibopa wabnoHa B okHe oTobpaxaetcs nHdopmaums
0 LLeHTpe cepTuduKaLmm, B KOTOPOM byaeT BbinyleH cepTudumkart. LleHTp cepTudmkaummn, B KOTopom OyaeT
BbiNyweH cepTudukaT, onpenenserca npu co3paHum wabnoHa (cM. noppasgen 7.12 HacTosiwero
pykoBoacTtea). Ecnu B wabnoHe B KayecTBe LeHTpa cepTudumkaumnm BoibpaHo 3HaveHme «J1obori», To BbIMyCcK
cepTMdMKaTOB NO AaHHOMY WabnoHy JOCTyneH B Nl0OOM ueHTpe cepTudukaumu. MNpu 3TOM A1 Bbinycka
cepTMdUKaToB ByaeT MCNONb30BaAH AaKTMBHbIM B AAHHbIM MOMEHT LEeHTp cepTudumKkaumn. Mo danny 3anpoca
BO3MOXEH TOJIbKO OJLHOPA30BbIl BbIMYCK CepTUdUKATA.

e [lpu HEOBXOAMMOCTH, BO3MOXHO Nepesarpysutb (ain-3anpoc B MacTepe co3naHus ceptudukaTa 6es cbpoca
TEKYLLEero Nporpecca no KHonke <MamMeHnTb>.

e [locne 3arpy3ku aiina 3anpoca 1 Boibopa WwabaoHa HaKMKUTE aKTUBMPOBABLLYIOCS KHOMKY <[pofomkuTb>.

PucyHok 284 - OkHoO co3paHus cepTudukaTa no 3anpocy B pasgene «CyowvekTbi». LLar 1. 3arpyska 3anpoca v Bbibop
wabnoHa
e [Iporpamma npoBepsieT 3aMpoC Ha COOTBETCTBME NOJIEN 3anpoca Ha cepTudumKaT U aTpubyToB cybbekTa no
npasunam, npuseaéHHbIM B Tabnuua 28. Mposepka 9Bn19eTCS perucTpoHe3aBUCUMMON.
e Ecmm Bo Bpems 06paboTkM 3anpoca npousowsa owubka, B OKHe pesynbtata 06paboTkM 3anpoca
oTobpaxatTcs coobuieHns 06 owmnbkax B NONSX 3anpoca, rae OHKU bl 06HapyXeHbl, C LLBETOBOW (KpaCHOWM)
MHAMKaLMeN 1 npepynpexaatoulen MKoHkow (cm. PucyHok 285 n PucyHok 286).

e [lepeyeHb BO3MOXHbIX OWNOOK NpeacTaBneH B Tabnmua 29.
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HeBo3moXHO co3AaTL CepTUMUKAT Mo 3anpocy Ana wabnoxa ALD PRO Smartcard Logon.

W3MEHUTE IaHHBIE 3aNPOCa UNK BLIGEPUTE [IPYTOH WAGNOH.

Pasnuwuaioujeeca uma cybnexta

anfon123

AnbTepHaTUBHOE MMA CyDbekTa
RFC822NAME

MS_UPN

PucyHok 285 - OkHo co3paHus cepTudukaTa no 3anpocy B pasgene «CyobekTbl». LWar 2. Pe3ynbtat 06paboTku 3anpoca
C OWMBKOM B NoJie pa3nMYaloLLEroCcs UMeHM CybbekTa

3arpy:KeH 3anpoc Ha cepTUduKaT ana no WwatnoHy

Pasnuyalowieeca mMA cyorekra

CN localhost localhost

AnbTepHaTMBHOE UMSA cyDbekTa

DNS_NAME localhost localhost

[YERVN =

Mponomkute ->

PucyHok 286 - OkHo co3paHus cepTudukaTa no 3anpocy B pasaene «CyobekTblx». LWar 2. Pe3ynbTat 06paboTtku 3anpoca
C ownbKaMm B NONSX aNbTePHATUBHOIO MMEHU CybbekTa

e Ecnm cospanmne ceptudmkaTa HEBO3MOXHO, TO CYLLECTBYET ABE BO3MOXHOCTHU:
—  BEPHYTbCS HA NpenblayLWwnii Wwar U CMEHUTb WABAOH HA NOAXOAAWMNNA;

nepecosgatb Garnn-3anpoc C y4eTOM BbISIBNEHHbIX NMPU CBepke oWKMBOK M nepesarpy3uTb $arnn-3anpoc,
BEPHYBLUMCb HA NpeapblayLIMe Warn No HaXxaTuio KHoMNku <Hasag>.

e B pesynbTate ycnewHoi 06paboTku 3anpoca Ha cepTudukat cybbekTa Ha cnenytoleM Liare otobpaxaercs
(cM. PucyHok 287):

- Tabnuua, copepxallas:
o nepeyeHb Nonew, 3afaHHbIX B WabnoHe (B ctonbue «Mong»);

O MNWKTOrpaMMbl, oTobpaxarlme obsizaTenbHble U HeobsizaTenbHble nons wabnoHa (B ctonbue «B
wabnoHe»). MNMukrtorpamma «lankax» Ed YKa3blBaeT Ha Heob53aTenbHOCTb NONS, 3 NUMKTOrpamMma
«[lBoiMHas ranka» [ ] yKa3blBaeT Ha 00643aTeNbHOCTb NONS;
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O 3HauyeHus Ans nonen, 3afaHHbIX WAbMOHOM, NONyYeHHbIe M3 3anpoca Ha cepTuduMKaT (B cTonbue
«3HayeHue 13 3anpoca);

O 3HayeHwus), KoTopble ByayT yKasaHbl B MONSX CO343aBaeMoro ceptudumkara (B ctonbue «3HayeHue
B cepTUduKaTe).

- [OaHHble Tabnuubl pa3gesneHa Ha ABe OCHOBHbIE YacTu:
o pasnuuatoweecs ums cybbekTa (Subject DN);
o pononHuTensHoe ums cybvekTa (Subject AltName).
- KHonka <Mpofomkutb> A5 nepexona K clefyowemy Lwary;
- KHonka <Haszap> ans Bo3BpaTa K NpeablayLieMy wary;
- KkHomka <OTMeHa> pnis 3aBeplleHus paboTbl MacTepa co3faHus ceptudukaTa 6e3 coxpaHeHus
pe3ynbTaTos.
e B cnyvae, ecim B aitne-3anpoce CyWeCTBYHOT AOMONHUTEbHbIE MOAS CYObEKTHbIX MAEHTUGHUKATOPOB,
OTCYTCTBYIOLIME B TEKYLLEN peanu3aunn®l, To oHM uaeHTuduumpyoTtca no napamerpy OID.

e pyREH SN 13 CRpTAdanT e m nabnoEy

P i

lncahaost lncahaos

DIHE_MAME

PucyHok 287 - OkHo co3paHus ceptudukaTa no 3anpocy B pasgene «CybbekTbi». LLar 2. PesynbTaT ycnewHow
06paboTkmM 3anpoca

e [locne ycnewHow 3arpysku @arna 3anpoca HaxxMuTe KHonky <[pogomxuTb> Ans Npoao/IKeHUs npoLleaypsl
BbINycka cepTudmKaTa ana cybbekTa, KHonky <OTMeHa> Ans npekpaLleHus npoueaypbl Bbinycka cepTudukarta
unu KHonky <Hasan> ans Bo3BpaTa Ha NpeablayLmMii Wwar.

e B oTKpbIBLIEMCA OKHE YKa3aHbl aTpMByTbl B COOTBETCTBMM C WabBNOHOM cepTudMKaTa (NoLpobHoe onucaHue
nonei npenycTaHOB/EHHbIX WabnoHOB cM. B [lpunoxeHue 2. OnucaHue nosnei npenycTaHOBEHHbIX
WabnoHoB cepTUHUKATOB). 3HaYEHHUE aTPUOYTOB 3aMOSIHAETCS aBTOMATMUYECKM B COOTBETCTBUMU C AAHHLIMU B
KapTouke cyobekTa (cM. pasgen 7.8.4 HacToAWero pykoBOACTBA) U UBMEHEHUIO He MOAJIEXMT. B ciyyae ecniun
B aTpubyTe yka3aHO HECKO/IbKO 3HAYeHWi, B BbiMaLaloWeM MeHK OyaeT npeasiokeH BbIGOp 3HAYEHWs U3

+

cywecrsyrowmnx mnn BO3MOXHO nobaBneHne 3HayeHus anVI6yTa Mo HaxaTuio KHomku <J1o6aBuTb> .
cnpaBa OT COOTBETCTBYHOLWLENO nonsa (EC}'IM anMGYT COLEPXNUT HECKONbKO 3HAYeHUn, To Npu HaBe4EHNU MbILLKU
Ha KHOMKY <,£|,O6aBMTb>, OHa CTAHOBMUTbCS aKTUBHOM — KpacCHOro LI,BETa). Takxe [ONONHUTENLHO A0OaBAEHHOE

3HauyeHue aTpmbyTa MOXHO YAanUTb MO KHOMKe ﬂ CcnpaBa OT COOTBETCTBYHWLWEro nons arpubyra (cm.
PucyHok 288).

o [lepeyeHb fOCTYNHbIX Ans BbIOOpa 3HayYeHuM B nonax SAN BkiovaeT B cebs:

51 [Ina cnpasku - https://www.alvestrand.no/objectid/2.5.4.html, pasgen Subdirectory references.
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— 3Ha4eHuna COOTBETCTBYHOLLErO Nosk0 anl/I6YTa Cy6'beKTa;

- 3HaYeHus AAHHOrO MOAA M3 3anpoca, ecin y CybbekTa B COOTBETCTBYIOLEM aTpubyTe ecTb aHanorMyHoe
3HaYeHMe, OTNIMYAKOLLEECS OT 3HAYEHWUs B 3anNpPOCe TObKO PErMCTPaMM CMMBOJIOB (TaKME 3Ha4YeHus

OTMeYeHbl MUKTOrPaMMON «3anpoc» D).

e [lpy OTCYTCTBMM LOCTYMHbIX AN YKa3aHMA 3Ha4YeHuit B none obszatenbHoro atpubyta 6ynet otobpaxatbes
ownbKa «Y cybbekTa OTCyTCTBYET YKa3aHHbI aTpubyTs.

o Heob6s3aTtenbHble NoJIS MOTYT 0CTaBATLCS HE3AMONHEHHbBIMMU.,

ANLTEpHATHEHOE MMA CyThexTa

MenaMMarshall@suparrito com Coanare ceptudpurar -

PucyHok 288 - OkHo co3aaHus cepTudukata no 3anpocy B pasgene «CyobekTbi». Lar 4. ATpubyTbl ceptudmkaTta

e [Jlanee no HaxaTuto KHonku <Co3aaTb cepTUdUKAT> OTKPbIBAETCS GMHANBHOE OKHO CO34aHUS cepTUdUKaTa U
oTtobpaxaetcs Kpatkas uHdopmauus o cos3paHHOM cepTudukate (cM. PucyHok 289). Y cospaHHoOro
cepTudukaTa 3HaveHums B nonigx SDN cooTBETCTBYIOT 3HaUYeHUAM B cooTBeTcTBYHOWMX nonsax SDN 3anpoca, Ha
OCHOBe KOToporo 6bl1 co3aaH cepTUdmKar.

e B xypHan cobbiTuit Npu ycnewHoM co3aaHmmn cepTuduKaTa Ha OCHOBAHMM 3anpoca 3anucbiBaeTcs cobbiThe ¢
kogom CAENVO78. MNMpu nonbiTke NOBTOPHOrO CO34aHUs cepTMdPUMKATa Ha OCHOBAHMM OAHOrO 3anpoca Ha
[aHHOM Lare oTobpaxaeTcs owmnbka, a B XXypHan cobbiTuii 3anucbiBaeTcs cobbitne ¢ kogom CAENVO15.

BHumaHue! Tonbko B AAHHOM OKHe BO3MOXHO cKa4yaTb cepTUdUKaT U 3aKpbITbIN KITHOY B KOHTEMHepe
PKCS#12, nocne 3aKkpbITUSi OKHa cKavyaTb cepTudmukaT BO3MOXHO TONbKO B hopmare .pem.

Ceptudpukar YCMewHo co3aax

Wzpatens: OmskKvantSub

Cy6bekT: PetrovAD
[elicTeyeT: € 09.02.2024 no 08.02.2026

Ckauats ¥

PucyHok 289 - OkHo co3aaHus ceptudukata no 3anpocy B pasgene «Cybbektbi». LWar 4. UHbopMmuposaHue 06
yCnewHoM Co3aaHuun ceptudmkaTta

e [lpu yCNEWHOM CO34aHUMN CEPTUDGUKATA M BbINOJHEHWUU BCEX YCIOBUIA HUXKE NPOUCXOAMUT ero nybamnkaums B
pecypcHyto cucteMy (noapobHee cM. n 1.3 My6nunkaumus ceptudukaTta B peCypcHyto cuctemy):

- ceptudukar bbin co3paH ans cybbekTa, NOAKIOYEHHOr0 K peCypCHOM cucTeMe;

- cepTMdMKaT co3aaH no WwabnoHy, B KOTOPOM BKAKOYEHA NybmKaumsa ceptudmKata B peCypCHY CUCTEMY.
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1.6 Co3pgaHue cepTudPUKaTa Cy6beKTa HA KNOYEBOM HoCUTene

Cos3paHue ceptucdpmkata BO3MOXHO TOJNIbLKO ANA cyuwecTBywluero cybbekrta! lNpegBaputenbHoO

co3panTe nokanbHbIN cyO6bekT (cMm. nogpasgen 7.8.5.1 HacTosiero pykoBoacTaea) Unu BblbepuTte

CyOGBLeKT BHELLHEN pecypCcHOM cuctemMbl (CM. noapasgen 7.8.6 HacTosALEro pykoBoACcTBa).

Llentp ceptudukaummn Aladdin eCA noppepxuBaeT cnefylowme BuObl KNHOYEBbIX HOCUTENeW ANs CO3[aHMS
ceptTudukara:

e JaCarta PKI;

e JaCarta PRO;

e JaCarta-2 PKI/TOCT;
e JaCarta-2 IOCT.

MpeaBapuTeNbHbIE YCIIOBUS BbINOJHEHWS CLLEHAPUS:

e VYbepgutecb, UYTO NOALEPXKMBAEMbIA 3MEKTPOHHLIA K4 npucoeamHeH K APM  Beinyckatowero LleHTpa
cepTuduKaLmm;

e YbepuTecb, 4TO Ha cepeepe Bbinyckatwowero LleHTpa ceptudukaummn yctaHosneHo MO JC-WebClient Bepcuu
4.3.2 unn 4.3.3 pna panbHenwer paboTbl C KNHOYEBLIMM HOCUTENSIMU U3 Bpay3epa.

e Haxatne kHonku <Co3paTb ceptudukaT> - «Ha knouyeBOM HocuTene» CTapTyeT CUEHapui MO CO34aHUI0
ceptudukata Ha knwoyeBoM Hocutene. OCywecTBNsSETCS MpOBepKa MOAKIKYEHUS KIOYEBOr0 HOCUTENSs,
onpefenseTcs Hannyne cBoOOAHONM NamaT, LOCTAaTOYHOW A/18 3anNncK CO34aBaeMoro ceptudukara.

L] B cnyyae ecnu 3ﬂeKTpOHHbII;'I KN4 ycnewHo noaKNK4YeH, B OTKPbIBLIEMCSA OKHE:

- npu Bbinycke cepTudukaTta B pasgene «Ceptudukatbl» Heo6xoauMo Ha ware 1 BBECTM YaCTUUHOE UK
nosiHoe 3HayeHue nboro atpubyTa cybbekTa, AN KOTOporo 6yaeT BbiNyLWeH cepTUdUMKaT LOCTYNa;
- MOWCK CYOBbEKTOB BbIMOMHAETCS MO 3HAYEHUAM B UX aTpUBYTax U SBASETCS PErMCTPOHE3ABUCUMDIM;
- B pe3ynbTaTe noucka 6yayT oTobpaxeHbl HalAeHHble CyObekTbl C YKa3aHWEM KpaTKoi MHGopMaLmuu (cMm.
PucyHok 290):
= «CN» - 3HayeHue atpnbyta «Common Name» cybbekTa;
= «ID» - npeHTndukaTop cybwvekTa;
=  «UPN» - 3HaueHue atpubyta «MS UPN, User Principal Name» cy6bekTa;
=  «DNS» - 3HaueHue aTpmbyTa «DNS Name» cybbekTa;

. MMKTOrpaMMbl Hannvdmna NoAKNKYEHNA Cy6beKTa K pecprHoVI cucrteme m .

- B pesynbtate noucka B nonax «CN», «UPN» 1 «DNS» oTobpaxatoTcq BCe 3Ha4YeHWs COOTBETCTBYHOLLErO
nonto atpubyta cybbekTa, pa3genutens 3HaYeHu B nonie — 3angTas ¢ npobenow;

- B pe3ynbtaTe nomcka nonst «CN», «UPN» n «DNS» He oTobpaxatoTcs, eciv B COOTBETCTBYHOLLEM AAHHOMY
nont aTpubyTte y cybbekTa OTCYTCTBYIOT 3HAUEHMUS;

- BblbepuTe CyBbeKT U HaXMUTE KHOMKY <IMpoaomkuTh> AN nepexona K wary 2;

- npw BbiNnycke ceptudmkaTta B pasaenax «CybobekTbl» U «YUYéTHble 3anmcu» war 1 He TpebyeTca U nepBbiM
warom byaeT BbIOGOP KNHOUEBOro HocMTeNs u WabnoHa Ans Bbinycka ceptudumkarta (cM. PucyHok 291).
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BribepuTe cyGbekT

Sab2-fibd-dcf0-9abt-Gelat Meatar
DNS= yandex_de, yandex.nel, yandex jobs, yandex lesl
CN=Voweli
D= 12345ab2-fb1-4cT0-Sabi-6elatMGa0ar
UPN= voweli@test local
CN=
L D2-TD1-4CT0-9a61-6e0a6 7162091
DNS= yandex test

A e

HaiaeHo bonee 100 cyOLeKTOR, YTOUHWTE NOKCK
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PucyHok 290 — OkHO co3aaHust cepTUdUKATa Ha 3NEKTPOHHOM Kitode B pasaene «Ceptudukatbr». Lar 1

e B oTkpbiBleMcs okHe (cM. PucyHok 291) HeobxoaMMO BbIGpaTb KNHOYEBOM HOCUTENb U3 BbINAAAOWEr0 CMCKA

B none «YcTponcTeo», BBectu PIN-kon nonb3oBatens knwuvesoro Hocutens (oT 4 no 16 cuMBONOB) M yKasaTb

wabnoH gna Bbinycka ceptudukata. Mpu Bbinycke cepTudukaTta m3 paspena «CybbekTbl» wabnoH byaer

onpenenéH Mno yMONYaHUIO M Bbibopy He nognexut. Mocne Bbibopa WwabnoHa B OKHe OTOOpaxaeTcs
MHPOPMaUMs O LEeHTpe cepTUdMKauMK, B KOTOpOM OyaeT BbinyweH cepTudukaTt. LleHTp cepTudukaumu, B
KoTopoM OypeT BbinyweH cepTudukat, onpepensercs npu co3jaHuu WwabnoHa (cM. noppasgen 7.12

HacTosLLero pykoBoAcTea). Ecnv B wabnoHe B KayecTe LeHTpa cepTUdUKaLum BoibpaHo 3HaueHne «/1oboiiy,

TO BbINYCK CEPTUPMKATOB MO LaHHOMY WABMOHY AOCTYNEeH B Nto6oM LeHTpe cepTudukaumu. Mpu atom ans

BbINYyCKa cepTUdMKATOB BYAET MCMONb30BAaH akTUBHBIN B AaHHbIA MOMEHT LeHTp cepTudmKaumn. Mepexon Ha

CNeayoLWnin War oCyLwecTBASeTcs No CTaBLlen akTMBHOW KHoMKe <[1poaoixuTe> B Cyyae BBOAA KOPPEKTHOIO

PIN-kofa 3N1eKTpOHHOrO K/oYa M 3aNoNHEHUM BCEX MONEN.

Mpojonkute =
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PucyHok 291 - OkHO co3paHus cepTUdUKaTa Ha 31eKTPOHHOM Kitove. Lar 2

e B okHe lWara 3 ykasaHbl aTpubyTbl B COOTBETCTBUM C BblOpaHHbIM (Ha MpedblaylieM liare) WabaoHoOM
ceptudukaTa (nogpobHOe onucaHue nonei NpeaycTaHoBEeHHbIX WwWabnoHos cM. B [punoxenune 2. Onucaxue
nonen npefyCcraHOBMEHHbIX WabnoHOB cepTUdMKATOB). 3HauUeHMe aTpUbyTOB 3aMOJHAETCS aBTOMATUYECKU B
COOTBETCTBMM C AaHHbIMU B KapTouke cybbekTa (CM. pa3gen 7.8.4 HacToswWwero pyKoBOACTBA) M U3MEHEHUIO He
noanexwut. B cnyyae ecniv B aTpubyTe yKasaHo HECKONBbKO 3HAYEHWI, B BbINaatoLeM MeHo ByaeT npeanoxeH
BbIOOP 3HAYEHWUS U3 CYLLECTBYIOLWMX WM BO3MOXHO A06aBieHME 3HaYeHuUs aTpubyTa Mo HaXaTU KHOMKM

+ ~
<[lo6aBuTb> . CrnpaBsa OT COOTBETCTBYHOLLEro Nons (eCim aTpubyT COAepXXUT HECKONBbKO 3HAYEHUI, TO Npu
HaBe4EHUU MbIWKU Ha KHOMKY <[106aBUTb>, OHA CTAaHOBUTbCS AKTMBHOM — KpacHOro uBeta). Takxke

LOMONHWUTENbHO [f0b6aBneHHoe 3HayeHue aTpubyTa MOXHO yAanAWTb MO KHOMKe ﬂ cnpasa ot
COOTBETCTBYIOLLEro nons atpubyra (cM. PucyHok 292).

. Heobs3atenbHble nong MOryT OCTaBaTbCA HE3ANO/THEHHbIMU.

YkaxuTe aaHHbie - WEB-Client

TestLocal

Mpogomxuts =

PucyHok 292 - OkHo co3paHus cepTuduKaTa Ha anekTpoHHOM khtove. Lar 3. YoaneHue no6aBneHHOro 3HayeHus
aTpubyTta
e Haxmute kHonky <[pooomkuTb>, CTaBLYK aKTMBHOM, MOC/Ae 3anosHeHMs Bcex 006s3aTeflbHblX Mose
wabnoHa cepTudmkaTta Ha ware 3 (cM. PucyHok 292).
o [lanee HeobxoauMo BbibpaTb NapameTpbl Kpuntorpadum (cMm. PucyHok 293):

- BblbepuTe anropuTM reHepauuu KAKOYEBOM Napbl M3 pacKpbiBakowwerocs cnucka. CNMCoK anropuTMoB
Knoya onpepensercs WabnoHoM. [lpM 3TOM anropuTMbl, AN KOTOPbIX Ha akKTMBHOM LEHTpe
cepTudMKaLumMM OTK/IOYEH KpUNTONpoBaiaep, He ByayT oTobpaxeHbl B cnvcke. Mo yMoAYaHUIO yKasaH
NepBbIi aNropuT™M U3 CNMCKa B MCMOb3YEMOM LWaboHe, 415 KOTOPOro He OTK/IUYEH KpUNTONpPOBaiaep;

- BblbepuTe OAMHY K/OYA M3 PACKpbIBAKOLWLEroCs ClMcKa. MUHMManbHas AOCTynHas ans Bblbopa AnuHA
K/toYa onpenensetcs BbIOpaHHbIM WA6/0HOM. 10 YyMONYaHUIO yKa3aHa MMHMMaAsbHAA AJIMHA KJoYa no
wabnony;

- nocse BbIGOpa anropuTMa M AnMHbI KNloua HaxkmuTe kHonky <Co3aatb cepTudukar>.
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YKKUTE NAPAMETPhI KPUNTOTPADUN

Anropura Kioua

RSA

Drwa xrmoa

2048

Co3AaTth CEpTHOUKAT >

PucyHok 293 - OkHo co3panus ceptudukaTa Ha INeKTPOHHOM Kntove. War 4
e [lanee ocywwecTBASOTCA BCE HEOOXOAMMbIE omepauuu AnS BbiMyCKa M 3anucu ceptudukaTta Ha KI4eBon
HOCUTEND:

- reHepauus KIHYeBOM Mapbl HA OCHOBE AAHHbIX 3anOjHeHHOro wabnoHa cepTudukKata Ha npebioylem
ware;

- reHepaums 3anpoca Ha OCHOBE JaHHbIX 3aMo/HeHHOro WwabnoHa cepTuduKaTa Ha NpeaplayLeM wWware;

- co3paHue ceptudmkara;

- 3anucb cepTudmKaTa Ha KNKOYEBOW HOCUTEND.

e [lpoueccbl BbIMOMHAKTCA aBTOMATUYECKM WM MOCAE 3aBEpLIEHMS CTAaHYT AOCTYMHbl KHoMku <Ckauyatb
ceptudukaT> (KoHTenHep ceptudumkata PKCS#12) n <CkayaTb Lenoyky ceptudukatos> (cM. PucyHok 294).

CEDTH(DMKST yCnewHo co3jaH 1 ycTaHoB/1eH Ha K/IHOUEBOV HOCUTE/

Mzpatens: OmskKvantSub
CybwexT: TestLocal
JlevicTByeT: ¢ 26.02.2024 17:07:36 no 25.02.2026 17:07:36

Crauats ceptndvkar B

PucyHok 294 — OkHO ycnewHoro co3aaHua ceptudumkaTa cybbekTa Ha 3NEKTPOHHOM KKoue

e [lpu yCNEeWHOM CO34aHUMN CePTUDGMKATA M BbINOJHEHWUU BCEX YCIOBUIA HUXKE NPOUCXOAMUT ero nybamnkaums B
pecypcHyto cucteMy (noapobHee cM. n 1.3 MNy6nukaumus ceptudukaTta B peCypcHyto cuctemy):

- cepTMdMKAT BbIN CO34aH AN CyObekTa, MOAK/IYEHHOTO K PeCYPCHOM CUCTEME;

- cepTMdMKaT co3aaH no wabnoHy, B KOTOPOM BKAKOYEHA NybanKaumsa cepTuduUKaTa B peCypCHY CUCTEMY.

1.6.1 CoobeHus 06 owmbkax npu co3paHum ceptuduKaTa Ha KIKUYEBOM HocuTene

e B cnyvae, ecnn MO JC-WebClient npepgBaputensHo He YCTAaHOBAEHO, TO aaMUHUCTPATOp OyaeT yBeaoMneH 06
3TOM MHDOPMALMOHHBIM coobeHneM (cM. PucyHok 295). [Ing Bbinycka cepTudumkarta Ha 31eKTPOHHOM Kiloye
yctaHosuTe N0 JC-WebClient Bepcumn 4.3.2 unn 4.3.3.
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No JC-WebClient He ycTaHOBNEHO

dnyCTHUTE MacTep BbiN

3aKpbiTh

PucyHok 295 - OkHo nHdopmaumoHHoro coobueHus «MO JC-WebClient He ycTaHOBNEHO»
e B cnyuyae, ecnu 3NeKTPOHHbIM HOCUTENb HEe MOAK/YEH, TO aAMUHUCTpaTop GyaeT yBefomsieH 06 3TOM
MHGOPMaLMOHHBIM cooblueHneM (cM. PucyHok 296). [ing Bbinycka cepTudukata NOAKIOYUTE 3NEKTPOHHDIN
K/HOY M nepesanycTuTe MacTep co3faHus cepTudukara.

3OKPLITE

PucyHok 296 - OkHO MHDOPMaLMOHHOro coobueHns «HeT AOCTYMHbIX YCTPOMCTBY»

e B cnyyae, ecsiv BbIGpaHHbIN 419 BbiNyCcKa cepTUdUMKaTa aNroputM He nNoaaepKMBaeTcs BblIbpaHHOM MOAENbio
KJIIOYEBOr0 HOCUTENS, aAMUHUCTPATOpP OyaeT yBeAOMNEH 06 3TOM MHPOPMALMOHHBIM COOBLLEHUEM.

e B cnyyae BO3HWMKHOBeHUs owmbOK, cBsi3aHHbIX ¢ paboton JC-WebClient, agmuHucTpatop 6Gyaet
yBEeOOMITEH COOOLLEHMEM, COMMAacHO ¢ onncaHvem owmnbkm B aokymeHTaumm JC-WebClient SDK:
- https://developer.aladdin-rd.ru/archive/jc-webclient/4.0.0/api/addendum/errors.html
- https://developer.aladdin-rd.ru/archive/jc-webclient/3.1.1/api/addendum.html
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MPUNOMEHWUE 2. ONMMCAHUE MONEN NPEAYCTAHOBJIEHHbIX LUAB/IOHOB CEPTU®UKATOB

- KomnoHeHTbl uMenn ceptudmkarta
= .: é‘ Lndposanue WUcnonb3osanue kniova Pacumpentioe ANbTEPHATUBHOE UMS
© n 2 @ 3 = ucnonbsosahue kiio4a OTanumnTenbHoe uMs cybbekTa P
z o = 2 s S ° 6bekTa
2 T o < 3 B g cyl
=] 4 £
‘g Unentudmkarop & 83 g7
3 = ) =7 & 2 b3
= z W [a] = i m 3 =
s 3 a 5o 3 3 £ 8 £ % S = S 5 @ & E @ - E
H b 2 € s £ g¢e 2 3 2 = 8 & s S g | =
2z E £ 2 g x g x = 8| 8 = 8| &
£ 2 § < M M o o
ECA-Auth 8ecba810-7f48-4c4e-b803- 2y - - RSA 1024 - Undposas + - AyTeHTUdMKaLmMS - Common name + + -
99a97146e2ba noanuch KNneHTa
ECDSA 256 - MNopTBepxaeHune - 3awmTa
roCT P BbIKNOYEH NOA/IMHHOCTH SHEKTPOHHOIZ no4Tbl
34.10-2012 - Wndposatine
Kntoyen
ECA-User €97d92b1-2e6e-4ed2-943f- 2y - - RSA 1024 - Undposas + | - AyTeHTuduKaums - Common name + + -
6508113feac6 noanuce KNMEHT
ECDSA 256 - MopTtBepxaeHue - 3awmTa
roCT P 256 NOA/IMHHOCTH SHEKTPOHHOIZ no4Tbl
34.10-2012 - lindpposarme
K/II0Yen
ECA-WEB-Server 076f61dc-5ff4-43cc-8cf9- 2y - - RSA 1024 - Undposas + | - AyTeHTuduMKaums - Common name + + DNS name + +
6b833adf1092 noanuce cepeepa
ECDSA 256 - Wudposanune
rocTp 256 Knioyeit
34.10-2012
Domain Controller bf2dac0a-f05f-49dd-95b4- 2y - - RSA 1024 - Undposas + - AyTeHTudMKaLmS - Common name®? + + DNS name® + +
e50691489bba noanuch KNMEHTa o
ECDSA 256 - MoaTeepxaeHue - UewTp MS GUID + +
rocT P BbikioueH NOAIMHHOCTH pacnpocTpaHeHus
34.10-2012 - WundposaHue knoyeit Kerberos
' Kloyeit - SSH cepsep
52 IMs KOHTpO/IIEPa AOMEHa.
5 FQDN -ro/iHoe JOMEHHOe MM$ BalLero cepsepa.
54 Tn06anbHbIi YHUKaNbHbIA MAEHTUHUKATOP KOHTPONNEpa AOMEHA, AaHHbIE AOMKHbI BbITb MONYYEHbI U3 KOHTPONAEPa AOMEHA
[na nonyyeHus 3HaveHns naeHtudukatopa B cpese PEL OC BbinonHuTe KOMaHAy: samba-tool computer show <hostname> | grep objectGUID
[lng nonyyeHus 3HaueHus naeHtudukatopa B cpepe Astra Linux Special Edition BbinonHute komMaHay: ipa host-show <hostname> --all | grep ipauniqueid, roe hostname - KOpOTKOe UMS

KOHTpoAnnepa noMeHa.
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Smartcard Logon aa03e458-50cd-46b8-82cd- 2y - - RSA 1024 - Undposas - AyTeHTUdUKaLMS Common name®® MS UPN®¢ + +
d5612ed3b647 noanuch KIMEHTa
ECDSA 256 - NoaTsepxaeHme - 3awmTa RFC 822 + +
[oCT P Buikniouen | MOMMHHOCTH 31eKTPOHHO MOYTI Name*?
34.10-2012 - Wndposanue - Bxoa ¢ MS cmapt-
Ktouen KapToit
- WndposaHune
LAHHbIX
WEB-Client 059a38f5-f345-4275-b79f- 2y - - RSA 1024 - Undposas - AyTeHTUdUKaLMS Common name®® MS UPN*® + +
e7ebcc3cbbb8 noanuch KIMEHTa
ECDSA 256 - MNopTtBepxaeHne - 3awmTa RFC 8263 * *
[oCT P Buikniouen | MOMMHHOCTH 31eKTPOHHO MOYTI Name
34.10-2012 - UWndpoeanue
Ktouen
WEB-Server 08c66f99-218a-46ef-bdee- 2y - - RSA 1024 - Undpposas AyTeHTUdMKaLMS Common name®! DNS name® + +
6a2b3b26a4f1 noanucb cepsepa
ECDSA 256 - Wudposanme
focTt P BbikntoueH ktouen
34.10-2012
S/MIME 0c234243-18cf-4c05-b699- 2y - - RSA 1024 - Undposas - AyTeHTUdMKauma Common name® RFC 822 + +
537731b2436f noanucb KIMeHTa Name®*
ECDSA 256 - MonTBepxaeHue - 3awmTa
rocT p Buikiouen | MOAMMHHOCTA 3N1eKTPOHHOM MOYTbI
34.10-2012 - WndposaHue - Bxopn ¢ MS cmapt-
Kntoyen KapToW
- WndposaHue
LaHHbIX

55 Mg nonb3osatens.

%6 Mma Bxoaa nonb3osaTens B popmate e-mail agpeca.

57 TouTOBbIN aApec NoNb30BaTeNs, MOXET coBnaaats ¢ MS UPN.
8 ms web-knuenTa.

9 ima Bxoaa nonb3osatens B popmate e-mail agpeca.

%0 MouToBbIN agpec Nonb3oBaTens, MoxeT coBnaaath ¢ MS UPN.
1 ms web-cepBsepa.

52 FQDN - nosnHoe AOMEHHOE MMS Ballero cepeepa.

53 Ima nonb3osatens.

%4 NOYTOBbLIN apec NONb30BaTeNs, MOXET coBnaaaTh ¢ MS UPN
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ALD PRO Domain 11lec34a4-d03e-4059-92f0- 2y RSA 1024 - Unudposas - UeHTp - Common name® + +
Controller 9c09b08bffea noanuchb pacnpocTpaHeHus
ECDSA 256 - NoaTsepxaeHme «nioueii Kerberos Organization®’ Kerberos KPN¢® + +
rocT p Bhik/TloueH NOLIMHHOCTH - AyTeHTUdMKaLmMS
34.10-2012 - Wndposanue cepsepa
Kno4ven
- WndposaHune
[DaHHbIX
ALD PRO 18d9bd4e-6f15-423f-8137- 2y RSA 1024 - Undposas - AyTeHTUdUKaLMS - Common name®’ + +
Smartcard Logon ac8416ad6874 noanuch KIMEHTa
ECDSA 256 - MoaTsepxaeHue - UenTp Organization’ + +
rocT p Buikniouen | MOATMHHOCTA pacnpocTpaHeHus
34.10-2012 - WndposaHune kntoyeit Kerberos
Knouen - AyTeHTUdMKaLmS
- Wndposanue cepsepa
[DaHHbIX
OCSP Signer aac2e49b-9c8e-4869-80c1- 2y - - RSA 1024 Undposas + OCSP noanucaHt - Common name + + -
eef526ba75ab noanucb
ECDSA 256
roCT P BbikntoueH
34.10-2012
Root CA 9129245a-eaad-4ebc-a2a4- 7d24y - - RSA 1024 - Undposas + - Nlo6oe - Common name + + RFC 822 Name - +
8845ac0336fb noanucb paclmpeHHoe
ECDSA 256 - Moanucs UCHOAb30BaHME Unique Identifier (UID) - + DNS name - +
rocT P 256 ceprudukara ko4a Given name - + | MSUPN - +
34.10-2012 - Mopnuck cnucka - AyTeHTUdMKaLmMS
oT3blBa KNneHTa Initials - + MS GUID - +
- AyTeHTUdMKaLms
cepsepa Surname - + IP address - +
Organizational unit - + Directory Name - +
Locality - + | Uniform - +
resource
identifier
State or province - + Registered - +
Identifier (OID)

 Wms koHTponnepa gomeHa ALD PRO.

% NlaHHble B popmate «krbtgt/nonHoe uMa foMeHa@nONHOE UMSA AOMEHaY.
7 OpraHusaums.

%8 laHHble B popmate «krbtgt/nonHoe uMa foMeHa@rOoNHOE UMS AOMEHaY.
9 Mms nonbsosatens ALD PRO.

% msa Bxopa nonb3osatens B hopmare e-mail agpeca.

1 Opranmsaums.

72 MouToBbIN aapec NoNb30BaTens, MoXeT coBnaaath ¢ MS UPN.
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Domain component - + Permanent - +
identifier
- Country - + Xmpp address - +
Postal code - + Service Name - +
Business category - + Subject - +
Identification
Method
Telephone number - + Kerberos KPN - +
Pseudonym - +
Postal address - +
Street - +
Name - +
Title - +
Domain qualifier - +
Description - +
Unstructured address - +
Unstructured name - +
Email Address (E) - +
Serial number - +
Organization - +
NHH - +
OlPH - +
OrPHMN - +
CHUNC - +
MHH 10N - +
Sub CA af3b0355-1798-4c64-98f7- 7d24y - - RSA 1024 - Undposas + - Nlo6oe - Common name + + RFC 822 Name - +
a9c70407dblc NOANUCh pacwupeHHoe I .
- Moanucs UCHIO/b30BaHME Unique Identifier (UID) - + DNS name - +
ECDSA 256 ceptvpukata kniosa Given name - | + | MSUPN - +
- Moanuck cnucka - AyTeHTUdMKaLmS
focTt P 256 0T3bIBa KAMeHTa Initials - + MS GUID . +
34.10-2012 - AyTeHTudMKaums
cepsepa Surname - + IP address - +
Organizational unit - + Directory Name . +
Locality - + Uniform - +
resource
identifier
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State or province - + Registered - +
Identifier (OID)
Domain component - + Permanent - +
identifier
Country - + Xmpp address - +
Postal code - + Service Name - +
Business category - + Subject - +
Identification
Method
Telephone number - + Kerberos KPN - +
Pseudonym - +
Postal address - +
Street - +
Name - +
Title - +
Domain qualifier - +
Description - +
Unstructured address - +
Unstructured name - +
Email Address (E) - +
Serial number - +
Organization - +
MHH - +
OrPH - +
OlPHUM - +
CHUNC - +
MHH 10N - +
SCEP Management | 3e5df3d4-683c-4252-b862- 25y - - RSA 1024 - Undposas + - - Common name + - -
467589c2225b noanuch
ECDSA 256 - Wudposanme
rocT p 256 Kntoyeit
34.10-2012 - Wudposarine
[DaHHbIX
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MPUTOMEHWE 4. MPABUJIA BANNMAALIMN 3HAYEHWW MOJIEN
Mo YMOJTHAHUIO NPEAYCTAHOBJ1EHHbBIX LUABJIOHOB

CEPTUOUNKATOB

Mone

Mpaeuno Banuaaumm

Monga SDN

Country

now=n ow_n on_mn

Honyctumble cumsonel: "A"-"Z", "a"-"z".
[OnvHa 3HaYeHMsa OoMKHa COCTaBNATb 2 CMMBOJIA.

Domain qualifier Lonyctumble cumBsonsl: "A"-"Z", "a"-"z", "0"-"9", """, "(", ")", "+", ", -, L e =,
npoben.
Email Address (E) Lonyctumble cumsonsbl: "A"-"Z", "a"-"z", "A"-"q", "a"-"a", "0"-"9", ".", "@", "_", "-".

(MopmMart 3HaueHus: "text@text".

Serial number LLONYCTUMBIE CUMBOSIbI: "A™="Z", "a"="2", "0"-"9" ™" "(", "), "4 "¢ #_n w0 npr nn v wgn

npoben.
MHH Honyctumble cumBonsbl: "0"-"9".

[lnvHa 3Ha4YeHus foMmkHa cocTaBnaTb 12 cMMBONOB.
OrPH Honyctumele cumeonsl: "0"-"9".

[nvHa 3Ha4YeHnsa fomKHa cocTaBnaTs 13 cMMBONOB.
OrPHHMN Honyctumele cumeonsl: "0"-"9".

[nvHa 3Ha4YeHnsa fomkKHa cocTaBnaTb 15 cuMBonoB.
CHUAC Honyctumele cumeonsl: "0"-"9".

[nvHa 3Ha4YeHnsa pomkHa coctasnatb 11 cuMBonoB.
MHH 0N Honyctumble cumeonsl: "0"-"9".

[nuHa 3HayYeHus gomkHa coctasnatb 10 cumBonos.

Mona SAN

RFC 822 Name

[lonyCTUMbIE CMBOIbL: "A'"Z", "a"-"2", "0"-"9" " * "@", " " *-"
(MopmMart 3HaueHus: "text@text".
Mpumep 3anonHeHua: “ivanova@example.com”.

DNS Name Nonyctumble cumsonsl: "A"-"Z", "a"-"z", "0"-"9", "-", ".", "*"
Mpumep 3HaveHus: “dcl.presale.aeca”.
IP address Honyctumble cumeonbl: "A"-"F", "a"-"f", "0"-"9", ".", "".

®opmart 3HaueHus: IPv4-agpec unu IPvb-appec.

Directory Name

MopmMaTt 3HaYeHMs: NOCNeL0BaTENbHOCTb UAEHTUDUKATOPOB OTHOCUTENBHbIX
oTAnuuTeNnbHbIX UMeH (RDN) 1 nx 3Ha4YeHUR, OTAENEHHbIX 3aNATOM MK 3anaTOM C
npobenom (Hanpumep, O=organization, OU=Department, L=City, DC=Component,
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Mone

Mpaeuno Banuaaumm

C=RU...). JonyckaeTca ncnonb3oBaHue cnepyowmx naeHtndukatopos RDN:
EMAILADDRESS, CN, UID, SERIALNUMBER, OU, O, L, ST, C, T, SURNAME, STREET,
INITIALS, GIVENNAME, DC, UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME,
POSTALCODE, BUSINESSCATEGORY, TELEPHONENUMBER, PSEUDONYM,
POSTALADDRESS, NAME, DN, DESCRIPTION.

B kauecte npeHtudmkatopa RDN ponyckaetcs ykazaHue OID (popmat OID ponxeH
cooTBeTCTBOBaTb pekoMeHaauun ITU X.660).

Registered Identifier (OID)

Honyctumble cumsonsl: "0"-"9", ".".
®opmart 3HaveHus: OID B cootBeTcTBUM C pekomeHpaumen ITU X.660.

MS UPN, User Principal
Name

Jonyctumble cumBonel: "A"-"Z", "a"-"z", "A"-"q", "a"-"a", "&", "E","0"-"9", ".", "@", "_", "-",
"

(MopmMart 3HaueHus: "text@text".

Mpumep 3anonHenus: “krbtgt/ald.pro@ald.pro”.

MS GUID, Globally Unique
Identifier

Honyctumblie cumsonsl: "A"-"F", "a"-"f", "0"-"9".
[MHa 3HauYeHns [OMKHA COCTaBNATL 32 CMMBONA.
Mpumep 3HaveHus: “92625ee510e248479554779d1f43f751”.

Kerberos KPN, Kerberos 5
Principal Name

[onyctumele cumsonbl: "A"-"Z", "a"-"z", "A"-"q", "a"-"a","&", "E", "0"-"9",
"

(MopmMart 3HaueHus: "text@text".

"o n@n [T
L] y ’

Mpumep 3anonHenus: “krbtgt/ald.pro@ald.pro”.

Permanent Identifier

Mopmart 3HayeHus: "value/OID", roe "value” - nobas nocnenoBaTeNbHOCTb CUMBOJIOB,
a "0OID" - OID B cootBeTcTBMM C pekoMeHaaumen ITU X.660. JonyckaeTcs oTcyTcTBME
3HaueHus "text”, Hanpumep, "/1.2.2.3.4.5".

Xmpp address

Honyctumble cumeonsl: "A"-"Z", "a"-"z", "A"-"9", "a"-"a", "€", "E","0"-"9",
"

MopMaT 3HauveHus: "text@text".

nnow ]
L} @)_y )

Subject Identification
Method

"0ID" -
pekomeHpauumeit ITU X.660, a "text” — ntobas nocnenosaTesbHOCTb CUMBOOB.

Mopmat 3Havenus: "OlD:text:itext”, rae OID B cooTBeTcTBMU C
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NMPUIOHEHUE 5. ONMMMCAHUE MNPEAYCTAHOBJIEHHbBIX
NWOEHTUOUKATOPOB PACLLMPEHHOIO NUCIMOJ1Ib3OBAHNA

RJTIO4HA

Uma

oD

Onucanme

Jio6oe paclmpeHHoe
MCMOJIb30BaHME KIHOYa

2.5.29.37.0

CepTuduKaT MOXET UCNONb30BaTb AN JIOObIX LENEN.

CSN 369791 TLS knuneHt

1.2.203.7064.1.1.369791.1

Ceptudukat MOXET MCMONb30BaTbCs Kak cepTudukat CSN
369791 TLS knueHTa.

CSN 369791 TLS cepsep

1.2.203.7064.1.1.369791.2

CepTudurKaT MOXET MCNONb30BaTbCA Kak ceptudmkat CSN
369791 TLS cepsepa.

AyTeHTUDMKaUMS 1.3.6.1.5.5.7.3.2 CepTuduMKaT MOXKET MCMOMb30BaTbCS MPU YCTAHOBAEHWUM

K/IMEeHTa 3alUMLLEHHOrO COeaMHEHUS no npoTokony TLS ans
NOATBEPXAEHMS MOANMHHOCTU KIMEHTA.

MNMoanncaHue koaa 1.3.6.1.5.5.7.3.3 CepTudurKaT MOXET MCMONb30BaTbCsA NpU co3aanHmm LM

NpOrpaMMHbIX KOMMOHEHTOB.

EAP uepes LAN (EAPOL)

1.3.6.1.5.5.7.3.14

CepTudukat MoxeT ncnonbsosatbes ang 802.1X (EAPolL,
EAP-over-LAN).

EAP uepes PPP

1.3.6.1.5.5.7.3.13

Ceptudukar moxeT ncnonb3oBatbcsa ang EAP B cpene
PPP.

Moanucanne ETSI TSL 0.4.0.2231.3.0 Ceptudukar moxet ncnonb3osatbcs gna TSL (Trust-
service Status Lists) nognucw.

3almTa 3NeKTPOHHOM 1.3.6.1.5.5.7.3.4 Ceptudurkat MOXeT MCMONb30BaTbCS A1 3aALUMUTDI

noyTbl 3N1EeKTPOHHOW NoYThbl (NoANUcCh, WndposBaHue,
COrNaLeHne O KIYax).

ICAO nopgnucaHue cnucka | 2.23.136.1.1.8 Ceptudurkat MOXeET MCNONb30BaTbCS 419 NOAMUCAHUS

OTKJIOHEHUI

cnucka otknoHenuit ICAO.

Ynpaenenue Intel AMT

2.16.840.1.113741.1.2.3

CepTudukaTt MOXeT UCNob30BaTbCs Npu paboTte
TexHonoruu Intel Advanced Management Technology
(AMT).

MHTepHeT-06MeH
kntoyamu ans |Psec

1.3.6.1.5.5.7.3.17

Ceptudumkat MoXeT 6bITb HazHayeH IPSEC SA u MmoxeT
MCNo/b30BaThCs AN MHULMALMKM OOMEHA KNHOYaMK Yepes
IPSec Internet.

AyTeHTUdMKaUMS
knmneHTta Kerberos

1.3.6.1.5.2.3.4

CepTudumKaT MOXET UCMONb30BaTbCS ANS
ayTeHTudurKaumun knneHta Kerberos.
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LleHTp pacnpocTpaHeHus
kntouven Kerberos

1.3.6.1.5.2.3.5

CepTuduKaT MOXET MCNONb30BATLCA NS MPOBEPKM
noaauHHoctn KDC.

[MoagnucaHue
KoMMepyeckoro MS koaa

1.3.6.1.4.1.311.2.1.22

CepTudurKaT MOXET MCNONb30BATLCA ANS NOANMUCAHUS
KOMMEepYecKoro Koaa (3aperncTpupoBaH KOMNaHuen
Microsoft).

Moonucanune MS
[OKYMEHTa

1.3.6.1.4.1.311.10.3.12

CepTudurKaT MOXET MCMONb30BaTbCA 419 NOAMUCAHUS
[LLOKYMEHTOB (3apernctpupoBaH KomnaHuei Microsoft).

BocctaHosneHne MS EFS

1.3.6.1.4.1.311.10.3.4.1

CepTuduKaT MOXET MCMONb30BaTbCS 419 BOCCTAHOBNEHMS
[LOKYMEHTOB, 3aLUMLLEHHbIX C MOMOLLbIO WU(HPOBAHHOM
dannosow cuctemsl (EFS, 3apernctpuposaH komnaHuew
Microsoft).

3awundpoBaHHasg MS
darnosas cuctema

1.3.6.1.4.1.311.10.3.4

CepTudurkaT MOXET MCNONb30BaTbCA AN WKdPOBAHMS
$arinoB € NOMOLWbIO WKHPOBAHHON (GANNOBON CUCTEMDI
(EFS, 3apeructpupoBaH KkomnaHuei Microsoft).

[MoanucaHue
UHAMBUAYaNnbHOro MS
Kogna

1.3.6.1.4.1.311.2.1.21

CepT1duMKaT MOXET MCNOMb30BaTLCA A1 MOAMUCAHMS
WHAMBMAYaNbHOIO KOAA (3aperucTpMpoBaH KOMMNaHuen
Microsoft).

Bxop ¢ MS cmapT-KkapTon

1.3.6.1.4.1.311.20.2.2

CepTVId)VIKaT MOXXeT MCMNOJIb30BaTbCA ¢M3MH€CKMM JTMUOM
anga exoaa B cmMcreMy C NOMOLLbIO CMapT-KapThbl.

OCSP nognucaHt

1.3.6.1.5.5.7.39

CepTnduKaT MOXET MCNONb30BaTLCS AN GOPMUPOBaHUA
anekTpoHHo nognucn OCSP-3anpocos.

Moanucanue Adobe PDF

1.2.840.113583.1.1.5

CepTndUMKAT MOXET MCNONb30BATLCA ANS NOANUCAHUS
nokymeHToB Adobe PDF.

AyteHTudukaumus PIV
KapTbl

2.16.840.1.101.3.6.8

Ceptudumkat MOXeT MCNONb30BaTbCS AN14
ayTeHTuduKaummn kapTsl PIV.

SCVP knuent

1.3.6.1.5.5.7.3.16

CepTudurkat MOXeT MCMONb30BaTbCS Kak cepTudukaT
KNMEHTa Npu UCNOMb30BaHMKM NpoTokona Server-Based
Certificate Validation Protocol (SCVP).

SCVP cepBep

1.3.6.1.5.5.7.3.15

CepTudUKaT MOXET MCNOMb30BaTbCS Kak cepTudumkaTt
cepBepa npu MCNONb30BaHWM NpoTokona Server-Based
Certificate Validation Protocol (SCVP).

HowmeH SIP 1.3.6.1.5.5.7.3.20 CepTUdMKaAT MOXKET MCMONb30BaTbCS Kak cepTuduKaT
Session Initiation Protocol (SIP) noMeHoB.

SSH knueHT 1.3.6.1.5.5.7.3.21 CepT1dMKaT MOXKET MCMOMb30BaTbCA Kak cepTudukat SSH
KNMeHTa.

SSH cepsep 1.3.6.1.5.5.7.3.22 CepT1dMKaT MOXKET MCMOMb30BaTbCA Kak cepTudukat SSH

cepBepa.
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AyTeHTndumkaums 1.3.6.1.5.5.7.3.1 CepTndUMKAT MOXET MCNOb30BATLCS NMPU YCTAHOBNEHUM
cepsepa 33LUMLLEHHOTO COeAMHeHMs No npoTokony TLS ang
NOATBEPXAEHUS NOANMHHOCTM CepBepa.

OTmeTKa BpeMeH#u 1.3.6.1.5.5.7.3.8 CepTuduMKaT MOXET MCMNONb30BATLCS AN NPUBSA3KM XeLla
00bekTa KO BpEMEHM U3 LOBEPEHHOTO UCTOYHUKA

BPEMEHMU.
ICAO nognucanue 2.23.136.1.1.3 CepTudurKaT MOXET MCMOMb30BaTbCA 419 NOAMUCAHUS
OCHOBHOIO CNu1cka ocHoBHoro cnucka ICAQ.
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OBO3HAYEHUA N COKPALLEHNA

OnepaumnoHHas cuctema

MporpammHoe obecneyeHune

Cucrema ynpaeneHus 6a3aMu JaHHbIX

YOocToBepsowWMmiA LEHTP

LleHTp cepTudmkaTos

LleHTp ceptndmkaTos Aladdin Enterprise Certificate Authority Certified Edition
Aladdin Enterprise Certificate Authority Validation Authority

Common Name

Certificate Revocation List, cnMcok 0T03BaHHbIX CEPTUPUKATOB

CMMCOK M3MEHEHMI NOCNeAHero onybJMKOBAaHHOIO CMCKA OTO3BAHHBIX
ceptudmkatos (CRL)

Authority Information Access

Secure Sockets Layer — npoTokon 6e30nacHOCTH, CO34al0WMM 3awmndpoBaHHoE
coegMHeHMe Mexay Beb-cepeepoM un Beb-6paysepoM.

User Principal Name
Uniform Resource Locator

Universally Unique Identifier
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TEPMWHbI N ONPEAEJIEHNA

ABTOMaTMUYecKas TOYKa — 3TO aBTOMaTMyeckn chopmmnpoBaHHas 3anucb URL-agpeca Toukn pacnpocTpaHeHus
CRL, Delta CRL unu AlA 3apeructpupoBaHHoro LleHTpa Banupaumm Aladdin Enterprise Certificate Authority B LleHTpe
cepTudukaumm B pasgene u Ha Bknagke «LleHTpbl Banuaaumm».

AaMuHKUCTpaTop 6€30MacHOCTU (aAMMHUCTPATOP) — COTPYOHWMK (CMELManuCT), OTBETCTBEHHbIW 38 NPUEMKY U
BBOJL B 3KCMNAyaTauMio M3[enusi, a TakKe posb B LEHTpe cepTUdMKauMM, KOTOPOW AOCTYNHbI QYHKLMM NOKANbHOIO
agMUHUCTPUpPOBaHUs. ®Dusmyeckoe MU0 (YNOJHOMOYEHHbIM MOMb30BaTeNb), MMelolWwee poNb «AQMUHUCTpATOpPa»,
[LOMKHO ObITb YKa3aHO B OpraHM3aLMOHHO-paCcnopsaanTenbHbIX 4OKYMEHTaxX opraHusaumu, akcnnyatupytowei 0.

AxtuBupoBaHHbit LIC - 370 3Kk3eMnnsap UeHTpa cepTUPUKALMM B MHPOPMALMOHHOM CUCTEME, KOTOpbIN
UCMONb3YeTCS B HACTOSLMM MOMEHT A9 BbINyCKa CepTUPUKATOB Ha OCHOBAHMM 3anpoca U cepTUHUKATOB A0CTyNa
CybbeKToB.

AyteHTuduKauma - [OENCTBMS N0  MNpOBepKe MOAJMHHOCTM  uaeHTudumKaTtopa nonb3osatens. [log
ayTeHTUdUKaLmen noHnmaetcs BBo napons unu PIN-kofa Ha cpeacTBe BblYMCAUTENIBHON TEXHUKM B OTKPbITOM KOHTYPE,
a TaKkXe NpoLecchbl, peanusytoLme NpoBepKy 3TUX AAHHbIX.

Knacrep - 370 rpynna Touek pacnpoctpaHeHus onpeneneHHoro Tuna (CRL, Delta CRL u AlA) unu cnyx6 OCSP,
[OCTyN K KOTOpbIM ocywectBnsetca no eamHomy URL (nyTem wucnonb3oBaHWs BHEWHWX cpeacTB HanaHCMpOBaHMSA
Harpyskum).

KnioueBo# Hocutenb - 3TO CYWHOCTb B LEHTpe cepTuduKauum, COOTBETCTBYHOLWAS (DU3MYECKOMY TOKEHY,
nporpaMMHOMY WM annapaTtHoMy moaynto 6esonacHoct Hardware Security Module (HSM). C nomoLbto KpunTo-ToKeHa
LC ocyliecTBnseT XxpaHeHue KNoYen 1 BbINOAHEHWe KpunTorpaduyeckmux onepawmin.

KopHeBoit LIC - 3k3emnngp ueHTpa ceptudukaumMm B MHOOPMALMOHHON CUCTEME, UMelLWMii abcontoTHoe
[loBepue CO CTOPOHbI BCEX YYACTHMKOB NpoLecca CTporon ayteHTudukauum. C TOUKKM 3peHuns cnyxbbl 6e3onacHocTH
npeanpuatus AonxeH BbiTb obecneyeH MakCMManbHbIM YPOBHEM 3aLmMTbl (OTAeNbHbIN MK, OTKNHOUYEHHBIN OT ceTu, C
[OCTyNnoM orpaHuyeHHoro kpyra nuu). KopHeson LLC BnageeT camo noAnuMCaHHbIM CEPTUHUKATOM, KOTOPbINA AOKEH
pacnpoCTpaHATbCS fOBEPEHHBIM CNOCOBOM B UHDOPMALMOHHON CUCTEME.

Onepatop - COTPYAHMK (CMELMANUCT) UAK CUCTEMA (NPUNOXKEHME, CEPBUC) U COOTBETCTBYIOLWAS PONib B LEHTpe
cepTudmKaLmMmn, OTBEYAOLWAS 33 YNPABNEHME XMU3HEHHBIM LIMKIOM CepTUGUKATOB CyObEKTOB.

MarHaumMa - 3TO nNOCTpaHMuYHBbIA BbIBOA WMHPOPMauMM Ha 3KpaHe pasgenoB. CcblNOYHbIM GMOK  Ang
pasrpaHuYeHns COLEPXMMOro pasMeLleH BHM3Y 3KPaHHOM CTpaHuuUbl WM npeactaBnseT LMbpOBOW AManNasoH,
oTobpakatoLwmit:

- KONWYEeCTBO 3N1E€MEHTOB Ha OAHOM CTPaHULLE — BO3MOXHO BbI6OPaThb U3 BbINaJatoLLEro CMCcKa — BbIBOAUTb
5, 10 nnun 25 aneMeHTOB Ha OfHY CTpaHMLY;

- HyMepauuto 3N1eEMEHTOB CTPaHULDbI, KOTOpasa B HaCTodWee BpeMAa OTKPbITA Yy NOJb30BaTeNA, U3 obuero
KOinyecTBa CO34aHHbIX 3N1EMEHTOB;

= YyKasatenu onda Hasurauum no CTpaHuuUaM.

MoaunHeHHbli LLC - 3k3emMnnsap LeHTpa ceptuduKaumMm B UHPOPMaLMOHHOM cucTeMe, obnafatowmii GyHKumen
yNpaBAeHUs NOSIUTUKAMU CTPOroi ayTeHTUDUKALMKU UM QYHKLMEN YNpPaBNEHUS XXM3HEHHbIM LIUKIOM CEpPTUPUKATOB
CybbekToB MHMOpMaUMOHHOM cuctemsbl. MogumHeHHbli LC Bnapeet ceptudukaToM, BblgaHHbIM Bblwectoawmum LIC
(KopHeBbIM nnu apyrum MogumHeHHbIM), KOTOpPbIM UCNONb3YeTcs ANs NPOBEPKM BCEM LLeNOoYKM AoBepus cepTUhUKATOB.

Monb3oBatenbckas Touka — 370 3anucb URL-agpeca, co3paHHas aAMUHWUCTPATOPOM C LLeNIbl0 perucrpauum
CTOpPOHHEeN Touku pacnpocTpaHeHusi CRL, Delta CRL unm AlA, cywecTtBylowen mnm pasBEPTbIBAEMOW Ha CepBepe B
MHDOPMALMOHHOM CUCTEME.
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Mpuoputet - 370 ouepénHocTtb 3anmcu URL-agpeca Touku pacnpoctpaHenus unu cnyxbbl OCSP B ceptudukaTte
W, COOTBETCTBEHHO, B CMIMCKaX, 0TOOpaXKaeMOM Ha BKIafikax « Touku pacnpocTpaHeHusa» u «Cnyx6bl OCSP».

PaspewéHHble u3partenu - 370 cnucok LleHTpoB cepTudUKaumKu, cepTUdMKATbl KOTOPbIX KIAMEHT MOXET
MCnonb3oBaTbh A1 aBTOPM3aLMM Ha CepBepe, HAa KOTOPOM pa3BEépHYT LleHTp cepTUdMKaLMM C aKTyanbHbIM CMMUCKOM
pa3peLléHHbIX u3naTenen.

PecypcHas cuctema (BHewWwHAN) — 3TO Noakatoyaemas cyxba katanoros, KoTopas npefocTaBnseT MHGoOpMaLMio
06 umeroLmxca cybbekTax.

PecypcHas cuctema (nokanbHas) - 3TO pecypcHas CMCTEMa, CO34aBaemMasi aBTOMATU4eCKM NpW yCTaHOBKE
nporpaMmHoro cpeactea «LleHTp ceptudukator poctyna Aladdin Enterprise Certificate Authority Certified Edition»,
npepcrasnsowas cobor 6asy gaHHbIX cybbekToB M hopMUpyeMast U3 CBeAEHMI, BBOAMUMbIX NPU BbiNycke cepTuduKaTa
[N HOBOro cybbekTa.

CepBuc Banupaumm - cnyxba, coctaBHas yactb LleHTpa ceptudumkaumu, oTBevarowas 3a npenocTaBleHue
WMHpOpMaLMK 0 fencTBUTeNbHOCTU cepTudumkaTos. MNpepoctasnset cepeucol CRL DP, OCSP.

CepBuc peructpaumm — cnyx6a, coctaBHas yacTb LleHTpa ceptudmkaumm, otBevatowas 3a 06paboTky 3anpocos
Ha Bblgavy cepTdrKaToB OT Cy6beKToB MHHOPMALMOHHOM CUCTEMBI.

CepBuc ceptudmkatoB - cnyxba, coctaBHas YacTb LleHTpa cepTudukaumm, HenocpeacTBEHHO OTBeYakoLWwas 3a
YKU3HEHHbIN UMK CepTUPUKATOB (BblAaya, OT3bIB).

CeptuduKar - BbINYLLEHHbIN LEHTPOM cepTudukauumn LmubpoBoi AOKYMeHT B dopMaTtax x509v3 unun apyrom
nopaepxuBaemMom ¢GopMaTe, NOATBEPXKAAOWMIA NPUHALNEXHOCTb BRafeNbly 3aKpbITOro K/w4Ya WMAM Kakux-nnbo
aTpMbByTOB M NpeAHa3HaYeHHbIN ANg ayTeHTUdUKaLMM B MHDOPMALIMOHHON CUCTEME.

Ceptudmkar Beb6-cepBepa - 3TO cepTUdMKAT, C MOMOLLBI KOTOpPOro CepBep, Ha KOTOPOM pa3BEpPHYT
NpOrpamMMHbIin  KoMnoHeHT «LleHTp ceptudumkaumm Aladdin Enterprise Certification Authority», ycTtaHaeBnuBaeT ¢
KNMeHTOM tls-coeanHeHue.

Cob6biTe 6e30macHOCTM — MAEHTUDULMPOBAHHOE BO3HUMKHOBEHWE COCTOSHWUS CUCTEMBI, CEPBMUCA WU CETH,
YKa3blBalOLLErO Ha BO3MOXHOE HapylleHue NOoAWUTUKM MHDOPMaLMOHHOM 6e3onacHocTH, unm cboit cpeacTs KOHTPONS,
WK paHee HEM3BECTHYIO CUTYaLLMIO, KOTOPas MOXeT ObiTb 3HaYMMOM Ang 6e30nacHoCTy.

Cnucok ortosBaHHbIX ceptudukatoB (Certificate Revocation List - CRL) - cnucok aHHYAMpOBaHHbIX
(0TO3BaHHbIX) CepTUGHMKATOB, M30AETCS LEHTPOM CepTMdMKaLMKM MO 3anpocy MAM C 33AaHHOW NEPUOAMYHOCTbIO Ha
OCHOBAHMM 3aNpocoB 06 0T3biBe cepTUDUKATOB.

CybbekT - nonb3oBaTeNb UHPOPMALMOHHOM CUCTEMbI WM YCTPOWCTBO (CepBep, W3, MapLlipyTM3aTop).
CybbekTy ans ctporoi ayteHTUdMKaLUM B MHOOPMALIMOHHOM CUCTEME B LiEHTpe CepTUPUKALIMM BbIAAETCS cepTUdMKAT.
CMHOHMM - KOHe4yHas cywHocTb (end entity).

TexHonornuecknit LC - 3k3emnngp ueHTpa ceptudukaumMm B UHPOPMALMOHHOM cCuCTeMe, 06naparoLLmi
dyHKLMEN NEPBUYHON HACTPOMKKM NPOrpaMMHOro KoMmnoHeHTa «LleHTp ceptudumkaumm Aladdin Enterprise Certification
Authority».

LleHTp cepTudMKaLmmu — KOMMNIEKC CPeacTB, 3a4a4a KOTOPbIX 3aK/YaEeTCs B 06ecneyeHnm KM3HEHHOrO LMKNa
CEpTUPUKATOB MONb30BaTeNeN M YCTPOMCTB MHOOPMALMOHHOM CUCTEMDI, @ TaKXe B CO3A4aHMM MHOPACTPYKTYpbl AN4
obecneyeHns MpoLeccoB UaeHTUDUKALUM U CTPOron ayTeHTUdukauum B MHGOPMaALMOHHONK cucteme. MNporpaMMHbIi
KOMMNOHEeHT «LleHTp cepTnudukaumm» asngetca Yactbto LleHTpa ceptudmkatos Aladdin Enterprise Certificate Authority
Certified Edition.

La6noH cybbekTa — WwabnoH, Ha OCHOBAaHWM KOTOPOro HeobxoamnMo co3aaBath cybbekTbl. LLabnoH onpepenser
cBOMCTBa cybbekTa (subject name, alternative name), cBoicTBa ceptudmkata (Kpuntorpaduio, CPOK OENUCTBUS,
Ha3HayeHWe, NOIMTUKM U NPOY.), @ TakKe MHDPACTPYKTYPHbIE XapaKTePUCTUKK (PEKBU3UTDI 4SS LOCTaBKM CEPTUPUKATOB,
BO3MOXXHOCTM OT3bIBa, XPAHEHMWS U NPOY.).

AO «Anaddun P.A.», 1995—2025 a. Pykosodcmeo admurHucmpamopa. Yacme 2. @yHkuyuu ynpasneHus Lienmpa cepmugukauuu Aladdin Enterprise Certification Authority

Cmp. 270/ 271



LlenTp ceptudmkaToB gocrtyna Aladdin Enterprise Certificate Authority Certified Edition RU.AJ1IQE.03.01.020 32 01-2

NNCT PEFNCTPALNIA N3MEHEHUIA

N3m.

Homepa nucrtos (cTpanuL)

n3me-
HEeH-
HbIX

3aMe-
HEHHbIX

HOBbIX

AHHYNNPO-
BaHHbIX

Bcero nu-
CTOB
(cTpaHuu) B
DOKyMeHTe

Homep
[OKyMeHTa

Bxopsauwmi
HOoMep co-
npoBoAM-
TeNIbHOro 8o-
KYMEHTa U
naTa

Mop-
nucb

Nata

AO «AnadouH P.[].», 1995—-2025 a.

Pykosodcmeo admuHucmpamopa. Yacme 2. @yHkyuu ynpasnerus Llenmpa cepmuguxayuu Aladdin Enterprise Certification Authority

Cmp. 271/ 271



	Аннотация
	1 Запуск программы
	1.1 Проверка состояния сервера в терминале
	1.2 Автоматический запуск программы
	1.3 Запуск программы в терминале
	1.4 Завершение работы программы в терминале

	2 Лицензирование программы
	2.1 Первичное лицензирование
	2.2 Ограничение лицензии
	2.3 Окончание срока действия лицензии
	2.4 Продление срока действия лицензии

	3 Начало работы с программой
	3.1 Инициализация Центра сертификации с генерацией ключа
	3.1.1 Инициализация Корневого Центра сертификации с генерацией ключа
	3.1.2 Инициализация Подчиненного Центра сертификации с генерацией ключа

	3.2 Инициализация Центра сертификации с импортом ключа

	4 Доступ к программе
	4.1 Аутентификация с использованием сертификата, перенесённого на жесткий диск
	4.2 Аутентификация с использованием сертификата на ключевом носителе
	4.2.1 Настройка СВТ для двухфакторной аутентификации администратора по сертификату на ключевом носителе
	4.2.1.1 Установка Единого Клиента JaCarta
	4.2.1.2 Настройка браузера Firefox для РЕД ОС 7.3, Альт 8 СП релиз 10, Astra Linux Special Edition 1.7
	4.2.1.3 Настройка браузера Chromium для РЕД ОС 7.3 и Альт 8 СП релиз 10
	4.2.1.4 Настройка браузера Chromium для Astra Linux Special Edition 1.7

	4.2.2 Двухфакторная аутентификация администратора по сертификату на ключевом носителе


	5 Безопасность соединения
	5.1 Настройка доверенного соединения

	6 Технологические составляющие программы
	6.1 Назначение технологических составляющих
	6.2 Установка и настройка технологических составляющих
	6.3 Удаление технологических составляющих
	6.4 Восстановление доступа к программе в случае некорректного удаления технологических составляющих и/или блокировки доступа

	7 Функции управления программы
	7.1 Верхняя панель «Центра сертификации Aladdin Enterprise Certification Authority»
	7.2 Боковая панель «Центра сертификации»
	7.3 Раздел «Центр сертификации»
	7.3.1 Вкладка «Свои сертификаты»
	7.3.1.1 Карточка сертификата ЦС
	7.3.1.2 Создание Корневого Центра сертификации с генерацией ключа
	7.3.1.3 Создание Подчиненного Центра сертификации с генерацией ключа
	7.3.1.4 Создание Центра сертификации с импортом внешнего ключа
	7.3.1.5 Скачивание запроса на сертификат для ЦС в состоянии «Запрос»
	7.3.1.6 Импорт сертификата Подчиненного ЦС
	7.3.1.7 Удаление Центра сертификации
	7.3.1.8 Экспорт закрытого ключа Центра сертификации
	7.3.1.9 Импорт закрытого ключа Центра сертификации

	7.3.2 Вкладка «Сертификаты Подчиненных центров»
	7.3.2.1 Карточка сертификата подчинённого ЦС
	7.3.2.2 Подписание запроса на Корневом ЦС


	7.4 Раздел «Сертификаты»
	7.4.1 Выпуск сертификата
	7.4.2 Поиск сертификатов
	7.4.3 Сортировка сертификатов
	7.4.4 Фильтрация сертификатов
	7.4.4.1 Применение фильтров
	7.4.4.2 Сброс применённых фильтров

	7.4.5 Скачивание сертификатов
	7.4.6 Статус сертификатов
	7.4.7 Карточка сертификата
	7.4.8 Экспорт списка выпущенных сертификатов
	7.4.9 Массовые операции с сертификатами

	7.5 Настройка уведомлений об истечении срока действия сертификата
	7.5.1 Настройка параметров конфигурационного файла config.sh
	7.5.2 Настройка шаблонов уведомлений об истечении срока действия сертификата
	7.5.3 Настройка параметров почтового ящика пользователя
	7.5.3.1 Настройка почтовой программы Яндекс.Почта
	7.5.3.2 Настройка почтовой программы MS Exchange


	7.6 Раздел «Учётные записи»
	7.6.1 Создание учётной записи пользователя локального ресурса
	7.6.2 Создание учетной записи для подключенного субъекта
	7.6.3 Изменение статуса учётной записи
	7.6.4 Редактирование учётной записи
	7.6.5 Назначение прав оператору
	7.6.6 Удаление учётной записи
	7.6.7 Выпуск сертификата для учетной записи

	7.7 Раздел «Правила доступа»
	7.7.1 Создание правила доступа
	7.7.2 Редактирование правила доступа
	7.7.3 Удаление правила доступа

	7.8 Раздел «Субъекты»
	7.8.1 Просмотр субъектов ресурсных систем
	7.8.2 Поиск субъектов
	7.8.3 Сортировка субъектов
	7.8.4 Карточка субъекта
	7.8.4.1 Редактирование атрибутов субъекта

	7.8.5 Субъекты локальной ресурсной системы
	7.8.5.1 Создание нового субъекта локальной ресурсной системы

	7.8.6 Субъекты внешнего ресурса
	7.8.7 Создание сертификата для субъекта ресурсной системы
	7.8.8 Создание учётной записи для субъекта

	7.9 Раздел «Ресурсные системы»
	7.9.1 Регистрация точки подключения
	7.9.2 Карточка ресурсной системы
	7.9.3 Синхронизация ресурсных систем
	7.9.3.1 Виды синхронизации ресурсных систем
	7.9.3.2 Режимы синхронизации ресурсных систем
	7.9.3.3  Полная синхронизация ресурсной системы в автоматизированном режиме
	7.9.3.4 Частичная синхронизация точки подключения в автоматизированном режиме

	7.9.4 Редактирование параметров точки подключения
	7.9.5 Удаление зарегистрированной ресурсной системой
	7.9.6 Удаление точки подключения к ресурсной системе

	7.10 Раздел «Центры валидации»
	7.10.1 Настройка периодичности автоматического обновления CRL
	7.10.2 Автоматизированная публикация списка отозванных сертификатов CRL
	7.10.3 Экспорт актуального списка отозванных сертификатов CRL
	7.10.4 Управление центрами валидации
	7.10.4.1 Регистрация центра валидации
	7.10.4.2 Подписание запроса OCSP-сервера
	7.10.4.3 Просмотр карточки центра валидации
	7.10.4.4 Удаление центра валидации

	7.10.5 Управление точками распространения
	7.10.5.1 Создание пользовательской точки распространения
	7.10.5.2 Редактирование пользовательской точки распространения
	7.10.5.3 Редактирование автоматической точки распространения
	7.10.5.4 Удаление пользовательской точки распространения
	7.10.5.5 Создание кластера точек распространения
	7.10.5.6 Просмотр состава кластера точек распространения
	7.10.5.7 Редактирование кластера точек распространения
	7.10.5.8 Удаление кластера точек распространения

	7.10.6 Управление службами OCSP
	7.10.6.1 Создание пользовательской службы OCSP
	7.10.6.2 Редактирование пользовательской службы OCSP
	7.10.6.3 Редактирование автоматической службы OCSP
	7.10.6.4 Удаление пользовательской службы OCSP
	7.10.6.5 Создание кластера служб OCSP
	7.10.6.6 Просмотр состава кластера служб OCSP
	7.10.6.7 Редактирование кластера служб OCSP
	7.10.6.8 Удаление кластера служб OCSP

	7.10.7 Настройка технического решения «Центра валидации»
	7.10.7.1 Настройка с использованием веб-сервера Nginx
	7.10.7.2 Настройка с использованием веб-сервера Apache

	7.10.8 Получение файлов CRL, Delta CRL и AIA
	7.10.8.1 Получение файлов посредством запуска скрипта из состава программы
	7.10.8.2 Получение файлов посредством использования методов REST API

	7.10.9 Параметры точек распространения в сертификате

	7.11 Раздел «Журнал событий»
	7.11.1 Управление экранной таблицей
	7.11.2 Выборка событий с помощью фильтров
	7.11.3 Сортировка событий
	7.11.4 Поиск событий
	7.11.5 Карточка события
	7.11.6 Копирование события в буфер обмена
	7.11.7 Экспорт журнала событий
	7.11.8 Архивирование и очистка журнала событий

	7.12 Раздел «Шаблоны»
	7.12.1 Поиск шаблонов
	7.12.2 Сортировка шаблонов
	7.12.3 Карточка шаблона
	7.12.3.1 Вкладка шаблона «Свойства»

	7.12.4 Вкладка шаблона «Расширения»
	7.12.4.1 Вкладка шаблона «Компоненты имени сертификата»

	7.12.5 Создание нового шаблона
	7.12.5.1 Клонирование шаблона

	7.12.6 Редактирование шаблона
	7.12.6.1 Сохранение внесённых изменений в шаблон

	7.12.7 Удаление шаблона
	7.12.8 Массовая операция (удаления) с шаблонами
	7.12.9 Шаблоны MSCS
	7.12.9.1 Экспорт шаблонов из MSCS
	7.12.9.2 Загрузка шаблона MSCS

	7.12.10 Работа с шаблонами сертификатов
	7.12.10.1 Идентификатор шаблона

	7.12.11 Работа с идентификаторами расширенного использования ключа
	7.12.11.1 Создание пользовательского идентификатора расширенного использования ключа
	7.12.11.2 Удаление пользовательского идентификатора расширенного использования ключа


	7.13 Раздел «Настройки»
	7.13.1 Установка сертификата веб-сервера
	7.13.2 Разрешённые издатели
	7.13.3 Добавление Syslog-сервера
	7.13.4 Редактирование параметров Syslog-сервера
	7.13.5 Удаление Syslog-сервера


	8 Поиск и устранение неисправностей
	Приложение 1. Создание сертификата для субъекта
	1.1 Способы создания сертификатов
	1.2 Параметры криптографии сертификатов учётных записей пользователей и Центров сертификации
	1.3 Публикация сертификата в ресурсную систему
	1.4 Создание сертификата с закрытым ключом PKCS#12
	1.5 Создание сертификата субъекта по запросу
	1.5.1 Создание сертификата субъекта по запросу в разделе «Сертификаты»
	1.5.2 Создание сертификата субъекта по запросу в разделе «Субъекты»

	1.6 Создание сертификата субъекта на ключевом носителе
	1.6.1 Сообщения об ошибках при создании сертификата на ключевом носителе


	Приложение 2. Описание полей предустановленных шаблонов сертификатов
	Приложение 4. Правила валидации значений полей по умолчанию предустановленных шаблонов сертификатов
	Приложение 5. Описание предустановленных идентификаторов расширенного использования ключа
	Обозначения и сокращения
	Термины и определения
	Лист регистрации изменений

