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ABTOpCKME NpaBa, TOBAPHbIE 3HAKU, OrPaHUYEHNS

[aHHbIV LOKYMEHT, BKtOYas Noabop M pacnonoxeHne UANIOCTPaLUiA U
MaTepuanos B HEM, ABNSETC 06bEKTOM aBTOPCKMX NPaB U OXPaHSETCS B
COOTBETCTBMM C 3aKOHoAaTenbcTBoM Poccuiickoit ®enepaumnn. Obnanatenem
UCKNIOYMTENbHBIX aBTOPCKMX U UMYLLECTBEHHbIX NpaB siBnseTcs AO «AnapanH
P.0.».

Mcnonb3oBaHue 3TMx MaTepuanos NbbiM cnocoboM 6e3 NUCbMEeHHOro
paspelueHuns npaBoobnasaTens 3anpeLeHo U MOXeT NoBeYb OTBETCTBEHHOCTb,
npenycMOTPeHHyI0 3akoHoaaTenscteom PO. Mpu nepeneyatke u
MCNONb30BaHWM AAHHBIX MaTepUanoB NM6o Noboi nx yactu ccbinkn Ha AO
«AnapauH P.[.» obs3aTenbHbl.

BnasenblieM 3aperucTpupoBaHHbiX TOBAapHbIX 3HaKoB "AnapaunH”, Aladdin,
JaCarta, IMS, JAS, Secret Disk, SecurLogon, "Kpunto B[l", norotunos u
npaBoob6nafaTenemM UCKIIOUUTENbHbBIX NPaB HA UX AW3alH U UCNONb30BaHWeE,
NaTeHTOB HA COOTBETCTBYOLWME NpoayKTbl sBasietcs AO «AnaaauH P.O.».
Ha3BaHWs Npounx TeXHONOMMIA, NPOAYKTOB, KOMNAHWI, YNOMUHAOWMECS B
[aHHOM JOKYMEHTE, MOTyT SBNSATHCS TOBAPHBIMU 3HAKaMM CBOMX 3aKOHHbIX
BNAAenbLeB.

Orpauuqeuue OTBETCTBEHHOCTU

MHudopmaums, npuBea&HHas B JaHHOM JOKYMEHTe, NpefHa3HaveHa
MCKIIOUUTENBHO A1 03HAKOMIEHUS U He aBnseTcs ucuepnbiatoweit. Coctas
NpOAYKTOB, KOMMOHEHT, X QYHKLMK, XapaKTePUCTMKM, BEPCUM, JOCTYNHOCTb 1
np. MoryT 6biTb u3MeHeHbl AO «AnapaunH P.[1.» 6e3 npeaapuTenbHOro
YBEOOMNEHUSA.

AO «AnapauH P.[l.» He rapaHTUpyeT HU OTCYTCTBUS OWMBOK B LAHHOM
[LOKYMEHTe, HW TOro, YTO onMcaHHoe nporpammHoe obecneyenue (M0) He
copepxuT aedekToB, 6yaeT paboTaTb B NPOM3BOLHO BbIOPAHHBIX YCIOBUSX U
NpyY 3TOM yA0BNETBOPSTb BCEM TpebOBaHUSAM, KOTOPble MOTYT BbITb K HEMY
npeabsBieHbl.

AO «AnapanH P.[1.» He rapaHTupyeT paboTocnocobHOCTb HeneranbHO
nony4yeHHOro NporpaMMHoro obecneyeHuns. HeneranbHoe Ucnonb3oBaHue
nporpaMMHoOro obecneyeHus u AOKYMEHTaUWUM Ha Hero npecneayerca no
3aKOHYy.
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Bce ykasaHHble JaHHble 0 XapaKTepuCTUKax NpoAyKTOB OCHOBAHbI Ha
MEeXAYHapOAHbIX MU POCCUIACKMX CTaHAAPTaxX U pe3ynbTaTax TeCTUPOBaHMS,
NONyYeHHbIX B HE3aBUCMMbIX TECTOBBIX MM CEPTUPUKALIMOHHBIX TabopaTopusx,
160 Ha MPUHATBIX B KOMMNaHWKU MeToaukax. B aaHHoM pokymeHTe AO «AnananH
P.[.» He NpefoCTaBNSET HUKAKMX HU SIBHbIX, HX NOAPa3yMeBaeMbIX rapaHTUii.
AO «Anagaun P.0.» HE HECET OTBETCTBEHHOCTM (KAK B CUTY JOTOBOPA,
TPAXIOAHCKOTO NMPABOHAPYLIEHNSA, BK/TKOYASA XATATHOCTb, TAK 1 B
JIIOBOM MHOWM ®OPME) MEPEL BAMM U/ IKOBOM TPETHEM CTOPOHOWM 3A
JIHOBbIE MOTEPU UIN YBBITKUM (BK/TIOYAA KOCBEHHbIE, ®AKTUYECKME
MM NOBOYHbIE YBbITKM), BK/TIOYAS BE3 OTPAHUYEHWIA NKOBbIE MOTEPK
MNN YBbITKM NPUBbINIBHOCTU BU3HECA, MOTEPKO AOXOAHOCTU U
PENYTAUMM, YTPAYEHHYIO MM UCKAXEHHYIO MH®OPMALMIO 1IN
JOKYMEHTALMIO BCIEACTBME MCMNOJIb30BAHMA MPOTPAMMHOIO
OBECMEYEHNA U/UNX NOBOITO KOMIMOHEHTA OMUCAHHOIO NPOAYKTA,
OAXE EC/IN AO «Anapaun P.O.» BbIIO MMCbMEHHO YBEAOMJIEHO O
BO3MOXHOCTW MOAOBHbIX YBbITKOB.

locypapcTBeHHOE perynMpoBaHue U 3KCMOPTHbIM KOHTPOJIb
OnucbiBaeMblil B JAHHOM AOKYMEHTE NPOAYKT (MM NPOAYKTbI) MOXET ABNATLCS
UM copepxatb B cebe cpecTBO KpUNTOrpaguyeckoi 3auTbl MHGOpMaLMm
(CK3W), aBnstoweecs npeaMeToM 3KCMOPTHOTO KOHTPONS.

Bbl cornawaetech ¢ TeM, YTO NPOAYKT He ByAeT NOCTaBNATLCSA, NepefaBaTbCs UK
3KCNOPTMPOBATLCA B KaKyl0-1MbO CTPaHy, a TakxXe MCNoNb30BaTbC KakUM-11bo
npoTUBOpeYaLLMM 3aKOHY 06pa3oM.

Bbl rapaHTMpyeTe, YTo 6yaeTe cob0AaTb HakNaabiBaeMble Ha 3KCMOPT U
PeaKCnopT NpoAyKTa OrpaHUYeHus.

CBepeHus, NpuBeAEHHbIE B AAHHOM [OKYMEHTE, akTyasbHbl Ha AaTy ero
ny6amkaumm.

© AO «AnapauH P.[.», 1995—2025. Bce npaBsa 3alMLyeHbl
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JIMUEeH3MOoHHOE cornalieHme

MoxanyicTa, BHUMATENbHO NPOYUTANTE AAHHOE NULLEH3MOHHOE COornalueHune
npexge, 4eM MCnob30BaTb COAEPXKMMOE AAHHOTO KOMMNEKTa U/unu npexae,
4yeM 3arpyxaTb WAKM YCTaHaBAMBATb NporpaMMHoe obecneyexne.

Bce ykasaHus no ucnonb3oBaHWO NporpaMMHoro obecneveHus,
npepfocTaBisiemMble 3aKpbiTbiM akKLMOHEPHbIM oblwecTBoM "AnapamnH P. [." (nnu
No6bIM ero LOYEpHUM NPELNpUATUEM — KAXKA0€e M3 HUX YNIOMMHAEMOe Kak
"KOMMaHMA"), NOAYUHAIOTCS U BYAYT NOAUYUHATLCS YCNOBUSM, OTOBOPEHHBIM B
[aHHOM COrnaweHun. 3arpyxas 4aHHoe nporpaMMHoe obecneyeHune (kak
onpeneneHo fanee no TeKCTy) U/Mnu ycTaHaBNMBas AaHHOE NporpaMMHoe
obecneyeHne Ha Baw komnbloTep M/mnu Mcnonb3ys AaHHOE NPorpaMMHoe
obecneyeHne 1HbIM cnocoboMm, Bbl npuHMMaeTe AaHHOE COornalleHue u
CornawaeTech C ero yCI0BUAMM.

Ecnu Bbl He cornacHbl € AaHHbIM COMNALLEHWEM, He 3arpyxaiTe u/unu He
yCTaHaBNMBaMTe faHHOE NporpaMMHoe obecneyeHne U He3aMeaUTeNbHO (He
nosgHee 7 (CeMu) AHel C AaTbl 03HAKOMIEHUS C HACTOALLMM TEKCTOM) BEpHUTE
3T0T npoaykT B AO «Anapavi P.l.», ynanute aaHHOe nporpaMMHoe
obecneyeHne 1 BCe ero 4acTu CO CBOEro KOMMbIOTEPA M He UCMONb3YyiiTe ero
HWMKOUM 0Bpazom.

HacToswee nuueH3noHHoe cornawenue (aanee "CornaweHue") agnsercs
[l0rOBOPOM, 3aK/IKOUYEHHbIM Mexay Bamu (pu3nueckum nnm opuanyeckum
NULOM) — KOHeYHbIM nonb3oBatenem (aanee "Monb3osatens”) — n AO «AnapauH
P.[.» (nanee "KomMnaHua") OTHOCUTENbHO NEpeaayn HEMCKNIOUMTENBHOTO NpaBa
Ha MCMONb30BaHME HACTOSALLEro NPOrpaMMHOro obecneyeHus, SBSIOLLEroCcs
MHTENNEKTYanbHOM COBCTBEHHOCTbIO KOMNaHuu.

MpaBa 1 co6CTBEHHOCTD

OAHHOE COINALLEHME HE ABNSFETCA COMNALIEHMEM O MPOOAXE.
MporpamMMHoe obecneyeHne, BKIOUAs BCe NepepaboTku, UCNpaBneHus,
MoaudbrKaLmMm, AONONHEHUS, OBHOBNEHNS U/MN YCOBEPLLEHCTBOBAHMS K HEMY
(mnanee no BceMy TeKCTy W Nto6oit ero yacTu onpeaensemoe Kak MporpaMmHoe
obecneyeHue unu MNO), M CBA3aHHAs C HUM JOKYMEHTaUuMs npefHasHavaetcs HE
ONA NPOOAXW 1 sBnseTcs u 0CTaéTcs UCKAYUTENbHON COOCTBEHHOCTbIO
KoMnanuu.

Bce npaBa Ha MHTenneKTyanbHyt cOBCTBEHHOCTb (BKOYas, 6e3 orpaHUyeHui,
aBTOPCKME NpaBa, KOMMepYeckyto TaliHy, TOBapHble 3Haku, U T.4.),
NOATBEPXAEHHBIE UMW BKIOYEHHbIE B
NpUNOXeHHble/B3aMMOCBSA3aHHble/MMeloLLME OTHOLWEHWE K AAHHOMY
PYKOBOJACTBY, AdHHblE, COAepXaluMecs B HEM, a TaKkxe Bce npasa Ha 10
SABNAOTCA M ByAyT ABNATHCS COBCTBEHHOCTLIO UCKNOUMTENbHO KoMnaHuu.
[aHHoe cornaweHve He nepenaét Bam npaea Ha MporpamMmHoe obecneyerue, a
NULWb NpefoCTaBNseT OrpaHUYeHHOe NPaBO Ha UCNONb30BaHWeE, KOTOpoe
NOANEXUT OTMEHE COrNacHo yCioBMAM OaHHOIO Cornawenus. Huuto B A3aHHOM
CornaweHuu He NOATBEPXAAET 0TKa3 KoMmnaHuu ot NpaB Ha UHTENNEKTYaIbHYIO
CO6CTBEHHOCTb NO KakoMy 6bl TO HM 6bIIO 3aKOHOAATENLCTBY.

Jiuuensua

KoMnaHus HacToswmum npenoctaenset Bam, a Bbl nonyyaeTte uHaMBMAayanbHoe,
HEeWUCKKYUTENBHOE M 0T3bIBAEMOE OrPaHMYEHHOE NPaBO Ha UCMONb30BaHUE
nAaHHoro [0 Tonbko B popMe UCNONHAEMOTO KOAA, Kak ONMCaHO B NMpuiaraemMon
K MO TexHn4ecKon/3KcnnyaTauMoHHOM JOKYMEHTALMK, U TONBKO B COOTBETCTBUU
C YCNOBUSIMU I@HHOTO

Cornawenums:

Bbl MOxeTe ycTaHoBKTb 10 1 MCMOAB30BaTL €ro Ha KOMIMbloTepax,
pacnonoXeHHbIX B Npefenax Baiero npeanpuatus, kak onucaHo B
COOTBETCTBYHOLLEN TEXHUYECKOM/3KCNNYaTaLMOHHOM AokyMeHTauum MO v B
HaCTOSLLEM COMNALIEHUM.
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Bbl MoxeTe fno6aBuTb/NpucoeanHuTs MporpaMMHoe obecrneyeHne kK
nporpaMmam asi MoBUNbHbIX YCTPOICTB C €AUHCTBEHHOM LieNblo, ONMUCAHHOMI B
nanHom CornaweHnun. MNprHMMas ycnoBrs HaCToOSALWEro cornaenus, Bol
cornawaerech:

- He UCMOoNb30BaTb, He MOAM(ULMPOBATbL U He BblAABaTb CYyBNULIEH3MM Ha
naHHoe MporpaMMHoe obecrneyenne u noboe apyroe MO Komnanuu, 3a
MCK/IOYEHNEM ABHbIX pa3peleHnit B faHHoM Cornalennu;

- He MOAMDULMPOBATb, HE I@MOHTMPOBATb, HE JEeKOMMUIMPOBATh, HE
PEKOHCTPYMPOBATh, HE BULOM3MEHSATb M HE pacluMpsaTb AaHHoe lMporpaMMHoe
obecneyeHne 1 He NbITaTbCH PacKPbITb (MONYUNUTL) UCXOAHbBIE KOAbI AAHHOTO
MporpaMmHoro obecneyeHus;

- He nomewaTb JaHHoe [porpamMmmHoe obecneyeHne Ha cepsep C
BO3MOXHOCTbIO AOCTYNa K HEMY TPETbUX JINL, YEPE3 OTKPbITYIO CeTb;

- He MCMOMb30BaTb Kakue Obl TO HK BblI0 pe3epBHbIE MM apXMBHbIE KOMUK
naHHoro MNporpaMmHoro obecneyenus (v No3BonsTb KOMy-NMbo ewwé
MCMNOMb30BaTh TakMe KOMuK) C Ntoboi MHOM LieNblo, KPOMEe 3aMeHbl ero
OPUTMHANBHOTO 3K3eMMNAsApa B Cly4ae ero paspyweHns Uan Hannumns aedexTos.

Tpe60BaHMA K UCNONb30BAHUIO

lMporpaMMHoe obecneyeHne AOMKHO MCMO/b30BATLCS U 0BCNYXKMBATLCS CTPOrO
B COOTBETCTBMUM C OMUCAHUSIMU U UHCTPYKLUMAMM KOMNaHWUK, NpUBEAEHHBIMU B
[aHHOM W ApYrux fokymeHTax KoMnaHuu, B TOM uncie Ha nopTane oHnaiH
[lOKyMeHTauumn ans paspabotumnkos Komnanuu (http://developer.aladdin-rd.ru/).

Ucnonb3osanue MO
Monb3oBaTens Bnpase:

- BoCnpounseoauTb M0 nyTéM 3anucu ero B NaMaTb 3NEKTPOHHO-
BbIYUCUTENbHbIX MALWKMH [Monb30BaTeNs, orpaHMYeHHOe NPaBoOM UHCTaNSALUM,
KONMpOBaHMA 1 3anycka nporpamMm ans BM;

- BcTpausaTb MO nobbiM cnocoboM B NpoayKThl U pelweHus MNonb3osaTens;

- pacnpoctpaHaTb MO0 nobbiM cNOCO6OM UCKNIOUNTENBHO B COCTaBE NPOAYKTOB U
peweHwit Monb3oBatens.

Mpu ncnonb3osaHuK 1 pacnpoctpaHeHnn MO Monb3osatens 06s3aH
PYKOBOLCTBOBATHLCA AEMCTBYIOWMM 3aKOHOAATENbCTBOM Poccuiickoi
Depfepaunu U MEXAYHAPOAHBIM 3aKOHOAATENbCTBOM, YUNUTLIBAS OFPaHUYEHUS 1
[ononHWUTeNbHble TpeboBaHMs, KOTOPble MOTYT BO3HMKATb B CBS3U C 3KCMOPTOM
wudpoBanbHbIX (KpunTorpaduyecknx) CpeacTs ¢ Tepputopumn Poccuiickon
®depepaummn M UMNOPTOM TaKUX CPELCTB B Apyrue CTpaHbl. B yactHocTy,
OrpaHUYeHus 1 JONONHWUTENbHbIE TpEBGOBAHMS MOTYT BO3HUKATb NpU
pacnpoctpaHeHuu N0 Yepes MarasuHbl NPUNOXKEHUI, COAepXKaLLMe pasnnyHble
NpUNOXEHUS AN MOBUNbHBIX YCTPOMCTB.

YCnoBUs UCMOb30BAHUS, U3NOXKEHHbIE B HACTOSILLEM COMMALLEHUM, AECTBYIOT B
OTHOLIeHUK Bcero coaepxumoro MO, B YaCTHOCTU B OTHOLLIEHWU:

- Au3aiiHa (rpadmkK, pacnonoxeHns sneMeHToB 0QOPMAEHNS U T.N.);
- BCEX MHbIX 3IEMEHTOB, B TOM UMCNe M306paxeHnit, GOHOrpamMm, TEKCTOB.

MonyyaeMsie Monb3oBaTeNEM HEUCKIKOUUTENbHbIE UMYLLECTBEHHbIE MPABa He
BK/IOYAIOT NPaBa Ha nepefavy TPETbUM KLAM Kakux-11bo npas Ha
BCTpauBaHue, BOCNPOU3BELEHUE, PACTIPOCTPAHEHUE U UCMONb30BaHKE
nporpamm ans OBM He B coctaBe NpoaykToB M pelweHnuii MNonbsosaTens.
KoMnaHus coxpaHsieT 3a coboii Bce UCKtouUTeNbHbIe NpaBa Ha M0 u Bxoaawme
B HEr0 KOMMOHEHTbI, BK/OYAs NpaBa Ha NPeAoCTaBNEHUE HEUCKIOUYUTENbHBIX 1
UCKIOYMTENbHBIX MPaB TPETbUM IULAM.

lMonb3oBaTenb BNpaBe OCYyLLECTBASTbL UCMonb3oBaHue M0 B npeaenax,
npeAycMOTPeHHbIX HacToAwMM CornaleHnem, UCKIUUTENBHO Ha TEpPUTOPUM
Poccuiickoit Denepaunu.
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06cnyXuBaHue 1 NoaAepxKa

KoMnaHus He HecéT 06s3aTenbCcTB N0 NPeaoCcTaBNEHUI0 NOAAEPXKKH,
obcnyxuBaHus, MoandUKaLMM UnKn Bbixody HoBbIX pennsos MO.

Orpauuqeuuaﬂ rapaHTusa

KomnaHus rapaHTupyer, 4To nporpaMMHoe obecneyeHne ¢ MOMeHTa
npuobpetenus ero Bamu B Teyenne 12 (oBeHapuaTh) mecsues byaet
(YHKLMOHMPOBATL B MOJHOM COOTBETCTBUM C €ro
TeXHWUYEeCKOI/3KCNNyaTaLMOHHOM JOKYMeHTalmel, npu ycnosuu, yto MO 6ynet
MCMONMb30BaTbCSA Ha KOMMbIOTEPHOM annapaTHOM obecneyeHnn u ¢
onepaLmMoHHOM CUCTEMOW, NS KOTOPO# OHO BblNo paspaboTtaHo.

OTKas oT rapaHTUM

KoMnaHus He rapaHTUpyeT, YTo NporpaMMHoe obecrneyeHune byner
COO0TBETCTBOBATb BalwmM xenaHusam u TpeboBaHMaM, unm uto ero pabota byaer
6ecnepe6oitHoit unu 6esowmboyHoi. B 06bEME, NpeaycMOTPEHHOM
3aKOHOAATeNbCTBOM P®, KOMNaHWS OTKPBITO OTKA3bIBAETCS OT BCEX FrapaHTUM, He
OrOBOPEHHbIX 34eCb, OT BCEX MHbIX NOAPa3yMeBaeMbIX rapaHTuii. Hu oauH us
[MNepoB, ANCTPUGLIOTOPOB, NPOAABLIOB, areHTOB UMW COTPYAHMKOB KOMNAaHWUU
He YNONHOMOYEH NPOU3BOAUTE MOAUDUKALMM, PACLIMPEHUS MU AOMONHEHUS K
[laHHOI rapaHTUK.

Ecnu Bbl nponssenu kakne-nubo moandukaumm MO unum noboit n3 ero yactei
BO BpeMSsi rapaHTUitHoro nepuoga, M0 noasepraock NoBpexaeHuio,
HEOCTOPOXHOMY WUNK HempaBUIbHOMY obpalueHuto, ecnu Bbl Hapywunmn noboe
13 ycnoBui Hactosiwero CornaleHus, To rapaHT1s, ynoMsaHyTas Bbille B
paspene 5, 6yneT HeMedNeHHO NpeKpaLleHa.

[apaHTua HepeicTBUTENbHA, ecnn O ucnonb3yeTcs B COYETaHUU C UHBIM
annapaTHbIM U/WAX NPOrpaMMHbIM 0becneyeHneM, OTIUYHBIM OT OMMUCAHHBIX B
TEXHWUYECKOM/3KCNNYaTaLMOHHOM JOKYMEHTALIMK, AU UCNONb3YEeTCS Ha
KOMMbtoTepe C N06bIM YCTaHOBNEHHbIM HENULLEH3UOHHBIM MPOrPaMMHbIM
obecneyeHnem.

OrpaHuquue BO3MeLleHnsa

B cnyyae HapyleHUs rapaHTUK, OroBOPeHHON Bbile, KoMnaHus MoXeT no
COBCTBEHHOMY YCMOTPEHMUIO:

- 3aMeHuTb 10, ec/In 3T0 He MPOTUBOPEUUT BbILIEYNOMSIHYTOMY OrpaHUYEHUIO
rapaHTuu;

- BO3MECTUTb CTOMMOCTb, BbinnayeHHy Bamu 3a M0O.

[apaHTUiiHble TpeboBaHMS [OMKHbI ObiTb BbICTABNEHbI B MUCbMEHHOM BUAE B
TeyeHue rapaHTUIMHOro Nepuoaa, HoO He nosaHee 7 (CemMu) AHel ¢ MOMeHTa
obHapyxeHus pedekTa, u coaepxaTb B cebe noaTBepxaeHUS,
ynosnetBopstowme Komnanuto. Bcé MO (Bce ak3emnnspbl, MMetowwuecs y Bac)
[OMKHO 6bITb BO3BpaLLeHOo KoMnaHuu 1 0TnpaBaeHO BO3BPaLLAKOLLEN CTOPOHOM
C ONMNAYEHHOM CTOMMOCTbIO NEPEBO3KM U, NPU HEOHBXOAMMOCTU, CTPAXOBKMU.
Sk3emnnsapbl MO LOMKHbI BbITb OTAPABAEHbI C KONUEN NNATEXHbIX LOKYMEHTOB
U HaKNnagHbIX.

WUcknioueHne KoCcBEHHbIX YObITKOB

CTOpOHbI NpMU3HatoT, 4To MporpaMMHoe obecneyeHne He MOXeT BbiTb
NONHOCTbIO NIULLEHO OWKBOK. KOMNaHUs He HECET OTBETCTBEHHOCTM (KaK B CUNy
[l0roBOPa, rPaxAaHCKOro NMPaBOHAPYLIEHUS, BKIOYAS XaNaTHOCTb, Tak U B
nio6oii uHoit hopme) nepen Bamu unu nioboii TpeTbeit CTOpoHON 3a Ntobble
NoTepu UK yBbITKK (BK/THOYAs KOCBEHHbIE, GaKTUYeCKUe, NOBOYUHbIE UK
noTeHuManbHble ybbITKK), BKOYas, 6e3 orpaHuyeHuid, ntobble notepu unm
yBbITKM MPUBLITLHOCTU GU3HEC, NOTEPHO AOXOLHOCTH MU PEMyTaLmK,
YTPAUYeHHYH UM UCKAKEHHYIO MHPOPMALIMIO UM [OKYMEHTALMIO BCeACTBME
KaKoro-nMbo 1cnonb3oBaHUsA AAHHOTO NPOrPaMMHOTO 06ecneyeHus u/mnm
Nto60# KOMMOHEHTbI JAHHOTO MO, AAXe eC/IM KOMMNaHWS NUCbMEHHO YBEAOMNEHA
0 BO3MOXHOCTM NMOA0GHBIX YBbITKOB.

RU.A/N0E.03.01.020 32 01-1

OrpaHquHMe OTBETCTBEHHOCTHU

B cnyvae ecnu, HECMOTPS Ha YCIOBUS LAHHOTO COMALIEHUSs, KOMMAHUs
NpW3HaHa OTBETCTBEHHOM 3@ YBbITKM HA OCHOBAHUM KaKMX-IMBO LeheKTOB unm
HECOOTBETCTBMA NPOrPaMMHOro obecnedeHns Bawmum oxuaaHuaMm, noaHas
OTBETCTBEHHOCTb 33 Kbl 3K3eMnnsip edeKTHOro NporpaMMHoro
obecneyeHus He 6yaeT NpeBbIWaTb CYMMbI, BbinnayeHHoi Bamu AO «AnanauH
P.0.» 3a 370 MNO.

nperameHue AENCTBUA cornawieHms

B cnyyae HeBbinonHeHns Bamu ycnosuii aanHoro Cornawenus neictene Baweit
nvueH3sumn u Hactoswero Cornawenus 6yaet npekpaleHo.

lMocne npekpalleHns AeicTBUS 4aHHOTO JIMLLEH3MOHHOTO COrnalleHns:

- IMLEH3Ms, NpefocTaBneHHas Bam paHHbIM CornalleHneM, npekpaLwaeT cBoé
[AevicTteue, n Bbl nocne eé npekpalleHus He CMOXeTe NpoAoMKaTh AdNbHelllee
MCcnonb3oBaHue JaHHOro MporpaMMHOro obecneyeHns U Apyrux IMLEH3UOHHbIX
MpoaykToB;

- Bbl HE3aMeAMTeNbHO BepHETe B KoMnaHuio Bce ak3emnaspsl M0 1 Bce konum
TakoBOro M/unu cotpéte/ynanute nobyio MHGOPMaLMIO, COAEPXKALLYIOCS B
3/1eKTPOHHOM BUAE.

anMeHMMOG 3aKOHOAATeNbCTBO

[anHoe CornaweHune A0MKHO BbiTb MCTONKOBAHO M ONpeaeneHo B COOTBETCTBUM
C 3aKoHoAaTenbCcTBOM Poccuiickoit Penepaumu (3a UCKOUEHNEM KOHDAKKTA
NpUMeHEHUs MPaBOBbIX HOPM), U TONIbKO POCCUIACKMIA CyA, YNONHOMOYEH
OCYLLECTBNATb NPABOCYAUE B Nt0BbIX KOHDAMKTAX M CMOPAX, BbITEKAIOLWMX U3
naHHoro CornaweHus. HeBO3MOXHOCTb Ans N060# M3 CTOPOH BOCNOAb30BATLCS
no6bIM U3 NpaB, NpeAoCTaBNeHHbIX e No AaHHOMy CornalleHuto, N NpUHATL
Mepbl NPOTUB APYroii CTOPOHbI B Cllyyae t060ro HapyLeHus cBouX
06s3aTenbcTB No CornaweHnto He AOMKHO PacCMaTPMBATLCA Kak OTKas 3TOW
CTOPOHbI OT NOCAEAYIOLLEro MOHYKAEHUS K MPU3HAHMIO CBOMX NPaB MK
COBEPLUEHUIO NOCNeAYIOLMX AEUCTBUIA B Cly4ae AanbHeNLLMX HAapyLLEeHWA.
[ocynapcTBEHHOE perynnMpoBaHUe U 3KCMOPTHbINM KOHTPONb

Bbl cornawaeteck c Tem, yto M0 He 6yaeT Bamu noctaBnsTbcs, nepesaBatbcs
WM 3KCMOPTMPOBATLCS B KaKylo-MB0 CTPaHy, a Take UCMOob30BaTbCs KaKUM-
160 NPOTUBOPEYALLMM 3aKOHY M YCIOBUSM HACTOALLEro CornaweHns obpasom.
MO sBnsieTcs NpeaMeToM LOMNOMHUTENBHOMO SKCMOPTHOrO KOHTPOSS,
oTHocawerocs K Bam nnu Baweit topucamkumu. Bol rapaHtupyerte, uto byanete
cobntoaTb HaknaablBaeMble OrpaHUYeHns Ha 3KCmopT 1 peakcnopt MO.

PasHoe

Hactosiwee CornaweHnue npeacrasnseTt coboi NonHoe cornawlexHue,
OTHOCALLEECS K JAHHOW NIMLEH3UM, U MOXET BbiTb M3MEHEHO TONbKO
nocpeACTBOM MUCbMEHHOTO COMNAaLIEHUs, MOAMMCAHHOTO 06EMMU CTOPOHAMMU.
Ecnu BbinonHeHue Kakoro-nnbo ycnosus Hactosiwero CornaweHus
NpeacTaBnseTcs HEBO3MOXHbIM, TaKoe ycnoBue ByAeT CKOPPEKTUPOBAHO TONBKO
B npeAenax, o6ecneynBaloLLUX BO3MOXHOCTb BbIMONHEHUS AAHHOTO YCNOBUS.

A MPOYMTAN U NOHAN HACTOALLEEE IMLEH3MOHHOE COMMALLEHME U
COIMNACEH BbINOJIHATbL BCE Er0 YCJ1OBMA.

A NMPUHUMAKO OAHHOE NIMLUEH3MOHHOE COTNALLEHME LEENTIMKOM.

EC/IN 4 HE NPUHUMALO 3TO NIMLLEH3MOHHOE COTNALLEHWE UM XOT4 Bbl
OOWMH U3 ETO NYHKTOB, TO JAHHOE IMUEH3MOHHOE COMMALLIEHME HE
BCTYMAET B CMITY, U 4 OBA3YIOCb HE YCTAHABJ/IMBATb M HE
MCMNOb30BATb JAHHOE MPOrPAMMHOE OBECIEYEHME.
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AHHOTauua

Hactoawwuii pokymeHT npepcraBnsetr coboi nepByld 4acTb PYKOBOACTBA aAMWMHMCTPATOPa MNPOrpaMMHOro
cpenctea «LleHTp ceptudmkatoB poctyna LleHTp ceptudmkatoB poctyna Aladdin Enterprise Certificate Authority
Certified Edition»™.

[lokyMeHT npegHasHayeH Ang aAMUHUCTPATOPOB MporpamMmHoro cpencrtea «LleHTp ceptudwmkatosB pocryna
LleHtp ceptndmkatoB goctyna Aladdin Enterprise Certificate Authority Certified Edition», pernamenTupylowmx npaea
[OCTyna cybbekToB K 06beKTaM M BBELEHME OrpaHMYEHMIA HA AEMACTBMS NOMb30BATENEN, @ TAKXKE HA M3MEHEHUE YC/I0BUIA
3KCnAyaTaumm, COCTaBa U KOHOUIypaLuMm NpOrpaMMHbIX M MPOrpaMMHO-annapaTHbIX CPeacTB.

PykoBoacTeo onpepensieT nopspoK MOArOTOBKM M YCTAaHOBKM MPOrpaMMHOro cpepctea «LleHTp ceptudumkaros
poctyna LUeHtp ceptudumkatos poctyna Aladdin  Enterprise Certificate Authority Certified Edition». [lepen
3KCNAyaTauMen NPOrpaMMHOro CpeACcTBa PEKOMEHAYETCS BHUMATENIbHO 03HAKOMMUTLCS C HACTOSALLMM PYKOBOACTBOM.

MHCTPYKUMM NO YCTaHOBKE CTOPOHHEro nporpaMMHoro obecneyeHus NnpuMBefeHbl B O3HAaKOMWUTENbHbIX LENsXx,
4ns nonyvyeHus 6onee TOUHOM MHPOPMALMM PEKOMEHAYEM O3HAKOMMUTCS C aKTyaslbHOM MHCTPYKUMEN NO YCTAHOBKE M
HaCcTpoVike NPOAYKTOB Ha 0PULMANbHbIX CaTax NMPOU3BOAUTENEN.

XapakTep M3Nn0XeHUs MaTepuana AaHHOrO PYKOBOACTBA MPeAnofaraeT, YTo Bbl 3HAKOMbl C OMEpaLMOHHbIMU
cMcTeMaMu ceMencTBa Linux, Ha KOTopbix paboTaeT nporpamma v Bnageete 6a30BbIMU HABbIKAMU 3AMUHUCTPUPOBAHUSA
Ans paboTbl B HUX.

Hactoswuii  [OKYMEHT OpMEHTMPOBAH Ha AAMWMHMCTPATOPOB 6€30MacHOCTM, OTBETCTBEHHbIX 3@ YCTAHOBKY,
HaCTPOWKY W COMPOBOXAEHWNE CMCTEM HE30MaCHOCTM OpraHM3aLumn.

Hactoawmii  nokyMeHT cooTBeTcTBYeT TpeboBaHMAM K pa3paboTke 3KCMAyaTaUMOHHOM AOKYMEHTauuu,
onpeaenéHHbiM B METOAMYECKOM OoKyMeHTe «TpeboBaHusa no 6e3onacHOCTM MHPOpMaLMK, YCTaHABIMBAIOLWME YPOBHU
[loBepus K CpefcTBaM TEXHUYECKOM 3aLmTbl MHPOPMALMK U cpeacTBaM obecneyveHns 6e30NacHOCTU MHMOPMALMOHHbIX
TEXHONOrMM», yTBepxaéHHoro npukasam MCTIK Poccum ot 02 monsa 2020 r. N276 no 4 ypoBHIO foBepums.

Tabnuua 1 — CooTBeTCTBME AOKYMEHTALMM TpeboBaHMSAM f0BEPUS

TpeboBaHus poBepus
(16.1 PykoBoacTBO agMMHUCTpaTopa Paszpen HacTosiLero LOKYMeHTa, B KOTOPOM MPeACTABIEHO CBUAETENbCTBO
LOMIKHO COAEPXKaTb OMNUCaHue)

LenCcTBMi No NpMEMKE NOCTAaBNEHHOTO yactb 1, pasgen 3 «[eictBug no MpuMEMKE NPOrpaMMHOIO KOMMOHEHTA
cpeacTea “LeHTp ceptudumkaummn Aladdin Enterprise Certification Authority”»

[LlercTBUii No 6e30MacHOM YCTaHOBKE U yactb 1, paspen 1, noppasnen 1.8 «[eiicTBua no 6e30nacHoi yCTaHOBKE U
HacTpoike cpeacTea HacTporKke NporpaMMbi»

[eincTBuii No peanmsaunmn GyHKUUMI
6e3onacHOCTM cpeabl
(bYHKLMOHMPOBAHUSA CPeLCTBa

vyactb 1, pasgen 1, nogpasgen 1.9 «[lelcteua no peanusaumn yHKUWM
6e3onacHoCTH cpenbl GYHKLMOHUMPOBAHWUS NPOTrPaMMbI»

ﬂ,OKYMEHT pPEKOMEHAOBAH KaK as4 nocnenoBaTe/ibHOro, Tak 1 ans Bbl60pOLIH0FO n3yvyeHuq.

! lanee no fOKYMEHTY — NporpaMma, nporpaMMHoe cpeactso, Aladdin eCA CE
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1 BBEAEHUE

1.1 O6nacTb NnpUMeHeHunA

MNporpammHoe cpenctBo «LleHTp ceptudukatoB poctyna LleHtp ceptudwmkaTtoB poctyna Aladdin Enterprise
Certificate Authority Certified Edition» RU.A/10E.03.01.020 (panee - LleHTp cepTuduMKaTOB [OCTYNa) NPUMEHSETCS Kak
3/IEMEHT CUCTEM 3aLUMTbI MHPOPMALMM aBTOMATU3UPOBAHHBIX (MHOOPMALLMOHHBIX) CUCTEM U UCMONb3YeTCS COBMECTHO C
APYrMMM CPeACTBaMm 3aluTbl MHPOPMaLMK NPU UAEHTUDUKALMKM M CTPOrOiM ayTEHTU(dMKALMM CYObeKTOB? U 06HLEKTOB
[0CTyna® B aBTOMaTU3MPOBAHHOM (MIHOPMALMOHHOW) CUCTEME.

1.2 CocTaB NporpaMMHOro cCpeAcTBa

LeHTp cepTMduKaToOB AOCTYNa BKAKOYAET:

e nporpamMmHoe cpeactBo  «LeHtp ceptudmkaumm Aladdin  Enterprise  Certification  Authority»
RU.ANNOE.03.01.038 (nanee - nporpaMMHoe cpenctso unu LleHTp ceptndumkaumm Aladdin eCA), coctosiwee m3:

- nporpammHbii  kKoMnoHeHT «CepBepHass u4actb LeHTpa ceptudukaumm»  RU.AJIAE.03.01.040.
MporpaMMHbIVi KOMMOHEHT peanusyeT GYHKLMU NPOrpaMMHOro CPeLCTBa, AJ18 BbIMONHEHUSI KOTOPbIX OHO
npeLHa3Ha4YeHOo B 33A4aHHbIX YCNOBUSAX NPUMEHEHMS;

— MpOrpamMMHbIM  KOMMOHeHT «KnueHTckas udactb uUeHTpa ceptudukaumm»  RU.ANLE.03.01.041.
MporpaMMHbIM  KOMMOHEHT peanu3yeT UHTepderc, C MNOMOLWb0 KOTOporo obecneynBaeTcs
B3aMMOJeEWCTBME MO/Mb30BaTeNis M MpPOrpaMMHOr0  KoMnoHeHta «CepBepHas uyactb LleHTpa
ceptuduKkaumn;

e nporpamMmHoe cpeactBo  «lLleHTp  peructpaumm  Aladdin  Enterprise  Registration  Authority»
RU.A/1OE.03.01.051 (nanee - LleHTp pernctpauuu Aladdin eRA), cocToauwiee us:

- nporpammHbIii komnoHeHT «CepBepHas yactb LleHTpa permuctpauun» RU.AJIAE.03.01.052. MNMporpaMMHbIi
KOMMOHEHT peanusyeT (QYHKLUMM NPOrpaMMHOr0  CPeACTBa, AJ1S  BbIMOJMHEHUS  KOTOPbIX OHO
npeaHa3HavYeHo B 3afaHHbIX YCTOBUSX MPUMEHEHUS;

— MpOrpamMMmHbIM  KOMMNOHeHT  «KnueHTckas yactb  LleHtpa  peructpaumm»  RU.AJIOQE.03.01.053.
[porpaMMHbIM  KOMMOHEHT peanu3yeT uMHTepderc, C NOMOLWb KOTOporo obecneymBaeTcs
B3aMMOJeEeNCTBME NO/b30BATENA U MPOrpaMMHOro KoMnoHeHTa «CepBepHas Yactb LleHTpa pernctpaumms;

e MporpaMMHOe CpeactBo «YTMauTa KoOHTpons uenoctHoctr 2.0»* RU.ANME.02.13.002-09. Mporpamma
npeaHasHavyeHa Ans KOHTPOAS LEeNOCTHOCTU UCMONHAEMbIX Gaitnos v auctpubytueos LleHTpa ceptudumkatos goctyna;

e  CpencTBO KpunTorpaduyeckoi 3awmTbl MHGopMaummn «Kpuntolpo CSP» > Bepcumn 5.0 R3 KC1 (McnonHeHue
1-Base) XXTAM.00101-03 unu Bepcum 5.0 R3 KC2 (cnonHeHue 2-Base) XKTAN.00102-036. CpenctBo KpunTorpacbuyeckoi
3awwuTbl Hdopmauum (nanee - CK3M) npefHa3Ha4yeHO ANS CO34AHUS, XPAaHEHUS U yAANEHUS KNHoYeBbIX Nap (OTKPbITbIN
W 3aKPbITbIA KHOUM) LLEHTPOB CcepTUdUKALMN MHPPACTPYKTYPbl OTKPBITbIX KYeR, CO34aHUS KNoYeBblX Nap (OTKPbITbIM U
3aKpbITbIM K/HOYM) NONb30OBaTENEN U CPEACTB BblYUCIUTENBHOM TEXHUKM (YCTPOMCTB), reHepauuun n npoBepku LUudposomn
NMOAMNMUCK, A TAKXKE 4S9 UAEHTUDMKALUK, ayTEHTUPUKALMM, WMPPOBAHUS U UMUTO3ALLMTLI TLS-coeanHeHui;

2 CybbekTaMu [OCTYNa MOryT ABAATbCA Kak (du3nyeckue nuua (Nonb3osaTenn), Tak M pecypcbl aBTOMaTU3MPOBaHHOM WMHGOPMALMOHHOI
CUCTEMDI, @ TaKXKe BblYUCIUTENbHbIE MPOLECCHl, MHULMMPYIOLLME MONYYEHWE M MOAMydalolye [OCTYN OT UMEHW Mosb3oBaTeneil, NporpaMMm, CpeacTs
BbIYUC/IUTENBHOM TEXHUKU U LPYTUX MPOrPaMMHO-annapaTtHbIX YCTPOMUCTB MHPOPMALIMOHHO-TENIEKOMMYHUKALMOHHOM MHPPACTPYKTYPbI.

®. O6beKT 40CTyNa NpeacTaBnseT coboi OfiHy U3 CTOPOH MHGOPMALIMOHHOTO B3aMMOAENCTBMS, NPEAOCTABNSIOLLY 4OCTYN.

4 ANropuT™ pacueta KOHTpOonbHbIx cymMMm no FOCT P 34.11-2012, 256 6uT.

5 M3nenus He BXOAST B KOMMMEKT nocTasku LieHTpa cepTudmkaTos 4OCTYNa M NPMOBPETAIOTCA 3aKa3uMKOM CaMOCTOSTENbHO.

6 Hactpoiika B3ammogeitcteua Lientpa ceptudmkaumnm ¢ CK3U «Kpuntolpo CSP» onucara B Mpunosxenun 5.
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e nporpaMMHo-annapaTHblid Kpuntorpapuyeckuit mogyns «Kpuntollpo HSM» Bepcun 2.0 XTAK.00096-01
(ucnonHenne 1K, komnnektaums 1 wnm 2). MNporpaMMHo-annapaTtHbli Kpuntorpadpuueckuin moaynb (nanee - [MAKM)
npegHasHayeH [Ans CO34aHWS, XpPaHEHUS W YAANEHUS KAYEeBbIX Map (OTKPbITbIA WM 3aKPbITbIA K/KOUYM) LIEHTPOB
cepTuduUKaUMM  MHPPACTPYKTYPbl OTKPbITBIX KAKOYEN, CO34aHUSA KAYEBbIX Map (OTKPbITHIM M 3aKPbITbIM  K/HOUM)
nonb3oBaTenen U CPeacTB BblYNCINTENLHON TEXHUKM (YCTPOMCTB), @ TaKXKe reHepaLuumn u NnpoBepku LMGpoBon noanucu.

1.3 OyHKuuK LleHTpa cepTUPUKaATOB A0OCTYNA

MporpamMMHoe cpeactBo «LleHTp ceptndumkatos goctyna LieHtp ceptudukatos goctyna Aladdin Enterprise Certificate
Authority Certified Edition» peanusyet cnepytowme dyHKUMK, AN BbINONHEHWS KOTOPbIX OHO MpeAHa3Ha4YeHo B 33[aHHbIX

yanoBUAX NpUMeHeHUA:

e (QopMMpOBaHME UAEHTUPUKALMOHHOW MHDOPMALMM, HeobXoAMMOM Ons  BbIMyCcka CepTMdMKATOB
6e3onacHocTH (UMdpOoBbIX CepTUHUKATOB) MONb30BaTENEN U CPEACTB BbIYUCIUTENIBHON TEXHWUKM (YCTPOWCTB) Ha OCHOBE
[aHHbIX, NOMYYEHHBIX NPKU NEPBUYHON MAEHTUMKALMM HEMNOCPEACTBEHHO OT NO/b30BaTeNel U CPefCTB BblYUC/IUTENbHOM
TEXHUKM (YCTPOWCTB) uepe3 3asBKy Ha BbiNyck cepTudukatoB 6esonacHoctn (uMbpoBbiXx cepTUdUKaToB), NMBO
MOMYYEHHbIX OT LJOMEHHOW CNyXXObl KaTaNIoroB UK YNOJIHOMOYEHHbIX NOb30BaTeNew;

e BbINYCK M 0b6CnyxuBaHWe cepTUdUKATOB 6E30MacHOCTM (UMPPOBBLIX CepTUPMKATOB) NONb3OBATENEN U
CpeacTB BbIYUCIUTENbHOW TEXHUKM (YCTPOMCTB), B TOM yucne:

- CO3[aHMe KNKYeBbiX Nap (OTKPbITbIA M 3aKPbITbIM KAKOYM) NONb30BATENEN U CPEACTB BblYMCIUTENBHOM
TEXHUKM (YCTPOWCTB);

- dopmupoBaHue cepTudumkaTos 6esonacHoCcTH (LMdpPoBbIX CepTUDMKATOB) A4S NONb30BaTenen U CpeacTs
BbIYMCIIUTENbHOM TEXHUKM (YCTPOMCTBY);

- dopMMpoBaHWe 3a9BOK Ha BbIMycK cepTudukaToB 6He3onacHocTn (umMdpoBbix cepTuduMKaToB) Ang
nonb3oBaTenen U CpeacTB BbIYUCIUTENbHON TEXHUKM (YCTPOMCTB);

- Bblaaya ceptudukaTos 6esonacHocTH (LMDPOBLIX CEPTUDUKATOB) AN UX UCMONb30BAHUS BNALENbLAMY;

- LeHTpanM30BaHHOe aBTOMaTMyeckoe (aBTOMATM3MPOBAHHOE) OTCNEXMBAHME  aKTyasbHOCTM  (C
yBeAOM/IEHWEM BfafdenbLeB O Cpokax [OencTBus) cepTudukatoB 6e3omacHOCTU  (LMPPOBbIX
cepTMdUKaToB);

e  BbiNycK U 0bcnyxmBaHue ceptudmkaTtoB 6esonacHOCTU (LMPPOBLIX CepTUDUKATOB) LLEHTPOB cepTudUKaLmUm
UHPPACTPYKTYPbI OTKPLITLIX KKOYER, B TOM yncne:

- CO3[4aHue, 3KCMOPT, MMNOPT M YyAaneHwe K/IYeBOM napbl (OTKPbITbIA M 3aKPbITbIA KKOYM) LEeHTpa
cepTuduKkaumm (KOpHEBOro 1/Mnn NOAYUHEHHOrO);

- CO3[4aHuWe, MMMOPT, MPOCMOTP, 3KCMOPT M YyAaneHue KOPHEBOro (CaMomnoAnMCaHHOro) ceptudmkata
LeHTpa ceptudukauuu;

- CO34aHue, MpPOCMOTP, 3KCMNOPT M YyAaneHWe 3anpoca Ha CcepTUdMUKaT LeHTpa cepTudukauuu B
BbILLECTOSILLMIA LEHTP cepTuduKaLmy;

- CO34aHMe Ha OCHOBaHWM 3anpoca, MMMNOPT, NPOCMOTP, 3KCMOPT, yAaNleHWe U OT3bIB cepTUdUKaTa AN

NOAYUHEHHOIO LEHTpa CepTMd)MKaLI,I/IM;

® MpPUOCTAHOBKA M/Mnu BO30OHOBNEHME AENCTBUS CepTUdMKaToB Be30nacHOCTU (UMPPOBLIX CEPTUDUKATOB)
nonb3oBaTenen U CpeacTB BblYUCIUTENLHON TEXHUKMU (YCTPOMCTB), B TOM Yucie:

- 6nokupoBaHue, BO30OHOBNEHME [OEWCTBMUSA, OT3bIB W MNepeBbinyck cepTudMKaToB 6e30MacHOCTH
(umdpoBbIX cepTUdUKATOB);

- (dopMMpOBaHUe, IKCMOPT M Myb6AMKaALMSA CMUCKA OTO3BAHHbIX CepTUPUKATOB Be3onacHoCTM (LMBpPOoBbLIX
cepTMdUKaToB);
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1.4 KoMnneKT NnoCcTaBKu

KoMnnekT noctaBku LI,eHTpa CepTMd)MKaTOB AO0CTyna BK/KOYAET B cebs:

e T[lporpammHoe cpencteo «LleHTp ceptudmkaumm Aladdin Enterprise Certification Authority» Ha HocuTene
onTUYeCcKoW 3anucu (rpm-nakeT ang yctaHosku Ha OC PEL OC unu Anbt 8 CI1, penus 10, deb-nakeT ang yCTaHOBKM Ha
Astra Linux Special Edition).

e [IporpammHoe cpeactso «LleHTp pernctpaumm Aladdin Enterprise Registration Authority» Ha Hocutene
OnTMYeCcKon 3anucu (rpm-nakeT ang yctaHoBkn Ha OC PEL OC mnm Anbt 8 CI1, penns 10, deb-nakeT gns yCTaHOBKM Ha
Astra Linux Special Edition).

e KoHTponbHble cymmbl (manee - KC) ycTaHOBOYHbIX MakeToB (oucTtpubyTtvuBoB) (rpm- M u deb-nakeTbl) u
ucnonHsemblx dannos LleHTpa ceptudmkaummn Aladdin eCA Ha HOCUTENe ONTUYECKOM 3anucy;

e KC yctraHOBO4YHbIX nakeToB (aucTpubytusoB) (rpm- u u deb-nakeTbl) M mcnonHaembix danos LeHTpa
peructpaumm Aladdin eRA Ha HocuTene onTUYECKOM 3anucy;

e [IporpaMMHoOe CpencTBO «YTUIMTA KOHTPONSA LeNoCTHOCTH 2.0%;
e KCucnonHsemoro daina NporpaMMHOro cpeacTsa «YTMAMTA KOHTPONS LenocTHoCcTH 2.0x;
e  JKCNNyaTauMOHHas LOKYMEeHTaums:
- «LUeHTp ceptudumkatoB poctyna LleHTp ceptnudukator goctyna Aladdin Enterprise Certificate Authority
Certified Edition. ®opmynsp. Yacte 1. Obwme cBepeHus;

— «LUeHTp ceptudpukartos gocryna LleHtp ceptudumkaTtos poctyna Aladdin Enterprise Certificate Authority
Certified Edition. ®opmynsp. Yactb 2. CBMOeTenbCTBa 0 NPUEMKE, YNAaKOBKE U MAapKMUPOBKEY;

— «lleHTp ceptnudukartoB goctyna LleHTp ceptudumkaToB poctyna Aladdin Enterprise Certificate Authority
Certified Edition. PykoBopctBo agmuHucTpatopa. Yactb 1. YctaHoBka M obcnyxuaHue LleHTpa
ceptudukaumm Aladdin Enterprise Certification Authority»;

— «lleHTp ceptnudukatoB goctyna LleHTp ceptudumkaToB poctyna Aladdin Enterprise Certificate Authority
Certified Edition. PykoBoactBo agMuHucTpaTopa. Yacts 2. @yHkumm ynpasneHus LleHTpa cepTudukaumm
Aladdin Enterprise Certification Authority»;

— «LeHTp ceptudukartos gocryna LieHtp ceptudmkaTtos pgoctyna Aladdin Enterprise Certificate Authority
Certified Edition. PykoBoactso agmuHucTpatopa. Yacte 2. Mpunoxenue 3. Onucanne metopos REST
APl»;

—  «LleHTp ceptnudukatoB goctyna LleHTp ceptudmkaToB poctyna Aladdin Enterprise Certificate Authority
Certified Edition. PykoBoacTBO onepatopay;

- «LUeHTp ceptudumkaToB poctyna LleHTp ceptnudukator goctyna Aladdin Enterprise Certificate Authority
Certified Edition. PykoBoactBo agMuHucTpatopa. Yactb 4. LeHTp peructpaumm Aladdin Enterprise
Registration Authority»;

1.5 MAa naKeTa KOMNOHEHTOB NOCTAaBKU

MMs nakeTa KOMMOHEHTOB NOCTAaBKM NPeAcTaBNeHo B popmMaTe:

. <name> Ha3BaHME KOMMNOHEHTA;

e <major_version> Ma)KOpHasi BEPCUsi KOMMOHEHTa;

e <minor version> MUHOPHasi BEpCUSi KOMMOHEHT3;

o <release> HOMep pefnn3a KOMMNOHEHTa;

e <build_number> HoMep c6opkMu;

e <arch> LeneBas apxuTekTypa.
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1.6 flocTynHble ponu

B LlenTpa ceptudumkaumm Aladdin eCA onpefeneHbl cnefyolwme poam nosib3oBaTenei:
e Onepatop

MNMonb3oBatenb ¢ ponbio «Onepatop» fomkeH 06nagate NpaBamMu Ha paboTy ¢ cybbekTaMu rpynmbl, HAL KOTOPOW
OH MOXeT OCYLLEeCTBASTb CBOM pOfieBble MpaBa, M NpUHAANEXawuMuM UM cepTudUKaTaMu (BbIMyCK, OT3bIB,
NPMOCTaHOBKA M BO30OHOBNEHME cepTUdMKATA), MMETb MOJHOMOUYMSA 3aMyCcKa 0OHOBNEHMS CNMCKA CYyObeKTOB M3
pecypcHoM cuctembl. ns KOHKpeTHoro «Onepatopa» MOXHO OnpeaenuTb nepevyeHb Cy6bekToOB, Haf KOTOPbIMU
OH MOXET OCYLLEeCTBASTb CBOM POJSIEBble NPaBa, a TakKe nepeyeHb rpynn cybbekToB, HAA 31eMeHTaMM KOTOPbIX
OH MOXET OCYLLEeCTBNATb CBOM pOJieBble NpaBga.

e AgMuHucTpaTop

Monb3oBatenb C ponbi0 «AOMUHUCTPATOP» JOMKEH UMETb HeorpaHMueHHble npasa gocryna kK OC u cepsepy, Ha
KOTOpOM pa3BépHyT LleHtp ceptudukaumm Aladdin eCA, a Takke poctyn u4epe3 Beb-uHTepdeinc wunu
nporpamMmHbi MHTepdeinc APl K dyHKUMOHANbHBIM 3343a4aM U K QYHKUMAM YNpaBieHUs YY4eTHbIMU 3anuciaMu.
Bce yuéTHble 3anucu MoryT 6biTb CO34aHbl, OTPEAAKTMPOBAHbI, yAaneHbl WM 33a6M0KMPOBaHbl  TONbKO
MoJsib30BaTENIEM C POJbI0 KAOMUHUCTPATOPY.

[locTynHble feicTBMS nonb3oBaTeniell B COOTBETCTBMM C HA3HAYeHHbIMM PONSIMU NpuBEAEHbl B Tabauue Huxe
(Tabnuua 2).

Tabnuua 2 - MonHoMouMs nonb3oBaTenei B COOTBETCTBMM C HA3HAYEHHOM POJbHO

o Bo3MoOXxHble ponu nonb3oBatenen
Tun pencTeug, ocyLLecTBNSIEMOro NOAb30BaTeNEM, Hal, 06beKTOM
nporpammbl
porp Onepatop AOMUHKUCTpaTOp
YcTaHoBKa nnn 06HOBNEHWE NPOrpaMMmsl - +
YCTaHOBKa NULLEH3MU Ha MPOrpammy - +
BHeceHWe M3MeHeHW B KOHOUIYPaLMOHHY MHDOPMALLMIO TULLEH3UM N
Ha nporpammy
MpocmoTp MHbopMaumm o nnueHsmmn Ha M0 - +
MHnumanmsaums LeHTpa ceptudukaumm - +
YteHne KOHPUrypaumoHHON MHbOpMaLMK O NIaHaX apxXmBaumun B N
ABTOMATMUYECKOM pexuMe u3 6a3bl AaHHbIX
BHeceHWe n3MeHeHu B KOHOUIYpaLMOHHY MHMOPMALIMIO O NiaHax N
apXuBaLMM B aBTOMATUYECKOM pexuMe 13 6a3bl AaHHbIX
YTteHne KoHbUIrypauMoHHOM MHPOPMaLMK O yBeAOMAEHMSX 06 .
MCTeYeHMN CpoKa AEenCTBMS cepTudmKaTa
BHeceHWe M3MeHeHWI B KOHPUIYpaLMOHHY UH(OpMaLMIo O N
yBenoMaeHuax 06 UcTedyeHUn Cpoka AencTBus ceptudukara
MpocMoTp XXypHana cobbiTui - +
ApxuBaums xxypHana cobbiTui - +
JKCMOpT XypHana cobbiTui - +
lNpocmoTp cnucka cepTudmMKaToB LieHTpa cepTuduKaumm (Ceou 1 .
NOAYUHEHHbIE)
MMNopT M 3KCNOPT 3aKPbITOro KAKYa LeHTpa cepTudukaLmm - +
YpoaneHue ceptTudukaTa LeHTpa cepTudukalmm - +
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Tun pencTeus, OCyLLeCTBASEMOrO NONb30BaTeNEM, HAh 0ObEKTOM Bo3MoxHble poniv nosib3oBaTenem
MpocMoTp Lenoykn cepTUPUKATOB LeHTpa cepTUdUKaLmm - +
CkaunBaHMe LenoYvkn cepTMdMKaTOB LIEeHTpa cepTUdMKaLmnm - +
CkaunBaHue cepTnduKaTa LEeHTpa cepTuduKaLmm - +
CkaunBaHue cepTnduKaTa LEeHTpa cepTudPUKaLMmM B KOHTEHepe N
#pkes12
MonnucaHue 3anpoca Ha cepTUdMKAT NOAYMHEHHOTO LLEHTPa N
ceptudukaumm
MMnoptupoBaHue ceptudumkaTa LeHTpa ceptudurkaumnm (akTmeaums N
LeHTpa cepTuduKaLmn)

Co3paHue ceptMdMKaTOB [OCTYNA A9 NOJAHOrO Habopa cy6bekToB N
pecypCHbIX CUCTEM

Co3paHue cepTMGMKATOB JOCTYNA AnS OrpaHMYEHHOro Habopa N
CybbEKTOB peCypCHbIX CUCTEM

MpocMoTp cnucka cepTnduMKaToOB AOCTYNA A1 NONHOro Habopa N
CybbEKTOB peCcypCHbIX CUCTEM

MpocmoTp cnucka cepTMdUKATOB AOCTYNa AN OrpaHnyeHHoro Habopa . N
CyObeKTOB peCypCHbIX CUCTEM

JKCMOPT CNMCKA BbIMYLLEHHbIX CepTUHUKATOB A1t NOAHOro Habopa N
Cy6bEKTOB peCypCHbIX CUCTEM

IKCMOPT CNMUCKA BbIMYLLEHHbIX CEPTUPUKATOB AJ1i OFPAHUYEHHOTO . N
Habopa CybbeKTOB pecypCHbIX CUCTEM

CkaunBaHue cepTUdUKaTa [OCTyna AN NoaHOro Habopa cy6bekToB N
pecypCHbIX CUCTEM

CkaumBaHue cepTudukaTa fOCTyNa AN OrpaHUMYeHHOro Habopa . N
LOCTYMHbIX CYyObEKTOB PECYPCHbIX CUCTEM

CkaunBaHue cepTnudukaTa foctyna cybbekTa B KoHTenHepe #pkcsl?2 N
AN NoNHOro Habopa cybbeKkTOB pecypCHbIX CUCTEM

CkaunBaHue cepTnudukaTa foctyna cybbekTa B KOHTeMHepe #pkcsl?2 . N
NS OrpaHUYeHHOro Habopa CybbeKTOB pecypCHbIX CUCTEM

CkaumBaHwMe LLenoykn cepTMdUKaTOB Ans MONHOro Habopa CybbekToB N
pecypCHbIX CUCTEM

CKkaumBaHwMe LLenoykn cepTMdUKaTOB AN OrpaHUYeHHOro Habopa . N
CyOBbEKTOB pecypCHbIX CUCTEM

YnpasneHue CTaTycom cepTudukaTa 4oCTyna cybbekTa ans noaHoro N
Habopa cybbeKToB peCypCHbIX CUCTEM

YnpaBneHue cTaTycoM cepTUduKaTta focTyna cybbekTa ons . N
OrpaHuM4eHHOro Habopa cy6beKTOB pecypCHbIX CUCTEM

Co3paHue y4ETHOM 3anNncK € onpeaeneHnem ponu anis CybbekTos N
pecypCHbIX CUCTEM

YnpaBneHue y4€THbIMU 3aNUCIMU CYObEKTOB PECYPCHbIX CUCTEM - +
MpocMOTp YYETHbIX 3anucei CyObekTOB pecypCHbIX CUCTEM - +
[pocMOTp OrpaHMYEHHOro CNMcKa CybbeKTOB peCypCHbIX CUCTEM + +
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Tun pencTeus, OCyLLeCTBASEMOrO NONb30BaTeNEM, HAh 0ObEKTOM Bo3MoxHble poniv nosib3oBaTenem
[pocMOTp NOAHOrO CNMCKA CyObEKTOB PeCypPCHbIX CUCTEM - +
MpocmoTp cnucka nonHoro Habopa 3aperncTpMpoOBaHHBIX PeCypPCHbIX i N
cucTem
MpocMoTp cnucka orpaHMYeHHOro Habopa 3aperncTpUpOBaHHbIX . N
pecypCHbIX CUCTEM
Pernctpauusa pecypcHbix cuctem - +
O6HoBNEHMe NoNHOro Habopa cybbeKTOB peCYpPCHbIX CUCTEM - +
O6HoBNEHME OrpaHNUYeHHOro Habopa CybbeKTOB peCypCHbIX CUCTEM + +
MpocMoTp cnucka 3aperncTpMpoBaHHbIX LLEHTPOB BaMAaLMm - +
YnpaBneHne HaCcTpOKo 06HOBIEHNS CMMCKOB OTO3BAHHbIX i N
ceptmudmkaTos
JKCNOPT CNUCKa 0TO3BaHHbIX CEPTUPUKATOB - +
MoMmeHTanbHag nybmMKaLmsa CNMCKa 0TO3BaHHbIX CEPTUDUKATOB - +
Pernctpaums ueHTpa BanmMpauum - +
MpocmoTp WwabnoHoB cepTMdUKATOB - +
Co3paHue HoBOrO WabfioHa cepTUdUKaTa - +
MMnopT WwabnoHoB cepTdUKaToB - +
PenakTMpoBaHue CO3AaHHbIX WabNOHOB cepTUdUKATOB - +
YnaneHue co3gaHHbIX WabnoHOB cepTuduKaTos - +
MpocMoTp MAEHTUHMKATOPOB PACLUIMPEHHOMO UCMOb30BAHUS KITHOYa - +
MpocmoTp orpaHMyeHHoro Habopa MaeHTUEHUKATOPOB PaCLUIMPEHHOTO . .
MCNONb30BaHMA Ktoya
Co3paHue Nonb30BaTENbCKUX UAEHTUPUKATOPOB PACLUIMPEHHOIO i N
MCNONb30BaHMA Ktoya
YnaneHue nonb3oBaTeNbCKUX MAEHTUOUKATOPOB PaCLUMPEHHOTO i N
MCNONb30BaHMS KkoUa
MpocMOTp cnMCKa paspeLéHHbIX U3paTenen - +
YnpasneHue npoBepKom n3gatens - +
MNepesarpyska Be6-cepeepa - +
KOHTpOnb LLeNnocTHOCTM nCnonHaeMbIX Gannos Nporpammsl - +

1.7 PextuMbl pYHKLMOHUPOBAHUA NPOrpaMMbl

OCHOBHbIM pexnMoM dyHKUMOHUpOBaHUS LleHTpa ceptudumkauumn Aladdin eCA 9BnseTcs HOPManbHbLIN PeXUM.

B HopmanbHOM pexuMe [OMKHbI UCNPABHO GYHKLMOHMPOBATb KAMEHTCKAs M CepBepHas 4acTu NporpamMMbl,
obecneunBas BO3MOXHOCTb KPYrNOCYTOYHOrO (PYHKLUMOHWMPOBAHMUS, C NepepbiBaMM Ha obcnyxusaHue (0bHOBNeHue
nNporpammbil).

(MYHKUMOHMPOBAHME KOPHEBOrO M/Mnn noaunHéHHoro LeHTtpa ceptndukaumm Aladdin eCA npepycmatpusaet
ABTOHOMHbIN pexxuM (Stand alone operation) unu ceteBoi pexxmm paboTbl.
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CeteBoi pexum pabotbl LleHTpa ceptudukaumm Aladdin eCA obecrneumBaeT BO3MOXHOCTb KnacTepusaumu c
LLe/Iblo 0TKA30YCTOMYMBOCTH’.

1.8 flerictBuA no 6e30NacHOI YCTaHOBKE U HACTPOWKe NPOrpaMmbl

YcTaHOBKa NPOrpaMMHOr0 CpefcTBa MpPOW3BOAMTCS TONbKO C AWMCKA, MONMy4aemMoro oT paspabortumka, nocne
BbIMOHEHWUS AEeNCTBUIM NO NPUEMKe NOCTaBNIEHHOro CpeacTBa.

YcTaHOBKa (M3MeHeHWe) nporpaMMHOro obecnevyeHuwss KOMMbIOTEPOB WM JIOKANbHOM BbIYMCIUTENBHOW CETH
[OKHA OCYLLEeCTBASTLCS TOMbKO B MPUCYTCTBMM M MO KOHTPOJEM afMUHUCTpaTopa MHMOPMALMOHHOM 6e30MacHOCTM
TOr0 TEXHONOTMYECKOr0 Y4acTKa, B KOTOPOM 3KCMNAyaTUPYeTCs AaHHOe NMporpaMMHOe CPeacTBo.

Hactpoiika nporpaMMHOro cpeactsa [OMKHA MPOBOAWTCS MNPUBWIETMPOBAHHBIM MOMb30BATENIeM C POJbiO
«AOMWHUCTPATOP», AONYCKAaEMbIM K YCTaHOBKe M HacTpowke LleHTpa ceptudumkaumm Aladdin eCA.

1.9 fleiictBUA no peanusauun ¢yHKUMA 6e30nacHOCTU cpeabl (PYHKUMOHUMPOBAHMUA
NporpamMmbol

[na 6esonacHol paboTbl nporpaMMHoro cpeactsa B cpepe OC pomkHO obecneunBaThCs:

e npenoTBPALEHME HECAHKLUMOHUPOBAHHOMO AOCTYNa K MAEHTMOUKATOPAM M NaponsiM MPUBUNErMPOBAHHbIX
nonb3oBarenen (aAMMHUCTPATOPA);

e  pasjeneHue NOSHOMOYUM (ponen) nonb3oBaTenen;

e opsipoK 00paboTKM, XpaHeHMss M nepefavyn  ayTeHTUDMKALMOHHOM MHMOpMaUMKM  NOJSIb30OBATENEN,
CO3[,aHHOM NPOrpaMMHbIM CPeACTBOM;

e  CPOK XpaHeHWs1 MHPOPMaLMK O 3apErMCTPUPOBAHHBIX COOLITUSAX 6E30MACHOCTU HE MEHEE TPEX MECSLEB;

®  CUMHXPOHM3ALMUS BHYTPEHHUX CUCTEMHBIX YAaCOB MHOPMALMOHHOM CUCTEMBI ANS PErNCTPaLMKU BCeX COOLITUM
6€e30nNacHOCTU B XXypHane CObbITUA;

e 3awMTa annapatHoro obecneyeHns C QYHKUMOHMPYIOLLMM MPOrpaMMHbLIM CPEACTBOM  OT  BHELUHWMX
BO3LeiCTBUI (BO3AEWCTBUIA OKpYXaloWelh cpeapl, HeCTabUNbHOCTU 3NEKTPOCHABXEHUS, KOHOAMLMUOHUPOBAHUS U UHbIX
BHewWHmX HaKTopoB.).

7 CnpasouHas wHdopMaums Mo pas3sepTbiBaHMio knactepa LleHtpa ceptudmkaumm Aladdin eCA npusemeHa B «[punoxexve 4.

PazBepTbiBaHMe knactepa Aladdin eCA» HacTosLero pykoBoACTBa
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2 YC/N10BUA BbINMOJIHEHNA NMPOIrPAMMHOIO CPEACTBA

2.1 Tpe6oBaHuA K NnporpaMMHOMY obecnevyeHuto

2.1.1 Tpe60BaHUA K cpeae GYHKLMOHMPOBAHUA CepBEPHOIA YaCTU LLIeHTPa cepTuduKauum

Cpepa dyHKLUMOHMPOBaHUS cepBepHOi YacTu LleHTpa ceptudukaumm Aladdin eCA :

e noppepxmBaemble OC:

AO «AnadouH P.[].», 1995—-2025 a.

- Astra Linux Special Edition Bepcus 1.7, ypoBeHb 3aWMWEHHOCTM «CMONEHCKY;
- Astra Linux Special Edition Bepcusa 1.7, ypoBeHb 3aWMWEHHOCTM «BopoHex»;
- Astra Linux Special Edition Bepcus 1.7, ypoBeHb 3awmiéHHocTn «Openy;

- Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3aWMWEHHOCTM «CMONEHCKY;
- Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3aWMIWEHHOCTM «BopoHex»;
- Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3awmiLéHHocTH «Open»;

- PEL OC Bepcua 7.3, ceptuduumpoBaHHas pegakums, KoHdurypaums «Cepeep»;
- PEL OC Bepcusa 8, koHburypauus «Cepsep»;

- OC Anbt 8 CI1, penus 10, BapuaHT ncnonHeHus Cepsep.

nopaepxusaemole CYB/:

- PostgreSQL u3 cocrasa OC;

- Postgres Pro;

- Jatoba.
nopaepXxuBaeMas cpefia UCnoaHeHusa Java:

- Java Axiom JDK Certified (komnoHeHT JRE);

- Open JDK Bepcum 17 v Bobiwe 13 coctaBa nogaepxmaaemoix OC.
noanepxusaemole Be6-cepBepbl:

- Apache2 u3 cocrasa OC;

- Nginx n3 cocrasa 0C;

- Cpnginx u3 coctaBa CK3U «Kpunto Mpo CSP».
noALEPXKMBAEMbIE PECYPCHbIE CUCTEMBI:

- Samba DC;

- Free IPA;

- ALD PRO;

- PEO AOM,;

- Microsoft AD;

- Anbt JoMeH.

Cpena byHKUMOHMPOBAHMS KNMEHTCKOM YacTh LleHTpa ceptudmkaumnn Aladdin eCA:

nopaepxmsaemole OC:

- Astra Linux Special Edition Bepcusa 1.7, ypoBeHb 3aWnWEHHOCTU «CMONEHCK;
- Astra Linux Special Edition Bepcua 1.7, ypoBeHb 3alMILEHHOCTU «BopoHexX»;
- Astra Linux Special Edition Bepcus 1.7, ypoBeHb 3awmiéHHoctn «Openy;

- Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3aWwmweHHOCTM «CMONEHCKY;

2.1.2 Tpe6oBaHuA K cpeae GYHKLUOHUPOBAHUA KNNEHTCKOM YacTu LLleHTpa cepTudpurauum
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- Astra Linux Special Edition Bepcua 1.8, ypoBeHb 3aLMILEHHOCTU «BOpoHeX»;

- Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3awmwéHHocTn «Open»;

- PEL OC Bepcua 7.3, ceptnuduumpoBaHHas pegakums, KoHurypaumus «Cepeep»;

- PEL OC Bepcus 8, koHdurypaums «Cepsep»;

- OC Anbt 8 CI1, penus 10, BapmaHT ucnonHeHms Paboyas ctaHums.

e Beb-6pay3ep u3 cocrtaea OC;

e JC-WebClient 4.3.3 (a1 64-6UTHbIX cucTEM)S,

2.2 Tpe60BaHUA K annapaTHbIM CPeACTBaM

MuHMManbHble annapatHble TpeboBaHwus,
ceptnudukaumm Aladdin eCA:

HeobxoguMble Ana cTtabunbHOro beHKLI,l/IOHMpOBaHWiI LLEHTpa

e  CUCTEMHblE TpeGoBaHWs, NpPeabABAsSiEMble K KOHGMUIypauuMu CepBepHOro 000pYAOBaHWs, 3aBUCAT OT

KOJIMYECTBA BbIMYCKAEMbIX CEPTU(UKATOB M KOSMYECTBA OLHOBPEMEHHbLIX 06palleHmnit K cepBepy LleHTpa cepTtudukaumm
Aladdin eCA npusegneHbl Huxe (Tabnuua 3).

Tabnuua 3 — CucteMHble TpeboBaHUS, NpeabsBaseMble K cepeepy LleHTpa ceptudukaumm Aladdin eCA

Twn BHeapeHus
Mpunoxenue Cuctemible | Manoe sreaperne (10 1000 CpenHee BHeapeHue (0o KpynHoe BHeapeHue (0o
Tpe6oBanus cepTMdUKaToB 1 5 20000 cepTudukaTos 1 15 100000 cepTuduKaTos u 50
O[HOBPEMEHHbIX COBAIMHEHMI) | OHOBPEMEHHbIX COAMHEHNI) | OHOBPEMEHHbIX COeAMHEHMA)
03Y, GB 2 3 4
CYBLL CPU, (core) 2 4 4
HDD, GB 6 12 18
LienTp 03Y, GB 6 8 16
ceptudukaumm |CPU, (core) 2 4 6
AladdineCA 1, 68 40 60 300
03V, GB 4 4 4
0oC CPU, (core) 2 2 2
HDD, GB 20 20 20
03Y, GB 12 15 24
Utoro CPU, (core) 6 10 12
HDD, GB 66 92 338

e  MOHWTOP C NOALEPXKMBAEMbIM pa3peLleHUEM SKPaHa:
- 1920x1080 16:9 HD 1080;
- 1366x768 HD;
- 1536x864;
- 1440x900 8:5 WSXGA;

8 Mpu ycTaHOBKE AOMOHUTENLHOMO NPOrPaMMHOr0 obecrnedeHuns nsgenme obecrneunBaeT BO3MOXHOCTb paboTbl C KNHOYEBLIMU HOCUTENAMM

(BHEKTpOHHbIMM KﬂIOLIaMM), NpuX 3TOM Knacc 3alliuThbl HE obecneunBaeTcs.
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- 2560x1440;

- 1280x720 16:9 HD 720;

- 1600x900 16:9 HD+ 900p;
- 1680x1050 8:5 WSXGA+;
- 1280x1024 5:4 SXGA;

- 1280x800 8:5 WXGA;

- 1920x1200 8:5 WUXGA;

. YCTDOﬁCTBa B3aMMOENCTBMSA C NOJSIb30BaTENEM:

- KNlaBMaTypa;

- MbllWb;
e USB 2.0 T7un A unu coBmectumsle.
o [lopnepxvBaeMble MOAENM 3EKTPOHHbIX KtoUei:
- JaCarta PKI;
— JaCarta PRO;

- JaCarta-2 PKI/TOCT;
- JaCarta-2 IOCT.
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3 JENCTBUA NO NPUEMKE MPOrPAMMHOIO CPEACTBA

MNpunémka LleHTpa cepTudmkaToB AOCTyNa npeaycMaTpuMBaeT NPOBEPKY KOMMAEKTHOCTU U KOHTPOAb LefI0CTHOCTH
YCTAHOBOYHbIX NakeToB (AucTpubytneos) LleHTpa ceptudumkaumm Aladdin eCA u LeHTpa permuctpauum Aladdin eRA.

3.1 NpoBepKa KOMMNNEKTHOCTU

MpoBepKY KOMMIEKTHOCTM MPOrpaMMHON0 CPeACTBa BbIMOMHAOT NYTEM CBEPKM KOMMIEKTHOCTM NOCTABNEHHOTO
NpOrpaMMHOr0 CpeacTBa C KOMMIEKTHOCTbIO, YKa3aHHOM B pasgene 3 nokymeHTa «LleHTp ceptnudukartor pgoctyna LleHTp
ceptudukatoB poctyna Aladdin Enterprise Certificate Authority Certified Edition. ®opmynsap. Yacte 1. O6wme
ceepenmsa» RU.ANOE.03.01.020 30 01-1 (panee - ®opmynsp).

3.2 KOHTpO/b LeNoCcTHOCTN YCTAaHOBOYHbIX NAKeTOB

Pacuer KC ycTaHOBOYHbIX NakeToB (AUCTPMOYTMBOB) MPOrpaMMHON0 CPeAcTBa, PACMONOXEHHbIX Ha HOocuUTene
OMTMYECKOM 3aNnCK M3 KOMMIEKTA NOCTABKM, BbinosHseTcst no anroputMy FOCT 34.11-2012, 256 6urT.

JT1anoHHble KC yCcTaHOBOYHbLIX MaKeToB (AMCTPMOYTMBOB) MPOrpaMMHOr0 CpeacTsa npuBefeHbl B Tabnuue 2
@opmynspa, a TakKe cofepXartcs B cnefyowmx dannax Ha HocuTene ONTMYECKOM 3annUCK U3 KOMIIEeKTa NOCTaBKuU:

¢ aeca-ca_ [Bepcus] [Homep cGokm].deb.txt - ana deb-naketa;

® aeca-ca_ [Bepcua] [HomMep cOokm].rpm.txt - Andrpm-nakera.

e aeca-ra_ [Bepcusa] [HoMep cBokm].deb.txt - Ana deb-nakera;

e aeca-ra_ [Bepcua] [Homep cOokm] .rpm.txt - Andrpm-nakera.

[lonyckaeTcs BbIMOMHSATL PACHET KOHTPObHbBIX CYMM OAHWMM U3 CeyoLWwmnx NPOorpaMMHbIX CPeacTB:

o «YTUAUTA KOHTPONSA LenoctHocTh 2.0». YTUAMTa BXOAUT B KOMMEKT NoCTaBku LieHTpa ceptndukaTos gocTyna.

o «OUKC-Unix 1.0» (ceptndmkat cootBerctBus OCTIK N2 680 ot 30.10.2002 r.). MporpaMmMHoe cpeacTso
«OUKC-UNIX 1.0» He BXOAMT B KOMMNEKT NOCTaBKM LleHTpa cepTudUKaTOB AOCTYNA.

Mopsipok pacyeta KC ¢ noMoLLblo MPOrpaMMHON0 CPeacTBa «YTUAUTA KOHTPOS LLenocTHocTh 2.0»:
e  YCTaHOBWTE ONMTUYECKMI AUCK C YCTAHOBOYHBIMU NAKeTaMM (AUCTPUOYTUBAMM) B ONTUHECKUIA MPUBOL,;
e BbINOSHATE MOHTUPOBAHME ONTUYECKOrO AMUCKA, BbIMOHMB B KOMAaHAHOW CTPOKE KOMaHAy:

sudo mount /media/cdrom -o nojoliet,norock

®  CKOMMpPYMTE C ONTUYECKOro AMCKA B BbIGPAHHbIN KaTanor GpannoBoi CUCTEMDI:

- ucnonHaembln Gann ytunutel «jcverify» u dann c ero KC «jcverify.txt»;

—  YCTaHOBOYHbIM deb- mam rpm-nakeT (B 3aBUCMMOCTM OT BbIGPAHHOM Ans cpenbl PYHKLMOHWPOBAHUA
nporpammHoro cpeacrea 0Q);

- ¢ann ¢ KC cooTBeTCTBYIOLLErO YCTAHOBOYHOIO NaKeTa;

e nposepbTe KC wucnonHgemoro ¢arna nporpaMMHOro cCpeactsa «YTWAMTA KOHTpONs uenoctHoctu 2.0v,
BbINOJIHMB B KOMaHHOM CTPOKE KOMaHAY:

sudo ./jcverify
e  BbINOJIHUTE aHANU3 MHPOPMaLLMK, 0TOOpaXKaeMon B TepMUHane:
- B CJlyyae yCnewHoM NnpoBepkM oTobpaxaeTcs coobuieHne Buaa:
Checksums in the file jcverify.txt verified
- NpM HapyLWeHUU LenoCTHOCTH oTobpaxaeTcs cooblieHne BUAaA:

An error occurred while processing!
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Error: Hashes of the file jcverify.txt are not equal.
Actual: [paccumTanHasa KC]
Expected: [mTanoHHasa KC]

Exit code: 1

MNpu HapyLweHWN LLeNOCTHOCTU UCNONHAEMoro daina NPorpamMmMHOro cpeacTBa «YTUNUTa KOHTPOns
uenoctHocTu 2.0» ganbHelwas npoeBepka KC ycTaHOBOYHOro nakeTta 3anpelyeHa.

o nposepbTe KC yCTaHOBOYHOIO NakeTa, BbIMOJHMB B KOMaHAHOM CTPOKE KOMaHAY:
sudo ./jcverify [mMma daiyia c¢ KC yCcTaHOBOUHOTO HakKeTa]
e  BbINOJIHUTE aHaNU3 MHdOpMaLMK, 0TO6paXKaeMor B TepMUHane:
- B C/lyy4ae yCNewHoM NpoBepkM 0TobpaxaeTcs cooblieHne Bmaa:

Checksums in the file [mMma damya c KC ycTaHOBOUHOTO nakera] verified

- NPV HapyLIEHUM LLeNoCTHOCTH oTobpaxaeTcs cooblieHne BUaa:
An error occurred while processing!
Error: Hashes of the file [mmMsa dansa ¢ KC ycTaHOBOUYHOTO HakeTa] are not equal.
Actual: [paccumrTanHasa KC]
Expected: [mTanoHHas KC]

Exit code: 1

Mopsipok pacyeta KC ¢ nomolbto nporpammHoro cpeactea «GUKC-UNIX 1.0»:

. YyCTaHOBUTE ONTUYECKUIM OUCK C YCTAHOBOYHbIMU NMaKeTaMm (,D,MCTpl/IGYTVIBaMM) nporpaMMHOro cpenctea B
ONTUYECKUI npmnBoA U BbINOJTHUTE €ro MOHTUPOBaHKUE KOMaHOoMm:

sudo mount /media/cdrom -o nojoliet,norock

e cKonmupynTe B BblbpaHHbIM KaTanor GannoBOM CUCTEMbI UCMONAHSEMbIM (ain NporpaMMHOro CpencTea
«OUKC-UNIX 1.0»KCufix rus u nepenaute B 3TOT KaTanor;

[ BbINONIHUTE B KOMaH/J.HOﬁ CTpoOKe cnegyrumne KoMaHabl:
./ufix_eng -jR /media/cdrom/ > /tmp/contr summ t.txt
./ufix _eng -e --alg s256 -E /tmp/contr summ.txt /tmp/contr summ.pr]
./ufix _eng -h -E /tmp/contr summ.prj /tmp/contr summ.html
e  OTKpoWTe B BeBG-Opay3epe chopMMPOBAHHbIM OTYET, BbIMOJHMB B KOMAHAHOM CTPOKE KOMaHAY:

firefox /tmp/contr summ.html

e  BbIMOJIHUTE Pa3MOHTMPOBAHME ONTUMYECKOrO AMCKA KOMAHAOM:
sudo umount /media/cdrom

e cpaBHuTe paccuutaHHyto KC (B html-oTyeTe) yctaHoBoYHOro nmaketa ¢ 3TanoHHon KC, npuBeneHHoM B
Tabnuue 2 Gopmynapa Ha NPOrpaMMHOe CpeacTBo.

Mpu HapyweHuMU LEeNnoCTHOCTU YCTAaHOBOYHOro naketa (QUCTpPMOYyTUBa) AanbHeMwlasi yCTaHOBKA
LleHTpa ceptudomkaumm Aladdin eCA 3anpeweHa.

AO «AnadduH P.A.», 1995-2025 a. Pykogodcmeo admuHucmpamopa. Yacme 1. Ycmaroska u obcnyxwusarue Llempa cepmucpukayuu Aladdin Enterprise Certification Authority

Cmp. 20/ 102



LleHTp cepTudmkaTos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.AJIOE.03.01.020 32 01-1

4 MNOANMOTOBKA K YCTAHOBKE MNPOIrPAMMHOIO CPEACTBA

MoprotoBka Kk ycrtaHoBke LleHTpa cepTudumkaumm Aladdin eCA pomkHa ObiTb NpoBeAeHa HA KaxaoMm
KOMMbloTepe, r4e NpeanonaraeTcs ero passepTbiBaHuMe.
B 3aBMCMMOCTM OT TMNA ONEpPaALMOHHOM CUCTEMBI AEMCTBMS MO NOArOTOBKE CepBepa pasnnyatoTcs.

4.1 Tabnuuya ceTeBoro B3auMoaencTeua

Mpn yctaHoBke LleHTpa ceptnudukaumm Aladdin eCA ocywecTBnseTcs KOHGOUIypMpoBaHWE YCTAaHOB/IEHHOMO B
cpefe GYHKUMOHMPOBAHMS Beb-cepBepa, B pe3ynbTaTe Yero AN BHELWHero AOCTyna OTKPbIBAETCS MOPT Cepeepa,
UCMoNb3yeMbl ANg noaknoueHus no nportokony HTTPS (no ymonuaHuio 443). iameHeHne nopTa Beb-cepsepa Ang
noaknoveHns K Hemy no npotokony HTTPS ocywectsnsercs nyTeM penakTMpOBaHMS KOHPUrypauMOHHOro darina
NpOrpaMMHOro cpefcTea (CM. pasaen 5.2 HacToswero pykoBoaCTBa).

Huxe npusenéH cnmcok noptoB (Tabnuua 4), KOTopble OTKPbIBAET 4718 IOKaNbHOM nepefayun AaHHbIX BHYTPU
cepepa M ucnonbsyeT LleHTp ceptnudmkaumm Aladdin eCA. [locTyn K AaHHbIM MOpTaM Ans BHEWHMX MNOAKNHOYEHUM
OrpaHUYMBAETCS aBTOMaTUYECKMU NPU YCTAHOBKE NMPOrpaMMHON0 CPeACTBa C MOMOLLbIO YyTUAKTBI «iptables» u3 coctaa OC
cepsepa. Bo n3bexaHne BO3HMKHOBEHMS OWMOOK B paboTe MpOrpaMMHOro CpeAcTBa NepeHasHayeHue OAHHbIX MOPTOB

3anpeLeHo.

Tabnuua 4 — Tabnunua BXoAALWMX CETEBbIX NOPTOB

Mopt | TpaHcnopt | [NpoTokon HasHaueHune

1100 TCp HTTP BHyTpe.HHMl/I l/I.HTedeEMC N9 NOAKNIOYEHNS K BHYTPEHHEMY cepBucy «certificate-
authority-service» (Cepuc ceptudunkaToB)

1150 TCp HTTP BHyTpeHHMM nHTepdenc ong NOAKMNYEHUS K BHYTPEHHEMY CepBuCy «storage-
service» (CepBuC XpaHeHUs)

1200 TCp HTTP BHyTpeHHMM nHTepdenc ong NoaKNYEHUs K BHYTpeHHeEMY cepBucy «templates-
service» (CepBuc WwabnoHoB)

1250 TCp HTTP BHyTpeHHMM nHTEepdenc onsg NOAKNYEHUS K BHYTPEHHEMY CEPBUCY «Security-
service» (CepBuc 6e30nacHOCTH)

1300 TCp HTTP BHyTpeHHMM nHTEepdenc ong NoaKNYEHUS K BHYTPEHHEMY cepBucy «licenses-
service» (CepBMC NULLEH3MPOBaHUA)

1350 TCp HTTP BHy‘I:peHHMVI nHTEepdenc onsg NOAKNOYEHUS K BHYTPEHHEMY CEPBUCY «routes-
service» (CepBuC MapLipyT1saumm)

1400 TCp HTTP 'BHyTPEH‘HMl/I l/IHT.edeEI/IC NS NOAKITYEHUS K BHyijeHHeMy cepBucy «external-
integration-service» (CepBMC BHELHNX MHTErpaL i)

1450 TCp HTTP BHyTngHMM M!-lTepcbemc [LNS NOAKITOYEHUS K BHYTpEHHEMY cepBucy «validation-
authority-service» (Cepuc Banugauuu)

1500 TCp HTTP BHyTPEHHMM uHTepdenc a9 NOSKNKYEHUS K BHYTpEHHeMY cepBucy «publisher-
service» (CepBuc nybnvkaumm)

1550 TCP HTTP BHyTPEHHMM MHTepdeinc Ang NOAKIYEHMS K BHYTPEHHEMY CepBUCY «subjects-
service» (Cepuc CyObeKTOB)

1600 TCP HTTP BHyTpeHHUI nHTepdeic Ang NoAKNOYEHNs K BHYTpeHHeMY cepBucy «ldap-service»
(CepBuc cuHxpoHusaumm no LDAP)
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Mopt | TpaHcnopt | [NpoTokon HasHaueHue

1650 TCp HTTP BHyTpeHHuIn uHTepdeic ans NoaklYeHns K BHyTpEHHEMY cepBucy «logs-service»
(CepBuC xypHanusauum)

1700 TCp HTTP BHy‘I:peHHMI/I nHTepdenc Ansa NOAKIYEHUS K BHYTPDEHHEMY CEPBUCY Kexport-
service» (Cepsuc akcnopTa)

1750 TCp HTTP BHYTpeHHMI/I {4HTequemc [N NOAKITYEHNS IiBHyTpEHHeMy cepBucy «event-
delivery-service» (CepBuc [OCTaBKM COBbITUI)

1800 TCp HTTP BHy‘I:peHHMI/I nHTepdenc fum NOAKITIOYEHMS K BHYTPEHHEMY CepBuCy «settings-
service» (CepBMC HACTPOWKH)

1850 TCp HTTP BHyT'pEHHMl/I l/‘IHTedeEMC N9 NOAKNKOYEHUS K BHYTPEHHEMY cepBucy «x509-
provider-service» (CepBuc ayTeHTUGUKaLUM No cepTudukary)

1900 TCP HTTP BHyTpEHHMVI UHTepdeNc AN NOAKMIYEHMS K BHYTPEHHEMY CEPBUCY «api-gateway-
service» (CepBMC NpOKCUPOBAHUS)

4.2 NoAaroTtoBKa cepBepa

MoarotoBka cepeepa LleHTpa ceptudmkaumm Aladdin eCA 3akno4aeTcs B YCTAHOBKE M HACTPOMKE ClemytLmx
MPOrpaMMHbIX KOMMOHEHTOB:

e 3asucumocTel u nogknatoveHune penosutopues OC.

o Cpeppbl ucnonHeHus Java.

o CYBA.

e Beb-cepBepa.

o CK3U «Kpuntollpo CSP» (ans ncnonbsosanusa anroputmos [OCT P 34.10-2012 u RSA). Mopsaok ycTaHOBKM
n Hactporikn CK3U «Kpuntollpo CSP» npencrasneH B [Mpunoxenun 5. YctaHoska u Hactpoika CK3U «Kpuntollpo CSP»
MOryT 6bITb BbINOAHEHbI NOCNe ycTaHOBKM LieHTpa ceptndmkaumm Aladdin eCA B npouecce ero akcnayataumm.

Mpu ncnonb3zosanmm CK3N «Kpuntollpo CSP» KaHan B3aMMOAEWCTBUS KIMEHTCKOrO M CEpBEPHOrO0 KOMMOHEHTA
NpOrpaMMHOro Cpeactsa Ao/ixeH 6biTb opraHuszoBaH no npotokony TLS TOCT, a Takke pomkHa obecrneunBaTbCs
TLS-ayTeHTHMdMKaumMs nonb3osBaTenen B NporpaMMHOM CpeacTBe C UCNOJb30BAHMEM OTEYECTBEHHbIX KpUNTOrpaduyueckmnx
anroputMmoB. [ns 3Toro B KayectBe Beb-cepBepa [LO/MKEH UCMOMb30BaTbCcs Beb-cepBep Cpnginx M3 coctaBa CK3U
«Kpuntollpo CSP». YctaHoBka BebG-cepBepa BbinonHgeTcs nocne yctaHoBku CK3WM «Kpuntollpo CSP». Mopspok
yCTaHoBKM Beb-cepBepa Cpnginx U3 coctaBa CK3UM «Kpuntollpo CSP» npueepeH B nogpasaene 4.6. [ocne yCTaHOBKM
Beb-cepBepa Heobxogumo yctaHoBuTb Ha CK3UM «Kpuntollpo CSP» cepBepHytlo nuuUeH3u0, obecneunBatoLLyto
BO3MOXHOCTb Mcnonb3oBaHmsa CK3U «Kpuntollpo CSP» B kauecte TLS-cepsepa.

B 3aBucumoctu ot OC cueHapum NOArOTOBKM pasnnyaoTca:

e ans PEO OC7.3mnPEL OC 8 cueHapuii noaAroToBKM onuncaH B pasgene 4.3;

o ans Astra Linux Special Edition 1.7 u Astra Linux Special Edition 1.8 - B pa3gene 4.4;

o ans Anbt Cepsep 8, penus 10 — B pasnene 4.5.
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4.3 NoaroTtoBKa cepBepa c onepauuoHHon cuctemon PES OC

[anee npuBeneHa MHCTPYKLMS NO NOAFOTOBKe cepBepa nof ynpasnenvem PEL OC 7.3 u PE[L OC 8.

4.3.1 NoaKnoYeHne peno3MTopues U YCTAHOBKA 33BMCUMOCTEN

e [Jlna PELL OC peno3uTopuu HAcCTpOEHbl MO YMOMYAHUIO ANS CKAaYMBaHUS M3 ceTu MHTepHeT. [lng npoBepku
[OCTYNMHOCTU U TOTOBHOCTM K AANbHEMIUMM KOMaHAaM cfieflyeT YyCTaHOBUTb HeobxoauMble nakeTbl M3 coctaBa OC,
BbIMOJIHUB KOMAHAbI:

sudo dnf install tar unzip iptables

MNpn owmnbke cnenyeT NpoBepUTbL HaNMUMe [OCTYNA K CETU MIHTepHeT.

e Ecwm poctyn k cetm WHTepHeT oOTCyTCTBYeT, 3aBUCMMOCTM BO3MOXHO YycTaHoBWUTb € USB-Hocutens w3
komnnekTta nocraekm OC cneayowmm o6pasom:

- ycTtaHoBuTe USB-HOCKMTeNb B COOTBETCTBYIOLWWMIA MOPT CEPBEPA;
- nepenaute B KaTanor USB-Hocutens;

- ANna yCTaHOBKU 3aBMCMMOCTEN BbINOAHUTE KOMaHay:

sudo dnf install tar unzip iptables

4.3.2 YCTaHOBKa cpeabl UCNONHeHUA Java

o [Ins obecneyeHns cepTMGULMPOBAHHOM cpenbl PYHKLMOHUPOBAHMUS Ha cepBepe HeOOBXOAMMO YCTaHOBWTb
Axiom JDK Certified (cM. nogpasgen 4.3.2.1).

e B cnyuae, ecin obecneuenne ceptuduumpoBaHHon cpeabl QYHKLMOHUMPOBAHUSA He TpebyeTcs, BO3MOXHO
ncnonb3oBaTb nporpamMmMHoe obecneyveHme Open)DK (cM. nogpaspen 4.3.2.2).

4.3.2.1 YctaHoBKa Axiom JDK Certified

[na ycraHoBkn Axiom JDK Certified 17 Bocnonb3yiTecb MHCTPyKUMen C oduuUMaNbHOro canta
npoussoauntenshttps://axiomjdk.ru/pages/axiomjdk-install-guide-17.0.6/.

4.3.2.2 YcTtaHoBKa OpenJDK

IOna ycraHoskn Open)DK 17 Bocnonb3yhTecb WMHCTPYKLMENW MO YCTAHOBKE MakeTa «java-17-openjdk» ¢
odumumanbHoro cavrta PEL OC:

e uHCcTpykuma ang PEO OC 7.3;

e uHcTpykuma ang PEO OC 8.

4.3.3 YcTaHOBKA U HacTponka CYb/

BbINnosHMTE YCTAHOBKY M HAaCTPOMKY O4HOM U3 HMXKenpuenEHHbIX CYBL;:
o PostgreSQL u3 cocrasa OC;

e Postgres Pro;

e Jatoba.

Mopspok paspewenuns koHdankToB Mexay CYBJ PostgreSQL npueepeH B MpunoxeHum 1.

Mopsnok HacTporiku B3aumopencTeus ¢ CYB/M, pasmelleHHOW Ha OTAENbHOM Y3ne, npuBeaeH B [punoxeHun 2.

MNporpamMMHoe cpencTBO MOXeT BbITb HACTPOEeHO Ha B3amMmopencTeue ¢ CYB[ no npotokony TLS. MporpammHoe
CpeacTBo He b6yaeT QYHKUMOHMPOBATL, €CIN EMY He YAanoCb YCTaHOBUTb TLS-coeamHenne ¢ CYBM. MNMopsaok HAaCTPOMKK
TLS-coeagunenus ¢ CYBL, npuseneH B MpunoxeHun 3.
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4.3.3.1 YcTaHoBKa CYB/[, PostgreSQL®
e YcTaHoBMTE NocnefHo AocTynHyto Bepcmto CYB/ PostgreSQL, BbINONHWB KOMaHAY:

sudo dnf install postgresgl-server

e BbiMonHWTE YCTAaHOBKY MOC/AefHei [AOCTYMHOM BepcMM nakeTa postgresgl-contrib, BbIMOMHMB
KOMaHay:

sudo dnf install postgresgl-contrib
e [IpousBegute nHuumanusaumio bll, BbINOAHUB KOMaHAY
sudo postgresgl-setup --initdb

B cnyyae ownbkn Data directory in ‘/var/lib/pgsgl/data’ is not empty.. cnefyeT OYNCTUTb
KaTanor KOMaHAoM HUXe M NOBTOPUTb MHUUManm3auno b,

sudo rm -rf /var/lib/pgsqgl/data
e 3anyctute PostgreSQL, BbINOAHWB KOMaHAY:
sudo systemctl start postgresqgl
o [lo6asbTe 3anyck PostgreSQL B aBTO3arpy3Ky, BbIMOAHWB KOMaHAY:

sudo systemctl enable postgresqgl

e Ortpepaktupyiite dann /var/lib/pgsql/data/postgresql.conf® nog aaMMHUCTpaToOpoM -
YCTaHOBMUTE YMC/IO MOAK/IIOYEHUI max _connections B 3HayeHne 1000

o Otpenaktupyiite daiin /var/lib/pgsql/data/pg hba.conf noa aAMUHUCTPATOPOM — U3MEHUTE
napaMeTpbl 415 YCMELWHOro IOKabHOro NoAKAYEHUS NONb30BaTeNs K 6ase AaHHbIX:

host all all 127.0.0.1/32 ident Ha host all all 127.0.0.1/32 password
host all all ::1/128 ident Ha host all all ::1/128 password

e BeinonHute nepesanyck CYB[ PostgreSQL ansg BcTynneHUs M3MEHEHUI B CUNY, BbINOAHWB KOMaHAY:
sudo systemctl restart postgresqgl

4.3.3.2 YcTaHoBKa CYB/[, Postgres Pro'?

e  3arpysuTe ckpunT 41 Ao6aBneHUs peno3nuTopus, BbiNOAHMB KOMaHay*:
wget https://repo.postgrespro.ru/std-16/keys/pgpro-repo-add.sh

e  3anyctuTe CKpUNT, BbIMOJHMB KOMaHAY C NpaBamMu cynepnosb3osatens (root uau sudo):

sudo sh pgpro-repo-add.sh

° Moapo6Hoe onucaH1e NpuBeAEHO B 0GULMANbHOM A0KyMeHTaumMKu Ha PostgreSQL, pasmeléHHol no aapecy https://postgrespro.ru/docs

10 Pacnonoxenne aitna MOXET OTAMYaThbCs, AN MOMCKA MOXHO MCMONb30BaTh KoMaHay sudo find / -type f -name
postgresqgl.conf

1 3HaueHne max_connections pasHoe 1000 ABASETCH PEKOMEHAYEMbIM, NPU HEO6XO0AMMOCTU MOXHO YCTAHOBUTb U 6OMbLIEE 3HAYEHNME.

12 pacnonoxeHue daina MOXKET OTAMYATLCA, ANA MOMCKAa MOXHO WCMONb3oBaTh KoMaHay sudo find / -type £ -name
pg_hba.conf

13 Moppo6Hoe onMcaHne NpuBeAeHO B 0bULMAIbHON AOKYMEHTaUMKM Ha Postgres Pro, pasmeléHHol no aapecy https://postgrespro.ru/docs

14 KoMaHabl HUxe npuseaeHa ans Postgres Pro Bepcum 16,
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. O6HOoBMTE CNMUCOK NakeToB, BbINOJIHMB KOMAaHAY C NpaBaMun Cynepnosb30oBaTenA (I’OOT_ nnn SUdO)Z

sudo dnf update

e YcrtaHosuTe Postgres Pro, BbinosIHMB KOMaHAy C NpaBaMu cynepnonb3osatens (root nnu sudo):
sudo dnf install postgrespro-std-16

e OTpepakTupyiite dbain /var/lib/pgpro/std-16/data/postgresql.conf® noa
aAMMHMCTPATOPOM — YCTAHOBMUTE YMCNO MOAK/IYEHUA max connections B 3HaYeHME 1000%.

o Otpenaktupyiite ¢aiin /var/lib/pgpro/std-16/data/pg_hba.conf noa agMUHUCTpaTOpoM -

M3MEHUTE NapaMeTpbl ANg yCnewHOoro J10KajibHOro noAKnto4eHna nonb3oBaTena K 6a3e JaHHbIX:

host all all 127.0.0.1/32 ident Ha host all all 127.0.0.1/32 password
host all all ::1/128 ident Ha host all all ::1/128 password

e [lpn oTcyTCTBMM CO30aNTe CMMBOAMYECKME CCbUIKM HA YTUAMUTHI psgl M pg dump, BbINOJHUB KOMaHAbI C
npasamu cynepnonb3osartens (root unun sudo):

sudo 1n -s /opt/pgpro/std-16/bin/psqgl /usr/bin/psgl
sudo 1ln -s /opt/pgpro/std-16/bin/pg dump /usr/bin/pg dump

4.3.3.3 YcTaHoBKa CYB/[ Jatobal®
o Co3paiite KaTanor /localrepo, BbINOJHUMB KOMaHAY:

sudo mkdir /localrepo

e Bkaranor /localrepo ckonupyinte Heobxoammbie Gannbl ons yctaHosku CYB/[, Jatoba.

TpebyeTca ckonupoBaTb MNOJIHYIO CTPYKTYpy ¢paunoB M KatanoroB u3 aucTtpubyrtmBa. Takxke
pgonyckaetcsa yctaHoBka ¢ CD/DVD Hocutensa Hanpsimyro. B 3atom cny4yae, nonb3oBaTeniio He
Tpebyetcsa KonupoBaTb dannbl, a BMecTo Katanora /localrepo Bo Bcex wiarax ganee ykasbiBaTb
COOTBETCTBYWLIMA NyTb OO0 HOcuUTensi U AupekTopuio peno3utopusa CYB[l Ha HocuTtene Aans
cooTBeTcTBYyloLen OC.

o Juctpubytmue CYB[, Jatoba conepxut:
- KaTanor /packages;
- KaTanor /repodata;

- dann kyva RPM-GPG-KEY-Jatoba.

e [IpoBepbTe pe3ynbTaT KonuMpoBaHusa Bcex ainos Auctpubytusa, nepenas B Katanor /localrepo U
BbINOJIHMB KOMaHLY:

1ls -1

. YcTaHosuTe OTKprTbIVI KNKY peEno3nTopuA KOMaHOoM:

15 Pacnonoxenue daina ykasaHo ans 16 sepcuun Postgres Pro, ana noucka MOXHO MCMo/ib3oBaTb KoMaHay sudo find / -type f -
name postgresqgl.conf

16 3HaueHne max_connections pasHoe 1000 ABASETCH PEKOMEHAYEMbIM, NPK HEO6XO0AMMOCTU MOXHO YCTAHOBUTb U 6OMbLIEE 3HAYEHNME.

7 PacnonoxeHnue Gaitna ykasaHo ans 16 sepcuu Postgre Pro, Anga noucka MOXHO WMCMOb30BaTh koMaHay sudo find / -type f -
name pg_hba.conf

18 MoppobHoe onucaHMe nNpuBeaeHO B OGMUMANBHONW [AOKYMEHTaumMu Ha Jatoba, pasMewéHHoM no appecy https//www.gaz-

is.ru/produkty/inform-sistemy/subd-jatoba.html#materialy
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sudo rpm —--import /localrepo/RPM-GPG-KEY-Jatoba

o Cospanite dann /etc/yum.repos.d/jatoba-[Bepcusa].repo C ONUCAHMEM  JIOKAJILHOIO
peno3nTopua B CMCTEME, B KOTOPOM pa3sMeCTUTe cneayruiee onmcaHne:

[Jatoba-[Bepcusal] ]
name=Jatoba [Bepcus] Official Repository
baseurl=file:///localrepo
enabled=1
gpgcheck=0
gpgkey=file:///localerepo/RPM-GPG-KEY-Jatoba
e (O6HOBWTE ONMCaHWNS NaKeTOB KOMaHAOM:
sudo dnf makecache
e YctaHoBuTe ocHOBHble nakeTbl CYB/I Jatoba 4 komaHao:

sudo dnf install jatobal[Bepcus]-client jatoba[Bepcus]-contrib Jjatoba[Bepcusa]-libs
Jjatoba [Bepcusa] -server

MakeTbl jatoba[Bepcusi]-client, Jatoba[sepcusi]-contrib, Jjatoba[sepcusi]-libs wu
jatoba [Bepcusi] -server ABNSAKTCA 06A3aTeNnbHbIMU Ans yctaHoBku CYBA.

o [lepeianTe B AMpEKTOPUIO pacnonoxeHus ucnonHaemoix dannos CYB/ Jatoba nocpenctsom komMaHab!:
cd /usr/jatoba-[Bepcusa] /bin/

e VMHuumanusmpymte katanor gaHHbix CYB/I Jatoba npu nomoLm KoMaHAbI:
sudo ./jatoba-setup initdb jatoba-[Bepcusga]

o  OtpepnakTupyiite dann /var/lib/jatoba/ [Bepcusa] /data/postgresqgl.conf nog
aAMMHUCTPATOPOM — YCTaHOBUTE YMC/IO MOAKNIOYEHUI max connections B 3HauYeHue 1000%.

o Otpepaktupynte dann /var/lib/jatoba/ [Bepcus] /data/pg _hba.conf noa agMUHUCTPATOPOM -
U3MEeHUTE MapaMeTpbl 41 YCNELWHOro I0KANbHOro NOAKNKYEHMS NOb30BaTeNs K 6ase AaHHbIX:

host all all 127.0.0.1/32 ident Ha host all all 127.0.0.1/32 password
host all all ::1/128 ident Ha host all all ::1/128 password

o [lo6asbte CYB/[ Jatoba B aBTO3arpy3sky KOMaHAOM:
sudo systemctl enable jatoba-[Bepcwus]
e BbinonHute nepesanyck CYB[ Jatoba ong BctynneHns smMeHeHU B CMAY, BbINOJAHWB KOMAHAY:

sudo systemctl restart jatoba-[Bepcus]

4.3.4 YcTaHOBKA Be6-cepBepa

PELL OC nopnepxwuBaet Beb-cepeepa Nginx u Apache, koTopble obecneunBalT cepTUPULUPOBAHHYO Cpeny
dyHKuMoHnpoBaHus. Oba Beb-cepBepa yCTaHABIMBAKOTCS M3 OCHOBHOrO peno3utopus ceptuduumpoBaHHoin OC.

1% 3HayeHne max_connections paBHoe 1000 ABASETCS PEKOMEHAYEMbIM, NPU HEOBXOAUMOCTH MOXKHO YCTAHOBUTb 1 GONbLIEE 3HAYEHHE.
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4.3.4.1 YcTaHoBKa Be6-cepBepa Apache

e  YCTaHOBMTE MakKeT, BbIMOMIHWMB KOMAHAY C NpaBaMu Cynepnosib3oBaTens (0T UMeHW Nonb3oBaTens root, NMbo
C ucnonb3oBaHueMm sudo):

sudo dnf install httpd

e  YCTaHOBWTE AONOHMUTENbHLIM MOAY/b A/ MCMONb30BaHUS npoTokona ssl B apache, BbINOAHWMB KOMaHAy C
npaBamMu Cynepnosb3oBaTens (0T UMEHU NONb3oBaTens root, iMbo ¢ Mcnonb3oBaHMem sudo):

sudo dnf install mod ssl

o [lobaBbTe Be6G-cepBep B aBTO3arpy3Ky, BbINMOJHMB KOMaHAYy C NpaBaMu Cynepnosib3oBaTens:
sudo systemctl enable httpd
4.3.4.2 YcTaHOBKAa Be6-cepBepa Nginx
e YcTaHoBuTe nakeT u3 oduumanbHoro penosutopus OC, BbINOAHMB KOMaHAy C NpaBaMu Cynepnosib3oBaTens:

sudo dnf install nginx

e 3anycTuTe yCTaHOBNEHHbIH BEB-CEPBEP, BLIMONHMB KOMAHAY:

sudo systemctl start nginx

e [Jlo6aBbTe BeG-CcepBeEp B aBTO3arpysKy, BbIMOJHUB KOMaHAY:

sudo systemctl enable nginx

4.4 NoaroToBKa cepBepa C onepauMoHHoOM cucteMoii Astra Linux Special Edition

[anee npuBeaeHa MHCTPyKUMS MO MOAFOTOBKE cepBepa nofn ynpaeneHuem Astra Linux Special Edition 1.7

(«CmMoneHck», «BopoHex», «Open») n Astra Linux Special Edition 1.8 («<CMoneHck», «<BopoHexy, «Openy).

4.4.1 NoaKnoveHne peno3MTopmueB U YCTAHOBKA 3aBUCUMOCTEN

4.4.1.1 NogKknioyeHne peno3uTOpUEB U YCTaHOBKA 3aBucuMmocTen Astra Linux Special Edition
1.7%°

e [Ina obHOBNeHMS MNOCPeACTBOM CeTU MHTepHeT nepen HAvyanoM YCTAaHOBKM KOMMOHEHTOB Heobxoaumo
YCTAHOBWTb MYTU HAXOXAEHWUS BCEX HEODXOAMMbIX peno3uTopueB, 0TpeaakTMpoBas dain /etc/apt/sources. list,
BbIMOJIHMB KOMaHLY:

sudo nano /etc/apt/sources.list

. YKaxkute CCbifIKM Ha cnegywume peno3nTopun:

deb https://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/ 1.7 x86-64 main
contrib non-free

deb https://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-update/ 1.7 x86-64
main contrib non-free

deb https://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/ 1.7 x86-64 main

contrib non-free

e YKaxuTe HWXenpuBeOEHHbIV peno3uTopuin Ansg pasBépTbiBaHMs Beb-cepepa Nginx, ecnn He Tpebyetcs
obecneyeHune cepTUOULMPOBAHHOIM Cpenbl?t:

2 MNoapo6Hee o penosutopuax Astra Linux SE 1.7 cMm. B https://wiki.astralinux.ru/pages/viewpage.action?pageld=158598882
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deb https://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-extended/ 1.7 x86-64
main contrib non-free

e [Ins ycTaHOBKM HEOBGXOAMMbIX KOMMOHEHTOB B O(naiH pexume npenBapuTesibHO HEO6XOAMMO HACTPOUTb
MCNO/b30BaHME YCTAaHOBOYHbIX MCKOB B KaYecTBE peno3vUTOpPUEB, OTPEAAKTMPOBAB ¢aiin /etc/apt/sources.list
1 3apermcTpupoBaTh hU3MUYECKMit KOMNAKT-AUCK, BCTABNEHHbIM B NPUBOA KOMNAKT-AMCKOB, BbINOJHMB KOMaHAY:

apt-cdrom add

Bo3MoxHo, noTpebyetcs ykasaTb MMS AN perMcTpupyemMoro KOMMakT-AMCKa, B TaKOM C/ly4ae MOXHO YKasaTb
Npou3BO/bHOE NOHATHOE BaM uMms (Hanpumep, MAIN gng nHctannaumoHHoro amcka u DEVEL pna pucka co cpepcreamum
pa3pabotku). MMpouenypy perncrpauum cinenyet BbIMOAHWUTL AN BCEX AMCKOB, Ha KOTOPbIX MOCTABASEeTCS OOHOB/IEHWE
(nooyepefHO CMOHTMPOBATb 0OPa3bl UAKM BbIMOAHWUTL PErUCTPALMIO AN BCEX TOYEK MOHTMPOBAHWUS MAM MOOYEpPELHO
YCTaHOBWTb AWUCKM B NPUBOA A1 GU3UYECKMX AMUCKOB).

. BbinonHute obHoBneHue naketos ang OC u3 YKa3aHHbIX pENO3UTOPMEB, BbINOJIHMB KOMaHAY:

sudo apt update

e [Ina npoBepKM OOCTYMHOCTM M FOTOBHOCTM K AafbHEMLIMM KOMaHAaM cieayeT YCTaHOBUTb Heo6XoAMMble
naketbl u3 coctaBa OC, BbINOJIHMB KOMaHbI:

sudo apt install tar unzip iptables

B npouecce yctaHoBkM B odnaiH pexume MOXET NoTpeboBaTbCs 3aMEHUTb WM BCTABWUTb AWMCK C HYXHbIM
penosutopueM («amck 1», «auck 2», «develop»).

4.4.1.2 NogKniovyeHne peno3uTOpUEB U YCTaHOBKA 3aBucumocTten Astra Linux Special Edition
1.8%2

e [1n9 06HOBNEHMA MOCPEACTBOM CETU MHTEpHET nepef HayaaoM YCTAHOBKM KOMMOHEHTOB HEOGXO0LMMO
YCTAHOBMTb MYTU HaXOXAEHMUSA BCEX HEOBXOAMMbIX PEMO3UTOPUEB, OTPEAAKTMPOBaB dain /etc/apt/sources. list,
BbINOJIHMB KOMaHAY:

sudo nano /etc/apt/sources.list

. YKaxkute CCbIfIKM Ha ciepywuime penosmMtTopun:

deb https://dl.astralinux.ru/astra/stable/1.8 x86-64/main-repository/ 1.8 x86-64
main contrib non-free non-free-firmware

e YKaxuTe HWXenpuBeOEHHbIW peno3uTopuin ANng pasBépTbiBaHMs Beb-cepepa Nginx, ecnn He Tpebyetcs
obecneyeHune cepTUdMLMPOBAHHOM cpenpl?:

deb https://dl.astralinux.ru/astra/stable/1.8 x86-64/extended-repository/ 1.8 x86-64
main contrib non-free non-free-firmware

e [Ing ycTaHOBKM HEOGXOAMMbIX KOMMOHEHTOB B OdaiH pexxMMme nNpeaBapuTeNbHO HEOBXO0AMMO HACTPOUTb
MCMO/b30BaHME YCTAHOBOYHbIX AMCKOB B KauecTBe PENO3UTOPUEB, OTPEAAKTMPOBaB Gain /etc/apt/sources.list
1 3apermcTpupoBath hU3MUYECcKMit KOMNaKT-AUCK, BCTABNEHHbIM B MPUBOA KOMMNAKT-AMCKOB, BbINO/HMB KOMaHay:

apt-cdrom add

21 [lna obecneyeHns cepTUOMUMPOBAHHON Cpefdbl MPOrpaMMHbIA KoMnoHeHT «LleHTp cepTudmkaummn Aladdin Enterprise Certification
Authority» Heo6xoa1MMOo pa3BEépTbIBaTh C UCMOb30BaHWeM Beb-cepBepa Apache B OC Astra Linux Special Edition 1.7

22 MopapobHee o peno3utopusx Astra Linux SE 1.8 cM. B https://wiki.astralinux.ru/pages/viewpage.action?pageld=302043111

23 B Astra Linux ans obecneyenms cepTMdULMpPOBaHHOM Cpeabl NpOrpaMMHbIN KOMMoHeHT «LleHTp pernctpaumm Aladdin eCA» Heo6xoanmo

pa3BEpTbIBaTb C UCMONb30BaHWEM web-cepBepa Apache
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Bo3MoxHO, noTpebyeTcs ykasaTb UMS AN pErMcTpupyemMoro KOMNakT-AMCKa, B TAaKOM C/lydae MOXHO YKasaTb
Npou3BOJIbHOE NOHATHOe BaM uMs (Hanpumep, MAIN ons uHcTtannaumoHHoro agucka u DEVEL pns amncka co cpeactsamum
pa3pabotku). MNpouenypy perncTpaumu cienyeT BbIMOAHUTL A/18 BCEX AMCKOB, Ha KOTOPbIX NOCTaBnseTcs 0bHOBNeHue
(nooyepenHO CMOHTMpOBaTb 00pPasbl WK BbIMOMHUTb PErUCTPALUMI0 AN BCEX TOYEK MOHTUPOBAHMS MAM MOOYEpPESHO
YCTaHOBMUTb AMCKM B NPUBOA, ANS PU3NUYECKUX ANCKOB).

e BbinonHute obHoBneHne naketoB 4sig OC M3 yKazaHHbIX PENO3UTOPUEB, BbIMOMHMB KOMaHAY:

sudo apt update

. Ona npoBepKN AOCTYNHOCTU U TOTOBHOCTU K OanbHENWMM KOMaHAAM cnenyer yCtaHOBUTb HeobxoamMble
nakKeTbl U3 COCTaBa OC, BbIMOJTHUB KOMaHbl:

sudo apt install tar unzip iptables

B npouecce yctaHoBku B odnaiH pexume MOXeT NoTpeboBaTbC 3aMEHUTb UM BCTAaBWUTb AWMCK C HYXHbIM
penosutopueM («amck 1», «auck 2», «develop»).

4.4.1.3 NoanepKa aKTUBHOrr0 peXMMa 3aMKHYTON NPOrpaMMHON cpeabl

LeHntp ceptudumkaummn Aladdin eCA obecneumBaet paboty OC Astra Linux Special Edition 1.7 u Astra Linux
Special Edition 1.8 B akTMBHOM pexuMme 3aMKHYTOW nporpamMmHon cpegbl (ganee - 3[1C). [na 3T0oro B coCTaB

YCTaHOBOYHbIX MaKeTOB MPOrpaMMHOr0 CPeacTBa BKIKOYEH NybnuMyHbIM  OTKpbITbIA  Kntod AO «AnapovH P.O.» -

aladdin pub. key. MNocne pacnakoBKM YCTAaHOBOYHOIO nakeTa KoY HaxoamTcs B KaTanore
/opt/aecaCa/digsig/keys/aladdin pub.key.

[na obecneveruns pexxuma 3IMC OTKpbITbIM K104 HEOOX0AMMO NepeMecTMTb B KaTanor /etc/digsig/keys/.

4.4.2 YcTaHOBKa cpeAbl UCNONHEHUA Java

e [lna obecnevyeHus cepTudULMPOBAHHON cpeabl PYHKLUMOHMPOBAHUS HA CEpBEpPE HEOOXOAMMO YCTaHOBMUTb
Axiom JDK Certified.

e B cnyyae, ecn obecneveHune cepTUdUUMPOBAHHOM cpeabl PYHKLMOHMPOBAHUS He TpebyeTcs, BO3MOXHO
ncnonb3oBaTb NporpaMMHoe obecneyverHme Open)DK.

4.4.2.1 YctaHoBKa Axiom JDK Certified

[ns ycraHosku Axiom JDK Certified 17 Bocnonb3ynTecb MHCTPYKLMEN C ODULIMANBbHOIO CaiTa NPOM3BOAMTENS.

4.4.2.2 YcTtaHoBKa OpenJDK

IOna ycraHosku Open)DK 17 Bocnonb3ynTecb MHCTPYKUMENH MO YCTaHOBKe nakeTa «java-17-openjdk» ¢
obuumanbHoro canta Astra Linux:

e  pHCTpyKUMA angd Astra Linux SE 1.7;

e  pHCTpYKUMA ang Astra Linux SE 1.8

4.4.3 YcTaHOBKA U HacTponka CYb/

BbINnofHMTE YCTAHOBKY M HAaCTPOMKY OAHOM U3 HUKenpuBeaEéHHbIx CYB/;:
e PostgreSQL u3 cocrasa OC;

e Postgres Pro;

e Jatoba.

Mopsnok paspewenuns koHGAnkToB Mexay CYBJ PostgreSQL npueepeH B Mpunoxerum 1.

Mopsnok HacTpovikun B3aumopercteus ¢ CYB[, pasmelLeHHOM Ha OTAEeNbHOM Y3e, npuBeaeH B [punoxeHun 2.

lNporpamMMHoe cpencTBO MOXET ObITb HACTPOEHO Ha B3amMopenicTeue ¢ CYB no npotokony TLS. MporpammMHoe
CpencTBo He b6yaeT QYHKUMOHMPOBATL, €CIN EMY He YAaNnoCb YCTaHOBUTb TLS-coeamHenne ¢ CYB/M. Mopsaok HACTPOMKM
TLS-coenounenus ¢ CYBM, npuseneH B MpunoxeHun 3.
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4.4.3.1 YctaHoBKa CYB/, PostgreSQL?4
e YcTaHoBMTE NocnefHo AocTynHyto Bepcmto CYB/ PostgreSQL, BbINONHWB KOMaHAY:

sudo apt install postgresqgl

e BbiMonHWTE YCTAaHOBKY MOC/AefHei [AOCTYMHOM BepcMM nakeTa postgresgl-contrib, BbIMOMHMB
KOMaHay:

sudo apt install postgresgl-contrib

e YcraHoBuTe nakeT postgresgl-client, BbINOAHUB KOMAHAY:
sudo apt install postgresgl-client

e 3anyctute PostgreSQL, BbINONHMB KOMaHAY:
sudo systemctl start postgresgl

e [lo6asbTe 3anyck PostgreSQL B aBTO3arpy3Ky, BbINOMHMB KOMaHAYy:
sudo systemctl enable postgresqgl

e [lpu HaAMUMKM MaHAATHbIX NONUTUKZ:

- BblAalTe MOTHOMOYMS NONb30BATENIO postgres, BbIMO/NHUTbL KOMaHAY:

sudo pdpl-user -1 0:0 -i 63 postgres

- TNpepocTaBbTe CNy)XKeGHOMY MONb30BATEN0 postgres MNpPaBO Ha uTeHue daiina, Coaepxalero
KnaccudmkaLMOHHYO METKY M0Jb30BaTeNs, NOOYEPEAHO BbIMOJHUB KOMaHAbI:

sudo usermod -a -G shadow postgres
sudo setfacl -d -m u:postgres:r /etc/parsec/macdb
sudo setfacl -R -m u:postgres:r /etc/parsec/macdb

sudo setfacl -m u:postgres:rx /etc/parsec/macdb

e OTpepaktupyite ¢ain /etc/postgresqgl/ll/main/postgresqgl.conf? - ycTaHOBUTE 4YMCIO
noAK/MoYeHnit max connections B 3HayeHne 10007

o [lepesanyctute CYB[, PostgreSQL ang BCTynieHWS M3MEHEHUI B CUNY, BbIMOMHWUB KOMaHAY:
sudo systemctl restart postgresqgl

4.4.3.2 YcTaHoBKa CYB[, Postgres Pro28

e 3arpysuTe cKpunT 415 Ao6aBNeHUS peno3nuTopus, BbIMOIHMB KOMaHay?:
wget https://repo.postgrespro.ru/std-16/keys/pgpro-repo-add.sh

e  3anycTute CKpWNT, BbIMOMHMB KOMaHA4y C NpaBaMu cynepnonb3osaTens (root unu sudo):

24 Mopapo6Hoe onucaHWe NpuBeAeHo B 0dUUMaNbHON AOKYMeHTaumMmn Ha PostgreSQL, pasmeluéHHoi no agpecy https:/postgrespro.ru/docs

2 TogpobHas uHbopMaums no ayTeHTudukaumm B CYBI  PostgreSQL ana  Astra Linux Special Edition npuseneHa B

https://wiki.astralinux.ru/pages/viewpage.action?pageld=238751148

26 Pacnonoxenue daitna MOXKET OTNMYATLCA. B MHCTPYKUMM pacrioniokeHue ykasaHo ana 11 sepcumn PostgreSQL. [ns noucka MOXHO
Mcnonb3oBatb KOMaHay sudo find / -type f -name postgresqgl.conf
%7 3HayeHue max_connections paBHoe 1000 ABASETCS PEKOMEHAYEMbIM, NPU HEOBXOAUMOCTH MOXKHO YCTAHOBUTb 1 GONbLIEE 3HAYEHHE.

28 Mopapo6Hoe onucaHue nNpuBeaeHo B oduUMaNbHOM AOKYMeHTaumMu Ha Postgres Pro, pasMeluéHHoit no agpecy https://postgrespro.ru/docs

29 KoMaHabl HUXe npueeaeHa ans 16-oi sepcuun Postgres Pro.
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sudo sh pgpro-repo-add.sh

e (O6HOBMTE CMMCOK NAKETOB, BbIMOJHMB KOMaHAy C NpaBaMu cynepnosb3oBaTens (root nnam sudo):

sudo apt update

e YcraHosuTe Postgres Pro, BbiINoNHMB KOMaHAy C npaBaMu cynepnonb3oartens (root unm sudo):

sudo apt install postgrespro-std-16

e [lpu HanMuMM MaHAATHbIX NOANTUK:
- BblAalTe NOHOMOYMS NOMb30BaTEN0 postgres, BbINONHUTL KOMaHAY
sudo pdpl-user -1 0:0 -i 63 postgres
- npepocTaBbTe CNy)XeOHOMY MOMb30BaTeNl0 postgres NpaBoO Ha u4TeHWe daina, coaepXKaliero
KNacCMPUKALMOHHYIO MeTKY NOob30BaTeNs, nooyepesHO BbiMOAHUB KOMaHAbI:
sudo usermod -a -G shadow postgres
sudo setfacl -d -m u:postgres:r /etc/parsec/macdb
sudo setfacl -R -m u:postgres:r /etc/parsec/macdb
sudo setfacl -m u:postgres:rx /etc/parsec/macdb
e OtpepakTupyiite  dain  /var/lib/pgpro/std-16/data/postgresqgl.conf® ¢ npaBamu
aAMMHUCTPaTOpa — YCTAHOBUTE YMCIIO MOAK/IIOYEHUIM max connections B 3HaYeHue 1000%

e [lpu OTCYTCTBMM CO3[aiTe CMMBOAMYECKME CCbITKM HAa YTUAMTHI psgl M pg dump, BbINMOAHMB KOMaHAbI C
npaBamu cynepnonb3osaTens (root nau sudo):

sudo 1n -s /opt/pgpro/std-16/bin/psgql /usr/bin/psql
sudo 1ln -s /opt/pgpro/std-16/bin/pg dump /usr/bin/pg dump

4.4.3.3 YcTaHoBKa CYb/[ Jatoba33
e Cospaitte katanor /localrepo, BbINMOAHUB KOMaHAY:

mkdir /localrepo

e B karanor /localrepo ckonupyiTe Heobxoammele dainsl Ang yctaHosku CYB/[, Jatoba.

TpebyeTcsA ckonupoBaTb MOMHYK CTPYKTypy channoB M KatanoroB u3 auctpubyrtusa. Takke
ponyckaetcsa yctaHoBka ¢ CD/DVD Hocutensa Hanpsimyto. B atom cnyvae, nonb3oBaTento He
TpebyeTcsA KonupoBaTb cpannbl, a BMecTo katanora /localrepo Bo Bcex wwarax ganee ykasblBaTb
COOTBETCTBYWLIMA NyTb OO HOcUTens U pupekTopuio penosutopua CYB[ Ha Hocutene ans
cooTBeTcTBYyoLWen OC.

o  [uctpubytus CYB[ Jatoba conepxut:

- KaTanor /pool;

% MogpobHas uHboOpMaums no ayTeHTudukaumm B CYBI PostgreSQL ana  Astra Linux Special Edition npuseneHa B

https://wiki.astralinux.ru/pages/viewpage.action?pageld=238751148

31 Pacnonoxenue daina ykasaHo ans 16 sepcun Postgres Pro, ana noucka MOXHO MCMo/ib3oBaTb KoMaHay sudo find / -type f -
name postgresqgl.conf
32 3HaueHne max_connections paBHoe 1000 ABASETCH PEKOMEHAYEMbIM, NPU HEO6XOAMMOCTU MOXHO YCTAHOBUTb U BOMbLUEE 3HAUEHNME.

33 MoppobHoe onucaHMe nNpuBeaeHO B ObMUMANBHON [AOKYMEHTaumMu Ha Jatoba, pasMewéHHoM no appecy https//www.gaz-

is.ru/produkty/inform-sistemy/subd-jatoba.html#materialy
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- KaTtanor /dists;

- ¢ain knoya DEB-GPG-KEY-Jatoba.

e [lpoBepbTe pe3ynbTaT KonupoBaHua Bcex ainos AMcTpubyTMBa, nepeips B Katanor /localrepo M
BbINOJIHUB KOMaHAY:

1s -1
e  YCTaHOBMTE OTKPbITbIA K/HOY PENO3UTOPUS KOMAHLOM:
sudo apt-key add /localrepo/DEB-GPG-KEY-Jatoba

e (Co3paitte daiin /etc/apt/sources.list.d/jatoba-[Bepcual .list C ONMCAHMEM JIOKANIbHOTO
peno3nTopuna B CMCTEME, B KOTOPOM pa3MeCTUTe cnepyruiee onmcaHme:

deb file:///localrepo stable non-free
e (O6HOBMTE ONMCAHMS NAKETOB KOMaHAOM:
sudo apt update
e YcraHoBuTe ocHOBHble nakeTbl CYB/ Jatoba komaHpoi:

sudo apt install jatobal[Bepcus]-client jatoba[Bepcus]-contrib jatoba[Bepcmusa]-1libs
jatoba[Bepcusa] —server

MakeTbl jatoba[Bepcusi]-client, jatoba|[eepcusi]-contrib, jatoba[sepcusz]-libs ¢
jatoba [Bepcusi] -server ABNSAKTCA 06A3aTeNnbHbIMU Ans yctaHoBku CYBA.

e [lpu HaAMUMKM MaHOATHBIX MONUTUK>*:
- BblZalTe NOSIHOMOYMS MOMb30BATENO postgres, BbINOMHUTL KOMaHAy
sudo pdpl-user -1 0:0 -i 63 postgres

- npenocrtaBbTe CJ'Iy)Ke6HOMy nonb3oBaTtentd postgres nMNpaBO Ha 4TeHUe q)aﬁna, cogepxkaiero
K.HaCCM(DMKaLI,MOHHyPO METKY NnoJib30BaTeNda, noo4epeaHo BbIMOIHUB KOMaHAbI:

sudo usermod -a -G shadow postgres
sudo setfacl -d -m u:postgres:r /etc/parsec/macdb
sudo setfacl -R -m u:postgres:r /etc/parsec/macdb
sudo setfacl -m u:postgres:rx /etc/parsec/macdb
e [lepeianTe B AMPEKTOPUIO pacnonoxeHus ucnonHaemolx dannos CYB/ Jatoba nocpeacteBoM KomMaHabl:
cd /usr/jatoba-[Bepcusa] /bin/
o  MHuumanusupynte katanor gaHHbix CYB[, Jatoba npu nomMowm KomMaHAbl:

sudo ./jatoba-setup initdb jatoba-[Bepcusa]

o Otpepaktupyiite dan /var/lib/jatoba/[Bepcusa] /data/postgresgl.conf ¢ npaBamu

aflMUHMCTPATOPa — YCTAHOBMTE YMC/IO NOAK/NOYEHUIA max connections B 3HaYeHne 1000%.
e [lo6asbTte CYB/[ Jatoba B aBTO3arpy3Ky KOMaHAoM:

sudo systemctl enable jatoba-[Bepcwus]

** MopmpobHas wuHbOpMauus no ayTeHTMdukaumm B CYB[ PostgreSQOL ana Astra Linux Special Edition npuBegeHa B

https://wiki.astralinux.ru/pages/viewpage.action?pageld=238751148

%5 3HayeHMe max_connections paBHoe 1000 ABASETCS PEKOMEHAYEMbIM, NPU HEOBXOAUMOCTH MOXKHO YCTAHOBUTD U BONbLUEE 3HAYEHME.
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e Boinonnute nepesanyck CYB[ Jatoba ans BCTynnieHns U3MeHeHM B CUAY, BbINOJHUB KOMaHAY:

sudo systemctl restart jatoba-[Bepcus]

B cnyyae BO3HMKHOBEHMS OWMBKM 3anycka cieayeT 06paTtuTbCsa K BHYTPEHHUM JIOraMm:

ls /var/lib/jatoba/[Bepcusa]/data/lob

cat /var/lib/jatoba/[Bepcus]/data/log/ [weekDay]

4.4.4 YcTaHOBKAa Be6-cepBepa

OC Astra Linux SE noppepxuBaer Beb-cepep Apache, koTopble obecneumBaloT cepTUPULUPOBaAHHYO Cpeny
dyHKUMOHMpOBaHus. Beb-cepeep Apache ycTaHaBnMBaeTCs U3 OCHOBHOMO peno3uTopus ceptuduumnpoBaHHoin OC.

Takke B KayecTBe Beb-cepBepa MOXHO MCMONb30BaTb NginX, HO OH YCTaHaBAMBAETCS M3 PaACLUIMPEHHOrO
peno3utopus. MUcnonb3oBaHum Beb-cepsepa Nginx npusenéTr k notepe ceptuduMLMpoBaHHON cpeabl GYHKLMOHMPOBAHMS.

4.4.4.1 YcTaHoBKa Be6-cepBepa Apache

e YcTaHOBMTE MakeT, BbIMOSHMB KOMAHAY C NpaBaMu Cynepnonb3oBatens (0T UMeHW Nonb3oBaTens root, Ambo
C Ucnonb3oBaHueMm sudo):

sudo apt install apache?2
o AKTMBMpYWTE MOAYNH, BbIMONHWMB NOOYEPELHO KOMAHAbI:
sudo aZenmod ssl
sudo aZenmod proxy
sudo aZenmod proxy http
sudo aZ2enmod headers
sudo aZ2enmod cgi
sudo aZenmod rewrite
sudo aZ2enmod http2
e [lepesanyctute Beb-cepBep, BbINOJHMB KOMaHAYy C MpaBaMu Cyneprnonb30BaTens:
sudo systemctl restart apache2.service
o JlobaBbTe BeG-cepBep B aBTO3arpy3Ky, BbINOJHMB KOMaHAY C NpaBaMu Cyneprosib30BaTenNs:
sudo systemctl enable apache2
e [lna npoBepKuM KOPPEKTHOCTU 3anyCcka MOAYNEN BbIMOAHMTE KOMaHAY C NpaBaMu cynepnonb3oBaTens:
sudo apachectl -M | grep -E 'ssl|proxy|proxy http|headers|cgi|rewrite|http2'
4.4.4.2 YcTaHoBKa Be6-cepBepa Nginx

BHumaHue! Mpu BbIGope Beb6G-cepBepa Nginx Tpebyetrcsa pacwuputb penosutopun OC, uTto
npuBeAET K noTtepe cepTucuumpoBaHHon cpeabl GYHKLIMOHUPOBAHUA.

YcTaHoBMTE NakeT U3 pacwmnpeHHoro penosutopusa OC, BbINOAHUB KOMAHAY C NpaBaMu Cyneprnonb3oBaTens:
sudo apt install nginx

e 3anycTuTe yCTaHOBNEHHbI Beb-cepBep, BbINONHUB KOMaHAY:
sudo systemctl start nginx

o [lo6aBbTe Beb-cepBep B aBTO3arpy3Ky, BbIMOJHMB KOMaHAY:

sudo systemctl enable nginx
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4.5 NoAaroToBKa cepBepa C onepaunoHHon cuctemoit AnbT CepBep

Hanee npmnBeneHa MHCTPYKUMA MO NOArOTOBKE CcepBepa noA ynpaBneHUEM Anbt CepBep 8, penns 10.

4.5.1 NoaKnoyeHne peno3MTopueB U YCTAHOBKA 33BUCUMOCTEN

e [lna pa3eépTbiBaHns LleHTpa ceptudumkaummn Aladdin eCA c ucnonbsosaHnem Be6-cepeepa Apache®® nepeg
HaYasloM YCTAHOBKM KOMMOHEHTa HeobX0AMMO YCTaHOBUTb MNYTb HAXOXAEHUS HeobXoauMMOro penosutopus,
oTpenakTMpoBas dain /etc/apt/sources.list, BbINONHMB KOMaHAY:

sudo nano /etc/apt/sources.list.d/aptsp.list
YKaxuTe CCblIKY Ha CNeayoLmii peno3uTopun:

rpm [cert8] http://update.altsp.su/pub/distributions/ALTLinux cl0f/branch/x86 64-1586
classic

. Mocne 3Toro 06HOBMTE CNMCOK OOCTYNHbIX NAaKETOB, BbIMOJIHUB KOMaHAY:

sudo apt-get update

4.5.2 YcTaHOBKAa cpeabl UCNONHeHUA Java

o [lna obecneyeHuns cepTMdULMPOBAHHOM Cpenbl PYHKLMOHUPOBAHUS HA cepBepe HeobxoauMo YCTaHOBUTb
Axiom JDK Certified.

e B cnyyae, ecnn obecneyeHne cepTUPULMPOBAHHON cpenbl QYHKLUMOHUPOBaHUS He TpebyeTcs, BO3MOXHO
ncnonb3oBaTb NporpaMMHoe obecneyeHmne Open)DK.

4.5.2.1 YctaHoBKa Axiom JDK Certified

Ins ycraHosku Axiom JDK Certified 17 Bocnonb3yintecb MHCTPYKLIMEN C ODULIMANBHOIO CaiTa NpOU3BOAMTENS.

4.5.2.2 YctaHoBKa OpenJDK

Onsa ycraHoBkn Open]DK 17 Bocnonb3yitecb MHCTPYKLUMEN MO YCTaHOBKE nakeTa «java-17-openjdk» c
oduumanbHoro canta AnbT Cepeep.

4.5.3 YcTaHOBKA U HacTponka CYb/

BbInosHMTE YCTAHOBKY M HACTPOMKY 04HOM U3 HMxKenpueedEHHbIX CYB/:
e PostgreSQL un3 cocrasa OC;

e Postgres Pro;

e Jatoba.

Mopsipok pazpeweHus KoHGnukToB Mexay CYB/ PostgreSQL npuseneH B [Mpunoxeruu 1.

MNMopsnok HacTporiku Bzaumoperncteus ¢ CYB[, pa3MelLeHHOM Ha OTAEeNbHOM Y3ne, npuBeaeH B [punoxeHum 2.

lNporpaMMHOe cpeacTBO MOXET ObITb HACTPOEHO Ha B3amMopericTeue ¢ CYB[ no npotokony TLS. lMporpaMMHoe
CpeacTBo He byaeT GYHKUMOHMPOBATL, ECIN EMY HE YAAN0Ch YCTaHOBUTb TLS-coeamHenne ¢ CYB/,. Mopsaok HAacTpoOMKu
TLS-coeauHenus ¢ CYB/, npueeneH B MpunoxeHun 3.

% na obecneyeHns cepTMOULMPOBAHHON Cpeapl MPOrpaMMHbIN KOMMoHeHT «LlenTp ceptudukaumm Aladdin Enterprise Certification

Authority» Heo6xoaMMo pa3BépTbIBaTh C UCNoNb30BaHMeM web-cepeepa Nginx B OC AnbT Cepsep 8, penns 10
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4.5.3.1 YcTaHoBKa CYB/[, PostgreSQL3?
e YcTaHoBWTE NocneaHto0 aoctynHyto sepcuio CYBL PostgreSQL, BbiNonHMB KoMaHay>®:

sudo apt-get install postgresgll5-server

e BbiMonHWTE YCTAaHOBKY MOC/AefHei [AOCTYMHOM BepcMM nakeTa postgresgl-contrib, BbIMOMHMB
KOMaHay:

sudo apt-get install postgresqgll5-contrib

e YcTaHoBMUTe NakeT postgresql, BbINOSHMB KOMAHAY:
sudo apt-get install postgresqgll5

e [IpouszBeguTte nHmumanusaumio b, BbINOAHMB KOMAHAY:
sudo /etc/init.d/postgresql initdb

B cnyyae ownbkn Data directory in ‘/var/lib/pgsgl/data’ is not empty.. cnefyeT OYMCTUTb
OVMPEKTOPUI0 KOMAHAOW HUXE U NOBTOPUTb MHULManm3aumio b/,

sudo rm -rf /var/lib/pgsgl/data

e 3anyctute PostgreSQL, BbINOAHWB KOMaHAY:
sudo systemctl start postgresqgl

e [Jlo6aBbTe 3anyck PostgreSQL B aBTO3arpysKy, BbIMOAHUB KOMaHAY:
sudo systemctl enable postgresqgl

e Otpepaktupyiite ¢ain /var/lib/pgsgl/15/data/postgresgl.conf® - ycTaHOBUTE uMCNO
noAK/MoYeHnit max connections B 3HayeHne 1000%.

e Bbinonnute nepesanyck CYB/ PostgreSQL ons BcTynneHuns nu3MeHeHun B CMNY, BbINOAHUB KOMaHAY:
sudo systemctl restart postgresqgl

4.5.3.2 YcTaHoBKa CYB[ Postgres Pro*!

e 3arpysute ckpunT 415 4o6aBneHUs Peno3uTopus, BbIMOHMB KOMaHay*:
wget https://repo.postgrespro.ru/std-16/keys/pgpro-repo-add.sh

e 3anycTute CKpWNT, BbINMOJHMB KOMaHAY C NpaBaMu cynepnonb3osaTens (root uau sudo):
sudo sh pgpro-repo-add.sh

e O6HOBUTE CNMMCOK NAKeTOB, BbINOAHWB KOMaHAY C MpaBaMu cynepnonb3oBatens (root unu sudo):
sudo apt-get update

e YcrtaHosuTe Postgres Pro, BbiInosIHMB KOMaHAy C NpaBaMu cynepnonb3osartens (root unau sudo):

*’ Moppo6HOE onucaHue NpuBeAeHO B 0buLMabHON AOKyMeHTaumumn Ha PostgreSOL, pasmeléHHoii no agpecy https://postgrespro.ru/docs

38 KoMaHabl HbKe NpuBeaAeHbl ANS yCTaHoBKM 15-0it Bepcum PostgreSQL.

39 PacrionoxeHue danna MOXeT OTAMYaTbCA. B WMHCTPYKUMW pacnoniokeHue ykasaHo ana 15 sepcum PostgreSQL. [ns noucka MOXHO
Mcnonb3oBatb KOMaHay sudo find / -type f -name postgresqgl.conf

0 3HaueHne max_connections paBHoe 1000 SIBASETCS PEKOMEHAYEMbIM, MPU HEOGXOAUMOCTY MOXKHO YCTaHOBUT U BOJbLIEE 3HAYEHME.

“! Moapo6Hoe onucaHWe NpuBeaeHo B odULMaNbHOM AOKYMeHTaumMK Ha Postgres Pro, pasMeluéHHoit no agpecy https://postgrespro.ru/docs

42 KomaHap! Hwke npueeaeHa ana 16-oit sepcum Postgres Pro.
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sudo apt-get install postgrespro-std-16
e Orpepaktupyite  ¢ann  /var/lib/pgpro/std-16/data/postgresqgl.conf® ¢  npasamu
aAMUHKUCTPATOpa — YCTaHOBUTE YMCNO NOAK/IIOYEHUIA max connections B 3HaYeHUe 1000*.

e [Ipu OTCYTCTBMM CO3[aiTe CMMBOSMYECKME CCbIIKM HA YTMAMTHI psgl M pg dump, BbINMOAHMB KOMaHAbI C
npaBamu cynepnonb3oBaTens (root nau sudo):

sudo 1n -s /opt/pgpro/std-16/bin/psgql /usr/bin/psqgl

sudo ln -s /opt/pgpro/std-16/bin/pg dump /usr/bin/pg dump
4.5.3.3 YcTaHoBKa CYB/[ Jatoba*®
o (Cospavite KaTanor /localrepo, BbINOMAHUB KOMaHAY:

sudo mkdir /localrepo

e B karanor /localrepo ckonupyiTe Heobxoammele davnbl Ang yctaHosku CYB/[, Jatoba.

TpebyeTcA ckonupoBaTb MNOJSIHYI CTPYKTypy ¢annoB M KatanoroB u3 guctpubytuBa. Takke
ponyckaetcsa yctaHoBka ¢ CD/DVD Hocutensa Hanpsimyr. B atom cny4ae, nonb3oBaTento He
TpebyeTcsa konupoBaTb hannbl, a BMecTo Katanora /localrepo BO Bcex warax garnee ykasbiBaTb
COOTBETCTBYWLUA NyTb OO HOcUTenss u aupektopuiro penos3utopus CYB[l Ha Hocutene gns
cooTBeTcTByIoLen OC.

o  [uctpubytus CYB[ Jatoba conepxut:
- Kartanor /base;
- Kartanor /RPMS.classic;

- dann knyva RPM-GPG-KEY-Jatoba.

e [IpoBepbTe pe3ynbTaT KONMPOBaHUS BCeX (ainoB anctpnbytuea, nepeinas B katanor /localrepo 1 BbINOAHMB
KOMaHzy:

1s -1

o (Co3paiite dann /etc/apt/sources.list.d/jatoba-[Bepcusa].list noj agMMHMCTPATOPOM C
OMUCaHMEM JTIOKANIbHOTO PEMNO3UTOPUS B CUCTEME, B KOTOPOM Pa3MeCcTUTE C/ieflyloLLee ONucaHue:

rpm file:///localrepo x86 64 classic
e (O6HOBUTE ONMCAHUA NAKETOB KOMAHAOW:
sudo apt-get update
e YcTaHoBUTE ocHOBHble nakeTbl CYB/ Jatoba komMaHaoM:

sudo apt-get install jatoba[Bepcual]-client jatoba[Bepcusa]-contrib jatoba[Bepcus]-libs
jatoba[Bepcusa] —server

MakeTbl jatoba[sepcusz]-client, jatoba|[eepcusi]-contrib, jatoba[sepcusz]-libs u
jatoba [Bepcusi|-server ABNAKTCA ob6A3aTenbHbIMU AN yctaHoBku CYB[.

e [lepeianTe B AMPEKTOPUIO pacnonoXeHus ucnonHaemoix garinos CYB/, Jatoba nocpeactBoM KoMaHabl:

43 PacnonoxeHue daina ykasaHo ans 16 sepcumn Postgres Pro, Ans noucka MOXHO MCMO/b30BaTb KOMaHay sudo find / -type f -
name postgresqgl.conf
# 3naueHue max_connections paBHoe 1000 fBNSETCS PEKOMEH/AYEMbIM, NPU HEO6XOAMMOCTM MOXHO YCTAaHOBUTDL U 6OMbluee 3HaYeHue.

4 Toppo6Hoe onMcaHWe npUBEAEHO B OMUUMANbHOM AOKYMEHTauMu Ha Jatoba, pasmewéHHoi no agpecy httpsy//www.gaz-

is.ru/produkty/inform-sistemy/subd-jatoba.html#materialy

AO «AnadduH P.A.», 1995-2025 a. Pykogodcmeo admuHucmpamopa. Yacme 1. Ycmaroska u obcnyxwusarue Llempa cepmucpukayuu Aladdin Enterprise Certification Authority

Cmp. 36 /102


https://www.gaz-is.ru/produkty/inform-sistemy/subd-jatoba.html#materialy
https://www.gaz-is.ru/produkty/inform-sistemy/subd-jatoba.html#materialy

LenTp ceptudmkaToB goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.AJIOE.03.01.020 32 01-1

cd /usr/jatoba-[Bepcus]/bin/
o MHuumanmsupyite katanor gaHHbix CYB[, Jatoba npu nomMowm KoMaHabl:

sudo ./jatoba-setup initdb jatoba-[Bepcuga]

o  Otpepaktupyite dann /var/lib/jatoba/ [Bepcual /data/postgresqgl.conf nog,
alMMHUCTPATOPOM — YCTaHOBUTE YMC/IO NOAKNIOYEHUI max _connections B 3HaueHne 1000%.

o [lo6asbte CYB/[ Jatoba B aBTO3arpy3sky KOMaHAOM:

sudo systemctl enable jatoba-[Bepcus]

e BeinonHute nepesanyck CYB[ Jatoba ans BCTynneHus MU3MeHEHWI B CUAY, BbINOJHMB KOMaHAY:

sudo systemctl restart jatoba-[Bepcus]

4.5.4 YcTaHOBKA Be6-cepBepa

OC Anbt CepBep noppepxuBaer Beb-cepep Nginx, KoTopbli obecneynBaeT CepTUPULMPOBAHHY Cpeay
dyHKuMoHMpoBaHus. Beb-cepsep Nginx yctaHaBnnBaeTcs 13 OCHOBHOroO penosutopus ceptuduumporaHHon OC.

Takxke B KayecTBe BebH-cepBepa MOXHO WCnonb3oBaTb Apache, HO OH YCTaHaBIMBAETCS M3 pacCMPEHHOrO
penosutopus. Mcnonb3oBaHun  Beb-cepBepa Apache npuBenér K noTepe  cepTUMUULMPOBAHHOW  Cpepbl
(YHKLMOHMPOBaHWS.

4.5.4.1 YcTaHOoBKa Be6-cepBepa Apache

BHumaHue! Ucnonb3oBaHue Be6-cepBepa Apache npuBegéT Kk notepe cepTudULMpPoOBaHHON cpenbl
(PYHKLIMOHMpPOBaHUS.

e  YCTaHOBWTE NaKeT, BbIMOMHMB KOMaHAy C MpaBaMu Cynepnosib3oBatens (0T MMEHW Nonb3oBaTens root, 1M6o
C Mcnonb3oBaHueM sudo):

sudo apt-get install apache2-mod http2

e YcTraHoBuTe MOAy/b Ssl, BbINONHWMB KOMaHAY C NpaBaMu Cynepronb3oBaTtens (0T MMeHW Mofb30BaTens root,
nmbo ¢ ucnonb3oBaHueM sudo):

sudo apt-get install apache2-mod ssl
o Cospaiite dannbl:

- /etc/httpd2/conf/mods-available/http2.load, BbINOAHMB  KOMaHAy C  nNpaBamu
cynepnonb3oBaTtena:

sudo nano /etc/httpd2/conf/mods-available/http2.load

BHecuTe cnepytowmii TEKCT B CO34aHHbIV (aiin:

LoadModule http2 module /usr/lib64/apache2/modules/mod http2.so

- /etc/httpd2/conf/mods-available/http2.conf BbINO/IHUB KOMaHgy C  npaeamu
cynepronb3oBaTens:

sudo nano /etc/httpd2/conf/mods-available/http2.conf

BHecuTe cnepyowmii TEKCT B CO34aHHbIV (aiin:

# mod http2 doesn't work with mpm prefork
<IfModule !mpm prefork>
Protocols h2 h2c http/1.1

6 3HaueHue max_connections paBHoe 1000 SIBASETCS PEKOMEHAYEMbIM, MPU HEOGXOAUMOCTH MOKHO YCTAHOBMTD M BOMbLUIEE 3HAYEHME.
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</IfModule>

sudo
sudo
sudo
sudo
sudo
sudo

sudo

sudo

sudo

sudo

sudo

. AKTMBMpyVITe mMoA4ynu, BbINOJTHMB NOOYEPEAHO KOMaHAbI:

aZ2enmod
aZ2enmod
aZ2enmod
aZ2enmod
aZ2enmod
a2enmod

aZ2enmod

ssl

pProxy

proxy http

headers

cgi

rewrite

http2

e BkiouuTe https nopT No yMoN4aHuio, BbINOJHUB KOMAHAY C NpaBaMu Cynepnosb3oBaTens:

aZ2enport https

4.5.4.2 YcTaHoBKa Be6-cepBepa Nginx

e  YcTaHoBWTE NakeT u3 obuumanbHoro penosutopus OC, BbINONHMB KOMaHAy C MpaBaMu Cyneprosib30BaTens:

apt-get install nginx

e  3anycTuTe YCTaHOBNEHHbIM Be6G-cepBep, BbIMOIHUB KOMaHAY:

systemctl start nginx

o [lo6aBbTe Beb-cepBep B aBTO3arpy3Ky, BbINOJHMB KOMaHAY:

systemctl enable nginx

4.6 YcTaHoBKa Beb-cepBepa Cpnginx

MNakeTbl Beb-cepBepa cpnginx pacnonoxeHbl B auctpubytuee CK3U «Kpuntollpo CSP». YcraHoBka Be6-

cepBepa BbinosHsietcs nocne ycraHosku CK3U «Kpuntollpo CSP» (cm. MpunoxeHue 5).

MNopspok yctaHoBKM Be6-cepBepa cpnginx:

e pacnakyeTe apxuB ¢ auctpubytusom CK3U «Kpuntollpo CSP» komaHpon:

tar -zxf <umma mucTpmbyTuBa>.tgz && cd <uMa aucTpubyTrBa>

e YCTaHOBUTE Cneagyrouline nakeTbl:

- ona OC Astra Linux SE koMaHpo# sudo dpkg -i <HauMeHoBaHue naxkeTa>.deb:

o

o

o

cprocsp-nginx-64 5.0.13000-7 amd64.deb;
lsb-cprocsp-rcrypt-64 5.0.13300-7 amd64.deb;
cprocsp-pki-plugin-64 2.0.15000-1 amd64.deb.

- ana OCPELO OC koMaHao sudo dnf install <HaMMeHOBaHME MakKeTa>.rpm:

o

o

cprocsp-nginx-64-5.0.13000-7.x86 64 .rpm,
lsb-cprocsp-rcrypt-64-5.0.13000-7.x86_ 64.rpm.

- pna OC Anbt CepBep KOMaHAoOM sudo apt-get install <HaMMeHOBaHME [AKETAa>.TIPMm:

o

o

cprocsp-nginx-64-5.0.13000-7.x86 64 .rpm,
lsb-cprocsp-rcrypt-64-5.0.13000-7.x86_ 64.rpm.

e ycraHoBute Ha CK3U «Kpuntollpo CSP» cooTBeTcTBYtOLWYI0 MLeH3MI0 (TLS-cepBep) KoMaHaoM:

sudo /opt/cprocsp/sbin/amdé64/cpconfig -license —-set "Homep smieH3Un"
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sudo /opt/cprocsp/sbin/amd64/cpconfig -license -view
e  3anycTute yCTaHOBNEHHbIM Be6-cepBep, BbINOJHMB KOMaHAY:
sudo systemctl start cpnginx.service

. [obasbTe Be6-cepBep B aBTO3arpy3ky, BbIMOJIHMB KOMaHAY:

sudo systemctl enable cpnginx.service

4.7 YcTaHoBKa JC-WebClient

e [lporpammHoe obecneuveHnne JC-WebClient Heob6xogMMO yCTaHOBWUTb Ha KOMMbKOTEp, C KOToporo 6yaert
BbINOJIHAETCS yNpaBneHue cepBepHoi YacTbto LleHTpa ceptudumkaunm Aladdin eCA uepes Beb-untepderic. JC-WebClient

obecneymBaeT BbiMyCK CEPTUHUKATOB Ha INEKTPOHHBIX KNHOUAX (KNHOUYEBbIX HOCUTENSX).

e [lpy ycCTaHOBKe [OMOJIHWUTENBHOrO MPOrPaMMHOr0 obecneyeHuss MporpamMMHoe cpenctBo obecreynBaeT

BO3MOXHOCTb paboTbl C K/IHOYEBBIMU HOCUTENSMU (3N1EKTPOHHBIMU Ktouamu). Mpu 3TOM Knacc 3awmTbl NPOrpaMMHOro

cpencTBa He obecrneymBaeTcs.

o CkavanTte anctpmnbytmne JC-WebClient ¢ Be6-caiiTa nponssoanTens.

e YcTaHoBMTE 3aBUCUMOCTMH.

e YcrtaHosuTe JC-WebClient, BbINONHMB KOMaHAy:

PEL OC sudo dnf install JC-WebClient-x64-x.X.X.XXXX.rpm

Astra Linux SE  gsydo apt install -f JC-WebClient-x64-x.x.x.xxxX.deb

AnpT Cepmep sudo apt-get install JC-WebClient-x64-x.X.X.XXXX.rpm

o [lepengute B KaTanor /etc/rc.d/init.d/, BbINOAHUB KOMaHAY:
cd /etc/rc.d/init.d/
e [Ipoussegute 3anyck 10 JC-WebClient, BbinoNHMB KOMaHAy:

sudo sh jcmon start
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5 YCTAHOBKA MNPOIMrPAMMHOIO CPEACTBA

Mepepn yctaHoBkow LleHTp ceptudukaummn Aladdin eCA Heob6X0AMMO BbIMOMHUTL MOAFOTOBKY CepBepa, rae
npegnonaraeTcs pasBepTbiBaHWE NPOrPaMMHON0 CPeacTBa, B COOTBETCTBMM C pas3feNioM 5 HacToswero pykoBoACTBa.

B cny4yae noBTOpHOW ycTaHOBKM MO pekoMeHAyeTCA MPOM3BECTM OUYMCTKY K3lla UCMOSb3yeMoro
Beb-6pay3epa.
5.1 PacnakoBKa UHCTAINNAUNOHHOrrO KOMNJIeKTa NporpaMMHoOro cpeancrtea

o PacnakyiTte MHCTanNsSUMOHHBIM rpm/deb-nakeT, Haxo4aCb B Manke, r4e PacrnofoXeH MakeT, BbIMOJHMB
KOMaHZy C npaBaMu Cynepnosb3oBaTtens:

PELl OC sudo dnf install <HauMeHOBaHME MaKeTa>.rpm
Astra Linux SE sudo dpkg -i <HauMeHOBaHMe mNaxkeTa>.deb
AnpT Cepmep sudo apt-get install <HauMeHOBaHME NaKeTa>.rpm

o MHcTannaumoHHbIM rpm/deb-nakeT 6yneT aBTOMATUYECKM pacnakoBaH B AMPEKTOpUI0 /opt/aecaCa.

e  (TpyKkTypa pacnakoBaHHOr0 MHCTaNNSIUMOHHOro rpm/deb-naketa npuseneHa B Tabnuue Hmxe (Tabnmua 5).

Tabnuua 5 — CTpykTypa yCTaHOBOYHOro KomnnekTa LleHTpa ceptudumkaummn Aladdin eCA

CTpYKTYpHbIli 31eMeHT HasHauyeHue anemeHTa

Jopt/ o YCTAHOBOUYHbIW KOMMIEKT MPOrpaMMHOr0 CPeACTBa, a TaKxkKe
../ 0P aecala
MCMONb3yeMble AOMNONHUTENbHbIE MHCTPYMEHTbI

Ny6AUYHbINA OTKPLITBIA KNHOY NpOU3BOAUTENS NS

/opt/aecaCa/digsig/keys/aladdin pub.key )
= obecneyeHuns 3MC OC Astra Linux SE

../opt/aecaCa/bin KaTanor C AONOMHUTENbHbIMU YTUAUTAMU
./opt/aecaCa/bin/jcverify KaTanor yTUAnUTbl KOHTPONS LeNoCTHOCTH «jcverify»
./opt/aecaCa/bin/jcverify/jcverify YTUAUTA KOHTPONS LLeNIOCTHOCTU «jcverify»

BCNOMoOraTesibHbli dhain gng paboTbl YTUAUTLI LENOCTHOCTU
./opt/aecaCa/bin/jcverify/jcverify.txt ) ) ¢ AnA P y 4
«jeverify»

NyTb pa3BepTbiBaHUA NPOAYKTa, COAEPXKUT CO34aBaEMbIE

./opt/aecaCa/dist 3
BpPEMEHHbIE (aiinb
' ' apXMBbl, CHOPMUPOBAHHbIE B PE3Y/bTAaTE OYUCTKM XypHana
.dist/archive/ 5
CobbITUN
.dist/backup/ CO34aHHble pe3epBHble Konuu LleHTpa cepTudukaumum

, s pacnonoxeHue pkcs#12 koHTelHepa cepTudukaTa
.dist/certificates/account
AAMUHMCTpATOpa MHULMANU3aLUM

, — acnonoXeHue ceptTuduKaToB 414 ynpasneHums ssl-
.dist/certificates/ssl P pTvd ynp
coeanHeHneM

acnonoxeHue pkcs#12 KOHTEMHEPOB, COAEpPXKaLUX
.dist/cryptotoken/ P . P N P Aepial
OTKPbITbI 1 3aKpbITbIN Ktoum LLeHTpoB cepTudumKaumm
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CTPYKTYpHbIi1 31IeMeHT

HasHauyeHue anemeHTa

.dist/environment/

PACMOIOKEHNE NEPEMEHHbBIX OKPYXXEHWUS CEPBUCOB

.dist/logs/

pacnonoXXeHna TEXHNYEeCKMX XXypHanoB CeEpBMCOB

./opt/aecaCa/eula

halin NMUEH3MOHHOro CornalleHus

./opt/aecaCa/samples

COLEPXMT LWABNOHbI GaiioB KOHPUrypaLmmu aAns
BHYTPEHHEro UCnosb30BaHMs NPOrPaMMHbLIM CPeACTBOM

./opt/aecaCa/scripts

COOEPXMUT CKPUNTbI ypaBneHus LleHTpa ceptnudmkaumm
Aladdin eCA

./scripts/external

COOEPXMUT CKPMNT A9 3KcnopTa wabnoHos MSCS

./scripts/internal

CKpUNTbI 419 BHYTPEHHEro UCNOJIb30BAaHUS NPOrpaMMbl,
3anyckaemMble aBTOMaTU4eCKHM Nnpu BblMOJIHEHUN
CKpPUNTOB U3 KaTarnora /opt/aecaCa/scripts

/opt/aecaCa/scripts/internal/aeca/selinux

NOAUTUKM, NoAKIoYaeMsble K selinux, Heobxoaumble ans
¢dyHKkumnoHupoBaHus LlenTtpa ceptudumkaumm Aladdin eCA

../scripts/backup.sh

CKPWNT pe3epBHOI0 KOMWPOBAHUSI KOH@Urypauuun LleHTpa
ceptudukaumm Aladdin eCA

./scripts/config.sh

bash-ckpunT KoHDUrypaumm LleHTpa ceptudukaumnm
Aladdin eCA (pa3BepTbiBaHMe NPOAYKTa, HACTPOWKaA
noakntoyeHns Kk b1, ynpasneHune KoHpurypaumen
CepBUCOB)

./scripts/database create.sh

CKpUNT co3aaHus 6a3bl AaHHbIX HA pa3BOpaYMBaEMOM
cepBepe LleHTpa cepTUdUKaLMKM C NpeayCTaHOBEHHbIMU
napamMeTpamu Mo yMoN4YaHUIo (MMEeHeM MoJb30BaTeNs,
HauMeHOBaHMEM 6a3bl LaHHbIX U T.4.)

./scripts/diagnostics.sh

cKpunt c6opa ANArHOCTUYECKMX OaHHbIX

./scripts/email config.sh

bash-ckpunT ynpaenenus wabnoHammu email-paccbinku

./scripts/install.sh

CKPUMT YCTaHOBKMU M 0BHOBNEHUS Tekywei Bepcun LleHTpa
ceptudukaumm Aladdin eCA

./scripts/integrity check.sh

CKPWNT KOHTPONS LLeNOCTHOCTU UCnonHaeMblx dhannos

./scripts/restore.sh

CKpUNT  BOCCTAHOB/IEHMS ~ U3 pE3EpBHOM  KOMUU
KoHdurypauum LleHTpa ceptudukaummn Aladdin eCA

./scripts/restore access.sh

CKPUMT pEe3epBHOr0 BOCCTAHOBNEHUS pocTyna K LleHTpy
ceptudukaumm Aladdin eCA

./scripts/export-ca-data.sh

ckpunt 3kcnopTta ¢ainos CRL, Delta CRL, AIA u3 LeHTpa
ceptudukaumm Aladdin eCA

./scripts/uninstall.sh

ckpunt yaanenus LleHtpa ceptudmkaumm Aladdin eCA

./opt/aecaCa/services

cepsucbl CepBepHoit YacTu LleHTpa ceptudumkaumm
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CTPYKTYpHbIi1 31IeMeHT

HasHauyeHue anemeHTa

../opt/aecaCa/services/cryptoproviders

KaTtanor ¢annos ons B3aMMOAENCTBUSA CO CTOPOHHUM
KpMNTONpOBanaepom

../services/checksum.md5

Cbaﬁﬂ 3TaJIOHHbIX X3W-CyMM CepBMUCOB U CNUCOK CepBUCOB,
noaBepraeMbliX KOHTPOJIHO LENOCTHOCTH

../services/internal .md5

davin 3TaNoOHHbIX X3LW-CYyMM CEPBMCOB M CMUCOK CEPBUCOB,
noABepraemMbIiX KOHTPOJIKO LLeNOCTHOCTH (415 BHYTPEHHERO
MCMNOMb30BaHMS)

../opt/aecaCa/static

aptedakTbl KnneHTckon Yactu LleHTpa ceptudmkaumm

e Bnapenbuem pacnakoBaHHbIX (aiinoB 6yaeT SABASTLCS MOMb30BATENb r00t», APYrMe nofb3oBaTenu He byayTt

MMETb NpaB A0CTyNa K UHCTA/NTAUMOHHOMY KOMMNNEKTY.

5.2 HacTpoiika napaMeTpoB KOHPUrypaLum nporpaMMHOro cpeacTsa

e  KoHnowurypaumsa LenTpa ceptudumkaumm Aladdin eCA 3apaetcs ¢ NOMOLLbIO NapamMeTpoB KOHGUIYpaLMOHHOMO

¢danna /opt/aecaCa/scripts/config.sh.

e [lepen yCTaHOBKOM NpOrpaMMHOrO KOMMOHEHTA OMpeLennuTe 3HAUYEHUS CeAYIOWMX NapaMeTpoB:

webserver - YKaXuTe UCMofib3yeMblid Beb-cepep (nginx, apache unu cpnginx). O Bbibope Beb-
cepBepa cMOTpu B nogpasgene 5.4. Takke 3HaueHWe napaMeTpa MOXHO OyaeT BBeCTWM MpuU 3anycke
WHCTANNATOPa B MHTEPAKTUBHOM PEXUME;

webserver path - ykaxuTe nanky ¢ dannamu ans passépTbiBaHua Beb-cepsepa. Takxe 3HayeHue
napameTpa MOXHO OyaeT BBECTM MpU 3anyCcke MHCTaNNATopa, B MHTEPAaKTUBHOM pEXMME YKas3aB MyTb K
davinam Beb-cepBepa (KOHWrypauus nginx pacnonaraercs no nytM etc/nginx; KOHQUrypauus
apache pacnonaraertcsi: ang Astra Linux no nytm /etc/apache?2, pna PE[L OC no nytv /etc/httpd;
ans Alt Linux KoHdurypaums apache pacnonaraerca no nym /etc/httpd2/conf; KOHOUIypauns
cpnginx pacnonaraeTtcs no nym /etc/opt/cprocsp/cpnginx) ;

database password - yKaxuTe napofb nonb3osartens 6asbl aHHbIX. [ocne 06HOBNEHWUS C BEPCUK
2.1 po Bepcuu 2.2 (cM. pasgen 12), a Takke nocne co3aaHusa U HaCTPOMKK 6asbl AaHHbIX (CM. noapasaen
5.4) naponb nonb3oBatens 6a3bl JaHHbIX OTOOpPaXaeTcs B KOHDUrypaLMOHHOM daiine B WnMdpPOBaHHOM
Buae (anroput™ wudposaHna AES-256 ¢ wucnonb3oBaHWeM  creHepupoBaHHOro B - danne
/opt/aecaCa/scripts/key Knua wndbpoBaHus);

I BHuMaHue! Maposib He AOJIXKEH coAep KaTb crneuMasibHble CUMBOJIbl « | » U «\».

root cert path - abcontoTHbIM NyTb K cepTudukaty kopHesoro LIC u3 Lenoukn cepTudukatos
cepepa CYB[. 3HaueHue napaMeTpa HeobXOAMMO 3aMONHUTb TOMBKO MpWU  BKJIKOYEHHOM dnare
obg3atenbHOro wucnonb3oBaHua TLS pna nogknoyeHns k CYB[ (Mpu  3HayeHuM napameTpa
use tls=true). MHaye (Npn use tls=false) cnegyeT OCTaBUTb NapaMeTp HE3aMONHEHHbIM;
hostname - ykaxuTe nonHoe uma cepsepa LleHTpa ceptudumkaumm Aladdin eCA. YctaHoBneHHoe
3HaveHue 3aHocuTca B atpmbyTbl «Common name» n «DNS Name» aBTOMaTMYeCKM CO34aBAEMbIX MpU
pa3BEpTbIBAaHUM NOKANLHOMO CybbekTa Beb-cepBepa M cepTuduKaTa anis Hero.
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e [Ina cootBetcTBUS LleHTpa cepTMdMKATOB LOCTYNa 4 YPOBHIO [LOBEPUS, YCTAHOBNEHHOMY AOKYMEHTOM

«TDE6OBaHVI$I no 6esonacHocTH l/IHCI)OpMaLI,VIVI, yCTaHaBnBakLWmMe ypoBHM 0oBepua K Ccpencream TEXHUYECKOM 3aLMThbI

uHdbopMaumm 1 cpeacteaM obecneyeHus 6€30MACHOCTU MHPOPMALMOHHLIX TEXHOMOTMUI® (YTBEPXKAEHHBIM MPUKA30M

OCT3K Poccun ot 2 uoHa 2020 r. N2 76) npu mcnonb3zoBaHun CK3U «Kpuntollpo CSP» kaHan B3auMompencTeus

KJIMEHTCKOIO U CEPBEPHOIO KOMMOHEHTA NPOrPaMMHOr0 CpeacTBa AO/KeH ObiTb OpraHM3oBaH no npotokony TLS FOCT, a

Takxke AomkHa obecneunBatbcs TLS-ayTeHTUDUKaALUS
OTeYeCTBEHHbIX KpunTorpapuyecknx anroputmos. [ng

Tabnuuen Hmxe (Tabnuua 6).

Tabnuua 6 — MNapameTpbl gng HacTpoiku TLS TOCT

nonb3oBaTteniel B NPOrpaMMHOM CPeacTBe C MCNOJSIb30BAHUEM
3TOr0 HACTpoKTe KOHUrypaumoHHbIM parn B COOTBETCTBUM C

MNapametp

3HayeHue

webserver

‘cpnginx’

webserver path

'/etc/opt/cprocsp/cpnginx’

initial cryptography provider

'CRYPTO_PRO'

initial cryptography key algorithm

'GOST_R_34 10_2012'

initial cryptography key bits

'256' unn '512'

initial cryptography hash algorithm

'GOST_R_34 11 2012'

initial ca common name

npumep 3Hauvenus: 'INITIAL_CA_GOST'

initial admin principal

npumep 3HauveHus: 'INITIAL_ADMIN_GOST'

sign provider

'CRYPTO_PRO'

sign key algorithm

'GOST_R_34 10 2012’

sign key length

256" unun '512

sign hash algorithm

'GOST R_34 11 2012’

o  OTpenakTupyiTte KOHOUIypaUMOHHbIM dainn /opt/aecaCa/scripts/config. sh, BbINOAHUB KOMaHAY:

sudo nano /opt/aecaCa/scripts/config.sh

e HacTpavBaeMble napaMeTpbl KOHOUIypaLMOHHOTO daiina No3BoNsOT 334aBaTh:

- napaMeTpbl KOHPUIypaumMu pa3BEpPTbIBaHMS CEPBUCOB LEEHTPA CEPTUDOUKALNM;

- NapaMeTpbl e-mail yBe,EI,OMJ'IE‘HMﬁ nonb3oBaTensam 06 UCTEYEHUM CpOKa OeNCcTBMa  BblAAaHHOIO

ceptudumkara;

- napameTpbl KOHOUIypaLMK LLEHTPa BaNuaaLmu;

- NapaMeTpbl KOHCDVIWpaLI,MM TEXHUYECKOTO UEHTpa CepTMCbMKaLI,MM, CcO34aBaeMoOro no ymossv4aHui B

npouecce pa3BépTbiBaHMA CEPBEPA LEEHTPA CEPTUDUKALMUM;

- napaMeTpbl CepTUdMKATA TEXHUYECKOTO LIEHTPA CEPTUDUKALIUK;

- napaMeTpbl cepTUdUKaTa YH4ETHOM 3aMUCKU ALMUHUCTPATOPA MHULMANU3ALNN;

- napameTpbl cepTudMKaTa Be6-cepBepa TEXHOMOMMYECKOTO LEHTpa cepTUdUKaLmu;

- pacnucaHue CMHXPOHWM3ALMM PECYPCHBIX CUCTEM;

- pacnucaHue nybavkKaummu Cnmcka o0To3BaHHbIX CEpTUdMKATOB;
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- pacnucaHue MpOBEPKM CPOKa [OEUCTBMS CepTU(DUKATOB LEHTPOB CEPTUDMKALMU U BbIMYLLEHHbIX
cepTMdUKATOB CYyObEKTOB;

- pacnucaHue apxvBaLMu XypHana cobbiTuii;

- KOHGurypaumo 6a3bl JAHHbIX.

e [lonHbIM NepeyeHb M ONMCaHWe NapaMeTpoB KOHUIypauumn npueegeHo B Tabnmua 7.

Tabnuua 7 — OnmcaHre napaMeTpoB KOHGUrypaunm

Mapametp 3HaueHne napameTpa No yMoNYaHuio OnucaHue

KoHdurypaumus passeptbiBaHus

—Dsorver e Mcnonb3yembit Beb-cepeep (nginx, apache nau
w v
cpnginx)

Manka ¢ dannamun ona passépTbiBaHMA CepBUCa
(koHUMrypaums nginx pacrnonaraercs no nytu
etc/nginx; KOHPUrypaums apache
pacnonaraetcs: gna Astra Linux no nytu
webserver path ' #CHANGEIT' /ete/apache2, na PEL OC no nytv
= /etc/httpd; ans AltLinux koHduUrypaums
apache pacnonaraetca no nytm
/etc/httpd2/conf; KoOHbUrypaums cpnginx
pacrnonaraeTcs no nytu
/etc/opt/cprocsp/cpnginx)

Manka ¢ dainamu ana paseéprbiBaHus LleHTpa
aeca path '/opt/aecaCa/dist" ¢ A ] P P Hewtp
— ceptudmkaumm Aladdin eCA

environment path '/opt/aecaCa/dist/environment’ | [anka c nepeMeHHbIMU OKPYXEHUS ANs CEPBUCOB

Manka, copepxalias OTKPbITbIA U 3aKPbITbINA
cryptotoken path ' /opt/aecaCa/dist/cryptotoken' | knoun ansg focTyna (QyTeHTUDUKALMM) K LEHTPY
cepTudukaumm

. . PacnonoxeHue koHpurypauum LieHTtpa
webserver config path ' /opt/aecaCa/dist/webserver' ]
— — ceptudmkaumm Aladdin eCA nns Beb-cepeepa
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Mapamertp

3HauyeHue napamMeTpa no ymMon4aHuio

OnucaHue

ssl ciphers

[Io yMOJIUaHMIO HE 3amaHo.

MopnepxvBaeMble Habopsbl Wndpos ang TLS-
coeauHeHus. [JlaHHbIM napaMeTp no3sonser
orpaHuuunTbL Habopbl Wndpos (cipher suites),
KOTOpble MOryT MCMONb30BaTbCs Npu TLS-
coepuHeHun. Paspenutenb Mexay Habopamu —
«». ECn KNWeHT He NoaAepX1BaeT HU OAMH U3
yKa3aHHbIX B JAHHOM napameTpe Habopos, TLS-
coeamHeHue He ByneT yCTaHOBNEHO.

Mo yMonyaHuio 3Ha4yeHue B JAHHOM NapameTpe
He 33[laHo, YTO O3HAYaeT OTCYTCTBME YNPaBNEeHUS
CO CTOpOHbI LleHTpa ceptudukaummn nepeyHem
ponyctumbix Habopos wudpos (ciphersuites)
TLS-coeanHeHus pnsa Beb-cepeepa.

B naHHOM napameTpe MoryT ObITb YKa3aHbl Jilobble
Habopb! LWMPPOB, NOLAEPXKUBAEMDIE
ucrnonb3yemMoi Ha cepsepe LleHTpa
ceptudukaummn sepcueii Openssl ana TLS Bepcum
1.2.

MonyynTb CNMCOK NOAAEPKMBAEMBIX
ucnonb3yembiM Openssl HabopoB WKndpos ans
TLS Bepcuu 1.2 MOXHO C MOMOLLbIO KOMaHAbI:

openssl ciphers -tlsl 2 -s

[laHHbIV NapaMeTp yuMTbIBAETCS TOMBKO NpU
ucnonb3oaHuu Beb-cepsepos Nginx unu Apache.
KoHdurypuposaHue Habopos wudpos TLS-
coeauHenus ang Cpnginx ocyLecTBASeTCs C
MOMOLLbIO yTUAUTBI «cpconfig» u3 coctaBa CK3U
«Kpuntolpo CSP»*.

MapameTpbl NpoKcMpoBaHMa nginx

proxy connect timeout

'320"

Bpems oxuaaHus NoaKIoUYeHUs K MpoKCu-
cepBepy nepep TeM, kak byAeT BblgaHO
coobuieHne ob owuobke.

Tonbko Ang nginx.

HacTtpaunsaetcs paspabotumnkom LleHTpa
ceptudmkaumm Aladdin eCA, penakTMpoBaTb He
cnepyer.

proxy send timeout

'320"

Bpems oxuaHus oTBeTa OT NPOKCU-CepBepa
nocse oTnpaBku 3anpoca. Eciv oTBeT He nonyyeH
B TEYEHME ITOr0 BPEMEHMU, 3aMpocC CYMTaeTCs
HeyLauHbIM.

Tonbko Ang nginx.

HacTtpausaetcs paspabotunkom LleHTpa
ceptudmkaumm Aladdin eCA, penakTMpoBaTb He
cnepyer.

47 WMHCTpyKUMS MO YCTaHOBKE M HAcTpoike cpnginx - https://support.cryptopro.ru/index.php?/Knowledgebase/Article/View/440/0/nginx-

gost-binary-packages. Onucanue nopsaka KoHGUrypupoBaHus Habopos WKNdpPOB NpeacTaBieHo B pasaene 6.
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Mapamertp

3HauyeHue napamMeTpa no ymMon4aHuio

OnucaHue

proxy read timeout

'720"

BpeMﬂ 0XXUAaHNA YTEeHUA OTBETA OT NPOKCH-
cepsepa nocne nosy4eHna ycnewHoro 3anpoca.
Ecnm oTBeT He nosy4yeH B Te4eHue 3Toro BpeMeHM!,
3anpocC CYMUTAETCA HeydaYHbIM.

Tonbko ong nginx.

HacTtpanBaetcs paspabotyumnkoM LleHTpa
ceptudmkaumm Aladdin eCA, penaktMpoBaTb He
cnepyer.

MyTb A0 pe3epBHbIX KONKi

backup path

' /opt/aecaCa/dist/backup’

lManka, B KOTOPYIO COXPAHSIOTCS pe3epBHble
konuu LleHTpa ceptudmkaumm Aladdin eCA

MyTb XpaHeHMs apXUBa KypHana cobbIT

Un

logs base

'/opt/aecaCa/dist/logs’

Manka, B KOTOPYK COXPAHSETCA XypHaN cobbITui
(nor-davinsl)

archive path

'/opt/aecaCa/dist/archive’

lManka, B KOTOPYHO COXPAHAETCH apXMB XypHana
Cob6bITUI, CHOPMUPOBAHHDIN B pe3ynbTaTte
aBTOMATUYECKOMN apXMBaLMM MO 334aHHbIM
napameTpam

logs file max size

'10MB'

MakcumanbHbIv pasMep nor-daiina (paina c
[MarHocTMyeckomn MHdopmaLmei) cepsmnca nepegs,
ero apxusauuen.

Mpun pOCTMXKEHMM AAHHOTO 3HAYEHUS TEKYLLUI
nor-cain (access.log unu service.log) 6yner
3aapxuempoBaH. Main 6yneT coxpaHeH B
TeKyLLeM KaTanore xpaHeHus nor-dainos
[aHHOro cepBuca ¢ nMeHeM {access unu service}-
{mata B dopmate YYYY-MM-DD}.{uHpekc
nora}.log.

logs max history

'10"

MaKCcMManbHbIM CPOK XpaHeHUs apXMBOB C N1or-
darinamu B fHAX.

ApXMBbI, CPOK XpaHEHWUS KOTOPbIX NpeBblLLaeT
YKa3aHHOe B JaHHOM MapaMeTpe 3HayeHue, byayT
ABTOMATMYECKM YOaNaTbCS.

logs total size cap

'100MB'

MakcuManbHbIi 06Kt 06bem nor-daiinos,
BK/I04As apXMBbIl, KXKAOIO TUMA (access uim
service) ons Kaxaoro cepauca.

Mpu pocTuxkeHUn gaHHoro ob6beMa Haubonee
CTapble apxuBbl AAHHOIO TMNA ByayT yaanaTbCs.

MyTb xpaHeHns KOHTeHepa cepTudMKaTa M KAKOUa Beb6-cepBepa, a TakxkKe uenovek cepTudUKaToB paspeLleHHbIX usparenei

certificates ssl path

/ssl'

'/opt/aecaCa/dist/certificates

Manka, copepxalas ceptudukar seb-cepeepa u
Lenoykun ceptuduUKaToB paspelléHHbIX u3gaTenem
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Mapamertp

3HauyeHue napamMeTpa no ymMon4aHuio

OnucaHue

certificates account path

'/opt/aecaCa/dist/certificates

/account'

Manka, copepxawas ceptudumkat
aAMUHUCTPATOPa MHULMANM3ALMKN B KOHTENHEpE
.p12

Kondurypaumus nonbsosarens

aeca_user

'aeca'

Mms nonb3oBatens LleHTpa ceptudmkaumm
Aladdin eCA, ncnonbsyemoe ans pabotbl
nporpammsl.

aeca_group

'aeca'

lpynna, B KOTOPOM COCTOMT Nonb3oBaTeNb LleHTpa
ceptudukaummn Aladdin eCA

KoHndurypaumus namatu

memory

'8192"

JIMMUT onepaTMBHOM NaMATU ANS NPOrpaMMmbl.
3HaveHue B M6.

LLC npu 3anycke pesepBupyeT yKazaHHOE B
[LlaHHOM NapaMeTpe KOIMYeCcTBO OnepaTUBHOM
namaT1 Ans CBOUX CEPBUCOB.

Mpu 3HayeHun napameTpa meHee 8 6 LIC He
3anycTuTcs — ByaeT BblAaHo coobuieHne 06
owmbke.

Mpu 3HaYeHUM NapaMeTpa, NpeBbILAoLLEM
KOMIMYEeCTBO ONEPATUBHOW NaMATU XocTa, byaert
MCMONb30BaHa BCA JOCTYMHAs ONepaTUBHOM
namsaTb XocTa.

Heobxo0aMMO M3MEHSTb npn KpynHOM BHEAPEHUN.

enable gc diagnostic

'false'

®nar cbopa anmarHocTyeckoi HGopmaLmmn o
namsTu

Mpwu BKAKOYEHUM AaHHOrO dnara 1 BbINMOAHEHWUM
ckpunTa cbopa AMarHOCTUHECKMX AAHHBIX B
apxuBe AMArHOCTUYECKUX AaHHbIX*® Bynet
COAepXaTbcsa nor cbopiLimka Mycopa 1 AaMmbl
namMsaTu ans ynaswux npunoxenun LC.

KoHdurypauus 6a3bl AaHHbIX

max db pool size

'200"

MaKcMManbHbIM pasmep nyna NOAKMYEHWUI K
CYBL.

HacTtpanBaetcs paspabotumkoM LleHTpa
ceptudmkaumm Aladdin eCA, penakTMpoBaTb He
cnepyer.

“8 PasmelueHune ckpunta cbopa AMarHoOCTMYECKMX AaHHbIX — /opt/aecaCa/scripts/diagnostics.sh
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Mapamertp

3HauyeHue napamMeTpa no ymMon4aHuio

OnucaHue

UEe Els

false

®nar ob6s3aTenbHOro ucnonb3osanmsa TLS ana
noakntoyenms k CYb/.

[onyctuMble 3HayYeHus: true, false

database username

'aeca'

Nms nonb3osatens 6a3bl AaHHbIX, MCNOMb3yeMoe
nns pabotsl LeHtpa ceptudukaumm Aladdin eCA

database password

' #CHANGEIT'

Maponb nonb3oBatens 6asbl AaHHbIX,
ucnonb3yeMblit ang paboTel LleHTpa
ceptudukaumm Aladdin eCA. NMaponb He fomKeH
cofepxaTb cnewumanbHble CUMBObI «[» U «\»

database host

'localhost'’

CeTeBoW agpec 6a3bl AaHHbIX

database port

'5432"

MopT, Ucnonb3yeMblit Ans NOAKIOYEHUS K 6ase
OaHHbIX

database name

'aecaca'

Mms 6a3bl AaHHbIX, Mcnonb3yemoii LieHTpom
ceptudukaummn Aladdin eCA

root cert path

‘#CHANGEIT’

ABCONOTHBIM NYTb K cepTudmKaTy kopHesoro LLC
U3 Lenoyku ceptnudukatos cepeepa CYBL,

KoHdurypaums aeca-ca

http port

|80l

MopT ons NoAKNOYEHUS K NPOrpaMMHOMY
koMnoHeHTy «LenTp Ceptudurkaumum» no
npotokony http

https port

'443"

MopT ons NoAKNOYEHMS K NPOrPaMMHOMY
koMnoHeHTy «LenTp Ceptudumkaumumn» no
npotokony https

number of services

UniAl

Konun4ecTBo aKkTUBHbIX CEPBUCOB B CUCTEME.
HacTtpanBaetcs paspabotyumnkoM LleHTpa
ceptudmkaumm Aladdin eCA, penakTMpoBaTb He
cnepyer.

hostname

'localhost'

Mms cepBepa, Ha KOTOPOM pa3BEPTbIBAETCA
LleHTp ceptndukaumm. Takxe 3aHOCUTCA B
atpmbyTbl «Common name» n «DNS Name»
aBTOMAaTMYeCKu co3daBaeMblix (npu
pa3BépTbiBaHum LIC) ceptndmkaTa Beb-cepeepa u
nokanbHoro cybbekTa. [lomkHo coBnaaathb C
hostname cepBsepa.

HEPEMEHHbIe OKpYXXeHud, ucnosibsyemMbieé BCeMU

cepBucamm

logging response

'false'

®nar ana cbopa v perncTpaumm OTBETOB
CepBucoB

logging sql

'false'

®nar ong cbopa u peructpaumm nHbopMaumn o
NOLKNHYEHMAX U 3anpocax K 6ase AaHHbIX
PostgreSQL
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MakcMManbHbIN TakMayT OXMAAHUS OTBETA
MEeTOA0B CEPBUCOB NPU BHYTPEHHEM

internal http read timeout '240" .
= = = B3aMMOLENCTBUMN.
EAMHMUA M3MepeHns — cekyHabl.
MakcMManbHbIN TakMayT OXMAAHMS NOAKIOUYEHUS
internal http connection timeout|'60’ K CepBMCaM Npu BHYTPEHHEM B3aUMOAENCTBUMN.

EnnHunua M3MEpPpEHNA — CEeKyHAObl.

Kniou ansa BHyTpeHHel ayTeHTMdMKauum

api key

'2d2ec9b4-ad3d-4ed0-8961-
d2a4ab99d810"

3HayeHue KoYa ANa BHYTPeHHeN
ayTeHTUdmKaumn. [ing cnyxebHOro nonb3oBaHus,
LOCTYN K Y4ETHOM 3anucn CUCTEMHOTO
aAMMHUCTPATOPA OrPAHUYEH, YCTAHOBKY
NpPOrpaMMsl BbINOHAET OTBETCTBEHHbIN
cneumanucT

MepeMeHHble OKpYyXXeHus, ucnonbsyemsle certificate-authority-service

pkcsl2 key protection algorithm

'PBEWithHmacSHA256AndAES 256"

ANropuT™ XeWwunpoBaHus 415 KIKYa KOHTelHepa
PKCS12

JonycTuMmble 3HaYeHMs:
PBEWithHmacSHA256AndAES_256 -
pekoMeHayeTcs;

PBEWithSHA1AndDESede - ycTapeBwuit

pkcsl2 mac protection algorithm

'HmacPBESHA256'

Anroput™ xewmnposaHms MAC KoHTelHepa
PKCS12

[onyctuMble 3HaYeHUs:
HmacPBESHA256 - pekomeHayeTcs;
HmacPBESHAL - ycTapeswuii

pkcsl2 certificate protection al
gorithm

' PBEWithHmacSHA256AndAES 256"

AnropvTM xelMpoBaHus Ans ceptudukara
KoHTerHepa PKCS12

[onyctuMble 3HaYeHns:
PBEWithHmacSHA256AndAES_256 -
pekomeHayeTcs;

PBEWithSHATANdRC2_40 - ycTapesLuii

MNepeMeHHble OKpyXeHus, ucnonbsyemble ldap-service

ldap sync connection point

(0] */30****'

CRON BbIpaxeHue, N0 KOTOPOMY 3amnyckaercs
YaCTUYHAS CUHXPOHM3ALMS 3apErMCTPUPOBAHHBIX
TOYeK NOAKNYEHMS (3HaYeHme No ymonyanuio: '0
*/30 * * **' - 3anycK Kaxable nonyaca)

CRON BbIpaxeHue, No KOTOPOMyY 3anyckaercs
NnonHas CMHXPOHMU3aLMsA PeCypCHbIX CUCTEM

ldap_sync_resource '0 0 0 * * *x! . e
(3HaueHue no ymonuanuo: '0 0 0 - 3anyck
KaXayto MOSIHOYUb)
MaKcuMasibHOe KONIMYecTBo 0ObEKTOB,

ldap partition size '1000" NMONYYaeMbIX U3 PECYPCHbIX CUCTEM MPU KAKOAOM

3anpoce.
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MepemeHHbIe OKpYXXeHUSA, ncnonbsyembie publis

her-service

crl scheduler

‘o*/l****‘

CRON BblpaxkeHuWe, MO KOTOPOMY 3aryckaeTcs
cnyxb6a Boinycka CRL

MepemeHHble OKpYXXeHus, ucnonblyemblie event-delivery-service
email host '127.0.0.1" XoCT no4ToBOroO cepsepa
email port '25" MopT noyToBOroO Cepsepa
email login 'aeca' JNorvH nonb3osarens
email password 'aeca' Maponb nonb3osatens

email from

'no_reply@aeca.ru'

MouToBbIM afpec, C KOTOPOro OTNPaBAEHO
coobuieHne. MoxeT He paboTatb. Google
NpOoCTaBNseT NOrMH

email schedule

0 0 12 * *x x!

CRON pns 3anycka MeTofa OTNPaBKM MNOYTOBbIX
yBeoOMNEHUN

®nar OTNpPaBKU MOYTOBbIX yBe,EI,OM!'IeHl/IVI, ecim

email enabled 'true' BbIK/1. TO COODLIEHMS HEe OTNPaBAAITCS, HO
nomMeyvatoTcs, Kak OTrpaB/eHHbIe

email protocol 'smtp’ MpoTokon NoaknYeHMs K MOYTOBOMY CepBepy

email smtp_ auth 'false' @nar: ucnonb3osaHne SMTP-asTopusaLmm

T —— false ®nar: ncnonb3oBaHMe AMpPeKTUBbI start tls npu

NoAKNHOYEHUU K MOYTOBOMY CepBepy

MNepeMeHHble OKpyXeHus, ucnonbsyemble validation-service

aeca va port

'8888"

MopT, Ha KoTopoM 3anyuieH LleHTp Banuaaumm

aeca cdp port

'8080"

MopT, Ha KoTopoM 3anyuieH LleHTp Banvaaumu -
CDP (Touka pacnpocTpaHeHus)

aeca_crl publish point pattern

'http://{0}:{1}/aecaCdp/api/v2
/crl/publish-crl/{2}"

LWabnoH URL Toukm nybamkaumm CRL

aeca crl distribution point patt
ern

'http://{0}:{1}/aecaCdp/api/v2
/crl/get-crl/{2}"'

LLlabnoH URL Toukm pacnpocTtpaHerus CRL

aeca delta crl distribution poin
t pattern

'http://{0}:{1}/aecaCdp/api/v2
/crl/get-delta-crl/{2}"

LWa6noH URL Toukn pacnpoctpaHeHus Delta CRL

aeca_aia publish point pattern

'http://{0}:{1}/aecaCdp/api/v2
/aia/publish-aia/{2}"

LLlaénoH URL Toukm nybaunkaumm AlA
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aeca aia distribution point patt
ern

'http://{0}:{1}/aecaCdp/api/v2
/aia/get-aia/{2}"

LWabnoH URL Toukn pacnpoctpaHeHuns AlA

aeca_ocsp_pattern

'http://{0}:{1}/aeca-va/ocsp"

La6noH URL cepBuca OCSP

MepeMeHHbIE OKpYXXeHUs1, ucnonbsyemble settings-service

initial cryptography provider

'EMBEDDED'

KpunTtonposanaep (Mcnonb3syerca ang
TexHonornyeckoro LLC n ceptndukaTos Beb-
cepBepa ¥ alMMHUCTPATOPA MHULMANU3ALIUM)
[ocTtynHble ans Bbibopa 3HaveHus: 'EMBEDDED' n
'CRYPTO_PRO’

initial cryptography key algorit
hm

'RSA'

Anroputm kntova (Mcnonb3yertca ans
TexHonornyeckoro LLC n ceptnudmkatos Beb-
cepBepa M alMMHUCTPATOPA UHULMANU3ALIMM)
[ocTtynHblie ans BbiI6Opa 3HaYEHUS aNropuTMOB
Kntoya:
e  [N15 CTaHOAPTHOro npoBaizepa
(EMBEDDED) - 'RSA' n 'ECDSA’
e ana nposanaepa Kpuntollpo
(CRYPTO_PRO) - 'RSA" n
'GOST_R_34 10 2012’

initial cryptography key bits

'2048"

[nuvHa kntova (Mcnonb3yertcs ans
TexHonorunyeckoro LLC n ceptnudmkatos Beb-
cepBepa M aAMWHUCTPATOPa MHULMANM3ALLUM)

initial cryptography hash algori
thm

'SHA256"

Xeww anroput™ (Mcnonb3yercs ans

TexHonornyeckoro LIC)

[ocTynHble ans BbIGOpPA 3HAYEHWUS AaNTOPUTMOB

X3WMPOBaHUS:

[nsa ctanpaptHoro nposavaepa (EMBEDDED):
e [ang anroputMma katoda 'RSA' pocTynHel

AnroputMbl xawmuposaHus 'SHAL',
'SHA256', 'SHA384', 'SHA512'

e ang anroputMma katoda 'ECDSA’
[OCTYMHbl aNrOPUTMbI X3LIMPOBAHMUS
'SHA1', 'SHA256', 'SHA384', 'SHA512’

[ns nposanaepa Kpuntollpo (CRYPTO_PRO):

e N5 anropuTMa Kio4a
'GOST_R_34 10_2012' poctyneH
ANrOpUTM X3LWWMPOBaHUS
'GOST_R_34 11 2012'

e [ns anroputMma katoda 'RSA' noctynHel
ANroputMbl XawmposaHus 'SHAL',
'SHA256', 'SHA384', 'SHA512'

initial ca common name

'INITIAL CA'

Subject DN ceptudukata TexHonornyeckoro LIC
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Xew anroput™ CepTl/ICbMKaTa TexXHonorm4yeckoro

initial ca hash algorithm 'SHA256"'
— - uc
— - ANroputM Kntova ceptTUduKaTa TEXHONOrMYECKOro
initial ca key algorithm 'RSA"
—— uc
initial ca key bits '2048" InvHa kntova ceptudukata TexHonornyeckoro LIC

initial admin principal

'INITIAL ADMIN'

MM$s y4eTHOW 3anucun agMMHUCTPaTopa
MHULMANU3ALMM

ANropuTt™ Kitoua ceptudukaTta agMUHUCTpaTOpa

initial client key algorithm 'RSA'

= - MHULMANU3ALUK
S . . [nvHa kntoya ceptudmkaTa agMMHUCTpaTopa
initial client key bits '2048"

= i MHULMANU3ALUM
A n ; Maponb oT pkcs12 KoHTeMHepa cepTudmKaTta
initial client password '"INITIAL'

= = AAMUHUCTPATOPA MHULMANU3ALMM
initial server key algorithm 'RSA AnropuTM kntoya ceptudukaTa Beb-cepsepa
initial server key bits '2048" InuHa kntova ceptudmkata Beb-cepsepa
R Maponb ot pkcs12 KoHTeMHepa cepTudmKaTa Beb-
initial server password 'INITIAL'

= = cepsepa

— LLIabnoH uMeHn daiinos ceptudukata u
certificate server name 'server'
= = 3aKpbITOro Kftoya ceptudumkaTa Beb-cepsepa

issuers name 'issuers' LIabnoH uMeHun daina akTUBHbIX M3patenem

MepeMeHHble OKpYKeHUs, ucnonbayemsle logs-service

CRON BbIpaxeHune, N0 KOTOPOMY 3anyckaercs

archive cron 'O 0 01 * *' .
= aApXMBaALMS XypHana cobbiTui
®nar: BKIOYEHa apXxmBaums.
archive enabled 'true'
= Bo3MoskHble 3HaueHuq: true,false
Mepuopn apxmBaumm (Mc) (QpXMBMPOBATbL 3aMMCHK
archive millis ago '15778800000" P P (Me) @p P

cTapue...)

MepeMeHHble OKpYKeHUsI, UCNOJIb3yeMble Secur

ity-service

MakKcMManbHOe YMCNO OAHOBPEMEHHbIX Ceccui
aKKayHTa B BMAE HaTypanbHOro yucna. Mpu

session max count '100" YKa3aHUK 3HaueHUus «-1» orpaHnyeHue Ha
KOJIM4EeCTBO OJHOBPEMEHHbIX CECCUM
nonb3osartens 6yaeT oTCyTCTBOBATH.

token expire 118000” Bpems xu3Hu JWT-TokeHa (Mapkepa foCTyna), Mc.
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refresh expire

*86400000”

Bpems xu3Hn JWT-TokeHa 0B6HOBNEHUS, MC.

sign provider

'EMBEDDED'

MpoBaigep nofnucK Mapkepa focTyna
(BbIBUpaeTCca Mexay cTaHpapTHeiM - 'EMBEDDED’
n Kpuntolpo - 'CRYPTO_PRO")

sign key algorithm

'RSA'

ANropvTM KnYa NoANMCKM Mapkepa AocTyna.
[lng ctaHpapTHOro npoBaiaepa AOCTYMHbI
anroputmbl 'RSA' n 'ECDSA'.

[ns nposanaepa Kpuntollpo focTynHbI
anroputmbl '‘RSA' 1 'GOST R_34 10 2012'.

sign key length

'2048"

[nvHa kntoya nofnucK Mapkepa AocTyna

sign hash algorithm

'SHAL12'

AJ'IFOpMTM X3WunpoBaHMa noanucm

[ocTynHble ansa BbIGOpa 3HAYEHWUS aNrOpUTMOB

X3LWMPOBaHUS:

1) ansa ctaHpapTHoro npoeaiaepa (EMBEDDED):
e ans anroputMa kntoda 'RSA' poctynHbl

anropuTMbl xawmpoBaHus 'SHAT',
'SHA256', 'SHA512', 'SHA384'

e ang anroputMma kntoda 'ECDSA'
LOCTYMHbI ANTOPUTMbI X3LWMPOBAHMS
'SHA1', 'SHA256', 'SHA512', 'SHA384"

2) pnsa nposavigepa Kpuntollpo (CRYPTO_PRO):

e [/19 anropuTMa Koya
'GOST_R_34 10 2012’ poctyneH
aNropuTM X3LWMPOBaHMS
'GOST_R_34 11 2012'

e ang anroputMma kaoda 'RSA' poctynHel
ANroputMbl xawuposaHus 'SHAL',
'SHA256', 'SHA512", 'SHA384'

block inactive account delay

Mepuop HEAKTUBHOCTU B MUAIIMCEKYHAAX, MOC/E
KOTOPOro y4YeTHble 3anucK onepaTopoB
6noKkupyoTCS.

3HauveHue no ymonuyanuio — 0, o6o3HavatLlwee
OTCYTCTBME OFPAHUYEHUS HA HEAKTUBHOCTb
YYETHbIX 3anucei onepaTopos.

OnepauusMu, 06HOBASAIOWMMM AATY U BpEMS
nocnegHein akTMBHOCTM MOJb30BaTENS, ABNAIOTCA:

e ycrewHas ayTeHTUdUKaLms, BKIHOYas
ayTeHTUdmKaumio B LleHTpe
ceptudumkaumm u LleHTpe pernctpaumu;

e ycnewHoe obHOBNEHME Mapkepa
[0CTYyna, BKAOYas ero obHoBeHUE B
LleHTpe ceptudmkaumm n LleHtpe
perncrpauuu.
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block inactive account cron

"0 0 0 * x ki

CRON-BbIpaxeHue, onpeaensiolee pacnucaHue
3anycka 610KMPOBKM YYETHbIX 3anucen
onepaTopoB, NepuoL, HeEakTUBHOCTU KOTOPbIX
PaBEeH MM MpeBbILLAeT yKa3aHHOe B napameTpe
«block_inactive_account_delay» 3HaueHue.

3HayeHMe Mo YMOMUAHMIO — 3aMyCK KXyt
MOHOYb.

MepeMeHHbIe OKpY)XXeHUs1, ucnonbsyemble api-gateway-service

max requests count

130"

MakcumanbHoe uncno napannensHbix HTTP
3anpocos.

Mpu NpeBbIWEHUM YNCNIA 3aMPOCOB B CUCTEMY
[LAHHOTO 3HaYeHus, 4Ns NOCNeayLMX 3anpoCcoB
6yneT Bo3Bpawartbcs HTTP koa ownbkn 429
(CnnwkKoM MHOro 3anpocos).

HacTtpanBaetcsa paspabotyumkoM LleHTpa
ceptudukaumm Aladdin eCA, pepakTupoBath He
cnepyer.

MNepeMeHHble OKpYXXeHUs, ucnonb3yeMble subjects-service

ldap automatically certificates
publication enable

'true'

®nar: BKIOYEHa aBTOMaTUYeckas nybavkaums
cepTudukartos, TpebyoLwmnx nyéamkauum

Bo3MoskHble 3HaueHus: true/false

ldap automatically certificates
publication cron

|O O * x Kk k1

CRON BbIpaxeHune, N0 KOTOPOMY 3anycKaeTcs
aBTOMaTMyeckas nybnunkaums ceptMduKaTos,
Tpebyownx nybnmkaumm.

3HayeHWe Mo yMonuaHu — '0 0 * * * *1.
o603HavatoLee 3anyck nybankauum
CepTMdPUKATOB, OXMAAOLMX €€, KKAbIN Yac.

5.3 NoakniovyeHue LleHTpa Banugauuu

o Ecnm nopT NOoAKNHYEHUA K TOYKE pacnpoOCTpaHEHUA LLeHTpa Bannoaunn nMeet oTanm4yHoe oT 3a4aHHOro no

ymonyanuio (8080) 3HaueHne, To Heo6X0AMMO NPUBECTM B COOTBETCTBME 3HAYeHWe napaMeTpa aeca cdp port

KoHdurypaumoHHoro daiina /opt/aecaCa/scripts/config. sh.

5.4 Co3gaHue N HaCTPOKa 6a3bl A3HHbIX

MNepen yctaHoBkow LeHtpa ceptudmkaummn Aladdin eCA HeobxoamnMO co34aTb U HACTPOUTb H6a3sy AaHHbIX OLHUM

U3 cnepyoLmx cnocobos:

e B aBToMatMueckom pexume nocpencTBOM 3amycka ckpunta (B pe3ynbTate b6ygeT cos3paHa 6asa AaHHbIX C

napaMeTpaMmu, YKasaHHbIMU B KOHGUIypaLMOHHOM danne /opt/aecaCa/scripts/config. sh). [lopsaok co3paHus

M HacTpoMKu 6asbl AaHHbIX B aBTOMAaTUUYECKOM pexunme npuseneH B nogpasgene 5.4.1.

. B Py4HOM pexnme (B pe3synbraTte 6y,EI,ET co3maHa 6asa [HdaHHbIX C NnapaMeTpamMu, YKa3aHHbIMU B

KOHpuUrypaumoHHoM ¢aiine /opt/aecaCa/scripts/config.sh). Nopsaaok co3naHna M HAaCTPOMKKM 6a3bl AaHHbIX B

py4HoM pexume ans PostgreSQL npuseneH B noapasnene 5.4.2, a ang Jatoba - B 5.4.3.
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lNocne co3paHma w HaCTpOl7|KM 6a3bl  AaHHbIX naposib nonb3oBatend 6a3bl OAHHbIX, 33afaHHbIM B

KOHUrypaunoHHoM  daine /opt/aecaCa/scripts/config.sh B napametpe database password,

oTobpaxaeTcs B 3awmndpoBaHHOM Buae. LLndposaHme napons BeinonHseTca no anroputMy AES-256 ¢ ucnonb3oaHuem

aBTOMATMYeCKMN CreHepupoBaHHOro B daine /opt/aecaCa/scripts/key knoya wndpoBaHus.

basa maHHbIX npeaHa3Hav4yeHa ona XpaHeHua VIHd)OpMaLI,l/Il/IZ

00 y4eTHbIX 3anucsx;

0 cepTudmKaTax;

CBeLleHMI 0 CyObeKTax;

CBEAEHMI O peCypCHbIX CUCTEMAX;

0 WwabnoHax;

XYpHana cobbITui;

CBEAEHUIN O INLEH3UU;

npogunmn ceptudmKaToBs;

NPOMUIN KOHEYHBIX CYLLHOCTEW;

LLeHTpbl cepTUdUKaTOB;

HaCTPOMKM OMOBELLEHUS NONb30BaTeNEN NO e-mail 06 UcTeyeHMn cpoka AENCTBUS CEPTUPMKATA;
0 ponsix nonb3oBarteneu;

0 rpynnax cybbekTos;

0 IMCKPETHbIX NpaBax, OnpeaeneHHbIX AN ponen noib3oBaTenew;

Security Groups.

5.4.1 Co3paaHue U HAaCTPOIKa 6a3bl AaHHbIX B aBTOMAaTU4YECKOM perkume

MNpepBaputenbHO HEOHX0AMMO:

pacnakoBaTb MHCTANISLMOHHbIA MaKeT NPOrpaMMHOIO KOMMOHEHTa B COOTBETCTBUMM C noapasgenom 5.1
HaCTOALLEro AOKYMEHTa;

yKasaTb napameTpbl co34aBaeMoW 6a3bl [LaHHbIX B KOHPUrypaLMOHHOM davine
/opt/aecaCa/scripts/config.sh (CM. noapasgen 5.2 HaCTOSALWEro pyKOBOACTBA).

3aI'IyCTl/ITe CKpunT co3naHuna n HaCTpOﬁKVI 6a3bl AAHHbIX C NapaMeTpaMun No yMOT4aHUIO, BbINO/THMB KOMaHAY

OT MMEHM CYyNnepnosib30BaTens (C npasamu sudo unm root)*:

sudo bash /opt/aecaCa/scripts/database create.sh

B pesynbtate BbinosMHeHus ckpunta OypeT co3pgaHa basa paHHbIX € mapaMeTpaMu, YKasaHHbIMM B

KoHdurypaumoHHoM danne /opt/aecaCa/scripts/config. sh (MMs Nnonb3oBartens, Nnaponb, UMs 6asbl AaHHbIX).

5.4.2 Co3paHue N HacTpoiKa 6a3bl AaHHbIX PostgreSQL B py4yHOM pexume

TpeboBaHus K HAacTporike npeaBapuTenbHo yctaHosneHHon CYB/, PostgreSQL:

CO3[aHu1e NoNb30BaTeNs, 0T MMEHM KOTOporo 6yaeT ocylecTenaThca B3aumoaeiicteme c CYB/;
co3faHue 6a3bl AaHHbIX, UCMOMb3YEMO NPOrPaMMHbIM KOMMOHEHTOM B npoLiecce paboThbi;

Ha3HayeHne Co34aHHOMY N0JIb30BATENHO MOJIHbIX NPpaB A0CTyMna K C034aHHOM 6a3e AaHHbIX.

49 BbinonHeHue ckpunta TpebyeT Hanuums yTuautel psql u3 naketa CYBL (postgresql, postgresgl-client, postgrespro-std,

jatobad-client). YctaHoBKa v HacTporika CYB/[ onuncaHa B nogpasaenax B, B unun 4.5.2 B 3aBucumoctn OC.
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Bo3MoxHO ucnonb3oBaHue nokanbHoi CYB nunu ynaneHHoM, [OCTYNHOM ANS NOAKNHOYEHWN.
e 3anyctute PostgreSQL, BbINOAHMB KOMAHAY:
sudo systemctl start postgresqgl
e [lob6aBbTe 3anyck PostgreSQL B aBTO3arpysKy, BbINOAHUB KOMaHAY:
sudo systemctl enable postgresqgl
e 3anauTe nop nonb3oBaTeneM «postgres» B CYB[, BbINONHMB KOMaHAY:
sudo -u postgres psqgl
o (Cospavite Nnonb3oBaTens 6a3bl AAHHbIX, BbIMOJHUB KOMAaHAY:
CREATE USER aeca;

roe aeca - 33[aBaeMOe WMMS NOMb30BaTeNs MO YMOMYaHMIO, B C/ly4ae YKa3aHMS OTJMYHOIO UMEHMU
nonb3oBaTens, TpebyeTcs COOTBETCTBEHHO OTpeaakTMpOBaTbh KOHMUIypaunoHHbIi dann (cM. nogpasaen 5.2).

. 3apaniTte napo/ib NOJIb30BaTENO, BbINO/IHMB KOMaHAbI:

ALTER USER aeca WITH PASSWORD 'aeca';

roe ‘aeca’ - 3ajaBaeMblii Naposb MOAb30BaTeNs Mo ymMonyaHu. B cnyyae ykasaHus OTIMUHOro napons,
TpebyeTcs COOTBETCTBEHHO OTPEAAKTUPOBATb KOHPUIypaLMOHHbIN dain (CM. nogpasaen 5.2).

I BHumaHue! MNMaponb He gomkeH cogepXaTb cneymanbHbie CAMBOSbI «|» U «\».

e Co3zpaiiTe 6a3y AaHHbIX, BbINOJHUB KOMaHAOY:

CREATE DATABASE aecaca;

roe aecaca - 3ajaBaemMoe MMS 6asbl JaHHBIX MO YMOMYAHUIO, B C/y4ae YKa3aHWs OTIMYHOTO MMeHM 6asbl
[aHHbIX, TpebyeTcs COOTBETCTBEHHO OTPEAAKTMPOBATb KOHDUIYpaLMOHHbIM dain (cM. nogpasgen 5.2).

. Ha3HaubTe BNagenbLeM Co34aHHOM 6a3bl 4aHHbIX CO34aHHOr0 nosb30oBaTend, BbIMOTHMB KOMaHAY:

ALTER DATABASE aecaca OWNER TO aeca;

. Hapenute co3paHHOro nonb3oBaTens MOAHbIMU npaBaMn O0CTyNa K C034aHHOM 6a3e AaHHbIX U 3aseplmnTe
OEeNCTBMS, BbINOMHWB KOMaHAbl:

GRANT ALL PRIVILEGES ON DATABASE aecaca TO aeca;
\q
e 3aBepuwwuTe paboTy noA Nonb3oBaTeneM «postgres» U BbIAAUTE U3 TEPMUHANG, BbINOJHWUB KOMaHAY:
exit
o [lepesanyctute CYB[, PostgreSQL, BbINONHMB KOMAHAY:
sudo systemctl restart postgresqgl

e YcTaHoBWTe pacwupenue pgcrypto B B[ PostgreSQL, BbiNOSHMB KOMaHAy OT MMEHM MONb30BaTeNS
«postgres» (C npaBamu root):

sudo -u postgres psqgl -c "CREATE EXTENSION IF NOT EXISTS pgcrypto WITH SCHEMA
pg_catalog;" -d aecaca

roe aecaca — MM Co34aHHOM 6a3bl faHHbIX.
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5.4.3 Co3paHue n HacTpoirKa 6a3sbl AaHHbIXx Jatoba B py4yHOM pexume
TpeboBaHUs K HacTpolike NpeaBapuTensbHo yctaHosneHHon CYB[L Jatoba:
- CO3[aHue noJsib30BaTens, 0T UMEHWU KOTOPOro ByaeT ocyLwecTBnaTbcs BCE B3aumopenctame ¢ CYB[;
- co3paHue 6a3bl AaHHbIX, MCcnosbdyemoi MNporpamMmol B npouecce paboTol;
- Ha3HayeHWe CO34aHHOMY MOJIb30BATESIO MOJHbIX NPAB LOCTYNa K CO34aHHOM 6a3e AaHHbIX.
Bo3moxHO ncnonb3oaHue nokanobHoi CYBM, unu yananeHHoM, LOCTYMHONM ANs NOAK/TOYEHWUN.
e 3anyctute Jatoba, BbINONHMB KOMaHAY:

sudo systemctl start jatoba-[Bepcusa]

Nob6asbTe 3anyck Jatoba B aBT03arpysky, BbINOMHUB KOMaHAY:

sudo systemctl enable jatoba-[Bepcus]

e 3anauTe noj nosb3oBaTeNeM «postgres» BJatoba, BbINONHMB KOMAHAY:

PELI OC sudo -u postgres psql

Astra Linux SE sudo -u postgres psql

sudo —postgres -s /bin/bash
AnpT CepBep -bash-4.4$ /usr/jatoba-[Bepcua] /bin/psqgl

psqgl

o (Co3panTte nonb3oBaTtens 6asbl 4AHHbIX, BbINOJHUB KOMaHAbI:
CREATE USER aeca;

roe aeca — 3a4aBaeMoe MM NoJib30BaTeNsl.

e 3apaiiTe Napo/ib NOMb30BATENO, BbINMOJHUB KOMaHAbI:
ALTER USER aeca WITH PASSWORD 'aeca';

roe ‘aeca’ - 3afaBaeMblli NapoNb NONb30BATENS.

I BHumaHue! Maponb He foMmkKeH coAepXaTb cneumnanbHble CUMBOIbI «|» U «\».

o Cospavite 6a3y AaHHbIX, BbINOAHUB KOMAHAY:
CREATE DATABASE aecaca;
roe aecaca - 3afiaBaemMoe UMs 6asbl JaHHbIX.
o HasHauybTe BnagenbLeM Co34aHHOM 6a3bl AaHHbIX CO34AHHOIO NOAbL30BATENS, BbINOJIHMB KOMAHAY:

ALTER DATABASE aecaca OWNER TO aeca;

. Hapenute co3gaHHOro nonb3oBatesns NOMAHbIMU npaBaMun OoCTtyna K CO3[aHHOM 6a3e JaHHbIX U 3aBepuunTe
LeNCTBMS, BbINOMHWB KOMaHAbI:

GRANT ALL PRIVILEGES ON DATABASE aecaca TO aeca;
\q

e 3agepwwTe paboTy Nog Nonb3oBaTeneM «postgres» M BbIMAMTE U3 TEPMMHANG, BbINOJIHUB KOMaHAY:
exit

o T[lepe3sanyctute CYB[ Jatoba, BbinonHUB KOMaHAy:
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sudo systemctl restart jatoba-[Bepcwusa]

e YcTaHoBMTe pacwupeHune pgcrypto B B/l Jatoba, BbinoSHMB KOMaHAY OT MMEHM MONb30BaTens «postgres» (c
npasamu root):

sudo -u postgres psqgl -c "CREATE EXTENSION IF NOT EXISTS pgcrypto WITH SCHEMA
pg_catalog;" -d aecaca

roe aecaca — MM4 CO34aHHOM 6a3bl OaHHbBIX.

5.5 YCTaHOBKa NpOrpaMMHOro CpeacTBa

e [Ing uHMUManm3aumm npouecca yctaHoBku LleHTpa ceptudmkaumm Aladdin eCA HeobxoguMo 3anmyCTUTb
CKpWMT C NpaBaMu Cynepnosib3oBatens (0T UMeHM Nosib3oBaTens root, Mo ¢ ucnosib3osarHuem sudo) >0

sudo bash /opt/aecaCa/scripts/install.sh

- B cnyyae 3anycka OT MMEHM nosb3oBaTend, He UMeLWero COOTBETCTBYHOLWMX npwsmnerwﬁ, 6y,IJ,ET
BbIBeAEHO coobleHune, nocne KOTOpOro pa60Ta MHCTaNNATOPpA 3aBEPLUNTCA:

"This script must be run as root!"

- Mpu ucnonbsoBaHum Astra Linux Special Edition M Hanuuum MaHOaTHbIX NOAUTUK®! MOXET ObITb
BbIBeEHO coobLLeHue:

BAXHO: error obtaining MAC configuration for user "aeca"

B 4aHHOM cnyyae SIBHO Ha3HaubTe KACCUMMUKALMOHHYIO METKY MO/Mb30BaTeNt0 aeca, BbIMOMHMB
KOMaHay:

sudo pdpl-user -1 0:0 aeca

MOBTOPHO 3anycTuTe CKPWUNT YCTAHOBKWU. [locne WHMUMANM3auMuM npoLecca YCTaHOBKU MHTEPAKTUBHbIN
MHCcTanngTop 6yneT 3anyleH U nonb3oBaTento ByneT NpeanoxeHo (B Ciyyae, eCiM paHee Ha cepBepe 6bln YCTaHOBMEH
LenTtp ceptudukaumm Aladdin eCA ):

- ycTaHoBuTb LleHTp ceptudmkaumm Aladdin eCA ;
- yCTaHoBWUTb 06HOBNeHMe LleHTpa ceptudmkaumum Aladdin eCA ;
- 3aBepluTb paboTy MHCTanNgTopa.

MoaTeepanTe BbIGOP AEMCTBUS, BBOAOM LMdpPbl «1» M Npouecc ycTaHOBKM NpoayKTa ByaeT 3anyLueH.

e B cnyvae, ecim B KoHdUrypaumoHHoM daiine /opt/aecaCa/scripts/config.sh He onpegenéu
ucnonb3yemblii Beb6-cepBep MM BBEAEHO HEBEPHOE 3HAaYeHWe napaMeTpa webserver, TO B MPOLECCE YCTaHOBKM
nonb3oBaTento byneT NnpefnoXeHo BbIOpaTh UCMONb3yeMblii Beb-cepBep:

- apache;
- nginx;
- cpnginx.

MoaTBepamTe BbIGOP AENCTBUS, BBOAOM LUUPPLI «1x», «2» nnam «3».

50 BbinosHeHue ckpunta TpebyeT Hanuuusa yTunutbl psgl u3 naketa CYBL (postgresql, postgresgl-client, postgrespro-std,
jatobad-client). YctaHoBka v HacTporika CYB/[, onucaHa B nogpasnenax B, B unun 4.5.2 B 3aBucnmoctn OC.
1 MoppobHas uHbOpMaums no ayteHTudukaumm B CYBL  PostgreSQL ana  Astra Linux Special Edition npuBeaeHa B

https://wiki.astralinux.ru/pages/viewpage.action?pageld=238751148
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Mpu BbIbOpe Beb-cepepa apache, nginx unuM cpnginx TpebyeTcs npefBapuUTENbHO BbINOAHWUTL YCTAHOBKY
nakeTa, ONMCaHHy B noppasgenax 4.3.4 (ans PEL OC), 4.4.4 (pna Astra Linux), 4.5.4 (ans Anbt CepBep) HacToswero
pyKOBOACTBA.

e B cnyyae, ecin B KoHdurypaumoHHoMm danne /opt/aecaCa/scripts/config.sh He onpeneneHo
pacrnonoxeHune KoHdurypauumn BbibpaHHoro seb-cepsepa (napameTp webserver path), TO B mpouecce yCTaHOBKM
nonb3oBaTento byaeT NpeanoXeHo BBECTM PACMONOXeHMe (KOHGMrypaumsa nginx pacrnonaraercs no nytm etc/nginx;
KoHdurypaumus apache pacnonaraetcs: gng Astra Linux no nytn /etc/apache2, ana PEL OC no nytn /etc/httpd;
ans  AltLinux koHburypaums apache pacnonaraetcs no nymm /etc/httpd2/conf; koHburypaums cpnginx
pacnonaraeTcs no nytM /etc/opt/cprocsp/cpnginx).

e B npouecce ycTaHOBKM OCyLLecTBASETCS:
- CO3[aHuWe CUMCTEMHOro Monb30BaTeNs M COOTBETCTBYHOLWEN Fpynmbl, OT UMEHU KOTOPbIX (QYHKLMOHUPYET
MpOoAYKT,;
- YCTaHOBKa Npas /s CO34aBAaeMOro Nosb30BaTess NPoayKTa;
- MOArOTOBKA, YCTAHOBKA NMapaMeTPOB U CNYXKEOHbIX CEPBUCOB;
- 3anycK cnyxebHbIX CEPBMUCOB;
- 3anuck HoMepa cbopku LieHtpa ceptudmkaumm Aladdin eCA B 6a3y naHHbIX®?;
- CO34aHue U BbiNycK cepTuduKaTa TEXHONOMMUYECKOrO LEHTPA CcepTUdMKaLUK;
- BbINYyCK cepTUduKaTa Beb-cepBepa TEXHONIOMMYECKOrO LeHTpa cepTuduKaLmm;
- CO34aHue YYETHOM 3anncK U Bbinyck cepTuduKaTa aiMMHUCTPATOPa MHULMANU3ALMH.

L] Xop, YCTAaHOBKKX NpPOrpaMMHOro KOMMNOHEHTa OTO6pa)KEH B BUAE FOpVIBOHTaJ'IbHOﬁ WwKanbl C yKa3aHuem
NPOLEHTOB BbIMONTHEHUA YCTAHOBKMU.

B pe3ynbTaTe ycnewwHo yCTaHOBKM MPOrpaMMHOro CpeaCcTBa:

e B katanore /opt/aecaCa/dist/certificates/account (3Ha4yeHMe MO YMOMYaAHUIO MapameTpa
certificates account path koHdurypaumoHHoro daitna config.sh) 6yaeT BbinyweH cepTudukar
aAMUHUCTPATOPa MHMLUMANM3aLMM (C UCNoNb3oBaHWEM BbibpaHHoro anroputMa — RSA, ECDSA unm FOCT®) - koHTelHep
3aKpbiTOoro knw4va INITIAL ADMIN.pl2 (INITIAL ADMIN GOST.pl2) (MM KOHTEMHepa 3aaHO B MapameTtpe
initial admin principal KOHOUrypaunoHHoro daina).

e BobinyweH TexHonormyeckuin ceptudumkat Beb-cepeepa (C MCNOMb30BAHMEM BblIbpaHHOrO anroputma - RSA,
ECDSA unu FOCT) n npumeHEH B KavecTBe cepTudmKaTa Beb-cepsepa TexHonoruueckoro LleHtpa ceptudukaumm;

e Co34aH TEXHONOTUYECKUI LEHTP cepTUdUMKaummM INITIAL CA (INITIAL CA GOST) (3HayeHue 33haHo B

napameTpe initial ca common name KOHQWUrypauMOHHOro ¢anna).

Mocne nepBMYHOM YCTAaHOBKM MPOrpaMMHOr0 CpeacTBa CMCTEMHOMY MOMb30BaTeNt0 aeca OyaeT HasHayeHa
KOMaHHas obonoyka /sbin/nologin, KoTopas 3anpeuwlaer WHTepakTuBHbii Bxon B OC. lNpu obHoBneHun 10
KOMaHAHas 060/104Ka He MeHSeTCs. YToObl CMEHWUTb KOMAHAHYH 060/104KY, BbINOIHUTE KOMaHAY:

sudo usermod -s /bin/bash aeca

B cnyyae BO3HMKHOBEHMS OWMOKM yCcTaHOBKA GyaeT npekpalweHa, coobueHne 06 owunbke byaeT BbiBELEHO B
KOHCO/b Nosb3oBaTens.

52 3HayeHune HoMepa C60pKM 3anucbiBaeTcs B Tabaumuy «build_info» cxembl «aeca_infox.

55 Mapkepbl goctyna 6yayT noanucabl no anroputmy FOCT P 34.11-2012/34.10-2012 256 bur.
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6 3ANYCK N OCTAHOBKA INMPOIrPAMMHOIO CPEACTBA

6.1 3anycK nporpaMMHOro cpeacTBa

3anyck LleHTpa ceptudukaummn Aladdin eCA npoucxonut:
e  3BTOMaTMYECKM B C/Ty4ae BbIMOJHEHUS YCNELIHOW YCTaHOBKM (CM. noapasgen 5.5);
e  3BTOMAaTMYECKM B C/ly4ae BbINONHEHWUS yCnewHoro o6HoBneHus (cM. nogpasaen 12);

e aBTOMaTuuecku nocne 3anycka OC (npu 3tom LleHTp ceptudukaummn Aladdin eCA gomkeH 6bin BbITb paHee
YCTQHOB/EH);

e NOC/€e BbINOJHEHUA KOMaHAbl sudo systemctl start aeca-ca.service, eClIM CepBUC aeca-—

ca.service b6bl1 OCTAHOB/EH;
e [0C/ie BbINOMHEHMA KOMaHAbl sudo systemctl restart aeca-ca.service.
Npwu 3anycke nporpaMMHOe CPeaCTBO BbINOJIHAET pPsif, NPOBEPOK.

e [lpoBepseT BO3MOXHOCTb MOAKMOUYEHMA K 6ase LaHHbIX** MMS KOTOPOWM YKa3aHO B 3HAYeHuM napamertpa
«database name» KOHbUrypaLMoHHOro daina /opt/aecaCa/scripts/config. sh (o ymonyaHuio — aecaca):

- eUn He ypaeTtcs ocyulectBuTb noakntodeHne Kk CYB, 1o LleHTp ceptudukaummn Aladdin eCA He Bypet
3anylueH;

- uHadve LleHTp ceptnudukaumm Aladdin eCA npogonkaeT cLueHapuii 3anycka.

e [lpoBepseT COOTBETCTBMA HOMEpa CBOEM COOPKM M 3HaYeHMs HOoMepa COOPKM, yKa3aHHOM B 6ase AaHHbIX>,
MMg  KOTOPOWM  YyKa3aHO B  3HAYeHMM napametpa «database name»  KOHdMUrypaumoHnHoro  daiina
/opt/aecaCa/scripts/config.sh (N0 yMONYaHUO - aecaca):

- eciu B 6ase HdaHHbIX OTCyTCTBYeT HoMep cbopku, To LleHTp cepTudukaumm Aladdin eCA He Oypet
3anyleH;

- ecnu B 6ase JaHHbIX NPUCYTCTBYeT HOMep COOPKM M OH He paBeH HoMepy cbopku LleHTpa ceptudukaumm
Aladdin eCA , 1o LleHTp ceptudumkaummn Aladdin eCA 3aBepluaeT 3anyck c owmnbkoin «Tekylwas Bepcus
cxeMbl 6a3bl JaHHbIX HE MO3BOMSET BbINOMAHUTL 3aMycK Cyx6bl. Tekylas Bepcus cxeMbl 6a3bl JaHHbIX:
XXX.X. Heobxoanmas Bepcusi cxembl 6a3bl AaHHbIX: Y.Y.Y.Y.», rae «X.X.X.X» - HoMep cOOpKM YKa3aHHbIN
B 6a3e gaHHbIX, a «Y.Y.Y.Y» - HoMep c6opku 3anyckaemoro LleHTpa ceptudumkaumm Aladdin eCA;

- ecm B H6ase AaHHbIX NPUCYTCTBYET HOMep COOpKM M OH paBeH HoMmepy cbopku LleHTpa ceptudumkaumm
Aladdin eCA , 1o LleHTp ceptudukaumm Aladdin eCA octaBnsieT ero 6e3 M3MeEHEHUI U 3amnyCcKaeTcs.

e BbinonHseT npoBepKy LENOCTHOCTM KOHTEMHEPOB 3aKkpbiTOrO K/AWYa BCEX LEHTPOB cepTudUKaLmy,
CYLLECTBYIOLMX B MPOrpaMMHOM KOMMOHeHTe. Pe3ynbTaT NpoBepKM LEeNOCTHOCTU AN KAXAO0ro KOHTeWHepa 3aKpbITOro
K/H0Ya 3anuCbiBaeTCs B XypHan cobbituii: cobbitne ¢ kogom CAENVO76 - npu ycnewHoM npoBepke LenoCTHOCTU U
cobbitne CAENVO77 — npu HeycnewHoM NpoBepKe LenoCTHOCTH.

5% 3HaueHne Homepa cbopkM ykasaHo B Tabnmue «build_info» cxeMsl «aeca_info».
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6.2 OCTaHOBKa NpOrpaMMHOro cpeAcTBa

OctaHoBka LeHTpa ceptudukaumm Aladdin eCA BbINONHAETCS C NOMOLLbI KOMaHAbl: sudo systemctl stop

aeca-ca.service.

MporpaMMHOe CpeacTBO MpU OCTAHOBKE OTKIOYaeT OT Beb-cepBepa CBOKW KOHOUrypauuiw. B pesynbrate
OTK/OYeHUs oT Beb-cepBepa KOHOUIrypauum 3aKpbiBAKOTCS MOPTbl, MCMOMb3yeMble A9 LOCTYyNa K MNPOrpaMMHOMY
cpeactey  (onpepensawTtca napametpamm  «http port» u  «http port»  KOHOMUrypauMoHHOro  Qaiina
/opt/aecaCa/scripts/config.sh), eCin AaHHbIE NOPTbl HE UCNOJbL3YIOTCA UHBIMU NPOrpaMMaMu.
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7 NOAKNOYEHUE K BEB-UHTEPD®ENCY

7.1 O6wume cBegeHunA

Beb-mHTepdeiic npeactaenserca coboi rpapuueckuini uHTepdenc B BMAE COBOKYMHOCTM AUHAMMYECKMX
Beb-cTpaHul, oTobpaxkaeMbix B Beb-Opaysepe. Beb-uHTepdeinc peanu3oBaH KAMEHTCKMM KOMMOHEHTOM LleHTpa
ceptudmkaumm Aladdin eCA 1 npenHasHaveH ans ynpaBneHus cepBepHbIM KOMMNOHEHTOM LleHTpa cepTudumkaumm Aladdin
eCA (BbINONHEHMS [OCTYMHbIX MOJIb30BATEN0 B PAMKaX €ro NoJHOMOYMIA AeACTBUIA).

MoakntoueHue k Beb-nHTepdeicy LleHTpa ceptndmkaumm Aladdin eCA BbinonHseTcs n3 Beb-6paysepa yaaneHHo
no CceTV nepefayn AaHHbIX C BbIAENEHHOrO0 KOMMbIOTEPA, HA KOTOPOM pa3BepHyTa cpefa QyHKLMOHMPOBAHUSA.

KaHan ynpaBneHus 6Bnsetcs 3awMweHHbIM — opraHu3oBaH no npotokony HTTPS/TLS ¢ aBycTopoHHe#n
ayTeHTMduKaumen u wundpoBaHMeM nepefaBaeMbiX AaHHbIX. MaeHTudukauus u ayteHTuduMKaumsa nonb3oBaTenem
BbINOJHAETCS NO MpeabsBNeHHOMY CepTUdUKATY, KOTOPbIA AOMKEH ObiTb NpefBapuTENbHO YCTAHOB/IEH B XpaHuUuLe
Beb-6paysepa unu xpaHunuine ceptudukatos ucrnonbyemont OC. MMpumep ycTtaHoBKM cepTudUKaTa agMMHUCTpATopa
MHULMANM3aLMKM U3 KOHTEerHepa 3akpbitoro kiwoda PKCS#12 (no ymonyanmtoo INITIAL ADMIN.pl2) npusedeH B
nogpasgaene 7.2.

[Ona cooteetcTBus LleHTpa ceptTudukatoB [octyna 4 YpOBHIO [0BEPUS, YCTAHOBNEHHOMY [OOKYMEHTOM
«TpeboBaHua no 6e3onacHoCTM MHGOPMaLMK, YCTaHABNMBAKOLLME YPOBHU AOBEPUS K CPEACTBAM TEXHUYECKON 3aLMTh
nHdopMauum u cpeacteam obecneyeHus 6e30MacHOCTM MHDOPMALMOHHBIX TEXHOMOTUIAY (YTBEPXKAEHHBIM MPUKA30M
@®CT3K Poccum ot 2 umwoHsa 2020 r. N2 76) npu wmcnonb3oBanun CK3U «Kpuntollpo CSP» kaHan B3aumopeinctaus
K/IMEHTCKOrO M CepBEPHOro KOMMOHEHTA NPOrpaMMHOro CpeacTBa AOMKEH ObITb opraHnsosaH no npotokony TLS MOCT ¢
MCNoNb30BaHWEM OTEYECTBEHHbIX KpUNTOrpaduyeckmx anropuTMoB.

[lns 3TOro Ha KOMNbloTEpE, NPEAHA3HAYEHHOM A/ NOAK/IOUYEHNS K BEG-UHTEpPDENCY, AOMKHbI ObITb BbIMOHEHDI
cnepyolme AencTeums:

e YcraHosneH kpuntonpoanaep CK3M «Kpuntollpo CSP» B COOTBETCTBMM C WMHCTPYKLMEN, OMUCAHHOM B
pasgene 2 pokyMeHTta «CK3UM «Kpuntollpo CSP». PykoBoactBo agMuHUCTpaTopa 6e3onacHocTn. Mcnonb3oBaHne CK3U
nog ynpasnenunem OC Linux» XT4M1.00101-03 91 03.

e YcraHoBneHa knueHtckas nuueHsnsa CK3U «Kpuntollpo CSP», gatowas npaBo MCNoib30BaTh ABYCTOPOHHHIOK
ayTeHTUdUKaumio no npotokony TLS. [Mopsaok yCTaHOBKM NuUeH3uM onucaH B pasgene 4 pokymenta «CK3U
«KpunTtollpo CSP». PykoBoacTtBo agMuHMcTpaTopa b6e3onacHoctu. Ucnonb3osanme CK3U nop ynpasnennem OC Linux»
XTAK1.00101-03 91 03.

o CepTudukaT agMUMHUCTPATOPA MHULMANM3BALMM U3 KOHTEMHepa 3akpbiToro Knoda PKCS#12, gbinyLieHHoro ¢
MCNOMb30BaHMEM aNropuTtMoB rocTt npwu YyCTaHOBKeE NpOrpamMMHOro cpencTBa (no  ymonuyaHuto
INITIAL ADMIN GOST.pl2), LOMKEH ObiTb YCTAHOBNEH B JIMYHOE XPaHWIMLLE MOb30BATENS C MOMOLLbIO YTUAUTDI
cptools u3 coctaBa CK3U «Kpuntollpo CSP». [MopsipoK YyCTaHOBKM cepTUdMKATa M3 KOHTEMHepa 3aKpbiTOro Kiawya
npueeneH B noppasgene 2.6.5 pokymenta «CK3U «Kpuntollpo CSP». MHCTPYKUMS NO MCNonb30BaHMIO rpaduyeckoro
npunoxerus UHctpymenTsl Kpuntolpo (cptools)» XT41.00101-03 92 06.

e YctaHoBneH Be6-6bpaysep Chromium ¢ nopgmepxkorn TLS TOCT wum3 coctaBa wMcnonb3yemon
ceptuduumpoBarHHoit OC. [aHHbli Be6-Opay3ep BXoAMT B cocTaB 6a30Bbix penosutopmeB OC Astra Linux SE, AnbT
Cepeep 1 PE[], OC.
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7.2 YCTAaHOBKA cemepMKaTa dAMUHUCTPATOPA NHNUMNANN3aUUn

Mocne ycraHoBku LleHTpa ceptudumkaummn Aladdin eCA chopMupoBaH KOHTeMHep 3akpbiToro kiwoda PKCS12,
cofepxalwmi ceptudukaT agMMHUCTPATOPa MHULMANM3ALMKN TEXHOIOTMYECKOrO LeHTpa cepTudukaumm. Mo ymonyaHuio
KOHTEMHep pacnonoxeH B KaTtanore /opt/aecaCa/dist/certificates/account/ (katanor onpegeneH
napameTpoMm certificates account path KoHdurypaumoHHoro daiina). [laponb oT KOHTelHepa € cepTUPUKATOM
onpeneneH B napameTtpe initial client password KoH@urypaumnoHHoro ¢anna (no ymonuanuio — «INITIAL»).

YcraHosuTe cepTMdMKaT aAMMHMCTpATOpa WHMUManu3aumu INITIAL ADMIN.pl2 (MMS KOHTEMHepa no
YMOJYaHMI0) B JOBEPEHHOE XpaHUMULLE cepTUdhUKATOB BeG-6pay3epa™.

Mopsnok ycTaHOBKM cepTUdMKATA aAMUHUCTPATOPa MHULUMANM3aumMm B XxpaHunuuie seb-6paysepa Firefox:

e Otkpoiute 6paysep Firefox - Hactpoiiku - [llpuBatHocTb M 3awmta - Ceptudukatel (cM. PucyHok 1).
Haxxmute kHonky <IpocMoTp cepTudmMKaToB>.

&« C @ @ Firefox about:preferences#privacy

() Bow Bpaysep ynpasaseTcs Bawei oprakusoumes

Eg} OcHOoBHbIE
3awmTa
@ Hauano
MoAASABHOS COASPKUMOS U 3ALLWUTA OT BP@AOHOCHBIX NPOrpPaMm
o\ Mouck BACKMPOBOTE CNACHOS WM OOMAHBIBAKOLWES COASDKMMOS ToapobHe:s
l THOCTb U BACKMPOBATE ONACHLIE 3ArpPY3aKkMA
E] 3awmra

Q CUHXPOHU3CLMA

Ceptudukarsl

3appawueate y OCSP-cepeepos NoATEERKASHHE TEKYLLEIO MpocMoTp cepTMdUKATOR. ..

CTaTYCO CepTUhUKOTOR
YCIpolcTea 3AWMTBI. ..

PucyHok 1 - OkHO HacTpoek 6paysepa

e Ha Bknagke «Bawwwm ceptndukaTtbl» HaxXMUTE KHONKY <MMnopTMpoBaTh> (CM. PucyHok 2).

YnpaBAeHUe CepTUhUKaTamMI x

PalusHin No ayTeHTMdMKaLIMM Aroam Capaspel LleHTPE! CEpTUdUMKaLIMA

¥ BOC XPOHATCH CEPTUOUKATE! OT CASAYIOLLMX OPTOHMIALMIA, CAYKOLLME AA BALLEH MASHTUPHKOLIM

W cepudmkara YCTROWMCTBO 30T CepuiHLE HoMED ASHCTBMTEASH NO

a

HMMNOpTMPOBOTS. ..

PucyHok 2 - OKHO ynpaBneHus cepTudukaTamu

e YKaxuTe NyTb K KOHTeilHepy C CepTMOMKATOM 3LMUHUCTPATOPA MHUUMANM3ALMM U HAXKMUTE KHOMKY
<OTKpbITb> (CM. PucyHok 3).

55 CepTMdMKAT aMMHUCTPATOPa MHULMANN3ALMK M3 KOHTEHEpa 3aKpbIToro kioda PKCS#12, BbiNyWEHHOMO C MCMO/b30BaHMEM alrOPUTMOB

IOCT, yctaHaBnMBaeTCs B IMYHOE XPAaHUAMLLE MONIb30BATENS C MOMOLLbIO YyTUAUTbI cptools u3 coctasa CK3U «Kpuntollpo CSP» (cMm. pasgen 6.1).

AO «AnadduH P.», 1995-2025 2. Pykogodcmeo admuHucmpamopa. Yacme 1. Ycmaroska u obcnyxwusarue Llempa cepmucpukayuu Aladdin Enterprise Certification Authority
Cmp. 63 /102



LenTp ceptudmkaToB goctyna Aladdin Enterprise Certificate Authority Certified Edition

RU.A/N0E.03.01.020 32 01-1

BHUMAHMUE! 3anpelwaeTca KakuM-nmbo obpasom yaansatb cepTuUpmnKatr TeEXHONOIrMYeCKOro LeHTpa
ceptucdumkaumum «INITIAL _CA», cozgaHHOro npu pasBéptbiBaHuu LleHTpa cepTudmkaumn.

VIMNOPTHPYEMBIA Gain CEpTUPMKATA

PacnonoxeHue Pasmep Tun
3,7ke

© HepasHue

* INITIAL_ADMIN.p12 Jopt/aeca/p12

D Jomawras nanka
O pabounia cron
B Bugeo

D Aokymertor

& 3arpysku

[ Wz06paxerin

dd Myseika

+ JApyruvemecra

Maket ceptukata PKCS#12  Buepa

@ OTmeHuTs

Qoctyn

®ainsl PKCS12 v

PucyHok 3 - OkHo Bbibopa MMNopTupyeMoro darina ceptudukara

e B OTKpbIBLUEMCS OKHE BBEAWUTE NapPO/ib OT KOHTEMHEPA M HaXMUTE KHOMKY <OK> (CM. PUcCyHOK 4).

YnpaeaeHue cepTuduKaTamMm

Cepeephb!

PelusHMs Mo ayTeHTMSHKaLAA

I ] bl Fills)
Bawm ceptigpmran MoK

Y BaC xpaHaTCs i ) i
e Password Required - Mozilla Firefox

BeeAMTE NOPOAL, MCNOALIYEMBIR AAR LWIMPPOBOHW DE3EDBHOM KOMWK CepTMdMKaTa;

OmveHa

LleHTphl CepTUdMIEaLAM

X

CoxpaHuTs BCe. .. MMNopTMposaTE. . .

OK

PucyHok 4 - OkHO BBOAA Mapons OT KOHTeWHepa

e B pesynbTate B okHe «YnpaBneHue ceptudukaTaMmu» nosBUTCA 3anmncb 06 MMNOPTUPOBAHHOM cepTudUKaTe

(cM. PucyHok 5). 3aBeplumnTe yCTaHOBKY cepTudukaTa, HaxaB KHomky <OK>,
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YnpaeaeHue ceptudrkaramm

Bawwm ceptmdmiaTs Peluenia no ayTeHTudMKaLLMia Noam Cepeepkl LLeHTPEl CERTUOHKOILLAK

Y BOC XpaHATCH CEPTURUKATH OT CASAYIOLLMX OPTOHU3CLIMA, CAYHOLME AAT BALISH MASHTUDUKOLIMI

Wma cepmiadmkara | VetpoitcTao acumte | Cepuiit Homep | AewcTaurensH no

« INITIAL_ADMIN

INITIAL_ADMIN MoayAb 3CUIMTE 1B:9D:EC:1F:C4:11:BC:31:1C... 19 miona 2025 .

COXPOHMTE BCE... MMnopTMpoBaTE. ..

PucyHok 5 - OkHo «YnpaBneHue cepTudumkaTtamm»

7.3 NoaknioveHue K Be6-nHTepdency

MopsAoK NOAKNHOYEHUS K BEG-UHTEPDENCY:

RU.A/N0E.03.01.020 32 01-1

e 3anyctute Be6-6pay3ep M B aapecHoOl cTpoke BBeauTe IP-agpec nnn noMeHHOe MMs cepBepa, Ha KOTOPOM
ycTaHoBneH LleHTp ceptudumkaumm Aladdin eCA. Hanpumep, https://172.22.5.21.

e B oTKkpbIBWEMCS OKHe BbibepuTe cepTUPUKAT aflMUHUCTPATOPa MHMULMANMU3aLmMK (CM. PucyHok 6) n HaxmuTe

KHoMKy <OK>.

3BI1POC nae HTHtP-HIlB UMK nonb3o0BaTENA

CanTy HeoGXOAWMO ONPEASAWTE, © KOKUM CepTUMOMKATOM BOC OCCOUMMPOBATS:

172.22.5.21:443
ODICIHWMIAWMAA:
BriaCIHOD: ®n
BuiGepuTe cepTUOMKAT AAR MABHTUOMKTLLMK:
INITIAL_ADMIN (39:DA:DB:D0:2E:20:24.03:96:58:4A.78:37:32: AF:C0:C3:89:D4:62)

Mudopmacn o BebpaHHoM cepTudrikaTe:

lKomy Belaan: CTN=INITIAL_ADMIN

CepuitHeR Homep: 39:DADB:DO:2E:20:24:03:96:5A:4A:78: 37:32: AF.C0: C3:89:D4.B2
AeictarmeasH ¢ 28 aer. 2023 ., 16:05:30 GMT-4 no 27 asr. 2025 1., 16:05:30 GMT-4
Mcnoas3oeaHua kakoua: Digital Signature,Non-Repudiation. Key Encipherment
Appeca 3a. noute: INfal@admin

lem BelaaH: CHN=INITIAL_CA

Mecto xpaHeHua: Moaysb 30T

3ANOMHUTE STO paLlLEeHHe

OTMeHa QK

PucyHok 6 - OkHo Bbibopa cepTndukaTa

KHOMKY <[lononHuTenbHo>, npuMnUTE PUCK U NPOAO/IKUTE NOAKITHOYEHUE.

AO «AnadouH P.[].», 1995—-2025 a.

[Nlanee Ha OTKpbIBLIENCSA CTpaHULE C NpeasynpexneHueM CUCTeMbl 6e30MacHOCTH (CM. PUCYHOK 7) HaxMuTe
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« a0 Ga He saupero 17222521 w

MpeaynpexaeHue: BepostHas yrposa
6e30nacHoOCTH

Firefox oBHapyxuA BEPOSTHYIO YTPOo3y 6€30MacHOCTU U HE CTAA OTKPbIBaTL 172.22.5.21. ECAM Bbl NOCETUTE 3TOT CAMT,
3AOYMBILLAEHHMKI MOTYT NOMBITQTLCS! MOXATUTB BALLY MHGOPMALMIO, TAKYIO KK NAPOAV, GAPECA SAEKTOOHHOM MONTHI
WA AQHHDBIE GAHKOBCKMX KOPT.

Kak Bbl MOXEeTe 3TO UCNPaBUTL?

CKopee BCero, 31a NPOBAEMA CBSI3AHA C CaMIM BEG-CQTOM, U Bbl HUHETO HE CMOXETE C STM CASAQTD.

ECAM Bbl HOXOAMTECH B KOPNOPATUBHOM CETU AU UCTIOAL3YETE QHTUBUPYCHYIO NPOTPAMMY, Bbl MOXETE CBSI3ATLCS CO
CAYXO0¥ MOAABPKKM AASI MOAYHEHMS MOMOLLM. Bbl TQKXKE MOXETE COOBLMTL QAMUMHUCTPATOPY BeG-caiTa o6 atomn

npobaeme.

MoapoGree.

BepHyTbcs Ha3aA (PeKomeHAyeTcs) AONOAHUTEABHO. ..

PucyHok 7 — CTpaHuua ¢ npegynpexaeHnemM cuctemMbl 6€30nacHoCTH

e B pesynbrate Bbl nofknouutech K Beb-mHTepdeicy LleHTpa ceptudumkaumm Aladdin eCA, roe 3anyuieH
Mactep uHMUManM3aLmm (NepBbli War - yCTaHOBKA IMLEH3MM) (CM. YacTb 2 HACTOSLLEro pyKOBOACTBA aAMUHMUCTPATOPA).

/A B cucTeme OTCyTCTBYeT aKTUBHAR MMLEeHINA X

JQ 3arpysure daiin nuueHM

LleHTp CepTudunkaummn
Aladdin Enterprise CA

3arpyawTe daitn nuueH3M

®aiin He BuIbpaH Bubpars daiin

PucyHok 8 — OkHO nHuumanusaumun Lentpa ceptudukaumu. War 1 - Bbibop nnueH3sum
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8 KOHTPO/1b LIENOCTHOCTUN NCMNOJSIHAEMbIX ®AJI0B
NMPOrPAMMHOIO CPEACTBA

KoHTponb uenoctHoct wucnonHgsembix ¢annos LleHtpa ceptudukaumn Aladdin eCA Heobxogum ans
OTC/IEXXMBAHUS HEU3MEHHOCTM U KOHTPONS COCTOSIHUS (PaNoB, nepeyeHb KOTOPbIX NPUBEAEH HUXKE:

e Bce dannbl U3 KaTanora «/opt/aecaCa/samples» M €ro NOAKATan0ros;

e BCe dainibl U3 KaTanora «/opt/aecaCa/scripts» 1 ero nogkartanoros, kpome $annoe «config.sh» u

«jc_checksumy;
e BCe «.jar» dannbl B KaTanore «/opt/aecaCa/services» u ero nogkatanorax;
e Bce dannbl B KaTanore «/opt/aecaCa/static» 1 ero noakaTanorax;
e Bce dannbl B KaTanore «/opt/aecaCa/bin» 1 ero nogkatanorax;
e Bce dannbl B Katanore /opt/aecaCa/digsig 1 ero nogkaranorax.

KoHTpOnb LEeN0CTHOCTM OCYLLECTBSETCS C MOMOLbIO CKpUNTa «integrity check.sh», Haxogswerocs B
Katanore CKpuNToB «/opt/aecaCa/scripts». CKpunT «integrity check.sh» OCylWecTBAsSeT MpoOBepKY
LeNOCTHOCTU UCMONHAEMbIX (HalfoB NPOrpaMMHONO CpeacTBa CpefacTBaMU YTUAUTHI «YTUAMTA KOHTPONS LEeNOCTHOCTU
2.0» -jcverify’®.

CkpunT «integrity check.sh» NpUHMMAET B Ka4eCTBE OMLMOHANbHOrO BXOAHOrO napameTpa nyTb K danny
C KOHTPOJIbHbIMM CYMMaMM, Ha OCHOBAHMM KOTOPOro LO/KHA BbIMOMHATLCS npoBepka. B cnyuae, ecnm nyTb K danny He
yKa3aH, TO N0 yMon4yaHuio 6yaet ncnonb3osatbcs Gaiin «/opt/aecaCa/scripts/jc_checksum».

@ain c 3TanoHaMM KOHTPONbHbIMU CyMMaMu «jc checksum» (opmupyetca npu cbopke nporpamMMHOro
CpeacTBa C NOMOLWLbIO YTUANTLI KOHTPOAS LENOCTHOCTU «jcverify».

[lna BbINONHEHWUSA KOHTPONA LLENOCTHOCTM MCMOHAEeMbIX PainoB 3anycTute ckpunt integrity check.sh ¢
npaBamu cynepnonb3oBatens (0T UMEHU Nonb30BaTens root, iMbo ¢ ncnonb3oBaHueMm sudo):

sudo bash /opt/aecaCa/scripts/integrity check.sh

B paHHOM cnyyae 6yaer wucnonb3oBaH (aln C  3TAaZIOHAMM  KOHTPOJbHbIX CYMM MO YMOMYaHWUID —
«/opt/aecaCa/scripts/jc_checksumy.

Mocne 3aBeplueHns paboTbl CKkpUnTa HEOBXOAMMO MPOAHANU3NPOBATL MNOJTYYEHHbIE AAHHbIE.

Mpu ycnewHon nposepke LENOCTHOCTM OyneT BbiBeAEHO coobleHue: «YcnewHas npoBepka KOHTPOJbHbIX
cymmy, lpu atom B XypHane cobbiTuii 6yaet 3adukcmpoBaHo cobbite ¢ kogom CAENVO74 (cobbitme «YcnelwHas
NpOBEPKa KOHTPOJIbHbIX CYMM»),

Mpu owunbke nNpoBepkM LENOCTHOCTM OyaeT BbiBefeHO coobuieHne «HeycnewHas npoBepka KOHTPOJSbHbIX
CYyMM», @ Takxe coobuieHne o6 owunbke, reHepupyemoe yTunmuTon «jcverify». [1pu 3TOM B XypHane cobbiTuii byaer
3adumkcnpoBaHo cobbitne ¢ kogom CAENVO75 (cobbiTne «HeycnewHas npoBepka KOHTPONIbHbBIX CyMM»).

%6 laHHas yTMAMTa BKKOYEHa B cocTas LleHTpa cepTudukaumm (Katanor «/opt/aecaCa/bin/jcverify»).
IS J y
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9 CBOP ANArHOCTUYECKON MH®OPMALINK

Cbopa auarHocTnyecko MHPOpPMAaLMKU KOMMNOHEHTOB HEOOXOAMM ANng NpefoCTaBeHus B CNyxOy noanepxku
nonb3oBatenen nHdopmaumum o npobnemax B paboTte nporpammel.

B npouecce aBTOMaTM3MpoBaHHOro cbopa AuarHoCTMYeckoW WHGopMaumu 6ynetr cobpaHa cnefywowas
UHpopMaLms:

e 0 pabote cepBncoB nporpaMmbl (parnbl B GopMmare .log);

e  KOHPUrypauMoHHbIA Gain /opt/aecaCa/scripts/config. sh;
e 0 pabote Be6-cepepa Nginx/Apache (B popmarte .log 1 .gz);

e 0 paboTe cuctembl ynpaeneHus 6ason gaHHbix PostgreSQL;

e 0 paboTe cucTeMbl ynpasneHus 6a3on AaHHbIX Jatoba;

e 0 pabote OC (cuctemMHas);

e  [aHHble CUCTEMHbIX JIOrOB, NpeacTaBneHHble B Tabanue 10.

Tabnuua 8 - laHHble CUCTEMHbIX JIOrOB

CucremHbIf nor PEL OC Astra Linux SE Alt CepBep
/var/log/audit/ + + +
/var/log/samba/ + + +
/var/log/httpd/ + - -
/var/log/messages/ + + +
/var/log/secure/ + - -
/var/log/cron/ + + -
/var/log/auth/ - + -
/var/log/syslog/ - + +
/var/log/httpd2/ - - +
/var/log/ahttpd/ - - +

Mpu BK/IIOYEHHOM dnare cbopa  AMArHOCTUYECKOM uHdopmaumm 0 namsaTu (napameTp
enable gc diagnostic KOHUIYpaLMOHHOIO danna /opt/aecaCa/scripts/config.sh apxuB
[MArHOCTUYECKMX AAHHBIX AOMONHUTENBHO COAEPXKMUT:

e jor cbopuka Mycopa;
e [aMmrbl NaMaTH 419 yNaBLWKMX NpUAoXKeHui LleHTpa ceptudmkaumnn Aladdin eCA .

MpenBapuTeNbHO BbLIMONHUTE MEpexos B AWpekToputo, rae OyneT COXpaHEH apxWB C AMArHOCTUYECKOW
UHpopmMaLmer B popmarTe. tar.gz, BbINOAHUB KOMAHAY:

cd /'mamka pasMeleHVS apxyBa COOPaHHOM IMATHOCTUUECKONM MHbOpMAaLM
[ns BbINONHEHMS COOpa AMArHOCTMYECKOM MHPOPMaLMKM 3aNyCTUTE CKPUNT OT UMEHM CyNepnosib30BaTeNs:
sudo bash /opt/aecaCa/scripts/diagnostics.sh

CdopMurpoBaHHbIn apxuB B dopmaTe .tar.gz ¢ AMArHOCTMYECKOM MHdOpMaunen O6yaneT COXPaAHEH B TEKYLLYH
pabouyo AMPEKTOPUIO, U3 KOTOPOW Bbl Bbl3bIBaeTE KOMaHAbl B TEpPMUHANe.
[nga BbiBOAA TekyLieln paboyeit AMPEKTOPUM UCMONb3YNTE KOMaHAy: pwd
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10 PE3EPBHOE ROMMPOBAHME N BOCCTAHOBJ1EHUE AAHHbIX
NMPOrPAMMHOIO CPEACTBA

Co3paHue pe3epBHbIX KOMUI ABNSETCS HEOTbEMIEMOM YacTbio paboTbl agMUHUCTpaTopa LieHTpa cepTudukaumm
Aladdin eCA.

MepeL BbINMOMHEHUEM KAKUX-TMOO HACTPOEK, UBMEHEHWIA U OOHOBNEHWI MPOrPaMMHOIO KOMMOHEHTA CNeayeT B
0693aTeNlbHOM MOPSAIKE BbINOAHUTL PE3EPBHOE KOMUPOBAHUE.

PesepBHble KONWUM CO34AK0TCA ANS:

e  COLEpXMMOro KaTasora, Coaepyallero ceptudumkaThl U KouM Beb-cepBepa, pa3peLléHHbIX U3aaTenien, nyTb
K KOTOpoMy onpefenéH 3HayeHMeM napameTpa «certificates ssl path» KOH@uWrypauuoHHoro aina
/opt/aecaCa/scripts/config.sh (no ymonuyanuio - /opt/aecaCa/dist/certificates/ssl);

®  33KpbITOrO M OTKPBLITOrO K/KOYel LeHTpa cepTuduKaumm w3 KaTtanora, MyTb K KOTOPOMY oOnpenenéH
3HayeHnMeM napameTpa «cryptotoken path» KoHdurypaumoHHoro daitna /opt/aecaCa/scripts/config.sh
(no ymonuaHuio - /opt/aecaCa/dist/cryptotoken);

e 0a3bl AaHHbIX, MM KOTOPOM YKa3aHO B 3HayeHMM napameTpa «database name» KOHOUrypaLMOHHOroO
danna /opt/aecaCa/scripts/config.sh (N0 yMONYaHuio - aecaca);

e  KOHQUrypaunoHHoro daina /opt/aecaCa/scripts/config. sh;

PesepBHOe KONMpOBaHME OCYLLECTBNSIETCS HA NOKaNbHbIA AMCK B MankKy, MNyTb K KOTOPOM onpenenéH 3HaYeHUeM
napametpa «backup path» KoHdwurypaumoHHoro daina /opt/aecaCa/scripts/config.sh (10 ymonuaHuio -
/opt/aecaCa/dist/backup/) C yka3aHWeM [aTbl U BpEMEHW CO3[aHUS pe3epBHOM KOMUK B MMeHu apxusa. Katanor
XpaHeHUs apXMBOB BbIOpaH MCXOAS U3 TOrO, YTO HEOOXOAMMO XPaHWUTb pe3epBHble KOMUM BPEMEHHO M He yBeIUYuBaThb
pa3Mep 3aHATOro NpOCTPAHCTBA XXeCTKOro Aucka. [Ing nocTosHHOro xpaHeHus TpebyeTcs co3paTb MexaHM3M MepeHoca
dannos.

[Ins NOCTOSIHHOrO XpaHeHUs pe3epBHbIX KOMWIA Crefyer:

e  OMNpefenuTb Katanor AJisi XpaHeHWUs pe3epBHbIX KOMWiA;
e  COCTaBMUTb CLEHAPUIt NS CO34aHUA PE3EPBHOM KONWMK;

. HaCTpoOuUTb pacnnucaHne Bbi3OBa CLUEHApPUEB.

10.1 Co3paHue pe3epBHOW Konuu

Co3paHue pe3epBHOW KOMWM MPOrpaMMHONO CPeACcTBa OCYLUEeCTBASETCS 3anyCckOM CKpUMTa C MpaBaMu
cynepnonb3oBaTtens (root):

bash /opt/aecaCa/scripts/backup.sh

MNocne 3anycka CKpunTa pe3epBHOr0 KOMMPOBAHWMA CO3[AETCS Katanor /opt/aecaCa/dist/backup, rae
6ypeT pasMelLéH apxumB, COAEPXalUi B UMEHM AATY U BPEMS CO34aHUS NOTHOM pe3epBHOM KOMUMU.,

MNpu ycnewHoM co3naHum pe3epBHOM KOMUM B XXypHane COBbITUIM NpOAYyKTa AOMKHO perucTpupoBaTtbCcs cobbiTue

¢ kogoM «CAENVO86». B cnyyae oOWMOKM CO34aHWUS pe3epBHOM KOMUM B XypHane cOObITUIM MNPOAYKTa [AOMKHO
peructpupoBatbest cobbiTne ¢ kogom «CAENVO87».

10.2 PacnucaHue pe3epBHOro KONUPOBaHUA

Ons  cHwkeHns noTepb AadHHbIX BO BpeMmA 609 BbINOAHUTE HaCTpOlZKy dBTOMATHUYECKOro pe3epBHOro
KOnnpoBaHuA, HaCTponB CMUCTEMHbIN NNaHNPOBLWUKK pacnnCaHKA crontab.

e BbinonHWTE Nepexos B pexxMM peaakTMpoBaHus crontab, BbINMOMHWB KOMaHAy:

sudo nano /etc/crontab
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. Ykaxute BpeMAa U nepnon 3anycka CueHapmeB CO34aHNUA pE3epPBHbIX KOMUIA:

0 0 1 * * Jopt/aecaCa/scripts/backup.sh
0 0 1 12 * J/opt/aecaCa/scripts/backup.sh

roe:
- nepBasi CTPOKA OMUCHIBAET 3aMyCK pe3epBHOr0 KONUPOBAHMS OAMH pa3 B MecsL,
- BTOPas CTPOKa OMWUCbIBAET 3aMyCK pe3epBHOr0 KONMMPOBAHMUS OLMH Pa3 B roA,.
MNpumeyaHue:
Bbixop n coxpaHeHue 13 pefakTopa pacnucaHns OCyLWeCcTBASETCS KOMaHA0M:
wq!
[lns npocMoTpa HAaCTPOEHHOMO PaCcNMCaHMs UCMONb3YEeTCS KOMAHAA:

crontab -1

BHumaHue! B cny4yasx, korga uaMeHeHUn mexnay pe3epBHbIMU KONMUSAMU OOGHapyXeHO He Obino,
BO3MOXHO OTOOpaxeHMe coobLeHnss 0 HeKOPPEKTHOM cpabaTtbiBaHMM byHKUMM stat cnegyrouero
Bupa: tar: tmp/l/inc/copia_*: ®yHKumsa stat 3aBepwmnacbk ¢ ownbkon: No such file or directory

10.3 BoccTtaHoBNneHUe AaHHbIX U3 pe3epBHO Konuu

BocctaHoBNeHWe [aHHbIX MPOM3BOAMTCS M3 MamnkW, NyTb K KOTOPOW oOnpefenéH 3HaYeHWeMm mnapamerpa
«backup path» KoHpMUrypaumoHHoro ¢aina /opt/aecaCa/scripts/config.sh (Mo yMmonyaHuio -
/opt/aecaCa/dist/backup/), Ha cepBepe NPOrpaMMHOroO CpeacTBa.

Ecnu BoccTaHoBNEHWE NPOMCXOAMUT HA TOM Xe cepBepe, A/ KOTOPOro paHee COo3faHa pe3epBHas KOnus, U NyTb
K Manke He U3MEeHEH (3HaYeHMe No YMONTYAHWIO), BbINMONHUTE KOMaHAY:

sudo bash /opt/aecaCa/scripts/restore.sh ‘myTh K [HAIKEe COXPAHEHMS PE3EPBHOM
KONuUM  /apXMUB PE3EPBHOM KONUM.tar

roe nyTb K Manke COXpPaHeHWs pe3epBHOW KOMUM onpenenéH 3HadeHneM napametpa «backup path»
KOHMUIYpaLMOHHOTO danna /opt/aecaCa/scripts/config.sh (no YMONYaHUIO -
/opt/aecaca/dist/backup/).

. Ecnu BoccTaHoBneHne nponcxoouT nocse nepeycrtaHOBKHU OC, BbINOJIHUTE!
— NOAroToBKY K YCTaHOBKE MPOrpaMMHOro KOMIMOHEHTa B COOTBETCTBMM C pa3fesiomM 4 HacToswero
AOKYMEHTa,
— YCTAaHOBKY NpOrpaMMHOro KOMNOHEHTa B COOTBETCTBMU C pa3fenioM 5 HacToawero OOKYMEHTA,

- CO3[aHue KaTasiora XpaHeHWs pe3epBHbIX KOMMUM, NyTb K KOTOPOMY OnpeaenéH 3HaYeHneM napameTpa
«backup_ path» KOHOUrypaunoHHoro daina /opt/aecaCa/scripts/config. sh (Mo ymonyanuio
- /opt/aecaCa/dist/backup/), BbINOJHUB KOMAHAY:

sudo mkdir -p /opt/aecaCa/dist/backup

- KOMWPOBaHWe B CO34aHHbIN KaTanor daina pesepBHOM KOMUK;

- BOCCTaHOBJ/IEHME AAHHbIX U3 PE3EPBHOM KOMMM, BbINOJHMB KOMaHy:

sudo bash /opt/aecaCa/scripts/restore.sh /opt/aecaCa/dist/backup/apxue pe3epBHOMI
Konmm. tar

Mpu ycnewHOM BOCCTAaHOB/IEHUM U3 PE3EPBHON KOMUK B XXypHane cobbITUi NpoayKTa AOMKHO PEFMCTPUPOBATHCS
cobbitne ¢ kogoM «CAENV088». B cnyyae owmbKM BOCCTAHOBNEHUS U3 pE3EPBHOM KOMUU B XXypHane cobbiTUIM NpoayKTa
[OMKHO perncTpupoBatbcs cobbithe ¢ kogoM «CAENV0O89».
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11 BOCCTAHOBJ1IEHWE OOCTYMNA R LUEHTPY CEPTUOUKALNA

BocctaHoBneHune poctyna k LleHTpy ceptudukaummn Aladdin eCA Heobx0LMMO BbINOMHUTL B C/ly4ae OTCYTCTBUS
paHee CO34aHHOM pe3epBHOM KOMUM U BOKMPOBKM A0CTYNa K MPOrpaMMHOMY CpeAcTBY, BO3HMKLUEN B pe3ynbTaTe
HEKOPPEKTHOIO YAANeHUs TEXHOMOrMYECKMX COCTaBASIOWMX WMAM UCTEYEeHUs Cpoka AencTBus ceptudwmkata LleHTpa
cepTudukaumm unm ceptudumkaTa agMUMHUCTPAToPa.

[ins BbINONHEHWS BOCCTAHOBAEHUS focTyna K LleHTpa ceptudumkaummn Aladdin eCA 3anycTuTe CKpMNT OT MUMEHM
cynepnonb3oBaTtens (C npaBamu root unum sudo):

sudo bash /opt/aecaCa/scripts/restore access.sh

Mo pe3ynbTaTty BbINOAHEHWS CKPUMTA BOCCTAHOBNEHUS AOCTYNa K NPOrpaMMHOMY CPeACTBY:

e CO3[43H U BbINyLEH:
- TexHonornyeckui Llentp ceptudmkaumm «INITIAL_CA» (Mo yMONYaHUIO CTaTyC «aKTUBUPOBAHY);
- ceptudukat TexHonornyeckoro LleHtpa ceptudunkaumm «INITIAL_CA»;

e 3aMeHeHa:
- Y4é€THaga 3anuncb agMuHmcTpatopa «INITIAL_ ADMIN»;

®  BbINYLWEHbl U 3aMEHEHbI:

- cepTudukaT yuétHom 3anucu agmunmctpatopa «INITIAL_ADMIN»;
- cepTMdMKAT TexHONOrnyeckoro Beb-cepeepa.

Ons  panbHenwero poctyna K LeHTpy ceptudumkaumm BbINOAHUTE AYTEHTUPUKALMIO NO  BbINYLLEHHOMY
ceptudmkaty yuétHoi 3anucu «INITIAL_ADMIN» (cMm. pa3gen 7 HacTosLLero AOKYMEeHTa).
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12 OBbHOBJ1EHUE MNPOIMrPAMMHOIO CPEACTBA

12.1 Ha3Ha4yeHune o6HOBNEeHUN

O6HoBneHne H6a3bl faHHbIX U Moaynen LleHTpa ceptudmkaumm Aladdin eCA obecneumBaeT akTyanbHOCTb BEpPCUM
NpOrpaMMHOro CpeacTBa.
BbinonHsemble 06HOBNEHMAMM 338auu:

- UCnpasneHue O6Hapy>KEHHbIX 3a BpeM4a CyuwecTBoBaHUA MO Hepo4eToB U OLIJVI6OK;

YCTPpAaHEHUE BbIABNEHHbIX yﬂBBMMOCTEﬁ;

- W3MEHEHWe UMK yy4lleHne paboTbl CYLLECTBYIOWMX QYHKLMIA;

nobasneHne HOBbIX QYHKLMIA M BO3MOXHOCTEN.

12.2 UHpopmMmupoBaHue notpebuteneii o Bbinycke o06HOBNEHUN
o KoMmnaHus Bepet yyeT nokynatenen LleHTpa ceptudmkaTtoB foCTyna. BoinonHSeTCS pernctpaums cneaytowen
nHdopmaumu:
- HauMeHOBaHWe OpraHu3auuu;
- ajapec opraHusaumu,
- KOHTaKTHasi MHopMauus (COOEpPXWT SNEKTPOHHbIM MOYTOBbIM ajpec nuua, obecneymBaioLlero

aAMUHUCTPUPOBAHME MPOrpaMMbl).

e YBenomneHue nonb3oBaTeNner O BbiMyCKe HOBbIX BEPCMi KOMMNOHEHTOB LleHTpa cepTudukatos pocTyna
BbINONHAETCS NyTeM ny6amkaumm nHbopMaumm Ha oduumanbHOM canTe KoMnaHuu U (Mnm) C MCNONb30BAHUEM PACChINKM

31EKTPOHHbIX NMOYTOBbIX CoobLeHU Ha 3N1eKTPOHHbIE aapeca I'IOTpE6MTEJ'I€V1. Paccbinka Moxet nponcxoanTb 3a CYET
NpuMeEHeEHNAa CpeacTs, obecneunBaroLwmnx goseneHue yBe,EI,OM}'IeHMlZ oo I'IOTp€6VITEJ'Iﬂ aBToMaTUyeckun. Bmecte ¢ Cbai;U'IOM
0OHOBNEHUIA MOXKET npenocTaBnaTbCa obHOBNEHHas OOKYMeHTauua ona ncnosib30BaHMa NporpamMmmol.

12.3 Nony4yeHue o6HoBNEHMII noTpebutenem

e [lonyyeHue ¢aiinoB OGHOBNEHWI NMPOrPaMMHOrO CPeACcTBa M COOTBETCTBYIOWMX MM KOHTPOJbHBIX CYMM
BO3MOXHO:

- CuUCNnonb3oBaHNEM 3J'|8KTp0HHOi;1 NnoYThbl;

- TyTeM 3arpysku c Beb-caiiTa U3roToBuTeNs (NPOM3BOAUTENS).

e [IpoBepka KBanM@PUUMPOBAHHOM INEKTPOHHOW MOAMMCU M3roTOBUTENS (nNpousBoauTens) ana ¢awnos
0OHOBNEHUI MPOrpaMMHOrO0 CpeacTea U (QaWnoB COOTBETCTBYHOLWMX MM KOHTPOJIbHbIX CYMM BbIMOJHAETCS NH06bIM
[OCTYNHbIM CMOCOBOM, eCnuM CBeAeHUs O Hanuuuu OOHOBNEHWS He MpeanucbiBaldT MHOW NOPSAOK NPOBEPKM
NOAJIMHHOCTM U LLeNOCTHOCTM OBHOBNEHMS.

12.4 KoHTponb uenoctHoctu o6HoBneHua No

KoHTponb LenocTHocTM 06HOBNEHMS NPOrpamMMbl BbiNoNHAETCS nytem pacyeta KC nony4yeHHOro yCTaHOBOYHOMO
nakeTa (ZMcTpubyTrBa), C MCNONb30BaHMEM NPeaBapUTENbHO YCTAaHOBEHHOTO nporpamMmHoro obecneverus «PUKC-Unix
1.0», n e€ cpaBHEHMEM CO 3HAYE€HWEeM KOHTPONbHOM CYyMMbl Ans 3TOro OOHOBNEHMs (CM. pasgen 3 HacToswero
[OKYMEHTA).

12.5 Npoueaypa ycTaHOBKU 06HOBNAEHUN

Ha cnyuyan, ecnu BOo BpemMA OOHOBNeHUss NPou3OMAET cOOM, pekoMeHAyeM npeaBapuUTeSNibHO
caenatb pe3epBHYH KOMUIO NporpamMmmbl U 6a3bl AaHHbIX (CM. pa3gen 9 HacTOALWEro AOKyMeHTa),
M3 KOTOPOM MOXHO OyAeT BOCCTaHOBUTb AaHHbIe.

[ng o6bHOBNEHUS npoAyKTa:
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e DEKOMEHOYETCA NPOM3BECTM OYMCTKY K3LWWa MCMOosb3yeMoro Be6-6paysepa;

e nepeHecuTe AUCTPUBYTMB C OOHOB/IEHHOW BepCMei MpPOrpaMMHONO CPeLCcTBa HA CepBep C YCTAHOBAEHHBIM
LleHTpom ceptudmkaumm Aladdin eCA;

e npoBepbTe LEeNoCTHOCTb AncTpubytnea nytem noacuérta KC (cm. nogpasaen 3.2 HacToAWwero AOKYMEHTa);

. BbIMOJIHUTE PAaCNaKOBKY YCTAHOBOYHOIO nakeTa:

PELl OC sudo dnf install aeca-*.rpm
Astra Linux SE sudo dpkg -i aeca-*.deb
Anpr Cepmep sudo apt-get install aeca-*.rpm

e 3anycTuUTe YCTAaHOBKY NPOAYKTa B peXMME 0BHOBMIEHMS, BbINONHUB KOMaHAy>’:

sudo bash /opt/aecaCa/scripts/install.sh

e  YCTAaHOBWMK OOHApYXMT YCTaHOBNEHHYIO BEPCMIO MpPOrpamMMHOTO CPeACTBA M NPeaioXuT BbibpaTb
Heo6X0aMMoe AeNCTBUE B MHTEPAKTUBHOM pEXUME:

- yOanuTb YCTAHOBMIEHHYH BEPCUMI0 CO BCEMM [OaHHbIMM W BbIMOMHUTL YMCTYIO YCTAaHOBKY aKTyanbHOM
BEPCUM NPOrpaMMHOIO CPeaCTBa;

- BbIMNOJIHUTL OGHOB/IEHUE YCTAHOB/IEHHOM BEPCUM 0,0 aKTyaslbHOM BEPCMM MPOrPaMMHOTO CPeLCTBa;

- npepBaTb NPOLECC YCTAHOBKMU;
e 455 BbI6Opa NPOJOMKEHNS NpoLecca 0OHOBNEHUS BBEAUTE B TEPMUHANE LUDPY «2;

[ npu 0OGHOBNEHUU nporpaMMHOro CpeacTtso npoeBepdeTr COOTBETCTBMA HOMepa cBoeM C60pKM M 3Ha4YeHuqa
HOMepa COOpKM, yKasaHHOW B 6ase AaHHbIX®, UMs KOTOPOM yKasaHO B 3HauyeHWW napameTpa «database name»
KOHUrypaumMoHHoro gamnna /opt/aecaCa/scripts/config. sh (N0 ymMonyaHuio — aecaca):

- eCIM Ha MOMeHT obHoBfeHMs B 6ase AaHHbIX OTCYTCTBYeT HoMep cbopku, To LleHTp ceptudukaumm
Aladdin eCA 3anucbiBaeT B 6a3e AaHHbIX HOMEp YCTaHABIMBAEMOW COOPKMU;

- ecM Ha MOMeHT obHoBneHus B Hase AaHHbIX MPUCYTCTBYeT HOMep COOpPKM, MU OH MeHblle HoMepa
yCTaHaBnuBaemon cbopku, 1o LleHTp ceptudukaumm Aladdin eCA nepesanucbiBaeT Homep cbopku B 6ase
[aHHbIX, 3aMEHUB ero HOMEpPOM YCTaHaBNMBAEMOW CHOPKHU;

- eUM Ha MOMeHT obHoBneHusi B 6a3e [aHHbIX MPUCYTCTBYeT HOMep COOpPKM, M OH paBeH HOMepy
yCTaHaBnMBaeMol cbopku, LleHTp cepTnudukaumm Aladdin eCA He U3MeHSIET ero;

- eCIM Ha MOMEHT 0OHOB/eHMs B 6a3e [LaHHbIX MPUCYTCTBYET HOMep cOOpkM, U OH Bonble HoMepa
yCcTaHaBnuMBaemoi cbopku, To LleHTp ceptudmkaummn Aladdin eCA 3aBepluaet obHOBAEHME C OWMOKOM
«Tekywwas Bepcus cxembl 6a3bl AaHHbIX HE MO3BONSET BbIMONHUTL YCTAHOBKY MM OBHOBNEHWUE CNYXObI.
Tekywan sepcus cxeMbl 6a3bl gaHHbix: X.X.X.X. Heobxoanmas Bepcus cxembl 6a3bl AaHHbIX: Y.Y.Y.Y.»,
roe «X.X.X.X» - HoMep cbOpKM, yKa3aHHbIM B 6a3e gaHHbix, a «Y.Y.Y.Y» — HOMep yCTaHaBAMBaeMOM
cbopku Llentpa ceptndumkaumm Aladdin eCA. Homep c6opku B 6aze faHHbIX NPU 3TOM HE MEHSeTCS.

e  MoC/Ne YCTaHOBKM 0GHOBNEHUS 3anycTuTe 6paysep, yaanute dainbl cookie u AaHHble CaiiTOB, OYUCTUTE K3LI-
namsaTb 6paysepa;

57 BbinonHeHue ckpunta TpeGyeT Hanuuus yTunutel psgl u3 naketa CYBL (postgresql, postgresgl-client, postgrespro-std,
jatoba4d-client). YcTaHoBKa 1 HacTpoika CYB[ onncana B nogpasgenax K, B vam 4.5.2 B 3aBucumoctn OC.

58 3HaueHune Homepa cbopkM ykasaHo B Tabnmue «build_info» cxeMsbl «aeca_info».
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e 3anyctuTe 06HOBeHHbIN LleHTp cepTudmkaumm Aladdin eCA>?;
e npoBepbTe Bepcuo 06HOBNEHHOIO KOMMNOHEeHTa B OkHe LleHTpa ceptudumkaumm «O nporpammens.

Mocne o6HOBNEHUA NporpaMMHOro cpeacTtea ¢ Bepcun 2.1 o Bepcun 2.2 naposnb nonb3oBaTtens
6a3bl AaHHbIX, 3agaHHbIn B KOHcuUrypaumoHHom cpamne /opt/aecaCa/scripts/config.sh B
napameTpe database password, oTo6paxaeTca B 3awuncpposaHHom Buge. LLindpposaHne napons
BbiNosiHAeTcA no anroputmy AES-256 ¢ ucnonb3oBaHueM aBTOMaTU4eCKU CreHepMpOBaHHOIoO B
c¢anne /opt/aecaCa/scripts/key kno4a wndpoBaHUA.

12.6 KpuTepuii ycnewHoOCcTN yCTaHOBKU 06HOBNEeHUA

KpMTepMEM NpaBuUIbHOCTU YCTAaHOBKMU 06HOBNEHUS npoAyKTa ABNAETCA 0To6pa>+<eHv|e VIHq)OpMaLI,l/IM 0O HOBOM
BEpCMUN KOMMNOHEHTa U34enna B OKHe «0 nporpamme».

9 OnucaHuMe NpOBEPOK NpW 3anycke, BbIMOMHAEMbIX NpOrpamMMHbIM komnoHeHToM Aladdin eCA, cm. B nogpasgene 6.1 HacTosuero

PYKOBOACTBA
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13 YAAJIEHUE NMPOIMrPAMMHOIO CPEACTBA

13.1 NHnumanusauyma npouecca yaaneHva

Ona wvHMUManu3auum npouecca yaaneHUMss HeobXxoAMMO BbLINOMIHUTL KOMaHOy C MpaBamMu
cynepnonb3oBatens (root unu sudo):

sudo bash /opt/aecaCa/scripts/uninstall.sh
B pe3synbraTe BbINOAHEHMS LAHHOTO AEWACTBMS BYAYT NOAHOCTBIO YHUUTOXKEHDI:
e BCe fobaBneHHble NpU YCTaHOBKE KOMMOHEHTA CUCTEMHbIE CTYXKObl;
e Bce fob6aBneHHble Npu YCTaHOBKE KOMMOHEHTA M0/1b30BaTeNN U TPYNMbl;
e Bce fobaBneHHbIe NPy YCTaHOBKE KOMMOHEHTa aknbl M CTPYKTYpa KaTasioros.
I Bce BHeCEHHbIe M3MeHEeHUs OyaAyT BbiBeAEHbI B KOHCOJSb.

Mpouecc ynaneHns nNpou3BOAWTCS BHE 3aBMCMMOCTM OT Hanuuus coeauHeHus ¢ 6a3oi AaHHbIX, UM KOTOPOM
yKa3aHo B 3HAYeHUH napametpa «database name» KOHUIYpaLMOHHOIO danna
/opt/aecaCa/scripts/config.sh (N0 yMoOn4YaHuiO — aecaca).
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14 YOANNEHNE BA3bl AHHbBIX POSTGRES

14.1 YpaneHue bl «aecaca»

[ns ypaneHus paHee co3paHHoOW 6asbl AaHHbIX «aecaca» HeOBXOAMMO BbIMONHUTL KOMaHAbl C MpaBaMu
cynepnonb3oBaTens (root unu sudo):

e 3anauTe nog nonb3oBaTtenem «postgres» B Postgres, BbINONHWB KOMaHAY:
sudo -u postgres psqgl
o [Ingd npenoTBpaLLEHNS BO3MOXHOCTM HOBbIX MOAK/IOYEHMI BbINMOAHUTE KOMAHAY:
UPDATE pg database SET datallowconn = 'false' WHERE datname = 'aecaca';
o [lng 3aKpbITMS BCEX TEKYLWMUX CECCUIM BbINMONHUTE KOMAHAY:
SELECT pg terminate backend(pg stat activity.pid)
FROM pg stat activity
WHERE pg stat activity.datname = 'aecaca' AND pid <> pg backend pid();
e Ypansem 6a3y AaHHbIX, BbIMOJHWB KOMaHAY:
DROP DATABASE aecaca;
e 3agepuwwuTe paboTy NoA Nonb3oBaTeneM «postgres» u BbIMAMUTE U3 TEPMUHANG, BbINOJIHMB KOMAHAY:

exit

14.2 YpaneHue nonb3oBatena b/l «aeca»

[nsa ynaneHus paHee CO34aHHOro Mofb3oBaTtens 6asbl JaHHbIX «aeca» HeOOXOAMMO BbIMOAHWUTb KOMaHAbl C
npaBamu cynepnonb3oBaTens (root nau sudo):

e 3anauTe nop nonb3oBaTenem «postgres» B Postgres, BbINONHWB KOMaHAY:
sudo -1 -u postgres

e YpanuTe nonb3oBatens «aeca» B Postgres, BbINOMAHWB KOMaHAYy:
dropuser aeca -1

e 3aBepuwwuTe paboTy noA Nonb3oBaTeneM «postgres» u BbIAAUTE U3 TEPMUHANAG, BbINOJHMUB KOMaHAY:
exit

o [lepe3sanyctute CYB[ Postgres, BbINOAHWB KOMaHAY:

sudo systemctl restart postgresqgl
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15 MOWUCK N YCTPAHEHWE HENCNPABHOCTEWN

Mpo6nema

Bo3moxkHaa npuumHa

Cnoco6bl pewneHuns

Owwubka npu 3anycke
CKpWNTa YCTaHOBKM
install. sh «error
obtaining MAC
configuration for user
«aeca»»

Y nonb3oBarens

postgres HET npas Ha
yTeHune bJl atpmbyToB
KOHOUAEHLMANBHOCTH

[ns npepocTtaBneHune AONONHUTENbHbIX NPaB NoJb30BaTeNo
postgres BbIMONHWUTE KOMaHAbl:

sudo usermod -a -G shadow postgres
sudo setfacl -d -m u:postgres:r

/etc/parsec/macdb

sudo setfacl -R -m u:postgres:r
/etc/parsec/macdb

sudo setfacl -m u:postgres:rx

/etc/parsec/macdb

Owwnbka 3anycka
CepBMCOB nocne

3anycka ckpunra

install.sh ona

YCTaHOBKM
NporpamMMHOro
KOMMoHeHTa «LleHTp
ceptudukaumm Aladdin
eCA»

Ha cepBepe 6bina
yCTaHOB/IEHA U
yoaneHa 6onee paHHss
Bepcus [MporpaMmsl

OuuncTure KOHd)VIpraLI,MPO nginx, BbIMO/THNB KOMaHAbI:

sudo rm -rfv /etc/nginx/general-configs
sudo rm -rfv /etc/nginx/conf.d/default.conf

He xBaTka annapaTHbIX
pecypcos

MpoBepbTe MoKasaTesnb 3arpyXXeHHOCTU OMnepaTMBHOM NamsaTw.
[ins koppekTHo paboTbl NnporpaMMbl TpebyeTtcs He MeHee 6 6
cB0HOAHOW ONepaTMBHOM NaMsaTH

Owwnbka npu 3anycke

CKpUNTa YCTaHOBKM
install.sh

«MuHUManbHoe
KONMYEeCcTBO
onepaTMBHOW NaMsTH
[NS pa3BepTbiBaHUS
CUCTEMbI COCTaBNSET
8192 merabaiital»

3Ha4yeHWe napameTpa
memory B daine
KOHbUrypauum MeHbLie
8192 wnu He 3apaHo

B danne /opt/aecaCa/scripts/config.sh
napameTpa memory yKa3aTb 3HayeHne 8192:

ana

memory="'8192"

Owwnbka npu 3anycke
CKpUNTa YCTAaHOBKM
install.sh «psql:
FATAL: remaining
connection slots are
reserved for non-
replication superuser
connections»

HepocTtaTtouyHoe uncno
coeauHeHnn K B/,

B davine postgresgl.conf HeobxoAMMO YCTAaHOBUTL B
max connections 3HayeHue 1000 u 6onee®.

0 MapameTp max_connections 33faeTcs B MHCTPYKLMAX U3 pasaenax npo ycraHoBke u Hactpoitke CYB[: 4.3.3,4.4.3 n 4.5.3.
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NMPUJIOHEHUE 1. PASPELLUEHUNE KOHDOJINKTA «lPU
YCTAHOBKE CYB[]l POSTGRES U POSTGRES PRO®!

B cnyyae, eciun ,u,pyroﬁ npoaykT Postgres YCTaHOBJ/EH, TO ONA pa3peleHnad KOHbeIVIKTa HeobX0aMMO BbINOJHUTb
KOMaHAbl:

e (Co3paiiTe HayanbHyto 6a3y [aHHbIX, 3amnyCcTMB BCMNOMOraTesbHbIM CKPUNT pg-setup C MNpaBaMu
cynepnonb3oBaTens (root unu sudo) 1 kYoM initdb:

/opt/pgpro/std-16/bin/pg-setup initdb [--tune=xonbémrypaumus] [mapameTpr initdb]

rae apryMeHT tune BblbMpaeT BapuaHT KoHdMrypaumn 6asbl AaHHbiX; napameTpbl _initdb — 06bl4Hble
napamMeTpbl initdb.

e [1n9 HaCTPOMKM aBTO3anyCcKa cepeepa 3anycTute CKpUNT pg-setup Co CleayoLMMM NapaMeTpamm:

/opt/pgpro/std-16/bin/pg-setup service enable

e 3anyctuTe cepBep C NOMOLbIO pg-setup, BbINOJHMB KOMaHAy C MpaBaMu cynepnosib3oBatens (root unu
sudo):

/opt/pgpro/std-16/bin/pg-setup service start

%1 NMoppo6Hoe onucaHue NpuBeaeHo B 0buLMaNbHON AOKYMeHTaumm Ha PostgreSQOL, pasmelwéHHom no aapecy https:/postgrespro.ru/docs
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MPUTOHEHUNE 2. HACTPOMKA NOAK/TIOYEHNA K BHELLIHEN
cyb[l

[lnsa nopkntoueHus nporpaMMHoro obecneyerust «LleHTp ceptudumkaTtoB pgoctyna LleHTp ceptudmkaToB poctyna
Aladdin Enterprise Certificate Authority Certified Edition» k BHewHe CYB[l Heobxoaumo:

®  BbINOJIHUTb HACTPOKKY Ha xocTte CYB/, B COOTBETCTBMM C pa3genom 2.1, npeacTaBneHHbIM HUXE;

®  BbINOJIHUTb HACTPOKKY Ha xocTe Aladdin eCA B COOTBETCTBMM C pa3nenoMm 2.2, npefcTaBAeHHbIM HUXeE.

2.1 HacTtpoiiKa Ha xocte CYB/

Ha BHewHeM xocTe ¢ yctaHoBneHHon CYB[ (yctaHoBka CYB/, onucaHa B noapasgenax 4.3.4 pna PEL OC, 4.4.4
ona Astra Linux, 4.5.4 nna Anet CepBep HacToslllero pyKoBOACTBA) B 3aBMCMMOCTM OT ucnonb3yemon Ha Hem OC
HEeo6X0AMMO BbINOMHUTbL ClIeAyoLMe HACTPOIKK:

e Ecnm B kauectBe OC Ha xocte CYB[ ncnonb3yetcsa Astra Linux Special Edition 1.7, Heobxoanmo paspewwnTb
nogakntoyeHue no npotokony TCP ans nopta CYB[, BbINOAHMB B TEPMMUHANE HA AAHHOM XOCTE C/IEAYHOLLYI0 KOMaHAY:

sudo iptables -A INPUT -p tcp --destination-port port -j ACCEPT

roe port — nopt gna nopknwdenus Kk CYBM (no ymonuanuio B nopaepxusaembix CYB[, ncnonb3yercs nopt
5432). JaHHas koMaHaa paspewut nogkntodeHune Kk CYBJ c noboro IP-agpeca. B cnyyae, ecnm Heob6xo4nMMO OrpaHUYnTb
poctyn k nopty CYB/l, npenocTaBuB ero Tonbko Ans onpegeneHHoro IP-agpeca, HE06X0AMMO MCMONb30BATH CNEAYHOLLYI0
KOMaHzy:

sudo iptables -A INPUT -s IP -p tcp --destination-port poxrt -j ACCEPT
roe IP - IP-agpec, 4OoCTyn C KOTOPOro Heo6xoAMMO paspelunTb, @ port — nopt ang nogknoverms Kk CYB (no
yMonyaHuio B nopaepxunsaembix CYB/ ncnonbsyetcs nopt 5432).

e Ecmm B kauectBe OC Ha xocte ¢ CYBM wucnonb3yetcs PEL OC wnm OC Anet 8 (I, Heobxoaumo
0TpefakTMpoBaTh dann /var/lib/pgsqgl/15/data/pg _hba.conf (nnn
var/lib/jatoba/4/data/pg _hba.conf, ecnn ucnonbsyercs CYB[ Jatoba)®?, npusens ero k cnepytoLiemy Buay:

# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

local all all trust

# IPv4 local connections:

host all all 0.0.0.0/0 password
# IPv6 local connections:

host all all ::1/128 password
# Allow replication connections from localhost, by a user with the

# replication privilege.

local replication all peer
host replication all 127.0.0.1/32 ident
host replication all ::1/128 ident

52 MyTb K akny MOXET OTANYATLCS B 3aBUCMMOCTM OT Bepcun PostgreSQL mnm Jatoba
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Kpome TOro, HeobxoamMo oTpefaktuMpoBaB ¢ainn /var/lib/pgsgl/15/data/postgresqgl.conf (Mnu
var/lib/jatoba/4/data/postgresql.conf, ecim wucnonbyetca CYB[ Jatoba)®’, ykasae monga napametpa

listen addresses 3HayeHune ™'

listen addresses = '*'

%1

3HaueHne ™' no3sonut nogkntoyatbcs K CYB[ ¢ nwboro IP-apgpeca. B cnyyae, ecin HeobxoaMMo OrpaHuunTb

poctyn k CYB[, npepoctaBuB ero Tonbko Ans onpepeneHHoro IP-appeca, Heob6xoaMMo ykasaTb AaHHbld IP-agpec B

napameTpe listen addresses, Hanpumep:

listen addresses = '192.168.111.100"'

e 3atrem Ha xocte CYB[ HeobxoamMmo nepesanyctutb ucnonbsyemyto CYB[, BbinonHMB KoMaHay sudo
systemctl restart postgresgl (MM sudo systemctl restart jatoba-4 ecnu wmucnonbsyercs CYB[
Jatoba).

e 3arem Ha xocte CYB[ HeobxoguMO BbIMOAHWUTL CO3AaHWE M HACTPOWKy 6a3bl AaHHbIX. [eictBua no
CO3[aHMI0 M HacTporike 6a3bl AaHHbIX ONMCaHbl B noapa3genax 4.3.4 (opna PEL OC), 4.4.4 (ona Astra Linux), 4.5.4 (ans
Anbt CepBep) . B pesynbtate gomkHa ObiTb co3pgaHa 6a3a AaHHbIX C BblIGpaHHbIMM NMapamMeTpaMu (MMsi NONb30BaTens,
naponb, UMs 6a3bl AaHHbIX).

2.2 HacTtpoiika Ha xocTe Aladdin eCA

Ha xocte Aladdin eCA npeaBaputenbHoO AoimkHa ObiTb BbiNonHeHa ycTtaHoBka CYB[] (ycTtaHoBKa
CYB[] onucaHa B pasgenax nogpasgenax 4.3.4 ana PEQl OC, 4.4.4 pna Astra Linux, 4.5.4 pna AnbT
CepBep HacTOSALLEro pyKoBOACTBA.

Mpun aTom He HyXHO HacTpauBaTb CYB[], ycTaHoBneHHyr Ha xocte Aladdin eCA.

Ha xocTe Aladdin eCA Heo6xoamMMo 0TpefaKTMpOBaTh KOHUIYpaLMOHHBIN dann

/opt/aecaCa/scripts/config.sh, yKa3aB B HEM 3HAUEHMS CeLYIOWMX NAapaMETPOB:

Mapametp 3HaueHue no OnucaHue
YMOJTHAHUIO

use_tls false @nar oba3aTenbHoOro ucnonb3oBaHusa TLS ana nogknouenns k CYBOS
Honyctumble 3HayeHus: true, false

database_username ‘aeca’ MMs nonb3oBatens 6a3bl faHHbIX, Mcnosibdyemoe ana pabotsl LieHTpa
ceptupukaumm Aladdin - eCA. HeobxoomMMo BHECTM 3HAYeHMe,
YyKa3aHHOE Npu CO34aHMM M HAcTpolike Basbl AaHHbIX Ha xocTe CYB[,

database_password #CHANGEIT Maponb nonb3oBatens 06a3bl AaHHbLIX, MCNOMb3YEMbIA ANsi paboThl
LeHtpa ceptndmkaummn Aladdin eCA. HeobxoanMMo BHECTU 3HAYEHME,
YKa3aHHOEe Mnpu CO3AaHUM M HacTporike 6a3sbl AaHHbIX Ha xocte CYB/,

database_host 'localhost’ CeteBoi agpec xocta CYB/]
database_port '5432' MopT, ncnonb3yemblit Ans NOAKIOYEHUS K 6a3e AaHHbIX
database_name 'aecaca’ MMs 6asbl OaHHbIX, Mcnonb3yeMoi LleHTpoM ceptudukaumm Aladdin

eCA. Heobxogumo BHecCTu 3Ha4YeHue, yKasaHHOE npu co3gaHuun “u

3 MyTb K harny MOXET OTIMYaTbCA B 3aBUCMMOCTH OT Bepcum PostgreSQL mnw Jatoba

% Moppo6Has nHbopMaums o napameTpe use_tls npuseneHa B «Mpunoxenue 3. Hactpoika TLS-coeamnHerus ¢ CYB»

AO «AnadduH P.A.», 1995-2025 a. Pykogodcmeo admuHucmpamopa. Yacme 1. Ycmaroska u obcnyxwusarue Llempa cepmucpukayuu Aladdin Enterprise Certification Authority

Cmp. 80/102




LleHTp cepTudmkaTos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.ANAE.03.01.020 32 01-1

MNapameTp 3HaueHue no OnucaHue
YMONYaHUI0

HacTpo#ke 6a3bl faHHbIX Ha xocTe CYB[,

root_cert_path #CHANGEIT AbBcontoTHbIM NyTb K cepTudukaty kopHeBoro LIC M3  uLenoyku
ceptudmkaTos cepsepa CYBI®

e 3ateMm Ha xocte Aladdin eCA Heo6x0AMMO MNPUMEHUTb MU3MEHEHMS KOHMOUIypauMoHHOro davna nyTem
3anycka KoMaHAbl sudo bash /opt/aecaCa/scripts/install.sh U panbHeiwero Bblbopa [AeNcTBUS
«[Update]». B cnyuae, Aladdin eCA He 6bin ycTaHoBNeH paHee, BbIOOp AeiCTBMS He noTpebyeTtcs, M OyaeT BbINOAHEHA
YCTaHOBKA C YKa3aHHbIMU B KOHPUIypaunoHHOM dakne napameTpamu.

© MoapobHas nHbopMauus o napameTpe root cert path npuseneHa B «punoxenue 3. Hactpoiika TLS-coeamnHerus ¢ CYB»
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MPUTOMEHNE 3. HACTPOMKA TLS-COEANHEHWNA C CYBA

Ona Hactpouku TLS-coepMHeHusi nporpamMMHoOro kommnoHeHTa «LeHTp cepTtudwmkaumm Aladdin
Enterprise Certification Authority» ¢ CYB[ Heob6xogMmo B npeaBapuTesibHO pPa3BepPHYTOM M
MHULNANN3NPOBAHHOM MNpPOrpaMMHOM KoMmnoHeHTe «LleHTp cepTtudmkaumm Aladdin Enterprise
Certification Authority» co3patb cepTudukart ¢ 3akpbiTbiM Knrouom (PKCS#12) ana cepBepa CYB/A.
Mpu atom B ceptucdukate cepsepa CYB B atpubyte Common Name unu B atpubyte Subject
Alternative Name tuna dNSName o6s13aTenbHO AOMKHO ObITb yYKa3aHO AOMeHHoe cepBepa CYB[]
(vwnu IP-appec)®®, Tak kak nporpamMmMHbI KOMNoHeHT Aladdin eCA ayTeHTuduumnpyeT cepeep CYB[
B pexume «verify-full», koTopbil npeanonaraetr NpPoBepKy COOTBETCTBMA MMEHU y3na cepBepa
MMeHu, 3anucaHHomy B ceptudukate. [Ina cos3paHua ceptudukata MoxeT ObiTb MCNOSIb3OBaH
wabnoH «WEB-Server» (Heo6xogumo npeaBapuTeNibHO co3A4aTb JIOKallbHbIA CYyOGBLEKT B
nporpamMmmMHoM KomnoHeHTe Aladdin eCA, yka3zaB emy Heobxogumble atpubyTbl CN 1 DNS Name).

Bo u3bexaHue owmnbok B pabote nporpammHoro komnoHeHta Aladdin eCA nepen Ha4danom
HacTpoukn TLS-coeaumHeHnsa c¢ CYB][] pekomeHayeTcsi OCTaHOBUTbL paboTy nporpamMmMHOro
koMmnoHeHTa Aladdin eCA nyTteM BbINONMHEHUA KoMaHAbl sudo systemctl stop aeca-
ca.service.

[ns HacTporikm TLS-coeamnHernuns nporpammHoro komnoHeHta Aladdin eCA ¢ CYB[ Heobxoaumo:
e  BbINONHMTL HacTpowky CYB/, B cooTBETCTBMM C pa3genoM 3.1, npeacTaBneHHbIM HUXKE;

e  BbINOJIHUTb HACTPOMKY MporpaMMHoro komnoHeHTa Aladdin eCA B COOTBETCTBMM C paspenoM 3.2,
MpeacTaBieHHbIM HUXE.

3.1 HacTpoiika CYBA

1) Ha XocTe o YCTaHOB/IEHHOW " HaCTpOEHHOM cyb 0TpefaKkTMpoBaTb dann
/var/lib/pgsqgl/15/data/postgresqgl.conf (Mnm var/lib/jatoba/4/data/postgresqgl.conf, ecnu
ucnonbsyetca CYB[ Jatoba)®’, ykasas:

e B napaMeTpe «ssl» 3HaYeHue «ony;
e B napametpe «ssl_cert_file» abcontoTHbIM NyTb K Gaiiny ceptudukata cepsepa CYBAS;
e B napametpe «ssl_key file» aBcontoTHbIi NyTb K daiiny 3akpbiToro kntoda cepsepa CYBA;

e B napametpe «ssl_ca_file» abcontoTHbIM NyTb K darny LENoYKN cepTMPUKATOB M3aaTens cepTndukaTa
cven’e.

% YkasaHHOe B cepTudukate aomeHHoe cepsepa CYB[ (vnu IP-agpec) AOMKHO COOTBETCTBOBATb 3HAaueHWI0 napameTtpa «database_host»
KOH®UrypaumoHHoro daina nporpaMmMHoro kommnoHeHta Aladdin eCA.

7 MyTb K harny MOXET OT/IMYaTbCs B 3aBMCUMOCTH OT Bepcum PostgreSQL unum Jatoba.

8 Maiin ceptudukata cepsepa CYBL MOXeT GbITb CKauaH M3 NONb30BATENLCKOTO MHTepdeiica nporpaMMHoro komnoHeHta Aladdin eCA.
Hanpumep, B kapTouke flokanbHoro cybvekta cepsepa CYB/.

%9 Maiin 3akpbiToro kioda cepsepa CYB[, MOXeT GbiTb MOMYYEH M3 KOHTEMHEpa 3aKpbiToro knwoua cepsepa CYBI nyTeM BbINOMHEHMS
KOMaHabl openssl pkcsl2 -in container.pl2 -out key.key -nocerts -nodes, roe container.pl2 - nNyTb K KOHTEMHeEpYy
3aKpbiToro kntova cepeepa CYB[, a «key.key» - nyTb K dainy ang coOXpaHeHUs 3aKpbITOro Katya.

70 ®aiin uenoukn ceptndmkatos muspatens ceptudmkarta CYBI MoxeT 6biTb ckauaH B kapTouke LIC, BbinycTMBLIErO cepTudmKaT cepsepa

CybA.
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Mpu 3TOM yKasaHHble Bbile dawnbl LOMKHbI UMETb MeTKy poctyna «600», yCTaHOBUTb KOTOPYK MOXHO C
MOMOLLbID KOMaHabl sudo chmod 600 nyTs k_barmy [A18 Kaxgoro ¢aina. BnagenbueM BCex yKasaHHbIX Bbille
$ainoB HeoHbX0AMMO Ha3HaYMTb NONb30BATENS «postgres», BbINOAHWB KOMaHAy sudo chown postgres:postgres
nyTe_K_Garity A1F BCEX NEPEeUNCNeHHbIX GannoB. YkasaHHble (aisbl 4O/KHbI pacnonaratbCs B Katanore, K KOTOPOMY
UMeeT [OCTyn MNonb3oBaTeNb postgres (Hanpumep, /tmp). B cnyvae ucnonb3osanus OC PEL OC Ha xocte CYB[
yKa3aHHble Bbiwe dainbl AOMKHbI pacnonaratbCd B Katanore /var/lib/pgsgl (MM /var/lib/jatoba, ecau
ucnonb3yetcs CYB/, Jatoba). MNpu 3TOM yKazaHHble Bbilwe Gaibl LOMXKHbI ObITb CKOMMPOBAHbI B HYXHbIM KaTanor, a He
nepemeLLeHsl.

Mpumep  3HayYeHWn  OTPedaKTUPOBAHHbLIX  NAapaMeTpoB  KOHUrypauuoHHoro  chavna  CYB[
postgresqgl.conf:

# - SSL -

ssl = on

ssl cert file = '/tmp/cert.pem'
ssl key file = '/tmp/key.key'
ssl ca file = '/tmp/chain.pem'

2) Ha xocte CYB[ nepe3anyctntb CYB[, BbINONHMB KOMaHAy sudo systemctl restart postgresgl
(unn sudo systemctl restart jatoba-4 ecnu ucnonbsyercs CYB/ Jatoba).

3.2 HacTpoiiKka nporpaMMHoro KomnoHeHTa Aladdin eCA

1) Ha xocte Aladdin eCA oTpenakTMpoBaTb KOHPUIypaLUMOHHbIN Gain /opt/aecaCa/scripts/config. sh,
yKasaB B HeM B napametpe koHbwurypaumn BJl use tls 3Hadenue true, a B napameTpe root cert path
abCcooTHbIN NyTb K hainy cepTuduKkata KOPHEBOro U34aTens 13 Lenodku ceptudukartos cepsepa CYBO

Mpu 3TOM yKasaHHbIM Bobllwe danin cepTudmKaTa KOPHEBOTO M34aTeNs M3 Lenoyku ceptudukator cepsepa CYB[,
OOmKeH MMeTb MeTKy poctyna «600», YyCTaHOBMTb KOTOPYHD MOXHO C MOMOLWbK KOMaHAbl sudo chmod 600
nyTe K _daniy. Bnagenbuem daiina ceptudukata KOPHEBOro usgatens us uenoukn ceptudukatos cepsepa CYB[,
HeobXxoaMMO Ha3HayMTb NOMb30BaTeNs «aeca», BbIMOJAHMB KOMaHOy sudo chown aeca:aeca nyTb K_daniy.
Yka3zaHHbIi hain LO/MKEeH pacnonaratbCs B KaTanore, K KOTOPOMY MMeeT AOCTYN Nonb30BaTte/b aeca (Hanpumep, /tmp).
B cnyyae ncnonb3oBaHns OC PEL OC Ha xocte Aladdin eCA davin ceptudumkata KOPHEBOrO M3paTens M3 LENOYKM
ceptudukaTos cepepa CYB/[ pomkeH pacnonaratbCs B Katanore /opt/aecaCa (wnm B ero nogkatanorax). Kpome toro,

B cnyyae ucnonb3oBaHuMs OC PEL OC Ha xocte Aladdin eCA Heo6xoaMMO [OMOMHMTENbHO BbIMNOMHWUTL KOMaHAy
restorecon -Rv “nyTe K OGanny cepTudMkaTa KOPHEBOTO M3IATEJS M3 LENOUYKM CePTUPMKATOBR

cepeepa CYBIM.

2) Ha xocte Aladdin eCA npuMMeHUTb U3MEHEHUS KOHPUrypaUMOHHOro daina nytem 3anycka KoMaHabl sudo
bash /opt/aecaCa/scripts/install.sh u panbHelwero Bbibopa aeicTeusa «[Update]».

Mo 3aBepLueHMI0 BbINOAHEHWUS YKa3aHHOM KOMaHAbl AanbHENWNA 06MEH AaHHbIMU NMPOrpaMMHOro KOMMOHEHTa
Aladdin eCA c CYB[L 6ypet ocywectBnatbCs TOAbkOo no npotokony TLS. Ecnm B CYB[, K KOTOpOM BbINOJIHAETCS
noakntouyeHue, otkodeH TLS, To nporpamMmmHbiin koMnoHeHT Aladdin eCA He ByaeT BbINOMHATL 06OMEH AAHHBIMU C TAaKOWM
CYBA. Mpu 3TOM NnporpamMmHbi komnoHeHT Aladdin eCA cmoxeT ycTaHoBuUTbL coeamHerne ¢ CYB[ Tonbko B cnyyae, ecim
ee ceptuduKaT U3naH usgatenem, nyTb K cepTudukaTy KOTOPOro ykasaH B KOHPUrypauMoHHOM daine nporpaMMHOro
koMmnoHeHTa Aladdin eCA un Tonbko B cnydae, ecnm Mg xocta cepepa CYB/, cooTBeTCTBYET yKa3zaHHOMY B cepTudukare.

"1 Ecnu ceptudumkat cepeepa CYB[, BbinyweH noaumHeHHsiM LIC, HeobxoamMo ykasatb NyTb 40 cepTudukaTa kopHesoro LIC.
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NPUNJIOHHEHUNE 4. PASBEPTbIBAHWE KJIACTEPA ALADDIN ECA

MporpaMmHoe obecneuverue «LleHTp cepTudmkaToB poctyna LleHTp cepTudumkatos poctyna Aladdin Enterprise

Certificate Authority Certified Edition» obecneuyvMBaeT BO3MOXHOCTb K/acTepU3auUMM C WCNOMb30BAHUEM BHELLHErO

cpencrtea 6anaHcu pPOBaHUA HArpy3Ku.

[ocTynHbl cnepytoLimMe BapuaHTbl pasBepTbiBaHus knactepa Aladdin eCA:

pa3BepTbiBaHME KAcTepa B BUPTYanbHOM MHPPACTPYKTYpe, NOPSLOK KOTOPOro NpeacTaBieH B pasgene
4.1 Huxe;

pa3BepTbiBaHME Knactepa C MOMOLLbI NepeHoca KOHTEMHEpPOB 3aKPbITOrO Kak4Ya OCHOBHOMO Y3/a,
nopsifoK KOTOPOro nNpeacTaBneH B pasgene 4.2 Huxe.

4.1 Pa3BepTbiBaHue Knactepa Aladdin eCA B BUpTYyanbHOW MHPPACTPYKTYpe

Knactep koHdurypmpyetcs no cxeme «Active-Passive Failover», kyaa Bxoaat cnenyoLime ysnbl:

BMPTYya/ibHas MalUMHa C YCTAHOBNEHHBIM U MHWULMANM3MPOBAHHLIM NPOrpaMMHbIM obecredyeHneM «LLeHTp
ceptTudukatoB poctyna LleHTp ceptudumkaTtos goctyna Aladdin Enterprise Certificate Authority Certified
Edition» (BM1) - ocHoBHOV y3en knacrepa;

KIOH BUpPTyanbHOM MawuHbl BM1, co3paHHbI Cpa3y nocne 3aBepllieHus MHUuManu3aumum Ha BM1
nporpamMMHoro obecneveHuss «LleHTp ceptudmkaToB goctyna LleHTp ceptudmkato poctyna Aladdin
Enterprise Certificate Authority Certified Edition» (BM2) - pe3epBHbii1 y3en knactepa’?;

BMPTYyaNibHAs MAlUMHA C YCTAHOBNEHHOM M HacTpoeHHon CYB/, (BM3);

BUPTYya/ibHas MallMHA C YCTAHOBMEHHbIM W HACTPOEHHbIM CPencTBOM 6anaHCMPOBAHWUS HArpysku
HAProxy (BM4).

Ha Bcex YKa3aHHbIX Bbille BUPTYaZbHbIX MallMHAaX O0OMYCKAETCA UCMOJSIb30OBaHUE TOJIbKO Cneayrwmx 0ocC:

Astra Linux Special Edition Bepcua 1.7, ypoBeHb 3aLWMILEHHOCTN «CMONEHCKY;
Astra Linux Special Edition Bepcus 1.7, ypoBeHb 3aLLMILEHHOCTN «BOpOHEX»;
Astra Linux Special Edition Bepcusa 1.7, ypoBeHb 3alWMILEHHOCTHN «Openy;
Astra Linux Special Edition Bepcusa 1.8, ypoBeHb 3alLMIWLEHHOCTU «CMONEHCKY;
Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3alLMILEHHOCTN «BOpOHEX»;
Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3alMILEHHOCTH «Openy;

PELL OC Bepcus 7.3, ceptudumumpoBaHHas pepakums, koHourypaums «Cepeepy;
PELL OC Bepcusa 8, koHdurypauus «Cepsep»;

OC Anbt 8 CI1, penus 10, BapuaHT ucnonHeHus Cepaep.

[onyckaeTcq ucnonb3oBaHWe eanHOM BUPTYanbHOM MaWwuHbl Ang peanusauun BM3 n BM4,

1)

2)

Ha BM3 BbINO/HUTL YCTAaHOBKY O HOM U3 HMKENpUBEAEHHbIX CUCTEM ynpaBieHna 6asaMu AaHHbIX >

Ha

PostgreSQL u3 cocrasa OC;
Jatoba 4.

BM3 yBenuuutb MakcuMmanbHoe KonuyectBo nogakntouvenun k CYB[, oTtpepakTvpoBas dain

/var/lib/pgsqgl/15/data/postgresgl.conf (Mnn var/lib/jatoba/4/data/postgresqgl.conf, ecnu

ucnonb3yetcs CYB[, Jatoba)’, ykasas ans napametpa max connections 3HaveHue 20007%:

72 BM2 co3paetca B xoAe passepTbiBaHus knactepa Aladdin eCA B BUpTYyanbHOI MH(PACTPYKType nyTeM KnoHMposaHus BM1 Ha ware 8

73 CnpaBoyHas nHbopmaLma no yctaHoske 1 HacTpoiike CYB[] npuseneHa B pasgenax B ans PEM OC, B ans Astra Linux u 4.5.2 ana Anst

CepBep HACTOSAIWLEr0 PyKOBOACTBA
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max connections = 2000

3) Ha BM3 nepesanyctutb ucnonb3yemyto CYB[, BbimonHMB KOMaHOy sudo systemctl restart
postgresqgl (U sudo systemctl restart jatoba-4 ecnu ucnonbsyetcs CYB/ Jatoba).

4) Ha BM1 BbInonHuTb YCTaHOBKY mnporpamMMHoro obecneyeHuns «LleHTp ceptudwmkatos poctyna LleHtp
ceptudukatoB pocrtyna Aladdin Enterprise Certificate Authority Certified Edition» B cooTBeTcTBMM C pa3genom 5
HacToslero PpykoBOACTBA, npu 3ToM nogknioume K Aladdin eCA BHewHiowo CYB[, yctaHoBneHHyiw Ha BM3, B
cooTBeTCcTBUM C «[1pnnoxeHune 2. Hactpoiika nogkntoueHus K BHewHen CYB[» HacTosawero pykoBoACTBa.

5) Ha BM1 BbINOMHUTL MEPBUYHYK HACTPOKKY nporpaMmHoro obecnedyeHus «LleHTp ceptudukaToB pocTtyna
LleHTp ceptndukator goctyna Aladdin Enterprise Certificate Authority Certified Edition» B cooTBeTcTBMM pasznenoM 6
HacTosLero LOKyMeHTa.

6) Ha BM1 BbiNonHWTb NepBUMYHOE NULLEH3MPOBaHWE B COOTBETCTBMM C pa3genoM 2.1 3kcnnyaTauMOHHOro
noKyMmeHTa «LleHTp ceptudmkaToB poctyna Aladdin Enterprise Certificate Authority Certified Edition. PykoBoacTso
agMuHMcTpaTopa. Yacte 2. ®@yHkumu ynpasneHus LleHtpa ceptudukaumm Aladdin Enterprise Certification Authority»
RU.ANOE.03.01.020 32 01-2.

7) Ha BM1 BbinonHuTb co3gaHue ueHTpa ceptudumKauum B COOTBETCTBUM C pa3genom 3.1 3kcnayaTaumoHHOro
nokymeHTa «LleHTp ceptudumkatos poctyna Aladdin Enterprise Certificate Authority Certified Edition. PykoBoacTtso
agMuHucTpaTtopa. Yacte 2. ®yHkummn ynpaenenus LleHtpa ceptudukaummn Aladdin Enterprise Certification Authority»
RU.ANNAE.03.01.020 32 01-2.

8) CpenctBamMu Mcnonb3yemoro runepsusopa kinoHupoBatb BM1 (knoH BM1 panee no Tekcty 0603HauyeHbl
«BM2»).

9) 3anyctutb BM2 1 oxunpatb 3aBeplueHns 3anycka aeca—ca.service Ha BM2.

B cnyyae cosgaHusa Ha BM1 LleHTpa cepTtudumkaumm, 3akpbITbIW KNOY KOTOPOro XpaHUTCS Ha
KpunTtolpo HSM, Heo6xoanmMo nocne 3anycka BM2 BocctaHoBUTHL ee noagkntoveHue k Kpuntollpo
HSM u nepesanyctutb aeca-ca.service.

10) Ha BM4 BbinonHUTL YCTaHOBKY CpefcTBa BanaHcuMpoBaHus Harpysku HAProxy:

PEJl OC’® sudo dnf install haproxy
Astra Linux SE sudo apt install haproxy
Anpr Cepsep sudo apt-get install haproxy

74 MyTb K harny MOXET OT/IMYATLCA B 3aBMCMMOCTH OT Bepcuun PostgreSQL wnw Jatoba

75 3Hauenue 200 ykaszaHo M3 HeobxoanMMocTu Hanmums 1000 NoaKIIOYEHMIt AN KaXAOro 3K3eMriapa nporpaMMHoro obecnedenus «LleHTp
ceptudmkatos gocryna LleHTp ceptndumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition», B3aumopeiicteytowero ¢ CYB,

76 Mpu yctaHoske HAProxy Ha PE[l OC Heobx0a1MO BbINOMHUTL OTKAUeHne SELInuX B COOTBETCTBUM C 0dULManbHOI AoKyMeHTaumeir OC:

. ans PEO OC 7.3 cm. https://redos.red-soft.ru/base/redos-7_3/7_3-network/7_3-sett-proxy/7_3-haproxy/;

e ans PEO OC 8 cm. https://redos.red-soft.ru/base/redos-8_0/8_0-network/8_0-sett-proxy/8_0-haproxy/.
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11) Ha BM4 oTpepaktnpoBath Gain /etc/haproxy/haproxy.cfg, npuBeas ero K cnefylowemy suay:

global
log /var/log/haproxy/log localO
log /var/log/haproxy/log locall notice
chroot /var/lib/haproxy
stats socket /run/haproxy/admin.sock mode 660 level admin
stats timeout 30s
user haproxy
group haproxy

daemon

defaults
log global
mode http
option httplog
option dontlognull
timeout connect 5000
timeout client 50000

timeout server 50000

frontend ft app
bind *:443
mode tcp
default backend bk app

backend bk app
mode tcp
server main IP _VM1:443 check

server clone IP VM2:443 check backup

listen stats
bind *:8404
stats enable
stats uri /stats
stats auth admin:password
roe Bmecto IP VM1 Heobxogumo ykasatb IP-agpec BM1, sBmecto IP VM2 - [P-agppec BM2, a Bmecto
admin:password yKa3aTb JIOTMH M NapoJib, Pa3fiefleHHble JBOETOYMEM, KOTOpble ByAyT MCNONb30BaThCS ANS AOCTYNa K

naHenu moHutopmHra HAProxy.
12) Ha BM4 nepesanyctutb HAProxy nyTemM 3anmycka KomaHgpl sudo systemctl restart

haproxy.service
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B pe3ynbTaTe npuBefeHHOM HACTPOMKM KnacTepa Bce 3anpockl, HanpaBnsemble K Aladdin eCA yepes cpencTso
6anaHcupoBaHus Harpy3ku HAProxy, 6yoyT nepeHanpaBnsitbCd Ha OCHOBHOWM y3en knactepa (BM1). B cnyuyae
HeLOCTYMHOCTM OCHOBHOIO Yy3/1a K/lacTepa Bce 3anpocskl, Hanpaensemble K Aladdin eCA yepes cpeacTBo 6anaHcMpoBaHus
Harpy3sku HAProxy, 6yoyT nepeHanpaBnsTbCs Ha pe3epBHblii y3en knacrepa (BM2). Ins MOHUTOPWMHra COCTOSIHUS Y3/10B
Knactepa MoxeT 6bITb MCNOMb30BaHa NaHeNb MOHUTOPUHIA, OCTYNHaA no agpecy http://IP VM4:8404/stats, roe
IP VM4 - IP-agpec BM4 (gns Bxona B naHenb MOHUTOPWHra noTpebyeTcs BBOL NOTMHA M Napond, yKasaHHbix B daiine
/etc/haproxy/haproxy.cfg Ha BM4).

B cnyvyae panbHenwero co3paHuA LleHTpoB cepTudumkauMm B pa3sBepHYTOM B BUPTyalbHOW
MHpPaACTPYKType Kractepe Heo6XoAMMO COXpPaHATb COOTBETCTBUE MEepeyHs 3aKpbITbIX KIHO4Yewn,
XpaHMMbIX NokKanbHOo M B xpaHunuwe Kpuntollpo HDIMAGE Ha BM1 u BM2. Hanpumep, ecnu
aKTMBHbIM Y351IOM Knactepa B MOMeHT co3aaHua LeHtpa ceptudukaumm sasnanca BM2,
Heo6X0AMMO CKONMUPOBaTb COo3faHHble 3aKpbiTble Knoun LleHTpoB ceptudukaumm ¢ BM2 Ha BM1,
3aTeM nepes3anycTuTb aeca-ca.service Ha BM1.

3akpbITble KMO4YU LEeHTPOB cepTuduKauun, AnA KOTopbix nNpu co3paHuu LleHTpa ceptudmkaumm
O6bI1No BbIOpaHO MecTO XpaHeHUA «JloKanbHO», XpaHATCA B Katanore /opt/aecaCaldist/cryptotoken.
Mpu konupoBaHuu cannoB Heo6xoAMMO Ha3Ha4vyaTb BnagenbLeM AaHHbIX parMfioB Ha KOHEYHOW
BM nonb3oBaTtens «aecay.

3akpbITble KMO4YU LEeHTPOB cepTuduKauun, AnA KOTopbix nNpu co3paHuu LleHTpa ceptudmkaumm
O6biNo BbiOpaHo MecTo xpaHeHusa «Kectkmn auck (HDIMAGE)», no ymonyaHuio XpaHATcs B
kaTanore /var/opt/cprocsp/keys/aeca. UmeHa hanioB KOHTENHEPOB 3aKpbITbIX KNo4en B JaHHOM
KaTanore cCOOTBeTCTBYIOT nepBbiM 8 cumBonam upeHTudumkaropa LleHTpa ceptudmkaummn. Mpu
KonupoBaHuu hannoB Heob6XoAMMO Ha3Ha4yaTb BnagenbLeM AaHHbIX ¢pannoB Ha KOHeyHou BM
nonb3oBaTesisl kaeca», 3aTem nepesanyckartb Ha gaHHon BM Kpuntollpo CSP.

3aKpbITble KIHO4YM LEeHTPOB cepTudmKaummn, Ansa KoTopbix nNpu cos3gaHuu LleHTpa ceptudmkaumm
O6bIno BbIGpaHo mecTo xpaHeHusa «Kpuntollpo HSM», He TpebOytoT konupoBaHuA. [InA noaaepKKu
paboTbl C TaKUMM KNOYaMU HEOGXOAMMO COXPaHATHL NOAKMIOYEHUE BCEX Y3I10B Knactepa K o4HOMY
KpunTtollpo HSM.

B knactep MOXHO NoaKA4YaTb AOMNONHUTENbHbIE PE3epBHbIE Y3Abl. [119 NOAKNIOYEHMS HOBOTO PE3EpPBHOrO y3Na
Heo6X0AMMO BbINOMHUTb AEMCTBUSA, aHAaNOTMUYHbIE AENCTBMAM N0 NOAKIOYEHNS y3na BM2:

1) CpenctsamMu MCNONb3YEMOro rnnepeu3opa KNoHuMpoeatb BM1 (knoH ganee no Tekcty «BMP»).
2) 3anyctutb BMP 1 noxpatbcs 3anycka aeca-ca.service Ha Hel.

3) Ha BM4 otpepaktnpoBaTb ¢ain /etc/haproxy/haproxy.cfg - BHectM B Hero IP-agppec BMP B
cekumto backend bk app no4 CTPOKOW, COOTBETCTBYIOLLEN nociegHeMy pes3epsBHOMY Yy3ny. Ecam nocnegHui
pesepBHbIN y3en — 370 BM2, To 310 nop cTpokoit: server clone IP VM2:443 check backup). Takum obpasom
[LOMXKHA NONYYUTbCS CeKLUS BUAaA:

backend bk app
mode tcp
server main IP VMI1:443 check
server clone IP VM2:443 check backup

server clone IP VMR:443 check backup

roe IP_ VMR - 370 IP-agpec BMP.

4) Ha BM4 nepesanyctutb HAProxy nyteM 3anycka KOMaHAbl sudo systemctl restart

haproxy.service

B pesynbTate B knactepe nosBUTCA AOMNOJHUTENbHBIA pe3epBHbIN y3en. Bce onncaHHble Bbille peKkoMeHaaLMn 1
YyTOUHeHust no pabote c y3nom BM2, Takxe oTHOCATCA U K y3ny BMP.
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4.2 PasBepTbiBaHue Knactepa Aladdin eCA ¢ noMouwbi0 NEepeHoCca KOHTelHepoB
33KPpbITOro Kjir4a OCHOBHOroO y3na
Knactep koHdurypmpyetcs no cxeme «Active-Passive Failover», kyaa BxoaaTt cneyoLlime y3nbl:

- cepBep C YCTQHOB/MEHHbIM W  WMHULMANU3MPOBAHHLIM MPOrpaMMHbIM  obecnedyeHnem  «LleHTp
ceptTudukartos poctyna LleHTp ceptudumkaTtos goctyna Aladdin Enterprise Certificate Authority Certified
Edition» (APM1) - ocHoBHOW y3en knacrepa;

- cepBep C YCTAQHOB/MEHHbIM W  WMHULMANU3MPOBAHHLIM MPOrpaMMHbIM  obecnedyeHnem  «LleHTp
ceptudukaToB goctyna LleHTp ceptudukaTos pocryna Aladdin Enterprise Certificate Authority Certified
Edition», ong koToporo 6yneT BbINOSHEH NEPEHOC KOHTEMHEPOB 3aKpbITOro Knoya (APM2) — pe3epBHbIi
y3en knacrepa;

- cepBep C yCTaHOBNEHHOW M HacTpoeHHon CYB[ (APM3);

- cepBep C YCTAaHOBNEHHbIM WM HACTPOEHHbIM CPeACcTBOM BanaHcnpoBaHus Harpysku HAProxy (APM4).
Ha Bcex ykasaHHbIX Bbille cepBepax A0MNyCcKaeTcs MCNoAb30BaHUe Tonbko cneaytowmx OC:

- Astra Linux Special Edition Bepcus 1.7, ypoBeHb 3aWMWEHHOCTM «CMONEHCKY;

- Astra Linux Special Edition Bepcusa 1.7, ypoBeHb 3aWMWEHHOCTM «BopoHex»;

- Astra Linux Special Edition Bepcus 1.7, ypoBeHb 3awmiLéHHocTn «Openy;

- Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3aWMWEHHOCTM «CMONEHCKY;

- Astra Linux Special Edition Bepcusa 1.8, ypoBeHb 3aLMIWEHHOCTM «BopoHex»;

- Astra Linux Special Edition Bepcus 1.8, ypoBeHb 3awmiLéHHocTH «Openy;

- PE[L OC Bepcusa 7.3, cepTudUUMpOBaHHas peaakums, KoHpurypaumus «Cepsepy»;

- PE[L OC Bepcus 8, koHdurypaums «Cepeep»;

- OC Anbt 8 CI1, penus 10, BapuaHT ncnonHeHus Cepsep.

[onyckaeTcs ucnonb3oBaHMe OQHOro cepBepa ana peanusauumn APM3 n APM4.

1) Ha APM3 BbINONHUTb YCTAHOBKY OAHOM M3 HUKENPUBEAEHHbIX CUCTEM ynpaBneHus 6azamMu AaHHbIX””:

- PostgreSQL u3 cocrasa 0OC;
- Jatoba 4.

2) Ha APM3 yBenuuuTb MakcMManbHOoe KonuuyectBO noakntoveHnn k CYB[, oTpepaktuposaB dann
/var/lib/pgsqgl/15/data/postgresqgl.conf (unm var/lib/jatoba/4/data/postgresql.conf, ecnu

ucnonb3syetcs CYB/, Jatoba)’8, ykasas ans napametpa max_connections 3HayeHne 20007°:

max connections = 2000

3) Ha APM3 nepesanyctutb ucnonb3yemyto CYB[, BbinonHMB KOMaHAy sudo systemctl restart
postgresqgl (MM sudo systemctl restart jatoba-4 ecam ucnonbsyetcs CYB/ Jatoba).
4) Ha APM1 BbiNOAHWUTL YCTAHOBKY nporpamMmHoro obecnedeHus «LleHTp ceptudmkaToB poctyna LeHTp

ceptudmkatos pocrtyna Aladdin Enterprise Certificate Authority Certified Edition» B cooTBeTtcTBMM € pasgenom 5

7 CnpaBoyHas nHbopMauma no yctaHoske 1 Hactpoike CYB[] npuseseHa B pasgenax B ana PEL OC, B ana Astra Linux u 4.5.2 ana Anbt
CepBep HacTosILLErO PYKOBOACTBA

8 MyTb K hainy MOXET OT/IMYaTLCA B 3aBUCMMOCTH OT Bepcum PostgreSQL mnw Jatoba

79 3Hauenne 200 yka3aHo M3 HeobxoamMocTu Hannums 1000 NOAKMIOUYEHMI ANS KaXAOro 3K3eMnnapa NporpaMMHoro obecneyenus «LleHTp

ceptudukatos gocryna LleHTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition», B3aumopeiicteytowero ¢ CYB/,
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HacTosLLero pykoBOACTBA, Npu 3ToM nogknoume K Aladdin eCA BHewHwow CYB[, ycTaHoBneHHywo Ha APM3, B
cooTBeTCcTBUM C «[1punoxeHune 2. Hactpoiika nogkntoueHus K BHewHen CYB[» HacTosawero pykoBoACTBa.

5) Ha APM1 BbinonHWTbL MEepBUYHYIKD HACTPOWKY MporpamMMHoro obecneyeHus «LeHTp ceptudumkatos pocryna
LleHTp ceptndukator goctyna Aladdin Enterprise Certificate Authority Certified Edition» B cooTBeTcTBMM pasnenoMm 6
HacTosLero AOKyMeHTa.

6) Ha APM1 BbINOAHWTb NEpBMYHOE NMLEH3UPOBAHME B COOTBETCTBMM C pasgenom 2.1 3kcnayaTaumoHHOro
nokymeHTa «LleHTp ceptudukatoB poctyna Aladdin Enterprise Certificate Authority Certified Edition. PykoBoacTteo
agMuHucTpaTopa. Yacte 2. ®yHkumu ynpaeneHus LleHtpa ceptudukaumm Aladdin Enterprise Certification Authority»
RU.A/NOE.03.01.020 32 01-2.

7) Ha APM1 BbinonHuTb co3aaHuMe LeHTpa cepTudukaumm B COOTBETCTBMM C pa3aenom 3.1 akcnnyatauMOHHOro
noKyMeHTa «LleHTp ceptudmkaToB poctyna Aladdin Enterprise Certificate Authority Certified Edition. PykoBoacTteo
agMuHucTpaTopa. Yacte 2. ®yHkummn ynpaenenus LleHtpa ceptudukaummn Aladdin Enterprise Certification Authority»
RU.ANNOE.03.01.020 32 01-2.

8) Ha APM2 BbINOMHWUTL YCTaHOBKY MporpaMMHoro obecneyeHus «LleHTp cepTudumkatoB pocrtyna LleHTp
ceptudpukatos poctyna Aladdin Enterprise Certificate Authority Certified Edition» B cooTtBetctBuM C pasgenom 5
HaCToSAWEro pykoBoAacTsa, npu 3ToM noaknoume® k Aladdin eCA BHewHtow CYBM, yctaHoBneHHyio Ha APM3, B

cooTtBeTCTBUM C «[punoxeHue 2. Hactporika nogkntoveHns K BHewHen CYB[» HacToslwero pykoBoacCTBa.

B cny4yae, ecnu Ha APM1 6bin co3paH LleHTp cepTtudmkaumm, y KoToporo KpuntonpoBangepom
Kakoro-nub6o anroputma sasnsietca Kpuntollpo CSP, Ha APM2 Heo6xoAuMMO BbINOMHUTb
ananorunyHyto APM1 yctaHoBky Kpuntollpo CSP 1 nogkntoyeHue BHeLWHeN raMMbl.

B cny4ae, ecnu Ha APM1 6bin co3aaH LieHTp cepTudmkaumm, MeCcTomMm XpaHeHUsi 3aKpbITOro Kio4a
kotoporo sBnsietcA Kpuntollpo HSM, Heob6xoauMmo BbINnONMHUTL Ha APM2 nopgknio4yeHue
KpunTtollpo CSP k Tomy xe NAKM Kpuntollpo HSM.

9) Ecnu Ha APM1 6bin co3aaH LeHTp ceptudukaumm, ang kotoporo 66110 BbI6paHO MECTO XpaHeHUs 3aKpbITOro
Knoya «JlokanbHo», Heobxoaumo ¢ AMP1 ckonupoBaTh cogepxmMoe KaTanora /opt/aecaCa/dist/cryptotoken u
3aMeHuTb UM COAEPXMMOe KaTanora /opt/aecaCa/dist/cryptotoken Ha APM2.
Ecnn Ha APM1 6bin co3paH LleHTp ceptudumkaumm, png Kotoporo 6bi10 BbIBpaHO MeCTO XpaHEeHWS 3aKpbiTOro Kjkoda
«XKectkuin gmuck (HDIMAGE)», Heobxopumo ¢ AMP1 ckonupoBaTb KoHTelHep LeHnTpa ceptudumkauum (uma davina byner
COOTBETCTBOBaTb  MEPBbIM 8  cumBonam naeHTuduKaTopa Llentpa  ceptudukaumn) u3 KaTanora
/var/opt/cprocsp/keys/aeca 1 BCTaBUTb €ro B Katanor /var/opt/cprocsp/keys/aeca Ha APM2. lNpu 3TOM
Heob6XxoaMMO Ha3HAuYUTb BfafdenbUeM aaHHoro daiina Ha APM2 nonb3oBaTens «aeca» M nepesanyctutb Ha APM2
Kpuntollpo CSP.

10) Ha APM1 ckonupoBaTb copepxuMmoe Katanora /opt/aecaCa/dist/certificates WM 3aMeHWUTb UM

coaepxumoe Katanora /opt/aecaCa/dist/certificates Ha APM2,

80 B koHdwrypaumroHHoM taiine Aladdin eCA Ha APM2 HeobxoaMMo ykasbiBaTb napameTpbl CYB[], aHanornuHble yKasaHHbIM Ha ware 5
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11) B cnyuae, ecnm B kavectse OC Ha APM2 ucnonb3syetca «PEJLL OC Bepcus 7.3, cepTUdULMPOBAHHAS peaaKLms,
KoHpurypaumus «Cepsep» wmnmn «PEL OC Bepcus 8, koHdurypauus «CepBep», He0HOXOOMMO BbINOAHWUTL CleaykoLime
KOMaHAbl B TepMUHane Ha APM2:
sudo restorecon -Rv /opt/aecaCa/dist/cryptotoken
sudo restorecon -Rv /opt/aecaCa/dist/certificates

12) MNpouseectn Ha APM2 nepe3sanyck cepsuca ons obecneyenHuns pabotel LLC ¢ nepeHeceHHbIMU KOHTEMHEepaMu.

HEDEBBHyCK npon3BoanTCa NnoCpeacTBoM KOMaHAbl

sudo systemctl restart aeca-ca.service

13) Ha APM4 BbinofHMTb YCTaHOBKY cpeacTBa 6anaHcmMpoBaHua Harpysku HAProxy:

PEL] OC¥ sudo dnf install haproxy
Astra Linux SE sudo apt install haproxy
AneT Cepsep sudo apt-get install haproxy

14) Ha APM4 otpepaktupoBath dann /etc/haproxy/haproxy.cfg, NpuBeas ero K cnefyolemy Buay:

global
log /var/log/haproxy/log local(
log /var/log/haproxy/log locall notice
chroot /var/lib/haproxy
stats socket /run/haproxy/admin.sock mode 660 level admin
stats timeout 30s
user haproxy
group haproxy

daemon

defaults
log global
mode http
option httplog
option dontlognull
timeout connect 5000

timeout client 50000

8 Mpwn yctaHoske HAProxy Ha PE[L OC Heob6x0a1MO BbINONHUTL OTKAUYeHne SELinux B cOOTBETCTBUM C 0dULIManbHON AoKkyMeHTaumen OC:

. ans PEO OC 7.3 cm. https://redos.red-soft.ru/base/redos-7_3/7_3-network/7_3-sett-proxy/7_3-haproxy/;

e ans PEO OC 8 cm. https://redos.red-soft.ru/base/redos-8_0/8_0-network/8_0-sett-proxy/8_0-haproxy/.
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timeout server 50000

frontend ft app
bind *:443
mode tcp
default backend bk app

backend bk app
mode tcp
server main IP_ ARMI1:443 check

server clone IP ARM2:443 check backup

listen stats
bind *:8404
stats enable
stats uri /stats

stats auth admin:password

roe smecto IP_ARMI Heobxoamumo ykasatb IP-agpec APM1, smecto IP ARM2 - |P-agpec APM2, a BmecTo
admin:password yKa3aTb JIOTMH M NapoJib, pa3fiefieHHble 1BOEeTOYMEM, KOTOpble ByAyT MCNONb30BaThCs ANg AOCTYNa K
naHenn MoHuTopuHra HAProxy.

15) Ha APM4 nepesanyctute HAProxy nyrem 3anycka komaHAbl sudo systemctl restart

haproxy.service

B pesynbtate npuBefeHHOW HACTPOWKM KacTepa BCe 3anpockl, Hanpasnsemble K Aladdin eCA yepes cpeactso
6anaHcupoBaHusa Harpysku HAProxy, 6yayT nepeHanpaBnstbCq Ha OCHOBHOM Yy3en knactepa (APM1). B cnyuae
Hea0CTYNHOCTU OCHOBHOIO Y3/1a KnacTepa Bce 3anpockl, Hanpasnsemble K Aladdin eCA yepes cpenctso 6anaHcMpoBaHus
Harpy3ku HAProxy, 6yayT nepeHanpaBnaTbCsa Ha pe3epBHbIv y3en knactepa (APM2). [1ng MOHUTOPMHIA COCTOSIHUS Y3108
Knactepa MOXeT OblTb MCMOMb30BaHa MaHenb MOHUTOPUHIA, AOCTYNHAas No aapecy http://IP ARM4:8404/stats,
roe IP._ARM4 - |IP-anpec APM4 (ona Bxona B naHesb MOHWUTOPUHIa NOTpebyeTcs BBOA JIOTMHA M Napons, YKa3aHHbIX B
¢danne /etc/haproxy/haproxy.cfg Ha APM4).

B cnyyae panbHenwero co3naHusa LleHTpoB cepTudukauum B pa3BepHyTOM Knactepe Heo6xoaMmo
COXpPaHATb COOTBETCTBUE NepeyvHsi 3aKPbITbIX KIHO4YeW, XPaHUMbIX JIOKallbHO M B XpaHunuiie
Kpuntollpo HDIMAGE Ha APM1 n APM2. Hanpumep, ecnv akTUBHbIM Yy35IOM Kractepa B MOMEHT
co3pgaHua LUeHTpa ceptucdmkauumm sasnsanca APM2, Heob6xogMmo ckonupoBaTb CO3A4aHHble
3aKkpbITble kntouu LleHTpoB ceptucdpmkaumm ¢ APM2 Ha APM1, 3atem nepe3anycTuTb aeca-ca.service
Ha APM1.

3akpbITble KMO4YU LEHTPOB cepTuduKauun, AnsA KOTopbix npu co3pgaHuu LleHTpa ceptudmkaumm
O6biN1o BbIOpaHO MecTo xpaHeHus «JlokanbHO», XxpaHATCA B kaTanore /opt/aecaCaldist/cryptotoken.
Mpu konupoBaHuM hanoB Heo6xoQMMO Ha3HavaTb BrnagenbueM AaHHbIX ParknoB Ha KOHEYHOM
APM nonb3oBaTtens «aecan.

3akpbITble KMO4YU LEHTPOB cepTuduKauun, AnsA KOTopbix npu co3paHumu LleHTpa ceptudmkaumm
Obino BblIOpaHo MecTo XxpaHeHua «Kectkun pguck (HDIMAGE)», no ymonyaHuio XpaHATCA B
katanore /var/opt/cprocsp/keys/aeca. UmeHa hannoB KOHTENHEPOB 3aKPbITbIX Kfo4Yen B AaHHOM
KaTtanore COOTBETCTBYHT nepBbiM 8 cumBonam uaeHtudcdukatopa LleHTpa ceptudumkauum. Mpu
KonupoBaHuu panfioB HeO6XOAUMO Ha3HavaTb BriagenbUeM AaHHbIX )annoB Ha KoHeyHom APM
nonb3oBaTesis «aeca», 3aTeM nepesanyckartb Ha gaHHom APM KpunTtollpo CSP.
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3akpbITbie KNMO4YU LEHTPOB cepTuduKauun, AnA KOTopbix npu co3paHuu LleHTpa ceptudmkaumm
6bino BbiGpaHo mecTo xpaHeHusa «Kpuntollpo HSM», He TpebytoT konupoBaHuA. [nA nopaepXKKu
paboTbl C TaKUMM KNnO4YaMn HEO6X0AMMO COXPaHATbL NOAKIMIOYEeHUe BCeX y3IoB Kiactepa K O4qHOMY
Kpuntollpo HSM.

B knactep MOXHO NoAkntoy4aTh AONOSMHUTENbHbIE pe3epBHble y3/bl. [N noaKIoYeHs HOBOrO pe3epBHOro y3na
(APMP) Heob6x0aMMO BbINOMAHWUTbL AEWACTBUS, aHANOTMYHbIE AEACTBUAM NO NOAKAYeHUs y3na APM2:

1) Bbinonnuts ong APMP peiicteus, npoussogumble ang APM2 B nyHkTax 8, 9, 10, 11, 12 Bbiwe paHHOrO
paszena (npv ux BbinonHeHun smecto APM2 ucnonb3osate APMP).

2) Ha APM4 otpepaktupoBsatb ¢dann /etc/haproxy/haproxy.cfg - BHectn B Hero IP-agpec APMP B
cekumto backend bk app no4 CTPOKOW, COOTBETCTBYIOLLEW nociegHeMy pesepsBHOMY y3ny. Ecinm nocnegumii
pe3epBHbIM y3en - 370 APM2, To 3T0 nop CTpokoin: server clone IP ARM2:443 check backup). Takum

06pa3oM A0/MKHA MOMYYMTLCA CEKLMA BUAA:

backend bk app
mode tcp
server main IP_ ARMI1:443 check
server clone IP ARM2:443 check backup

server clone IP ARMR:443 check backup

roe IP_ARMR - 370 IP-agpec APMP.

3) Ha APM4 nepesanyctute HAProxy nytem 3anycka KkoMmaHapl: sudo systemctl restart

haproxy.service

B pe3ynbTate B knactepe NosiBUTCS AOMOJIHUTENbHBIV pe3epBHbIi y3en. Bce onucaHHble Bbille peKoMeHaaLUmmn U1
yTOUYHeHus no pabote ¢ y3noM APM2, Takxe oTHOCATCS U K y3ny APMP,

4.3 O6HoBNeHMe NnporpaMMHbIX KoMnoHeHT Aladdin eCA y3noB Knactepa Aladdin eCA

O6HoBnexune knactepa Aladdin eCA BkntouyaeT B cebs npeaBapuTeNbHYO NPUEMKY NPOrpaMMHOr0 KOMMOHEHTA
Aladdin eCA, koTopbiit 6yaeT ycTaHaBNMBATbCA Ha Y3/bl KAacTepa, OCTAHOBKY paboTalolimMx MpOrpaMMHbIX KOMMOHEHT
Aladdin eCA Ha y3nax knactepa 1 BbINOSHEHWE NOCNEA0BATENbHOrO 06HOBNEHUS NPOrpaMMHbIX KOMMOHEHT Aladdin eCA
Ha KQX40M y3ne Knacrepa.

O6HoBneHne npowussoautca ana knacrepa Aladdin eCA, cKOHGUrypMpoOBaHHOrO MO CXEMaM, OMMUCAHHbIX B
nogpasgenax 4.1 n 4.2 Hacroawero MNpunoxeHus.

B knactep Aladdin eCA BxoaaTt cnepytowme y3nbl:

e cepBep C YCTAHOBNEHHbIM M MHULMANM3IUPOBAHHLIM MPOrpaMMHbIM obecneveHnem «LleHTp cepTudmkaTos
poctyna LenTp ceptudukartos poctyna Aladdin Enterprise Certificate Authority Certified Edition» (APM1) - ocHoBHoW
y3en knacrepa;

e cepBepa C YCTAHOBNEHHbIM W MHULMANU3UPOBAHHLIM NPOrpaMMHbIM obecneveHneM «LleHTp cepTudukaTos
poctyna LeHTtp ceptudukatos poctyna Aladdin Enterprise Certificate Authority Certified Edition» (APM2-y3nbl) -
pe3epBHble Y3/bl KnacTepa:

- 3T0 NnMbo KNoHbl cepeepa APM1, co3paHHble cpa3y MocC/ie 3aBepluieHus WHMumManmsaumm Ha APM1
(noppazzen 4.1 Hactosuero MpunoxeHus);
- wmbo cepBepa, AN KOTOPOro BbIMOJHEH NEPEHOC KOHTeMHepOB 3akpbiToro katuva ¢ APM1 (noppaspen

4.2 HACTOALWErO NPUSIOXKEHUS).

e  CepBep C YCTaHOBNEHHOM M HacTpoeHHow CYB/ (APM3);
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e CepBep C YCTAHOB/IEHHbIM U HACTPOEHHbIM CPeACTBOM banaHcMpoBaHus Harpysku HAProxy (APM4).
O6HoBneHMs nporpaMMHbix komnoHeHT Aladdin eCA y3noB knactepa Aladdin eCA BkntovaeT B cebsi:

e ob6HOBneHWe nporpaMmmHoro komnoHeHta Aladdin eCA Ha ocHoBHOM y3nie knactepa (APM1);

e 06HOBneHue nporpamMMHoro komnoHeHTa Aladdin eCA Ha pe3epBHbIx y3nax knactepa (APM2-y3nax).

Homep cOopku ycTaHaBNMBaeMbiX NporpaMMHbIX KOMMoHeHT Aladdin eCA ponxeH ObITb
OOMHaKOBbLIM AJ151 OCHOBHOIO U pe3epBHbLIX Y3/10B KnacTtepa.

MHave nporpammHbie komnoHeHTbl Aladdin eCA Ha yanax knactepa He MOTyT GbITb 3anyLeHbI®2,
Mpouecc obHoBneHus knactepa Aladdin eCA:

1) TpepBapuTenbHO NpoOM3BECTM [EMCTBMS MO NPUEMKE NporpaMMHoro komnoHeHtTa Aladdin eCA B
COOTBETCTBUM C Pa3fenoM 3 HaCTOALWEro pykoBOACTBA;

2) Ha APM1-y3ne npou3BecTu pes3epBHOe KOMMPOBAHWE AaHHbIX MPOrpaMMHOro KomnoHeHT Aladdin eCA B
cooTBeTcTBMM C pa3pgenoM 10 HacTosilero [AOKyMeHTa [ns BO3MOXHOCTM BOCCTaHOBWUTb AaHHble B Ciy4ae
HeucrnpaBHOCTH;

3) Ha APM2-y3nax npousBecTu pe3epBHOE KOMMPOBAHWE AaHHbIX MpOrpaMmHoro komnoHeHT Aladdin eCA B
cooTBeTCcTBMM € paspgenoM 10 HacToslwero [AOKYMeHTa [A15 BO3MOXHOCTM BOCCTaHOBWUTb AaHHble B Cay4ae
HencnpaBHOCTY;

4) Ha APM2-y3nax npowu3BecTM OCTAHOBKY MporpaMMHOro komnoHeHTa Aladdin eCA nytemM BbinofiHeHMs

KOMaHabl sudo systemctl stop aeca-ca.service;

910 pencTtBMe Heobxooumo aOnNs u30exaHUA OWWOGOK M BbISBAHHO TeM, 4YTO MNPOrpaMMHbIN
komnoHeHT Aladdin eCA Ha ocHoBHOM y3ne (APM1) u nporpammHble KomnoHeHTbl Aladdin eCA Ha
pe3epBHbIX y3nax (APM2-yanax) pabortaloT ¢ ogHoM cxemou 6Gasbl AaHHbix (APM3). U npwu
obHoBNeHUn nporpammHoro komnoHeHta Aladdin eCA Ha ogHOM y3ne npoucxoauT ob6HOBREeHue
cxembl 6a3bl AaHHbIX 4O HOBOW BEPCUM, C KOTOPOW MporpaMmmHbie kKoMnoHeHTbl Aladdin eCA Ha
ApYyrux yanax MoryT pabotaTb HEKOPpPEKTHO.

5) Ha APM1 npou3sectn o6HOBNeHWe nporpaMMHoro komnoHeHTta Aladdin eCA B cooTBeTCTBMM C pa3genom 12
HacTosLLero pykoBoACTBa;

6) Ha kaxpom APM2-y3ne npousBect 06HOBNEHUE NporpaMMHoro komnoHeHTa Aladdin eCA B cOOTBeTCTBMM C
pa3sgenom 12 HacToawero pykoBoACTBa.

KputepueM npaBunbHOCTM YCTaHOBKM OBHOBNEHMS KnacTepa sBnsetcq oTobpaxeHwe uHdbOpMauumM O HOBOM
BEPCMM KOMMOHEHTA m3penus B okHe «O nporpamMme» u paboTocnoCcobHOCTb BCeX y310B knactepa. PabotocnocobHOCTb
Y3/10B MOXHO MOCMOTPETb B MaHeIM MOHWUTOPWHra, AOCTYnHOM Mo agpecy http://IP ARM4:8404/stats, rae
IP ARM4 - |P-agpec APM4 (gns Bxoga B naHesb MOHWTOPMHra notpebyetcs BBOL JIOTMHA M Mapons, YKa3aHHbIX B

tdaiine /etc/haproxy/haproxy.cfg Ha APM4).

82 OnucaHre NpoBepoK Npu 3amycKe, OCYLWECTBASEMbIX MPOrpaMMHbIM KoMnoHeHToM Aladdin eCA, cM B pasgene 6.
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MPUNOMEHUNE 5. HACTPOMKA B3AMMOAENCTBUA C
KPUMOTONPOBAWOEPOM CHK3U «KPUMTOMPO CSP»

Ona wucnonb3oBaHua anroputmMoB [OCT P 34.10-2012 u RSA UeHtp ceptudmkaumn Alladin eCA ™Moxet
B3aMMOJEWCTBOBaTb CO CPeACTBOM KpunTorpaduueckoin 3awmtbl MHpopMaummn (CK3UM) - kpuntonposaiaepom CK3U
«Kpuntollpo CSP» u3 coctaBa nporpaMMHOro cpeacTBa C Lieslbio peanun3aLmm cnepyrowmx BO3MOXHOCTEN:

e (CO34aHME K/IOYEeBOM napbl (OTKPbITbIA M 3aKpbiTbiM KnouM) LleHTpa ceptudmkaumn (KOPHEBOTO MM
NOAYMHEHHOrO);

e noanucaHue ceptudumkara LleHtpa ceptudukaumm (caMmonognucaHHblin ceptudukar);

. co3naHune KOHTEVIHEDOB 3aKpbITOro Knk4ya LI,eHTpa CepTVId)MKaLI,VIM C BO3MOXHOCTbKO YKa3aHuA MeCTa
XPaHEHUA;

e nognucaHue 3anpoca Ha ceptudukaTt LleHTpa ceptudmkaumm B BbllLECTOSILLEM LLEeHTpe cepTuduKaumu;

e  CO3JaHMe K/I4eBOM napbl (OTKPbLITbIMA U 3aKPbIThIA KNHOUKM) Ang CyObeKkToB (NOnb3oBaTenen Unmn TeXHUYeCKUX
CpeacTs);

e MoAnucaHWe cepTMUKATOB [OCTyNa Ans Cy6bekToB (Mosb30BaTeNel MAM TEXHUYECKUX CPencTs -
BNajesblLeB CepTUOMKATOB AOCTYNA);

e  (O3[aHWe KOHTEHEepOB 3aKPbITOro Ktoua CyObeKTOB (MONb30BaTENEN UM TEXHUYECKUX CPEnCTB);
e  MOAMMCaHUe CNMCKa OTO3BaHHbIX CEPTUPMKATOB.

Bsaumopenicrtemne LleHTpa ceptudukaumm ¢ kpuntonposaigepom CK3U «Kpuntollpo CSP» u3 coctaBa
NporpaMMHOro Cpefcrsa ocyuiectsnseTca uyepes moaynb «Kpuntollpo Java CSP»2%. lpu kaxmom 3anycke LleHTp
ceptuduKauMmM  aBTOMATMYECKM  OMpedensieTcs  HaauuMe Ha  ero  XocTe  aKTMBHOrO  KpuntonpoBsanaepa
CK3W «Kpuntollpo CSP».

Takke LleHTp cepTMOMKALMM MOXET MHTErpupoBaTbCs C NPOrpamMMHO-anmnapaTtHbiM  KpunTorpaduyeckuMm
moaynem (MAKM) «Kpuntollpo HSM»# nna o6ecneyeHust BOSMOXHOCTU FEHEPALMU U XPAHEHUS B NOCIELHEM 3aKPbITbIX
kntoyenn Lentpos Ceptudwmkaumun. Bsaumopenctsue nporpammHoro cpenctsa ¢ [MAKM  «Kpuntollpo HSM»
ocywecrtangetca nocpencrtesom kpunronposangepa CK3UM «Kpuntollpo CSP». Mpu kaxaom 3anycke LleHTp ceptudmkaumm
aBTOMATUYECKU onpepdenseTcs Hanuuue nopknodeHus kpuntonposanpepa CK3U «Kpuntollpo CSP» k  TAKM
«Kpuntollpo HSM», npu Hannumum noakntoverns 6yaet poctyneH Bbibop MAKM «Kpuntollpo HSM» B kauecTBe mecta
XPpaHeHUs 3aKpbITbiX Kntoven co3naBaembix LeHntpos Ceptudmkaumm.

YcraHoBka M Hactpoiika [MAKM «Kpuntollpo HSM» BbiNoNHSETCS B COOTBETCTBMM C [OKYMEHTOM «[MAKM
«Kpuntollpo HSM». UHcTpykumsa no ncnonb3osaHuio» XTAM.00096-01 90 01.

Hactporika CK3WM «Kpuntollpo CSP» B kauvectBe «knueHTckoro npunoxenusi [MAKM  «Kpuntollpo HSM»
BbINOJIHAETCS B COOTBETCTBUM C AoKyMeHTOM «CK3W «Kpuntollpo CSP». PykoBoaCTBO afMUHMCTpaTopa 6e30nacHoCTy.
Mcnonb3osanne CK3U noa ynpasnennem OC Linux» XTAK1.00101-03 91 03.

85 Moaynb «Kpuntolpo Java CSP» BxoauT B coctas CK3M «Kpuntollpo CSP».
84 CeTeBoe YCTPOMCTBO, MOAK/IIOYAaEMOe AMB0 HENOCPEACTBEHHO K CepBepy (XOCTYy), WMCMONb3YIOWEMY KpUNTOrpaduyeckue CepBuChl
MAKM «Kpuntollpo HSM», nnbo B CerMeHT NOKanbHOM CETM Yepe3 CTaHAAPTHble CeTeBble YCTPOMCTBA (KOMMYTATOpbl, MapLIpyTU3aTopbl,

KOHLLeHTPATOopbl) A1 06CYXKMBAHUS TPYNN CEPBEPOB U KOMMbIOTEPOB NO/b30BATENEN CETU.
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5.1 Hactpoiika Bzaumogenctemua c CK3UN «Kpuntolpo CSP»

Lo BbinonHeHus HacTpoliku B3anmogpenctema CK3U «Kpuntollpo CSP» ¢ LleHTpom cepTudumkaummn Aladdin eCA
HEeo6X04MMO MOArOTOBUTbL BHELWHIOW raMMy®. MogknoueHme BHEWHeH raMMbl HEOB6X0AMMO ANS reHepaumm K4eBbiX
nap LUEeHTpPoB cepTudukaumm, CybbekTOB M NONb30BaTeNeN MO anropuTMaM, KpPUMTONPOBaMAEpOM KOTOPbIX SABASETCS
CK3WM «Kpuntollpo CSP». lMpu 3TOM, BHeEWHSS raMMa He WCNOMb3yeTCa [OAs FeHepauuu KAYeBOM Mapbl LeHTpa
cepTMduUKaumMm, ecam Npu ero Co3gaHMM B KayecTBe MeCTa XPaHeHMUst 3aKpbIToro katoua BbibpaH MNMAKM «Kpuntollpo
HSM»®6,

Mpu pasBepTbiBaHWe HECKONbKUX 3Kk3emnnsipoB LleHTpa ceptudmkaumm Aladdin eCA nog ogHum
cpeAcTBOM GanaHCMpOBaHWs Harpy3ku HeoGXOoAMMO ONA KaXAoro 3K3emnnsipa NporpammHOro
cpeAcTBa NOArOTOBUTb YHUKaNbHYHO BHELHIOK FraMMy, YTOObl UCKIMIOUYUTL COBNAaAeHUA KIo4veBbIX
nap.

Mopsipok HacTponku B3anmopenctemsa CK3U «Kpuntollpo CSP» ¢ LenTpom ceptudumkaumm Aladdin eCA:

e Ha cepBepe nporpaMMHOro cpeacTBa BbINOJHUTb YCTaHOBKY KpunTtonposangepa CK3UM «Kpuntolpo CSP» B
COOTBETCTBUM C WHCTPyKUMeR, onucaHHon B pasgene 2 pokymeHTa «CK3WM  «Kpuntollpo CSP». PykoBoacTtso
afMuHucTpatopa 6esonacHoctn. Mcnonb3oBaHne CK3M noa ynpaeneHnem OC Linux» XKTAM.00101-03 91 03.

BHumaHue! lMepen yctanoBkon CK3U «Kpuntollpo CSP» B OC AnbTt 8 CI1 CepBep ycTtaHoBuTe
nakeT newt52 komaHgon sudo apt-get install newt52.

e [lpu oTCyTCTBMM CO3paMNTe KaTanor /opt/aecaCa/services/cryptoproviders KOMaHAOM:

sudo mkdir -p /opt/aecaCa/services/cryptoproviders

e [lepemectute B Katanor /opt/aecaCa/services/cryptoproviders ¢annbl ASN1P.jar,
asnlrt.jar, JCP.jar u JCSP. jar u3 coctaBa amctpubytmsa N0 «Kpuntollpo Java CSP» koMaHaoi:

sudo cp {ASN1P.jar,asnlrt.jar,JCP.jar,JCSP.Jjar} /opt/aecaCa/services/cryptoproviders

e HasHaubTe npaBa AOCTyNa Ha CKOMWUPOBAHHbIE (aibl:

- Ecnm BbinonHsieTcs nepBoOHa4vanbHas ycTtaHoBKa LleHTpa ceptudukaumm Aladdin eCA, TO HasHauybTe
daiinam npaea poctyna (chmod 777) koMaHaoM:

sudo chmod 777
/opt/aecaCa/services/cryptoproviders/{ASN1P.jar,asnlrt.jar,JCP.jar,JCSP.jar}

- Ecnm Uentp ceptudukaumm Aladdin eCA 6bin paHee yCTaHOBMEH, TO Ha3HAybTe BAAAENbLEM AAHHBIX
¢daiinoB nonb3oBaTens «aeca» U NpefocTaBbTe eMy nNpasa Aoctyna K Gannam (chmod 700) komaHaamu:

sudo chown aeca:aeca
/opt/aecaCa/services/cryptoproviders/{ASN1P.jar,asnlrt.jar,JCP.Jjar,JCSP.jar}

sudo chmod 700
/opt/aecaCa/services/cryptoproviders/{ASN1P.jar,asnlrt.jar,JCP.Jjar,JCSP.jar}

8 3apaHee C(HOPMMPOBaHHbI HABOp C/y4YaiHbIX AAHHBIX, HEOBXOAMMbIX [/l FEHEPUPOBaHMS 3aKpbITbiX Kikodeir. Mpu cospaHuu
ceptudmkato Ha KH u ¢ 3akpbitbiM kntouyom (PKCS#12) pns cy6bekToB C MCMONb30BAHWMEM aNrOPUTMOB KIOYeW, ANS KOTOPbIX B aKTUBHOM LIeHTpe
ceptudukaumm BoibpaH kpuntonposaigep CK3U «Kpuntollpo CSP», LleHTp cepTudurKaumMm UCnonb3yeT BHELIHIOW raMMy, 3apaHee NoAroTOB/EHHYH Ha
buonormueckom gatumke cnyvaiHblx ymcne (bCYH) kpuntonposarigepa «Kpuntollpo CSP».

8 Bpibop MeCTa XpaHeHus ocyllecTenseTcs B pasgene 3.1.3 3kcnnyaTauMOHHOro AokymeHTa «LleHTp ceptudwmkaTtos moctyna Aladdin
Enterprise Certificate Authority Certified Edition. PykoBoactBo agMuHucTpatopa. Yacte 2. ®OyHkuum ynpasnenus LleHtpa ceptudukaumm Aladdin

Enterprise Certification Authority» RU.AJIAE.03.01.020 32 01-2.
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e Ecam wcnonbsyetcs yxe 3apaHee NOArOTOBMEHHAs BHELIHAS ramma, TO MPOMyCTUTE 3TOT MyHKT. MHaue
NMOArOTOBbTE BHELLHIO FaMMy C MOMOLWbK YTUAUTHI /opt/cprocsp/bin/amd64/genkpim (yTuauta genkpim
BX0AMT B cocTaB auctpmbytuea CK3M «Kpuntollpo CSP») koMaHpaamu:

mkdir -p ~/gamma
/opt/cprocsp/bin/amd64/genkpim <kommuecTBO KJnuer> 0x12345678 ~/gamma

e Ha xocte UeHTtpa ceptudmkaumm Aaddin eCA nomectute KaTanor C 3apaHee MOAFOTOB/IEHHOM BHELLHEW
raMmom B katanor /opt/aecaCa/dist/ KOMaHOOMN:

sudo cp -a ~/gamma/. /opt/aecaCa/dist/gamma

e B pesynbtate B katanore /opt/aecaCa/dist/gamma noasatca nogkatanorn dbl, db2, kpim.

- Ecnm BbinonHsieTcs nepBOHa4vanbHas ycTtaHoBKa LleHTpa ceptudukaumm Aladdin eCA, TO HasHauybTe
npasa gocryna dainam (chmod 777) komaHgon:

sudo chmod -R 777 /opt/aecaCa/dist/gamma
- Ecnm Uentp ceptudukaumm Aladdin eCA 6bin paHee yCTaHOBMEH, TO Ha3HAybTe BAAAENbLEM AAHHBIX
($annoB Nonb3oBaTens «aeca» U NpegocTaBbTe eMy npasa goctyna (chmod 700) koMaHzamu:

sudo chown -R aeca:aeca /opt/aecaCa/dist/gamma

sudo chmod -R 700 /opt/aecaCa/dist/gamma

e [loaknountb AaHHy0 BHewHow rammy kK CK3M «Kpuntolpo CSP» nocpeanctsom creayouwmx komaHa®:
sudo ./cpconfig -hardware rndm -add cpsd -name ‘cpsd rng’ -level 3

sudo ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis 1
/opt/aecaCa/dist/gamma/dbl/kis 1

sudo ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis 1
/opt/aecaCa/dist/gamma/db2/kis 1

e Ecwm UeHntp ceptudukaumm Aladdin  eCA  6bin  paHee yCTaHOBNEH, Mepe3anycTute CepBuC

aeca-ca.service KOMaHOOM:

sudo systemctl restart aeca-ca.service

Ecnm B panbHeliwem k CK3U «Kpuntollpo CSP» 6yaeT noakntoueH MAKM «Kpuntollpo HSM», ang o6HapyxeHus
LleHtpoM ceptudpmkaummn Aladdin  eCA  HanuMuus Takoro MOAKAOYEHUS HEOoBX0aMMO nepe3anyCTuTb CepBuC

aeca-ca.service
5.2 UHauKauua 06 otcytcTeum cBasmn ¢ CK3U «Kpuntolpo CSP»

Mpw oTcyTcTBMM Ha xocTe LleHTpa ceptudukaumm Aladdin eCA aktusHoro kpuntonposanaepa «Kpuntollpo CSP»
N9 LEHTPOB cepTuduUKaLMK, 3aKPbITbIA KNHOY KOTOPbIX CO3[aH C ero NMOoMOLLbI0, B MONIb30BaTeNbCKOM MHTepdelice byaeT
oTobpaxaTtbcs cneayowas MHAMKaLMS:

e B pasgene «LleHTp cepTuduKaumMu» B CIMCKax AN8 LEHTPOB cepTUdMKALMM B COOTBETCTBYIOLUMX CTPOKaX
CneBa OT WMMEHM OTOOpaXKaeMoro LeHTpa cepTudukaumu ByaeT MpUCYTCTBOBATb MHAMKALMS BUOA «TPEYrONbHUK C
BOCK/MLLATE/IbHBIM 3HAaKOM», NMPU HaBeAEHMM Ha KOTOPYK Kypcopa 6yaeT oTobpaxaTbCsi BCM/blBatoulee coobleHue
«3aKpbITbI KNOY LLEHTPa CEPTUDUKALLUM HELOCTYNEH.

87 MopakntoueHWe OCYLECTBASETCA C NOMOLWbI0 daina cpconfig (HaxoanTcs B /opt/cprocsp/sbin/amdé4). MyTb K hainy B KOMaHaax

npuseeH C y48TOM HaXOXAeHUs B KaTasiore /opt/cprocsp/sbin/amd64.

AO «AnadduH P.A.», 1995-2025 a. Pykogodcmeo admuHucmpamopa. Yacme 1. Ycmaroska u obcnyxwusarue Llempa cepmucpukayuu Aladdin Enterprise Certification Authority

Cmp. 96/ 102



LleHTp cepTudmkaTos goctyna Aladdin Enterprise Certificate Authority Certified Edition RU.ANAE.03.01.020 32 01-1

o [lpu nepexone Ha KapTOYKy LEHTPa cepTUdMKaLMM CPaBa OT MHAMKALMKM COCTOAHMS LEHTPA cepTUdUKALMM
OyAeT NPUCYTCTBOBATb MHAMKALMA «TPEYrofibHUK C BOCK/IMLATENbHLIM 3HAKOM», MpW HaBEAEHMM Ha KOTOPYH Kypcopa
Oyaet oTobpaxkaTbCa BCMJbIBatoLee COObLEHME «3aKPbITbli K/IHOY LEHTPA CEPTUDUKALMM HELOCTYMEHS.

e B kaptouke ueHTpa cepTudMKaumMnm B noppasgene «KpuntonpoBaipepbl» CnpaBa OT Ha3BaHMS
kpuntonposangepa CK3M «Kpuntollpo CSP» B nongx anroputMoB, AN KOTOPbIX OH Obln BblOpaH B KayecTse
KpunTonpoBanaepa npM CO343aHMM LEeHTpa cepTuduKaumu, OyaeT npucyTCTBOBATb MHAMKALMS «TPEYrofibHUK C
BOCK/IMLATENbHbIM 3HAaKOM», MpU HaBELEHMM Kypcopa Ha KoTopyk OyaeT oTobpaxaTtbcs BCh/blBakolwee cooblieHue
«KpuntonpoBaraep HepoCcTyneH».
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NMeEPEYHEHb OORYMEHTALUMW 1A O3HAKOMJIEHUA

Mepep HayanoM paboTbl CeAyeT 03HAKOMUTLCS CO CIEAYHOLLEN AOKYMEHTALMEN, OTHOCSLLENCSA K MPOrpaMMHOMY
obecneyeHuio:

- oduumanbHasa pokyMeHtaumsa PEL OC 7.1

(appec: https://redos.red-soft.ru/base/manual/?ysclid=15gg69c040129982631);

- odwuumanbHas gokymeHTaums Astra Linux Special Edition 1.7

(ampec: https://wiki.astralinux.ru/pages/viewpage.action?pageld=137563555 &ysclid=15gg3t48tj885563182);

- oduumanbHaa pokyMeHTaums Astra Linux Special Edition 1.8

(appec: https://wiki.astralinux.ru/pages/viewpage.action?pageld=302043140);

- oduumanbHaa pokyMeHtaumsa Anbt Cepsep 8, penus 10
(ampec: httpsy//www.basealt.ru/alt-server/docs);
- oduumManbHas fokyMeHTaums Postgres

(ampec: http://www.postgresgl.org/docs/12/index.html);

- oduumManbHasg ooKyMeHTaums Jatoba 4

(appec: https://www.gaz-is.ru/produkty/inform-sistemy/subd-jatoba.html#materialy);

- oduumanbHasa pokyMeHTtaums JC-Web Client 4.3.2 PykoBoacTBO nosib3oBartens

(ampec: https://www.aladdin-rd.ru/upload/downloads/jc-webclient/JC-WebClient_4.3.2_Manual.pdf).
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OBO3HAYEHUA N COKPALLEHNA

0oC ~  OnepauMoHHas cuctema

Mno ~  TlporpaMMHoe obecneyeHune

CYbA ~  Cucrema ynpaeneHus 6azamu faHHbIX

YU, ~  YpocToBepSaoWnii LEHTP

Lc ~  LeHTtp ceptndmkaTos

AeCA CE ~  UenTtp ceptndumkaTos Aladdin Enterprise Certificate Authority Certified Edition
AeCA VA ~ Aladdin Enterprise Certificate Authority Validation Authority

CRL = Certificate Revocation List

AlA = Authority Information Access

URL ~  Uniform Resource Locator
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TEPMWHDbI N ONPEAEJIEHNA

AAMUHUCTPATOP MHMUMANU3aUMM - COTPYAHWMK (CNEeLManucT), OTBETCTBEHHbIM 3a MNpPUEMKY W BBOL B
3KCNAyaTaLMIo U3aenus, KOTOpoMy AOCTYMHbI BCe QYHKLUMUM PONU «AOMUHUCTPATOP» B LLEHTPE CepTUDUKALMUU.

AptedakT - 06beKT, NpUMeEHsIEMbIN UK CO34aBaeMbIM B NpoLecce pa3paboTku nporpaMMHoro obecneyeHus.

AyTeHTudMKaumMa - [OeUCTBMS MO MpOBEpPKE MNOANMHHOCTM  uaeHTMdMKaTopa nonb3oatens. [log
ayTeHTUdUKaLmen noHumaeTca BeoA napons wnm PIN-kofa Ha cpeacTBe BblMMCAUTENbHOM TEXHUKMU B OTKPLITOM KOHTYPpE,
a TakXke NpoLEeCcChl, peanusyoLime NPOBEPKY 3TUX AAHHbIX.

KnioueBo# Hocutenb - 3TO CYLWHOCTb B LEHTpe cepTudMKaLMK, COOTBETCTBYHOLLASN (U3UYECKOMY TOKEHY,
NporpaMMHOMY MK annapaTHOMy Moaynto 6esonacHocTn Hardware Security Module (HSM). C nomolublo KpUNTO-TOKEHa
LLC ocyLiecTBnseT xpaHeHue KtoUel U BbINONHEHWE KpUnTorpaduyeckmnx onepawmi.

KOHTpOnbHbIA CNUCOK — 3TO TEKCTOBbIM (aifl, B KOTOPOM COOEPXKATCS KOHTPOJSbHble CyMMbl BCex (annos,
Bxogawmx B auctpubytme O «LleHTp ceptudukatos poctyna LleHTp ceptudukatos poctyna Aladdin Enterprise
Certificate Authority Certified Edition, 3anucaHHbIi Ha KOMNAaKT-OUCK C pa3MewwEHHbIM Ha HEM AUCTpUOYTUBOM
NpOrpamMmmsbl U KOMMNIEKTOM LOKYMEHTaLMM.

KopHeBoit LIC - 3k3emnnsp ueHTpa ceptudukaumm B MHOOPMALMOHHOM cucTEMe, uMetowmii abcontoTHoe
[lOBEpPUE CO CTOPOHbl BCEX YYACTHMKOB npouecca cTporoi ayteHTudukauun. C TOUKM 3peHns cnyxbbl BesonacHocTu
npeanpuatus fomkeH ObiTb obecneyeH MakCMManbHbIM YPOBHEM 3awuTbl (OTAenbHbI 1K, OTKMYEHHBIM OT CeTu, C
[OCTyNnoM orpaHuyeHHoro kpyra nuu). KopHeson LIC Bnageetr camo noanuMcaHHbIM CEPTURMKATOM, KOTOPbLIA AOMKEH
pacnpocTpaHATbCS JLOBEPEHHBIM CNOCOOOM B MHPOPMALMOHHOM CUCTEME.

Onepartop — COTpPYOHMK (CNELMANUCT) UM cucTeMa (MPUNIOXKEHME, CEPBUC) M COOTBETCTBYIOLLAS POJib B LEHTPE
cepTuduKaLMm, 0TBEYAKOLLASA 33 YIPABIEHME XKU3HEHHBIM LIUKIOM CEPTUDUKATOB CyObEKTOB.

MoauuHeHHbiit LLC - 3k3eMnngp ueHTpa cepTuduKaLmm B MHOOPMALMOHHON cucTeMe, obnajatowmii QyHKUMe
YyNpaBAeHUS NOAUTUKAMU CTPOroW ayTeHTUMKAUMU MM DYHKLMEN YNPABNEHUS XM3HEHHBIM LMKNOM CEpPTUDMKATOB
CybbekToB MHMOpMaUMOHHON cucTeMbl. loaunHeHHbin LLC Bnageetr cepTMduMKATOM, BblAaHHbIM BbiwecToswmM LIC
(KopHeBbIM nnu apyruMm MogumHeHHbIM), KOTOPbIA MCNONb3YETC AN NPOBEPKU BCEM LLEeNOYKU AOBEpPUS CepTUDMKATOB.

PacwmpeHue pgcrypto - npegoctasnseT kpuntorpaduyeckme GyHKLMUM, KOTOPble MO3BONST aAMUHUCTPATOPaM
6a3 faHHbIX PostgreSQOL xpaHuTb onpeaeneHHble cToNbLbl AaHHbIX B 3alUMPPOBAHHOM BUAE.

CepBuc Banupauumn - cnyxba, coctaBHas yactb LleHTpa cepTudukauuu, oTBevarowas 3a npenocraBieHue
UHpOpMaLMKN 0 fencTBUTENBHOCTU cepTudumkaToB. [NpeaoctasngeT cepaucsl CRL DP, OCSP.

CeptudmkaT - BbINYLWEHHbINA LEHTPOM cepTudMKaLMK LUMPPOBON AOKYMEHT B popmatax x509v3 unu ppyrom
nopaepxusaeMom ¢dopMmaTe, MOATBEPXKAAIOWMIA NPUHALNEXHOCTb BRAfeNbly 3aKpbITOro Kaw4a WM Kakux-nnbo
aTpMbyTOB M NpeAHa3HaYeHHbIN Ang ayTeHTUdUKaLMM B MUHDOPMALIMOHHON CUCTEME.

CobbiTHe 6esonacHOCTM — MAEHTUDULMPOBAHHOE BO3HMKHOBEHME COCTOSIHUSI CUCTEMBI, CEPBUCA WK CETU,
YKa3blBAIOLWLEro Ha BO3MOXHOE HapyLleHWe MOAUTUKM MHDOPMALMOHHOM 6e30MacHOCTH, nan cbol CcpeacTB KOHTPONS,
WU paHee HEU3BECTHYIO CUTYaLMIO, KOTOPas MOXeT ObITb 3HAYMMOWM AN 6€30MacHOCTU.

Cnucok oTo3BaHHbIX ceptudukatos (Certificate Revocation List - CRL) - cnucok aHHYAMPOBAHHbIX
(oTO3BaHHbIX) CepTUHMKATOB, M3JAETCA LEHTPOM cepTudMKauMM No 3anpocy MAM C 33a4aHHOW NEPUOSMYHOCTbH HA
OCHOBaHMM 3aNpocoB 06 0T3biBE CEPTUPUKATOB.

CybbekT - nonb3oBatenb MHAOOPMALMOHHOM CUCTEMbI MAWM YCTPOMCTBO (CepBep, L3, MapLpyTU3aTop).
CybbekTy Ans CTporon ayTeHTUPUKaLMM B MHPOPMALMOHHOM CUCTEME B LeHTpe cepTUdMKauMm BbloaeTcs ceptudukar.
CMHOHMM — KOHe4YHas cywHocTb (end entity).

TexHonormueckuit LUC - 3k3emnnsp ueHTpa cepTudukaumm B UHGDOPMALMOHHOM cucTeMe, obnafarowmm
dyHKLMEN NepBMYHOM HACTPOMKM NPOrpaMMHOro KoMnoHeHTta «LleHTp ceptudumkaumm Aladdin Enterprise Certification
Authority».

LleHTp ceptudukaumm - KoOMnnekc CpefcTs, 3a4a4a KOTOPbIX 3aK4aeTcs B obecneyeHnmn XM3HEHHOrO LKA
cepTuduMKaToB Nonb3oBaTenen M yCTpOMCTB MHGAOOPMALMOHHOM CUCTEMBI, @ TaKXkKe B CO34aHMM MHDPACTPYKTYpbl Ang
obecneyeHns NMpoLECCOB MAEHTUDMKALMKM M CTPOror ayTeHTUdMKauum B MHOOPMALMOHHOM cucteme. [pOorpamMMHBbIN
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KOMMOHeHT «LleHTp cepTudukauumn» gsnsetca yactbto LleHTpa ceptudukatos Aladdin Enterprise Certificate Authority
Certified Edition.

Lla6noH cybbekTa - WabnoH, Ha OCHOBAHMM KOTOPOro HeobxoaMMo co3paBath CybbekThl. LLabnoH onpepensier
cBoicTBa cybbekta (subject name, alternative name), cBoiicTBa cepTudukata (Kpuntorpaduio, CpPoOK [encTBUS,
Ha3Ha4YeHWe, NONUTUKM U NPOY.), @ TaKXKe UHDPACTPYKTYPHbIE XapaKTePUCTUKU (PEKBU3UTBI A1 JOCTaBKU CEPTUPUKATOB,
BO3MOXHOCTM OT3bIBA, XPAaHEHMUS U MPOY.).
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