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Secret Disk anga Linux. OnucaHue npoaykta

ABTOpPCKMe NpaBa M TOProBble 3HaKU

©AO "AnapauH P.L.". Bce npaBa 3awuieHsl.

Ha3eaHus npoayktos u norotunsl Secret Disk, CekpeT uck, JaCarta aBngt0TCa 3aperucTpupoBaHHbIMU
ToBapHbIMM 3Hakamu AO "Anapgaun P.I. "

Bce npyrve ToBapHble 3HaKM, 0603HaYeHMS U HA3BaHMS U3LENUIA, UCMOMb3YEMblE B JOKYMEHTE,
ABNAKOTCS MM MOTYT BbITb TOBAPHbLIMM 3HAaKaMM COOTBETCTBYHOLLMX BNALENbLEB.

[LOKYMeHT 1 cofiepallasncs B HEM MHMOpMaLUa 9BASOTCA COBCTBEHHOCTbIO KoMnaHuun AO "AnapauH

P.A.".

Bce npaBa Ha MHTeNNeKTyanbHY COOCTBEHHOCTL (BKOYAs, 6€3 orpaHUMYeHuin, aBTOpCK1e npaga,
KOMMepYeCKyto TaiHy, TOBApHble 3HakW, 3HaKW 0O6CIYKMBAHUS U T.4.), CBA3AHHbIE UK UMEIOLLUE
OTHOLUEHME K HACTOALLEMY LOKYMEHTY U MPUNOXKEHUAM, BCE COAEPXKALLMECS B HUX AAHHbIE, ABAAIOTCS
cobcrBeHHOCTbIO KoMnaHum AO "AnapavH P.O.".

Bce npaea Ha onucbiBaeMbli [poayKT 9BASOTCS U ByAyT SBASTLCA COOCTBEHHOCTHIO UCKTHUUTENBHO
komnanumn AO "Anapoud P.O.".

AO "AnapavH P.[." He nepenaét BaM npaBa HWM HA 3TO OMMCAHME, HU Ha MHDOPMALIMIO, COAEPXKALLYHOCS
B HEM MAK B onucbiBaeMOM [poaykTe, a nlb NPefoCTaBAsSeT BaM OrpaHUYeHHOEe NPaBo Ha ero
MCNo/Ib30BaHWE B CTPOrOM COOTBETCTBUM C OMMUCAHUEM.

Jllo6oe HeCaHKLMOHMPOBAHHOE UCMONb30BaHWE, PasrialleHne Uan BOCNPOMU3BEAEHMWE SBNSETCS
HapyLleHWeM NpaB UHTENNeKTyalbHOM COBCTBEHHOCTH M/unu npaB cobctBeHHocT AO "Anapaund P.1.",
“ B MONHOW Mepe byneT npecnefoBaTbCs NO 3aKOHY.

AO "Anapamu P.A.", 1995—-2023 rr. CneumnanmctaM no uHdopmaumoHHon 6esonacHoctu.[Ing obwero ncnons3osanms Crp. 3/ 10
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AO "Anapann P.L.", 1995—2023 rr.

lNepcoHanbHbI KOMMbIOTEP.
KntoueBow KOHTeHEp Nonb3oBaTens.
OnepaumoHHas cuctema.

dnekTpoHHoe ycTpoicTo (USB-kntou unu cMapT-kapTa), npefiHa3HavyeHHoe ans
annapaTHOM peanusauuu npolenyp aCCMMETPUYHOTO WKUdPOBAHMS, HEOOXOAUMBIX
ONs cucTeM WndpoBaHuUs, INeKTPOHHOW NoanucK 1 ABYXHAKTOPHOM
ayTeHTUPUKALMM C UCNONb30BaHMEM CEPTU(DMKATOB OTKPLITOrO K/koua.

CybbeKT, KOTOpbIA UMEET NOJIb30BATENbCKYH YYETHYHO 3anucb B cucTeMe Linux Ha
MK.

MpuBunernpoBaHHbIv nonb3osatens OC cemerictea Linux (y4éTHas 3anuco ¢
npasamu agmMuHuctpatopa 0C).

Habop normueckmx npaBmn (MateMaTU4yecknx npeobpa3oBaHuit), onpeaensioLmx
cnocob npeobpaszoaHmsa MHGOPMALUK U3 OTKPLITOFO COCTOSHUS B
3awmndpoBaHHoe (npoLecc 3andpoBaHus) 1 Ha0bopoT, U3 3aWndPOBAHHOIO
COCTOSIHMS B OTKPbITOE (Npouecc pacwmdpoBaHus).

MUcnonb3syemsblie B MAK SD mMapku TokeHOB.

MpoBepKa NpUHAANEXHOCTH CYGbEKTY JOCTYNa NPEAbSIBIEHHOTO UM
naeHTUdUKaTopa 1 NOATBEPXKAEHME ero NoAIMHHOCTU. [l pyruMu cnoBamu,
ayTeHTUdMKALMA 3aKNH0YAETCA B NMPOBEPKE: ABNAETCA M NOAK/IHOYAOLWMIACS
CyObEKT TEM, 32 KOTO OH Cebsl BbIAAET.

CpepnctBo KpunTorpadmuyeckon 3almTbl UHPOpMaUUu.

Jlornyeckoe yctporicteo, npeactaBneHHoe B OC Kak 06bIYHbIMA AUCK, HO
OT/IMYaloLLEeeCs TeM, UTO MHDOPMaLMS XPaHATCS B daine Ha OAHOM U3 LLOCTYMHbIX
pu3nYecKmx oUCKoB.

CneumnanmcraM no uHdopmaumoHHon 6esonacHoctu.[Ing obwero ncnonb3osanms Ctp. 4/ 10



Secret Disk anga Linux. OnucaHue npoaykta

1.

OnuvcaHne peluaemon Npobnemol

[ng 60NbWMHCTBA OTEYECTBEHHbIX OpraHm3aumi B 2022 rogy HacTynmn nepenoMHbii MOMEHT B
peLleHnn 33434 UMNOPTO3aMELLEHUS, B T.4. B 061aCTU MHDOPMALMOHHBIX TEXHOIOIMIA. 3aMeHa
3anafHbix MT-pelueHnii Ha poCCUIMCKME aHANOTU OCNOXKHSETCS TpeboBaHUSAMU BpEMEHM.

MHorue KpynHbl€ 3anajgHble BEHAOPbI CBEPHYNN OEATENbHOCTb B Poccun, otmMeHunm TEXHUYECKYHO
nooaepXky no TeKyWnUM KOHTPaKTaM U 336ﬂ0KVIpOBa}'IVI AKKAYHTbl OTE€YE€CTBEHHbIX OpFaHMBBLLMVI B
CBOMX CMUCTeMax. TakmuM O6p630M, nepexon Ha pOCCMVICKMe aHaNnorun aBnsgeTca 6eBaﬂbTepHaTl/IBHblM,
06s13aTeNnbHbIM pelweHneEM.

B cBs31 c 060CTpEHMEM FeononuTUYECKOM 06CTaHOBKM KPYTHbIE POCCUIACKME KOMMAHUWU UCMbITbIBAOT
TPYAHOCTM C NOALEPXKKOM HenpepbiBHOM 6e3onacHOCTM cBoer MT-uHPpacTpyKTypbl U
MHAOPMALMOHHBIX AaKTUBOB. JTO BbIPAXXAETCS B aTakKax, LECTPYKTUBHbIX TEXHONOTMYECKUX aKLUSAX U
NOMbITKAX XULWEHUS KPYMHbIX MAacCUBOB MHPOPMALMMU.

Ha 3ToM poHe 0cobeHHO OCTPO CTOMT BOMPOC 3aMeLLLeHMs 3anaaHbliX CPEACTB KpUNTOrpapuyeckon
3aLWMTbl. Yrpo3a "oKMpNMUMBaHMS" pabounx CTaHLMM, 3alMBPOBaHHbIX 3apybexHbIMU NPOAYKTaMMU,
6e3 BO3MOXHOCTM BEPHYTb AOCTYN K 3allMLLAaEMON MHOPMaLMK pe3Ko Bo3pocna. B Takux ycnosusx
peleHune 3a8a4 UMNOPTO3aMeLLEHUSA ABASETCS XXM3HEHHO BaXXHbIM BONPOCOM, Tpebytolwmm
MaKCMManbHOro BHUMaHMWS 1 OMEepPaTUBHOW 3aMeHbl CPeaCcTB WMPPoBaHUS Ha Be3onacHble
OTeYeCTBEHHbIE aHaNOTN.

CpegncTtBo kpuntorpadumyeckon 3awmTbl nHpopmaumum Secret Disk ans Linux Kak HeNb3s nydiue
NOAXOAMT ONSl peleHuns 3a4a4 3KCTPEHHOTo uMnopTo3amelleHns. Secret Disk anga Linux sengetcs
(YHKLMOHANbHbIM aHaI0roM pacnpoCTPaHEHHbIX 3anafHblX CPEeLCTB 3aWuTbl M obecneunsaeTt
3HaunUTeNbHO BONbLLYI0 6E30MaCHOCTb 3alMLLAEMbIX AAHHBIX 33 CYET psALa TEXHOMOTMYECKMX
ocobeHHoCTeN:

e cxopHbl Kog MpOrpaMMHOro NpoaykKTa paspaboTaH onbiTHOM KoMaHaon "Anapaud P.A.". B Hero
He BKNHOYEHbl CTOpOHHME BubnnoTekun. Secret Disk gng Linux aBnseTcs NOAHOCTbIO
OTEYECTBEHHBIM pELUEHNEM.

o 3aLMTHbIEe MEXaHWU3MBI (LLMPPOBAHME, ayTEHTUDUKALMS, KNOUYEBas CXEMA) HAC/eLOBaHbI U3
mopyns Secret Disk Crypto Engine (ong Windows), ssnatouwerocs CK3W. Moaynb
ceptudbuumposad OCB Poccum no knaccy KC1, KC2.

e TexHuyeckoe peweHue Secret Disk ons Linux nonHOCTbI0 yaoBneTBOpseT pekoMeHpaumsam TK 26
M B HaCTOSLMI MOMEHT NpoxoauT npouenypy ceptudukaumm B @Cb Poccun (CK3M KC1, KC2).

e TexHuyeckoe peweHune Secret Disk ans Linux nonHOCTbIO peanusyeT psg Mep 3aLuThl,
npeabasnsembix @CTIK Poccun Kk cpeactBam 6€30MacHOCTM U B HACTOSALLMIA MOMEHT NPOXOAUT
npouenypy ceptudumkauumn Ha cootseTcTeune 3tuM Mepam (C3U ot HC Y11 4).

3apaum 6e30MacHOCTH, KOTOpPbIE peLlanTcs 3a CYET ncnonb3oBaHua Secret Disk ans Linux Ha paboumx
CTaHLMAX OpraHn3aLuu:

e XpaHeHue LeHHON UHDOPMaLMK Ha CTaLlMOHAPHbIX KOMNbIOTEpaX U NepeHoc 60nbLoro
Konu4yecTBa GannoB Ha HOYTOYKax opraHusaumu. JMCTaHUMOHHbINA UM TMOPUAHBIA PEXUM
paboTbl, YacTble KOMAaHAMPOBKM M NPOCTO paboTa COTPYAHMKA Ha HOYTOYKe, 3a4acTyo
CONpoBOXaaeTcs KonnuposaHueM ¢annos U3 MHOOPMALMOHHBIX CUCTEM MK DANANOBBIX
XpaHunuiy cebe Ha pabouyto cTaHumMio. [py 3TOM CKOMMPOBaHHbIE HAa AUCK KOMMbIOTEPA AaHHbIE
XPaHATCS B HE3aLWMLLEHHOM, He3awndpoBaHHOM BMUAE. DTU AeNCTBUS YacTO 0O6O0CHOBBIBAKOTCS
CKOPOCTbI0 f0CTYyna/06paboTku, yaobcTtBoM, HE06X0AMMOCTbIO paboThl BHE oduca, 1 T.n. OgHakKo,
TakoM cnocob xpaHeHUs LLeHHOM MHdOopMaLumn 060CTpseT yrpo3bl e€ yTeUKU U NocnenyoLLel
KOMMpoMeTaLuu.

o 06paboTKa LLeHHOM MU KPUTHUHON MHOpPMaLMK Ha KOMMNbIOTEpE B YC/IOBUAX HEA0BEPEHHOM
cpeAabl, CONPOBOXAAOLLANCA NOAKNOYEHMEM K HEA0BEPEHHBIM UK NYBANYHBIM ceTaM. B Takon
CUTyauMM Yrpo3bl yTeukn KoHOUAEHLMaNbHON MHDOPMAaLLMM OTHOCATCS KaK K CTaLMOHAPHBIM, TaK
¥ MOBWBbHBIM KOMMbIOTEPAM OPraHU3aLmu.

¢ 3awwmTa oT "aaMMHA". [loTeHUMaNbHAa Yyrpo3a A0CTYNA K LEHHOM MAU KPUTUYHOM MHPOPMaL MK CO
CTOPOHbI MPUBUNETMPOBaHHbIX Nonb3oBaTenen (MT-aAMUHUCTPATOPOB OpraHU3auumu).

AO "Anapamu P.A.", 1995—-2023 rr. CneumnanmctaM no uHdopmaumoHHon 6esonacHoctu.Ing obwero ncnons3osanms Crp. 5/ 10
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2. Obwwme cBeageHuA

Secret Disk ans Linux —cuctema 3awwmTbl KOHPUAEHLMANbHOW MHOOPMALMM HA ANCKAX KOMMbIOTEPOB

OopraHun3sauuu.

2.1 Ha3Ha4veHune

OcHoBHbIM Ha3HaueHneM Secret Disk ang Linux siBnseTcs kpuntorpaduyeckas 3awura (ganee —
wndpoBaHME) faHHbIX, 06eCcneYMBatoLLag BbICOKYH CTeneHb KOHPUAEHLMANbHOCTU 06pabaTbiBaeMoi
nHdOpMaLMM Ha paboumnx CTaHUMAX NONb30BaTe/eN OpraH1M3aLum.

Cucrema noseonsieT obecneynTs:

e [pefoTBpaLLeHWe [OCTyna K Garnam 1 nankam, CoOAEPXKALWNM LLEeHHYI0 MHOPMaUMIo Ha pabounx

CTaHUMAX OpraHn3auum;

e [pefoTBpalLeHWe KOMNPOMeTaUuKn KOHGUAEHLManbHOW nHGopMauum npu ytepe HoyToyka,
nnaHwera, cMapTPoHa UNM CbEMHOMO HOCUTENS;

e HaaéxHoe NpefoTBpaLLEeHUE AOCTYNA K MHPOpMaLMK Npu nepeaayve paboyen cTaHUMU\HOYTOYKa
B CEPBUCHbIV LLEHTP UM NPU BbIXOAE 3TOM TEXHUKU U3 CTPOS;

e 33WuTa MHDOPMALMM OT 310HAMEPEHHbIX AENCTBUI CUCTEMHOIO aAMUHUCTPATOPa;

® BbINOAHEHME TPeBOBaHWI perynaTopoB No 06s3aTeNbHOM 3aWmTe KOHOUAEHUMANBHOM
MHPopmMauuu, obpabaTbiBaeMoi Ha paboyumx CTaHLMSIX.

2.2 MpoTnBOAENCTBME Yrp03aM OpraHM3aLmm

C TOYKM 3peHns pyKOBOACTBA OpraHM3aLmMmM OCHOBHbIM 3 dekToM oT BHeapeHus Secret Disk ang Linux
SBNISIETCS CYLLECTBEHHOE CHUXXEHMS PUCKOB KOMNPOMETALMKU KPUTUYHOW MHOPMALLMM U BCEX
BbITEKAKOLMX M3 3TOr0 NOCNeAcTBuin. Mcnonb3oBaHue Secret Disk ang Linux no3sonset onepatuMBHO
3aMeHUTb 3anafHoe CPeAcTBO LWMPPOBaHMS Be3 CHUXEHMS YPOBHS 3aLLmMTbl. [TepeyeHb yrpos u
KOHTpMep, peanusyembix Secret Disk ans Linux, conoctaBum ¢ nepeyHem Bcei NMHENKU NPOAYKTOB

Secret Disk:

Tabnuya 1 - lMpomusgodelicmeue y2po3am opeaHuayuu

Mpumep yrposbl

e HecaHKLMOHMPOBAHHbIM 4OCTYN
3/10YMbILLIEHHUKA K HE3aLMLWEHHOM
KOHPUAEHUMANbHOW MHBOPMaLUMM HA AUCKAX
paboumnx CTaHLMM.

o XuLLEeHME UK NOTEPS MOOUBHbIX
KOMMbIOTEPOB C HE3ALWMLLEHHBIMU AAHHbIMU.

o JlocTyn HexenaTenbHbIX UL, K AaHHbIM,
XPAHSLLMMCA Ha AMCKAX KOMMbOTEPOB MK
HOYTOYKOB, OTNPAB/IEHHbIX A1 PEMOHTA B
CTOPOHHIOK OPraHM3aLUMio UK B TEXHUYECKUN
otaen.

OTnpaeka KOHbUAEHLMANBHOM MHDOpMaLMS
no owunbo4yHOMy agpecy U, Kak cneacTeue, —
KOMMNpoMeTaLus OTNpaBieHHOM MHPOpMaLUK.
e [lonyyeHune fOCTyNa K 3aWMLLEHHOM
KOHpUAEHUMANBHOM MHGOPMaLMK C NOMOLLLIO
YYETHBIX AaHHbIX, MONYYEHHbIX METOAAMU
COLMANbHOW UHXEHepuUHU.

Mcnonb30BaHWE HEOrPaHUYEHHOTO LOCTYNaA B
TOM YUCNE K COAEPXKMMOMY ANCKOB C NPaBaMu
NpUBMNErMPOBAHHOIO Nosib3oBaTens (root).

AO "Anapann P.L.", 1995—2023 rr.

KoHTpMepbl, peanusyemble ¢ noMolLbio Secret
Disk ana Linux

Kpuntorpadumyeckas 3awmta JaHHbIX B Gannax u
nankax MeTooM MX "Npo3pavyHoro” WHpoBaHus.
[aHHble Ha 3aWMLILEHHBIX AUCKAX BCErAa XPAHATCA B
3awmndpoBaHHOM BUAe. [laxe B ciyyae UsbaTUa Uan
yTepU KOMMbIOTEPA AaHHblIE HEBO3MOXHO MUCMOMb30BaTh.
o AyTeHTUdMKALMS 3aperncTprpoBaHHbIX
nonb3osatenent Secret Disk anga Linux c
MCMNONb30BAHMEM KIOYEBLIX KOHTEMHEPOB
nonb3oBartenen (BUpTyanbHbli ayTeHTUDUKATOP).

e [IpMMeHeHne CTOMKNX anropuTMoB wudposaHua FNOCT
W cneumanbHbIX PeXxXMMOB LWNMGPOBaHUS,
peKOMeHA,0BaHHbIX 415 NPUMEHEHUS B YCTPOMCTBAX
XPaHEHUS LAHHBbIX.

e OTKa3 OT UCNONb30BAHUS HECEPTUDULMPOBAHHDBIX
mMoaynen Kpuntorpadum, BXOAAWMX B COCTaB
OnepaLMOHHOW CUCTEMBI.

CneumnanmcraM no uHdopmaumoHHon 6esonacHoctu.Ing obwero ncnonsb3osanms Ctp. 6 / 10



Secret Disk anga Linux. OnucaHue npoaykta

2.3 O6uwue npuHumMnbl paboTbl Secret Disk gna Linux

Secret Disk png Linux no3BoniseT 3aWmLLaTh Tak Ha3blBaeMble BUPTYasbHbIE LUCKMU.

MpuMeyaHue. BUpTyanbHbIM AUMCK — AUCK C TOYKM 3pEHUSt ONEepPaLMOHHON CUCTEMBI, Y KOTOPOTrO AaHHble
XpaHaTca B daiine. bykBeHHbIN MAEHTUPUKATOP NPUCBANBAETCSA BUPTYASIbHOMY AUCKY AMHAMUYECKM,
npu ero NoaKtyYeHnun. BupTyanbHble gucku, cosgaHHble cpencteamum Secret Disk agna Linux, Bceraa
3alUMLLEHBI U UX AaHHble 3awndpoBaHbl. [Tocne ayTeHTUhUKALMM NONb30BATENS BUPTYanbHbIA AUCK
MOHTUPYETCS CUCTEMON M 0TOBpakaeTcs B BuAe 06bl4HOM PainoBOM NAaNkKM Ha AMUCKeE.

Bcé copepxxmMMoe BUPTYanbHOMO AMCKA XPaHUTCS B OLHOM (Pain-KoHTelHepe B 3alMdpPOBaHHOM BUAE.
MoaknYEHHBIM BUPTYanbHbii auck OC BOCNpMHUMAET, Kak 06bI4HbIM AMcK. Dain noakno4EHHOro
BUPTYaNbHOMO AMCKA 3aWMLLEH OT yAaneHus.

[laHHble, XpaHsLWMeCcs Ha 3alUMPPOBAHHbIX BUPTYaNbHbIX AMCKAX AOCTYMNHbI TONbKO agMUHUCTPATOPY
Secret Disk png Linux u nonb3oBaTensm, BNafeoWUM KNHOYEBbIM KOHTEHEPOM NOJb30BaTeNs (ganee
- KKI) u 3apernctpmpoBaHHbiM B Secret Disk ang Linux. OcTtanbHble nonb3oBaTenu, BKAOYas
CUCTEMHOrO aAMUHUCTPATOPA, HE MOTYT NOAYYUTb AOCTYN K 3aWMPPOBAHHLIM AAHHbIM.

Mpu 3anucK JaHHbIX Ha AMCK MPOMCXOAMUT MX 3aWMbpPOBaHME, NPU YTEHUU — pacliMPpOBaHME.,
Haxopswmecs Ha 3awumbpoBaHHOM AMCKE faHHble BCeraa 3awmndpoBaHbl.

3aLMLLEHHBIN BUPTYaNbHbIA AUCK MOXHO MOAKAOYATb M OTKAOYATb. OTKNOUYEHHDBIN 3aWM@POBaHHbIN
BMPTYaNnbHbIA AUCK BbIFNSAUT Kak HeopMaTUpOoBaHHbI. [1ng Toro 4tobbl NOAKIOUYUTD
3aWn@pPOBaHHbIM AUCK, NOJIb30BATEND AO/MKEH UMETb KNHOYEBOM KOHTEMHEP NONb30BaTeNs, 3HATb €ro
naponb U UMETb MPABO AOCTYNA K AAHHOMY AWUCKY.

2.4 LLiIndpoBaHme gaHHbIX

3alWMLWEHHOE XpaHEeHUE AaHHbIX C MPUMEHEHWUEM CTOMKMX aNrOpUTMOB LUMGbPOBAHMS,
npefocTaBnsieMble:

e [OCT 34.12-2018, FOCT 34.13-2018 (wndpoBaHME AAHHBIX);
e [OCT 34.10-2018, 'OCT 34.11-2018 (ayTeHTMdMKaLMS M NPOBEPKA LLENOCTHOCTH).

2.5 OYHKUMN 1 BO3MOMHOCTU

1. MexaHu3M 3awuTbl Pann-KoHTEHEpPa, KOTOPbIA MOHTUPYETCS K Nanke nosb30BaTens Kak
BUPTYanbHbIM Auck. [Tocne npoxoxaeHns ayTeHTUdUKaL MK, NONb30BaTEN NPefoCTaBseTcs
[OCTyn K nanke ¢ 3awmwéHHbiMu dannamu. MNpouecc ncnosib3oBaHMS MMEET BbICOKYHO
NpO3payYHOCTb M He TpebyeT OT NOb30BaTENS KAKUX-TMOO AeNCTBMI C haMNOM-KOHTEMHEPOM
(BMPTYanbHbIM AUCKOM).

2. MoHomnonbHoe yrnpaBneHue AOCTyNoM K pecypcy. [1eicTBuS ¢ BUPTyanbHbIM AMCKOM, @ TaKXe C
33lLMLLAEMOM NANKOM pa3peLleHbl TONbKO MOMb30BaTeNto-BaagenbLy.

3. PasrpaHuuyeHune ponen Ha aaMuMHUCTpaTopa U nonb3osaTtens Secret Disk ans Linux. 310
obecneunBaeT BO3IMOXHOCTb M3019LMM NONb30BATENS OT 33434 6e3onacHocTu. [pu 3ToM
aAMUHWCTpaTop Mb He MMeeT f0CTyna K 3aLLMILAEMbIM AaHHbIM, HO MOXET YNpaBnsTb
napameTpamu 6€30nNacHOCTU.

4. [Ba cnocoba ynpaeneHus CpeacTBOM 3almTbl — rpaduyeckuii HTepdenc n knaccmyeckas
KOMaHJHas CTPOKa. ITO NO3BONAKT aAMUHUCTPATOPY BbibpaTh Hanbonee yao6HbIM cnocob
HacTpoiku. [pn 3TOM KOMaHAHas CTpoKa No3BOJIeT aBTOMATU3MPOBATb HEKOTOPbIE (YHKLMUMU,
yao6Ho uHTerpupys Secret Disk ans Linux ¢ HacTpoikoi Apyrux napaMeTpoB onepaumoHHOM
CUCTEMBI.

5. HactpavBaeMbIi 93bik MHTEepdenca — pycckum UAn aHIUACKUR.

6. 06s3atenbHag AByx(daKTopHasa ayTeHTUdMKALMS NONb30BaTeNen U aiMMHUCTPATOPOB C
ncnonbsosaHueM KKI1.

7. CeptudmumposaHHoe ®CH Poccuu cpencTso KpunTorpaduyueckon 3awmTel MHdopMaunm "Secret
Disk Crypto Engine”, Ha 6a3e KOTOpOro peann3oBaHbl BCE 3aLUMUTHbIE U KOHTPOJIbHbIE MEXAHM3MbI.

8. BO3MOXHOCTb YCTAaHOBKM NoanuMcaHHbix naketos g OC Astra Linux 13 ceteBoro penosutopus.
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2.6 LleHTpann3oBaHHOe yrpaBneHue

BbinonHeHne H6onbLUMHCTBA CEepPBUCHbIX onepau,wﬁ W 0EeNCTBUM C AMCKAMM NONb3oBaTenen yepes
a,D,MVIHVICTpaTVIBHbIVI nopTan C BO3MOXHOCTb TOKaJIbHOIo nan y,lJ,aJ'IéHHOFO ynpaBsneHua. OT KOHEYHbIX
nosb3oBaTenen npu pa60Te HE Tpe6yETCﬂ CrneumanbHbIX 3HAHUA U KBa}'Il/ICbl/IKaLI,Ml/I, YTO 3HAYUTENDBHO
ynpoLwaeT BHegpEHUE U SKCNNyaTaunto CpeacTea 3aluThbl.

2.7 MbKanA KNoyeBana CxemMa

o AyTeHTUdMKALMS NONb30BaTeNIeN NPOM3BOAMTCS HAa OCHOBe MHAMBKMAYanbHbIX KKI1, koTopbie
MOryT pa3MeLLaTbCs Ha CbEMHbIX HOCUTENAX MM paboyer cTaHuuM nonb3oBartens. JaHHble
WK dpYTCS CUMMETPUUYHBIMU KITHOYaMMU.

o Knoun WwndpoBaHUs faHHbIX HE PA3MELLAIOTCS HA annapaTHbIX TOKEHAX MAW CMapT-KapTax
nonb3oBatenei. [loTeps annapaTtHOro HocMTeNs He yBeNWYMBAET PUCK KOMMPOMETALLUM
3almLaemMon nHdopmalmu.

o Knoun wndposaHua gaHHbIx 06pabaTbiBalOTCS aBTOMAaTU3MPOBaHHO. AgMuHucTpaTop UMb moxeT
ynpaBnsaTb GYHKUMAMM WKUPOBAHMUS, HO HE UMEET BO3MOXHOCTM 03HAaKOM/IEHMS C 3aLUMLLAEMON
nHdopmaumen.

e B otaenbHbIX cnyyasx (Hanpumep, yTpaTa nofib30BaTesieM annapaTHOro HOCUTENS) pernaMeHT
npefycMaTpuBaeT BU3yanM3aLMio Kkoda WnudpoBaHMS 1 nepeaavy ero noab3oBaTesnto Ans
3KCTPEHHOr0 A0CTYNa K AaHHbIM. CMCTeMa 3aluThl, NPY 3TOM, CUMTAET KITHOY LWMBPOBaHUS
CKOMMPOMETUPOBAHHbIM. Takne aencTeus AoMmHuctpatop Ub BbINOHAET TOMBKO B
UCKIOYUTESNIbHBIX CUTYaLMUSIX.

o Knwoun wndpoBaHus nepenatotcs, Mexay KOMMOHEHTaMU CUCTEMBI, TOJIbKO B 3alLMLLEHHOM BUAE.
Mpu 3TOM BbINONHAKOTCS BCe TpeboBaHUS M pekoMeHdaummn TK 26. CnynoB unm BpeMeHHbIX
harinoB c kn4eBoi nHdOpMaLMen He NPUMeHSeTCS, T.e. KNloyeBas MHhOPMaLMS HUKOTAA He
3aNMUCbIBAETCS HA AUCK KOMMbIOTEPA B OTKPLITOM BUAe.

o T[lpouecc ayteHTUDUKauum ¢ nomoLbo KK MOXHO rMbko M pa3HO0Bpa3HO MHTErpMpoBaTh C
umetowlenca B OC Ha 6ase Linux cuctemor nnarmHos ayteHTudukaumm — PAM.
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3. TexHuyecKme TpeboBaHUA 1N XapaKTEPUCTUKN

3.1 CucTeMHble Tpe6oBaHWA

Secret Disk gns Linux nopnepxuBaeT psg 0TeYECTBEHHbIX CEPTUGULMPOBAHHBIX OMEPaLMOHHbIX
CUCTEM U NPeabaBAseT cnenyowme TpeboBaHua K cpese GyHKLMOHUPOBAHMS

Tabnuya 2 - CucmemHble mpebosaHus

MoanepxuBaembie onepaumuoHHbIE CUCTEMbI

06bLEM onepaTMBHOM NaMATH

CeBo60aHOE MECTO Ha AUCKe

3.2 TexHn4ecKkne XxapaKTepuCTUKM

e Astra Linux 1.7.0, 1.7.1, 1.7.2, 1.7.3 (anpo 5.4.0-54
generic/hardened)

e Astra Linux 1.6 o6HoBneHue 6 (aopo 4.15.3-2 generic)

e PEN OC7.3 (appo 5.10.29)

e PEN OC7.2 (anpo 4.19.204)

He meHee 1 b

He meHee 1 b

Tabnuya 3 - [Napamempebl

Cnoco6 xpaHeHus 3awmiLaemMoit MHopmauum

Pazmep BMpTyanbHOro Aucka

MoanepxuBaembie paiinoBom cucTeMbI

Tun ayteHTUdUMKaLMK

OcHOBHble KpunTorpac1yeckme anropuTmbl

WHTepdeiic ynpaBneHus

nOMep)KMBBEMbIe A3bIKKU

AO "Anapann P.L.", 1995—2023 rr.

MoaxntoyaeMbliii Nonb3oBaTeneM BMpTya]’IbeIVi ANCK

Ot 100 Mb pno 1 Tb, Ho He 6onee 80% cBoboaHOro MecTa
OCHOBHOIO AMCKa

o EXT4
o FAT, FAT32, NTFS, EXFAT (3aBucut ot dopmMaTos,
NoALEepPXXMBAEMbIX ONEepPaLMOHHOW CUCTEMON)

[ByxdakTopHas ayTeHTUGHUKALMS C NPUMEHEHNEM
K/I04YEBOr0 KOHTEMHEpa Nonb3oBaTens B Buae daiina.
AnnapaTHble 3N1EeKTPOHHbIE KUK (TOKEHbI) He
MCnonb3yrTcs

e [OCT 34.12-2018, IOCT 34.13-2018 (wudposaHue
[aHHBIX)

e [OCT 34.10-2018, OCT 34.11-2018 (ayTeHTMdMKaLMS
¥ NpOBEpKa LLeNoCTHOCTH)

e [padumuecknii HTepdenc nonb3osartens
e  YTUAUTbI KOMaHAHOM CTPOKU

o Pycckuii
e  AHIIUIACKKIA
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4.

Ponn nonb3oBarenen n nx GyHKLNK

B Secret Disk ons Linux ucnonb3yetcs ponesasi MoAesb yNpaBaeHUst NOTHOMOUYMSMU NONb30BATENEN:
npasa [OCTyMNa B CUCTEME HA3HAYaKTCA NPUCBOEHMEM KAXKAO0M YYETHOM 3aNMCKM OAHOM MU HECKONbKUX
ponew, obnagaolwmx onpenenérHHoiM Habopom npas.

1. AaMuHKUcTpaTop MHGPOPMaLMOHHOI 6e30nacHOCTU

AnMuHucTpatop MHdbopMaumoHHoM 6e3onacHocTv (nanee — AoMuHucTpatop Mb) BeinonHseT Bce
[eiiCTBMS, CBSI3aHHbIEe C CO34aHMEM 3aLLMLLEHHBIX PECYPCOB M NpefoCTaBleHMM NpaB AOCTYNa K HAM.
Takke OH ynpaBnseT HacTporikamu camon cuctembl Secret Disk gnga Linux, eé noautukamm n ponsamm
nonb3oBaTenen.

Hericteua AgpmunuctpaTtopa Ub, ocylwectsnsemble yepes noptan ynpaBaeHUs Uan yTUAUTbI KOMaHAHOWM
CTPOKM:

e ynpaeneHune nonb3osatensmu Secret Disk anga Linux: nobaeneHue, yoaneHune, 610KMpoBaHue,
Ha3HayeHue ponen;

e (CO34aHWe U yfaneHue BUPTYanbHbIX ANCKOB;

e co3pgaHue u yganenune KKIT.

Hencteua ¢ 3awmiaemMbiMm pecypcamu: (3awmdposaHme, pacwmdpoBaHme, NpUcoeanHeHue,
0TCOeAMHEHME U T.4.)

2. Monb3oBartenb

MNMonb3oBaTtens MMeeT AOCTYN K AaHHbIM, 3aWMILEHHbIM cpeacTBamu Secret Disk gng Linux. ng 3toro
MCNONb3YeTCs NPUNOXEHWE, YCTAaHOBNEHHOE Ha paboyen CTaHUMK.

[ns pocryna K 3awmwéHHbIM pecypcam lNonb3osatens akTueupyet nporpammy Secret Disk ang Linux B
CUCTEMHOM Tpee 1 BBOAMT Naponb. [1pu ycnewHon aBTopm3aLmm, OCyLLECTBASETC MOHTUPOBaHUE
33LWMLEHHOrO BUPTYaAIbHOMO AMCKA K LieNIeBOM narnke v npeocTaBaeHne 40CTyna Nonb30BaTeNto K
3TOM nanke.

HOpOTKO 0 KOMNaHUK

HomnaHwuAa "AnagavH P.A." ocHoBaHa B anpene 1995 roga u
ABNAGTCA POCCMINCKMM Pa3paboTuMKOM (BEHAOPOM) CPeacTs Jiuensumn

3aWmThl MHGOpMaLmK.

— HomnaHusa numeet Bce Heobxogumble nuuen3nm OCTIK

KomnaHus ABAAETCA NPU3HAHHBIM 3KCMEPTOM U INAEPOM Poccum, ®CB Poccun AnA NpoeKTMPoBaHUA, NPON3BOALTBA U
POCCUIACKOrO PbIHKA CPEACTB ABYXPAKTOPHOMN ayTEHTUDMKALMY nogaepkmn C3U n CK3W, Brto4as paboTy C rocTanHom
nonb30BaTenew, SNeKTPOHHON NoANUCKU 1 3aLUNTbI A3HHbIX. - CuCTeMa MeHeAHMEHTa KA4EeCTBA NPOAYKLUMM BHEAPEHA B

KOMMaHuu ¢ 2012 r. n cooTBeTCTBYET CTaHAapTy MOCT ISO
OCHOBHble HanpaBneHus 9001-2015 (ISO 9001:2015) n HoBbIM TpeboBaHuam FOCT PB

0015-002-2020

O6ecneyeHne 6e30nNacHOro 4oCTyna K MHGOPMALMOHHbBIM

pecypcam npegnpuatua, Web-noptanam n 06naqHbIM

cepBuCaM (CTPoraAa aByx- U TPEXPAKTOPHaA

ayTEeHTUPUKALMA)

INEeKTPOHHAA Nognuck (3N C HeN3BNEK3EMbIM 33KPbITbIM

KNIOYOM, POPMUPYEMAA B 3aALLMLLIEHHOM Yune), PKI

338WMTa NepCOHanbHbIX A3HHBIX, AAHHbIX HA AUCKAX

KOMMbIOTEpOB, CepBepOB, 633 AAHHbIX

Bce 0CHOBHbIE NPOAYKTbI UMEIOT HEOBXOANMbIE

ceptuduratel OCTIK Poccnmn n OCB Poccun
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