AnagaunH ’

LUEHTP CEPTUOUNKATOB OOCTYMNA

Aladdin Enterprise Certificate Authority Certified
Edition

PYKOBOACTBO aAMUHNCTPATOPA. YCTaHOBKA U ob6cnyHmneaHue LieHTpa
ceptndurauumm Aladdin Enterprise Certificate Authority

N3penne RU.A/IE.03.01.020-01

LOKyMeHT 3201-1

NucTos 62

Hata 12.12.2023



Aladdin Enterprise Certificate Authority Certified Edition

ABTOpCKME NpaBa, TOBapHble 3HAaKU, OrpaHUYeHUA

[aHHbIi JOKYMEHT, BKMoYas noabop W pacrnonoxeHue WnniocTpauui u
MaTtepvanoB B HEM, SIBNSieTCS CyGbEKTOM aBTOPCKMX NpaB M OXpaHsieTcst B
COOTBETCTBUM C 3akoHoaaTenbcTBoM Poccuiickont ®enepaumnn. O6napgatenem
VCKITIOUNTENBHBIX aBTOPCKMX U UMYLLLECTBEHHbIX NpaB aBnsieTcs AO «AnagavH
P.0.».

Wcnonb3oBaHne 3Tux MatepuanoB nobObiM crnoco6oM 6e3 MUCbMEHHOro
paspeleHns  npaBoobnajatens  3anpeweHo M MOXeT  MoBneyb
OTBETCTBEHHOCTb,  MPEdYCMOTPEHHYI0  3akoHogatenbcTBom P®.  [pu
nepeneyaTke U UCMONb30BaHUM Aa@HHbIX MaTepuanoB nubo nboi ux yactm
ccbinkm Ha AO «Anagamid P.[.» obs3aTenbHbl.

Bnagenbuem 3aperMctpupoBaHHbIX TOBapHbIX 3HakoB "AnagauH”, Aladdin,
JaCarta, JMS, JAS, Secret Disk, SecurLogon, "Kpunto B[", norotunoe u
npaBoo6nagaTenem UCKMIUYUTENbHBIX NPaB Ha UX AM3aiH U UCNONb30BaHMe,
naTeHTOB Ha COOTBETCTBYOLWMEe NpoaykThl sensietcs AO «AnagauvH P.O.».
HasBaHusi NpouMx TEXHOMOruin, NPOAYKTOB, KOMMaHWiA, yNOMWUHaLMecs B
[aHHOM [OKyMeHTe, MOryT SIBMATbCS TOBapHbIMU 3HAKamy CBOMX 3aKOHHbIX
BrnafenbLes.

OrpaHuyeHne OTBETCTBEHHOCTHU

WHdopmauns, npvBenéHHass B OaHHOM  [OKyMeHTe, npefHas3HaveHa
VCKIMIOYNTENBHO ANs 03HAaKOMIIEHUS U He siBMsSieTcst ucyepnbiBatowlen. CoctaB
NpoayKTOB, KOMMOHEHT, UX (PYHKLUM, XapakTepUCTUKu, BEPCUU, OCTYMHOCTb U
np. moryt 6biTb u3meHeHbl AO «AnagauH P.O.» 6e3 npenBaputenbHOro
yBEAOMIEHNS.

AO «AnagauH P.0.» He rapaHTMpyeT HW OTCYTCTBUS OLWKNGOK B AAHHOM
[OKYMEHTE, HW TOro, YTO onucaHHoe nporpamMmmMmHoe obecnederue (MO) He

JInueH3noHHOe cornaweHue

MoxanyicTta, BHUMaTENbHO NpoYuTanTe AaHHOE NULEH3MOHHOE cornalleHne
npexpae, YeM MCMonb30BaTk COAEPKMMOE AaHHOTO KOMMMeKTa u/unu npexae,
YeM 3arpyxaTb UM ycTaHaBnuBaThb NporpammHoe obecrneyeHune.

Bce ykasaHMs no  MCnonb3oBaHWIO  MpoOrpammHoro  obecneyeHus,
npepocTaBnsieMble 3akpbITbiM akuMoHepHbIM obwectsoM "Anagaud P. O."
(Mnv nio6bIM ero JOYEpPHUM NPEANPUATUEM — KaXA0€e U3 HYX YNoMUHaeMoe Kak
"koMnaHusa"), NOAYNHSIIOTCS U ByayT NOAYUHSATLCS YCNOBUSIM, OTOBOPEHHBIM B
[aHHOM cornaileHun. 3arpyxas JaHHoe nporpamMMHoe obecneyeHue (kak
onpefeneHo Aanee no TeKCTy) W/wnNu ycTaHasnmeas JaHHOE NporpaMMHoe
obecneyeHne Ha Balw komnbloTep W/MnM Mcnonb3ys AaHHOe NporpamMmmMHoe
obecneyeHne uHbIM cnocoboM, Bbl npuHumaeTe paHHoOe cornawleHue wu
cornatlaeTech C ero ycroBusMu.

Ecnun Bbl He cornacHbl C AaHHbIM COrnalleHneM, He 3arpyxamnte u/unm He
yCTaHaBnvBaiTe AaHHoe nporpammMHoe obecneyeHne n HesameanuTenbHo (He
nosaHee 7 (cemun) AHew ¢ AaTbl 03HAKOMIMEHNS C HACTOSALLMM TEKCTOM) BEPHUTE
aToT NpoAykKT B AO «A 1 a n 1 uu P.J.» yganute gaHHoe nporpaMMHoe
obecneyeHne 1 Bce ero YacTu CO CBOEro KOMMbIOTEPA U HE UCMOSb3yIHTe ero
HUKOUM 0Gpa3om.

Hacrtosiwee nuueH3anoHHoe cornaweHve (panee "Cornawexuve") siBnseTcs
[OrOBOPOM, 3aKMoYeHHbIM Mexay Bamu (dbusndeckvm vnu topuamyeckum
NMLOM) — KOHeYHbIM nonb3oBaTenem (aanee "Monb3oBatent") —n A O «A
naxaauu P.J0.» (panee "KomnaHusa") OTHOCMTENbHO nepefayv
HEeUCKIMIOYNTENbHOTrO MpaBa Ha WUCMONb30BaHWE HACTOSLLEro NporpaMMHOro
obecneyeHus, SBNSIOLLEroCs UHTeNNeKTyanbHoW CO6CTBEHHOCTbI0 KoMnaHum.

MpaBa n cobcTBEHHOCTL

OAHHOE COIMMALWEHWE HE ABNAETCA COMMALWEHVEM O MPOOAXE.
MporpammHoe ob6ecneyeHne, BkMoYasi Bce nepepaboTku, wcnpaBneHus,
MoaudrKaLm, AOMOSNHEHWS!, OBGHOBMNEHNS U/UMN YCOBEPLLUEHCTBOBAHUS K HEMY
(nanee no Bcemy TeKCTy 1 ntoboi ero yactu onpegensiemoe kak MporpammHoe
obecneyenune unu MO), 1 cBsI3aHHas C HAM AOKYMeHTauus npegHasHadvaeTcs
HE [ONA  MPOOAXWN un sBnsetca WM OCTAETCA  UCKMIOYUTENbHOM
cobcTBeHHOCTbI0 KomnaHum.

Bce npaBa Ha nHTennekTyanbHyo coO6CTBEHHOCTD (BKMOYast, 6e3 orpaHn4eHni,
aBTOPCKME TNpaBa, KOMMEPYECKYD TalHy, TOBapHble 3Haku, W T.4.),
noaTBepPXAEHHbIE unm BKIMIOYEHHbIE B
NPUNOXEHHBIE/B3aUMOCBSI3aHHbIE/VMEIOLLME ~ OTHOLLEHWE K JaHHOMY
PYKOBOACTBY, AaHHble, codepxalumecs B HEM, a Takke Bce npaea Ha 1O
ABNATCA U ByAyT ABNATLCA COBCTBEHHOCTBIO UCKMIOUUTENBHO KoMnaHuu.
[aHHoe cornaweHve He nepenaét Bam npasa Ha [MporpammHoe obecnevyexue,
a NuWb NpefocTaBnsieT orpaHWYeHHoe MPaBO Ha UCMONb3oBaHWe, KoTopoe
NoAnNexXuT OTMEHE COrfacHo YCroBusiM AaHHoro CornalueHns. Huuto B gaHHOM

CornaweHnn He noatBepxpaer otka3 Komnawmm oT  npaB  Ha
WHTENMEeKTyanbHyl0 COBCTBEHHOCTb MO kakoMy ©Obl TO HM  Oblno
3aKoHoAaTenbCTBY.

NnueHsus

Komnanmna  HacTtoswwmm  npepoctaBnser Bam, a Bbl  nonyvaete

VHAVBUAYyanbHoe, HeVNCKIYUTENBHOE U OT3biIBaeMOe OrpaHMyeHHoe NpaBo Ha
ncnonb3oBaHue gaHHoro MO Tonbko B hopMe NCNOMHSAEMOro Koaa, kak
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coaepxwuT aedektos, 6yaet pabotaTe B NPOM3BOSIbHO BbIOPAHHLIX YCOBUSX U
npu 9TOM yAOBMEeTBOPSATb BCeM TpeboBaHUAM, KOTopble MOryT BbiTb K Hemy
npeabsBreHsbI.

AO «AnapovH P.[.» He rapaHTupyeT paboTocnocoBHOCTb HeneranbHO
nonyyYeHHoro nporpammHoro obecneyeHus. HeneranbHoe WCMoOnNb3oBaHKe
nporpaMMHoro obecneyeHuss 1 JOKYMEHTaLUuM Ha Hero npecrnegyetcs no
3aKOHY.

Bce ykasaHHble fAaHHble O XapaKTepucTukax MNPOAYKTOB OCHOBaHbl Ha
MeXAYHapOaHbIX UMM POCCUNCKMX CTaHdapTax v pesynbTaTtax TeCTMPOBaHWS,
NOMyYeHHbIX B HE3aBUCUMbIX  TECTOBbIX UMM CEPTUDUKALMOHHBIX
nabopatopusix, nMBO Ha MPUHATBIX B KOMNaHUM MeToaukax. B paHHom
nokymeHte AO «Ana xauu P.J.» He npefoctaBnaeT HUKaKUX HU
ABHbIX, HN NOAPa3yMeBaeMbIX rapaHTUii.

AO «Anagave P..» HE HECET OTBETCTBEHHOCTW (KAK B CUNy
[NOrOBOPA, FPAXOAHCKOIoO MPABOHAPYLLUEHNA, BKNMIOYAA
XANATHOCTb, TAK N B JIIOBOW UHOW ®OPME) MEPEL BAMU WA
MOBOW TPETBLEM CTOPOHOW 3A JIOBbIE MOTEPU WU YBbITKA
(BKIMKOYAA KOCBEHHBIE, ®AKTUHYECKUE WITM MOBOYHLIE YBbITKN),
BKIMIOYAA BE3 OFPAHMYEHWWM JIOBBLIE MOTEPU UMW YBbITKA
NPUBbINBHOCTN BU3HECA, MOTEPIO JOXOOHOCTW U PEMNYTALINN,
YTPAYEHHYIO nnnm NCKAXEHHYIO NHOOPMALIMIO nnn
AOKYMEHTALMIO BCNEACTBUE MCMOJIb3OBAHUNA MPOrPAMMHOIO
OBECIMEYEHMA WM NMIOBOr0  KOMIMOHEHTA  ONMUCAHHOTO
MPOOYKTA, OAXE ECIM AO «Ananauun P.J» BblNO
NMNCbMEHHO YBEAOMITEHO O BO3MOXXHOCTW MNMOAOBHbLIX YBEbITKOB.

onucaHo B npunaraemoin kIO TexHWYecKown/akcnnyaTauMoHHON
[OKYMEHTaLMK, 1 TONbKO B COOTBETCTBUM C YCMOBUAMM AaHHOro CornalueHuns:
Bbl moxeTe yctaHoButb 1O © wncnonb3oBaTb €ro Ha KomnbloTepax,
pacnonoxeHHblXx B npefjenax Bawero npeanpusiTus, Kak onucaHo B
COOTBETCTBYIOLLEN TeXHUYecKon/akcnnyaTaumoHHon fgokymeHtauum MO un B
HacTOSILLEM COrmaLleHum.

Bbl  MoxeTe [pob6aButb/mMpucoeamHuTb [porpammHoe obecneyeHue K
nporpamMmam Ansi MO6UnbHbIX YCTPONCTB C €AMHCTBEHHON LieSblo, ONMCaHHON
B AaHHoMm Cornawexun. MNpuHMMasn ycnoBus HacTosILLEro cornaweHus, Bol
cornallaeTech:

- He ucnonb3oBaTb, He MOAUMMLMPOBATL U He BblAaBaTb CyOMUUEH3MKM Ha
naHHoe [MporpammHoe obecneyeHne u nwboe gpyroe MO Komnanuu, 3a
MCKIIOYEHNEM SIBHbIX pa3pelleHnin B AaHHoM CornatueHuu;

- He MoaucvuMpoBaTb, He AEMOHTMPOBAaTb, HE AEKOMMNUMUPOBaTb, He
PEKOHCTPYMPOBaTh, HE BUAOU3MEHSATb U He paclunpsiTb AaHHoe MNporpammHoe
obecneyeHne N He NbITaTbCsl PacKpbIThb (MOMYYUTb) UCXOAHbIE KOAbI AAHHOrO
MporpammHoro obecneyeHus;

- He nomewaTb AaHHoe [porpammHoe obecneyeHne Ha cepBep C
BO3MOXHOCTbIO JOCTYNa K HEMY TPETbUX NUL, Yepe3 OTKPbITYIO CeTb;

- HE MCMonb30BaThb kakue Gbl TO HW GbINIO pe3epBHble UMK apXMBHbIE KOMUW
naHHoro [MporpammHoro ofecnedeHusi (UnuM nNo3BonATb komy-nubo ewwé
Mcnonb3oBaTh TakMe KOMuM) C NGO MHOW LEMblo, KPOME 3aMeEHbl ero
OPUrMHANbHOTO 3K3eMMMsipa B Cryyae ero paspylweHus WnvM  Hanuuusi
nedeKToB.

TpeﬁOBaHMﬂ K MCnosfib3oBaHUKo

MporpammHoe obecneyeHne [OMKHO MCMONb30BaThCs U OBCMYXMBATLCS
CTPOro B COOTBETCTBUM C OMUCAHUSIMW U  UHCTPYKUMsIMM  Komnanuu,
npuBeAEHHbIMU B JAHHOM W ApYyrux AokyMeHTax KomnaHuu, B TOM uucne Ha
noptane oOHNawH  OOKyMeHTauuu ans paspaboTtumkoB  KomnaHuu
(http://developer.aladdin-rd.ru/).

Ucnonb3oBaHue MO

Monb3oBaTtens BNpase:

- BOCMnpou3BoAuTb no I'IyTéM 3anucn ero B NamMATb 3NEKTPOHHO-
BbI4UCIIUTESTbHbIX MawunH Monb3oBaTtens, orpaHun4yeHHoe npasom
NHCTaNNAunn, KonupoBaHnA 1 3anycka nporpamMm and 3BM;

- BCTpamBaTb MO nto6biM cnocobom B NpOoAYKTbl N pelleHna Monb3oBaTens;

- pacnpocTpaHsATb MO no6biM CNOCO60M UCKMIOYUTESBHO B COCTaBE NPOAYKTOB
1 pelweHui MNonb3oBarens.

Mpyn wucnonb3oBaHun u pacnpoctpaHeHun [1O [Monb3oBatens o0653aH
PYKOBOACTBOBaTLCA  AEWCTBYIOLWMM  3aKkoHodaTenbcTBOM  Poccuiickoi
defepaumn U MexOyHapoAHbIM 3aKOHOAATENbCTBOM, YUYUTbIBAsH OrpaHNyeHus
N OononHuTenbHble TpeboBaHWs, KOTOpble MOryT BO3HMKaTb B CBA3N C
9KCMOPTOM  LUIMAPOBarnbHbIX (KpunTorpadmMyeckmx) CpeacTB C TeppuTopumn
Poccuiickon ®epepauum M UMNOPTOM TakUx CPeAcTB B Apyrne cTpaHbl. B
YaCTHOCTU, OrpaHUYeHUst U AOMOSHUTENbHbIe TpeboBaHUS MOryT BO3HMKATb
npu pacnpoctpaHeHnn MO 4epe3 MarasuHbl MPUNOXEHWA, codepKaline
pasnuyHble NPUNOXEHNs ANt MOBUIBbHBIX YCTPOMCTB.

AO «AnadduH P.[.», 1995—2023 e. Pykosodcmeo aOMuHuUcmpamopa. YcmaHoseka u obcryxusaHue Llenmpa cepmucpukayuu Aladdin
Enterprise Certificate Authority
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YcnoBus CMOsb30BaHWs!, U3NOXEHHbBIE B HACTOSILLEM COMaLleHnm, 4eNCTBYIOT
B OTHOLLEHWUK Bcero coaepxumoro MO, B HaCTHOCTU B OTHOLLUEHWW: - Au3aiiHa
(rpadvkm, pacrnonoXeHusi aNeMeHToB ohopMneHust U T.0.);

- BCEX MHbIX 3/IEMEHTOB, B TOM YKCIIe U306paxKeHUi, (hOHOrpamMmm, TEKCTOB.

Monyyaemble Monb3oBaTeNneM HEUCKIIOUUTENBHbIE MMYLLEECTBEHHbIE NMPaBa He
BKMIOYAIOT MpaBa Ha nepefjavy TpeTbMM nuuaM Kakux-nubo npae Ha
BCTpaviBaHWe, BOCMPOU3BEAEHWE, PAacNpoCTpaHeHWe U  WCMoNb3oBaHUe
nporpamm Anst 3BM He B cocTaBe npoaykToB v pelueHuii Monb3osaTens.
KomnaHusa coxpaHsieT 3a coboii Bce ucknounTenbHble npasa Ha MO wu
BXOZSLIME B HEro KOMMOHEHTbI, BKMYasi MpaBa Ha NpefocTaBneHune
HEUCKMIOUNTESBHBIX U UCKIMOYUTENBHBIX NPaB TPETLUM NULaM.

Monb3oBaTtenb BhpaBe OCYLECTBNSATL Wcnonb3oBaHwe MO B npegenax,
NpeaycMOTPeHHbIX  HacToswmm  CornmalleHueMm,  UCKIIYUTENbHO — Ha
Tepputopumn Poccuiickon ®egepaunn.

O6cnyxuBaHue u noanepxka

KomnaHns He Hecé€T o6asaTenbcTB MO NpedoCTaBlEeHUI0  MOAAEPXKM,
obcnyxusaHns, MoandukaLmm Unu Beixoay HoBbIX penunsos MO.

OrpaHuyeHHas rapaHTus

KomnaHusi rapaHTupyeT, 4TO nporpamMMHoe oGecrneyeHne C MOMEHTa
npuobpeTtennss ero Bamu B TeyeHne 12 (mBeHapuatu) mecsiueB Oynert
(hbYHKUMOHMpPOBaTH B NofHOM COOTBETCTBUM c ero
TEeXHUYECKOW/aKCNyaTaLMoHHOWM AOKyMeHTaumel, npu ycnosuu, 4yto MO 6yaet
ucnonb3oBaTbCs  Ha  KOMMbIOTEPHOM annapaTtHoM obecnevyeHnun u c
onepaLyoHHOW CUCTEMOM, AN KOTOPOW OHO Gbino paspaboTaHo.

OTkas oT rapaHTum

KomnaHusi He rapaHTUpyeT, 4TO mporpaMmHoe obecneveHne 6Gyaet
COOTBETCTBOBaTbL Balium xenaHusim v TpeboBaHusiM, Unu 4To ero pabota
6ynet 6ecnepeboiiHoin unu BesowmnboyHol. B o6bEME, NpeaycMoTpeHHOM
3aKoHodaTenbCTBOM P®, KOMNaHWsi OTKPLITO OTKa3blBAETCA OT BCEX rapaHTwid,
He OroBOPEHHbIX 3[E€Ch, OT BCEX MHbIX NOApa3yMeBaeMblX rapaHTuii. Hu oauH
M3 [unepoB, AWUCTPUOLIOTOPOB, MPOAABLOB, areHTOB WU  COTPYAHWKOB
KOMMaHWN He YMOMHOMOYEH MPOMU3BOAWUTL MOAUUKALMM, PacLUMpPeHUst Unu
[I0NONHEHUS K AAHHON rapaHTuu.

Ecnu Bel nponssenu kakve-nnbo mopgudvkaumm MO unm nio6on s ero vyacten
BO BpemMsa rapaHTuiiHoro nepwoga, O noaBeprrnock MNOBPEXAEHWIO,
HEOCTOPOXHOMY UNi HenpasubHOMY obpalLleHuto, ecnv Bl HapyLumnu noboe
13 ycrnoeuii Hactosiero CornalieHus, TO rapaHTus, ynomsiHyTas Bbllle B
paspgene 5, 6yaet HemeAneHHo npekpalleHa.

[apaHTus HepencTBuTenbHa, ecnu MO mncnonb3yeTcs B COMETAHUN C UHBIM
annapaTHbIM W/Wnu NporpaMmHblM obecneyeHnem, OTIMYHBIM OT OMUCaHHBIX B
TEXHWYECKOW/3KCNIyaTauMOHHOW AOKYMEHTauuMW, WNu  MCNonb3yeTcs Ha
KOMMbloTepe C oObIM YCTAHOBMEHHLIM HENWLIEH3VOHHBIM  MPOrPaMMHbIM
obecneyeHnem.

OrpaHquHMe BO3MeLleHus

B cnyyae HapylieHWsi rapaHTuW, OroBOpeHHOW Bbille, KomnaHusi MoXeT no
COBCTBEHHOMY YCMOTPEHWUIO:

- 3aMeHuTb MO, ecnu 3To He NPOTUBOPEYNT BbILLIEYNOMSIHYTOMY OFpaHUYEHo
rapaHTum;

- BO3MECTUTb CTOMMOCTb, BbinnayeHHyto Bamu 3a MO.

[apaHTuiiHble Tpe6GoBaHUS AOIKHbI ObITh BbICTABMNEHbI B MMCbMEHHOM BUAE B
TeYeHUe rapaHTUMHOro nepuoaa, HO He no3aHee 7 (cemu) OHeN C MOMeHTa
obHapyxeHns pgedekta, W codepxaTb B cebe MNOATBEPXKAEHWS,
yoosneTeopsiowne Komnaxuto. Beé MO (Bce ak3eMnnspbl, umetowmecs y Bac)
[OMKHO ObiTb BO3BpalleHo KomnaHuum v OTnpaBneHo BoO3Bpallarollen
CTOPOHOW C OMnayYeHHOM CTOMMOCTbIO MEepPeBO3KU U, NMpU HeoBGXoaMMOCTH,
cTpaxoBku. Akdemnnsipbl MO AomkHbI GbITe OTNPABNEHbI C KONUen NNaTEXHbIX
[OKYMEHTOB W HaknagHbIX. VckrnoyeHre KocBEHHbIX YBbITKOB

CTopoHbl npusHatoT, 4To [lporpammHoe obecneyeHve He MOXeT ObiTb
NONMHOCTbIO NULLEHO OLWMBOK. KoMnaHus He HECET OTBETCTBEHHOCTM (Kak B CUny
[I0roBOpa, rpaxAaHCKoro npaBoOHapyLUEHWs, BKIOYasi XanaTHOCTb, Tak U B
ntobort nHon dpopme) nepen Bamu unu nio6oi TpeTbei CTOPOHON 3a niobble
notepu unu ybbITkM (BKIOYas KOCBEHHble, hakTuyeckue, noboyHble wnmn
noteHuManbHble yObITKM), BkMovas, 6e3 orpaHnyeHuid, nobble notepu unm
y6bITKM NpUBLINBHOCTM Bu3Heca, MOTEp0 LOXOAHOCTUM WNW  penyTauuu,
YTPaYEHHYI0 UMM UCKAKEHHYIO MHADOPMAaLIMIO UMW JOKYMEHTALMIO BCNEACTBUE
Kakoro-nmbo WCMonb3oBaHWs [aHHOTO MPOrpaMMHOro obecneveHust w/vnu
nobort  KOMMOHEHTbl AAHHOrO Mo, AaxXe €ecnv  KOMMaHWs  NUCbMEHHO
yBe[JOMIIeHa O BO3MOXHOCTU NOA0GHbIX Y6bITKOB.

OrpaHquHwe OTBETCTBEHHOCTU

B Crnyyae ecnu, HeCcMOTpsA Ha YCNoBUA OaHHOro cornaweHud, KomnaHusa
npusHaHa OTBETCTBEHHON 3a y6bITKM Ha OCHOBaHUN Kakux-nnmbo nedekToB unm
HeCOOTBEeTCTBMA MNporpaMmmMHOro obecneyeHns Bawwum oxugaHusm, nonHas
OTBETCTBEHHOCTb 3a Kaxabl 3K3emnnsip AeeKTHOro NporpamMmmHoro
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obecneyeHusi He ByaeT NpeBbIWaTh CYMMbI, BbinnadeHHon Bamu A O «A 71 a
anuu P.J.»3aaTtolO.

MpekpaleHre 4eCTBUA COrmnalleHus

B cnyyae HeBbinonHeHus Bamu ycnosuit paHHoro CornaiieHvsi gewcteue
Bawwuen nuueHsum n Hactoswero Cornatwenusi 6yaeT npekpatleHo.

Mocne npekpalleHns AeAcTBUS AaHHOrO JIMLEH3MOHHOIO cornalleHus:

- NMUeH3Vs1, NpegocTaBneHHas Bam fgaHHbiM CornallueHnem, npekpaiiaeT cCBoé
peicteue, M Bbl nocne eé npekpalleHWs He CMoOXeTe NpoaomkaTb
harnbHelLwee UCnonb3oBaHue AaHHoro MporpaMmMHOro obecneyeHust U Apyrux
NULEH3NOHHBIX MpoayKTOoB;

- Bbl HE3aMeanuTensHo BepHETe B KomnaHuio Bce ak3emnnspbl 10 v Bce konun
TakoBoro u/wnu cotpérte/yganvte nobyio MHGOpMauuio, coaepxallyiocs B
3MNEKTPOHHOM BUAE.

I'Ipwmel-mmoe 3akoHoaaTesnbCTBO

NanHoe CornaweHne [OMKHO OblTb  MCTONMKOBAHO W OMNpeaeneHo B
COOTBETCTBMM C  3akoHogaTenbctBoM  Poccuiickon  ®depepaummn  (3a
MCKIIOYEHVEM KOH(NMKTA NPUMEHEHNS MPaBOBbIX HOPM), M TONIbKO POCCUACKUIA
cyA, YNorIHOMOYEH OCYLLEeCTBNSATL NPaBOCyAME B NMOOLIX KOHDIMKTaX U criopax,
BbITEKaOLLMX 13 AaHHoro CornalieHunsi. HeBo3MOXHOCTb A5 Nto6oi 13 CTOPOH
BOCMOMNb30BaTbCA NOObIM U3 NpaB, NPefoCTaBMEHHbIX €W Mo AaHHOMY
CornalleHuio, Unu NpUHATL Mepbl NPOTUB APYroi CTOPOHbI B criyyae ntoboro
HapylweHns cBoumx obsasatenbcTB  no  CormaweHuio  He  JOIHKHO
paccmaTpuBaTbCs Kak OTKa3 3TOW CTOPOHbI OT MOCMEAYHLLEro NOHYXAEeHUs K
NPU3HAHWIO CBOMX MNpaB VN COBEPLUEHMIO NOCNeAyoLmnX AeCTBAN B criyvae
[anbHENLNX HapyLUEHWIA.

[ocynapcTBeHHOE perynupoBaHne 1 3KCMOpPTHBIA KOHTPOIb

Bbl cornawaetech ¢ Tem, 4to [0 He 6yaeT Bamu noctaBnatbes, nepeaasaTbes
WM 3KCNOPTUPOBATLCS B KakKyto-nMMBo CTpaHy, a Takke NCMonb30BaTbCsA KakiM-
nmbo npoTUBOPEeYallMM 3aKOHY W YCIOBUSM HacTOSILLEro cornawleHus
obpasom. MO sBnseTcA NnpeaAMETOM JOMOMHUTENBHOIO 3KCMOPTHOrO KOHTPONS,
oTHocsiwerocs k Bam unu Bawwein opucamkumn. Bel rapaHTtupyete, 4to 6yaete
cobniopgaTte HaknafbiBaeMble OrpaHMYeHnst Ha aKkenopT v peakcnopt MO.

PasHoe

Hactosiwee CornaweHve npegacraeBnser cobol nomHoe cornawliexue,
oTHocslleecs K [OaHHOW IULEH3WU, U MOXeT ObiTb WM3MEHEHO TOMbKO
NoCPEeACTBOM NMUCbMEHHOTO COrnalleHusi, NoAnMCcaHHOro 06erMu CTOpoHaMu.
Ecnu BbiNonHeHue  kakoro-nu6o  ycrnosusi HacTosiwero  CornaweHust
npeacTaBnseTca HEBO3MOXHbIM, Takoe YycroBue OyaeT CKOppeKTMpOBaHO
TONbKO B MNpegenax, 06ecneymBaioLyx BO3MOXHOCTb BbINOMHEHWSI JaHHOTO
yCroBusi.

A MPOYUTANT N MNOHAN HACTOALWEE JUUEH3VOHHOE
COMALWEHWME, N COIMMACEH BbINOMHATE BCE EMO0 YCNOBUA. A
MPUHUMAIKO OAHHOE JIMLUEH3MOHHOE COIMALWEHVE LENMKOM.
ECNMN A HE NPUHVMAIO 3TO NULIEH3MOHHOE COIMMAWEHVE WA
XOTA Bbl OAMH M3 Er0 MYHKTOB, TO OAHHOE NWLIEH3WOHHOE
COMALWEHME HE BCTYNAET B CUlly, U A OBA3YIOCb HE
YCTAHABJIMBATb W HE WCMONBL30OBATBAAHHOE [MPOMPAMMHOE
OBECMNEYEHVE.
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AHHOTALNA

HacTtosAwmn gokymMeHT npeacraBnseT cobon nepByto YacTb PYKOBOACTBA agMUHUCTpaTopa NporpaMMHOro
cpeactBa «LleHTp cepTudmkator goctyna Aladdin Enterprise Certificate Authority Certified Edition»?.

[okymeHT npegHasHayeH Ans agMUHUCTPaTOPOB NporpaMMHoOro cpeactasa «LeHTp cepTtudukaTtoB goctyna
Aladdin Enterprise Certificate Authority Certified Edition», pernameHTupylowmnx npaesa JocTyna cyObekToB K
obbeKkTam 1 BBeAeHNE OrpaHNYeHUn Ha AeUCTBMSA NONb30BaTENEN, a Takke Ha U3AMEHEHNE YCNOBUIN 3KCNyaTaLmu,
cocTaBa U KoHUrypauum nporpaMmHbIX 1 MporpaMMHO-annapaTHbIX CPeacTB.

PykoBoacTBO onpegensieT nNOpsifoOK MOArOTOBKM WM YCTaHOBKM MporpamMmHoro cpegctea  «LleHTp
ceptudmkatoB pgoctyna Aladdin Enterprise Certificate Authority Certified Edition». [lNMepea akcnnyatauuen
NPOrpaMMHOro cpeacTBa PeKOMEHAYeTCsi BHUMATENBHO O3HAKOMUTBCS C HACTOSALLMM PYKOBOACTBOM.

Xapaktep W3NOXeHWst MaTepuana [gaHHOro pyKOBOACTBa Mpefnonaraet, 4TO Bbl 3HAaKOMbl C
onepaunoHHbIMKU cMcTeMamu ceMencTia Linux, Ha KoTopbix paboTaeT nporpamma v Briageete 6a30BbIMY HABLIKAMM
aAMUHUCTPUPOBaHNA ANnd paboTbl B HUX.

HacToswwmn goKkyMeHT OpMEeHTUPOBaH Ha aaMUHUCTPATOPOB 6Ee30NacHOCTU, OTBETCTBEHHbIX 3@ YCTAHOBKY,
HaCTPOWKY 1 COMPOBOXAEHNE cucteM 6e30NacHOCTN opraHM3auuu.

HacTtoAwmn gokymeHT cooTBeTcTByeT TpeboBaHuaM K pa3paboTke aKkcnnyaTauMOHHOW OOKYMeHTauuw,
onpenenéHHbiM B MeTOOUYECKOM AOKyMeHTe «TpeboBaHust no Ge3onacHoCTU nHopMaumm, ycTaHaBnmuaatowme
YPOBHM [OBEpUst K CpeacTBaM TEXHUYECKOW 3alimTbl MHopmaumm n cpegcteaMm obecneyeHuns 6e3onacHoOCcTU
NHOPMAaLIMOHHBIX TEXHOIOMNAY, yTBEPXAEHHOTO nNpukasam PCTIK Poccun ot 02 utoHsa 2020 r. Ne76 no 4 ypoBHIO
aoBsepusi.

Tabnuua 1 — CooTBeTCTBUE AOKYMEHTaLmMn TpeboBaHusaM aosepus — pa3gen 16 « TpeboBaHus Kk paspaboTke

SKCNMyaTaUMOHHON JOKYMEHTaLumn»

TpeboBaHusa gosepus
(16.1 PykoBoacTBO agMunHMcTparTopa
OOJDKHO cofepKaTb onucaHme)

Pasgen HacTosiwero OOKYyMeHTa, B KOTOPOM npeacTtaBJieHoO
cBMaeTenibCTBO

OencTBnn No NpUEMKe NOCTaBIEHHOro

yacTb 1, pasgen 3 «[Jenctesus no npuémke»
cpeacTea

OevcTBun no 6e3onacHomn ycTaHOBKe yactb 1, pasgen 1, nogpasgen 1.7 «[enctBuss no 6GesonacHom
W HacTpoWike cpeacTBa YyCTaHOBKe 1 HaCcTpoWKe NporpaMmmbl»

OencTBuin No peanusaunm yHKLMIN
BesonacHocTu cpefbl
dYHKUMOHNPOBaHUA cpeacTea

yacTtb 1, pa3gen 1, nogpasgen 1.8 «[lencTBusa No peanuaaumm QyHKLNUA
©e3onacHoCcTu cpeapbl PYHKLUMOHUPOBAHMS NPOrpaMmbl»

,D,OKyMeHT pekomMeHOOBaH KakK ana nocriegoBartesnibHOro, Tak u angd BbI6OpOLIHOFO n3y4vyeHus.

! lanee no OOKyMEHTY — nporpamma, nporpamMmmHoe cpeacTeo, Aladdin eCA CE
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1 BBEAEHWNE

1.1 Ha3HauyeHue nporpammbl

MporpammHoe cpeactBo «LleHTp cepTudpmkaToB goctyna Aladdin Enterprise Certificate Authority Certified
Edition» npegHasHavyeHo pAns 3awuTbl MHGOPMaLMK aBTOMATU3MPOBAHHBLIX (MHOPMALIMOHHBIX) CUCTEM U
MCMomnb3yeTcsi COBMECTHO C JApyrMMM CpeacTBamMy  3awutbl MHoOpMauum Ons  opraHusauuMu npoLeccoB
naeHTMdurKaLmMm 1 CTporon ayteHTMduKaumm nonb3oBaTenen, 3awmTbl CepBEPHON MHAPACTPYKTYPbl U YCTPONCTB
ceptucmkatamu.

1.2 DYHKUMUN NPOrpamMmbl

MporpammHoe cpeacteo «LleHTp ceptudpmkatoB gocrtyna Aladdin Enterprise Certificate Authority Certified
Edition» (ganee - Aladdin eCA) peanuayeT cnegyroLime OCHOBHbIE (PYHKLUN:

e  BbinNyck cepTndomnkaTos LieHTpa cepTndomnkaumm;

e  BbINYCK CEpTU(MKaTOB ANt CyOBbEKTOB JOCTYNa;

e  3KCMOPT OTKPLITOrO Krtoya ceptudmkara, cepTudmkata B KOHTenmHepe #pkcs12 (C 3aKpbITbiM KIHOYOM),
LieMnoYKn cepTndMKaToB LieHTpa cepTUuKaLmm Ha KIoYEBOW HOCUTEND;

e yMpaBreHWe cTaTycoM cepTudmkarta AocTyna (0To3BaTb WM MPUOCTaHOBUTL OENCTBUE BbIMYLLEHHOIO
cepTudmkaTta cybbekTa, akTMBMpOBaTh);

e  hbopmMmpoBaHMe crnMcka BCex BbINYLLEHHbIX cepTUdunkaToB B charin dopmata, yaobHOro Anst IpocMoTpa;

e yMpaBfeHUe y4YeTHbIMM 3anuMcsiMM  Nomnb3oBaTenen  (Co3gaHue, HasHavYeHue ponv,  yaanedwve,
penakTMpoBaHWe, HasHavYeHne JoCTyna K CyObekTam pecypCHbIX CUCTEM);

e  yMpaBreHNe pecypcHbIMU cucteMamm (MOOKMYEHNE, OOHOBMEHUE Crivcka rpynmn 1 CyObEKTOB);

e  yMpaBfEHUE CNNCKOM OTO3BaHHbIX CEPTUGMKATOB (HacTporka neprmodoB dopmmnpoBaHus 1 aenctems CRL,
ny6nvkaumsa CRL B py4HOM pexume);

e peructpauus LieHTpoB Banuaaumuy;

e  YMPaBfEHUE >XXypHarnoMm COObITUM (apXxuBaumsl, OYMCTKA, SKCTOPT >XypHana cobbiTA MO BbiOpaHHbLIM
Kputepusam);

e  pasrpaHuyeHue 0OoCTyna K nHTepdency u gyHKUMoHany nporpamMmmbl (Ha OCHOBaHUK POren).

1.3 OCHOBHbI@ KOMMNOHEHTbI

«UeHTp cepTudpmkatoB goctyna Aladdin Enterprise Certificate Authority Certified Edition» aBnseTcs KnueHT-
CepBEPHbIM BED-NPUNOXEHNEM U BKITHOYAET NPOrPaMMHBINA KOMMOHEHT:

e RU.ANMOE.03.01.038 LieHTp ceptudmkaumm Aladdin Enterprise Certificate Authority?, cocTosimi us:

- RU.AJNIQE.03.01.040 CepBepHas 4acTb UueHTpa cepTudukauun. CepBepHas 4YacTb LeHTpa
cepTudukaumm peanusyeT yHKLMU NPOrpaMMHOro cpeacTtea, Ans BbINOMHEHUS KOTOPbIX OHO
npegHasHa4YeHo B 3aJaHHbIX YCNOBUAX NMPUMEHEHNS.

- RU.AJNOE.03.01.041 KnuneHTckas 4acTb UeHTpa cepTudmkaummn. KnmeHTckas 4acTb UeEHTpa
cepTudmkaumm peanudyet MHTepdenc, ¢ NOMOLLb KOTOporo obecrneymBaeTcsl B3anmoOencTeue
nonb3oBartens u nporpammHoro komnoHeHTa «RU.AJIOE.03.01.040 CepBepHas 4actb LleHTpa
cepTudukaLmmy.

1.4 KoMnneKT nocTtaBKu

KomnnekT noctaBku BKIto4YaeT B cebs:

e [lporpammHoe cpefctBo «LleHTp ceptudpmkatoB goctyna Aladdin Enterprise Certificate Authority Certified
Edition» Ha HocuTene onTuyeckon 3anucy (rpm-naket ang ycraHosku Ha OC PEL, OC 7.3 unn Anbt Cepaep 10, deb-nakeT
Ans yctaHoBkmM Ha Astra Linux Special Edition 1.7 CMoneHck);

2 [lanee no TeKCTy — NPOrpaMMHbI KOMMOHEHT, KOMMOHEHT, Aladdin eCA, AeCA
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Konusa cepTundmkaTta CoOOTBETCTBMSI CUCTEMbI CEPTUDMKALIMN CPEACTB 3aLLMThl MHdopMaLmm no TpeboBaHWsSM
6e3onacHocTh nHgpopmauum (per. Ne POCC RU.0001.016M100) B umMdpoBOM mnm BymarkHoM BUAE;

KoHTponbHble cymMbl OUCTpUBYTMBOB nporpammbl (rpm 1M 1 deb-nakeTbl) U UCNONHAEMbIX Oannos (CMm.
Tabnuua 6) nporpamMmHoro cpeacTea «LleHTp cepTudomkaToB goctyna Aladdin Enterprise Certificate Authority Certified
Edition» Ha HocuTene onTUYECKON 3anncy;

OKcnnyaTtaumoHHas AOKYMeHTaUms:

«UeHTp ceptudmkatoB pgoctyna Aladdin Enterprise Certificate Authority Certified Edition.
dopmynapy»;

«UeHTp ceptucpmkator goctyna Aladdin Enterprise Certificate Authority Certified Edition. ®opmynsp.
MpunoxeHune. CBnaeTenscTBa 0 NPUEMKE, YNAKOBKE Y MapKNpPOBKEY;

«LUeHTp ceptuchukatos gocrtyna Aladdin Enterprise Certificate Authority Certified Edition. Onncaxne
NPUMEHEHNS»;

«UeHTp ceptudmkatoB pgoctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoactBo agmuHuctpaTtopa. Yacte 1. YctaHoBka u obcnyxmBaHue LleHTpa cepTudukaumm
Aladdin Enterprise Certificate Authority»;

«UeHTp ceptudmkatoB poctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoactBo agmuHucTpaTopa. Yactb 2. ®yHkumm ynpasBneHusa LleHTpa ceptudpmkaummn Aladdin
Enterprise Certificate Authority»;

«UeHTp ceptudmkatoB poctyna Aladdin Enterprise Certificate Authority Certified Edition.
PykoBoacTtBo agmuHuctpartopa. Mpunoxernne 6. Onncanne REST-API»;

«UeHTtp ceptudmkatoB poctyna Aladdin  Enterprise Certificate Authority Certified Edition.
PykoBoacTBO nomnb3oBaTens».

NMA naKeTa KOMMNOHEHTOB NOCTAaBKU

MMsi nakeTa KOMNOHEHTOB MNOCTaBKW NpeAcTaBneHo B hopMaTe:

1.6

<name> - Ha3BaHWe KOMMOHEHTAa;
<major_version> - MaXKopHas BepCusa KOMMOHEHTa;
<minor_version> - MMHOpPHasi BEPCUS KOMIMOHEHTA;
<release> - HOMep penun3a KOMMOHEHTA;
<build_number> - HomMep cOopKY;

<arch> - Lenesas apxutektypa.

AocTynHble ponu

YnpaBneHve LeHTpaMu cepTudmKaLmnm oCyLLECTBIIAIOT COTPYAHMKN OpraHu3aumu, obnagaroLwime npasamm
agMuHUCTpaTopa 1 onepaTopa, B COOTBETCTBUM C HA3HAYEHHBIMU MpaBaMu.

[Ona 6e3onacHon n ycnewHon akcnnyataumm MO «LleHTp ceptudmkatoB goctyna Aladdin Enterprise
Certificate Authority Certified Edition onpegensioTcs cneayowue ponu:

onepartop. Monb3oBaTens ¢ ponblo «Onepatop» AOMKeH obnagaTb NpaBamy Ha paboTy ¢ cyGbekTamm
rpynnbl, Hag, KOTOPO OH MOXET OCYLLIECTBNSATbL CBOM porieBble Mpaea, U NprHaanexalymm UM ceptudomkaTamu (BbInyck,
OT3blB, NPMOCTaHOBKA M BO30GHOBIIEHWE cepTudmKaTa), UMeTb NONHOMOYMSA 3arnycka OGHOBINEHMS Crivicka CyObeKToB U3
HACTPOEHHOTO UCTOYHMKA. [ns KoHkpeTHoro «OnepaTtopay» MOXHO OrnpeaenuTb nepeveHb CyObekToB, Haf KOTOPLIMU OH
MOXeT OCYLLECTBMSATL CBOW pOSeBble NpaBa, a Takke nepeyeHb rpynn CyGbeKToB, Hag 3MeMeHTamMy KOTOPbIX OH MOXeT
OCYLLIECTBIATL CBOW pOreBble Npasa.
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e agmuHucTpaTop. lNMonb3oBaTerb ¢ Porbio « AOMUHUCTPATOP» AOIMKEH UMETb HEOrPaHUYEHHbIE NMpaBa JocTyna
K OMepauyMoHHON CCTEME 1 CepBepy, Ha KOTOPOM Pa3BEPHYTO MporpaMMHoe cpeacteo «LieHTp cepTndmkaToB gocTtyna
Aladdin Enterprise Certificate Authority Certified Edition», a Take goctyn 4yepe3 web-uHTepdeinc nnm nporpaMMHbIn
nHTepdenc API K pyHKUMOHabHLIM 3aga4am, K oyHKLMAM ynpasneHus y4eTHbIMu 3anucamm LieHTpa cepTtudomkaummn. Bece
YYETHbIE 3anMcy MOryT ObITb CO3AaHbl, OTPEAAKTMPOBaHbI, yAarneHbl Unn 3abnokMpoBaHbl aAMUHNCTPATOPOM.

[ocTynHble OencTBus Ans CyLLIEeCTBYOLWMX ponein nonb3oBaTenen NnporpaMmmMHOro cpeacTsa npuseneHsl B
Tabnuua 2.

Tabnvua 2 — MonHomouusi nonb3oBaTenen NporpaMMHoro cpeacTea «LleHTp cepTudmkatos goctyna Aladdin

Enterprise Certificate Authority Certified Edition»

o Bo3moxHble ponuv nonb3osaTenemn
Tvin gencTBms, OCyLLIECTBNSEMOro Nonb3oBaTtenem, Hag o6beKToM
nporpaMmmel
porp Onepartop AgmuHucTpaTop
YcTaHoBKa unu obHoBNeHme nporpaMmbi - +
YcTaHOBKa NMLUEH3MN Ha nporpaMmmy - +
BHeceHne nameHeHni B KOHUrypaumoHHyo nHbopmaLmto i +
nMUeH3nu Ha nporpaMmmy
MpocmoTp nHgopmauumn o nuueHsnn Ha Mo - +
MHnumanusaumsa ueHTpa ceptudukaumm - +
YTteHune KoHdMrypaunmoHHon nHchopmMaLmm o nraHax apxveaumm B ) +
aBTOMaTUYECKOM pexume 13 6asbl JaHHbIX
BHeceHne nameHeHn B KOHOUrypaumoHHyo nHpopmawmio o i +
nnaHax apxmBauum B aBTOMaTM4YeCcKoM pexrnme 13 6asbl AaHHbIX
YTteHune KoHdUrypaunmoHHomn nidopmMauumn o ysegomneHmsx oo +
NCTeYEeHMM cpoka AencTBus cepTudmnkaTta
BHeceHne nsmeHeHun B KOHPUrypaumoHHyo nHdopmMaLmio o ) +
yBegomIreHnax ob ncreyeHmmn cpoka gencTeus ceptudmkara
MpocMoTp XypHana cobbiTui - +
Apxu1Bauus xXypHana cobbITui - +
OKCnopT XypHana cobbiTui - +
lMpocmoTp cnucka cepTudmkaTos LeHTpa cepTudmkaumm (Ceoun n i +
NOAYMHEHHbIE)
YnaneHue ceptudmkata LeHTpa ceptudumkaumm - +
MpocMoTp Llenoyku cepTudUuKaToB LeHTpa cepTudukaunm - +
CkaymBaHue LenoYkun ceptTudmkaTos LeHTpa cepTudmkaumm - +
CkaumBaHue cepTudukaTa LeHTpa cepTudunkaumum - +
CkauymBaHue cepTudukata LeHTpa cepTudnkauum B KOHTEHepe +
#pkcs12
MoanucaHue 3anpoca Ha cepTudukaT NOAYNHEHHOIO LEeHTpa +
cepTudmnkaumnm
MmnopTupoBaHue cepTudurkata LueHTpa ceptudumkaumm i +
(akTMBaumsa ueHTpa cepTudrKaunn)
CospaHue cepTMdukaToB JOCTyMNa ANt NOMIHOro Habopa cybbekToB i +
peCypCHbIX CUCTEM
CospaHune cepTndukaToB fOCTyNa Ans orpaHU4eHHoro Habopa +
CyOBbEKTOB PECYPCHBIX CUCTEM
AO «AnadduH P.[.», 1995—2023 e. Pykosodcmeo aOMuHuUcmpamopa. YcmaHoseka u obcryxusaHue Llenmpa cepmucpukayuu Aladdin
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_ Bo3moxxHble ponu nonb3oBaTenemn
Tun gencTBums, oCcyLLLEeCTBNAEMOro nofnb3oBarenem, Haa 06 bLEKTOM
nporpaMmmel
porp OnepaTtop AgmMuHucTpaTop
MpocmoTp cnucka cepTudpmkaTtoB AocTyna Ansd nosHoro Habopa i +
CyOBbEKTOB PECYPCHbIX CUCTEM
MpocmoTp cnucka cepTudpmkaTtoB JocTyna A5 OrpaHUYeHHOro + +
Habopa cyObEKTOB pecypCHbIX CUCTEM
OKCNopT cnucka BbiNyLLEHHbIX cepTnduKaToB Ans NonHoro Habopa +
CyOBEKTOB pECYPCHbIX CUCTEM
OKCMopT cnmcka BbIMyLLEHHbIX CepTUdUKATOB AN OrpaHUYEHHOro + +
Habopa cyOBbEKTOB peCcypCHbIX CUCTEM
CkauymBaHue cepTudumkaTa goctyna ans nonHoro Habopa i +
CyOBbEKTOB PECYPCHBIX CUCTEM
CkaumBaHue cepTudumkaTa goctyna ans orpaHM4eHHoro Habopa + +
OOCTYMHbIX CYOBEKTOB PECYPCHBIX CUCTEM
CkaumBaHue cepTudmkaTta goctyna cybbekta B KOHTENHEPE ) +
#pkcs12 gna nonHoro Habopa cybbEKTOB pECYPCHbIX CUCTEM
CkaymBaHue cepTudumkata goctyna cyobekTa B KOHTEHepe
#pkcs12 gna orpaHnyeHHoro Habopa CybbEKTOB pPeCypCHbIX + +
cucTem
CkaymBaHue ueno4kun ceptudmkaTos ansa nonHoro Habopa +
CyOBEKTOB PECYPCHbIX CUCTEM
CkaumBaHue uenoykun ceptncmkaToB Ans orpaHnYeHHoro Habopa + +
CyOBbEKTOB PECYPCHBIX CUCTEM
YnpaBneHue ctatycom ceptudmkaTa goctyna cyobekTa ans i +
nonHoro Habopa cybbEeKTOB PECYPCHBIX CUCTEM
YnpaBneHue ctaTtycom cepTudmkaTta goctyna cybbekta ans + +
orpaHn4yeHHoOro Habopa cybbeKTOB PECYPCHBIX CUCTEM
CospgaHve y4éTHOM 3anncu ¢ onpegeneHmem ponu ans cybbLektos i +
pecypCHbIX CUCTEM
YnpaBneHue y4€THbIMU 3anMcsaMn CyObEKTOB PECYPCHBIX CUCTEM - +
MpocMOTp YY4ETHBIX 3anucen CyObeKTOB PECYPCHBIX CUCTEM - +
lMpocMOTp OrpaHMYEHHOro cnucka CybbeKToB PeCypCHbIX CUCTEM + +
MpocmoTp NOMHOro cnucka cybbekToB PECYPCHBIX CUCTEM - +
MpocmMoTp cnmcka NonHoro Habopa 3aperncTpMpoBaHHbIX i +
PECYPCHBIX CUCTEM
MpocMoTp cnucka orpaHMyYeHHoro Habopa 3aperncTpupoBaHHbIX + +
PECYPCHBIX CUCTEM
Perncrpaumsi pecypcHbix cuctem - +
O6HoBneHne nonHoro Habopa cy6bLEKTOB PECYPCHBIX CUCTEM - +
O06HoBMEHNE orpaHMYeHHOro Habopa cyGBHEKTOB PeCYPCHbIX + +
cucTem
lMpocMOTp cnmcka 3aperMcTpupoBaHHbIX LLIEHTPOB Banvaauum - +
YnpaBneHne HaCTPOMKOM OOHOBIIEHUSA CMNCKOB OTO3BaHHbIX +
cepTMdunKaTos
OKCMNopT Cn1cka 0TO3BaHHbIX CEPTUUKATOB - +
AO «AnadduH P.[.», 1995—2023 e. Pykosodcmeo aOMuHuUcmpamopa. YcmaHoseka u obcryxusaHue Llenmpa cepmucpukayuu Aladdin
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Tun gencTBums, oCcyLLLEeCTBNAEMOro nofnb3oBarenem, Haa 06 bLEKTOM BoamoxHble ponu nonb3osarenei
fporpamme! Onepatop AgoMunHucTpaTop
MomeHTanbHasa nybnukaumsi cnmcka oTo3BaHHbIX cepTudmkaToB - +
Perncrtpauus ueHTpa Banugauunm - +
MpocmoTp Habopa wabnoHoB cepTudmnkaTos - +
CospaHue HoBoro wabnoHa ceptudurkaTa - +
MmnopT wabnoHoB cepTudunkaTos - +
PepaktMpoBaHue co3gaHHbIX WabnoHOB cepTUdUuKaToB - +
YpaaneHne co3gaHHbIX WabnoHoB cepTudunkaTos - +
lMpocMoTp cnucka paspeLlénHbIX n3gatenen - +
YnpaeneHue NpoBepKoO n3gatens - +
Mepesarpy3ka Beb-cepBepa - +
KoHTposb LenocTHOCTM UCMONMHAEMbIX ddainioB NporpaMmbl - +

1.7 PeXuMbl pYyHKLUOHUPOBAIHUA NPOrpaMMbli

OCHOBHbIM pexxuMoM  YHKLMOHMPOBaHUS nporpaMMHOro cpeactea «LleHTp cepTudmkatoB AdocTtyna
Aladdin Enterprise Certificate Authority Certified Edition» siBnseTca HopManbHbIn pexnm.

B HopmanbHOM pexrme JOmKHbI MCNPaBHO PYHKLMOHMPOBAaTL KMMEHTCKasA U CepBepHasi YacTu Nnporpamme,
obecneuynBasi BO3MOXHOCTb KPYrfiOCyTOYHOro (PyHKLMOHMPOBaHWS, C NnepepbiBaMn Ha obcnyxnsaHne (0bHoBneHune
nporpamMmmeil).

®yHkumoHunposaHve KopHesoro w/vnm [lMogunHéHHoro LleHTpa cepTudmkaumm npegycmatpvBaeT
aBTOHOMHbIN pexuM (Stand alone operation) unu cetesown pexum paboTbl.

1.8 [fencrBuAa no 6e30NacHON YCTAHOBKE U HAaCTPOMKe NPOrpamMmbl

YcTaHoBKa NporpamMMHOro CpeficTea Npon3BOAUTCS TONBKO C ANCKa, Nofyyaemoro oT pa3paboTtyumka, nocre
BbINOSIHEHWSA AEVACTBUI NO NPUEMKE NMOCTABNEHHOIO CPeACcTBa.

YcTaHoBKa (M3MEHEHME) NporpamMMHOro obecneyveHns KOMNbLITEPOB W FTOKANbHOW BbIMUCIIUTENIBHON CETU
OOIMKHa OCYLLECTBNSATLCA TOMbKO B MPUCYTCTBMM M MOA KOHTPONEM aAMuHUCTpaTopa WHGOPMaLMOHHOWN
6e30MacHOCTM TOro TEXHONOMMYECKOro y4acTka, B KOTOPOM 3KCMyaTupyeTcs JaHHOE NPOrpaMMHOE CPeaCTBO.

HacTpoiika nporpammMHOro cpefctea 4oSkHa NPOBOAUTCS NPUBUIErNMPOBaHHLIM NOSb30BaTENEM C NpaBaMu
agMUHUCTpaTopa, OOMyCKaeMblM K YCTaHOBKE W HACTPOWKe nporpammHoro cpegcteBa «LleHTp cepTudumkaToB
poctyna Aladdin Enterprise Certificate Authority Certified Edition».

1.9 [ewncrBuA no peanusauum pyHKLuun 6e3onacHocTu cpeabl PYHKLUMOHMPOBAHUA NPOrPaMMbl

[ns ©GesonacHo paboTbl NporpamMMHOrO cpeacTiBa B Cpede OnepauMoOHHOW CUCTEMbl  [OIMKHO
obecrneynBaTbCs:

e MpenoTBpalleHMe HECAHKLMOHMPOBAHHOIO AOCTyNa K MaeHTMdukatopaMm 1M NapornsmM NpuBUIErMpoBaHHbIX
nonb3oBaTenen (agmMmHucTpaTopa);

e  pasgerneHue NoriHOMOouMiA (pornen) nonb3oBaTenen;

®  MOpsSAOK 06paboTKM, XpaHEHUS N Nepeaaym ayTeHTUNKALMOHHON MHGOPMAaLIMK NONb3oBaTernen, Co3gaHHON
NpOrpamMmMHbIM CPEACTBOM;

®  CPOK XpaHeHWs MHOpMaLIMM O 3aPErMCTPUPOBAHHBIX CODbITUSIX 6E30MacHOCTU HE MEHEE TPEX MECSILIEB;

®  CYHXPOHU3aLUSI BHYTPEHHMX CUCTEMHbBIX YacOB MHCPOPMALIMOHHOW CUCTEMBI AJ151 PEMMCTPaLMN BCEX CODbITUI
6e30nMacHOCTU B XXypHare cobbITUi;

e 3awumTa annapatHoro obecneveHusi C YHKUMOHUPYIOLWMM MPOrpaMMHbIM  CPEACTBOM  OT  BHELLHUX
BO3OENCTBUIA (BO3OENCTBUI OKpYXKatOLLE cpefbl, HECTAOUIbHOCTU 3MEKTPOCHAOXKEHWS, KOHOUUMOHMPOBAHNA N WHbIX
BHELLHMX DaKTOpOB).
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2 YC/10BUA BbINOJIHEHUA TNPOIrPAMMBbI

2.1.1 TpeboBaHuA K NporpamMmmMHOMy obecneyeHUto

2.1.1.1 TpeboBaHus k cpege PYHKLUMOHNPOBAHMS CEPBEPHON YacTu LeHTpa cepTudumkaunm
Cpefa (pyHKLMOHMPOBaAHMS CEPBEPHOM YaCcTu LeHTpa cepTudukaLmnn:

¢  OnepauunoHHas CUCTEMbI:

- Astra Linux Special Edition 1.7 CmoneHck B KoHdurypauun «MuHumanbsHbivi cepepy» ¢ onumnen SSH-
cepsep 1 ypoBHem 6e3onacHocTn «basosas sawmrtay;
nnu

- PEOOC?7.3;
nnu

- OC Anbt Cepaep 10 ("AnbT CIT Cepep" 10/AnbT CI (penus 10));

e noanepxuBaemMble CYB[:

- PostgreSQL n3 coctaBa cepTMduULMpoBaHHON onepaLMOHHON CUCTEMbI;
2%

- Postgres Pro;
unm

- Jatoba 4;

e noanepxuBaeMasi cpefa MCrnosiHeHus Java:
- Java Axiom JDK Certified;

. nogaepXXmBaemble pecypcHble CUCTEMbI:

- Samba DC;
- Free IPA;
- ALD PRO;

- PEO AOM;
- Microsoft AD.

2.1.1.2 TpeboBaHusa k cpefe PYHKLUMOHNPOBAHMWS KITMEHTCKOM YacTu LieHTpa cepTudurkaumnm
Cpefa (hyHKUMOHMPOBAHMSA KITMEHTCKOM YacTu LeHTpa cepTudmkaumnm:

. OﬂepaLl,l/IOHHaﬂ cucrema:

- AstraLinux Special Edition 1.7 CmoneHck B KoHdurypauumn «MuHumanbsHbi cepep» ¢ onumen SSH-
cepBep 1 ypoBHeM BesonacHocTu «basosas 3awwmTta;
unm

- PELOOC7.3;
unm

- OC Anbt Cepsep 10 ("AnbT CIT Cepeep" 10/AnbT CI1 (penus 10));

e Opaysep U3 coctaBa cepTUdULMPOBAHHON ONepaLMOHHOM CUCTEMbI;
e JC-WebClient 4.3.3 (ons 64-6uTHbIX cuctem)s.

2.1.2 TpeboBaHMA K annapaTHbIM cpeacTBam

MuHV1ManbHble annapaTHble TpeboBaHus, Heobxoammble Ans cTabunbHoro yHkuMoHMpoBaHua MO «LleHTp
ceptudumkaTtos goctyna Aladdin Enterprise Certificate Authority Certified Edition»:

e cBODOAHOE AMNCKOBOE NPOCTPAHCTBO — He MeHee 40 [6;

8 |_|pI/1 yCTaHOBKe OOMNOSTHUTENbHOIro nporpamMmmHoro obecneyeHns usgenuve obecneynBaeT BO3MOXHOCTb paﬁOTbI C KIn4yeBbiMU

HOocuTenammn (SﬂeKTpOHHbIMVI KJ'IIOHaMI/I), npn 3TOM Knacc 3auunTbl He obecneynBaeTcs.
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e  [JOCTyMHas onepaTuBHasi NamMsATb: Npu Bbinycke MeHee 10 000 ceptndmkatoB — He MeHee 6 ['6; npu BbINycke

6onee 10 000 cepTdmkaToB — HEe MeHee 8 6.

e 4 npoueccopa C apxmuTekTypon x86, x64;
o VGA-COBMECTUMbIN BuaeoaganTep;
e  MOHMTOP C NOOOEPKMBAEMbIM paspeLLeHNeM SKpaHa:

- 1920x1080 16:9 HD 1080;
- 1366x768 HD;

- 1536x864;

- 1440x900 8:5 WSXGA;

- 2560x1440;

- 1280x720 16:9 HD 720;

- 1600x900 16:9 HD+ 900p;
- 1680x1050 8:5 WSXGA+;
- 1280x1024 5:4 SXGA,

- 1280x800 8:5 WXGA,;

- 1920x1200 8:5 WUXGA,;

. YCTpOVICTBa B3aMMOAENCTBMSA C NOfb30BaTENEM:

- KnaBuaTypa;
- MbllLb;

e usb 2.0 Tn A unm coBmecTumble.

o [lognepxuBaemMble MOLENW SNEKTPOHHBIX KITKOYEN:

- JaCarta PKI;
- JaCarta PRO;
- JaCarta-2 I'OCT.
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3 [IENCTBUA NO NPUEMKE

Mpnémka nporpammHoro cpeactea «LieHTp ceptudukatoB goctyna Aladdin Enterprise Certificate Authority
Certified Edition» npegycmartpuBaeT:

e  MPOBEPKY KOMMIIEKTHOCTM NPOrPaMMHOIro CPeACTBa;

e  OLEHKY pe3yrnbTarta NoAc4ETa KOHTPObHOM CyMMbI 4151 KOHTPOSSt LLIEMOCTHOCTM MO KOHTPOSIbHOMY CIIUCKY Ui
MO yKa3aHHbIM 3Ha4YeHMsIM KOHTPOrbHbIX cyMM B «RU.AJTIE.03.01.020-01 30 01-1 LleHTp ceptndomkaToB goctyna Aladdin
Enterprise Certificate Authority Certified Edition. ®opmynsip».

3.1 TlpoBepKa KOMMNEKTHOCTU

lMpoBepKy KOMMMEKTHOCTM MNPOrpamMMHOrO MNpOAyKTa MPOM3BOAAT MNYyTEM CBEPKM  KOMMIIEKTHOCTH
NOCTaBfEHHOro NPOrpaMMHOro NPoAyKTa ¢ KOMMMEKTHOCTbIO, Yka3aHHou B pa3sgene 3 «RU.AJIAE.03.01.020-01 30
01-1 LleHTp ceptudumkatoB goctyna Aladdin Enterprise Certificate Authority Certified Edition. ®@opmynsp».

3.2 MoACYET KOHTPONbHOW CYMMbI

MogcyYéT KOHTPOMbHOM CyMMbl  HeobXoOMMO MNPOM3BECTUM C  UCMOMb30BAaHWEM MpPELBapPUTENBHO
YCTaHOBMEHHOro nporpammHoro obecnedernns «PUKC-Unix 1.0», anroputm «FOCT 34.11-2012», 256 0w,
nonb3oBaTesiem c NnpaBaMy agMMHUCTpaTopa Ha pabo4er cTaHUuK, 060pyaoBaHHOW YCTPOMCTBOM YTeHuss CD/DVD-
OMCKOB, Noj ynpasrneHneM nporpaMMHOro CpeAcTBa B crieayoLlern nocneaoBaTenbHOCTU:

e  YCTAHOBWUTb KOMMAKT-AUCK C AUCTPUOYTUBOM B YCTPOMCTBO YTeHMsSt CD/DVD-AMCKOB;
®  BbIMNOSHWUTb B KOMaHAHOW CTPOKE:

sudo mount /media/cdrom -o nojoliet,norock
e epe’iTv B OVPEKTOPUIO, COAEPXALLyt0 UCMOMHseMbIi moaynb nporpaMmmbl «PUKC-UNIX 1.0» (ufix), n
BbINOSTHUTL CriegyoLmye KoMaHab!:
./ufix_eng -jR /media/cdrom/ > /tmp/contr summ t.txt
./ufix _eng -e --alg s256 -E /tmp/contr summ.txt /tmp/contr summ.pr]

./ufix eng -h -E /tmp/contr summ.prj /tmp/contr summ.html

e  OTKPbITb B Gpay3epe NosyyeHHbIn dain BbINOHUTL B KOMaHAHOW CTPOKE:

firefox /tmp/contr summ.html

L] BbINOJTHUTbL KOMaHAy:

sudo umount /media/cdrom

3.3 CpaBHEeHne KOHTPObHON CYMMblI

CpaBHUTb 3Ha4YeHMe KOHTPONbHOM CyMMbI B cTpoke «BCEIMOy», BblgaHHOE Ha 3KkpaH B pesynbTaTe noAcyéTa
KOHTPOmMbHbIX cymMm nporpammont  «®PUKC-Unix 1.0», co 3HaA4YeHMeM, YykasaHHbIMM B Tabnuue 2
«RU.ANAQE.03.01.020-01 30 01-1 LleHTp ceptuchmnkatosB goctyna Aladdin Enterprise Certificate Authority Certified
Edition. ®opmynsap».

KoHTponbHble cymmbl DVD-Aucka npogykta, paccyuTaHHble C MCMONb3OBaHWEM MporpamMmbl noacyeTta
KOHTPOIMbHbIX cyMM «®PUKC-Unix 1.0» [OfmKHbI COOTBETCTBOBATb 3HAYEHUSAM, MpuBEAEHHbIM B Tabnvue 2
«RU.AINAE.03.01.020-01 30 01-1 UenTtp ceptudukaTtoB goctyna Aladdin Enterprise Certificate Authority Certified
Edition. ®opmynsap».

AO «AnadduH P.[.», 1995—2023 e. Pykosodcmeo aOMuHuUcmpamopa. YcmaHoseka u obcryxusaHue Llenmpa cepmucpukayuu Aladdin
Enterprise Certificate Authority
Cmp. 15/ 63



Aladdin Enterprise Certificate Authority Certified Edition RU.ANOE.03.01.020-01 32 01-1

4 NOoAroToBKA K YCTAHOBKE NMPOIrPAMMHOIO KOMIMOHEHTA
«UEHTP CEPTUOURALUNN ALADDIN ENTERPRISE CERTIFICATE

AUTHORITY»

lMoarotoBKka K yCTaHOBKE (PYHKUMOHANbHOrO KOMMoHeHTa «LleHTp cepTtudmkaumm Aladdin Enterprise
Certificate Authority» gormkHa 6bITb NTPOBeAEHA HAa KAXA0M CepBepe, rae npeanonaraeTcsi pa3BepTbiBaHUe cepBepa

LleHTpa ceptudukator goctyna Aladdin Enterprise Certificate Authority Certified Edition.

B 3aBucumocTtun ot yCTaHOBHeHHOVI Ha cepBepe Tuna OI'IepaLI,VIOHHOI7I CuctemMmbl nposeauTe NoAroToBKY

cepBepa cornacHo nyHkty 5.1 nnm 5.2 HacTosiLwero pykoBoacTaa.

4.1 Ta6bnunuya ceTeBoro B3aumMogencTesuna

Hwxe npusenéx cnuncok noptos (cMm. Tabnuua 3), KoTopble He0H6X0AUMO OTKPbITb 4118 NONHOLEHHOM paboThl
nporpammHoro cpeactsa «LleHTp ceptudmkaToB goctyna Aladdin Enterprise Certificate Authority Certified Edition».
UTo6bl y3HaTb, Kak OTKPbITb NOPThI, 06paTuTech k fokymeHTauum Bawen OC, ceTeBoro o6opyaoBaHud, unm

K CUCTEMHOMY afiMMHWUCTPATOPY Balleln opraH1M3auuu.
Tabnuua 3 — Tabnvua BxodsLwmMx ceTeBbIX NOPTOB

MoxHo nn
MopT TpaHcnopT MpoTokon HasHauyeHune
nepeHasHa4mTb
5432 TCP TCP [ns nogknioveHns Kk 6ase AaHHbIX [a
587 TCP SMTP [ns nogknoyeHns NOYTOBOro cepeepa Oa
443 TCP HTTPS [ns nogknoyeHns K nporpamMmmHoOMy a
koMnoHeHTy «LleHTp CepTudumkaumm»
BHyTpeHHWU nHTepdenc ana
MOAKIIOYEHNS K BHYTPEHHEMY CEepPBUCY
1100 Tcp HTTP «certificate-service» (Cepsuc Her
cepTMduKaToB)
BHyTpeHHWU nHTepdenc ana
1150 TCP HTTP NOOKITIOMEHUSA K BHYTPEHHEMY CEPBUCY Het
«store-service» (CepBuC XxpaHeHuUs1)
BHyTpeHHWUI nHTepdeinc ons
1200 TCP HTTP NOOKITIOMEHUSA K BHYTPEHHEMY CEPBUCY Het
«templates-service» (CepBuc L1abnoHoB)
BHyTpeHHWUI nHTepdeinc ons
1250 TCP HTTP NOOKITIOYEHUSA K BHYTPEHHEMY CEPBUCY Het
«security-service» (CepBuc 6e3zonacHocTm)
BHyTpeHHWUI nHTepdeinc ons
1300 TCP HTTP NOAKIIOYEHNS K BHYTPEHHEeMy cepBucy Het
«licenses-service» (Cepsuc
NULEH3MpPOoBaHNS)
BHyTpeHHWUI nHTepdeinc ons
1350 TCP HTTP MOAKIMIOYEHNS K BHYTPEHHEMy cepBucy Het
«routes-service» (CepBuc
MapLupyT1sauumn)
1400 TCP HTTP BHyTpeHHWUI nHTepdeinc ons Het
MOAKITHOYEHNS K BHYTPEHHEMY CEPBUCY
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Mopt

TpaHcnopT

MpoTokon

HasHaueHne

MoxkHo nn
nepeHasHaunTb

«backward-compatibility-service» (Cepsuc
COBMECTUMOCTM)

1450

TCP

HTTP

BHyTpeHHWUI nHTepdeinc ons
NOAKIIOYEHUST K BHYTPEHHEMY CEPBUCY
«validation-service» (Cepsuc Banugaumn)

Het

1500

TCP

HTTP

BHyTpeHHWUI nHTepdeinc ons
NOAKIIOYEHUST K BHYTPEHHEMY CEPBUCY
«publisher-service» (Cepsuc nybnukauyum)

Het

1550

TCP

HTTP

BHyTpeHHWUI nHTepdeinc ons
NOAKIIOYEHUST K BHYTPEHHEMY CEPBUCY
«subjects-service» (Cepuc cybbekToB)

Het

1600

TCP

HTTP

BHyTpeHHWI nHTEepdenc ans
NOAKIMYEHNS K BHYTPEHHEMY CEpBUCY
«ldap-service» (CepBuUC CUHXPOHU3ALMK MO
LDAP)

Het

1650

TCP

HTTP

BHyTpeHHWI nHTEepdenc ans
NOAKITHOYEHUST K BHYTPEHHEMY CEPBUICY
«logs-service» (CepBuc xxypHanunsaumm)

Het

1700

TCP

HTTP

BHyTpeHHWn nHTepdenc ans
MOAKITHOYEHUST K BHYTPEHHEMY CEPBUICY
«export-service» (CepBuc akcnopTa)

Het

1750

TCP

HTTP

BHyTpeHHWUI nHTepdeinc ons
NOAKITHOYEHUST K BHYTPEHHEMY CEPBUICY
«event-delivery-service» (Cepsuc
0OCTaBKM COObITHIN)

Het

1800

TCP

HTTP

BHyTpeHHWU nHTepdeinc ons
MOAKIMIOYEHNS K BHYTPEHHEMY CepBUCYy
«settings-service» (CepBuC HaCTPOKKK)

Het

4.2

MoproTtoBKa cepBepa

Mpousseante NoaroToBKy cepBepa Ans AanbHENLIEN YCTaHOBKM KOMMOHEHTa MpOrpaMmHOro cpenctea
«UeHTp cepTtudpmkaTtoB goctyna Aladdin Enterprise Certificate Authority Certified Edition», BbINOMHMB YCTaHOBKY Y
HaCTPOWKy CrneayLmux arIEMEHTOB, B 3aBMCMMOCTU OT TOro, Nnog yrnpasneHuem kakon OC HaxoguTcs cepBep:

3aBUCMMOCTEN 1 nogkntoveHme penosmtopues OC;

Java v.17;
CYb[;
JC-WebClient.

4.2.1 MNopknioyeHue peno3nTopmueB U YCTaHOBKA 3aBUCUMOCTEN

lMepen Ha4anom ycTaHOBKM KOMMOHEHTOB NPOrpaMMHOro cpefctea «LleHTp cepTudmnkatos goctyna Aladdin
Enterprise Certificate Authority Certified Edition» ycTaHOBUTE NyTU HaxOXAEHUS BCEX HEODXOAMMbIX PENO3UTOPUEB
C ucnonb3oBaHuem cetn NHTepHeT nnu 6e3 goctyna kK cetn®.

4 CnpaBoyHas UHdopmMaLms no npoueaype NoAKMoYeHUs PenosuTopres npreegeHa B MpunoxeHun A HacToSILLEro pyKoBOACTBA
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4.2.2 YcTaHOBKa Habopa MHCTPYMEHTOB Java

MpouseeauTe ycTaHOBKY Java Bepcum 17 oQHOMO 13 NaKeToB:

o [lna obecneyeHuns cepTudMUMpPOBaHHOM cpeapl (OYHKLMOHUMPOBAHWS BbIMONHWUTE YyCTaHoBKy Axiom JDK
Certified®.

e B cny4yae, ecnn obecneveHne ceptudmuMpoBaHHON cpeabl PYHKLMOHMPOBaHUS He TpebyeTcs, BO3MOXHO
ncnonb3oBaTb CBOOOAHO pacnpoCTpaHsieMOe NporpamMmmHoe obecneyeHne, Hanpumep, OpenJDK®.

4.2.3 YcTtaHoBKa u HacTpomka CYB[]

e  BbInonHuTe yCTaHOBKY U HACTPOWNKY OHOM U3 HUXKENpUBeAEHHbIX 6asbl JaHHbIX:

- PostgreSQL7 ns coctaea cepTudULMpOBaHHON onepaLyoHHON CUCTEMBI;
UIn
- Jatoba 48.

e CospaHunen HaCTDOVIKa ©0as3bl AaHHBIX MOXET ObITb BbINOMHEHA OAHMM U3 CMOCODOOB:

- B PYyYHOM pexwume, B pesyrbTate BbINONHEHUA AEWACTBUA, NnpuBedéHHbIX B MNpunoxenun I, byget
cosgaHa 6asa gaHHbIX C BblIGpaHHbIMM MapameTpamu (MM nonb3oBaTend, naponb, umsa 6asbl
OaHHbIX), YKa3aHHbIMU B KOHUrypaunoHHom cpanne /opt/aecaCa/scripts/config.sh (cMm.
MpunoxeHue I".2);

- B aBTOMaTM4eCKOM pexuMe MOCPeACTBOM 3anycka CKpunTta, B pesynbTate OyaeT cosgaHa 6asa
AaHHbIX C NpeJyCTaHOBMEHHbIMU NapamMmeTpamMu (UMsi MoNb3oBaTeNsl «aeca», Naposib «aecay», UMS
Gas3bl AaHHbIX «aecacar) (cM. MpunoxeHue I.3).

o CosgaHHas CYB[] aecaca (MMs 6a3bl AaHHbLIX MO YMOMYaHWIO) NpeaHa3HayveHa ans XxpaHeHust MHopmaumm:

- 00 y4eTHbIX 3anucsx;

- 0 cepTudukaTtax;

- cBefgeHui o cybbekTax;

- CBeJeHWi 0 pecypCHbIX cucTeMax;

- 0 wabnoHax;

- XypHana cobbITui;

- CBEAEeHU O NULEH3UK;

- npodunn cepTudnKkaTos;

- NPOMUN KOHEYHbIX CYLLUHOCTEN;

- LeHTpbl cepTuduKkaTos;

- HacTpOWKK OMNoBeLLeHNs nonb3oBaTenen no e-mail 06 ncteveHn cpoka AencTBUS cepTUdukaTa;
- 0 ponsx nofnb3oBaTtenewu;

- O rpynnax cybbeKToB;

- O AUCKPEeTHbIX NpaBax, onpefeneHHbIX As ponen nons3oBarteneu;
- Security Groups.

4.2.4 YcrtaHoBka JC-WebClient 4.3.2

MporpammHoe obecnedeHne JC-WebClient® HeobxoanMo yCTaHOBWUTL Ha cepBep, rae npegnonaraeTcs
pa3BepHyTb LieHTpbl CepTudmkauum ans Beinycka cepTudmkara Ha 3NeKTPOHHOM KITHoYe.

Mpun ycTaHoBKe OOMOMHUTENBHOMO MporpaMMHOro obecnedeHusi nporpamMmHoe cpeacteBo obecneuymBaeT
BO3MOXHOCTb pa60Tb| C Knw4yeBbiIMU HOCUTENAMU (SJ'IeKTpOHHbIMI/I KJ'II-OHaMI/I), npu 3TOM Knacc 3allnTbl He
obecneynBaeTcs.

5 CnpaBoyHasi nHdopmauus no ycraHoske Axiom JDK Certified npvsegeHa B MpunoxeHun b HacTosLero pykosoacTea

§ CnpaBoyHas nHdopmaums no ycraHoske OpenJDK npusegera B MpunoxeHnn B HacTosiwero pykosoacTea

7 CnpaBoyHas uHdopmMaums no ycraHoske 1 HacTpoiike CYB[ PostgreSQL npveeaeHa B Mpunoxeruu I HacTosiLero pykoBoacTea
8 CnpaBoyHas nHdopmMaums no ycraHoske 1 HacTporke CYB[] Jatoba npvseaeHa B MpunoxeHun [] HACTOSALLETO PyKOBOACTBA

9 CnpaBoyHasi uHdopmauus no ycraHoske JC-WebClient npueegeHa B MpunoxeHnn E HacTosiLLero pykoBoACcTBa
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5 YCTAHOBKA MNnPOrPAMMHOIO KOMIOHEHTA «UEHTP

CEPTUOUNKAUNWN ALADDIN ENTERPRISE CERTIFICATE AUTHORITY»

lMepen ycTaHOBKOW KOMMOHEHTa

B cnyyae noBtopHou yctaHoBkM MO pekomeHAayeTCs NPOU3BECTM OYMCTKY K3lla UCNOSb3yemMoro

O6pay3sepa.

5.1 PacnakoBKa WHCTAaNNALUOHHOMO KOMMIEKTa KOMMNOHEHTa «LleHTp ceptudpurauum Aladdin

Enterprise Certificate Authority»

e Pacnakymte WHCTannsAUMOHHBLIN rpm/deb-nakeT, Haxogscb B narnke, rge pacrnoniokeH NakeT, BbINOMHWMB

KomaHzy:

PEI OC 7.3 sudo dnf install

«UeHTp ceptucmkauum Aladdin Enterprise Certificate Authority»
HeobxooMMO BbINOMHUTL NOAFOTOBKY CepBepa, rae npeanonaraeTcs passepTbiBaHue LleHTpa cepTudpmkauumu, B
COOTBETCTBMM C pa3fenom 5 HacTosiLero pykoBoacTBa.

. /<HaVMMeHOBaHME MNaKeTa>.rpm

Astra Linux SE 1.7 sudo apt install

. /<HauMeHoBaHMe mnakera>.deb

AnpT Cepmep 10 sudo dnf install

. /<HayMMeHOBaHME MNaKeTa>.rpm

e VHcTannaumoHHbIn rpm/deb-nakeT GyaeT aBTomaTUYecky pacnakoBaH B Aypektoputo /opt/aecaCa.

o CTpyKTypa pacnakoBaHHOIo MHCTannsuMoHHoro rpm/deb-nakeTta npusegeHa B Tabnuua 4.

Tabnuua 4 — CTpykTypa ycTaHoBOYHOro komnnekra Aladdin eCA

CTPYKTYPHbIN 3rieMEeHT

HasHaveHune anemeHTa

ycTaHoBO4HbIM kKomnnekT Aladdin eCA, a Takxke

./opt/aecaCa
ncnonb3yemble JOMNONMHUTENbHbIE UHCTPYMEHTHI
. nyTb pasBepTbiBaHWS NPOAYKTA; COOEPXKUT
./opt/aecaCa/dist yie p P poay ~ Aep
cosflaBaemble BpeMeHHble hanrbl
: : apxuBbl, ChoOpMUPOBaHHbIE B pe3yrbTaTe O4YUCTKU
.dist/archive/ P op ? pesy
XypHana cobbITui
: co3gaHHble pesepBHble konun LieHTpa
.dist/backup/ A pesep LienTp

cepTudukaumm

.dist/certificates/account

pacnonoxeHue pkcs#12 koHTeriHepa cepTudumkara
aAMUHUCTpaTopa nHnumanmsaumnm

.dist/certificates/ssl

pacnonoxeHune CepTl/I(bMKaTOB Onda ynpasneHua ssl-
coeaAnHeEHNneEM

.dist/cryptotoken/

pacnonoxeHune pkcs#12 KOHTENHepoB,
cogepxaLmx OTKPbITbIA U 3aKPbITbIN KUK
LieHTpoB cepTudurkaumm

.dist/environment/

pacrnonoxeHne nepeMeHHbIX OKPYXKEHUsI CEpBUCOB

.dist/log/

pacnonoXeHna TeXHN4YeCKnx XXypHanoBs cepBnCOB
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CTPYKTYPHBIN 3rieMeHT HasHayeHune anemeHTa

./opt/aecaCa/eula dann NMUEH3MOHHOro cornalleHuns

coaepXuT WwabnoHbl bannoB KOHMUrypauumn ons

./opt/aecaCa/samples BHYTPEHHEro UCNoNb30BaHUA NPOrpaMMHbIM
cpeacTBoM
; COLEPXUT CKPUMTLI YNpaBNeHUs NporpaMMHbIM
./opt/aecaCa/scripts Aep P . ynp porp
cpeacteom Aladdin eCA
./scripts/external COLEPXUT CKPUMT A58 akcnopTa wabnoHos MSCS

CKPUNTBI ANS BHYTPEHHETO UCTONb30BaHus
nporpammbi

./scripts/internal

CKpPUNT pPEe3epBHOr0 KOMMPOBaHUSA KOHdUrypauum
LleHTpa ceptudpumkaummn Aladdin eCA

./scripts/backup.sh

bash-ckpunT koHpurypaumn Aladdin eCA
(pasBepTbiBaHMe NpogyKTa, HaCTponKa
nogkntoyeHuna k B[], ynpasneHune koHurypaumemn
CEpPBMCOB)

CKpMNT co3aaHnsa 6a3bl AaHHbIX Ha
passopadvBaeMoM cepsepe LieHTpa cepTudmkaumm
./scripts/database create.sh C NpeaycTaHOBIEHHbIMU NapamMmeTpamMn nNo
ymMonyaHuio (MMeHem nonb3oBaTtens,
HanmeHoBaHueM 6a3bl AaHHbIX U T.4.)

./scripts/config.sh

./scripts/diagnostics.sh CKpunT cbopa ANarHOCTUYECKMUX AaHHbIX

bash-ckpunT ynpaBneHus wabnoHamm email-

./scripts/email config.sh
= PacCblJIKn

CKPUMNT YCTAHOBKM M OBGHOBMNEHUSI TeKyLlen Bepcun

./scripts/install.sh
LlenTtpa ceptudpmkaumm Aladdin eCA

CKpUNT KOHTPOIA LUesIOCTHOCTU NCNOJTHAEeMbIX

./scripts/integrity check.sh
dannos

CKPUNT BOCCTAHOBIEHWS U3 pPE3epBHOM  KOMuUu
KoHdurypauum LieHTpa ceptudpukaumm Aladdin eCA

./scripts/restore.sh

CKpUnT pe3epBHOro BOCCTaHOBIIEHUA [OOCTyna K

./scripts/restore access.sh
LleHtpy ceptucmkauumn Aladdin eCA

ckpunT yadaneHus LeHTpa cepTudpmkauymmn Aladdin

./scripts/uninstall.sh
P eCA

./opt/aecaCa/services cepsucbl CepBepHon YacTu LleHTpa cepTtudmkaum

hann aTanoHHbIX X3LW-CYMM CEPBUCOB U CMINCOK
CepBUCOB, NOABEPraeMbiX KOHTPOSIO LEeNOCTHOCTU

./services/checksum.md5

haiin aTanoHHbIX X3LU-CyMM CEPBUCOB U CMIUCOK
./services/internal .md5 CEPBMCOB, NMOABEPraeMbiX KOHTPOSO LLENOCTHOCTH
(BN BHYTpEHHEro McnonbL30BaHms)

apTedakTbl KnueHtckon yactu LieHTpa

./opt/aecaCa/static
cepTudukaumm
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5.2

Bnagensuem pacnakoBaHHbIX cba|7|nos 6y,1:|,eT ABNATLCA NMOMb30BaTeb «root», ApYrne nonb3oBaTenv He 6y,u,yT
MMETb NpaB A0CTyNna K MHCTaImALMOHHOMY KOMMIEKTY.

HaCTPOﬁKa napameTpoB NporpaMMHOro KOMNOHeHTa

HactpavBaemble napameTpbl  KOHGUrypauuoHHoro chavna /opt/aecaCa/scripts/config.sh
MO3BOSIAIOT 3a4aBaTh:

napameTpbl KOHUIrypauny pa3BEpPTbIBaHUS CEPBUCOB LIEHTpa cepTudmKaunm;

napameTpbl e-mail yBeaomneHun nonb3oBaTensm o6 MCTeYEeHUM Cpoka AEeWCTBUSA BbiAAHHOrO
cepTndukara;

napameTpbl KOHpUrypauum LeHTpa Banvaauum;

napameTpbl KOHUIypaLmMn TEXHUYECKOrO LIeHTpa cepTudurkauum, cosgaBaemoro no ymMonyaHuio B
npolecce pasBEpTbIBaHUA cepBepa LeHTpa cepTudmkauum;

napameTpbl cepTudukaTa TEXHNYECKOro LeHTpa cepTudukaunm;

napameTpbl cepTudukaTa y4eTHOM 3anncu agMmMHUCTpaTopa nHMLmManmsasnmm;

napameTpbl cepTugukaTa web-cepepa TEXHOMNOrMYECKOro LieHTpa cepTudmkaLmu;

pacnmcaHne CUHXPOHM3aLUN PECYPCHBIX CUCTEM;

pacnucaHue nybnukaumm cnMcka 0TO3BaHHbIX CEPTUUKATOB;

pacnucaHue MpOBEPKM CpoKa OEUCTBUS CepTUMUKATOB LIEHTPOB cepTUdUKALMA U BbINYLWEHHbIX
cepTndrKaTOB CyGHEKTOB;

pacnucaHue apxuBaLumu XypHana cobbITum;
KoHdurypaumio 6asbl 4aHHbIX.

Mp  HeoOXOAMMOCTM  HACTPOWMKM  MapaMeTpoB  OTPedakTUpymTe  KOHUIypauuoHHbIA  chann
/opt/aecaCa/scripts/config. sh, BbINOMHMB KOMaHAy:

sudo nano /opt/aecaCa/scripts/config.sh

B Tabnuua 5 npuBognTCs onucaHue napameTpoB KOHUrypaumu.

Tabnuua 5 — OnucaHne napaMeTpoB KOHUrypauum

MapameTp

3HauyeHue napameTpa no
YMOMYaHuio

OnuncaHve

KoHdpurypauus passepTbiBaHUNA

[Manka ¢ charnamun gna pas3BeépTbiBaHWS cepBuca

nginx path "/etc/nginx" .
ginx_p El nginx
acca path "/opt/aeca/dist" Manka ¢ cdannamm ,EI,J'I'H pa3BépTbiBaHuA LieHTpa
= ceptucumkaumm Aladdin eCA
environment path "${aeca path}/environment" Manka c nepeMeHHbIMU OKPY>KEHUS A11S CEPBUCOB
Manka, copepxallast OTKPbITbIN U 3aKPbITbIA KNHO4YK
cryptotoken path "${aeca_path}/cryptotoken” ans goctyna (ayteHTudpmkaumm) K LeHTpy

cepTudumkalmm

MyTb Ao pe3epBHbIX KONWUNA

backup path

Manka, B KOTOPYH COXPaHAKTCA pe3epBHble KONMUn

#{aeca_path}/backup LleHTpa cepTtudumkaumm Aladdin eCA

MyTb XpaHeHUs1 apxuBa xypHana cobbITumn

logs base

Manka, B KOTOPYH COXpPaHSIETCSt apX1B XypHana
cob6bITUA, chOpMUPOBaHHbIV B pe3ynbTaTe
aBTOMaTMYECKOM apXxmBaLun No 3agaHHbIM
napamMmeTpam

"${aeca path}/archive"
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MapameTp

3HayeHne napameTpa no
YyMOMUaHuto

OnuncaHne

MyTb XxpaHeHUsA KOHTeHepa cepTudMKaTa u Knrova web-cepBepa, a Takxke Lenovyek cepTuuKaToB paspeLleHHbIX u3garenen

certificates ssl path

"S{aeca path}/certificates/ssl"

Manka, copepxallasn ceptudmkat Beb-cepsepa u
LIenoYkn cepTudmKaToB paspeLléHHbIX nsaatenemn

certificates account path

"S{aeca path}/certificates/acco

Manka, cogepxalyasa cepTudukaT agMMHUCTpaTopa

unt" WHMUManu3auum B KOHTenHepe .p12
KoHdpurypauus nonb3oBarens
Mms nonb3oatens LleHTpa ceptudmkaumm Aladdin
aeca user aeca
= eCA, ncnonesyemoe ans pabotsl nporpaMmmbl
[pynna, B KOTOpPOW COCTOUT nornb3oBaTens LieHTpa
aeca group aeca .
= ceptucmkaumm Aladdin eCA
KoHdpurypaums 6a3bl gaHHbIX
Mmsa nonb3oBaTtens 6a3bl 4aHHbIX, UCMONb3yemMoe
database username "aeca" .
= ans pabotsl LieHTpa ceptudukaumm Aladdin eCA
Maponb nonb3oBaTtensa 6a3bl AaHHBbIX,
database password "aeca" ucnonb3yembli Anga pabotel LieHTpa ceptudukaumnm
Aladdin eCA
database host "localhost™" CeTeBowi agpec 6a3bl AaHHbIX
[MopT, ncnonb3yemsbii Ans NOAKNOYEeHUs kK 6ase
database port "5432" P 4 A A
= OaHHbIX
Mmsa 6a3bl AaHHbIX, ncnonb3yemon LieHTpom
database name "aecaca" .
= ceptudpmkaumm Aladdin eCA
KoHdurypauusn aeca-ca
MopT 4ns NOAKNIYEHUS K MPOrpaMMHOMY
http port O™ KOoMnNoHeHTy «LleHTp CepTudmkauum» no
npoTokony http
MopT AN noaKntoveHns K NporpaMmMHOMY
https port "443" koMnoHeHTy «LleHTp CepTudpmkauum» no

npotokony https

MepeMeHHbIe OKPYXXeHUsl, UCNOoNb3yeMble B

cemMu cepBucamMm

logging response false ®nar ana cbopa v pernctpauum oTBETOB CEPBUCOB
®nar gnsa cbopa n peructpauum nHdopmauum o
logging sqgl false NOAKIMYEHMAX U 3anpocax k 6a3e AaHHbIX

PostgreSQL

Kniou ans BHyTpeHHen ayTeHTUbMKaumm

api_ key

"2d2ec9b4-ad3d-4ed0-8961-
d2a4ab99d810"

3HadeHune knoya Ang BHyTPEHHeN
ayTeHTUdUKaumun. nsa cnyxebHoro nons3oBaHus,
JocTyn K y4éTHom 3anucu CucteMHoro
afMVHUCTpaTOpa OrpaHNYeH, YCTaHOBKY
nporpamMmmebl BbIMNOMHAET OTBETCTBEHHbIN
crneunanuct

O6wwuun nor B {libercat_path}/logs/catalina.out

catalina out

false

®nar cbopa cobbITuIA (NMOroB) BCEX CEPBMCOB B
oauH .log cann

MepeMeHHbIe OKPYXXeHUsl, UICMONb3yeMbl

e Idap-service

ldap sync

10 */30 * x Kk k1

CRON BblpaxeHue, No KOTOPOMY 3anycKaeTcs

CUHXPOHU3aLNA PECYPCHbIX CUCTEM
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MapameTp

3HayeHne napameTpa no
YyMOMUaHuto

OnuncaHne

Mepem

€HHble OKpYXXeHus1, ucnonb3ayemsble publisher-service

crl scheduler

10*/1****1

CRON BeblIpaxeHue, N0 KOTOPOMY 3arnyckaeTcs
cnyxba Bbinycka CRL

MepeMeHHbIe OKpYXKeHUs1, UCNoNnb3yeMble store-service

certificate expired scheduler

'0*/1****'

CRON BblIpaxeHue, No KOTOPOMY 3anyckaeTcs
cnyx6a nposepkn cepTudUKaToB Ha npeameT
NCcTeYeHUs: cpoka AencTBums

MepeMeHHbIe OKpyXeHUs1, Ucnonb3yeMble event-delivery-service
email host 127.0.0.1 XOCT NoYTOBOro cepsepa
email port 25 MopT noyToBOrO CepBepa
email login aeca JloruH nonb3oBaTtens
email password aeca Maponb nonb3oBartens

email from

no reply@aeca.ru

MouToBbLIV agpec, "¢ KOTOPOro oTNpaBneHo
coobueHne". MoxeT He paboTtaTtb. Google
npocTtasndeT JIormH

email schedule

IO O 12 * Kx k 1

CRON pns 3anycka meToa oTnpaBKy NMOYTOBbIX
yBEeAOMMEHUN

dnar oTnpaBku NOYTOBLIX YBEOOMITEHUIA, €CNK

email enabled true BbIKIT. TO COOBLLEHNSA HE OTMNPAaBMATCS, HO
nomMeyaroTCs, Kak oTnpasneHHble
email protocol smtp [MpoTokon NoaKMYeHUs K NOYTOBOMY CepBepy
email smtp auth false ®nar: ucnonb3osaHve SMTP-asTopusauum
; dnar: ncnonb3oBaHue gupeTtussbl start tls npu
email start tls false

NOOKMHOYEHUM K MOYTOBOMY CepBepy

MepeMeHHbIe OKpYXKeHUs1, Ucnonb3yeMble validation-service

aeca va port

8888

MopT, Ha KoTopom 3anyLieH LleHTp Banuaaumm

aeca cdp_ port

8080

MopT, Ha koTopoM 3anyLueH LleHTp Banuaaumm —
CDP (To4ka pacnpocTpaHeHust)

aeca crl publish point pattern

http://{0}:{1}/aecaCdp/api/v
2/crl/publish-crl/{2}

LWa6noH URL Toukn ny6nukaumm CRL

aeca crl distribution point patt
ern

http://{0}:{1}/aecaCdp/api/v
2/crl/get-crl/{2}

La6bnoH URL Toukm pacnpoctpaHeHunss CRL

aeca delta crl distribution poin
t pattern

http://{0}:{1}/aecaCdp/api/v
2/crl/get-delta-crl/{2}

LWa6noH URL Toukn pacnpoctpaHenns Delta CRL

aeca aia publish point pattern

http://{0}:{1}/aecaCdp/api/v
2/aia/publish-aia/{2}

LWa6noH URL Toukn nybnukaummn AlA

aeca aia distribution point patt
ern

http://{0}:{1}/aecaCdp/api/v
2/aia/get-aia/{2}

LlabnoH URL Tou4kn pacnpoctpaHeHus AlA

aeca_ ocsp_pattern

http://{0}:{1}/aeca-va/ocsp

LabnoH URL cepsuca OCSP

MepeMeHHbIe OKpYXXeHUsl, UCNOoNb3yeMble

settings-service

initial ca subject

"'CN=INITIAL CA'"

Subject DN cepTtudumkara texHonormdeckoro LIC

XeLw anroputm cepTugmkaTa TeXHOIOrM4YecKoro

initial ca hash algorithm SHA256 Lc
ST . AnropuTtm™ knioyva cepTudmkata TEXHONOrMYECKOro
initial ca key algorithm RSA LC
initial ca key bits 2048 OnuHa kntova cepTtudmkata TexHonorudeckoro LIC

AO «AnadduH P.[.», 1995—2023 a.

Pykosodcmeo aOMuHuUcmpamopa. YcmaHoseka u obcryxusaHue Llenmpa cepmucpukayuu Aladdin

Enterprise Certificate Authority
Cmp. 24/ 63




Aladdin Enterprise Certificate Authority Certified Edition

RU.ANOE.03.01.020-01 32 01-1

MapameTp

3HayeHne napameTpa no
YyMOMUaHuto

OnuncaHne

initial admin principal

INITIAL ADMIN

Mmsa yyeTHOW 3anmcu agMuHUCTpaTopa
nHULManmsaumm

initial client subject

"'CN=INITIAL ADMIN'"

Subject DN cepTucmkata agMuHucTpaTopa
VHULManm3aumm

initial client subject alt name

" 'RFC822NAME=INITIALRADMIN, M
S_UPN=INITIAL@ADMIN'"

Subject AltName cepTtudmkara agMmHucTpaTtopa
UHUumManmsaumm

AnroputMm KItoya cepTudrkaTa agMUHUCTpaTopa

initial client key algorithm RSA
= = = MHUUManmsaumm
JIMHa KInko4va cepTuunkaTa agMMHUCTpaTopa
initial client key bits 2048 A pvc A parop
= = = MHUUManmsaumm
T ; Maponb oT pkcs12 koHTeHepa cepTudmkaTa
initial client password INITIAL

aAMUHUCTPAaTOpa nHUUmanunsaumm

initial server subject

"'CN=INITIAL SERVER'"

Subject DN ceptudukata Web-cepsepa

initial server server alt name

"'DNS NAME=localhost'"

Subject AltName cepTtucmkara Web-cepsepa

initial server key algorithm RSA AnropuTtm kntova ceptudukata Web-cepsepa
initial server key bits 2048 [nvHa kntoya ceptudmkata Web-cepsepa
P Maponb ot pkcs12 koHTenHepa cepTudukata Web-
initial server password INITIAL
= = cepBepa

— LLlabnoH umeHun cannos cepTudumkaTta n 3akpbiToro

certificate server name server
= = kntova ceptudpmkata Web-cepsepa

certificate issuers name issuers LLlabnoH nmexu daina akTMBHbIX U3gaTenen

MepeMeHHbIe OKPYXXeHUsl, UICNONb3yeMbl

e logs-service

CRON BblpaxeHue, Mo KOTOPOMY 3anyckaeTcst

archive cron 'O 001 *x ! o
= apxvBaums XXypHana cobbiTui

archive enabled true ®nar: BknoYeHa apxmsauusa

archive millis ago 15778800000 Mepwog apxmBauum (Mc)

5.3
Certificate Authority»

YCTaHOBKa NpPOrpaMMHOro KOMMOHEHTA

«UleHTp cepTudukauum Aladdin Enterprise

e [Ina wHuumanu3auum npouecca yctaHoBkM Aladdin eCA Heobxogumo 3anyCcTUTb CKpUMNT C MpaBamMu
cynepnonb3oBaTens (0T MMEHU Nonb3oBatens root, NMbo ¢ ucnonb3oBaHvem sudo):

sudo bash /opt/aecaCa/scripts/install.sh

B cnyyae sanycka OT WMMEHW Monb3oBaTtens, He WMEKLEero COOTBETCTBYHOLIMX MpuBuneruin, Gyaet
BbIBEEHO COObLLEHMe, NoCcNe KOTOPOro paboTa MHCTannATopa 3aBepLUNTCS:

"This script must be run as root!"

e [locne MHMUManusaumm npoLecca yCTaHOBKN MHTEPaKTUBHbIN MHCTanNNsSTop 3anyLuUeH 1 nonb3osaTento byaet
npeanoXxeHo (B cryyae, ecnv paHee Ha cepBepe ObINo YCTaHOBIEHO NporpammHoe cpeacTteo Aladdin eCA):

- yctaHoBuUTb 06HOBMeHMe Aladdin eCA,;
- ycTtaHoBuTb Aladdin eCA,;
- 3aBeplmTb paboTy MHCTannsATopa.

MoaTBepamnTe BIOOP OENCTBUSA, BBOAOM LMdpbl 2 M NPOLECC YCTAaHOBKN NPOAYyKTa OyaeT 3anyLueH.

. B npouecce yCTaHOBKM OCYLLECTBIIAETCA:

- CO3haHume CUCTeMHOro nosnb3oBatena wu COOTBeTCTByIOLIJ,eVI

(PYHKLUMOHMPYET NPOAYKT;
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- yCTaHOBKa MpaB Ans co34aBaeMoro nonb3oBaTens NpoayKTa;

- noAroToBka, yCTaHOBKA NapameTpoB U CryXebHbIX CepBUCOB;

- 3anyck cnyebHbIX CepBUCOB;

- CO3[aHue U1 BbIMyCK cepTudmkata TEXHONOMMYECKOro LeHTpa cepTudukaumm;

- BbINyCK cepTudmkaTa web-cepBepa TEXHONOIMYECKOro LieHTpa cepTudmkaLmm;

- CcO3gaHue y4E€THOM 3anmcy 1 BbiMyCK cepTudukaTa agMMHMCTpaTopa UHnLmnanmsaumm.

e [locrne 3aBeplIEHVs YCTaHOBKM B [OMPEKTOpWUM, BblBpaHHOW B KayecTBe NyTW A1 YCTaHOBKW, OyaeT
coaepKaTbCs:

- Katanor «account» (no YMOIMYaHuio, pacnonoxeH no nyTu
/opt/aecaCa/dist/certificates/account), coaepxawun cepTudumkaT agMuMHUCTpaTopa
TexHonormnyeckoro LIC INITIAL ADMIN.pl2, HEOBXOAUMbIM ANS AanbHeWLen ayTeHTudnkaumm
Ha web-cepBepe. bonee nogpobHo Warn no ayteHTndmrKaumm Ha web-cepBepe onncaHbl B pasgene
6 «[llepBuyHas HacTponka komnoHeHTa «LleHTp ceptudukaumm Aladdin Enterprise Certificate
Authority»» HacTosLero pykosoacTsa.

e B npouecce ycTtaHoBKW, B Criyyae BO3HUKHOBEHWS! OLUMOKY yCTaHOBKa OydeT mpekpalleHa, cooblueHne ob
oLmbke ByaeT BbiBeEHO B KOHCOMb NOJb30BaTENS.
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6 NEPBUYHAA HACTPOWKA MPOrPAMMHOIMO KOMIMOHEHTA
«UEHTP CEPTUOURALUNN ALADDIN ENTERPRISE CERTIFICATE
AUTHORITY»

B pesynbTaTte ycneLwHom yCTaHOBKN NPOorpaMmMHOro KoMnoHeHTa «LleHTp cepTtudpmkaymm Aladdin Enterprise
Certificate Authority» B yctaHoBo4HOM kaTanore OygeTr cdopmupoBaH cepTudukaT JOCTyna agMuHucTpaTopa
MHUUManu3aunm /opt/aecaCa/dist/certificates/account/INITIAL ADMIN.pl2, PIN-kog ceptudumkaTa
yKasaH B napameTpe initial server password KOHpUrypaumoHHOro danna
/opt/aecaCa/scripts/config.sh , no ymonyaHmoo — «INITIAL».

[Ons nepBWYHOM HACTPOWKM MPOrPaMMHOrO KOMMOHEHTa HeobxoAMMO YCTaHOBWUTbL CepTudUuKaT B
OOBEpPEHHOEe XpaHunue ceptudukaToB Ballero bpaysepa.

Mpouecc ycTaHoBKM cepTudmkata paccmMoTpmuM Ha npumepe bpayaepa Firefox:

e  Ortkponre bpaysep Firefox — Hactpowiku — MpuBatHocTb 1 3awmta — CepTudpmkatsl (cMm. PucyHok 1). Haxmute
KHonky <[1pocmoTp cepTudmkaTos>.

&~ C @ @ Firefox  about:preferences#privacy

() Baw 6paysep ynpasasetcs Bawei 0pronmaaUmei Haiati 8 HaCTpORKOX

@3 OcHoBHbIE

3awmra
@ Howano

MoAAeABHOS COASDKMMOS W 3CLUMTA OT BPEACHOCHBIX MPOrpamMm
C)\ MNowck BAOKMPOBATE ONACHOS M OOMOHBIEQKOLLES COASDMMMOS [oapODHEe
& MpWBATHOCTL M |:\ BAOKMPOBATE ONACHLIS 3ArpYy3KM

3awmra
MpeaynpemadTe O HEXEACTEABHDIX EAKD 2OrPYHAEMbIX NDOTDAMMOX

Q CUHXROHM3aLMS

Ceptudukatsl

3onpawmeats y OCSP-copeepos NOATESDMASHUS TEKYLLETO MPOCMOTP CEPTHHMKATOB. ..

v
CTaTYCO CepTMdUKaTOR
YCIpoNCTEQ 3ALMTHI. ..

PucyHok 1 — OkHO HacTpoek Gpay3sepa

¢ Bbibepute Bknaaky «Bawum ceptudmkaTbl», B OTKPbIBLUENCS BKITaAKE HaXMUTE KHOMKY < MnopTmupoBaTte™ (CM.
PucyHok 2).

Bowm cepTdHKaTs PelueHWa No ayTeHTMSMIKaLIMIA Aoam Cepeephl LieHTRE! CepTUgHKTLIAN

Y BOC XPOHATCES CEpTUOMKATE OT CASAYIOLLMK OPTCHUICILIMIA, CAYKOLLME AAI BOLLSH MASHTUGMKOLMM

Wmn ceptidmkara YETRONCTBO 30LUMTE | Cepwitsit Homep | AsictaimeneH ne o]

MMNOPTHROBOTE. ..

PucyHok 2 — OkHO ynpaBneHus ceptudmkatamm
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e Bbibepute aiin ceptudmkaTa /opt/aecaCa/dist/certificates/account /INITIAL ADMIN.pl2,
nognmcaHHbin TexHonorndeckum LIC «INITIAL_CA», co3gaHHbI Ha aTane ycTaHoBKM komnoHeHTa Aladdin eCA. Haxmute
kHOMKy <OTKpbITb> (CM. PrcyHok 3).

BHUMAHUE! 3anpewaeTca kKakumM-nmbo obpasom yaansatb cepTudukaT TeXHONOIrMYECKOro LeHTpa

ceptudumkaumm «INITIAL _CA», cozgaHHOro npu passéptbiBaHum Aladdin eCA.

VinnopTipyemiii daiin ceprudmkarta

T INITIAL_ADMIN.p12 Joptfaecal/p12 37kB  Maker ceptudukara PKCS#12  Buepa
X JomaluHas nanka
3 PaBounii cron
B Bugea
D Aokymentel
& 3arpyscn
[ wso6paxerns

el My3kika

+ fpyrvemecra

®aiansl PKCS12 A

@ OtmenuTs

PucyHok 3 — OkHo BbIBGopa nmnoptupyemoro danna ceptudumkara

¢ Beeaute PIN-kog ceptudmkaTa goctyna agMMHUCTPaTOpa MHALManNM3aummn B OTKPbIBLLEMCS OKHE U HaXXMUTE
kHonky <Ok> (cMm. PucyHok 4).

Ynpaeaeswe ceprmdukaramm b4

HUE MO QY TEHTUGNKOLIA Moan CepBepb LeHTpel ceptMdmrkalim

(1]
@

Bouwm ceprvdmrars

¥ BOC XpOHATCAg

Password Required - Mozilla Firefox

1 (lull] O B
BeEAMTE NOPOAL, HCMIOAL3YEMBIM AAS LUMGROBAHWS PE3SDBHON KOMUK CepTHdMraTa:
OmveHa OK
COXpaHWTs BCE. .. HMMNOpTUPROBATE. ...
OK

PucyHok 4 — OkHo BBoga PIN-koga cepTudukara
PIN-kof ceptudukata 4OCTYNEH B AUPEKTOPUN YCTAHOBMNEHHOMO NPUIOXeHusa /opt/aecaCa/scripts/,
13 panna config. sh, jaHHble NapameTpa initial client password (cM. PucyHok 5).

initial _clien a

PucyHok 5 — OkHo ¢hanna config. sh
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PucyHok 6). HaxkaTb kHomnky <OK>.
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B Tabnuvue okHa «YnpasneHue ceptudukatammy» nosiBUTCS 3anncb 06 MMMOPTUPOBAHHOM cepTudmkaTe (Cm.

YnpasaeHue cepTUdUKaTamu

Bawm ceptmdmkars Pewerma no ayteHTMbukaLmMm Moam Cepeepsl UeHTpe cepTM@MKaLpm

¥ BOC XPAHATCH CEPTUOMIKATE OT CASAYHOLLMX OPTCHU3CILIAA, CAYXALLME AN BALISH MASHTUGMKCLIMIA

Wms cepidmrara YCTPOMCTED 3QLLTE! | Cepwitin Homep | AeiicTamrensn no
+ INITIAL_ADMIN
INITIAL_ADMIN MoayAb 3T 1B:9D:EC:1F:C4:11:BC:31:1C... 19 miona 2025 1.
COXPAHMTE BCE... MMnopTMpoBaTh. ..

PucyHok 6 — OkHO «YnpaBneHue cepTudurkaTaMmmy»

B apgpecHyto cTpoky Opaysepa BBecCTW ip-agpec wnv MofHOe AOMEHHOE WMsi cepBepa, Ha KOTOpPOM

npounseedeHa yCTaHOBKa NPorpamMMHOro KommnoHeHTa «LleHTp ceptudomkaumm Aladdin Enterprise Certificate Authority».

Hanpwuwmep:

https://172.22.5.21

(cM. PucyHok 6). HaxxmuTe kHonky <OK>.

B oTkpbiBLLEMCA OKHE BbibepuTe MMMNOPTUPOBaHHLIN cepTUdmKaT Ansa ayTeHTudukaumm INITIAL ADMIN

3BI1POC nae HTHtP-HIlB UMK nonb30BaTENA

CaiTy HeoBXOAMMO ONPEABAWTE, C KOKMM CepTUhMKATOM BAC OCCOUMHUPOBATH:
172.22.521:443
ODICIHWMIAWMAA:
BriaciHD: wn
BuiGepuTe cepTUOMKAT AAR MABHTUOMKTLLMK:
INITIAL_ADMIN (39:DA:DB:D0:2E:20:24:03:96:5A:4A:78:37:32:AF:C0:C3:89:D4:B2)

Mudopmaun o exbpaHHOM cepTuduiaTe:

lKomy Belaan: CTN=INITIAL_ADMIN

CepuiHei Homep: 39:DADB:DO:2E:20:24:03.96:5A:4A:78:37:32: AF.C0:C3:89:D4:B2
AeirctarmeasH ¢ 28 aer. 2023 ., 16:05:30 GMT-4 no 27 aer. 2025 1., 16:05:30 GMT-4
Mcnoas3oeaHua kakoua: Digital Signature,Non-Repudiation. Key Encipherment
Aapeca sh. nouts: Inflal@admin

lem BelaaH: CHN=INITIAL_CA

Mecto xpaHeHHa: Moayns 30T

3ANOMHUTE STO paLlLEeHHe

OmmeHa QK

PucyHok 7 — OkHo BbIGOpa cepTudukaTta

<[lononHuTensHoO>.
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« a0 Ga He saupero 17222521 w

Mpeaynpexaenne: BeposTHas yrpo3a
6e30MacHOCTU

Firefox oBHapyxuA BEPOSTHYIO YTPOo3y 6€30MacHOCTU U HE CTAA OTKPbIBaTL 172.22.5.21. ECAM Bbl NOCETUTE 3TOT CAMT,
3AOYMBILUAEHHIKIA MOTYT MOMBITATLCS NOXUTUTL BALLY UHGOPMALMIO, TAKYIO KaK MAPOAY, CAPECA SAEKTPOHHOM MOYTb
WA AQHHDBIE GAHKOBCKMX KOPT.

KaK Bbl MOXeETe 370 MCNpaBuTL?
Ckopee BCero, 31a NPOBAEMA CBSI3aHA C CaMMM BEG-CATOM, 1 Bbl HUYETO HE CMOXETE C 3TM CASAQTb.
ECAM Bbl HOXOAMTECH B KOPNOPATUBHOM CETU AU UCTIOAL3YETE QHTUBUPYCHYIO NP