n/n Bonpoc OTBeThI 1 KOMMEHTaPUN
JMS pabortaeT ¢ Bawum HobIM npogykTom Aladdin Enterprise CA? Ecnm
MOXHO, OTBET HanucaTb NMMCbMEHHO Ctoaa. A TO CUrHaN NOAKIMIYEHNS
1 | HecTabunbHbIA. Cnacnoo! [a, pabotaer.
B pamkax npoxoasLLero MMNopTo3ameLLEeHNs IHTEPECYET BOMPOC O
peanuaauum cuctem u komnoHeHToB A2FA, JMS, JAS nog OC n CYB[
POCCUIACKOro Npon3BoACTBa. MoackaxuTe, nnaHupyetca? Ecnum fa, To kakue
2 | MpUMEPHO CPOKM AaHHOW peanusaunun? YXe BCE 9T0 eCTb. Kak pa3 cerogHswHui sebuxap 06 atom.
3 | Aladdin 2FA Server pa3ssepHyT Ha kakoil OC? Astra Linux 1.7.3.
Konneru, a 4to umeetcs B BuAY "YcTaHOBUTL BeB-koHCONMb Ha APM™?
4 | Hernb3s NpocTo NOAKNKYUTLCA MO agpecy? MosHO nogknoyaTbes no agpecy cepsuca JIMS Web Admin.
Bxog B koHconb 6yaet Tonbko Yepes WEB? Mnu koHconb agMmuHucTpatopa B | Ecnn umeetcs B Buay "ToncTbint knneHT" KoHconm ynpaenexns JMS, To B coctase MO ero
5 | Buge MO octaHetca? HeT.
EcTb BO3MOXHOCTb ycTaHoBKM Ha PegOC 1 nogaepkka AOMEHOB Ha
6 | SambaDC? EcTb, nogaepxmBatorcs.
Ha cHumke peructpaums nonb3osatenei nagét no OU, rae oHu
CrpynnupoBaHbl no Tunam goctynos. Ho ctpykTypa OU yacTo Bcé xe - no
wratke. MOXHO Nnu perncTpupoBaTh Nomnb3oBaTenei no rpynnam MoXHO C NOMOLLbIO NNaHa 0b6CnyXMBaHUS perucTpaLym nomnb3osaTenei ¢ hunbTpaumen
7 | BesonacHocTn? no rpynnam 6e3onacHocTu
Kak obcrosaT gena ¢ opraHusauueit Bxoga 8 OC Windows\Linux no PUSH-u1 | B Windows ¢ nomowbto JOL no OTP(s nnaHax fobasutb sms u push), B Linux ¢ nomMoLbto
8 | SMS-TokeHam? Aladdin SecurLogon, nogaepxusatotcs otp, sms, push.
EcTb N1 BO3MOXHOCTb 3aBECTM NONb3oBaTenemn 13 cCoGCTBEHHOrO kaTtanora
9 | y4éTHbIX gaHHbIX (JDS)? Ha gaHHbI MOMEHT Takon BO3MOXHOCTY HET.
Bo3amosHa v npoLieaypa aBTOMaTUYECKO perucTpaLym nonb3osarenei
10 | pobaBneHHbIx B onpeaenerHyto OU nnwm rpynny 6e30macHocTM? BosmoxHa, Yepe3 nnaH 06CnyxMBaHus nonb3oBaTenei.
MnaHupyeTca nu agantaums nnarvia JOL ans OC Linux?Ytobbl He Gbino
HeobxoaumocTy nokynatb JaCarta SecurLogon 4ns ayteHTudmkaLmv B
Linux.Ceityac Bce nonb3osatenu Ha Windows, Ho ckopo 6ygem nnasHo
11 | nepexoguntb Ha Linux./cnonb3yem JMS+JAS+A2FA. Ha JaHHbIM MOMEHT NoKa He nnaHupyeTcs.
Hackonbko s nomHto, ¢ Bepcun 3.7 Ans Bxoga B koHconb JMS Heobxoanmo
Bb1no 0653aTeNbHO MCMONb30BaTh CMApT-KapTy UK USb-TokeH
agMuHucTpatopa. B Bepcuun 4.1 ans Bxoaa B Be6-KOHCOMb HEO6X0AMMOCTb
12 | coxpaHsercs? Hauunnas ¢ Bepcum 4.0, TOKEH 4115 BXOfa B KOHCOMb ynpaBneHus He TpebyeTcs.
[ns JAS Ha Linux ecTb noggepxka REST API, ecnn ga, To ocTaetcs nu
obpatHas coBmecTumocTb ¢ Bepeueit JAS Ha Windows? Kakue cnocobbl
13 | aBTopu3aumm knueHta JAS ans szanmogenctans no API? API He n3MeHuMnCs, 3MeHMNCs ToNbko endpoint NOAKNKYEHMS.




Mo>HO 11 GWJGT NOCTaBUTb Ha BXOA B KOHCOIb YNpaBlieHUA Tpe6OBaHVIe

14 | BToporo chakTopa? Ha gaHHbI MOMEHT HeT.
15 | CywecTByeT yxe npouecc murpaumm ¢ 3.7 Ha 4.17 [a, paspaboTaHa cneunanbHas yTuanTa MUrpaLmm.
16 | MNMoackaxute, paboTaeT v AaHHbIA npogykT ¢ Astra 1.6. n ALD? Astra 1.6 nogaepxuBaetcs. Ha gaHHbI MOMEHT nmeeTcs nogaepxka ALD Pro.
Wcnonbayetcs OCSP/CRL gnst npoepku ceptudmkata npu lMpoBepka ocyuiectenseTcs cpegcteammn OC 1 KOHKPETHO Moaynem sssd. Ecim Bonpoc o
17 | ayTeHTMdMKaLmmn no TokeHy B SecurelLogon? TOM, paspelunt nn SL Bxod C NPOCPOYEHHBIM CEPTUCUKATOM, TO - HET, HE pPaspeLLnT.
MoackaxuTe, noxanyicta, He TpebyeTcs nu TaHLes ¢ 6y6HoMm ¢ pam.d npu
18 | ycTaHOBKE KNWUEHTCKOW YacTu Ha JIMHYKCOBbIE MaLIUHBI? Securlogon kak pa3 nossonsiet 310 cgenatb 6e3 TaHues ¢ 6y6HOM.
Moackaxute B jms4lx HeT npodpuns Bbinycka AeCA Tam Bce pabotaeT yepes | B jms4lx koHHekTOp Tonbko nog "crapein” penua Aladdin Enterprise CA. B JMS 4.1
19 | npodunb dogtag unu gaHHO BO3MOXHOCTY B npoLunon sepcin JMS HeT? KOHHEKTOP ye nof akTyanbHyto sepcuto Aladdin eCA.
MoackaxuTe No ayTeHTMKaLuu B Beb nHtepdenc JMS. BoamoxHo
20 | noaknoyeHne be3 ykasaHust OMeHHOro cyddukca? [lomeH ykasblBaTb 00s13aTENBHO.
lMoackaxuTe Ha KOro B JaHHOM BapuaHTe BbiMycka BbiMyckaeTcs cepTudmkat | B maHHom cryyae ceptudmkar agmuHuctpatopa Aladdin eCA. Bonee ToHKMe HaCTPOMKM
21 | areHta peructpaunn?(AECA) nyvLle yTouHWUTB Y konner u3 otgena Aladdin eCA.
A ans Toro, 4tob Yepe3 BeB-KOHCOMb BbIMyCKaTb KIOYEBbIE HOCUTENM, HYXHO
4TO-TO CTaBMTb Ha APM agmunncTpatopa? MoxeT 6biTb Kak MUHUMYM [ns paboTbl ¢ kntovamm u ceptudpmkatamu ewe Heobxogum komnoHeHT JWA v EguHas
22 | JaCarta KnueHT HyxeH? Bubnmoteka (upet B coctase EK unm MOXHO yCTaHOBUTbL OTAENBHO).
23 | Kyna obpaluartbes 3a nunotom? MoskHO 0CTaBMTb 3asBKy Yepe3 cawT https://aladdin-rd.ru/catalog/jms_4Ix_linux/
24 | MpaBunbHO NK 8 NoHan, YT0 JAS MOXET NONHOCTLIO 3aMeHuTb AD FS? HeT. MoxHo ucnonb3osate KeyCloak.
25 | Bo3moxHa nv ayteHTudkaums B nocnegosatensHoctn TOTPAHOTP+AD? BoamoxHo AD pass+otp 1 JONOSHUTENBHO MOXHO NPUMELLNBATE MWH.
26 | e nocMoTpeTh Balum BebUHapb! MOXHO? https://www.youtube.com/@AladdinRD/videos
27 | ['me nocmoTpeTh Balln BeOVHAPb! MOXHO? https://aladdin-rd.ru/company/pressroom/webinars/
28 | BosmoxHa nu ayTeHTudukauns B nocnegosatensHoct TOTP\AHOTP+AD? Bo3amoxHo AD pass+otp.
29 | JlnueHaun ans 4.0 nogonayT ans 4.1 unm HyxHo ByaeT CHOBA 3anpocuTh? [MoponayT, HO ecnm HyXeH koMMOHeHT JAS, To0 Heobxoamumo ByaeT nepesanpalumeaTs.
Kaknm obpasom opraHusoBaHa cBs3b JAS 1 GSM mogema ans pacchiiku WHTerpaums ¢ cmc witosom no HTTP n SMPP. Ha nemoHcTpaumumn ncnons3yercst
30 | SMS-TokeHoB B Bepcum 4.1?73T10 NOCTABNSIEMOE UM CTOpoHHee M0? "3arnywka" ans guarHoCTUKM.
[ns ycnewHon ayteHTudmkaumm no OTP = OTP+AD, HyXHO 11 4TobbI
nonb3oBaTeNb AENCTBUTENBHO Obin ayTeHTUdMUMPOBaH B AD nnn
31 | OoCTaTo4HO NPOCTO COBMAafEeHUs naponemn? B maHHOM cryyae 310 He Kak "conb", ByaeT nposepka ayTeHTudmkaumm B AD.
32 | MNoppepxweaercs nu HOTP U2F? OyHkumonan no U2F nepereceH B JMS 4.1.
He nnanupyeTe caenatb BCTPOEHHBIA B JMS nnaHMpOBLLMK ANS NNaHoB
obenyxuBaHma? Ytobbl UMEeTb BO3MOXHOCTb HacTpamBaThb BCE B OAHOM
33 | mecTe. [Toka TaKoro B NiaHax Her.
[emoHcTpaums 06HOBMEHHOW YTUAMTLI MUTPaLK B paMKaXx TEKyLLero [MpyHLMN He n3MeHuncs, npocbba NoCMOTPeTh 3annch BebuHapa, NOCBALLEHHbIN 3TOMY
34 | BebuHapa bygeT npogemMOoHCTpMpoBaHa? npoueccy (https://www.youtube.com/watch?v=1euD6066BpA&t=477s)
35 | HemHoro He no Teme, eCTb OnbIT BKNYeHUs push B OpenVPN? YCNeLWHbIA OnbIT UMEETCS.



https://www.youtube.com/@AladdinRD/videos
https://aladdin-rd.ru/company/pressroom/webinars/

MoxHo nm B JOL ycTaHOBUTL BpeMst, Yepes KOTopoe, 3anpaLuBaeTcs
BTOpOI thakTop? Ecnu BBOAMTL BTOPOI (hakTop Npy Kaxaomn pa3brokmuposke

TaKoit HAaCTPOKM K3LIMPOBAHUS HET, HEOOXOMAMMO NOATBEPXKAATL ayTEHTUDUKALMIO

36 | 9KpaHa 3T0 AOBOJIbHO ObICTPO BbIBEAET U3 cebs nonb3oBatens. [ BTOPbIM (haKTOPOM NPy KaxX4oM Bxoge
Anekceir, bynem npuaepxuBaTbCs NporpaMMbl BebHapa, pacckaxem u NoKaxem:
- Pabory ¢ katanoramu nonb3osatensamu AD u FreelPAPaboty ¢ ygoctoBepstoLwmmm
ueHtpamn MSCA, AeCA, DogTag
- Monxyto nogpepxky SecurLogon Ha Windows v Linux
- KpoccnnatgopmeHHbIn KnneHT JMS
- MonHodyHKUMOHanbHbIA cepaep ayTeHTudmkaumm 2FA (JAS) Ha nnatdopme Linux
- Aytentudpukamio 8 OC Windows 1 Linux ¢ ucnonb3oBaH1eMm:LugpoBbIx
cepTudrkaToBogHopa3soBbix naponen (OTP, PUSH, SMS) npoduneit
- SecurLogon Ha 3MeKTPOHHOM Krtoye
- BcTpoeHHble oTyeTbl
- Web-nHtepdeiic cepaepHoro arenta JMS[pyrue dhyHKUMOHANBHbIE
Hobporo aHs! ByaeT nu ceroaHs pa3BEpHyTO NoKasaHa cuctema 3anuce BebuHapa byaeT BoinoxeHa Ha Haw YouTube kaHan
norvpoeaHusi? OuyeHb akTyanbHO npu paccnegosanusx Vb, byoet nu https://www.youtube.com/channel/UCColP134timU6fvEJ6icxAg . Caenaem pacchinky no
37 | pocTynHa 3anuck BebuHapa? uToram BebuHapa ¢ CChINKOM Ha 3anich.
FreeRadius u3 penosutopus Astra? HeT. Y HUX HET 3TOro KOMMOHEHTA
38 | B coctaee Ballero npogykra, 3HauuT? BepHo.
FreeRadius B coctaBe JMS noigeT Ha KOHTPOIb M3MEHEHWI B pamKax cepTa | Bo3MOXHO, Mbl napannenbHo BegeM pa3paboTky 6onee YHUBEPCanbHOTO KOMNOHEHTA -
39 | ¢CT3K? peLLVM B NpoLecce KTo NongeT.
Bo3amosHa v npoLieaypa aBTOMaTUYECKO perucTpaLm nonb3oBarenei
40 | pobaBneHHbIx B onpegeneHHyto OU unu rpynny 6esonacHocTn? [a, BoamoxHa. Yepes nnaHbl 06CyxMBaHNS.
Konnerw, peanuaoBaHa N B NPe3eHTYeMOIi BEPCUN HE3ABUCUMOE
ynpasneHue pasnnyHbIMM JOMEHAMU C LeNervpoBaHneM ynpasnexns Y3
41 | uenesoro JomeHa? Ponesas Mogenb C AenermpoBaHeM pean1soBaHa.
Kak npaBuno He NpuMEHSIETCA, HO HUYEro He MeLlaeT 0becyanTb NoaobHYD Mogens B
MognucoyHas Mogenb = NOMECAYHOE NMULEH3MPOBaHIE ANs OKa3aHUs YCyr | pamKkax KOHKPETHOro npoekTta. Camu Mbl NPeaoCTaBnsATh yenyri He nnaxupyem, M0
42 | kak MSSP rOTOBbI NPEAOCTABNSATL HA COrMacoBaHHbIX YCIOBUSIX.
JMS 4LX yxe B penuse. Hawmm Kommepueckum [lenapTaMmeHTOM yCTaHOBIEH NEPUOL B
TEYEHMe KOToporo Bce KTo npuobpen JMS 3.7 cmoryT o6HoBuTbCS Ha 4LX BecnnatHo B
3anoxeH bropkeT Ha 3.7. Mepexog Ha 4LX ByaeT becnnaTHbIM Unu CTouT aToT nepuog. ObblyHas cToMMOCTb nepexoda - 50% OT LieHbl N0 npaic-nucTy. 3a
43 | poxpatbest JMS 4LX? petanamm npockba obpatutbes B KI.
[ymato, npobrem ¢ GecnnatHbIM NePexonoM He BO3HUKHET. OfHako nydile obpaTuTbes B
44 | Ecnn JMS 3.7 npuobpeteH B 2023. Kommepueckuin [enapTaMeHT.




