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JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

AHHOTAaUMA

B HacToAweM LOKyMeHTe onNucaHbl OCHOBHbIE 3Tamnbl HACTPOMKKU ayTeHTUdMKaumm B Linux SSH gns 3ameHbl
NaponbHOM ayTeEHTUPMKALMM O4HOPA30BbLIMM NAPONAMM.

HacTosAwwui LOKYMEHT, BKtoYas Noa6op U pacnonokeHue UACTPaLUii U MaTeprUanos B HEM, ABNAETCA O6BEKTOM aBTOPCKUX NPaB U oXpaHAeTca

B COOTBETCTBUM C 3aKOHOAATeNbCTBOM Poccuiickoit depepaumn. O6nasatenem UCKIUUTENbHbIX aBTOPCKMX M UMYLLECTBEHHbIX NPaB ABAAETCA

3A0 "AnagauH P.[.". Mcnonb3oBaHWe 3TUX MaTepuanos Ntobbim cnoco6om 6e3 ncbMeHHOro paspelleHns npaBoobaaaaTens 3anpeLleHo N MOKeT NoBeYb
OTBETCTBEHHOCTb, MPEAYCMOTPEHHYIO 3aKOHOAATeNbCTBOM PO,

NHdopmauwa, npuseaEHHan B JaHHOM JOKYMEHTe, NpeHa3HayeHa UCK/IIOUUTENbHO A8 03HAKOM/IEHWA U He ABNAETCA ucuepnbiBatoLeil. CocTaB NpoAyKTos,
KOMMOHEHT, UX QYHKLMK, XapaKTEPUCTUKU, BEPCUU, AOCTYMHOCTb U NP. MOTYT 6bITb M3MEHEHbI KoMmNaHuel "AnanauH P.A." 6e3 npeaBapuTensHoro
yBesomaeHun. Bce yKasaHHble JaHHble 0 XapaKTepPUCTUKaX NPOAYKTOB OCHOBaHbI Ha MeXAYyHapPOAHbBIX AU POCCUIACKUX CTaHAAPTaX U pesysibTatax
TECTUPOBAHWA, NONYYEHHbIX B HE3ABUCUMbIX TECTOBBIX U/ CEPTUDUKALMOHHBIX 1a6OPaTOPHAX, M0 HA MPUHATBLIX B KOMNAHUW MeToAMKax. B AaHHOM
[OKymeHTe KomnaHus "AnagauH P.[." He npefocTaBasieT HUKAKWUX HU ABHBIX, HW NOAPa3yMeBaeMblX rapaHTUi.

Bnagenbuem ToBapHbix 3HakoB AnaaauH, Aladdin, JaCarta, norotmnos n npasoo6aagatenem UCKAOUUTEIbHBIX MPaB Ha UX AU3aiNH U UCMO/b30BaHKe,
NaTeHTOB Ha COOTBETCTBYIOLME NPoAyKTbl anaetca 3A0 "Anagaud P.A4.".

BnasenbLem TOBapHOro 3Haka 1 Ap. — kopnopauusa Microsoft (Microsoft Corporation). HassaHua npo4nx TeXHONOMUIA, NPOAYKTOB, KOMMNaHWUMA,
YNOMMWHAIOLMXCA B [aHHOM AOKYMEHTE, MOTYT ABNATLCA TOBAPHbIMM 3HAKaMU CBOMX 3aKOHHbIX BNaJe/bLEB.

CBefeHus, NpuBeAEHHbIE B AaHHOM LJOKYMEHTE, aKTyasbHbl Ha AaTy ero nybavkaumu.

Mpu nepeneyaTke U UCNOb30BaHWUM AAHHbIX MaTePUaNoB N60 60N UX YacTu ccbinkv Ha 3A0 "Anagaut P.A." oba3aTenbHbl.

© 3A0 "AnagavH P.[.", 1995-2017. Bce npaBa 3alLMLLEHDI.
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JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0
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JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

CueHapun

B HacToALWeM AOKYMEHTE ONMUCaH CLLeHapuin ayTeHTUdUKaumm B ceccuto SSH-nogkntodeHuma K Linux OS nocpeactsom
0/ HOPa30BbIX Mapo/ien ¢ Ucnosb3oBaHUeM ycTpoiicTea JaCarta WebPass. CueHapuit nogpasymesaeT
ncnonb3osaHme RADIUS cepBepa gna NnpoBepKn NoaAANHHOCTM BBEAEHHOINO 04HOPA30BOro KOAa, a TaKXKe CUcCTembl
nposepku OTP-3HauyeHuMA. B KauecTBe cucTembl ynpasaeHns OTP-Kkatoyammu mbl 6ygem ncnonbsosats JaCarta
Authentication Server (JAS).

Monb3oBatenb, Npu ycTaHoBAEHHOM SSH-coeaAMHEHUU, Ha aTane ayTeHTUGUKauum byaet BBoamTe OTP-3HaueHne
BMecTo naposa. PAM moaynb oTnpaBuT nepesaHHoe 3HaveHne Ha RADIUS Server, KOTopbIii NPOBEPUT €ro U
pa3spewuT, NMbo 3anpeTUT ayTeEHTUPUKALMIO.

cnonb3yemoe anAa AeMoHCTpauum
OKpYMeHue

B aHHOM MHCTPYKLMM NPOM3BOAMTCA HACTPOMKA ANA CAeAyOLMX BEPCUA ONepaLLlMOHHbIX CUCTEM:
e  Microsoft Windows Server 2012;
e Ubuntu Server 16;

e  Microsoft Windows 7.

Tpeb0BaHNA K OKPYHKEHUIO

[nsa Windows Server Heobxoanmo co3gaTtb foMeH, 206aBuTb posib NPS. 114 3TOro cieayinTe cCOBeTam HUMKe.

© 3A0 "AnagauH P.A.", 2017 Crp. 4



JAS n JaCarta WebPass gna OTP-ayTeHTUdUKaumm 8 Linux SSH WHTerpaLumoHHaa MHCTPYKLMA

OTKpoWTe oCHACTKy s gobasneHna poau NPS.

Select server roles

Before You Begin

Installation Type

Server Selection

Features
Network Policy and Acces...|
Role Services

Confirmation

© 3A0 "Anapauu P.A.", 2017

Select one or more roles to install on the selected server.

DESTINATION SERVER
DC1.technig.local

1.0

Roles Description
o A Network Policy and Access Services
(] Application Server provides Network Policy Server
DHCP Server (Instalied) (NPS), Health Registration Authority
DNS Server (Installed) (HRA), _and. Host Credential
e Authorization Protocol (HCAP),
[ Faegenver | which help safeguard the heaith and
b [H] File and Storage Services (2 of 12 installed) security of your network.
[] Hyper-v
[] Print and Document Services
[] Remote Access
[[] Remote Desktop Services .
[] Volume Activation Services
[] Web Server (lIS)
[] Windows Deployment Services
[[] Windows Server Essentials Experience
[[] Windows Server Update Services ko)
| <Pmn'ous|| Next > | l Install || Cancel

Ctp.5



JAS n JaCarta WebPass gna OTP-ayTeHTUdUKaumm 8 Linux SSH

MHTerpaumoHHas UHCTPYKLMUA

Mpwu BbIGOpe cny6 n KomnoHeHTOB BbibepuTe Network Policy Server.

1.0

Select role services

Before You Begin
Instaliation Type
Server Selection
Server Roles

Features

Network Policy and Acces...|

Confirmation

DESTINATION SERVER
DC1.technig.local

Select the role services to install for Network Policy and Access Services

Role services

Network Policy Serve

[ Health Registration Authority
[[] Host Credential Authorization Protocol

Description

Network Policy Server (NPS) allows
you to create and enforce
organization-wide network access
policies for client health, connection
request authentication, and
connection request authorization.
With NPS, you can also deploy
Network Access Protection (NAP), a
client health policy creation,
enforcement, and remediation
technology.

<Previous | | Next> |

| Install ’ I Cancel

Mocne aToro Bam cTaHeT JOCTYNHA ocHacTKka NPS.

File Action View Help

&=

Q NPS (Local)

4 [ | RADIUS Clients and Servers

5 RADIUS Clients

3 Remote RADIUS Server Groups
4 [/ Policies

] Connection Request Policies

] Network Policies

] Health Policies
4 ™, Network Access Protection

4 3M System Health Validators
4 M Windows Security Health Valid:
M Settings
M Error Codes
3 Remediation Server Groups
B Accounting

4 Ml Templates Management

g Shared Secrets

5 RADIUS Clients

5 Remote RADIUS Servers

=] IPFilters

] Health Policies

3 Remediation Server Groups

Getting Started

connection

Standard Configuration

Network Policy Server (NPS) allows you to create and enforce organization-wide network access policies for client health,
: thenticati =

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

Network Access Protection (NAP)

v|

o k A Protection (NAP)
When you configure NPS as a NAP health policy server, you create health policies that allow NPS to validate the configuration of
NAP-capable client computers before they connect to your network. Clients that are not compliant with health policy can be placed
on a restricted network and automatically updated to bring them into compliance.

B3 Configure NAP B Leammore
Advanced Configuration >
Templates Configuration v

I<| [

© 3A0 "Anapauu P.A.", 2017
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JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

HacTtpownKa Ha ctopoHe RADIUS cepsepa

Ha cTopoHe cepeepa HEO6XO4MMO BbINONHUTL CEAYIOLME WarK:

e pobaBbTe paguyc KameHTa ¢ IP-agpecom, nmbo umeHem Linux cepsepa;

e Bbibepute ocHacTKy NPS Ha cepBepe.

Server Manager * Dashboard - @) |V Monege Toos view

-

Active Directory Sites and Services

WELCOME TO SERVER MANAGER

Active Directory Users and Computers
ADSI Edit
Component Services

G Configure this local servi | computer Management

Defragment and Optimize Drives

QUICK START DNS
A Ia £ e
Je Services b 2 Add roles and features Bt Ve
Group Policy Management
3 Add other servers to mana feh e aiah
1 Health Registration Authority
WHAT'S NEW iSCSI Initiator

4 Create a server group
Local Security Policy

Network Policy Server
ODBC Data Sources (32-bit)
LEARN MORE ODBC Data Sources (64-bit)

Performance Monitor

Resource Monitor
ROLES AND SERVER GROUPS

Security Configuration Wizard
Roles:4 | Servergroups:1 | Serverstotal: 1 urity L !

Services

System Configuration

DNS

e

ifl ADDs 1

System Information

(@) Manageability (@) Manageability Task Scheduler
Windows Firewall with Advanced Security

Events Events ) i )
Windows Memory Diagnostic
Services Services Windows PowerShell
Performance Performance Windows PowerShell (x86)
BPA results BPA results Windows PowerShell ISE

Windows PowerShell ISE (x86)

© 3A0 "AnagauH P.A.", 2017 Crp.7



JAS n JaCarta WebPass gna OTP-ayTeHTUdUKaumm 8 Linux SSH WHTerpaLumoHHaa MHCTPYKLMA 1.0

B meHto ocHacTku Bbibepute nyHKT NPS — RADIUS Clients and Servers — RADIUS Clients, 3aTem npaBbim K/IMKOM
BbI30BUTE KOHTEKCTHOE MEHI0 N HaxkmuTe New.

File Action View Help
s &

| @ nps ocan RADIUS Clients

RADIUS Clients and Servers|
[— ﬁ RA \’New RADIUS clients allow you to specify the network access servers, that provide access to your network.

i Re -
b 5] Polici| | BXportList
b 5 Netw View IP Address Device Manufacturer NAP-Capable Status
% Acco pases 127.0.01 RADIUS Standard ~ No Enabled
i ! Tarnd Refresh 192.168.59.132 RADIUS Standard ~ No Enabled
'Help 192.168.59.133 RADIUS Standard ~ No Enabled
192.168.59.134 RADIUS Standard ~ No Enabled

New Network Access Device

© 3A0 "AnagauH P.4.", 2017 Crp. 8



JAS 1 JaCarta WebPass ana OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA

1.0

BBeauTe HaCTPOMKM KAMeHTa Ana noakatodeHuns K RADIUS cepBepy: ums, oTobparkaemoe B OCHAcTKe, agapec 1nmbo

MMSA KNIMEHTa, 06LLMIA CEKPET AN1A KNneHTa 1 cepBepa (HeobxoaMmo nNpuaymarth).

e

File Action View Helf
@ 7
€ NPS (Local)

4 || RADIUS Clients and 9

72 RADIUS Clients
35 Remote RADIUS §

[ EJ Policies

b M, Network Access Prot
B Accounting
p Wl Templates Managen

< 1] |

Settings | Advanced

[V Enable this RADIUS client

[7] Select an existing template:

\

Name and Address
Friendly name:

MyLinuxSSH

Address (IP or DNS):

183.111.12.123

Shared Secret
Select an existing Shared Secrets template:

I None

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

® Manual O Generate

S Manage Tools

Action: In progress...

-
Services Services
Performance

Performance

CospaiiTe JOMEHHOrO No/Ib30BaTe s, MMA KOTOPOro byeT UCNOb30BaThCA 1A ayTeHTUdUKaLMK Ha Linux cepsepe.

© 3A0 "Anapaud P.A.", 2017
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JAS n JaCarta WebPass gna OTP-ayTeHTUdUKaumm 8 Linux SSH WHTerpaLumoHHaa MHCTPYKLMA 1.0

MoarotoBka JaCarta WebPass

[na namumanmsaumm JaCarta WebPass Heobxogmmo oTKpbITb NpunoxkeHne Web Pass Tool, KoTopoe BxoauT B
cocTaB nporpammHoro obecnevenuns "EguHbiit KnneHt JaCarta". 3arpysutb MO MOXHO MO CCbiNKe
https://www.aladdin-rd.ru/support/downloads/jacarta/.

OTKpowTe npunoxeHue JaCarta WebPass Tool, BbibepuTe BkagKy OTP.

in| 4 JaCarta WebPass Tool _ <9 l=lE]| =

JaCarta WebPass Tool m@~

I/Impopmauuﬂoroxeuel OTP  STORAGE
—

Hazeanue JaCarta WebPass
Homep moaenu JC-WebPass (JC600)
Cepuiinbiit Homep C7D698AA
Mpunoxenus OTP, STORAGE
0O6vem namatu 63 Kb

CeobopHo namatu 31 Kb (50%)
Pexxum HID + CCID

B 3moM pexume 803MOXHA KaK HACMPOUKA ycmpolicmed, mak u noGCmaHoexa
naponeli e gopmel eeoda u aemomMamuyeckuli aanyck bpaysepa.

Cnot 1l OAaHOpazoeblif naponk
Cnot 2 He WHUUWANUMPOBaH
Cnot 3 He WHULWaNUZMpoBaH

[101HaA UHPOPMAUUA...

© 3A0 "AnagauH P.4.", 2017 Crp. 10
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JAS 1 JaCarta WebPass ana OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

BblbepuTe CNOT ANA MHULMANAMU3ZALMK, 3aTEM HAXKMUTE B MEHIO MYHKT MHMLManusaumsa.

A e e L —— e — N =—==——
| JaCarta WebPass Tool m@-

Hpopmaumna omxenel OTP | STORAGE
f=——u

Onepaunn C NPUNOXKEHNEM

EijMeHm'b PIN-ko4... Q WHuumnanusnpoeate cnoT... (’ QuuncTuTe cnoT...

Cnotel

@® 1: OgHopasoeblii naponk

O3

WcnonbzoBanue OfHOKpaTHOe HaxaTtne

Craryc WHuunanusupoeaH

Tun OAHOpazoELIit Naponb

Onucanue Vicnonb3yeTca AnA reHepauni 0AHOPazoEbIX Naponei
HazBanue OTP JAS

Anorputm RFC 4226 + HMAC-SHA256 (8 cMMEONOB)

Hanuuue npeduxca  Het

3HaueHue cueTumka 7

© 3A0 "AnagauH P.4.", 2017 Crp. 11



JAS 1 JaCarta WebPass ana OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

B HaCTpOﬁKaX YKaxute OAHOpa3OBin;1 naponb, I'IEpBbIVI MEeXaHM3M W13 BbiMadatoLwero cnmcka, otmetbte CoxpaHeHue
napameTpoB MHMUMANU3aUnK N Haxkmute Janee.

JaCan| & macep muwmuzf’!"f;m

I'Iapame'rpbl MHUUnaansauymm
¥cTaHOBUTE NapaMeTpbl MHULMANN3ALMN CNOTa

Tun cnota OaHopazosbiii napone

HazeaHue cnota

Mapametpel

Anroputm RFC 4226 + HMAC-SHAL (6 cumeonos)
Mpeduxc

E ABTOMATUYECK3A rEHEPaUNA BEKTOPE MHULM3AN3ELMK
BekTop uHuumanusaummn

3Ha4YeHUe CHETUMKE IO

E CoxpaHuTe NapameTpbl MHULMANN3aLUN

© 3A0 "AnagauH P.A.", 2017 Crp. 12



JAS 1 JaCarta WebPass ana OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

BbibepuTe popmart daiina JAS, a Tak:Ke NyTb 40 NanKu, Kyaa byaet coxpaHéH dain nHnumanmsaumun. 1ot dann
notpebyeTca AnA NOAKAOYEHUA KtoYa K JAS.

¥ oJddild VWEUFds> 10U - A x4 ==

JaCar # Mmep"""uwanmu_v;cw;_@

CoxpaHeHue ¢aiina koHdpurypauum
Bbibepute daiin, B KOTOpPbIN ByAyT COXpaHEHbI PE3YNLTaThl MHULWANN32LMN CNOTS, ANA
NOCNEAYHOLLIErO MMMAOPTa B CUCTEMY YNPABNEHMA TOKEHAMM

BeiBpate popmar daitna | JAS v l

Wma daiina C\Users\TAlekseev\Desktop\JasOTPWebPass.xml

D MponycTuTe 3Ty CTpaHuUy

< Hazag Aanee > OT™MeHa

fe e

© 3A0 "AnagauH P.A.", 2017 Crp. 13



JAS n JaCarta WebPass gna OTP-ayTeHTUdUKaumm 8 Linux SSH WHTerpaLumoHHaa MHCTPYKLMA 1.0

BeeauTte PIN-kog, ona Knova n Haxkmute [anee.

& JaCarta WebPass Tool . -

JaCar{@ e mmmmmemt

Beegute PIN-kopg

Beeaute PIN-koa ans nposegeHua nHuUMannsaummn

PIN-kog

..........l #

< Hazap BoinoOAHUTL OTMmeHa

© 3A0 "AnagauH P.4.", 2017 Crtp. 14



JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

HacTpownKa Ha cTopoHe JAS

Ha cTtopoHe JAS Heo6xoAMMO BbINONHWUTL NMEPEUYUCAEHHbIE HUMXKE Laru.

[obasbTe ycTpoiicteo OTP B cucTeMy, NPUBANKUTE NONb30BATENS K YCTPOMUCTBY. [11A 3TOro OTKpoiTe ocHacTKy JAS.

B ocHacTKe Bbl6epVITe MmnopT KntoyeBbIX HocuTenen.

Konconb Ynpasnenus JAS (ZUM\Administrator) — | B jl.x
Dencreus
i 5t P 5 X oI " =
0
File Al ;ﬁ (2 oo g > el ¢_‘
MMRopT KNKoyesbIx Google 3 7Tb  CeoiicTea  YaanuTe OBHOBUTE | BrmoumTb KIIO4MTD MHXPOHIM3MPoBaTL | O nporpamMe
? @ HocuTenei Authenticator
= ? epaLy Beisoa ata CHH LS 1 -
-
CepuiHbii Ho... Moaenb 4 fatanpouss... [omeH MonbsoBaTens  3neKTpoHHa... CraTyc
P
B
&
B
&
a
a
i
b
s
s
&
a3 >
»
-
< | Crp. 1us1l 0-0us0 MokasbiBaTbno 25 ~ »
|

© 3A0 "AnagauH P.A.", 2017 Crp. 15



JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

YKaxuTe nyTb 4o daina c gaHHbIMM UHUMLManu3aumm JaCarta WebPass (paiin moxKHO nonyumTs npu
WMHUUManun3aunmn cnota B npunoxkeHnn Web Pass Tool, KoTopblil BXoaMT B cOCTaB NporpaMmmHoro obecneyeHuns
"EamHbiin KnnenT JaCarta". 3arpysutb MO moKHO Mo cebinke https://www.aladdin-
rd.ru/support/downloads/jacarta/).

QDeiicTeus
Q .= ~~ .. = L v - .. > X
% - % ) 4 ‘ - b 1 0 |
e = | &y = : p 4 > P
1| WMMnopT KNKoYEBbIX Google i AT O nporpamme I
@ = HoauTenei Authenticator Ma = X
& Even SE Buibepute Gai..
PEAR : T
b !_ \'j et ... [Monem T l. Desktop » v & | ‘ Search Desktop r ]
4 Al - = =
“ r«r‘:f.l 86F30781 JC-WebPass Organize ¥  New folder B v [ @
al
| ~
% - Favorites
E”'.: Paiin: B Desktop )& Administrator
sl
f |== SN = & Downloads
g:f | Recent places '* This PC
b - _
& 18 This PC = B
4 e #m Desktop | Libraries
E‘ | Documents
5 df 4 Downloads -
=h . Network
W Music
= Pictures T
X o 1123xml
i Videos | XML File
&, Local Disk (C:) | | 302 bytes
VY
File name: l1123.xml vl lmaﬁnbl nmnopta KH (*xml) VI
£ | Cp.
1 Open Cancel

wilaows Server 2u 12 R2 Datacenter

B cnyuae ycnexa Haxkmute Janee.

© 3A0 "AnagauH P.A.", 2017 Crp. 16
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JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH

MHTerpaumoHHas UHCTPYKLMUA

1.0

Deitctens
9 ~”~
[oe (A
\l
WMRopT KntouesbIx Google
HocuTenein Authenticator
CepuitHbiit Ho... Moaenb

QRHORUTH

3aperncTprpoBaHo:

O6HoBneHo:
MponyweHo:

Oumbok umnopTa:

171

1

[na coxpaxeHua noapoBHoro nora NpoLeaypb!

MacTtep MMNOopTa K/toUeBbIX HOCUTENEN

MMnopTa HaxmuTe KHonky "CoxpanuTe nor..."

o

O nporpamme

Bpema:
OcTanoch: Ckopocts: -
Ha Danee > I | Omvena
Crp. i 1 sl 0-0wu30 [MokasbiBaTh No 2'5' »

g

Bbl6epMTe AO6aBI’IEHHbIl‘;1 KAtoY, Haxkmnte CBOMCTBA B MEHIO. [0na npuBA3KM K NONb30BaTeNO cedyeT yKa3aTh UMA U
agpec QHEKTDOHHOVI no4YTbl ANA AOMEHHOIo Noab3oBaTenA.

lDeiictena

WmnopT KitoyesbIx
HoCUTENEi

CepuitHbI HO...

i 86F307B1

Google
Authenticator  OTP-MH

Mogens
JC-WebPass

p——
e
Vsmennte  CeoiicTBa

4 | flaTa npouss...
04.09.2015 3...

Aomer

P

(RiL
| S (PR A v A )

-

il
(A M

© 3A0 "Anapaud P.A.", 2017

B

%

Yaamte

Obwwme | CueTmku

86F307B1

Moaens:
[ara npoussoacTsa:

7 [omen nonssosarens:
Wma nonbsosarens:

Email nonbsosarensi:

86F307B1 - cBO¥iCcTBa TOKEHA

JC-WebPass

04.09.2015 3:00:00

Omwniouen

[15.05.20178:36:26

BE |

BoibpaTth...

226 HOT

2 R2 Datacenter
Build 9600
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JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

Mepen akTMBaUMel cneayeT NPOU3BECTU CUHXPOHU3ALMIO YCTPOMCTBA, /15 3TOFO HaXXMUTe CUHXPOHU3aUMA B MEHIO,
yKaxuTe B oKHO OTP 1 1 HaxkmuTe Ha KHOMKy ycTpoictea JaCarta WebPass, 3atem nostopute ¢ okHom OTP 2.

i—.l -z >~
5. ™
File A! -';& 71 g

MMNOpT KNroYeBbIX Google UsmMeHuTe CeoiicTBa YaanuTe OBHoBWTb BrntoumnTb CUHXPOHW3MPOBaTHL O nporpamme

?1 @ HocuTenei Authenticator  OTP-wmH
] Even — R = R =
= 10y :
(HE=R N P | CHUHXPOHM3ALIMA CUETUMKOB - g
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JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

HacTpownKa Ha cTtopoHe Linux Server

Ha cTtopoHe Linux cepsepa Bce onepauymm Heob6xo4MMo NPOU3BOLUTL OT MMEHM root.
# sudo -i

# apt-get install libpam-radius-auth

[obasbTe 3HayeHnA ana Bawero RADIUS cepsepa, IP-agpec, imbo nma cepsepa, obwuin cekpet B paitn
/etc/pam_radius_auth.conf.

# nano /etc/pam_radius_auth.conf

The timeout field controls how many seconds the module waits before

deciding that the server has failed to respond.

server[:port] shared_secret timeout (s)

= ¥ ¥ H #®

SERVER IP] [O6uwmii cekpeT] 3

B ¢aiine /etc/pam.d/sshd gobasbre cTpoky auth sufficient pam_radius_auth.so Hag @include common-auth, Kak
MOKa3aHo HUKe.

# nano /etc/pam.d/sshd

# PAM configuration for the Secure Shell service

# Standard Un*x authentication.
auth sufficient pam_radius_auth.so

@include common-auth

# Disallow non-root logins when /etc/nologin exists.

Co3p,a171Te JIOKANbHOrO NOAb30BaTENA C UMEHEM, COOTBETCTBYOLWMM Nosib3oBaTento B AD.
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JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

[lpoBepKa peLleHunA

[nAa npoBepKM BOCNONb3yemca onepaunoHHoin cuctemon Microsoft Windows 7 ¢ yctaHoBAeHHbIM SSH KineHTOM
PUTTY.

OTKpoem Putty 1 yKaxem afipec MHTepecyoWwen Hac MalnHbl Ha Linux.

- v e
Basic options for your PuTTY session ]
L.ogging Specify the destination you want to connect to
= Teminal
. Keyboard Host Name (or IP address) Port
- Bell 192.168.59.133| 22
susi s aass s
- Features Connection type:
=)- Window “)Raw () Telnet ) Rlogin @ SSH () Serial
gz::::s:e Load, save or delete a stored session
- Translation Saved Sessions
- Selection
~Colours Default Settin
as
=- Connedion VSCALE_512 :
- Data White Ubuntu -
fqwefwgefwef
- Rlogin newlb %
- SSH
- Senal

CJose window on exit: i
() Aways () Never (@ Only on clean exit

e J[ Concd |
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JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

BBeauTe MMsA nosnb3oBatena, BBoa, 3aTemM HaxKMUTE Ha KHOMKY ycTpoinctea JaCarta WebPass, Beog,

" user@ubuntu:

Documentation:

[anee Beeante KomaHay SSH [Servername2], BBoa, Ha*kmuTe KHOMKY Ha ycTpoicTse, Beoa.
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JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA 1.0

© 3A0 "AnagauH P.A.", 2017 Crp. 22



JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA

KOHTaKTbl, TEXHMYECKaA noaaepHKa

Odwuc (obLme Bonpochbl)
Appec: 129226, MockBa, ya. JOKyKuHa, 4. 16, ctp. 1, Komnauua "AnagamH P.4."
TenedoHbl: +7 (495) 223-00-01 (MHOroKaHanbHbINM), +7 (495) 988-46-40
®dakc: +7 (495) 646-08-82
E-mail: aladdin@aladdin-rd.ru (o6wmit)
Web: www.aladdin-rd.ru

Bpemsa paboTbl: exxeaHesHo ¢ 10:00 go 19:00, Kpome BbIXOAHbIX M NPA3AHUYHbIX AHEN.

Texnogaeprka
Cnyxba Texnoanep kv NPUHMMaET 3anpochkl TONIbKO B NMCbMEHHOM Buae yepes Web-cant:
www.aladdin-rd.ru/support/index.php

[na onepaTnBHOro peleHna Baweit Npobiembl yKaxKuTe CNoab3yemblii Bamu npoayKT, ero
BEPCMIO, NOAPOBHO OMULLUTE YCI0BUA U CLLEHAPUMN NPUMEHEHUA, MO BO3MOXHOCTH, CHabauTe
CoO0bLLeHME CHUMKAMM 3KpaHa, NPUMepPamMm MCXOLHOrOo Koaa.
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JAS n JaCarta WebPass gna OTP-ayteHTUdMKauum B Linux SSH WHTerpaumMoHHan MHCTpyKLmA

Perncrpauma n3mMeHeHuin"

1.0

Bepcua U3meHeHusA

1.0 MNepepenaHsbl pasgensi 2, 4, pobaeneH pasgen 10
0.9 [ob6asneHbl pasgensl 4, 7, 9, usmeHeHo popmaTuposBaHme
0.3 draflt Co3faHue fOKyMeHTa
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AnapnauvH)™

JinueHsnm ®CTIK Poccum Ne 0037 1 Ne 0054 ot 18.02.03, Ne 2874 ot 18.05.12

JnueHsmm ®Cb Poccmmn Ne 12632 H ot 20.12.12, Ne 24530 ot 25.02.14

CucTema MeHeKMeHTa KauyecTsa KOMNaHUM COOTBeTCTBYeT TpeboBaHuam ctaHgapTa ISO/MCO 9001-2011
Ceptndukat CMK FOCT P MCO 9001-2011 Ne POCC RU.NC72.K00082 ot 10.07.15

Apple Developer
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